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mobility present fundamental challenges to network operators and content
providers. In summary, attractive business models, network control and
management, access control, device capabilities and a compelling user experience
combine to present a complex of interdependent challenges that have not been
fully resolved in the wireless industry.

[0003] One challenge that has arisen is the need to provide protection of the
content that is to be distributed. For example, the distributed content typically
needs to be guarded from unauthorized copying. Further, content providers also
wish to control, either directly or indirectly, the distribution of the content. Thus,
content providers typically require that any content distribution system used by
service providers have the ability to provide digital rights management (DRM),
which refers to any of several technical arrangements that provide control for how
distributed material can be used on any electronic device with such measures
installed. An critical underlying component for all content distribution systems to

support DRM so as to protect the intellectual property rights of content providers



which refers to any of several technical arrangenents
that provide control for how distributed nmaterial can
wheooasede®n any el ectronic device with such neBSUUER06/027461
Jdnstalled. An critical undeylying conponent for all
content distribution systens to support DRMso as to

PRt RElrd BeeddditidnRIEEH 0P 0P BRI Y dlifi@ i Snstfis SRMHL8bt.
provi dersis the feature of encryption/decryption o

afditipn, dere n‘goftqanafn sequireingny fcegeiepihe mfrdlwduanuem;yptddeﬁoan

e1t§%§?({p:)t?18 aerfv %Wt ﬂgu fc'fﬁl erreOét hzlg n&gybatck élewce Further,

thi &dckyphshi cﬁ&n%@dﬁfe prp@ﬂ “thex” gt ayeaskcHlayvihe @bility to view
Further, the encryptjion often needs to support "trick"

theagantng Sugng faskrioryvaed Ak Tepid P]éylfﬂcléwnt igelegizst At the media
egﬁgmgrh 8‘1%{1 %ﬁmagpyepﬁe ew 19 vanpgfﬁ&]mdah tch!al\’?ﬁeg 681 i

la enc Ion s Pion's
ceﬁngmﬂmﬁmm wi th m ni mal changes to video codlng
i nterface. SUMVARY [ 0004] Enbodi nents described herein

provi de net hods and apm&or encrypting only the

vi deo data of any code t stream and | eavi ng
[0004] the 1RERAEALE NlestRbRC therelM UsrovRIRY nfifddk. aRY ! &paratus for

expansi on or contraction of data will be mnimzed t

ep¢rypling ankyntiel viges diterofosnyt h@depl tzanspak swear rad leavmg the

hod .
o bofER ftact dtttD SRE AT SO er BB ot e withe
niieivhiged iorutfeatia Higalppsision @f tH&q)lmlbla&lt ofxtle anuflihédih 0

| dentlfy a medl a data portion; enCPFéftl ng the nedia
[0005] dat a Tpote 6 O‘é‘ﬁlfntvc@)n’ﬁP‘ili‘Pﬁngt fescabrd Yptely fae gnaryating 2

oRQfiinb@Y Mk meqnaﬁaa %‘ﬁﬁﬁ(?i %gréﬂ%“@ mﬁn%afaam%o[r otiag lgAd

met hod for playing a nmu I'e 1s al so provi
nieliae idataf portlpar shogyptile thalmhédediate fpbttent aniddeotmbinngnhe

t adat rt t he ted
AT RRATRE S PRoROT T MBAL £ R sl b o meRf: G o, A
rhdiRod BéH BlafinkCa ni@mB@si fileOR Ao pRIVdeASherfidVidh ading the
assom at ed encrypted nedi a data portion; and,

fiei fide t1oe idesibyi an edncaavipiRst ouetadstfl apaftion using the

| ocess
uéﬂ:gr% gg 5459%%98 Po %n?rféﬁ%)&% nén‘ggg ]Bg tteé%% ru'? E) % %fﬂe the
positibh nefdingerést | lﬁvl@ ae sesddrel ﬁﬁé@%ﬂ&d nbdia F@alt:h @@rtion; and,
including parsing the nultinedia file to identify a

dREraPRDSRE AS96REsdsmeyBirdetiz A2 PREI9Redi a dat a

[0006] In another embodiment, a processor configured to implement a method for
encrypting a multimedia file is described herein, the method including parsing the
multimedia file to identify a media data portion; encrypting the media data
portion; and, combining the encrypted media data portion with a non-encrypted
non-media data portion. In this other embodiment, a processor configured to
implement a method for playing a multimedia file is also provided herein, the
method including parsing the multimedia file to identify an unencrypted metadata
portion; using the unencrypted metadata portion to locate a position of interest in
the media file, the position of interest having an associated encrypted media data
portion; and, decrypting the associated encrypted media data portion.

[0007] In yet another embodiment, a computer readable medium having

instructions stored thereon, the stored instructions, when executed by a processor,



portion; and, conbining the encrypted nedia data
portion with a non-encrypted non-nedia data portion.
WO povkigeot her enbodi ment, a processor confi guPETUSH06/027461
inplenent a nmethod for playng a nultinedia file is
al so provided herein, the nethod including parsing the

cansk tthergdoeesddr| e p@fdrﬂxeltméthodilfoﬂl BRAVHIY 8CAniIRhLAAR! Ble is

usi ng the unencrypted netadata portion to
d?%eé?fg H%f%él?@c PsthogringlHdiag egesing thermuliisesidia filel to, identiy a

n n S e ncrypt ed
R oy tioh bR TAing B BRRL a5 B6iBh” daQOE PP e
elecmyptyqb tnmdharréaia podamawitb rat narenck GAEY hor- fheﬁlﬁlt dANbARN. In
| e medi um havi ng

S FF bl of B el Gatibls RasciTs aHng ot Hissionn sisrcd
tHMEblﬁ axe %l@&i RYretiBhOC GRER! oxeBHSE m}F & %%;%gs%? 0 rca&s% the

perform a nethod for encrypting a
P@é%f’li Efe@eﬁ@meuanmeﬂhhé foe phythg mahmidnmglapﬁ]esnsrtgsd bﬁ)wded

dia d rt
i BB el e fing Gl ol ot G i ikt

usne adetﬁﬁﬂa oﬁl@hau theQiheddribred nRREBNSI N O ﬁ)dlocate a
nonr}%gtd i a datagportlcﬁfgln thlspgiher enbgg{ne

PRI teresh e aneria filamtheanasitipni ofgnietrst hovisg slg essedlated
t execut ed. by
CARRIGE Mok Bard (Wit T, QG DO e IR Do B Sk S P

dash agitieg. a nultinedia f|Ie is also prOV|ded herein, the

: hod I rS|n the nultinedia file to
ooogr g ¥°‘35n§?1 g‘ﬂ‘&‘?@%’?@d TraPRATEES [ FETpHng agnwmenia file

is\Wesutibed BkReh, AR @ﬁﬁfaﬁlﬁ%ﬁlﬁﬁ@ thnk @ a?s(%ﬁg ShitkifRa@f fite

interest in the nedia fil t he posi of I nterest
toHegntify 2 aredissdabe pertion; maeas )ﬂplt cadrypeidg shedmtdia datn tpoafun; and,

d nedia dat
A R SR
médin @ne popidng Ia mw fokHee dirdbddihént] Sandsﬁpgfdt&e%lhﬁfa‘;in@ a

e a ratus including means for parsing t
mHE’i“%qde)?g feds p SPéieﬁcéleél SpteirF havangraghis ﬁ@atparsmgrtm onttimedia

filkR& 'ﬂﬁ:nﬁﬂf arPiieh¥ R et Q{lﬁg(?atg@(gljtl%{l e%gg’lsgo];ltlsglggn glegﬁg{lqrmed

means for conbi ryp
mefeddta gortion-terierayept edsitiom o ditérestdh ahd dietiiadile, the pokitidn of

N T N T T I
deBiptina kit RSP éﬂ&}tptéfaeﬂb@iafdbia%ggﬁ%d Sgpt 'u‘;ly ng” he

0009] nggtﬁ%gtoggctrsmtf;?&tes agccl) r;dlvgl?tages will become apparent to those
skilled in the art from the following detailed description. It is to be understood,
however, that the detailed description and specific examples, while indicating
exemplary embodiments , are given by way of illustration and not limitation.
Many changes and modifications within the scope of the following description
may be made without departing from the spirit thereof, and the description should

be understood to include all such modifications.

BRIEF DESCRIPTION OF THE DRAWINGS
)010] The invention may be more readily understood by referring to the

accompanying drawings in which:
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result, the effects of any error or byte expansion/contraction of data should be

[0013]

minimized and thereby affect a small portion of the playback of the multimedia.

[0019] The following description assumes the codec used to store the multimedia
content is compliant with the MPEG4 standard as promulgated by the Moving
Picture Experts Group (MPEG), a working group of the International
Standardization Organization/International Electrotechnical Commission, Joint
Technical Committee 1 (ISO/TEC JTC1). The ISO/IEC standards are denoted
with MPEG-x (e.g., MPEG-1, MPEG-2 and MPEG-4) and the MPEG-4 standard
is described in ISO/IEC 14496-2.

00207 An MPEG4 file consists of hierarchical atoms, including metadata and
media atoms. Each atom itself can be composed of other atoms. The metadata
and media data atoms can be present anywhere in the file. In general, the
metadata atom (moov) is not essential and can be located either before or after the
media data atoms in the file. Metadata typically constitute less than 5 — 10% of an
MPEGH4 file.
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described below.

[0029] Many multimedia players are file-based, such that they take as input a
filename or a buffer containing a multimedia file. The player performs a scan of
the file metadata to load an internal table with frame offsets and timing
information. The raw frames are fed to the codec (e.g., MPEG-4 codec) for
decode and then rendered on the display by the player. The internal table is used
to perform such functions as “quick” seeks to the appropriate position in the file
during a fast-forward or a rewind, or “random access” playback from any point in
the file. Such features are collectively referred to as “trick play” features.

[0030] To keep the internal tables compact, a variety of techniques are used. One
that 1s used to compact the location and size information relies on the observation

that several samples from the same track are often stored contiguously, even when
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both video frame and audio frame (sample) sizes are also know, any video or

audio sample’s boundaries can be easily calculated as absolute offsets. In such a

player, the pre-constructed table framework does not allow a feed of encrypted

files to the player. The player input is in the form of either a filename (char *) or

a buffer that assumes the entire file resides in the unencrypted format in the

buffer. Neither of these interfaces allow the player to decrypt the file in a

“streaming” fashion (i.e., performing decryption while playing the file).

0041] In one embodiment, streaming functionality may be added if the
encryption/decryption system is modified so that encryption occurs at the frame or
slice level in a file, leaving the metadata in the clear to support trick play. This
“smart encryption” method allows the encryption system (e.g., the server) to be
cognizant of the media format while encrypting the actual content and leaving the

essential metadata and header data in the clear. Similarly, at the decryption

system (e.g., the client), the metadata may be utilized to perform features such as
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combiner 304 will combine the non-media portion (which is not encrypted) and

encrypted media portion and send it to a post processor 352 for transmission to a
client 400, as shown in FIG. 4.

[0044] Smart encryption would require the encryption engine 302 to be aware of
the various media formats to be supported by the system so that it would only
encrypt just the frame data, leaving the headers in the clear. For example, in the
case of MPEGH4, as illustrated in FIG. 1, the system would only encrypt the VOP
data and leave the GOV and VOP headers in the clear. Further, assuming that the
video bitstream is a standard MP4 file, where the stbl metadata atom is
compulsory, the encryption engine would not have to parse for frame or audio-
sample start codes to get to the media data. Instead, the encryption engine would
use the information in the stbl metadata atom to parse to the appropriate position
in the file to get to the frame or audio sample data.

[0045] FIG. 4 illustrates a client 400 that receives the multimedia file from server
300 and decrypts the relevant portions of the received file for rendering and

playback. A player 450 would be able to construct an internal table without any
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medi a portion may be separated for processing an _
cpdeguyifeo Rititrepm @Y Bgfor rendstinpen ascadir dpwputt devepA06md a

. er, the encr i.on ste t he
ERRPLRESARERNEL SI Ry obB LY Blavh 434 fohogrmore
comporsmisetiey aresllveddated ih 033, FIG 3 illustrates a

serv i encryption engi ne 302 that includes

30 th a L . A

006 3L TR EE et R pars B TS LR A dapEnilAHPG4 fe to
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AL ST BB oy D SRS
tableowewldarot B@Bire why decrppiiceto l'&@ﬁTn', %0 ﬂam@pﬂ(ijkgl tthhe;p_pen only

' ] data, thepn. rypts only the nmedi a portions
BRI rLeRSiE T, ol e oot pertTons
eddHptidnl decEPiibh BRzihEEn @0 BB Ebhi PR bf @R ¥R Tt gysriet ize

encrypted) and encrypted nedia portion and senc o
the besder. prldubsthere Bowdfley changess nesleil dnr every alditemtl #@Gia

' 0044], Snprt i on woul d
"EREIRSERR b okt R IRES DB R S g on
enayptomsenght @ drablBérriptiohert ShpRAfbasvdY- H4I6ing KEbIOHdHE

that jt ul d |y encrypt just the franme data,
lqog‘g\ﬁgﬁ@n?mg‘gdﬁ@%‘é?/s in %/Ee clear. For exanple, in the
0047] casepfl Mif#radSy 'ﬂok&“ﬁfaréga&ﬁ%f'a% g)!eﬁplé!ty G EXSIER the

woul d only encrypt the V
operation of the encryption/decryption process 500, where, in block 502, parser

308 of encryption engine 302 determines if the data being received from a file or a
stream belongs to a media portion or a non-media portion. ¥ so, then operation
continues with block 504, where encryption unit 306 encrypts the media portion.
Otherwise, operation proceeds with block 508, where the non-media portion of
the data is not encrypted (i.e., left in the clear). In block 506, the media and non-
media portions are combined and read out to the storage location of the file (such
as a storage unit on server 300), or streamed out to client 400. If the complete file
or stream has not been processed, then operation returns to block 502. Otherwise,
the data is transmitted to client 400.

0048] Once the data has been transmitted to client 400, either in a file or as part

of a stream, during playback client 400 can read the metadata portion in block 512



data and | eave the GOV and VOP headers in the clear.

Further, assum ng that the video bitstreamis a
wGar@ndaree MP4 file, where the stbl netadata atPem/iUS2006/027461

conpul sory, the encryption g¢ngi ne woul d not have to

parse for frame or audi osanple start codes to get to

ahBSinMRelkes diaidterthine iLRE pldyScIERe YR hRMbeBR 9ol WPWH Ghen
use the information in the stbl nmetadata atomto parse

operatipe eompnegsr ivathe blweki 21tnwheret the fieflia portiget ist ceatlhend

o RN R

as desceibedMbvand decrypts the rel evant portions of the
received file for rendering and pl ayback. A player 450
[00491  woul dlHe GaBhionst & biasksdipgrem ehan BeeashBoint 14 awid: sroaecess

C t] c . . i.nfo ion of ..the
A0 1 oG8 SRR RN B YR R ilf ot
edeyptedtusing thngithed4 8 appacits d&&l’rﬁﬁﬂfhéfeﬂn.i ‘?s ldmﬁ%@t he@éin,
engi ne 402 woul ass the portion of the file that is

a@ng‘lf‘i‘?ﬁs( teming afe%é‘%to)ﬁpqu&? RIRYiEing 1§1c81 38 AGT drtarsonprstiidy to

af @br. ATRE YOO RrRE 9 ey SR HnREe it & b rc@gx‘tﬁgti{l% gévgg Méfioars a

(v}
codec. Specifically, parser 414 extra . at a _
laptier eonapyien adletltapresmputer, seitdsayt feensel focatmngdodevine such bs

4 . - [ tion,, whi not encrypted .

TR T S S T S B S s
uhit) mobilb ktatbh,afoild, Rerhhte stheiohyRhRk: MR NREE tePRinal) user
decoder 404, which includes an audi o decoder 408 and a

3gPHe 87 JEBOAGHPIEDL WL lgoegR derinalneag difed bsirtber station,
WRidst GEAR G AN LRCPERTMdS0c Rl B CYBhssion

or rendering on an audi
LaitispdraProtddd] (3B phohe,eetvirelebd loshioldbog (MELIDOstacbr, Aagersonal

: . 450 h ( ents th . .
Fyif Srsisr P i bR GG T RO HE B OB SO APy
ok denek ipk&ei@:‘x% ﬁex‘i&@t‘oﬂn@&‘t@d o A% M 8Lss “ﬂ?&ﬁ%ng %@Rér? aR RYREs

450 because e headers are not encrypted. .
peméasd wyeddferainaclerst toranddvideainl am agoedschetporkrthapuiomemaniyates

ti.on 40 happen., so decryption. w.ll happen.only
oY Rre Prikck. URERE s R ey i bspaf S By e
ab@kp@NCAYPAT DR Bediitieh Bk ROEHsN@SHINAVRI R REt of the access
cognl zant of the file format to recogni ze the header.

neREk, Which enagoiarbrdp an dRaxtrearknbe geverigne woeivgd air-interface
AL kd ﬁnﬁ'%cﬁ(@@d 'A@cc%gr;ggr{t ais%%o@fﬁﬁa%@ ﬁlgﬁla%?%egxgé%{g g)f” Elt'tributes

Furt her, ere w extra processing
for the air interface.

[0050] For the reverse link, at access terminal 602x, a transmit (TX) data
processor 614 receives traffic data from a data buffer 612, processes (e.g.,
encodes, interleaves, and symbol maps) each data packet based on a selected
coding and modulation scheme, and provides data symbols. A data symbol is a
modulation symbol for data, and a pilot symbol is a modulation symbol for pilot
(which is known a priori). A modulator 616 receives the data symbols, pilot
symbols, and possibly signaling for the reverse link, performs (e.g., OFDM)
modulation and/or other processing as specified by the system, and provides a
stream of output chips. A transmitter unit (TMTR) 618 processes (e.g., converts
to analog, filters, amplifies, and frequency upconverts) the output chip stream and

generates a modulated signal, which is transmitted from an antenna 620.



encryption engine to enable encryption at the frane
| evel parsing stbl atons, |ooking for nedia data etc.
w@R7P1FEb6G. 5 il lustrates a fl ow di agram of anPCT/US2006/027461
exenpl ary enbodi nent of thggoperation of the
encryption/ decryption process 500, where, in block
[0051] 502, MacsRk psRBe0dix, BRChdilhen s@ngl ﬁﬁns?iﬁ)igte@% %Eéysg‘%ﬁninal
t he data belng recelved fromaTile or a st
692x gnd othes trmirals & poRMUBIGatim with @acase gomt ;6641 lanmrecctlfled

r bl ock
Fom R R % RRE Nk KPR arS s 0P e gfnations and
digitimsyiieaecceiyersigriab fropr aLamd55Dishd phvadds SQBredMaBhRs. A
t he non-nedi a portion of the data |s not encrypted
demodulator gpempg) é)frﬁeprep@a%) (e-g-remagelaisoed detrstsintieti receimet]

d
SBDIEE S pRRtdeh DReoPl BGWhRRT oA LERGTEhe oo cate
spmbele rtmasmﬂted)by the teytmiwdsredacoeds podntodO4@ntA 4&91ve| R3O)Rta

co | e or stream has, not been processe t hen
PR AR 058 Hrifesihs Rl B paps. cRrIR e, rdlegades s
deteat88 Ndatd RYmb6ls Clok &fakh 40Qnin 0484 %@est H&:og«?(% ‘c(‘ﬁ E\a?or that
been transmtted to client 400, ther In as
tgE¥Ralof a stream durlng pl ayback cllent 400 can read

bl ock bl.ock 514
0020 ot ol R P BRI By adkel PORLETEn SRR Busas PR py o
T8O dath pescessoe 660 ito Igeﬂ@ﬁttaldathe@nvboﬂsh hlaekad c62h&Es et B

rtion is read and decrypted. The decrypted

A TERRS GOt eimbsle R, Banalns dub e dorutid ik, peyacie.
ADMPSEL PR b3 ) 6 LRSS
chip2keathavhichys foethet édnditeded by b tansmnitter anid66eer] vasmitted

t d ncr ed using the nmethods and
fiofR AR Bk c APBcmHEol At i PR duligr Fpmer antro

cOBBRAGS gt By 2 COAESIRr teY0HEYI & raBVﬂrQ{sﬂgttl\ﬁg' §ifthe
and/ or éata connectivity to a user. The

rqVErsailing| to gesesh poiab AdGt At attcsssatenmmrph‘ﬁ()?rxg tt@enoqmatsm sﬂgnal
o) ut.e r. deskto ut er
R R T e AL R VL ok S et and
dgstided ttynd recBiveAQAR $32} @{d'fpﬁ)@éss&ﬁﬁydﬂ EndR1A& 62601Pobtain
subsgrlber unjt, nmobile station, nobile, renote

defecied data ybslse AR date, Proesssort WRkimedessagdhe delgeind data
Whbdls %degf&vmé? n&eco&ﬁi AWkert hR MeRdla B BE Rorwad link

subscrlbe
signaling. Controller 630 rece1ves the power control commands, and controls data

transmission and transmit power on the reverse link to access point 604x.
Controllers 630 and 670 direct the operation of access terminal 602x and access
point 604x, respectively. Memory units 632 and 672 store program codes and
data used by controllers 630 and 670, respectively.

0053] The disclosed embodiments may be applied to any one or combinations of
the following technologies: Code Division Multiple Access (CDMA) systems,
Multiple-Carrier CDMA (MC-CDMA), Wideband CDMA (W-CDMA), High-
Speed Downlink Packet Access (HSDPA), Time Division Multiple Access
(TDMA) systems, Frequency Division Multiple Access (FDMA) systems, and
Orthogonal Frequency Division Multiple Access (OFDMA) systems.



wirel ess device, cellular tel ephone, PCS tel ephone, a
cordl ess tel ephone, a Session Initiation Protocol

w@ BloPp1pghone, a wirel ess local |oop (WL) statPORPSH06/027461
personal digital assistant{PDA), a handhel d device
having wi rel ess connection capability, or other

[0054] Pr oca%si siepsdel b GRethod rtﬁca{lgﬁhthﬁ desthib&l &S ToMRLABH with the
Further, an "access point™ as used herein refers to

egborliarentsn digglosed: dsteimanyo bk embadied wimeelly: dn dxmrdware, um &

sk hEANEERe "G, Pth SEFERATn, 2 b i A
sbfed ave enodiie IMCﬁﬂBiet &r RMnaImeaisty! Reshr ﬁﬁ&no@% ROBI REHRES,
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codln and nodul ation schene, "and provi des data
Yragenmgdiva sppserids i an ABHUI The dr$1(§ynzt;oﬂesrﬁe fin a user

dul rrb I
tég?z;llga%. %{]\Nﬁll &@Haw\/% ot&ﬂ%roceérsp{) an ({rﬁle%t%%ééjn il lglﬂé ré)s1de as

d'rsemaeeimmblﬁs@&ias@y&fbﬁhhai, pi l ot synmbol s, and possibly

' ing f h | 1 nk f OFDM)
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[0055]

transmtter unit I ocesses
irt theasrd| ofpr dxahtpde, sthe aeptraf remiremont forehieiehien to operate as

d t
R BHRFEtiR ks BREHR RS Bl MRS e b drmatiom
a@z&eﬁs@%&kopﬁmaﬁ@ ®pSralié Bt th@%fént bt a TGN 2%810' s3HBS RS

fransmtted access term nal 602x and ot
al?CbeﬁngszelaFﬁdé@ rpqppesattangf the cltﬁnachew qmimiumaﬁmhe ahent

) t
L i TR e

hat\e‘n:@ bmeﬂluaicgm@is éapabiliaed. NN fetGm3tHaN emPbOYAE Thé @H@dt\i@q
es. A denodul ator (Denod) 656 processes (e

PEEHBUGPEPHET JUNGCRSRTSYICHES cepan s smd@go@h@rdware
i SeErdehaEkas i & TRkl S BLR L B v
im@ementaths vadoas embedipeintst dsOdbed Kersinc eThe véuﬁa()s dlatteative
logics, logical blocks, modules, and circuits described in connection with the
embodiments disclosed herein may be implemented or performed with a general
purpose processor, a digital signal processor (DSP), an application specific
integrated circuit (ASIC), a field programmable gate array (FPGA) or other
programmable logic device, discrete gate or transistor logic, discrete hardware
components, or any combination thereof designed to perform the functions
described herein. A general-purpose processor may be a microprocessor, but, in
the alternative, the processor may be any conventional processor, controller,

microcontroller, or state machine. A processor may also be implemented as a

combination of computing devices, e.g., a combination of a DSP and a



processor 658 processes (e.g., synbol demaps,
dei nterl eaves, and decodes) the detected data synbols
wo oo07@80be t er mi nal and provi des decoded data fRECT/UBBDG6/027461
termnal. [0052] For the fgrward |ink, at access point
604x, traffic data is proceSsed by a TX data processor
t A

He R e b R L
chuumatiah Witk DSPerdrgromeny ethgr sucteDMjigurathn. at i on and/ or

ot her_pertinent processing, .and provides gn output .
(00561 Chy p Wy SRS ISR OBt dPEiCa blaion BpoHyS ahd circuits
deSabA I &onkétition6GAtha Akl tdrAktiihbAts ddikE1888da HeRMBmBP Zbe
The forward |ink signaling na% i ncl ude power control
ipplementts geperfamend Withaa @oneral prpose Poockssor,at |digital signal

N

Boghamableagifdnalrh e (FPG AR @F @iger gﬂb fhmédle logid &Skdey AtbcRye
antenna 620, conditioned and digitized by a receiver
S35 QT Leppsiston IngiGy isseis RaTdgre LORWRBRINS. OF 8RY sEmbinationhateaf

dgﬁgﬁ&f £%¢ ﬁx‘g tfd m@tiénds %c@éddxﬁ%o g %gg%%ga?%\\}?pgég processor

roécesses t etecte ta sy
moeC bd ed nderoprdeossot, hieatt é rthe altemntdvd, hthe fraommasa mapkbe any

signaling. Controller 630 receiyves the power contro

COBTRHRARY Proge e okuPIEl S BAGCqRlEh e SRISTOS N /b RSRpssor
RANRIs00Be LiDIdEMRES &s | 4 Honitn Ao ESH cBRHMind W¥ices, e.g., a
Controllers 630 and 670 direct the operation of access

combiratigh ob@AXSRaUd acsiexprensbsor, SpUxality of peeroprosespors, one

y its 632 and 672 store.pr m codes_and .dat a
ey nPegiTs e RimSRAT eyt o ReP et g RS tc
chhgwtus®l. osed enbodi ments may be applied to any one or
conbi nations_of the follow ng technol ogi es: Code

[0057] Di vi shi§remadimpnts dascribed abeysvate expsplany embodiments. Those

lohiR! §a .er k%)o - '

PPt O S nGCH e petit T et tsomy e
aboreddédcubal embbtintdantd evithouie dspariiijVijons \th¢ e@neentive concepts
=r equency. Diyision Miltiple Access (F systens, an
TR SR FATRR P ATo TS CIPECAbsBe By GRTRGAY
Dy ebe® the@atelng ol &‘rp,san_@fth@%%i‘ie Oeineip1Rl BRRLS FdFkin may
described in connection with The enbodinents disclose
beeanplind ienpthvs espindithends,oé-g-edn lay insfaiamdssagieg serviee or any
general wireless data communication applications, without departing from the
spirit or scope of the novel aspects described herein. Thus, the scope of the
invention is not intended to be limited to the embodiments shown herein but is to
be accorded the widest scope consistent with the principles and novel features
disclosed herein. The word “exemplary” is used exclusively herein to mean
“serving as an example, instance, or illustration.” Any embodiment described

herein as “exemplary” is not necessarily to be construed as preferred or

advantageous over other embodiments.



sof tware nodul e executed by a processor, or in a

conbi nation of the two. A software nodul e may reside
w0 pooRAM76enory, flash nmenory, ROM nmenory, EPROMTERING(27461

EEPROM nenory, registers, hard di sk, a renovabl e

di sk, a CO-ROM or any othér form of storage nedi um

known in the art. An exenplary storage nediumis

coupled to the processorgy gpgg that the processor can

read information from and wite information to, the

WHHPeCndBVIEMISE n the al ternative, the storage nedi um

may be integral to the processor. The processor and

the storage nmediumnmay reside in an ASIC. The ASIC may

reside in a user termnal. In the alternative, the

Ipr océfsswBthodridr ¢rieeypting magdtimediadile peryprisisg:de as

di screte conponents in a user termnal. [0055] It

shoulpdrshgy thebedtihedih fildwe idaitifpd medesdita padomer ei n may

be inpl emented on a variety of hardware, processors

and Yist 8RR KRNI PYat2 PErtieh; #adi nary skill in the art.
For exanple, the general requirenent for the client to

oper ' 2f ] : the ¢l i a
oror e Pn R SPLOR N B R R R
Tﬁ%ﬁ%& sor to control the operation of the client and a
@aP@POEtoring data and prograns related to the
operation of the client. In one enbodi nent, the client
is a cellular phone. In another enbodi ment, the client

Is a handheld c ut er, havi ng. ca nj catj.o L

% s partemisat of el Shmher et redis e @idearty e
a personal conputer having conmuni cati ons
1%%8%@Mﬁpwméﬁponﬁﬂ&@dition, hardware such as a GPS
recei ver may be incorporated as necessary in the

cl i enketerwinimgph Efeiotmithd theamibinsedenfiledamient s descri bed
herein. The various illustrative |ogics, |ogica

bl ocksaseddtit @stermined Gild fotthitsiddaSsRin gl miediCANRGH bk bf
wi th the enbodi nents di scl osed herein may be

thdRLeEN £Hor performed with a general purpose
processor, a digital signal processor (DSP), an
application specific integrated circuit (ASIC), a
field programmabl e gate array (FPGA) or other

10T AHETRRN S b fWEEn o 66 E LS 9BHRnIhahEAM LAl

I'ogi ¢, di'screte hardware conponents, “or _
SERL RN G E S lin SR ARG S a8 pBEIL Yompig JdlShh iR

media data portion on a video frame-by-video frame basis.

4. The method of claim 1, wherein the media data portion includes a plurality
of audio samples, and encrypting the media data portion comprises encrypting the

media data portion on an audio sample-by-audio sample basis.

5. A method for playing a multimedia file comprising:

parsing the multimedia file to identify an unencrypted metadata portion;



descri bed herein. A general-purpose processor nmay be a

m croprocessor, but, in the alternative, the processor
worey7loer7esy conventi onal processor, control | erPCT/US2006/027461

m crocontrol ler, or state gﬁghine. A processor nmay

al so be inplenmented as a c i nation of conputing

devi g Sihg tfe Qne'ncglpi:e%rfﬁétg(?a[té }?&18 tlob5tE a ?)Bgltion of interest in

nlcrop ocessor m Cr oprocessors, one
AR R M AT

various illustrative |ogics, |ogical blocks nodul es,
pertiPre pRGui t s described in connection with t he

enbodi nents di scl osed herein may be inplenented or

per f aleomygting the aasagetet alcryptadpoedia delopesswr , a di gi t al
si gnal processor (DSP), an application specific
integrated circuit (ASIC), a field programmabl e gate
array (FPGA) or other programrabl e | ogic device,

@i scriteanghd@obelaitn Snghesdiopatsong the nolitsoed s Elcntandangifethe
conponents, or any conbination thereof designed to

rﬁ&;ﬁ(ﬂg@;{?&ﬁlt}ﬁcéﬂpﬁgdsons descri bed herein. A
gener al - pur pose processor may be a mnicroprocessor,

but , de&ﬁhﬁf@htﬁ% kb6 thd Hﬁltﬂﬁ&%ﬁ&oﬁndmy be any

conventlona processor, cont ro er nlcrocontroller

tate hi d
L R T
nbi nat f DSP d I it
SoIbLARLLeD,01, 8,008 and ?D?L"pmrﬁfiéf’SLes?oPs“{ﬁ' /

conjunction with a DSP core, or any ot her such
configuration. [0057] The enbodi nents descri bed above

are exenplarg enbodiments. Those skilled jin tg art.
fray nbie metked alipee dsvhred g tnencasyRIAPeiadat Beion to

t he above-descri bed enbodi nents w thout departing from

lobage theypesitionef cuerceign shedhedih Gieabnimeises:n. Vari ous

nodi fications to these enbodi nents may be readily

appargfildidgoa tablessf videolftaatk dffsetshradainting anfdrohdiengampr i

principles defined herein nmay be applied to other

embodidiBifing %héyloeaﬂoa o@ra shiplean thd @SSARL Ng Service or

any general W reless data conmuni cation applications,

W t hout departing fromthe spirit or scope of the

novel aspects described herein. Thus, the scope of the

g.nventhopeihdddPElalR e@ﬂ@rgmtdété?ﬁnﬂlhg"[ﬂqucdtl@n P& sample in
enbodi nents shown herein but is to

the data file comprises:

mapping the sample to a chunk; and,

determining an offset of the sample within the chunk.

9. At least one processor configured to implement a method for encrypting a
multimedia file, the method comprising:
parsing the multimedia file to identify a media data portion;

encrypting the media data portion; and,



be accorded the w dest scope consistent with the
princi ples and novel features disclosed herein. The
wowrod/oiesenpl ary” is used excl usively herein tBCTHESI006/027461
"serving as an exanple, instance, or illustration.”
Any enbodi ment described herein as "exenplary” is not
nece il e ¢ ;
advaspg a8 Rty R M e R ARl g
AHYED IS 1. A nethod for encrypting a nultinedia
SHLILBRAPFPR ng: parsing the multinedia file to
identify a nmedia data portion; encrypting the nedia
data portion; and, conbining the encrypted nedi a data
ortion with a non-encrypted nonnedi a dat ortion, .
B EEMbleGone PHGHTEDT ObEbY I ARG PR e e FOR A FE
file to identify the nmedia data portion conprises:
tolidentifyi the mydie datd porfien aeMP@TSt he nul tinmedia file; and,
based on the determined file format, identifying the
medi alettammippa filediosmatfof ttiremnitinicdivelifieparfd, | e. 3. The
nmet hod of claim 1, wherein the nedia data portion
i ncl udesl ¢h Bk de@bhingd ofe foiEidenaiyasy tha pedarduypirtiog of
the nmedi a data portion conprises encrypting the nedia

ﬁﬁﬁ’ 18 on a video frane-by-video frame basis. 4.
t eﬁﬁg%%%%ﬁof claim1l, wherein the nedia data portion

includes a plurality of audio sanples, and encrypting
the nmedi a data portion conprises encrypting the nedia

]g?t s ttileggtfcgl?, pg{;be%bq P AP \?hé}ganthﬁdﬁ% forki@si s.

A netho aying a nultinmedia file conprising:

.parsing.th timedia file to id i . pt ed
b doatutBplToiofernge ml ol g B R e aens
portion to | ocate a_position of interfst i n theagedia
qompEises FRETYRGBE theomedi dptapartios O VAIFRyrame Dy s dsoran®
encrypted nedia data portion; and, decrypting the
msisoci at ed encrypted nedia data portion.

12.  The at least one processor of claim 9, wherein the media data portion
includes a plurality of audio samples, and encrypting the media data portion
comprises encrypting the media data portion on an audio sample-by-audio sample

basis.

13. At least one processor configured to implement a method for playing a
multimedia file, the method comprising:
parsing the multimedia file to identify an unencrypted metadata portion;
using the unencrypted metadata portion to locate a position of interest in
the media file, the position of interest having an associated encrypted media data
portion; and,

decrypting the associated encrypted media data portion.



6. The nethod of claim5, wherein parsing the

multinmedia file to identify the netadata portion
weoenpiises: determining a file format of the neCT/UR®Aé/627461

file; and, based on the deégrm’ ned file format,

identifyi ng a non- encrypte nonmedi a porti on of the

e. m5,. wherein. .

11 ng T HeRESRE PYEESEr R B S "EFED BHg e Ra el file
position of interest in the nmedia file conprises:

t‘blﬂePTéﬁYﬁbe Eet2eBRPOFONGOFEBISEY ane of fsets and ti ming
i nformation; and, determ ning the |ocation of a sanple
in t Hetednining 4 file.fognat D éherrpulfiowdivffile] aidm 7, wherein
determining the |location of a sanple in the data file
conpbhasdsn thefigbimgnéhleTanmudt idestifgingiivn-enafghied non-
determ ning an offset of the sanple within the chunk.
n%dw%oﬂl&@ﬁth@%lﬁh&%%%’r configured to inplenent a
met hod for encrypting a nmultinedia file, the method
conprising: parsing the multinmedia file to identify a
nmedi a data portion; encrypting the nedia data portion;

18nd, geghi féhﬁgm& Eﬁog%%%f ¥Rusth @%@r&ﬁhggg R{rtdn%‘c %Je@ a

non- encrypte Ia data port| on he at “f east
R R R %w%é‘%@re e R BT oSG
t of th | ti medi
?."FE"bui%ag o§5ue0l Yeq fede e‘f%;twé&‘%ma"la B, D

| dentlfyl ng the nedia data portions of the mul t i rredl a
fil edetenmingethg focabersof aspenple bribe date fd¢. cl ai m 9,
wherein the nmedia data portion includes a plurality of
video franmes, and encrypting the nedia data portion
conprises encrypting the nedia data portion on a video
16r amdhpyt lgpgt@ne Pragassobalkélaim 15, wherein determining the location of

a sample in the data file comprises:
mapping the sample to a chunk; and,

determining an offset of the sample within the chunk.

17. A computer readable medium having instructions stored thereon, the
stored instructions, when executed by a processor, cause the processor to perform
a method for encrypting a multimedia file, the method comprising:

parsing the multimedia file to identify a media data portion;

encrypting the media data portion; and,

combining the encrypted media data portion with a non-encrypted non-

media data portion.

18.  The computer readable medium of claim 17, wherein parsing the

multimedia file to identify the media data portion comprises:



12. The at | east one processor of claim9, wherein the
medi a data portion includes a plurality of audio
wa@amploess6 and encrypting the nedia data porti oPCT/US2006/027461
conprises encrypting the nﬁgia data portion on an

audi o sanpl e- by-audi o sanp basis. 13. At |east one

processor. conf|. ed ta. .inplenment net.hod for playing
a mul ﬁe}?ﬁﬂ’i”ﬁg?*lﬁggn?ﬂé’?mr}ﬁ%@n}?g}?p@%ﬂqg: parsing the
multinmedia file to identify an unencrypted netadata
por t iPased qadthe getﬁlﬁ@n@m@%cfpwtelée%éf/%é%{%\rrﬁémtda@rpwns of
| ocate a position of interest in the nedia file, the
thpowiktinedizofilei nt er est havi ng an associ at ed encrypt ed
nmedi a data portion; and, decrypting the associ ated
encrypted nedi a data portion.14. The at |east one
processor of claim 13, wherein parsing the nultinedia
1Pi | e Tthe conbenter foaditie nedivadaft daipot 1, ivdrerao thermaks data
determining a file format of the multinedia file; and,
pbafRdnslnddshepldRlig) o i@ frirhé, ARl éRtyptind et inbdib ﬂﬁta?_ortion
non-encrypted nonnedi a portion of the nultinedia file.
. . S.0r f . i . i
it Rtna A b U S S
bgggition of interest in the nedia file conprises:
ur'lding a table of video frane offsets and timng
i nformati on; and, determning the location of a sanple
in the data file. 16. The at | east one processor of

lai m, 15 i,n .det I Nj t I ti .
it R RO oG Bhmsrriet L. Wit G eele B o
RRICR RIS RBARAD SRR EHRfS: B BB dTBa G R

havi ng instructions stored thereon, the stored
POREmrapsInrisessneninting dheomedie datgyportiqpracanssidio sapplssby-phdio
processor to performa nethod for encrypting a
sampleibaeidi a file, the nmethod conprising: parsing the
multinmedia file to identify a nedia data portion;

21. A computer readable medium having instructions stored thereon, the
stored instructions, when executed by a processor, cause the processor to perform
a method for playing a multimedia file, the method comprising:
parsing the multimedia file to identify an unencrypted metadata portion;
using the unencrypted metadata portion to locate a position of interest in
the media file, the position of interest having an associated encrypted media data
portion; and,

decrypting the associated encrypted media data portion.

22.  The computer readable medium of claim 21, wherein parsing the
multimedia file to identify the metadata portion comprises:

determining a file format of the multimedia file; and,



encrypting the nedia data portion; and, conbining the

encrypted nedia data portion with a non-encrypted
wooretizes dat a portion. 18. The computer readabdEUS2006/027461

medi um of claim 17, wherein_parsing the nmultinmedia

file to identify the medi al8at a portion

conprises: determni ng.. ile formt of the nultjnedia
£ 1 o pagiEen 56 SieBine? nf tompd 1ER DR ne) nory Giefiued fon-
identifying the nedia data portions of the nmultinedia
pgdigportign offfhe npyhpetiafile-eadabl e medi um of clai m 17,
wherein the nedia data portion includes a plurality of
video franmes, and encrypting the nedia data portion
conprises encrypting the nedia data portion on a video
2Br amdlhspoyipyies Iqadae medising of dlgim Thevhemipusiag theeadabl e
medi um of claim 17, wherein the nedia data portion
unpdrypied metadhiarpmltianytoddcaseitie positopbiinterasnth tha cuedpd filag
the nmedi a data portion conprises encrypting the nedia
conlpdisgaorti on on an audi o sanpl e-by-audi o sanpl e basis.
21. A conputer readabl e nmedi um having instructions

st or gdliilRg8Me of Oﬁe§?@ﬁ@@fﬂsé@ta.ﬁ&'ﬁﬁﬁr@‘iﬁforﬂ?ﬁ@n;%ﬁpUt ed
by a procéssor, cause the processor to performa

met h f.aor . [ . ltimedia,file, .the method
corrp:ralgtselnﬁ{gn:up %F\é%‘lp(’%tglg? Hnga %W%ﬁ?}@t Fgaﬁ‘aiffl% to identify an
unencrypted nmetadata portion; using the unencrypted
net adata portion to |ocate a position of interest in

he ia file. t osition.of Lnterest .havin
Ao coaraDouisE s Bt S p00eRsh adfmiithethe
decrypting the associ ated encrypted nedi a data
l?)‘i?Pf’%B{;?s Pleﬁh@‘e@éWﬁﬂFéPmP’é%?éabl e nmedi um of claim 21,
wherein parsing the nultinmedia file to identify the
met adeaPREdhe fonple bhpehiwdsandlet ernining a file format
of the multinmedia file; and, based on the deterni ned

fil e determiting ardefifitet 6f/thngample avithém theychtigld nonnedi a
portion of the multinedia file.

25.  An apparatus for encrypting a multimedia file comprising:
means for parsing the multimedia file to identify a media data portion;
means for encrypting the media data portion; and,
means for combining the encrypted media data portion with a non-

encrypted non-media data portion.

26.  The apparatus of claim 25, wherein means for parsing the multimedia file
to identify the media data portion comprises:

means for determining a file format of the multimedia file; and,

means for based on the determined file format, identifying the media data

portions of the multimedia file.



23. The conputer readabl e nmedi um of claim 21, wherein
usi ng the unencrypted netadata portion to | ocate the
w@emions of interest in the nmedia file conpriBEFUS2006/027461
buil ding a table of video frame offsets and timng

i nformation; and, deterninﬂﬂg the location of a sanple
Ln t data file.. 24, _The conputer. readabl e nmedi um of
2 i s 3B0 RS o HalRa et GRS HER GEERBI ORI o
in the data file conprises: mapping the sanple to a
PeH B of Nifleo frpmics, IdMeags 507 HENHPEDS %ne TRgeka dHAPPEIOR t hi n
the chunk. 25. An apparatus for encrypting a
couptiseseéaas forl eaciyptipg iheimertia deapertiononpavidéonfyarhérby-video
multimedia file to identify a nedia data portion;
fraestmsisor encrypting the nedia data portion; and,

nmeans for conbining the encrypted nedia data portion
with a nonencrypted non-nedia data portion. 26. The
apparatus of claim25, wherein neans for parsing the

28ul t iMredpparhiuk 6f EiQinh A8NVihdrdin ttemb@d idaagRktEnlAE B
conprises: neans for determning a file format of the

Lty dh@ o fshinBles, 3R mdiR é?xg%g id i
ﬁéﬂgt eﬂrym' ne%ofsi langkei?’orngft1 , ?g’zﬁgf%. tEEt f?ga}re%?%po ara
(N f <t he tipedia.fiile. 27. The apparatus of
BB N BBl PRt if wfiop £ PR Flre- 8-
aﬁl .uralify of video frames, and means for encrypting
fig samglePa¥st a portion conprises neans for encrypting
the nedia data portion on a video frane-by-video frane
basis. 28. The apparatus of claim 25, wherein the
dia data portion includes a plurality of audio
anp%ééﬁlppé%usrfé’éﬂléymgra BHEmpEei THE COmBISHRS a dat a
portion conprises neans for encrypting the nedia data
por t Ny for parsingdhe madtimpedia Gleatoddentin apireenorpiesl metgdata
.~ An apparatus for playing a nultinedia file conprising:
portion;
means for using the unencrypted metadata portion to locate a position of
interest in the media file, the position of interest having an associated encrypted
media data portion; and,

means for decrypting the associated encrypted media data portion.

30. The appafatus of claim 29, wherein means for parsing the multimedia file
to identify the metadata portion comprises:

means for determining a file format of the multimedia file; and,

means for identifying a non-encrypted non-media portion of the

multimedia file based on the determined file format.

31.  The apparatus of claim 29, wherein means for using the unencrypted

metadata portion to locate the position of interest in the media file comprises:



means for parsing the nultinedia file to identify an
unencrypted netadata portion; neans for using the

war@iotyps ed net adata portion to | ocate a posiPCDOSWNG6/027461
interest in the nedia file, the position of interest
havi ng an associ at ed encry%@ed medi a data portion;

o TR bRl BB R on

wherein neans for parsing the nultinedia file to
andienti fy the metadata portion conprises: means for
determning a file format of the multinedia file; and,
meansehny for deminifingribe cagen efrecsappien the dataéids- a
portion of the multinedia file based on the detern ned
file format. 31. The apparatus of claim29, wherein
nmeans for using the unencrypted netadata portion to
3Rocaflbe apgargosof dlam 3, wintren exhns for determiadigahé 1dcetion of
conprises:neans for building a table of video frane
aQihpRYS tiRNhtd filkicofpkiBdsor mat i on; and, means for
determning the |ocation of a sanple in the data file.
32. ' in means for

det e%ﬂ?ﬁgﬂ{%@ﬁ%é@ﬁi opﬁééafa?‘%“;‘ﬁﬂ%fﬁ inthe data file
conpr ; ns. for ' he unk;
and, e lor AERR ol an BRRLOMH, BFp O bR el e

wi t hi n the chunk.



