| MPROVED ROOT- CAUSE DMRRREAESH: TOARPRGBIOENM2 K /$GR007/000222 9 £
DATA NETWORKS Abstract An i nproved E%‘ﬁgu PYPITVT L 22
approach to probl em di agnosis in data networks (100)

in the formof a nethod (if) conprising the steps of:
associ ating each netric in a at |east one set of
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tai ni ng or each such netric
froma nonitoring syst em F det er mi ni ng whet her

Abstrac?aCh such netric is indicative of a problemw thin
= the data network (34); and ranking and correlating

b, S5 B LI el PARRE (8 i
formi of & ?ﬁ&hﬁ&@?ﬁg&?}rﬁﬁné‘iﬂé/ tAE StEbS o AReBEIRINAY el%hvmemoan a at least one

a virtual nachi ne,

set of metnqsomﬂmaslaast beewesnpeem enirrsnetuedk ﬁ@vmr(@%&nt@,@mg values

for each sucrt\ %gt%% rgr%)a moﬁlt'or‘:fng system (30); determining whether each such

metric is indicative of a problem within the data network (34); and ranking and
correlating indicative problems to determine whether a problem may be symptomatic of
another problem based on an interconnection and/or interdependency between a
physical machine and a virtual machine, between components or between components
and network devices (48 through 76).
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