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PCT/ US96/ 02969 METHOD FOR ADAPTI VELY
SWTCH NG 5 BETV\EEN PCS AUTHENTI CATI ON SCHEMES
Field of the Invention The present invention is directed to
an i nproved ngblewstpr sel ecting personal communi Catpcanusssieioem

aut hentication schenes and, nore particularly, to a.nethod for 10
i mprovi ng PCS network aut hentication signal flow by adaptively sel ecting

bet ween two aut henti cation schenmes used in the cellular

comuni cation industry InterimStandard 1S 41 Revi si on C.
Background of the Invention 15 Mobi | e conmuni cati ons net wor ks,
such as cellul ar tel ephone and/ or personal comuni cati on systens
(PCS) networks allow customers to travel, yet remain connected to

the network. Fig. | illustrates a portion 10 of such a network. A custoner
having a cellular temmmmmmvwmms device
(referreg to collectively pp g vigd to a

wi rel ess conmuni cati on networ pr sonal 20
communi cation service provider (collectively referred to as PSP). As the
cust oner trav%!ﬁ Féﬁ gnven!immay enter a nunber of Registration Areas (RAs)
such as RA, I h are different geogr aphi cal areas

servi ced by the sdike poesentiififentiomis diftfeted 13 lan ilRBSvekmethod fars&ecnngpersbnhlhe
PSP 14 may be th at i 0.for provi WI re access
to the handsect(’%&%ma{‘gndg\r%% a‘#@%ﬁfﬁ 8%%5 d’c’@ﬂ’ie&ag“ h’ﬁ? ont r ol
t he basdq0st atinfpeeving?PCS network anthenﬁﬁﬂﬂfnddl@ﬂl ﬂ&vb@&dﬁﬁﬁtﬁﬂﬁ%ﬁcﬁm tweed in
North Anerica, the custoner may ,have personal information, such as a

tel ephone or eatsaton scheman wedip dhrscaliylap spmmypiceion: industry Interiny $andard 11
credit and bigdgag ¢nformation, and the like stored in a PSP 14 network
dat abase servicing the custoner's hone area. This database is known
as the Home Location Register (HLR) 24. As the customer travels to

di fferent RAsB és&%aﬂdtﬂl?q‘lp?ﬁ%%ﬁhli 12 crosses dashed line 30 26 in Fig. 1
to exit en (the handset in phantomis in the
geogr apﬂﬁcal ar ea M@ibucgmm;cammenyqu&m@sqeum telephonet andéaripstsbhal

regi stered at i
Typically, a é’&’ﬁ“é‘?&@? % he |n(? t%@o@% the\eﬁbég%mﬁ%mmd to

the network. Fig. 1 111ustrates a portion 10 of such a network. A customer having a cellular

telephone or personal communications device (referred to collectively as "handset” 12) is
connected to a wireless communication network 14 provided by 2 cellular or personal

20 communication service provider (collectively referred to as PSP). As the customer travels, he
may enter a number of Registration Areas (RAs) such as RA, 16, RA, 18, which are different
geographical areas serviced by the same or different PSPs. The PCS service area within the
PSP 14 may be populated with base stations 20 for providing wireless access to the handset,
and a2 mobile switching centers (MSC) 22 that control the base stations.

25 According to the standard commonly used in North America, the customer may have
personal information, such as a telephone or personal communications number, account
information, credit and billing information, and the like stored in a PSP 14 network database

. servicing the customer’s home area. This database is known as the Home Location Register
(HLR) 24. As the customer travels to different RAs, i.e., the handset 12 crosses dashed line

* 30 26 in Fig. 1 to exit RA, 16 and to enter RA, 18, (the handset in phantom is in the
geographical area serviced by RA,) the customer is automatically registered at the new area’s
local PSP 14 network database. Typically, a subset of the information stored at the HLR 24
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PCT/ US96/ 02969 Is stored,at this renote database. This renote
"dat abase is referred to as a Visitors Location Regi ster (VLR) 28.
The network may al so store personal information about the customer

whi ch identif{y8974438 custoner as an authorized user of the nRRiyRBke296NI S

aut henti cation information is typically stored in a database
referred to as an Authentication Center (AC) 30. 5 A customer is
"authenticated"” to identify the user and insure that the user is authorized
to recei ve the nobile service. The El ectronic

I ndustry Associ ati on/ Tel econmuni cations | ndustry Associ ation

(EIA TIA) hasighidaPrsaris femhsis Yt Rehio 3 lrefeR8d W s
as Interim isf3 ?g;ﬁdard Id%ﬁgaf%%éew Si on&"C&ﬁa'Ibkﬁlws1 sr?andard ﬁﬁgisggl?’an H

protocol s f oerﬂﬁdN&Fd&& 6Fhe nebverk may also stereipersonal informatiogreboutithe custpmer

privacy, and t I .

The al gorlthms or au{% |ca %%ﬁ&%%agﬁg#a :bﬁ% gﬁsvg@ o, 2sed
on encr ypt i oninformation xsttmbmycptmed wha ditabise reférreded asmnrlanheiabmoﬁmr £Aay 86l
bet ween the cystoner's ,handset 12 a t he AC V\:hICh. ma nt ai.ns
Che. 5055 or - BAEROTE: B PRICHGHSRP 1D the woAabipmie ek et is Suborisea o

al gorithns, rﬁéﬁwmd;ﬁdhﬂaseﬁbe, WS Schene, nmkes the nost efficient use of

aut henti cation 15 s¢ nal gfflc on h%ng?l | ul ar, netwQrk when t he
cust oner changes % k m"1 jation/Telecomprugications| W@H’&lﬁsﬁ%g“or

receives call@ hﬁse,he s@@%%ﬁs&%&@ﬁrfof@é!h&%%hﬁﬁﬁa@diﬂkﬁ%h%!
referred to as t he caII-to mobility ratio (CI\{%)"E‘iThe second al gorit m

referred to aStandaed IS 41 Revision & ERis stapdaed proatocglscfop authentisation; ¥eied on
ot ot e | nt G o SRFaI bR iR, 88q ciuges two dieREE 1P SuBifatd A for iR
shares the SSDehalgwistms foreuthentication aad weide anesigualigg pnmey ar¢ hasedhen Snctyptlon
Senere, (0SSPl O Ul M (185 By 4 g, Bk iy P
is "cheaper" tha&C 30eviidh meintms, tthSDs for each netwbikecistorme?. 4 Qmabfﬂ@ @fheatiation
addi t1 onal | meeerg FOFEE bt e NN Sans, el i PRk ek Sbentention, |
a tradedSf 25signal triafficwacthe téliuldretwiork evhies ﬁfbecmmﬁieﬂ changes RAs Lels 16,18 mére CVR.
Nl e ot B! 8y BRRSTS eeiv s s R bR bbb g6
i nstances, eweferfe@fo & the egll-fo-fiabili®Pitio (CMR). The second algorithm, referred to as the S
2 Scheme, makes efficient use of authentication signal traffic where the customer makes or
receives more cails than registers into new RAs (i.e., the CMR >1).
20 The WS scheme shares the SSD between the handset 12 and the AC 30 only. Inthe 8
Scheme, the SSD is also shared with the VLR 28, as well. Only the VLR 28 and handset 12
are involved in call authentication. Thus, the cost is "cheaper” then the WS scheme, where
the HLR 24 and AC 30 are involved in the authentication. However, registration requires
additional message flow beyond the WS Scheme’s requirements. Thus, there is a tradeoff
25 between the two schemes depending on the customer’s CMR. Neither authentication scheme
will provide the most efficient use of network resoirces for all of a PSP’s customers nor, in
many instances, even for a single customer.
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PCT/ US96/ 02969 1. The WS Schene : In the W5
"Schene, the SSD is shared between the handset 12 and the AC 30. Each
handset has a Mbile Identification Nunmber (MN), which is stored in the
handset duri@gezoessy  Manufacture and cannot be changed. Acpusssames at ed

with the handset 12 is a unique 5 - Electronic Serial Nunmber (ESN). FIG
2 illustrates the nessage fl ow 50 between t he PSP, VLR, HLR, and AC
during W5 Schene registration. When a custonmer enters into a
new RA, the handset receives a signal emtted fromthe | ocal base
station informng it that it has entered into a new RA and aut hentication
i's requi r ¢d.Thelws Iseheset executes a Cel lular Authentication and

Voi ce Encryption (CAVE) 10 al gorithm using the SSD, ESN, .and M N stored
in {he handset, aimtbﬁ %’ﬁ#&%ﬁ%ﬁDmhmd betyeenthe handsey 12iq0d taACel0. Each

obtai ns T OMykifietiak’a MbSile Maititicatin NiltnBerAMIRD! WHIER iSstdhed in the handset during

regkstration authentication res . The handset then requests

|
). Th .
MSC 22 for manufacturesgridseanant b changedh Alspcasswintedwith theshandset 12 §s & upighyi ng
AUTHR N, i A . ,
and an gsgcou%&lgfﬁsai gni ; | cal??tP ieve?it glcli'nlzﬂlat e%k g%q%ﬁe gf?oq‘f' Sﬁg%seé , ﬁph
as regi strat VIR, HIR,and AQ dinfingoWSgSehame gegistrationl cal | terminations. This
account is 3R . | §ad intai.ned b he.AC.. Th
MSC forwards the mgvxn au%ﬁé&#e%ﬁé@%ﬁp geggaesx ﬁ@&%ff%" ﬁﬁe
VLR servi ci ngodahbase atatibif\irforiigg 1 2at it has entercliinto\d fitw RAV@Idckuttichtcafioh RQST t o
the HHR with the par ters it has ived (l.ine 54). . The HLR
f orwards the WF&@%TEM&X%‘RSIG ééﬁ&g).@uﬂmmcatmn and Voice\Bncyptinn (S4VE)
recei vefg t hea@ﬁﬁiﬂ%&' ithe SSI5.EEN Ssndl MIEN SeRd3n kiﬂ,hgg at
and perforns the VE glt%eoéi t’hm using the MN, %ISE% \ an’%@%@%‘é’g from
the HLR (RAND) evhich the handset; Wm%gmtﬂm?sr.h dheregnlt of this algemithinsis @onpar ed
to the AUTHR : . Igﬁggfs [R&is [ Cis
al so conpared to P%Wﬁrbgcrgslu\l}e(& rom t ﬁtge ) %ﬁl;arxncgéet ?Nﬁ%% £
conpari sons zegistiztionatibe aewiRse Aisis donedhyssupplyingt AETHRe ESNo MINe theosight nRsst
aut hrgst, whi_gh.q t tﬂhw@ﬂq | 5 o] Fﬁﬂ MS@ i ne
62). Wen t héfgnlﬂcﬁmsb?%g& NOt 1 T esﬁ‘ﬁhﬁ%e@%@éﬁ'% g%xt ?ggnésu Sz d‘,glLt he
MCS i sslfes ahawdyets suchtas aegistmtion histairy,auall originationspalagll. terminations. This accdahtds 3
Il lustrates {he nes I . When _a _handset, regi st.er. a_hew RA
originates a A as W h@t%@?ﬁﬁéﬁ” Wgﬁ‘g’ggi’gtﬂﬁ ‘ggesg‘eéggp%‘m%&]%tgﬁdset
execut es t he afilditicafion reqegsyiard inbsRagts AUTHRQS Tsondie NLRosERYicing tiRsnesb RAC(line 62).
the digits digl G R forwamss e AGTRRQST o the HLR with the parameters it has received Cline 54).
The HLR forwards the AUTHRQST to the AC (line 56).
20 When the AC receives the AUTHRQST, it retrieves the SSD associated with the MIN,
and performs the CAVE algorithm using the MIN, ESN, and RAND received from the HLR.
The authentication result of the CAVE algorithm is compared to the AUTHR generated by the
handset. The COUNT stored in the AC is also compared to the COUNT received from the
handset. If the comparisons are favorable, the AC provides an authentication response
25 authrgst, which is sent to the HLR (line 58), VLR (line 60), and MSC (line 62). When the
MSC notifies that the registration is authorized, the MCS issues a registration notification
* message,
FIG. 3 illustrates the message flow 100 when a handset registered at 2 new RA
originates a cail. When the customer wishes to place a call, the handset executes the CAVE
30 algorithm using the same parameters as above and the digits dialed by the customer. This

3
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PCT/ US96/ 02969 - results in, the ;/AUTHR signal, a voice privacy
"mask VPMASK, and a signhal nessage encryption key SMEKEY. These three
signals are forwarded to the serving PSP system The PSP sends the

AUTHRQST to tywoovelkst! i ne 102), which forwards the signal tcdragsebibisss
(l'ine 104), which forwards the signal to the AC (line 106). The AC verifies

the AUTHR and 5 COUNT val ues and generates VPMASK and SMEKEY. The
response authrqgst is sent to the HLR (line 108), VLR (line 110), and
the PSP (line 112). When the handset is authenticated, t he serving
PSP initiates an IS 41 | ocation request nessage LOCREQ to determ ne the

cal | ed réald ¥ the W?nghélcé‘%i@@pnvacy mask VPMASKVARa i3BalGHesapeer ' S
handset is the location of a call termnation (i.e., the custoner is 10

recei ving a cahdryptiontkex SMHGEX{ )Theserthreewsignalyare quwa:rdsdm thie|servingoPSH systenn The

(rjgzg(r)inlsjgfj jtﬂe E sagﬂet execu %@ﬁﬁ%&%ﬁﬁp lI%ajg(ifmorl m usi n{?ﬁm e HLR

COUNT, ESN I\/mhe H4), wiitiDforwikde ﬁmmgnagm the AC (linet 106) sThe AC verifies de AUTHR dnd

le?ab?iz rclbems.?l led h ndset S{&’w&gﬁﬂagm1 I.%gr ce char‘r@gqst LS cent to the

2. The S Sc he#LR (line 108), VLR (hnbruommsaﬁcmmetme) S®Ben sxesﬁmw xyu\mrenhaﬁed

\rrIBrRezgt egrsru;shg;r?andsetﬁ%gq strati gﬂtln@atmg during aut r}s&:gﬁst Il on regui res

t he COUNT val Mgc&&gqﬂ&aﬁ&the previous RA's VLR 28. In order for the AC
30 to uthenticate the handset, it nmust request the COUNT fromthe
previ ous RA's VLR ¥hen @Fc@mwﬂshmﬂéetﬁa%’ewq@ qf@graﬂtt@ﬂmron (i-nethaoustomey is

28, all gjher récé &ﬂﬁ théms s&l%é gb%& iiaf Wthe fio vrh o FIG. 3.
t er m nat | on, ut enticate by t he 28. Access tot
needed TbgmmsrﬂSPl pagescthp salted handset. cInsrespanse, tivnhandset pnqiu@srtthANFa s

B o Mt i TR COOEL SN SN G BARRS Dol 454 P60
("VLR"), HLR, asist_(bwhﬁndilﬁr g Véhedche called dgndset istauthenticfed, a vibe chaninel i astalslished
handset st BEvEER RSt B 16 AL ERYh sor vi ces. The handset exectr s
t he CAVES al goht Ig$dhemag t he SSD, ESN, and M N associated with the
randset " and FAND B e S5 R o
then request s didisg mnﬁé’atfoﬁrreqlﬁgs ﬁfofe?été;ﬁrthat regis&aﬁmmiaé: thé WS Scherfle) NThis @s
?%es gppl ytng ﬁ\eUTHR E%UIM' value is stored n &e prevmus sl\yLeR &Qe Ixhordsc rt]orrEe ACn.?O to
authenticate the handset, it must request the COUNT from the previous RA’s VLR 28. Once
20 the handset is registered in the new VLR 28, all other transactions such as call origination and
call termination, may be authenticated by the VLR 28. Access to the AC 30 is not needed
again until the handset enters a2 new RA and registration is requited.
FIG. 4 illustrates the message flow 150 between the MSC, the previous RA’s VLR
({the "0Old VLR"), the new RA’s VLR ("VLR"), HLR, and AC during S Scheme registration.
25 When the handset determines that it has entered a new RA, registration is required and the
handset must be authenticated to access PSP services. The handset executes the CAVE
algorithm using the SSD, ESN, and MIN associated with the handset, and RAND obtained
from the PSP at that time. The algorithm resuits in 2 registration authentication resuit
AUTHR. The handset then requests the MSC 22 for registration at the new RA. This is done
30 by supplying AUTHR, ESN, MIN, RANDC, and COUNT. Unlike the WS Scheme, in the S

4
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PCT/ US96/ 02969 Schenme, the COUNT is not nmaintained by the AC
"The AURQST is sent fromthe MSC to the VLR (line 152), the HLR (line
154), and the AC (line 156). The AC cannot verify the handset

w t hout CQJW éggf ore, the AC i ssues a COUNTREQ nmessage, pepossentdsng t he
COUNT. This NTREQ is sent to the HLR (line 158) and then to the Add VLR
(line 5 160). The A d VLR responds by sending the COUNT in a countreq
nmessage to the HLR (l'ine 162) which is directed to the AC (line
164). The AC may now verify the handset and, if verified, the AC

| ssues a response authreq to the AUTHRQST which is sent to HLR (line

166), VLR (! igdfentd e c@mlnt da%onﬁ%n(ahdea%ylzKQ)ac The AUTHRQST isFsefi? frotn the MSC

illystrates the nessage 0 when a handset regis at a new RA

under 10  ttehe VIR Iﬁlenmli’;’b,u tg¢ Héd“e@mg r151)em4 thetAC (necli6). TheC canpotvesify ther

ising the o Wil COUNT Hheretoe, gRE Yehe £ COUNTRE Tyl Apifind oF

cust orer . ThiCOUNEBUThis COUNTREQUSISEht 30 MRWBQ) and dherib KheYOIdTVER(line

tSC;;agmpa ﬁgehgé;s ,lahedoltdhg%ﬂl al ed %MWded to the servi % E@E

boner storis lVPI\/IA\Schvial d eSdll\/%KﬂEl?( IfibﬁﬁTsﬂ tm&eﬁaﬁhﬂﬁmrﬂ@ f and,

gener at es an ver i

t hese resul té}_< ified Jhe ﬁ%’%&m@ﬁ %%@éﬁmgﬁ’ sent to REY

to the PSP (lisge vE R line 168),andthe PSP (lis 199ed in this patent application a
"cycle" means tFle tine gerl bet ween two consecutive registrations

for a custoner. THKG."%} memﬂawzoee&ennhmd@tmmmnewmma

appl i catgon f

(2GR R TS Sl SBIRLs & serIRIQHCE e 25678 Bafedof RN 4 o0 e
i ncl uded i n thamdsetcextcurés thé EAMVE: hlgorithm\wisingtthé eme parametersuss tabower and thé digits)
regi stered (&.49....[he new cyele). . . As Lo Figs. 3
0t he vie. s it by B8 PG ThE rewtn n e AVTEIR,sige, VIREASK, SRR Thése
regi stration tnadpﬁmdmmehmsleaﬂ@tsamfomdadmtmc amhgms?w&e::;e&nh BrSH |
22r cyot or e gk BB G o 2B 1 R, whch St B R 0L
ori gi nagsd Oﬁ)eif&iﬂﬁtﬂélmdlﬁiﬂgmﬂﬂmtiiﬂ gexéhies AUTHR, VPMASK, a:ﬁSSEEKIEY NIfFAUSHRA
and 5, in the S Schene, .9 dat aba e accesses are needed toQ

aut hent i cat e 284 COUNY veRifyo ts qa Sepitcan authreg megsage. with VEMASK 9d ¢ i cat e

each call or |m~yq51thepsy Qoa)erm nation. Thus, a custoner's total
expected cost per cycle o he S'Schene is 9 + 1i. 30 Pl ease note that

the two schenes céstusedia thigpatenhapplication 2 “cygle! mgansdhetime ipsriofhbasweenstwo
5 consecutive registrations for a customer. The "cost of a cycle" as used in this patent

20 application means the number of messages sent to access a database (AC/HLR/VLR) during a
cycle. The messages for a registration are included in the cost of the cycle in which the
customer is being registered (e.g., the new cycle). '

As seen in Figs. 2 and 3, in the WS Scheme, S database accesses are needed to
authenticate a registration and 5 database accesses are needed to authenticate each call

25 origination or termination. Thus, a customer’s total expected cost per cycle of the WS
Scheme is 5 + 5i, where i is the number of calls originated or terminated during the cycle.

) As seen in Figs. 4 and 5, in the S Scheme, 9 database accesses are needed to
authenticate a registration and 1 database access is needed to authenticate each call origination
or termination. Thus, a customer’s total expected cost per cycle of the S Scheme is 9 + 11,
30 Please note that the two schemes cost the same when i = 1. The WS Scheme is more cost

5
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PCT/ US96/ 02969 effective when the CMR < 1; the S-Schene is nore
"cost effective when the CVR > 1. Because nei t her

aut henti cati on schene provides the nost efficient use of authentication
signals for a%woéﬂmE%IPSP's custonmers nor, in many instances, pENesvshtdsy a
single custoner, 1t 1s . an object of the present invention to
provi de a nmethod for adaptively switching between the 5 W5 and S
Schenes, dependi ng on the custoner's nobile comuni cati ons usage. )
Sunmmary of the Invention This and ot her objects of the

I nvention are achieved by the present invention. The pr esent

i nvention proffdaiveavher tixoOMROK 12dR0S Selime is \Wdre bost gffeaivemeientteCMR 2n1d S

10 aut henti cati gn schenpes based on the custoner's usage., .
Afirst preferred BRI ﬁ%#levé@na%mﬂprgw s.the 70 it e of utheationtian

f r-om Tsiﬁalmiﬁjﬁsps Clifomers DOF TR mi hstdiBesd b¥en ot Q@i"gmmu’%e

state n-1 to state n, ~vice versa. At each new regiStration,
aut ormat on t r amBiobjectef theypressnt imvegticsy tospravide a fmeghndcfor adaptively iswitching betiveenthe

rade (€05, | RTINS ShaRll AU Y0 o N LR il o BB 1 015 O

the 15 next T ower one st no call’'s were ma urrng cle; and
remains the same if | call was nmade during the cycle. The val ue of
nis pref erabI# det er E!Eeg b¥ﬁt he PSP based on cust oner usage.

A second pref gi ns each new cycle with the W5 Schene, and
wil | f SW tcfn'?ismﬁd btheSobjedte 6F thef invention brei aghievelicbytithe ipigiedt iavenyion. € The? O
Brief Description qof the Draw ngs . The present inventign is
ebcr i bod wi | RS SRYEHI B ERE Fisthad: for gdepfivply suitehiog beiwecryspg WS and 8

i [l ustrajes aafi@edticRionOichéndd baSESS tHeWubleeLalidagsl Net wor k; Fig. 2

illustrates a nessage flow for a registration I n the W5 Schene;

Fig. 3 illustratesAdfineersteed embodimsat Brovides a Zenh sttm metainaton Which gwitghgs from

Schene; 25 mf%)%- ssdkezhh ko' fie' S5 &iende @%ﬁ%ﬁgﬁn&h&\&g %%e@fr&ﬁ%a’ié kAt bQBute n, and

authentication the S Schene; . kg5 rates a nmessage flow for
a cal | aut henticeaersan At gacthreveregistratiqn, the automatorrirgnsitipns ¢ next thigher state df mene

1lustrating W A ahd milicYe.ed MiootIRE OF BEtBbing) 3§ e F26i8hs LyHE Yahliions 1o the
15 next lower one state if no calls were made during the cycle; and remains the same if 1 call
was made during the cycle. The value of n is preferably determined by the PSP based on
customer usage.
A second preferred embodiment begins each new cycle with the WS Scheme, and will
switch to the S Scheme if a call is made during the cycle.
20 Brief Description of the Drawings
The present invention is described with reference to the following figures:
Fig.-1 illustrates a portion of a wireless communication network;”
Fig. 2 illustrates a message flow for a registration authentication in the WS Scheme;
Fig. 3 illustrates a message flow for a call authentication in the WS Scheme;
25  Fig. 4 illustrates 2 message flow for a registration authentication in the S Scheme;
Fig. 5 illustrates a message flow for a call authentication in the S Scheme;
Fig. 6 is a state diagram illustrating the operation of one embodiment of the present invention;
and
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PCT/ US96/ 02969 Fig. 7 is,a foyr state diagramillustrating the
“operation of one enbodi nent of the present i nventi on.

Attached as Appendix Ais a glossary of acronyns used in this

speci fi cati ORyo 9704853 Description of Preferred Enbodi mentsermusesiozose

An efficient m)%iﬂre comuni cation or PCS system.should reduce the nunber of

dat abase accesses needed to authenticate a registration or call. This
reduces the traffic flow on the system Thus, it is desirable to
switch between the W6 Schene and S Schene when it beconmes efficient

to do so. The present invention provides two nethods for determ ning 10
when to swi t g i o6Csts BiR PR lusthiing HCSperaliBh 3¢ H@I-.ae&gmga&frtﬁé ebéatl 1O
as Nethod 1 tg‘ . and Met hod 2. e AT Nethod 1 B

Fig. 6 is a #veaondi agram 300 illustrating the operation of Method 1.

aMS:E g(r)rgtilon hgxgagl%egfag?pg@?%l %ﬁgfwtoigc{oﬁﬁhg&%g&%%%ﬁfﬁ%agu o;lr-gt?on i's

between the state 0 (302) and state n-1 (308), the WS Schene S

perfor . n the a ton 4.5, between state n (310) and 2n-1 (316), the
S Scheg?ji SV\Eeescrl ano & .ﬂ' i mat on nmay change states at each

regic strat ihon. At Aﬁ@ﬁdﬁ&ﬂhﬁbﬂﬁb&zﬁﬁum%nl <|>r PCS sysfefd SHbuidsred@eahe/ fembas ofhe AC
30 fromthe handset 12. T ut oat Qn Wi .remain in the sane state
't he. nunbe AEpeeE apeser Brre i DEPBRCHS P aREHRHER O $9ln GUIGH Eedueesi bt KRR s
1. The 20  ondhH RO NTHs, it is desifibld toPfwitch Betibeeh e WISOWREMS tafld & Schedb When it
nunmber of calls term nated or originated during the registration Is

0 except whehegomss gfficismbtcode sos The presenbinyention prevides tyo methods for determining

aut omat Wi AR te e e er_of | s _Qriginated
o tor ti¥hat o theh SR foch B SARRe 34 Blelodlsine Sy MR fermidd o Fpdil 5
hi gher st at eand Methedi2unber of calls : term nated or originated during
the registration is grﬁﬁe&;than 1, except when the automaton 25 s in
state 2n-1. In stte 24¥¥2%fhe automaton will remain in the same state when
t he nunber of Figl 6 & aostatg diagtant 300 illuetating aheopepdtion lofMethod €. Mk 1
the state transjitions fromstate n-1 3 to.n 310, th

aut henti cati 5 5%%%%@%?%&308,%?’?*8” g?‘a%‘ém? sé?lgf"tli(é%’
from 15 386)2t Whéh thé Quiofhaton Is B&Seed 1he shitd 0 €302) aiad kg /5T (308, 4o WS Stheai® S

to W5. The authenticatjon schene will remain the sane for all other
state Changegs_performed. When the automaton is between state 7 (310) and 2n-1 (316), the S Scheme is

performed. The automaton may change states at each registration. At each registration, the
COUNT is received by the AC 30 from the handset 12. The automaton will remain in the
same state if the number of calls terminated or originated during the registration is 1. The

20 automaton will transition to the next lower state if the number of calls terminated or
originated during the registration is 0 except when the automaton is in state 0. In state 0, the
automaton will remain in the same state when the number of calls originated or terminated are
0 or 1. The automaton will transition to the next higher state if the number of calls
terminated or originated during the registration is greater than 1, except when the automaton

25 is in state 2n-1. In state 2n-1, the automaton will remain in the same state when the number
of calls originated or terminated are 1 or more. When the state transitions from state »-1 308
to n 310, the authentication scheme switches from WS to S, when the state transitions from
state n 310 to n-1 308, the authentication scheme moves from S to WS. The authentication
scheme will remain the same for all other state changes.
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PCT/ US96/ 02969 : The val pye of n is chosen by the PSP by
‘monitoring its customers' usage. The val ue of n may vary during
different tines of the day or on different days. To inplenment this method,
the AC prefergiospggintains a nunber of Current State bits tgecF85RsR1 the
current state. Preferably, the AC stores [log[err]n] + | Current
State bits (i.e., enough bits to indicate the 5 digital value of the
state up to 2n). Also, each VLR preferably nmaintains one Authentication
Scheme (AS) bit to represent the proper authentication schene for the

cust oner. Fig. 7 illustrates an exanpl e of the oper ation of
Method 1. Assune fop wwafhasenbee the PSP RSRiforing s distomérs Ituga ti€ value of
automaton's 350 states are 0 (35 )M’y Cwhi yp‘?s n- (354), )ueo

(356), and 3 @undcyery duting different times of; edp:epapndnffqrmtdm To ynplementths@nethod

Scheme | 5 cxoliaGpteabt) il dith 8R! Cliri il BPlSiophete? e ity i,

the resi dencemfembtym.wec suomtl_tsggpj + 1 CurrentState bitf Ife. cerdughibits or intiehts thed a

AC 15 5. disifLvae oibe AR Ak Ao ctiTR PRlea einiad oo Andheatertn

during the pr QuhemeS(AS) bit to represent the o éﬁh&xﬁﬁaﬁbﬁ scheme for thbeustomefhe AC
transition the automataqn into state I ; the authentlcatlon
schene Fig. 7 dllystrates gn the °P°"a“°n of Me spams for illusteativg o o
several call s gibiddGhdt he= &eszrrﬂeafeeautdn%wssdtﬁaé@%w(ﬁﬁ) 12(%1(; 1§n-1) (3%62
custoner travels to a new ral Nt ai ne

handset is seft (336X ard 3\0Vhl°h is 2"-1)1@53) 'ﬁhPeODR@UGEtl%r m nes that t he nurrber
7, O SIEITIOT TR b 4 R RACKAOS amomatan e n e 0 ORI 9
and t he aut hent i caS¢hen@Ss executed; schene is switched fr om W5 to S
L2 The cushore ool ot Eae P L Bole BB Rl B S
mai nt ai ned i n3t he Thacisrimdrsravelnto & aew RA;AC,
4. The COUNT maintained in the handset is sent to the AC;
15 5. The AC determines that the pumber of calls made or received during the previous
registration >1;
6. The AC transition the automaton into state 1 (line 360), and the authentication scheme
remains unchanged;
The customer receives several calls during the residence time in the second RA;
20 8. The customer travels to a new RA;
. The COUNT maintained in the handset is sent to the AC;
10. The AC determines that the number of calls made or received during the previous
registration > 1;
11.  The AC transitions the automaton into state 2 (line 362), and the authentication
25 scheme is switched from WS to S;
12.  The customer places one call during the residence time in the third RA;
13.  The customer travels to 2 new RA;
14. The COUNT maintained in the handset is sent to the AC;
15.  The AC determines that the number of calls made or received during the previous



15. The AC determ nes that the nunber of calls nade or received during

t he previous WO 97/ 04551

" PCT/ US96/ 02969 regi stration= 1, 16. The AC
does not change the state and the authentication schenme remains S (line
364) ; weé drassiThe customer does not make or receive apeiusosasgong the
residence tinme in the fourth 5 18. The custoner travels to a new
RA; 19. The COUNT maintained in the handset is sent to the AC
20. The AC determ nes that the nunmber of calls nade or received during
t he previous registration = 0; and 21. The AC
transitions the autonmaton fromstate 2 to state | (line 366) and the 10
authentication scCRg@Raticn sW tched fromS to WS Preferably, n
shoul d be selected to be a rel atively |l ow nunber. The inventors have found
t hat 16he EheAfdoes pat changsothe statesandtthe authenticatiopschemesremains Sidige t364),

Sui tch St at ey, AVpAMLSTHS Bocs ot kel 38 Ve 3 dafl (kb BleielildoE uhhe A kidSrold

be slower to reflect a change In cust oner" aut’o
havi ng a relati veRfssmall n value. This is because several consecutive

cycl es S gggg; e ., of calls originating or

term natl ng flrom?ﬁé an sgﬂta %%teb%lﬂ er o or greater than 1, yet

t he aut henti da.t | o'm’hesCOémﬂ' ﬂamsaiﬁdtinSH&hmﬁsetis sent to the AC; B. Met hod 2

In the secon i nni ng .of each cycl e, theV\SScherrE|s
performed. Al aut c‘{fﬁ"& ?%éﬁ?'t“i@ﬁ Bf?’ilﬁm%ﬁé”me’é{ﬁ%d%‘l}ﬁmVWcate
that the W5 20 ﬁﬁﬁgﬂ&o&ﬂael ng used. Wen a call ori g| nates or is

term nated at .t he ﬁandset the S Schene is exerci sed. The AS bits

in the AC andlvLRThg & c‘f?&ﬁ@@%ﬁ%”’@?ﬂfl@@tﬁqlﬂuﬁﬂt@t%@ stated {ine366) and he

bei ng d. Sé%ﬂfﬁ?"%% fg ;P ation of Method 2 is:
1. xﬁﬁustorrer ?ut%ltsl é!rog at a usi ng ﬁe %éScheme, as seen in Fig. 2;
25 2. Preferably.cashoulst begselerted S0 be atxeianvehmws n@hbdrh dhle dmebamirs haviadound that

o et At o O bk Wi BB B lafls, mare cygles are soasd o spiph, FAEEP o' difonditon” !

used and t heh&&hg asclatmlylmgetmmaﬂ_ﬁllhcs}hmutrtﬂmkcmwngecqua ¢ ORRVihan

recei ves its al osvmtche to reflec
Chor Vhe o B aHampion baying & pealveiip el 2 vatue. This'ls Bocaidd Yo el
i s sw ttshed, niafeas Winhdnthe mmbwbﬁwnt@@maﬁﬁhorteﬁnmhnﬁrbm&wﬁﬁﬂm@ie dithbd 0

originations and te mnatlo uri.n thecceare ut henti cat ed
g or greater an 1, yet enticga y oes not sv% h
B. Method2

In the second method, at the beginning of each cycle, the WS Scheme is
performed. An authentication scheme (AS) bit in the AC and the VLR indicate that the WS

20 Scheme is being used. When a call originates or is terminated at the handset, the S Scheme is

exercised. The AS bits in the AC and VLR are changed to reﬂect that the S Scheme is now
being used. T

An example of the operation of Method 2 is:
i A customer registers at a RA, using the WS Scheme, as seen in Fig. 2;

25 2. When a call originates or terminates at the handset, the authentication is the same as in
Fig. 3, except the AS bit in the AC is switched to reflect that the S scheme is being
used and the SSD is sent to the VLR in the authrgst message. When the VLR receives
the SSD, its AS bit is also switched to reflect that the S scheme is being used. At the
time the VLR AS bit is switched, the S Scheme is implemented;

30 3. Al subscquent call originations and terminations during the cycle are authenticated

9
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PCT/ US96/ 02969 using the S Schene; 4, The
s custonmer travels to a new RA; 5. An AUTHRQST rressage is sent to
t he AC; 6. The AS bit inthe ACis S, and the nessage flowis as

seen in Fig. 4 7. After registration, the AS bitrﬂ/dsbgozs&is
set to reflec‘?otg?'n’g‘ﬁ]t he W5 Schene is bei.ng used; .
During the cycle, no calls originate or term nate at the handset;

9. The custoner travels to a new RA; 10. An AUTHRQST nessage
Is sent to the AC, and 10 11. The bit in the ACis W5 and the nessage
flowis as seen in Fig. 2 The i nventors have determ ned
that the performalag1 }n:go nmet hods depend in part on the

vari ance of a custone r s reS| tnce time in the RAs. |If the custoner's

variance in tde The customardratelnecatinewtRAS | arge, Method 2 is nore efficient
t han Met hod havi.ng n-1is 0, 2n-1is 1).
However, eve m&é‘éﬁﬁ@?&dﬂ%ﬁ%‘%éﬂ‘é‘h%%@ | arge, Methods 1 and 2 15
are about equﬁlIymémzenxtmmﬁs\/&h&@éﬂaega@@ﬂ&wmt@é&mﬁg »., n=2, n-1

is 1, 2n-1| |s 3). stonmer's variance in the residence tjme
is smal 1S Method W&W@ﬁﬁ%@ﬁ!"PH‘%FnAClssetmeéPh@G“l'efWSﬁh‘f’#‘é"&ﬁ& 4
st at es. used: Wth both nethods, no changes to the HLR or handset
i s needed. The AC may be revised to hold additional Current State
bits in Methdd 1. Dpriag e ayeleenmtalisspriginateoe terminate phihathandset, on scherme to be
perforrred The VLR Wr%ﬂ@g E cI ude the AS bits in Met hod
Pn concl usi on, ods’ for adaptively swi tching between

the WS and SlﬂcheWmABEHBQSTmcssagemmtmﬂxsu%@,cmér s actual usage are

accossel®or Wogr ah it BEAGE WS, S8 B el TS Rt ingie 2occage

traffic on a 25 Themvmbmvcdamnimmmmhepefummhcdafﬁémm&ydmagephn

The above descrj bed. enbodi nents of t i nventi.o redptended o be
1 Ut rat i vo i variance of & Cigmer s feiorREs, Fiaa b 0 Rt ot e RESLGTREy SRy o dy

by those ski lrbsidbntenihb6s Rigle, Methd8 2t is more efficietithah Mellbd T BiRiA2 staldsI(i.é., AR
scope of the nf-loisl Ooynnlgxsclg however, even where the customer’s variance is large, Methods 1 and 2
15 are about equaily efficient where Method 1 has four states (i.e., »=2, n-1 is 1, 2n-1 is 3). If
the customer’s vartance in the residence time is small, Method 1 is more efficient than
Method 2 for both 2 and 4 states.
With both methods, no changes to the HLR or handset is needed. The AC may be
revised to hold additional Current State bits in Method 1. The AC determines the
20 authentication scheme to be performed. The VLR may be modified to include the AS bits in
Method 2.
In conclusion, methods for adaptively switching between the WS and S schemes based
on the customer’s actual usage are shown. These methods effectively reduce the number of
database accesses for registration and call authentication. Thus, the message traffic on a
25 wireless communication network is efficiently managed.
The above described embodiments of the invention are intended to be illustrative only.
Numerous alternative embodiments may be devised by those skilled in the art without

departing from the spirit and scope of the following claims.

10
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W claim 1. A nethod for using an automaton having a finite nunber of
successive states for adaptively sw tching between a first and a second
"aut hentication schene in a nobile conmmuni cation system providing a
plurality of regl stratlon areas for a user-s—handset, said nethod

conpri sing thg, a. det nunber of cal lg-ihiakndes ONe
of a delivere ecel ved at a h me period between
novenent of the handset from one regt stcram 0 anot her registration
ar ea, b. if the nunber of calls: 1)*equa| s a predeterm ned
amount, remaining in the current state of the automaton; (2)
exceeds the predeterm ned anount, transitioning the automaton to a hi gher
succeedi ng st%%eé _— (3) is less than the predeternm ned anount,
transitioning %emghtorraton to a |l ower preceding state; c. switching
fromthe firstl.to Ahfethal forddaptiveigsiwighing Getweelh & fistindn debatidsdutientidation kcheme
one of the succegg)wg states of the automaton; q, swtching fromthe
second to thel}# ERTPRINRiCROnS SYStern, ROMPTISIG the 1839t i oning to one of the

preceding states of, thaiewmmgg@auma&dofcausﬂﬂtme%e%%éw&eagma%mla@atIOn
schenes at other tines The method of claim 1, wherein the step of
determ n|519 a nunber ofh"@ﬁ’rngmé‘lﬂﬁFY%s the steps of; a. maintaining
in the handset a cgunt ; ?ft)?e' 8§ﬂd outgoing calls during said tine

peri od between novenent of the handset fromone registration area to

anot her registration ar@h; mebedsap!rdefeunm anount; hansitioning into achigher state of an

aut hentication center duri NGk trat i on. 3. The nmethod of claiml1,
further conprising a. tran5| roning the autonmaton into the higher
succeedi ng state when t@g niegbals thefpredeldrmined amedst, caneaining in a current state of the
-12-
10 automaton; and
3 is less than the predetermined amount, transitioning into a lower state of
the automaton; '

c switching from the first to the second authentication scheme when transitioning
from a first predetermined state into a second preselected state;
15 d switching from the second to the first authentication scheme when transitioning
from the second predetermined state into the first preselected state; and
e. not switching authentication schemes at all other times.

2. The method of claim 1, wherein the step of determining 2 number of calls comprises
20 the steps of:
a. maintaining in the handset a count of incoming and outgoing calls during a
cycle; and
b. forwarding the count to an authentication center during registration.

25 3. The method of claim 1, further comprising:
a. transitioning into the higher state when the number of calls exceeds one;
b. remaining in the same state when the number of calls equals one; and
c transitioning into the lower state when the number of calls is zero.

30 4. The method of claim 1, wherein the step of switching from the first to the second
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b. leaving the automaton in the same state when the nunber of calls equals
one; and c. transitioning the automaton into the |ower preceding state

“when the nunber of calls is zero. 4. The nethod of claim1l, wherein

the step of switching fromthe first to the second authentication scheme is
selected to %8?‘51019@16” transitioning fromstate n-1 into st aiprRkesnoee O
The nmet hod of clalm4, furtherimmuﬂm ' ing a value for n based on
nobi | e conmuni cati ons system c Hn”mr 6. The nmethod of claim
5, further conprising the step of fronttoting Mobil e comunications system
custonmer usage. 7. The nmethod of claim1, wherein the step of
swtching fromthe second to the first authentication schene is selected to
occur when tr, L Lol | AL et i thod
of claim 7, {omehiti) ekt Sccfifio bobllhed ihufiite fop sl ) HE ullE !
communi cati ons system custoner usage. 9. The nethod of claimS8,
further conprd singwthe. st.e f. | t,ori ng_nobi | o) njcations syste
customer usage. 1o degiod it lete Ay cRshptins selechf W WRug ok 7 hseR 0 sichit, o
of storing a comuumicationsaiystermtcastbmentsagelt hentication center for indicating a
current gtate. 11. The nmethod of claim 10, wherein the step of storing
conpris storing enough bits to indicate which of a total nunber of states

the automators,i s quemhMddoficdhim 5, furthef cofipfisihd' @ slepof MAINotiHE mbbAW t Chi ng
between a first and second authentication schenme in a nobile comunications

syst em havi nFoBHNIFRHPNS:SyStem cHEpMet P#E%-on ar eas, sai d met hod conprising the
steps of: a. performng the first authentication schene upon a handset

nmoving into a new registration area; b. switching to the second
aut henti cati dn scAbeanetiodofsidim 1, whereimthe stepeofsivitching fromethe second de diefost at

a_handsgy whif g tRSCHANSSEE il S1dlba! i) Bbcs? Wheh SShShSAlY BBERSRh into state 1.

-13-

8. The method of claim 7, further comprising selecting a value for » based on mobile
communications system customer usage.

15 9. The method of claim 8, further comprising the step of monitoring mobile
communications system customer usage.

10.  The method of claim 1, further comprising the step of storing a plurality of bits in an
authentication center for indicating a current state.

20
11.  The method of claim 10, wherein the step of storing comprises storing enough bits to
indicate which of a total number of states the automaton is currently in.

12. A method for adaptively switching between a first and a second authentication scheme
25 in a mobile communications system, comprising the steps of:
a. performing the first authentication scheme at a beginning of a cycle;
b. switching to the second authentication scheme if a call is either one of
delivered and received at a handset during the cycle; and
c. returning to the first anthentication scheme at a beginning of a next cycle.
30
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and C. returning to the first authentication schenme upon the handset
noving to another registration area. |, 13. The nmethod of elaim 12,
“further conprising storing a bit in anTauthenti-cation center and storing a

bit in avisiting location regis i ndi cating which

authenticati ogosh@eE IS to be pamu mw& . The net ho¢Taisesbmem 13,

wherein the step of switching further c the step of swtching
the bit in the authentication center and the bit in VLR to indicate that
t he second authentication schene is to be perforned. 15. . The met hod of
claim14, wherein the step of switching further conprises swtching to the
second aut hentication schene after the bit in the authentication center and

the bit in thes VI Rsieomisied eféifint IB!fuitild coRHANH MSHE R ah lBAAGRER bomir

be perforned. 16. The net hod of cIa|m12 wherein if the nobile
communi cat i on%ﬁdssﬁﬂltsm bis dn a ¥isitingderation ragisterdVR) fon inisatingcuhich autbentisation
perform ng t%ﬁ tication schene to aut henticate a next
regi stration e?gre ret rning to the first authentication schene. 17.
A nmet hod for assuring authentication of a nobile custoner involved in

t][afflc @n a b:jl C'?'Emwaﬁs' op %eﬁnnggh%gnetgg %ISI% Qﬁe tegf
¢
8U5t oner aS g ;ﬁt\'/ltbfiilnﬂgh@!‘\g 11::'(3 aiﬂienﬁhaﬁ&ﬂ\bélﬂéi'lm thebivae VLRNO ihdiate that the second

aut henti cati on schenes perfarne t he customer based on the custoner's
syst em usage. authenti catmns@heme ge E eg - 14-

15.  The method of claim 14, wherein the step of switching further comprises switching to
10 the second authentication scheme after the bit in the authentication center and the bit in the
VLR to indicate that the second authentication scheme is to be performed.

16.  The method of claim 12, wherein if the mobile communications system has switched
to the second authentication scheme, performing the second authentication scheme to

15 authenticate a next registration before returning to the first authentication scheme.

17. A method for reducing message traffic on a mobile communications system,

comprising:
a providing at least two authentication schemes;
20 b. monitoring a customer’s system usage; and

c. switching between the two authentication schemes performed for the customer
based on the customer’s system usage.
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