SECURI NG NETWORK SERVI CES USI NG NETWORK ACTI ON CONTROL LI STS BACKGROUND As
al nost any conputer user is aware, nmalware is a constant threat to any
conput er worneuntaedito the Internet. Malware (a term cregcras@s/obhes
concatenation of "malicious software”) refers to a programor file that is
harnful . Thus, malware includes conputer worns, viruses, Trojan horses, and
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virus software (which now would be more aptly called anti-malware software) to protect
against infection. Additionally, many computer users also rely upon hardware and/or
software firewalls in conjunction with anti-virus software, to protect the computer.
Unfortunately, even behind the shields of anti-virus software and firewalls, some malware
threats, especially new forms of malware, are successful in infecting computer systems. And,
as those skilled in the art will appreciate, once malware has infected a computer system, the
malware often uses the infected computer system to infect other computer systems.

A computer system's network services, i.e., those processes that form the
communication channels to and from an external network, are a primary target of malware
and are particularly vulnerable. In some instances, malware may coerce a network service to
perform an action that permits other processes to further compromise the computer system.
For example, an unprotected network service may be directed to open a communication port
that allows a third party to access the computer system and, thereby, gain control of the

computer system. A rogue application, delivered in an infected email, could successfully



that allows a third party to access the conputer system and, thereby, gain
control of the conputer system A rogue application, delivered in an
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A computer- _readable medium bearing computer-executable instructions is also
presented. When executed on a networked computer, the computer-executable instructions
carry out a method for securing network services on the computer. This method comprises
receiving a network action from a network service. A determination is made as to whether
the network action should be further validated as a valid network action. If the network
action should be further validated, a determination is made as to whether the network action
is a valid network action for the network service according to a network action control list. If
the network action is not a valid network action according to the network action control list,
the network action is blocked. If the network action is a valid network action according to
the network action control list, the network action is permitted.

A method for securing network services on a computing device connected to a
network is further presented. The method comprises receiving a network action from a
network service operating on the computing device. A determination is made as to whether

the network action is of a type that should be verified as being a valid network action. If the
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FIGURE 3 is a block diagram illustrating the process of generating a network action
control list, and of promoting the network action control list to the network activity validation
module;

FIGURE 4 is a flow diagram illustrating an exemplary routine for processing network
actions in a computer system having secured network services; and

FIGURES 5A and 5B are a flow diagram illustrating an exemplary subroutine for
determining whether a network action is a valid network action according to a network action

control list.

DETAILED DESCRIPTION
As indicated above, FIGURE 1 is a block diagram illustrating exemplary hardware
components of a computer system 100 suitable for implementing secured network services.
While a computer system will include numerous components, the exemplary computer
system 100 includes a processor 102, a memory 104, and a network interface 106 for

interfacing the computer system 100 with a network 108. As appreciated by those skilled in



conponents of a conmputer system 100 suitable for inplenenting secured
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FIGURE 2 is a block diagramillustrating an exenplary conmputer system 200
with secGPEECHE: aisthe Bt vi ces such that only valid network activity 226 is
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t he exenpl arcf/ conput er. system 200 are three network services 202-206. O
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secured network services such that only valid network activity 226 is permitted between the
computer system and the network 108. Illustrated in the exemplary computer system 200 are
three network services 202-206. Of course, the illustration of three network services is
merely for display and simplicity purposes, and should not be construed as limiting upon the
present invention.

Network services provide communication to/from a network 108 by performing
various network actions, illustrated as network actions208-212, such as opening a
communication port, reading and/or writing information to a memory location associated
with the communication port, listening on the network for data packets directed to the
computer system 200, and the like. Each network action includes information necessary to
complete the action, such as, but not limited to, the source address (IP address of the
originating computer system), a source port indicating the source end port of the

communication channel, a protocol, information identifying the action to be taken as well as

data relevant to that action, destination port, destination address, and the like. Additionally,
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processing module 214 sends a validity query222 to the network action validation

module 216. Typically, the validity query 222 will include the network action in question,
but may, alternatively, include only information necessary for the network action validation
module 216 to determine whether the network action is a valid network action 226.
Responsive to the validity query 222, the network action validation module 216
returns a validity response 224 indicating whether the network action is a valid network
action or not. If the validity response 224 indicates that the network action is a valid network
action, the network action processing module 214 allows the network action to complete.
Alternatively, if the validity response 224 indicates that the network action is not a valid
network action, the network action processing module 214 terminates the network action, i.e.,

does not allow the network action to complete.
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validation module 216 to determine whether the action is a valid network action. According

to one embodiment, this determination is based on the type of the network action. In
particular, in a certain embodiment, only network actions that constitute "endpoint" creations
are sent to the network action validation module 216 for validation. "Endpoint" creations, as
those skilled in the art will appreciate, include those network actions that create and/or open
communication channels between the computer system 200 and the network 108. "Endpoint"
creation network actions may include, but are not limited to, opening a communication port,
creating a connection to a remote entity, listening on a port for connections, and the like.
Alternatively, the network action processing module 214 could be configured to perform
so-called "deep" evaluations by evaluating all network actions that pass through the network

action processing module 214. Other levels of examination may also be implemented.



are sent to the network action validation nodule 216 for validation.
"Endpoint" creations, as those skilled in the art wll appreciate, include
t hose networko7aobizens t hat create and/ or open comruni catrcomsesaneale

bet ween the conputer system 200 and the network 108. "Endpoint" creation
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corresponding network services. For example, if the developer and/or provider of network
service 202 intended that the network service only open and communicate through ports 88
and 144, this information is included in its corresponding action manifest 302. Additionally,
each action manifest should include information identifying the corresponding network
service, such as the network service identifier described above.

The action manifests 302-306 are processed by an administration and configuration
module 308 wherein an administrator can accept the "recommendations" provided by the
action manifests, or modify them according to security needs. Additionally, using the

administration and configuration module 308, an administrator may add additional rules
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actions in a COITpUt er Sys avin Servi ces. egl n i ng at
network actions in a computer system having secured network services. Beginning at

block 402, the network action processing module 214 receives a network action. At decision
block 404, a determination is made as to whether the network action is of the type to validate.
As described above, according to one embodiment, only network actions that are endpoint
creations are of the type that are validated.

If the network action is not of the type to further validate, the routine 400 proceeds to
block 414 where the network action, presumably a valid network action, is processed, i.e.,
allowed to be completed. Alternatively, if the network action is of the type to further
validate, at block 406, a validity query 222 (FIGURE 2) is forwarded to the network activity
validation module 216.

At block 408, the network action validation module 216 determines whether the

network action of the validity query 222 is a valid network action for the requesting network



bl ock 402, the network action processing nodul e 214 receives a network
action. At decision block 404, a determnation is nmade as to whether the
net wor k awoi2007/G03030f the type to validate. As descri bedrabmwsegosaenos di ng to
one enbodi nent, only network actions that are endpoint creations are of the
type that are validated. If the network action is not of the type to
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the val i ditign. quieeyendddimatlithendthdr séide RiRn@s @gdtdisdiebnh B pidchs kdkeh ¥ of
manners, accordi rl% to %26 enbodi nent, the network service's network service
i dentifi &he PeCobt SR TE ORIV RS $7EHISRor KoL EXTIE, nsBife VERBBULHEREOStthe

net wor k R§porARns AR dbivi® lopbftifPitdied thd Process RERGERStht VsRRxOKhichandr ocess
hosting the network service. For exanple, in sonme versions of M crosoft

Cor por at PBFedNAAYFEBRSTOFiRtes Bith atrergssips tiering idengidicaiion aad privilse fpranation

cont ext Whhg BrdohhsRRTiA in8ke S¥Slsem associates with a process for storing
identification and privilege informtion about prograns running in the

process. At détflesisin Hedsci0tpodetermingtiprismadaes rivhesicnthees 18 sneaifigisariier there
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to the i enti network service. entries corresponding to the
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t er m nat estwoByadtief & valid getwork action, and the subroutine 500 terminates. By defaulting to
a presumption of validity in the absence of any entry corresponding to the identified network
service, it is presumed that a behavior manifest has not been generated for the network
service, or has not been included in the network action control list 218. In either event, rather
than shutting down all activity for this network resource, which may be the effect if a
presumption is made that its network actions are invalid, the network actions are permitted.
Clearly, in an alternative embodiment, the default could be that of invalidity. Similarly, the
complete lack of entries in the network action control list 218 corresponding to the identified
network service could generate a special entry in the audit log 220, flagging the network
service for special attention by an administrator.
If, at decision block 504, an entry corresponding to the network service is found in the
network action control list 218, the subroutine 500 proceeds to block 506. At block 506, all

entries in the network action control list 218 that correspond to the identified network service

are identified. At block 508, of the identified entries, the entry that most closely corresponds
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scope of the invention. The enbodi nents of the invention in which an

excl usive property or privilege is clainmed are defined as follows: CLAIMS 1.
A conput ewoyetmemsnavi ng secured network services, the eoESR@6/03MIE em
conprising: a processor; a nenory; and a network action processing nodul e
t hat processes network actions fromone or nore network services executing
on the conputer system wherein the coFpIM&r systemis configured to
execute at | east network service perform ng network actions in conjunction

with the netwprk g¢thQpuiBl QERIS hiGnd RAMeE neitili WBSIE!, hd REmPRLVGKHmACt i ON

processi ng nodul e, upon receiving a network action froma network service:
det er m n€YNRpFEEBher the network action is a valid network action accordi ng
to a network aghiQg.control list; blocks the network action if the previous
determ nation yields that the network action is not a valid network action;
and pernits th@emetywsidk action to conplete if the previous determ nation

yi el ds that t@ﬁet@&?{%{iﬁe@ﬁgésgﬁg }n%dt?ie Yl‘?a't | gc&?és%ﬁ%rl@%tioﬂgfrfé' mI Q;em%%rrp ut er

systemof Claim1l further conprising a hetwork action validation nodule,
and wher e¢totkiservires pxackiingot thihcqmutss systangy nodul e det er mi nes whet her t he

net wor k a.Cti O\Qhé-réinathg acloingutgﬁtsyé?&‘g iﬁcctl)hﬁ)%llr@cp ¢ reg«%cﬂ& Btole stnl?ett\)o&{(kse (E on
control |ist conprises: querying the network action validation nodule as to
whet her péréormétemstvikoria ettioomnin enjmnetani vdthribe mebwbrkactiongmocesing wbdige;tand a net wor k

action cont r O\'Nhér!:iﬁtthe 46%0&%&%{%03’6?4&2@1%&&%} ulrargnd}élceelvipl \é;ngtgvo?lf ?C]c%%g fxtogl the
network action control |ist; and recelving’a respons romthe network
acti on vahetwatl srviceodul e i ndi cati ng whether the network action is a valid

G I PSR N
nodul e: network action control list;
blocks the network action if the previous determination yields that the network
action is not a valid network action; and
permits the network action to complete if the previous determination yields

that the network action is a valid network action.

2. The computer system of Claim 1 further comprising a network action
validation module, and wherein the network action processing module determines whether
the network action is a valid network action according to a network action control list
comprises:

querying the network action validation module as to whether the network action is a
valid network action according to a network action control list, the network validation
module having access to the network action control list; and

receiving a response from the network action validation module indicating whether

the network action is a valid network action.

3. The computer system of Claim 2, wherein, upon receiving a network action
from a network service, the network action processing module:
determines whether the network action is of a type to be validated by the network

action validation module; and
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determ nes whet her the network action is of a type to be validated by the
network action validation nodul e; andqueries the network action validation
nodul e aswoaosdmebdser the network action is a valid net wech/iseticonrionl y if
the network action is of a type to be validated by the network action

val i dation nodule. 4. The conputer systemof Caim 3, wherein determning
whet her the ngtevier the actvosh a¢tipnofalidatioppeoduls dsefo wellethga thednebyork hgtioreiswor k
action v u t er. . Nj ctlon
e an endtis AR sER LR SPLESRE, HERRTTML R M6 DRl byt MELENTS

wher ei n attenvelidsiokmadtle.on val i dati on nodul e det er mi nes whet her t he netvvork
action is a valid network action by conparing the network action to entries
in the networ aCt’Fh@r}:o&]‘ﬂG{ef Nstend g{f c&ﬁﬁ%%ﬂ&@ﬁl‘ Q&b hidd ®h ﬁérWHé Ket%ﬂv' ce
that issued the network action. uter systemof Claimb5, wherein
each net agior lacctfua)tvppstoalseswwateédomhpmeam tapbetk velidatip enddglsnednfiirises t hat

uni quel y 4i 411 r k action; and
wher ei n Fﬁg&ﬁﬁé@%\gﬁéh%ﬁtﬁ?%ﬁ&/%ﬁ?g}%%& fé{eﬁgptélrgﬁl“oﬁgé V\ﬁlet her the network

action is a valid network action b corrparlng the network action to entries
in the network actlihsncasetar olysteins of Edpineds pdiseihdha seitmeek getiaiordidgéenyi ce

accor di ng,okifle ldBRrINBLI R inG Gh/ h@c@zo}kd&%ﬁ fd e?{/alldrhett\b@rk rh%ﬁéﬁ%)r BB the! - The

conputer systemof CGaim6, wherein the network action validation nodule
det er mi naeiwptkagctiondo watrigb ik thecnataerki astion veritiodl liseeausspondingitorihe hetvhdr e ar e

no entrieg tombhe @@%‘éﬁ%&oﬁ?&dtﬂﬂ control list that deny perm ssion to the

network Service. 8 conputer systemof Claim5, wherein the network
action validation nodule further records information regarding the network
actions and whet helhetdeapuigr aystean pHCHER RoyRergiatdagh setivarkagetigndl assecdrged 9. The

conput er v&t%{sé ﬁ&lw&flﬁ EratMdentifieng th ”% 8: TR khAGLBA CAREE ‘?Jsmh%%ﬁe s

generated fromat |east one action fest corresponding to a network
servi ce, netherkaastipmangrani f est i dentifying valid network actions for the

cor respondi ngy, NELRQEHG, HEE ¥ aEfon vk Uﬂ‘?n&ﬁ Pidlcfihjnd %&‘tﬁér%e SRR Lrionher ei n
i

the network ac |on processing no ule is tack processing nodul e
on t he conpuitlelrnesywkeniidnlby foncmmipg tther nett\eaﬂaﬁbtum tmajntmﬁm ity éllzer metgork action

comput er ¢ gxecyl Al e L AEHL AL QRS0 WA Gh: L 30ER LXSRUL G0 LR bUREES

COITpUt er, carry or Ssecuring
in the network action.

7. The computer system of Claim 6, wherein the network action validation
module determines that the network action is a valid network action if there are no entries in

the network action control list that deny permission to the network service.

8. The computer system of Claim 5, wherein the network action validation
module further records information regarding the network actions and whether they are valid

network actions in an audit log.

9. The computer system of Claim 2, wherein the network action control list is
generated from at least one action manifest corresponding to a network service, the action

manifest identifying valid network actions for the corresponding network service.

10.  The computer system of Claim 2, wherein the network action processing

module is the TCP/IP stack processing module on the computer system.
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services on the conputer, the nethod conprising: receiving a network action
froma network service; determ ning whether the network action should be
further wabizdeoego3as a valid network action, and if so: pdetuseencrnenge whet her
the network action is a valid network action for the network service
according to a network action control list; blocking the network action if

t he network athi oA i eonpteraeadable dmpditimo brarigt compuereseditabde tiosttundonset wor k
action c 0 | St ] L L] n i ] lete,if the
et vor k. aaieoi leou @t el ko S A R R SRR 1 o
control kéreices ohzhe Fmputsosthemethod eaalbsing: medi um of Cl aim 11, wherein

det er m ni ng V@?&i?ﬁ%ahgﬁ/oﬂﬂc‘ﬁ@ﬁﬁ I%Catllielpv&]orl?g]eor%lcd be further validated as a
valid network ‘actiodn conprises det’erm i ng Whet her the network action is an
endpoi nt cr eaddtamimeg wosther dict neomork sctin shdndd bé fuetheretalidatéd @ct vatid nsthotd d be
further %%[Oind rltdelplsoi_f the network action is an endpoi nt creation network
action. . € conput er-readabl e nediumof Caim1l1l, wherein determning
whet her the net wordeteaninimgnwhether thelnietivonle tavsink isad tvialidh nétovorl Aetion efovvatiek
service gectgvglrkdsier},gcetao Oadinegov\olg% a?ti on cotntro%. | i st conprises conparing the
net wor k AT POR TS eSSt TIAE 19 HFRIEAGINSRI A  on control 1ist that
correspond to the tekngrike seworkaetionlid the ioEvoglo Apish & ndt @ adiadh@womdictivh Of

Claim13, wherein the network acti.on includes a network service identifier

t hat uni affgfc@"%tag}ﬁqeg?'cgga%éwﬂ%f%ﬁia rvice, and wherein the nethod

conpar es the netwyeknitirigi 08 neva@itabtidStol ddoniphie MEtheaickvak tacieh gonta@l | i st

t hat corre‘swggnd .to thg, netﬁgrk service as iﬂ?enti fied by the network service
i dent i fi BYtWOsclighaecardipg i the nevorlo ptian st Hitof O ai m 14, wherein if there

are no entries in the network action control |ist corresponding to the
network servit® asThedemputbi-edddbie hétktun ef @alnk 1 5 evhetaiieddteleitihg whsthertiire

network action i.s determ ped to he val i d network action. 16, The,

conput er p?tggg%%pgn %F&F({J?ﬁ ﬁ:pg@ ‘é?ihﬁ?ti(g?s ael‘rc‘ijerieﬁw QR GRS HERPTISSH 4B I i ses
Wi ting wheheesehtsvost actihek ah nghinheddies nbiverineétwal kucBahitaRe héwarval i d
networ k action fgr the network service to an audit log, 17. The

conput er 298 Fhpy! rtheh Bridesedithihe metwigrle Aetion isnah ARAPRBY Ieregtien 8™t r ol

| i st conpgticges entries generated fromat | east one action manifest
corresponding to at

13. The computer-readable medium of Claim 11, wherein determining whether the
network action is a valid network action for the network service according to a network
action control list comprises comparing the network action to entries in the network action

control list that correspond to the network service.

14.  The computer-readable medium of Claim 13, wherein the network action
includes a network service identifier that uniquely identifies the network service, and wherein
the method compares the network action to entries in the network action control list that

correspond to the network service as identified by the network service identifier.

15.  The computer-readable medium of Claim 14, wherein if there are no entries in
the network action control list corresponding to the network service as identified by the

network service identifier, the network action is determined to be a valid network action.

13-



| east one network service. 18. A nethod for securing network services on a
conputi ng device connected to a network, the nmethod conprising: receiving a
net wor k aw0I2007/00p@3mM a net work servi ce operating on the eompmstécag2Tiesi ce;
determ ni ng whether the network action is of a type that should be verified
as being a valid network action, and if so: obtaining a network service

i dentifier unl@uelThei chmmuitdryéadgble meedien wér Glapet i whsreid ethe rmétinddn Garthlret her

t he net ' ' [ [ f the network..service

accor di oo PRigh ufink el of dBHIRGE kD e by Bl ¥ ol Rl

cor r espoadiondortthengteotkoekicsdr o aelitdsg. i dentified by the network service
identifier; and blocking the network action if the network action is not a

val i d networkjactigp @tﬁl‘fﬁrﬁé{]—ir aB10 b &l VBRI, et b 2eif ORL ' @lwdrk Shriont 9 The
er ‘'the nk ac a

method of Claim 18, wherein determ ning whéther net wor ionis of
type thatomieblisteomerises ehitice gengtntddaiong atdleashbicgactien wenifesh ctriaspondimgpo alses

det er m ni network action is an endpoint creation network
action, gﬁgxﬁgg&ﬁgﬁﬁ%ﬁﬁméction shoul d be further validated if the network
action is an endpoi nt creation network action. 20. The nmethod of C aim 18,
wherein if thEte at&chddortserumgingtvotesendesaoni camphidng deyise colnettedto a

correspogguggzHﬁrﬁgﬁ5&y%h¥gﬁﬁgservice correspond to the network service as
identified by the network sefvice identifier, the network action is

det er mi ned t oreBRIViag ¢ attivgrlyastiol frkmaotetventk service operating on the computing device;
determining whether the network action is of a type that should be verified as being a
valid network action, and if so:
obtaining a network service identifier uniquely identifying the network
service;
determining whether the network action is a valid network action for the
network service according to one or more entries in a network action control list that
correspond to the network service as identified by the network service identifier; and
blocking the network action if the network action is not a valid network action

according to the network action control list.

19.  The method of Claim 18, wherein determining whether the network action is
of a type that should be verified as being a valid network action comprises determining
whether the network action is an endpoint creation network action, and the network action

should be further validated if the network action is an endpoint creation network action.

20. The method of Claim 18, wherein if there are no entries in the network action
control list corresponding to the network service correspond to the network service as
identified by the network service identifier, the network action is determined to be a valid

network action.
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