WO 2004/ 015569 PCTI US2003/ 025294 METHOD AND APPARATUS FOR BOOTI NG W TH
REMOTE CONFI GURATI ON DATA Technical Field of the Invention 5 The present

i nvention reW2&/41§69he field of el ectronic data processtqmusiansioeess and
nore particularly, to the operation of a computing system Background of the
I nvention Conventional conputing systens use a basic input output system

(BICS) stored in systeWﬁm@PQ%&% mﬁ%ﬁm@woessor into
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operation. During the boot process, configu lon data required to set
initial settings of the syst dREMOTECONFEIRATIONPATA I rmmare configuration
utility. In sone BIOS/firmvare architectures these configuration settings
are stored in a systemnon-vol atile nenory, such as a CMOS conponent. O her
Bl OS5/ firmnare i npl ement at i onsTehnicsl Fidld of dalitvenhtiod he sane nonvol atile menory
on which _the fir re resides. In eithereﬁvent, because configuration data

i s obtai med from PRPIPERERVenEon platcadp e field ptslentipnic dateprecessing Bgiddat i on
data nust fiﬁgﬁﬂaﬁcmyj@qhgébe}moﬁo@@aﬁ%ﬁ?g Q& 1t is effective. Such

updates, therefore, require one or nore ‘so re processes operative on the

conputing systemto | oad updat8ackeround gihefiiventiotnt a i nto t he non-vol atile

menory. 20 Brief tption of t “__ Fi.qures,1-4 il| te i.n bl ock
di agram form var i%@?%;@#pﬁ%én Pg‘kﬂ%ghg%?a?t“\éﬂé %ﬁasmdg{nhtg&gmgggtcnaﬁég? Eto{eﬂén
present i nvegysietnfirmdwage!ncor8eritd Ibisi’T e Processor iffel dpbiatien. ODGfikg B&bESt procesyyPUt i Ng
system agcor dig tQ one 25 exanpl.e enbodi ment of the invention. Figure 6

illustrat®s 3o SieraBiehisfet iptakschgnef e systan wedettrtediemBadi ng to
one exanpl ¢ gkl Btigutitio Bl !ﬁﬁﬁef@gg%ﬁ\g%}fg%ﬁmgﬁ%ﬁﬁ@&#@ of the

I nvention 30 In t ow ng detailed N, NUNMerous Spetl
detai | s are ssHings aretstorédiin acystem noo-vplatile miemery; suoh evg MO comspoaenti Qhesf t he

present i nveRid ver, 1t..w | . der.stood b skilled in the

art that t heﬁfg&g@%@ ﬁ?’?%t%h%ﬁl%%ﬁﬁrdé%ﬂ’ (E}éeosgwgtnﬁ%@%g ﬁﬁ?@%%‘gw C

details and e fiemwarehesddese i cithepyvehe bedansd coaflgwatibrsdataislobtailed doan@e focalry 1
15 non-volatile memory, updates to configuration data must first be applied to this memory

before it is effective. Such updates, therefore, require one or more software processes
operative on the computing system to load updated configuration data into the non-volatile

memory.

20
‘ Brief Description of the Drawing
Figures 1-4 illustrate in block diagram form various example embodiments of
methods according to the present invention.
Figure 5 illustrates a simplified overview of a computing system according to one
25 example embodiment of the invention.
Figure 6 illustrates an example embodiment of a network architecture according to

one example embodiment of the present invention.,

Detailed Description of the Invention
30 In the following detailed description, numerous specific details are set forth in

order to provide a thorough understanding of the present invention. However, it will be
understood by those skilled in the art that the present invention may be practiced without

these specific details and other embodiments may be utilized and structural changes may
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WO 2004/ 015569 PCTI US2003/ 025294 be nmade wi t hout departing fromthe scope
of the present invention. In other instances, well-known nethods,
procedures, conponents, and circuits have not been described in detail so
as not to obJ¥APWHPKEIpresent invention. Unl ess specifi cabbyusioasedros

ot herwi se as apparent fromthe follow ng discussions, it 5 is appreciated
t hat throughout the present invention, discussions utilizing terns such as
" processi Ng"peQhade SRFBUL dedBrti v [0 : g%E ming .

"di spl ayi ng" or fhe Iﬂee?&n?gﬁgﬁ%g%hggig@??rgg&én pt?%léelgs(,’g%ro aglceé’orrput er
system or sveli-knewngnethedsoptiocedurmspeompoyentsj end ciecuits haste nobbéanudesdribed and

t ransforns ent ed hysical (electronic) quantities wthin the

conmput er systeni's T eqi hto other data simlarly

represented 10 a$nisyspecificallyistated bihefvisd dstpparédt EropPNB FelRwisYy Sk@IRiGRIRN | €S Or
regi ster% or, ot her, %g&gtt I nformati on storage, transm ssion or di sgl ay

devi ces. RefldpRATFRAL thronghqut the presen}dpvenfian, djscyssions pidliping termesuckaphodi ment
100 of a nets | 001 368 b ] @ ' » A LG '
enbod mont - Sore e of Nothuliay > oREARERY of MeRRrhil SR b ke

retrieving, refertorihe activn @nd progessessofafcomputongystein gr siilaesiechdnicalompntingg | vel y
referred to as..a.. kne' LN onf ] qurati dat a.f squr ce.trenote
fromthe comucg%%%@%te%é%%%?&g Elra %&?{gﬁs %?35 ﬁléysfcﬁgﬁi%ggﬂgbaﬁuawé%t in
part to set wikin the@ompuiengysiys fgisters Mmidinmenories iHto GlAEAdtDsmilady Fpfsbntéd) it em

104. Accgqr di ng to one glterpnate enbodi ment 200 illustrated in Figure 2, a
met hod WecAsahyriFal guanfitiessyitun the compuisr $¥sten memarigsor gegisters ohather ek ver 202

having a CO%foﬂﬂitﬁ)hisﬁ?age,zgmﬁﬂﬂﬁonzﬂggﬁ{&gdé’viéésanSfer agent 206 wherein the

configuration agent (for exanple DHCP establish | P addresses) at |east in
part assists in &sfextihg sow tegFiguneds theteos illnstratehafizst eobodireentd08 of amethbdor k

(such as an | P t Kk and the transfer agent (for exanmple TFIP t | east
in part mand %Oﬁﬁggﬁlféﬁeg?r@tmvgﬂg?%63@8#'%8?@?FIB ° > $5% I%hr?‘%ﬁﬁ%
source to tHem M020henietighdsHotiass foreaivkiiy dhring atobl pro@s@bi\eéorSpeHAp kftem
enbodi ment, the nethod i n(il udes 25 determni gg I f _the configuration data

shoul d b r deXereasivalyrefsredtoras gpmechipel heerin)qopfigurationslata o arsprreg eenotaind | f
not , retrieVﬁ.'ﬁ;?Ig ' ti ﬂn%f{ : I oo | '

anot her exanp ethrg%bsrggﬁtygn%@t%%? 0 %[Hat %%ﬁ%ﬁﬁfgﬁg?ﬁ%gﬁ%*&e S
st or ed | ocaldosnpiting syhteméimiiial condigusation ms shoven indemriddsed state, for exanple
In a nonvolatile jremr cont.ai ni.n SYS .unexpanded.if needed
in a boot procesébfccé}gmﬁctgwffﬁl?l%ﬁ"ﬁt%&gﬁdf’?{miﬁ@ﬁ%ﬁ%%%gﬁ%l@rgébﬁﬂlgﬁgﬁt 300 of a
met hod accorgidiging €o the Preserit@mention 18 perférinea ukihg W 9tivet20d hatingla@oiffudatiod

conput i nz% systemreads locally stored data tq )
agent 204 and a transfer agent 206 wherein the configuration agent (for example DHCP to

establish IP addresses) at least in part assists in establishing a path to the remote source
over a network (such as an IP network), and the transfer agent (for example TFTP) at least
in part manages the transfer of the configuration data from the remote source to the
computing system. According to still another example embodiment, the method includes

25  determining if the configuration data should be retrieved from a remote source prior to
being retrieved, and if not, retrieving the configuration data from a local source. In still
another example embodiment of the method of the invention, the driver is stored locally in
the computing system in a corpressed state, for example in a nonvolatile memory
containing a system BIOS, and unexpanded if needed in a boot process.

30 According to still another example embodiment 300 of a method according to the
present invention illustrated in Figure 3, a computing system reads locally stored data to
determine if configuration data is to be retrieved from a remote source, as shown in flow

chart item 302. As shown in item 304, if the configuration data is to be retrieved from a
2



determine if configuration data is to be retrieved froma renote source, as
shown in flow chart item 302. As shown in item 304, if the configuration
data is to bwvozsdwsedd froma 2 WO 2004/ 015569 PCT/ US20981/R3hdsfhs2e4 ENOL €
source, the renote source is accessed to retrieve the configuration data If
the configuration data is to not to be retrieved froma renote source or
the data retrieved remotely is invalid,. the.confiquratian taJds retrieved
froma I ocal™2% thg?e,ggergl% Opfs® 'sﬁcﬁwécdﬁgﬁ%]ﬂeg{‘ﬁ %%gag“f’ﬁ ng%ﬁ?ﬁéﬁﬁ ation
data from eicohgurition datad@to mot td BeRirRvaDi6If @ rérfiote Beitcdorihedatatetti®adt i n part

to set the initial confiquration of the conputing system as represented by
i t em 308. AéEIB?tSIYﬁ@m%h‘b%E @%ﬁm@m revaeed fropa ﬁzs@\ﬁeuww shoyging ocess

i's perfor mahaiihaHRGmERR! THR cfiguhRiof @ Hﬂ&m&%@&% &Crsxﬁf)ﬂis@&céﬁtﬁéni H
anot her exanpl e enbodi nent 400 of a nethod according to the present
i nventi ol i lusedsatieastiul part ta-sed thednitial configurativini of thecomprtiog systensy as sprasentel fr om

a rempte 10Q sourge, SuUch.as a server C uter,. ovyer ne. rk. In this
enbodi nment , %X l%ﬂ’t%r &”“’F?ﬁ?‘-b‘%gf &ge ?@I@Ben?ﬁgﬁﬂe&t,%%%gg?gpwhé@prlo;f:csf Ke network
is active, aerfommwdduring bb@ipdPthe dompufidpesyRteinwor k i s active, a route is
established to the repote urce storing t'he configuration data, as

! $
illustrated in i ASRITAME ﬁ@?mqmlwﬁbmwﬁ%o%mﬂ@d@wwah% i s
then downl . : : WaVal as
Shown i 1t SVl st ARPI AR IR IR STk AR rille
r ecei vedcorsparce,|sych dacsemver cdmpxder, oiena hetwddd o ¢his emboditmientna detwark s t hen used
at least in.part to set the initial confiquration. of the conputing.,System
25 shown i n iRl et Bt ing Fybrrfoceaf e nehio i Aiver g sraSm 3R R 02T T
r enot eI sour qaef mwéﬂsg_slmtvg,m;étiaedtt)&lim éﬁgﬁirélﬁthtb iemﬁée stariniOthe bén 'bgaded
properly, configuration data is qgbtained froma |ocal source and used to set
the initial B8 eHRIGRdIR g 494 %éﬁm@m@%@ef gurgtiog gt then yet
anot her exa HALPES ' WeleH t i e stored
data sour ce,rmkgﬂr exanpl e Jeﬁl%ﬁvgg%??%egﬂgghnﬁgﬁ%’,h?%scsﬁgﬁgﬁh%sét erm ne
i f confiljur ahecked ttavesify that the configueation data waa received corsastly.c €he Raifisdr i ng now to

Figure 5, there,ig jllustrated. a.sinplified overyiew Q. .C ' system
500 acoor di HgvEipegsrooalBaRvefeed st ittt S H e ORIk 25
conpri ses bufiRAAmpBNPSteth, a9 5ol ih REmAd. Aeeording &l stilliottiér &kehpleTBSS
storage device 5w‘§i%§ggls’or 508, and, nan-vol ati?e system rrermrpy 510, t hat,
in one enbocdheftmens ierote @H@%%ﬁ%ﬁppldﬁtﬂéﬁr@.t apsleblsey °@§Wt¥f‘ed°&"1§?44§¢ e bus
or @ combi Nty OlonfiburaisH Sark BBt FronPd RIAIAGRE LR ket B8 iditiflcs Det vieen
conponents i‘n conputing system Kex oard ]
20 configuration of the computing system. According to yet another example embodiment of

the invention, a setting in a locally stored data source, for example a nonvolatile BIOS
memory, is checked to determine if configuration data is to retrieve from a remote source.
Referring now to Figure 5, there is illustrated a simplified overview of a computing

system 500 according to one embodiment of the invention. The computing system

25 comprises bus 502, keyboard controller 504, external memory 510, mass storage device
506, processor 508 and non-volatile system memory 510 that, in one embodiment, stores
the system firmware, Bus 502 can be a single bus or a combination of multiple buses and
provides communication links between components in the computing system. Keyboard
controller 504 can be a dedicated device or can reside in another device such as a bus

30  controller or other controller. Keyboard controller 504 allows coupling of a keyboard to
the computing system and transmits signals from a keyboard to the computing system.
External memory 510 can comprise a dynamic random access memory (DRAM) device, a

static random access memory (SRAM) device, or other memory devices. External
3



controller 504 can be a dedicated device or can reside in another device
such as a bus 30 controller or other controller. Keyboard controller 504

al | ows coupl iM@2W0E5®eyboard to the conputing system angcyi@RdsiissssSi gnal s
froma keyboard to the computing system External nenory 510 can conprise a
dynam ¢ random access nenory (DRAM device, a static random access nenory

(SRAM devi r nory. devi ces. External WD.2004/ 01

PCT/ US2003/ 45f6n%?iﬁ?? gﬁ%‘ﬂﬁ%‘g‘ﬂ Pl pigteg 1Pt Shes Riseesef g@é&“ﬁevi ce
506 and pr obgpsaressbOFOE, vlass Storage)iepit® SERA be 2 Bdrd didksdrive] R8s dgkvdrie, £06 can
be a hard d@l‘m e, afl y disk drive, a CD ROV device, or a flash
menory devi ¢e" e‘g‘f‘bPh@ﬁg@@%@ygﬁﬂ%rl\gﬁsdt%a&eW&ﬁWB‘i‘i""ldés ext er nal
merory 510. iiR6AkaA % ex{BiBalcAdndl9 520 "PEARIS08 3aPbe @ﬂﬁ*crb%rg?es%aa@ise of

decodi ng _and executing a conputing programsuch as an a | catl on program
or oper afi ngapaplerad decadingandicxeayting 8 pemputing oogrars buchas an appiidatiolgprogramnet wor k

I nterface Lce. | ' {. t 8z C nicate.with an

ext er nal ne%%ﬁ%%%%gstﬂﬁ&ﬁ#&%ﬁ%@%@@%gm°%n OF ?#%eand
servers, conavic 512, hichipatmitsedyetemkS00 @ eonpmutieate with bib eRemaCaawomenis 514 are
stored in ngn-volatile penory 510.. 10 Accoyding to one_ex | e epbodi nent,
conponent s %’TYI?GWEEWPB“W sﬁ%@é@'&@' asgglgnt&ﬂﬂg ch‘HH’F‘éte@f%&é ¥etkenory 510
or another non-vQhf!drinforBBsMidte bdnddnents STRPAh LidgedSH beRblatife ﬁérﬂrﬁ'& 510
determne if configuration data is to be retrieved froma renote source. If

it is tl§ beccendingdgene exapplacmbodpnent.comperentsciésaemitn i Bdoessop80&and t o

ntert ace ddvcansbnilor 316l 4o HlichSHRE BeRBR fftnd Rl 2R § o
to be retri dvoxdefiodsteimine ifuoafigunticnedatanie tyisy retiiesedftdm agbmbr\source. ¥ it is

configuration data f g&pa | ocal source such as, in one exanple enbodi nent,
non- vol at i It‘éb‘?@ﬂ’t??@& B 3JFmate sqpice cREpenchts g operate te reldsNs the conligaraton i ng

275 o1 00, 4 P e A SO e A S T

source, conponents 514 verify t _the ais
conpl et d5andonfigumatiohdataiste.nok fo hetrefrisvedoigm 2 Gemeate Sowyen; aomponedstsdd rari¢vest ead

obtained fromt | ocal , source. ce the.confiquratian dat IS retrieved,
conponent s epﬁ.@gmﬁ?tﬁ%a?argtg&a 1?%?%?%‘* Spoh s, ‘{%ﬁé"?"ﬂﬁ?ie %o‘iig’r?ﬁ?&?ﬂ'at i on of
the conput ivotikysémdty 300 or AcARtitd®ntwldild hemeiydh bempeiagEyhiemes0D.om thent
illustrated also wth respegt to the, .enbodi nent shown in Figure 2, the_

sof tware coffBié .nidﬁtéll’ﬂWBA@dFﬁing%FW.rs@m?SFB Dgiltthal s a
conf i gur at i g ENadubeligRatibf 88 id Brpftid TSI Er 1B, Bt Al Shi ng a

20 configuration data is instead obtained from the local source. Once the configuration data

is retrieved, components 514 use it at least in part to set the initial configuration of the
computing system 500. :
According to still another example embodiment illustrated also with respect to the
embodiment shown in Figure 2, the software components 514 include a first software
25  component 202 that is a configuration agent which at least in part assists in establishing a
path to the remote source over a network through the network interface device 512, and a
second software component 204 that is a transfer agent that at least in part manages the
transfer of the configuration data from the remote source to the computing system.
According to still another example embodiment, components 514 are stored in memory
30 510 in a compressed form, and uncompressed into a disposable area of memory f_‘Ol'Il"l
when needed during a boot process.
Refetring now to Figure 6, there is illustrated a network architecture 600 which

includes a plurality of computing systems 500 connected to a server 602 through a
4



path to the renote source over a network through the network interface
device 512, and a second software conponent 204 that is a transfer agent

t hat at | easwOi20041a55%9 manages the transfer of the CO”“%’I‘?{{I*%/OE’?&@ from
the renote source to the conmputing system According to sti anot her

exanpl e enbodi nent, conponents 514 are stored in nenory 30 510 in a
conpressed fqr dunco essed into g disposable area of. nenory. form
when neededn%UPr?kn@aa SERyst i ’B@B@E’.‘” LY rﬁoﬂégﬁwnt‘@tﬁ@upéi’&g 1%“#@‘? s

i 11 ustrat edtobenidinualiedtycdiiyl e bl mifing isteis SO0RHbH tRBest fidkriHhodd sydterds,
conput i ng sgsterr,s 500 connected to a server 602 through a 4 WO 2004/ 015569

PCT/ US2003/ H9e95ding tonesampissmbodiaent a configuration datafile 604-bifide2, 68434 i gur ati on
o | ea i . _ .
ata 604, gk R bbred Y5k éa?ﬂ:)c?nnq{t]]gé Bfsteh ¥, qa%ﬁg\eﬂxocgﬁxnegﬁh%mﬁ‘g@ﬁ“ ng

systens 500 upon request € systens. ccording to one npl e
ermbodi neht , ssteanF0 rgquests ithencodfiguration datecfild 604-Xodire8ponbing 1@it. In 64- X 1's st ored

for each co ti.ng syst.em.500. t hi s.enbodi nent ach copgputing 5 system
500 r_equest%F?@%h%?&%?ﬁ?g’ﬁemrﬂfgqp‘l%%ﬁm%wq"ﬁ?%ﬁg’ . In one
enbodi nment , cnventibatused by e kerverd2h It iguithinple efibSliakent, Sofwiredompridatst he file
nam ng convention use %ﬁt he_ server 602. In one exanpl e enbodi nent,

[

sof twar e corifbiéne st merepficamppingsystams s0Q9pcsatpioureirieye & genfigwationdata fils at e to
retrieve a i ' | . Y‘Qi;ah:l | [ devi ce
512 and net ﬁ%ﬁf‘%ﬁ@{ %?0%?%%3%@‘%&@8%3%#4%‘9&%%0@%”3 eﬂ%%%co such as
a TFTP @ ot tawsker pAtomnt slichgs adFIPipkdtoahot her exanpl e enbodi nent, server 602

i ncl udes sof twar c nents 606 capabl f communi cat.i wi th machi nes 500
usi ng packet ter‘g‘é‘iﬁ’r&)'gg)f%giﬂtm?' Pﬁ?%?B@ﬁm%e%ﬁvﬁP 'maﬂ@s's f GREPLY"
packets. Baggfipdients 86 capableF cordBnicdting witiifhinkd BOCaing fiRetitétantli fy the
configuration data file or |rral%?mt5% be sent 15 back to the requesting

machi ne 500Withent limitatien SHQNEIG BT apngk GONFIGRERLY ™ gclegs. Based amtbsdi ment |
t he CONFI L . | ] i s

Speci Tyl ng. Zoteytyed B SEieP O (h GRGAB AR Rl Bl fREEIe sent
each of 1§ hebackdofhiegequastingmathine 500wipefor exampleydF T trankferss eAvwrding o agpeci f i ed
by using the te 0 ' ' r ogyct ta identit PDID) stri t
o ecede a1 GO GO IGRA RS RREY et e SoaB bbb (A res Ry exanp o
embodi rrentcb?f?% & Wl-totinidatcdSHetEne] 18 tH¥ Gitodiment, fobRERsce] eachofte 1 f the

client's EST packet specifies a "0000", as the revision nunber. If
afile for coRfigueatjondata mage fenamep on theseryerare pregifiediby using thegiypigmboprdsi ng

vital product data identity (VPDID) siring to precede a revision number and a *“cfg”

20 filename extension. In one example embodiment, the server will assume the highest
numbered revision if the client's CONFIGREQUEST packet specifies a “0000” as the
revision number, If a file for the requester's (client's) system board is not found - having
the same VPDID string as the requester's VPDID - a CONFIGREPLY packet is not sent to
the requestor. According to this embodiment, the booting system times out on the

25 CONFIGREQUEST if the correct configuration data image is not located using the remote
configuration method, and enables the requestor to proceed by retrieving the configuration

information locally using a standard firmware set of application programming interfaces
(APIs) as a safe alternative. If the requested configuration data image file is found at the
remote location, a CONFIGREPLY packet is returned to the requestor machine 500 that
30  then loads the configuration data into its system memory using the standard TFTP agents.
According to still another example embodiment, the CONFIGREPLY packet
specifies the length of the file to be loaded. After the configuration data image transfer is

completed, if the image size specified in the CONFIGREPLY packet does not match the
5



the sane VPDID string as the requester's VPDI D - a CONFI GREPLY packet is not
sent to the requestor. According to this enbodi nent, the booting system

ti mes out on wbeoidb1586INFI GREQUEST if the correct configurat. j mage is
not |ocated using the renote configuration nethod, and e%ggﬁ]gzsoq%zgrj‘
requestor to proceed by retrieving the configuration information |ocally

using a standard.fi.r re set of application progranmng interfaces (APIS)
as a safe al'f8FHSt8 @@gﬁﬁmﬂ?@%mhﬁ%?ﬂsf%§®ﬁ&waﬂﬁw nsedgelogal) o s
found at theonfigifion dafdCd aisef defulPeiNehsdienthB 35 SihelSthE AFYPREGIchO t he

requestor machi ne 500 that 30 then |oads the configuration data into its

syst em menosycagededgnd the copfigraation dataimagepiaced. in memony miatehestbe bngthl  anot her
exanpl e enb écﬁ‘é&. t ﬁ@z% i id : f the file
to be Ioadegg tebtytgl{:gocon |gurglfplx%ﬁr%a§%e%q§ﬁ%§‘éu %&?@Mgﬂgéo %ted, if
the i magé siramots perfiguraionimetiddeeiimsBiddsnBinifatiardats rethizesd froin thedeatotd he 5 WO
2004/ 015569 PCGT1 US2003/ 025294 | e size |loaded i.nto nenory, the conputing
PP Gedsnd oL o
system 500 P nREver 2 dnstead qf the Jpc _ PRA#AN data as a safe default
alternative. In tAeord@@go WIPimiHed exabipl&eriiftditheht of HGRRAHSS tRddakhe
configuration data i mage placed in nenory matches the |ength specified by

t he CONFI GRPMVvidgdsoroputer pregrams foaparrying out thy methods andrgystenheperation describeds
renote confi 2 O f.] t] | eyed from
the renote ag%kflf Igur a{{ﬁ%n edrfté\?eb?&%%&g %ﬁg@%&dﬁ %B%ﬁgﬁp%%g%?%%n ithjgl:]ogé?{at i on

dat a. Addor domguteoreadabld medimishelr asaron+vplatileandmaty wa the aimpubieg systeast | on, t here
are provided c. ter prograns.for carryi ouf, the nethqds apd system
operati on dgﬁi‘?"gg% OV&B:E\?%‘?I”%F\%‘PE‘? ﬁo@ﬁ%oggtﬁgﬂpg{i&f}}cggﬁ Bﬂ’_ﬁﬁ’g‘?@e #8fed in
whol e or i n epgyded eRcifdife AbnATdrelatassiigtionh h ¥l RireRed Gdnn&iieh, as

non-vol atile nmenory on_the conputing systens  described above, or conputer

di sk storage, or Thumes depedhed abovn thesyapensmbodinats of the presentiglientionlaesct r oni ¢
signal's or dale B3R5i0d ﬂfe@?ﬁ&%%f Hét&g{icsagé}jfﬁ%tﬁ%og?&g é’%(ﬁl?ﬂl?%é e and Wi 23S

descri bed above, 't various embodi nen nventron are
useful t16 i mbpperetingeapehiumberof\sewér modesvCucrentlyy adindristadtore haveto addtessi ng t he

time and cost 15 of opetatin | arge nunmber of serve odes. rrently,
admi ni strat F@W%gﬂg’&ﬁyﬁ SV c %@eﬂ?f’h W#@%&%Cﬂﬁpl yi né
changes to0 QafbBdintdls\desiiBbd NREIRIcAsble UARLnEPROSK BERE YhoRSSANRRAVIIRE&GVE enabl e

updating part of, or the whole, SAN network server configuration once

i nstead of (eanfigugation onemingfead ofchavinafte menageitharopfiswation ofrephyindividual nachi ne.
This s pot gilchile! ¥nR W RREALRP Hvahiedud t SarBONRAGIUEONS oSudinls" eSS

20 SAN/networks where thousands of identical high-density servers can update their system

=¢]

firmware configuration in less time than it would take to apply the current method of
updating the firmware configuration data to a single machine. In addition, the various
embodiments of the invention are also useful for updating the configuration data for the
commonty homogeneous desktop IT environment.

25 Further, the embodiments of the present invention can provide for dynamic, rapid
re-deployment and utilization of large or even small networks of servers. For example, the
system allows any sort of firmware configuration change from across a SAN/network
interface. For example, in the large, homogeneous SAN, where service load utilization is
critical, thousands of systems could be completely re-configured and re-deployed

30  dynamically by using an artificial intelligence to automate firmware configuration data
image generation and system re-initialization. Without the need for human interaction,

complex system administration tasks can be performed with relative speed to expedite



20 SAN networ ks where thousands of identical high-density servers can update
their system firmvare configuration in less tine than it would take to
apply the cuwoenesarssshod of updating the firmare confi gagrgda0i3edaba to a
single machine. In addition, the various enbodinents of the invention are
al so useful for updating the configuration data for the comonly
honogeneous _desktop.| T enyironnep.. .25 . Further .the. enbodi.nents of.the

b eant 1 nu 8BRS 5 BN PR GhLissgan gl - SinEing e FERRSof
utilizati oncohpithizgpewer todidinidairbnpBilvuds kisclethrofieispedds. For exanple, the

system al | ows ani sort _of firmanare_configuration change from across a
SAN net wor k i nt &Rysxthe myegtionasdesqribed abpveREovides garioysangtbdsa@sds SAN, where

service | oa nkhtZ@ds I L eal QH&EW%% Crakk:

conpl etely %@%%#l gur e d%‘%‘é"%ﬁfﬁ%‘?’oﬁ 30 dyna sQi;egi i y g@ﬁ’s?ﬁ%ﬂ%é\m
artificiél bootelgfropecadignmtion daaatorediremotelyrfeone e néiputingtsystemd 3t shall berage
generation an siemre-initialization Wthout e, need for,hyman

ht er act | on daderg B8 e B oy iR epPlmetich Pt ruleios Baya Fiwplea wi ¢

rel ative speeshrii feor s sobpe &F tNOnEH6h A4 ER6SHRGT (203 bFpEad O herasl Bat neNt s

to conmpute power utiljzatjon dynam.cally - bringing.the right neasure of
conput i ng p&%RETEple But withoyt limuatiqneths inventiGnds in ng way imited teithe ppHGHY systemg ¢ he

i nvent i on as,ggmbbdfed dSNRYEIRE &iﬁ'ﬁ%&éﬁéf@ty&)ﬁﬁmm SoRRE as il g | ons
and enbodi nents for, anmong other tRAI ngs described above, | oading and 5

boot i ng 10r oexamplé embodimenis heminshewnr ed renotely from a conputing system It
shal | be understood that the invention may be inplenmented in a nultitude of
ways without departing fromthe scope of the invention as described in the
cl ai rs appended hereto. For exanple but without limtation, the invention
isinno way limted to the particular systens and nethods for downl oadi ng
configuration data froma renpote source as illustrated in the 10 exanple
enbodi ments herein shown. 15 7 CLAIMS 1. A nmethod conprising: storing at

| east one software conponent in a non-volatile nmenory of a conputing system
executirg in a processor of the conputing systemduring a boot process of
the conputing systemthe at | east one software conponent to read data

stored in nenory in the conputing




systemin order to determne if configuration data is to be retrieved froma
source renote fromthe conputing system retrieving, if the configuration
data is to be retrieved fromthe source renote fromthe conputing system
the confi gugﬁ%' g data fromthe source renote fromthe conputing system
including u B\Q driver having a configuration agent and a transfer agent
WneLei n tEe configuration agent at |least in part assists in establishing a
path to the renpte source over a network, and the transfer agent at |east
in part maniges ‘%‘Wée%loﬂéﬂ@f’rést’“gof the configuration data from ?he renot e
source to the cosmiliganitas paé @MwarOmpsiengn & Aen-valitle Memdryaakbmputal saengat a
to at least in part set the conp [L?ien s]}/.sterﬂS initial configyration, 2.
The et hod. accor SIRYMEE EPEFCL of e EHBPIPESTIS di5ine 8 BoetarResns o) tspBputing
being retrig¥rm the aMchfieont QoM ae TOMpRnt Batad fita G6RA 1AWl M Mdlcdmpingnot
to be retrieved fromthe renote sourcge; and retrieving the configuration
data from a®PSEAD oLt ip determine if fonfigusaion datad sy Reireigeved TRm.A SopEEe Pl e the

i ncl udi ng Caﬁmj’uﬂﬁig'y&gmg he driver for local storage in the conputing system
and unexpandi ng the driver when needed in a boot (E)rocess. 4. A system
conprising: a cBHifi"ent tecopBmratontdatasip 1o Bf fepkeve érewptbﬁéwceorﬁ@raén‘m B the
conmputing sysfthg SysRBf, McIARIrkEHA @kd R6m dRY Surcde! bR A IHe L omPi®gesybteam t he
conputing system wherein the first software conmponent includes a

confi gur at i BRlUdgBritsingh# (Hivat hpvdagta ronfigurptions agent tagd | 4, tigasfhpgeahvhgreld Bisth to

the renmote é&l‘ﬁ%ﬁr@ti&vé‘g’ent # 188! WPpdtt a3 iR LhERRHE R RALRY tht Rahotdkolr&ASYer lan
part manages the transfer of the configuration data fromthe renbte source

to the conpBriVer. ashedransior apartshigast oy nappanages Hsdmaifer of gercapfiarasian dafpfrom
conputi ng Sy3t&Hd Quak td BeedmiuinP§stensid the conputing system s initial
configuration using the confi'guration data; and a third software conponent
stored in a non- ysigthe reriayedrennfigerhtiqnidatade ghlgast ingpagyset tharpompyeing Hykiemy 8kl war e
conmponent thntﬁg Igg&xﬁ](_:ut ed on a processor of the conputing systemduring a
boot process ? e conputing systemand further to read data stored in a
menory in the conputing 8 systemin order to determne if configuration

data is to Q_e reﬁ“ﬂé;ﬁé’tﬁgd{c@&ﬂ?ng:fbﬁc]:l%ﬂﬁrﬁﬁhtfrﬁﬂgﬁﬁng?crom the conputing system

5. The systém according to ¢ wher el e"third software conponent
further determining prior to being retrieved from the remote source that the configuration data is

not to be retrieved from the remote source; and

retrieving the configuration data from a local source.

3. The method according to claim 1 further including compressing the driver for local

storage in the computing system, and unexpanding the driver when needed in a boot process.

4, A system comprising:

a computing system;

a first software component operable on the computing system to obtain configuration data
from a source remote from the computing system, wherein the first software component includes
a configuration agent which at least in part assists in establishing a path to the remote source over
a network, and a transfer agent that at least in part manages the transfer of the configuration data
from the remote source to the computing system,

a second software component operable on the computing system to at least in part set the
computing system's initial configuration using the configuration data; and

a third software component stored in a non-volatile memory of the computing system, the
third software component to be executed on a processor of the computing system during 2 boot

process of the computing system and further to read data stored in a memory in the computing

8



determ nes, prior to being retrieved fromthe renote source, that the
configuration data is not to be retrieved fromthe renote source, and if
the configuration data is not to be retrieved fromthe renpte source, the
third soft C nent  f her rieves.the configuration data froma

| ocal sour 5&“’6&%5%5% "gg%teéﬁcggﬁ%l[rﬁﬁ’ tdgtsaéﬁ tﬁﬁ’&re '?Vr?cllﬁt?(r:ﬁ th%mé‘rcgtrﬂ’?te ?rﬁ?’t her
sof t war e cothesmmepitingeystemuinexpandi ng a sof t ware conponent when it is needed
in a boot process. 7. A method conprising: using a processor in a computing
systemto read locally stored data to determine if configuration data is to
be retrieved froitha sysemt ecading c®; claim hevheromf thguthartli efiweleet aomsontm Hrether
retrieved fragma re Qur c ccessing the renmpt soyrce.to,.retrieve the
configurati 8%6 ara '{Hr%%: Fou'?ﬁmrggreﬁfg?%gﬁ%m g"re irg"éorte %&?e%agths 8?#{%{?}'23 9%?1'56{8&% and
a transfer bagsnicvehforeithe einetecomts, gud dithectonfigieation alataliead tto berrepienvéd fesitlRt S 1 N

t abl i shi th to th { . the net wor k h f
Sgent at | oRe s Be i s henRRek B P Bl an ol St R leR Y ; om

the renpte samece to the conputing system if the configuration data is not
to be retrieved froma renote source, retrieving the configuration data
froma |l ocal source; and using the configuration data retrieved either from
the renote sour cFhOGysidne aba@tdihg SO lae 4 dncludingl £381 furthep abitwaret colpéndnnifér al

configuration of the c uting system .8. The t hod according to claim?7
further whePRS*RandinS a@8ﬁ‘g§ff?ﬁ&)§'§/‘ét‘%‘ﬁ? FégefﬁgdepﬁbgF?ﬁ’éBﬁoFVS' stored data during
boot up of the conputing system 9. A systemconprising: a conputing system

one or nore_software conponents to be executed on a processor and operable
on the conpdti ng%@‘@rﬁ%‘.’m%' read locally stored data to determine if

configuration daudng 8 gréceliOr i hIdomp@ihgl syQbmao reRNMREAlySAGEE Aatalty deferniihie if
configuration data 1s to be retrieved froma renpte source, accessing the
renpte soufHigEtipndats igtaberpigeved fromaemeesPTefat a; ¢) if the configuration

data is not to be hetsifRM@Hod 8RMsto bR TR iBved THE 8 renidé 5duPEl RitedslH@ the remote
configuration data froma |ocal source; and 9 d) at least in part set the

. . ( ) . . !
initial confeueriaratiTye die confésvesion dete igludips peng L iivighaving 2 coafigurgion aesnbinddat a
retrieved epbhfferhb@whitBin R @hAguRioh GEenPht 15436in pRE AdsisBMESDIisHiMPES Rikiotilke one
or nore software conmponents include a driver having a configuration agent
and a tr ansFaRotuuIee overfike network, and the transfer agent at least in part manages the transfer of the
configuration data from the remote source to the computing system;
if the configuration data is not to be retrieved from a remote source, retrieving the
configuration data from a local source; and
using the configuration data retrieved either from the remote source or the local source to

at least in part set the initial configuration of the computing system.

8. The method according to claim 7 further wherein the computing system reads the locally

stored data during boot up of the computing system.

9. A system comprising: a computing system; one or more software components to be
executed on a processor and operable on the computing system to:

a) read locally stored data to determine if configuration data is to be retrieved from a
remote source;

b) if the configuration data is to be retrieved from a remote source, accessing the remote
source to retrieve the configuration data;

¢) if the configuration data is not to be retrieved from a remote source, retrieving the

configuration data from a local source; and



configuration agent at least in part assists in establishing a path to the
renote source over the network, and the transfer agent at |least in part
manages the transfer of the configuration data from the renbte source to
the conputing syg} &Me.d0; Vst em.ac i t laim9.further wherein
the locally stor e}ql daetaé Psgagfééégé ?%H’%o%?ﬁguéﬁgp i cl%e&ﬁecr?om i'/t.mglﬂspﬂfhgs"é%/él}eem
accor di ng t eondigaiatierodata retrigeed aitherfaimtht nenatesootce os thelavel sosrce; Wiereiethe ondad. A
met hod conpissd QAfwakd S 1 . C i systemto read | ocally
Stored dat amer Harar s RpRhRiae s e el SRtk AR PRSP Prbflier P R, o
sour ce renotenfigumetion igentcartgast innpprtsagsiste iny estabtishireyva pagh dthengmete Bowte prepdess of

a conputing e | | . af h sow ce renmpte fromthe
conput i ng s?%%‘lg]trlr(i !‘qdﬁ@%d&?%@té@g“g? glﬁﬁl@%@ﬂgéeﬁ?gemp sleyﬁrooteféhefctp 8&%%%‘8“ mﬁ% Efﬁ'ﬂti ng
system t o r derémotesduive tethntomputiag systendat a i ncl udi ng using a driver having a
configuration agent and a transfer agent wherein the configuration agent at

| east in part assists in establishing a path to the renote source over the
net wor k, ando0.t heThe systefmerccadiagto diiml Efastheriwhear the lotallegasd € iststonddsih @bn-of

t he confi gur ttilon data fromthe renote source to the conputing systenm using
the configurafi ol daPa to at least in part set the conputing systenis
initial configuration; wherein the conputing systemincludes coupling a
plurality of. co ting systens to,a | east one server through a network;
and wher ei nfll‘hengﬁﬁsryétgmra %‘SBSW %M@bﬂ%ﬂ?‘?ﬁﬁ’?ﬁ?%ﬁdﬁ%&é@"at | east one
configuration of the at |east one server by managing the conputing system
configurati 351 data provided .to the at |east one server. 13. The net hod
according t &% cl afeBe%QmPHSIPE i ncl udi ng dynani cal |y managi ng t he

configuration of ydngh Wraeisby ir0h cﬁﬁﬁtﬁhh%i@Qetﬁ)ﬁ&tr%loéd]l?r@tcsrg@ d&te 19 ldBteMmuh Fre.
14. The met hoq_ according to claim212 turther including majntaining in the

renot e sour Eigurag a4 to bedpifieved f9pra gUea S o the cOmRUNgsYsEE B h conput i ng

system 15. A SYW@%&ESJ Bubt pRocBdsUsrad Ldnyputhg GRMEM biThusyist QBB fFoatRleed tO
at | east one server througe a network; 10 a first software conponent

oper abl e onSWEENCESIFpiTeM 1Be soEpuing tsysterpt WElding Resegting the oypurce 1emmote fepm the

source renEgndutiRg &item CRMPHidVEIthS Yo BB ratWAC HRA NndilMeind sl S Wriv¥eh&ving a
conponent includes a configuration agent which at |least I'n part assists in
est abl i shi ngedigpation aegntiand agr@nrﬁqr@gent wherein the configuration agent at least in part assists in

establishing a path to the remote source over the network, and the transfer agent at least in part

manages the transfer of the configuration data from the remote source to the computing system;

using the configuration data to at least in part set the computing system's initial
configuration;

wherein the computing system includes coupling a plurality of computing systems to at
least one server through a network; and

wherein the source remote from the computing system manages at least one configuration
of the at least one server by managing the computing system configuration data provided to the at

least one server.

13. The method according to claim 12 further including dynamically managing the

configuration of a plurality of computing systems from the remote source.

14. The method according to claim 12 further including maintaining in the remote source a

separate remote configuration data file for each computing system.

15. A system comprising:

a plurality of computing systems coupled to at least one server through a network;
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source over a network, and a transfer agent that at |east in part nanages
the transfer of the configuration data fromthe renote source to the
conputing system a second software conponent operable on each conputing
systemto at | eas£~ in _part set the cbgrrputi ng systems initjal copfi Q_ur ation
using the confi gubst F8waEFatemponsng opershly PRy each COMBYIS SHHB hR Abtaig coptigyratign 5
non- vol at i | @tdREm raysodfce rifiot€ oLt REmBM g &F3terh NRheréiR ithed fifsO Ed WS csnpoRa e Nt
to be executed, on a processor he conputing, system during a boot process

of .
of the conplttdryasy %ﬁtﬁﬂaﬁag%wiﬁérat fegst i B graisty e peiRtlighipg, 2 Rathdordieyremete  he

conputing Vet @er ) n@aR, ahd a ARhEEMAgeR thit £Q8ki BUpA in@ihgBAthd thahsbiOofOfe
retrieved fromthe source renote from the conputing system the source

renot e fronﬁ"Pﬁ@f‘@B’ﬁﬂﬁ?iﬁﬁ@‘ tE‘_i/'éef“@Fﬁsﬁﬁé‘? ‘é?tq“i"@mtht"_%&fﬁ?tFI@iJre the at | east one
server by nanagiNgcédiesofi@ie @hpatchOfpethBlednasly Rt sysRe @lat I@aSH pANSt
server; wherein at |east one of the first software conponent and tlge second
sof tware cohpetaing yeemstintitgonfipugtiep itz ealigypian dig; andhe syst em
according to cl aj fird Soffwhrd QRfpohdde stbhidll ik m%miﬁahényorﬁmmmuﬁn% bysfMedhe
configuration of a plurality of conputing systens fromthe renote source.
17. The systhisdrofttas enmmgnems tehagxerutsl ong pioesssar of thedromuting system durigg a boot
conf i gur ati ghcdaten eSmpuBAE ByshRl YRI fulther 36 réah A8t SORIAGN fi rﬁ&nor%%w théQodpiting! € OF
manuf acture conprising one or nore tangi ble conputer readable storage nedia
storing a naéhRieordesidaltesnise fsorfiguratien data in te ke retrieapd Eom ghegsoursprprmaiggom
system thethegaﬁ;mtiﬂgs Radabl e conputer programfor carrying out system
oper ati ons conpri Si g"r sforing at | east one software conponent in a
non-vol atile mente yousée emotenfiom itheycammitiogrsysteax eperating do icanfigups be ab fest 8 t he
Ot 19 S%PeP ) Ao 3 % BRGL oA G5 proPiid BTERTBUbREGryepySLem (he at | east
one software conmponefit “to read data stored In nenory In the conputing
systemin order whereleneleast nue ¢fftheciingf soffwarstchwpordsitand ithe seepnid @oftvwedre Fampodettr om a
source renotgstgrreﬁrl:ﬂg&% ref%;;) | ng system retrieving, if the configuration
data is to be'retrieve romthe source renote fromthe conputing system
the configuration data fromthe source renote fromthe conputing system
i ncl udi ng usji ng driver hayin conf i.quration . A ent
wherein thefé'con iegﬂfc’tﬁrtni agﬁorglél%n? Eilgm F]geas i lrrlldﬁ‘élpg Qgﬁs'%i@['ﬂg @aﬁaélglggﬁg%?ng a
pat h to theconéipmatond pluealioveicomputingtsyadends, fromntie tdneotd soarksf er agent at | east
in part nmanages the transfer of the configuration data from the renote
source to the conputing system and 11

17. The system according to claim 15 further including maintaining configuration data for

each server in an electronic file.

18. An article of manufacture comprising one or more tangible computer readable storage
media storing a machine readable computer program executable in a computing system, the
machine readable computer program for carrying out system operations comprising:

storing at least one software component in a non-volatile memory of a computing system;

executing in a processor of the computing system during a boot process of the computing
system the at least one software component to read data stored in memory in the computing
system in order to determine if configuration data is to be retrieved from a source remote from the
computing system;

retrieving, if the configuration data is to be retrieved from the source remote from the
computing system the configuration data from the source remote from the computing system
including using a driver having a configuration agent and a transfer agent wherein the
configuration agent at least in part assists in establishing a path to the remote source over a
network, and the transfer agent at least in part manages the transfer of the configuration data from

the remote source to the computing system; and
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using the retrieved configuration data to at least in part set the conputing
systems initial configuration. 19. An article of manufacture conprising
one or nore tangi bl e conputer readable storage nmedia storing a nachine
readabl e conput e(,;p tﬂ%@ﬁ@vﬁ&‘@&#ﬁg&}@ii& Qs 8 aFB&Pthgﬂaﬁ%e&){égo utihd SstefRGMRe
readabl e conputer ogramtor cdrrying out system operati ons ® nprising:

usi ng a procadigmrtioma a conputing systemto read locally stored data to
determine if configuration data is to be retrieved froma source renote
fromthe conputing system retrieving during a boot process of a conputing
syst em conf 1%ur aAnartickaofamimdariurh eompsingoae e metetahgibln domputenrepdublensipragest em
i ncluding a i t.h r e.C ut i systemto retrieve
t he confi gu(r&%@lg %h’pﬁétaaﬁ?c%&%urgi%ﬁéﬁ{}g %ﬁ%tgégﬁ] ia@eerxeﬁug%q?engn %gcoc H#"llggs Patt g’r‘f
agent and anmichargtaiablagemputertpergeamnior beryogtiui fystemtopemtiag eohprisingt east i n part
assists in establ.ishing a path to the remote saurce over the network, .and
the transfer agelrlﬁmgdf‘ Hr%g%sP lenaﬁgwutm%asﬁsga%sm trﬁafa& E"?@P{s (ng Sgatt%gietemmé it
confi gur at i cenfigatadorf daciis tote reteeet drosisoaee temotefeont theporhpuing Sysenem  usi ng t he
configuration data.to at least in part set the conputing.systends initial
configuration; V\ﬁ% & ‘i%‘é‘gcaoh?fﬁtpf‘%asss st E?W‘?“ﬁ% ﬁg‘geén 58%5"1“?/“%&" ?atﬁlm}ﬂ]ety of
conputi ng sysk@ngmbe fbm theashpoing ssaémcinclating ugdesdnd) eeVedike ramiole ViFudr @en t he
source renote fromthe conputing, system manages .at l.east. one gonfiguration
of 'The a1 B GRYSERy B HS RO SR O ot T S8 ERF AP for
dat a provi deshfigoratibiCagaiit anli @@aGhsf@ra@erft Mhur@in. thelednfiguration agent at least in part assists in

establishing a path to the remote source over the network, and the transfer agent at least in part
manages the transfer of the configuration data from the remote source to the computing system;

using the configuration data to at least in part set the computing system's initial
configuration;

wherein the computing system includes coupling a plurality of computing systems to at
least one server through a network; and

wherein the source remote from the computing system manages at least one configuration
of the at least one server by managing the computing system configuration data provided to the at

least one server,
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