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CONFI GURATI ONS  FI ELD OF THE | NVENTI ON The present invention rel ates

gener al | ywom3menzput er 5 networ ks, and nore specifically teTiEPagiofzed anci ng
in network clustering environnents. BACKGROUND As some Internet sites
beconme popul ar, they may reach a point when a single server may be
insufficient to keep up 10 with the | dad on their system One solution to
such a situation is to conbi ne several servers, also referred to as

nodes, into a node group. Lents. the _node qroup, also referred to as
a | oad bal anci ng group, sb@gglﬁga%p Qi’s'-" a§E§'E%T:F|§ server. Internally,
however, workl oad reaching the 15 node group is distributed evenly anong

t he node group ne r (o} n i r d. In sone network
configurations sevg?gl %r%[gse&lgg!:w%s% Q&@giﬁﬁﬁﬁﬁﬁhg di fferent
resources in the system For exanple, one node group nmay be responsible
for transferring ,0 data files while another node group nay handle a site's
e-mail service. In addition, some nodes in the network may belong to
several _node 8rou s, _thereby creating overlapping node groups. Although
such f|EfFHPe EOHQEQFHUENTEéNfigurations are beneficial because they allow
highly 5 efficient resource allocation, they can be difficult to
adni ni ster. RAfetRePkeRidnidisnbiar tpgiadalsd ygeosfriagivestat ¢aastt O

03/ 061234 Ak EPO2hA1782 20008 f10d814N 3 AR PLHR LG Pe: @ [BSL 8L node,

also referred . i
clustering environments.

BACKGROUND

As some Internet sites become popular, they may reach a

point when a single server may be insufficient to keep up

10 with the load on their system. One solution to such a
situation is to combine several servers, also referred to as
nodes, into a node group. To clients, the node group, also
referred to as a load balancing group, still appears as a
single server. Internally, however, workload reaching the

5 node group is distributed evenly among the node group

members so that no one node is overwhelmed.

In some network configurations several node groups are
created to handle different resources in the system. For
example, one node group may be responsible for transferring

0 data files while another node group may handle a site’s
e-mail service. In addition, some nodes in the network may
belong to several node groups, thereby creating overlapping
node groups. Although such flexible node group
configurations are beneficial because they allow highly

5 efficient resource allocation, they can be difficult to

administer.

A network administrator typically configures at least
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continuous access to network resources, even when serious
network failures occur. Thus, the network administrator is
often faced with the task of finding the most highly
available node in the node group to select as the group’s
master node. Finding the most highly available nodes in
possibly overlapping node groups may be a difficult
undertaking and may require the network administrator to use

time-consuming trial and error techniques.

Another method of increasing the availability of a node
group is to elect a primary master node and secondary master
node, also referred to as a primary lbnode and a secondary
lbnode, for the node group. The primary master node
actively handles load balancing for the node group, while
the secondary master node servers as a backup master node
ready to takeover load balancing if the primary master node
fails. Creating a master node pair adds redundancy to the
node group and, hence, increases the node group’s
availability. However, adding a secondary master node
further complicates matters by requiring the network
administrator to now find two nodes in the node group to act

as lbnodes. Generally, the primary and secondary lbnodes
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WO 03/ 061237 PCT/ EP03/ 01209 3 nust still be chosen for maxi num
availability within a network of possibly overl appi ng node groups. SUMVARY
OF THE | NVBN3ha3The present invention addresses the abovecCrdeasofied 5
problens with the prior art by providing a nethod for selecting naster
nodes to nanage a target node group in a conputer network having nultiple
nodes and node groups. The nethod i ncBudes a deternining operation to
determ ne a hanm ng di stance for node pairs within the 10 network. Each

node pakfistnchudes e notesfai rrdremgismnd thaeihapaingdi gtanse of the
node pair is the nunber of node_ groups the node pair nenbers do not share
in conmBAtWOAKoPhePOgELBEHI AVAGLBPRAALI BRAES JtiSEASt 0 deternine a
participation index for nodes within the network. The 15 participation

i ndex | suiigrRUBPerupl TROARTEORAUPS the node belongs to. An availability
potential for the node pairs is also determned. The availability

potential isrhbe shoof: L& PALdE BakARJddexss olpbhe Dadecpatpamenbers
subtracted by the hanm ng di stance of the node pair. An 20 optina
conbBi naPFrehlemsnodéethaitle | PHcund gt | dvat PagvitHéngcorbi mathed ofonode

pairs wWilheLhengaxisumt g dles avai lahiddd yapga%@%ltaln&ﬁé ggguﬁgti\’}prg' A
selecting operation selects a naster node pair fromthe opti

conbi na¢PBRAVBEr nBEEWpakrBavihghmuhelimhst epdredenganpdhagicrgr25 bot h node
pair nenbers belonging to the target node group. |If a nmaster node pair
does not exiBhefomatHwod ar gacludge groupletemude el opgengtiont hetear get

hode 9redPelAing. of! thmithd NAShRLe NA4E | AbgkhepLatget  fede, or oHa-
Anot her aspect of the invention Is a data structure for 30 Use in
selléct i mgtviasker Fodds noslenmmige dnchvdes hwdengdeupair members and

the hamming distance of the node pair is the number of node
groups the node pair members do not share in common.
Another determining operation 1s used to determine a
participation index for nodes within the network. The
15 participation index is the number of node groups the node
belongs to. An availability potential for the node pairs is
also determined. The availability potential is the sum of
the participation indexes of the node pair members
subtracted by the hamming distance of the node pair. An
20 optimal combination of node pairs is found by locating the
combination of node pairs with  the maximum  total
availability potential for the network. A selecting
operation selects a master node pair from the optimal
combination of node pairs, with the master node pair having
25 Dboth node pair members belonging to the target node group.
If a master node pair does not exist for the target node
group, a node belonging to the target node group is selected

as the master node for the target node group.

Another aspect of the invention is a data structure for
30 use in selecting master nodes to manage a target node group
in a computer network. The data structure includes a

hamming distance array containing, for node pairs in the



in a conputer network. The data structure includes a hamm ng distance
array containing, for node pairs in the WO 03/061237 PCT/ EP03/ 01209 4

net wor k, wbesnemder of node groups the node pair nenbers @cT/EPo3/oRb@re in
common. In addition, the data structure includes a participation index
array containing, for nodes in the network, the nunber of node groups the
node belongs 5 to. Furthernore, the ddta structure includes an

avai lability potential array containing, for node pairs in the network,

the summefwbhe,paiHd clip@td ONot NHEXES gebuble tRode, Rl fa MEMAehBe sYblLact ed
by the hanm ng di stance of the node pair. 10 Yet anot her aspect of the

i nvent i 8Rti sSB2EEnpLiter COPREYr am pPrivd@cddidnisdyi edien datangeblraciksdiea. The

conput efincPlAgkamn Ppaduet i baeh HEes eRIPUL 8F - | eadall e AHRgr 8 £odege scoupl ed
to the tangible nmedia for selecting naster nodes to nanage a target node

group i Afa eFoRet wobR Haviosg 15 nip €6 plo& oiede st i onedeebglongs. The

conpsit ek o eadabl £, PROGHERE cOdesd NCldide, pragnamcode copidgued t8n
determine a_ hanm ng distance for node pairs within the network. The

hammi ngdrdtakééltys ritsisked abbeE, dositiEHaimeavefonf nedde PagroRIps Nt he
node patheMB{bEIS-E0 RRk Shghe o!f”.@}?@ﬁ%%-nt%gzi@?a?&%‘%{ 2588%9‘ code b
configured to determne a participation inde or nodes wthin the

net wor kOflRe Pagdar tiegigsats opubhbesCdi by the Mmambemofdiwtenegy oupsthire node
bel ongsptae AHQgt-ner programcode is configured to determine an

avai lability potential for node pairs, the availability 25 potential being

Lhel(‘ﬁum of therpaghbehpatl Qé‘%é@@eﬁé? qfhd h%Phx}'é%dc%o%i risrfegbeéémgweg&act ed

y the hanm ng di stance of the node pair. e programis then ctaused to

find anP&pgraRl Pregmsitnanitmdisfd niodea paianglbwkemsidia.he Bipe i calhpobaedi nat i on
program product includes computer readable program codes
coupled to the tangible media for selecting master nodes to
manage a target node group in a computer network having

I5 multiple nodes and node groups. The computer readable
program codes include program code configured to determine a
hamming distance for node pairs within the network. The
hamming distance, as discussed above, is the number of node
groups the node pair members do not share in common.

20 Another program <code is configured to determine a
participation index for nodes within the network, the
participation index being the number of node groups the node
belongs to. Another program code is configured to determine
an availability potential for node pairs, the availability

25 potential being the sum of the participation indexes of the
node pair members subtracted by the hamming distance of the
node pair. The program is then caused to find an optimal
combination of node pairs, wherein the optimal combination
of node pairs has the maximum total availability potential

30 for the network. Another program code is configured to
select a master node pair for the target node group. The
master node pair is the node ©pair from the optimal
combination of node pairs having both node pair members

belonging to the target node group. If a master node pair



of node pairs has the maximumtotal availability potential 30 for the
networ k. Anot her program code is configured to s-elect a master node pair
for the twopganvenetde group. The master node pair is the nede/Braso12b9 om t he
optimal conbination of node pairs having both node pair nenbers bel onging
to the target node group. If a master node pair WO 03/061237 PCT/ EP03/ 01209
5 does not exist for the target node @roup, a programcode is configured
to select a master node for the target node group, the nmaster node being

the nodeides angi ngkiox ther taegehriede PRI rfufNoh NerogshRCEoaE tihe
i nvention |fs, a systemfor_ selecting master nodes to nanage a target node

group i FORTIENTSG eF OnetGbPRE havi A ShAL | pPESnodes ade nddr IptoupedeThe

syst em igiehugdes achanad gr disdanc e Jmdul entorndeterpt nbAg: Ay aymicpg
di stance of node pairs within the network. A 10 participation index nodul e
is used E%g@& PN Ppar ti ci pati on i ndex of nodes within the network. An

avai%abi lity potential nodule determ nes the availability potential of the
node’ pai rs aftdox8&ar AFBfsdul €% i ke t N Veptierl EdnbRnatyshenf hode

pai rs. Aeflidcstingelmedion npduke b 58h8sL sa vmster Aede RalduPfidhg target
node group, and, if a master node pair does not” exist for the target node
group, CETEEEERdNSEMNELHS MR HBWUITE Figio ke Inedes ;aandskedenggeupsr t BBe t ar get

node gr eyR:cANGRAmRSPES h Ofmi HE H@%@QBE@“_ﬂo%ﬂéref@ddégérmggilﬁgl gcting
master nodes to nanage a target node group in a conputer network™having
mul ti pl 82ABA8S afdShaBEeqr8lipsiodhe PaEihodittindédia detterarini ng A
Oper@l] BAZkA dBhetBhne tnabammngydistance fgkogode, pal i bl t he.
network. Each node pair includes two node palr nmenbers and the hanmmi ng
participation index of nodes within the network. An
availability potential module determines the availability
potential of the node pairs and a search module finds the
optimal combination of node pairs. A first selection module
I5 selects a master node pair of the target node group, and, if
a master node pair does not exist for the target node group,
a second selection module for selects a master node for the

target node group.

Another aspect of the invention 1is a method for

20 selecting master nodes to manage a target node group in a
computer network having multiple nodes and node groups. The
method includes a determining operation to determine a
hamming distance for node pairs within the network. Each
node pair includes two node pair members and the hamming

25 distance of the node pair is the number of node groups the
node pair members do not share in common. An optimal
combination of node pairs is found by locating the
combination of node pairs with a minimum total hamming
distance for the network. A selecting operation selects a

30 master node pair from the optimal combination of node pairs,
with the master node pair having both node pair members
belonging to the target node group. If a master node pair

does not exist for the target node group, a node belonging



25 di stance of the node pair is the nunber of node groups the node pair
menbers do not share in common. An optinmal conbination of node pairs is
found by wowmawéng’t he conbi nation of node pairs wth a npPoirmeos/ooal
hanmm ng distance for the network. A selecting operation selects a 30
master node pair fromthe optimal conbination of node pairs, wth the
mast er node pair having both node pai 6 nenbers belonging to the target
node group. If a master node pair does not exist for the target node

group, gonede helopg N0 N Q61237 PEILEER3LQ120R fdids h@o&@rgek node

group is selected as the nmaster node for the target node group. The
f or egoi BBcakdrechenofleagiPeB; utilities and advantages of the invention
w |l be apparent fromthe 5 following nore particular description of
vari ous enbo@Pfrent®iHIqiRg i nvedt | @they i | festraead i mtidd td&Snpandi ng

dr awi ngsey BRE Efe DESGR! PIHON EEVJI'TE%AVM@ g 4 ﬁQPé\ﬁta”f%ﬁrm’cﬁéy

conput er netwofk environment 10 enbodying the present I nvention. Fig.
shows afebhpuipg m@mop@réﬁﬁ@dwrngieﬁ%flmté@mof i Feerudnedhof deentat o

sever al ypode ;Qr oups, ki ghowﬁjégﬁé]géa phase @; a flo ﬁhﬁ §%ﬂgf an

exenpl ary master node se ectlon al go min accor ance W t
presentdravéneben. Fig. 3B shows the second phase of a flow chart of an
exenpl ary master node selection algorithmin accordance with the present
invention. Fig. 4A shows a node group configuration array. 20 Fig. 4B
shows a participation index array. Fig. 4C shows a hamm ng di stance array.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 shows an exemplary computer network environment

10 embodying the present invention.

Fig. 2 shows a computer network embodying the present

invention divided into several node groups.

Fig. 3A shows the first phase of a flow chart of an
exemplary master node selection algorithm in accordance with

15 the present invention.

Fig. 3B shows the second phase of a flow chart of an
exemplary master node selection algorithm in accordance with

the present invention.
Fig. 4A shows a node group configuration array.
20 Fig. 4B shows a participation index array.
Fig. 4C shows a hamming distance array.
Fig. 4D shows a potential availability array.

Fig. 4E shows a preferred order array.

DETAILED DESCRIPTION OF THE INVENTION

25 In general, the present invention 1s used to

automatically select master nodes such  that optimal



Fig. 4D shows a potential availability array. Fig. 4E shows a preferred
order array. DETAILED DESCRI PTION OF THE | NVENTION 25 In general, the
present iwWOeab6wR7is used to automatically sel ect naster paodwe3/enzeh t hat
optimal WD 03/061237 PCT/ EP03/01209 7 availability of the node group is
achieved. The invention is described in detail below wth reference to
Figs. 1-4E. When referring to the fidures, like structures and el enents
shown t hroughout are indicated with |ike reference nunerals. 5 In Fig. 1,

an exenmplaiyadonpttyeronetmer kogavigpntis 316Riewhedyi nghd henpegasenh
inventign is shown. A client 104 1s pictured communicating to a node group
106 t hr 68gifes iiRed at Ba dgéeder LemN) 1D, referessruticalion. patBEbet ween

the cliyaah Jx%ﬂfeaﬂqrrg}ﬂewo@ﬁegmgerégﬁi Ted el yge. yard Ogﬁdlglgﬁgm%k' ng
devices known to those in art. FOr exanple, a router 110 nay be uséed to
di rect FBS¥AgESTPHERCURe aglei dnclicadsct vithe lidee rgfement@s nullseaicde group
106 is conprised of several nodes 112 sharing at | east one common network
resource 114Ins@gas 1, 152datexen@ie modeciputée moderaqgrioupntdBonmestl ect ed

to be aqRBS |so referred to herein,as the pripar ode.
The nas%g? %%léggﬁgmfégF%:?fﬁﬁ %Ep%nY?%ﬁkoBfl@a@ﬁowﬁode' %£§?¥5bﬁ8?ty and
| oad, and pacwatrds rewntiniatingesy o dRMIestsud oLo@desrddegh Wt higpar e
capaci t In this 20 manner, the nmaster node 116 acts as a load bal ancer by

di spat c%?ﬁ@ nSEHTYy dERHect9%ns ARE seEwErs cpd itiose todestvaan whehin t he
node oreupeAP6 ibal £an take opddie wtydy e NAdG 08nUPLARS gBY;8l 80

include a second master node 118, erern as secondary
| bnHYe Betwoskbaeks wester knode. tBotthade pni merty. | bRode kb, t he

router 110 may be used to direct messages from the client

104 to the node group 106.

The node group 106 is comprised of several nodes 112

sharing at least one common network resource 114, such as

15 data. One node in the node group 106 is selected to be a
master node 116, also referred to herein as the primary
lbnode. The master node 116 typically keeps track of each
node’s availability and load, and forwards new client
session requests to nodes 112 with spare capacity. In this

20 manner, the master node 116 acts as a load balancer by
dispatching incoming connections and packets to those nodes

112 within the node group 106 that can take on the work.

The node group 106 may also include a second master

node 118, also referred to herein as the secondary lbnode or

25 backup master node. Both the primary lbnode 116 and the
secondary lbnode 118 are referred to herein as a master node
pair or lbnodes. The first and second master nodes 116 and

118 continuously monitor each other’s status, known as
heartbeating, so that if the first master node 116 fails,

30 the second master node 118 can take ownership of the node

group. This adds redundancy to the system and helps



secondary | bnode 118 are referred to herein as a nmaster node pair or

| bnodes. The first and second naster nodes 116 and 118 conti nuously
noni t or ewoh3oser ' s status, known as heartbeating, so tirat/EPD3/0t2@9 fir st
mast er node 116 fails, 30 the second master node 118 can take ownership of
the node group. This adds redundancy to the system and hel ps WO 03/ 061237
PCT/ EP03/ 01209 8 preserve client ses8ions in case one of the | bnodes

mal functions. In one configuration of the present invention, the |bnodes

uti | ze b BMesvhet warike ) SpadShesn @S gnnebweek lpad & balagcenpbBiki S a

reglstered trademark of International Business Machi nes Corporation. The
Net wor kmBilEpacehens -provi des hi gh availability under extrene | oads by
|l i nki ng many individual nodes into a single |ogical Network Attached
Server. In ad8iteon, ¢helNetnerkom spat dier K@@§§nﬁraémV@ﬂtl@neachhﬁode S

ava'labﬂbhbﬂegn%thgﬁ. aiéﬁ“@”&eEQ%rﬁﬁﬁiﬁi %ég&%l sfarvwatd, $g55i on

requests to nodes wth spare capacity rt er contenplated that the
preé%ntbaﬂﬁvéﬁrlon FBY bles usedreqdidtenater tnedewekkl ood bakansersongperati ng

|0 an ashbugsbackyachinade Raradhamyguch aside 48 piokx Michaknserver.

vari ous custom | oa anci ng SW tch ot her "node clu
enV|ron§§nvsdeanﬁmgl avaal@@nﬁutar1m@@morkx2@3nenbbdqdagknhelpnésegt

| nventi 0, ;3howoodLYi ded I Nta several, node, groups 4080 202 204 and

206. Suc n-arrangenent 1's represent i gured
t o handberkegh v@nﬂnﬂﬁxﬁlwmambhk NetabtchlmpaﬁmMﬁniKﬂemﬂmmaa@h that sone

nodgs 1Q,the, gﬁ%t"éma‘%a%ela‘]’q:jglitt%{tX&%’doioQBreaﬂ‘i%%l i I%Qﬂ?ePynSé ating
overl appl ng AGAS gr oups us, resent inventi itrary
gr oupi nge oﬁom@deg|rnawrumksgﬂqmpsreguestdedto nodes with spare
capacity. It 4is further contemplated that the present
invention may be used with other network load balancers
operating in an active-backup lbnode paradigm, such as the
15 Linux Virtual Server, various custom load Dbalancing

switches, and other node clustering environments.

In Fig. 2, a computer network 201 embodying the present
invention is shown divided into several node groups 106,
202, 204, and 206. Such an arrangement is representative of

20 a network site configured to handle high volumes of network
traffic. It should be observed that some nodes in the
network belong to two or more node groups, thereby creating
overlapping node groups. Thus, the present invention allows
for arbitrary groupings of nodes into node groups, provided,

25 of course, that each node group member be given access to

the network resources the node group is servicing.

As detailled below, one embodiment of the present
invention is a system for automatically selecting lbnodes to
manage node groups in a computer network. The Ilbnodes are

30 selected to optimize the network’s availability and session
preservation in case of lbnode faillure. The invention
therefore beneficially frees the network administrator from

finding the best master node to manage each node group in



25 of course, that each node group nmenber be given access to the network
resources the node group is servicing. As detailed bel ow, one enbodi nent of
t he presewD o3ioemeganti on is a systemfor automatically sel eeCirmpos/modes to
manage node groups in a conputer network. The | bnodes are 30 selected to
optimze the network's availability and session preservation in case of

| bnode failure. The invention theref8re beneficially frees the network
adm nistrator from finding the best master node to manage each node group
in WO 0Bhe6h23%oPET/ EP03/ 01209 9 the network. In general, the optim

depl oynment strategy for ibnodes is defined as follows: Gven a set of
nodes N={ Nir INZ,gene.ral Pd@eami)taim%ﬂt Dp POG&I yswgté@ppfag ghadpirgs of
nodes in 5 s g% G% such that €] 5@3 }, where Np,
N, 1S 818 6??5 gs PlttlowtshenqlW@]r@qtﬁerter%fntnq § Jeiet Mas master node
pai r fON eveny & Sﬁﬂﬂbﬂfbﬁssﬂbl@n@v@E&hgb1Hgd%r%@b&d@@ﬂ5¥ hSqdgsignat ed

the |ngry master node (grlnary | bnode the other master 10 node
mefbel P& d&xi gnat ed Pdkuprdaster Nod¥er (secondar yhEFFode); and

palr
2. if twmp nodes. Npe Nep ag&: el ecﬁ%t@h@eré?iﬁétﬁe% 187 PYPe Bt t BEN

nei ther N nor can be_a master node of a fferent node group G with a
third nBaetRE. "25e| PaihefAEXPHERY nGrbBiChftRtoups in the network contain

mast er nodes satlsfylng t he above conditions, then an_opti nmal | oyment
strategy has'beeRN§enBrat@R. NEwft HeRibr encphvse @?ou%@ségﬂﬁ§ﬁ9lngh?he

above COREEONS1a AW eNedli g avaidabi bhbye) | rshouhd be ot eﬂa}‘staéts in
20 network, configurations it may be inpossible to achieve high
ab??é?y PR L eVBRYOYF oubS F%?St%%%EeérgE%% thagkemanneaster node

(secondary lbnode); and

2. 1f two nodes N, and Ny are elected to be masters of
group Gi, then neither N, nor N, can be a master node of a

different node group G; with a third node N;.

15 If the maximum number of groups in the network contain
master nodes satisfying the above conditions, then an
optimal deployment strategy has been genefated.
Furthermore, those groups satisfying the above conditions
achieve high availability. It should be noted that in some

20 network configurations it may be impossible to achieve high
availability for every group. For those groups that cannot
achieve high availability, the election algorithm of the
present invention selects one of the group member nodes to

be the master node.

25 In one embodiment of the invention, the algorithm also
adheres to the following weak requirement: the master node
roles for groups Gi, Gy, . . . Gp are distributed as much as
possible among the nodes in the set N. In other words, if
there are m groups and n>m nodes, and if permitted by

30 configuration, none of the n nodes are masters for two
different groups. Such a deployment strategy is desirable

because it distributes the ingress points in the network



achieve high availability, the election algorithmof the present invention
sel ects one of the group nenber nodes to be the naster node. 25 In one
enbodi mrerwo®B/061287 i nventi on, the algorithmal so adheres PoTtHPE3/H612DY OW Ng
weak requirement: the master node roles for groups G, &, . . . Gnare

di stributed as nmuch as possible anong the nodes in the set N. In other
words, if there are mgroups and n>mhtodes, and if permitted by 30
configuration, none of the n nodes are masters for two different groups.

Such a gepbeynenhest atr@eycnt degideabl & r begasises bt hstrebatesiyBeyi ngress
points in the network WO 03/061237 PCT/ EP03/01209 10 across the dlyferent
nodes ofl€heasysfentheff a¥dilabye | hebPeusfngberdvwadihl abpredi nbbaKELY

bandwi diyps+ anduthegebye dbabr bRubhRInkhe rhead balaneisngntr ablies .across the
nodes. In Figs. 3A"and 3B, a flow chart of an exenplary master 5 node

sel ection al gar hm.i Badceer dance Wildy (g asenkn LAUEHILED hsPegsent ed.
The first phase of the algorithmis shown in Fig. 3A ere nodes are
opt imal hgdpai setedasen onlgeistiior k lconficparatarsre | michmathen. praseheé second

phase o . al gor.i I R Ei Qs er_po ed_10 for
each no%%v%$§ﬁ§# ?% E%%EF%Qgépreﬁ%} gﬁlgﬁéﬁﬁﬁﬁ%EV%grgﬁ? g%g%?% ﬁ%ngsof t he
al gori téimowmy ibe Figpl 3fentwtefd)nadea asequetdenadflyc grpinest lexeedt ed st eps

runni ng_on a_conputi.n .stem and/or, (2) as Jinterconnected chi ne_nodul es
mﬁthingn?E%OE%ng%ﬂﬁﬁﬁﬁﬁégéﬂﬂ o??ﬁﬁ%%%htaf$bn€?§ 8RR PerP 5155 hoi ce
dependettie o lige-ipenf,or showe LequifesBs afadther syabemdrypl enesteag the

inv%ﬂti n. Accordingly, the Io icallﬁgferations maki ng up the_enbodi nents
of the %#%s%ﬁ?h PREENTIFGHPdesdlt 5&¢ a5 R FEIR IR t Bhal teghativel y as

oper at i ®9sxat16RS, OF mMBAUI 8Sgorithm may be implemented (1) as a
sequence of computer executed steps running on a computing
system and/or (2) as interconnected machine modules within
the computing system. The implementation is a matter of

15 choice dependent on the performance requirements of the
system implementing the invention. Accordingly, the logical
operations making up the embodiments of the present
invention described herein are referred to alternatively as

operations, steps, or modules.

20 The algorithm begins with determining hamming distance
operation 302. In this step, the hamming distance (d) of
each node pair is calculated. The hamming distance of each
node pair in the network is defined as the number of node
groups the node pair members do not share in common. For

25 example, referring back to Fig. 2, the node pair (n5, né)
has a hamming distance of 0 since node n5 and node né belong
to the same node groups. On the hand, the node pair (mn5,
nl0) has a hamming distance of 2 since node nl0 belongs to
two node groups that n5 does not belong to. Returning back

30 to Fig. 3A, after the hamming distance of each node pair is
determined, control is passed to determining participation

index operation 304.



20 The al gorithm begins with determ ning hamrm ng di stance operation 302.

In this step, the hamm ng di stance (d) of each node pair is calcul ated.
The hanmwg@ odioe2ance of each node pair in the network isPdefEPogaizes t he
nunber of node groups the node pair nmenbers do not share in common. For 25
exanple, referring back to Fig. 2, the node pair (n5, n6) has a hanm ng

di stance of 0 since node n5 and node h& belong to the sanme node groups. On
t he hand, the node pair (n5, nl10) has a hanm ng di stance of 2 since node
nl0 bel ongs tl: d¥PePRIR] BHOYRS HikalbNT HoesnAgk kelang ity Beaur rieg back
30 to Fig. 3A, after the hamm ng di stance of each node pair is determ ned,
cont r ol Bostdgdeedian déneeii nimg p&tt i erpht imedei ddex tbperzetiwrrig0d.s WO

03/ 0612 RGTH/LERQ3/ 01 1 Ni; ar i pati i,nd peration
304, the ool pati i e (B ol bath e (RS neibrre 1
cal cul attéd-cutih&egar®y cicpamitdma ndex pinpesf achodederisipcatical ated by
counki ng, .t u r of e qr t he .node,.5 bel,ongs to. Eqr exanple, in
Fi g. g2, %r%%glgjr%mh%s' a g?r}ti %X%g{n?lﬁgh i ﬁglex%&%? %’ncgold?e bé’lqong‘gst 0°LBG B
and LB@GaDtiCipettilbe pantiesi pafi an isidex i stdebelshged, t60MB@BIB iasid hen
passed k‘i% d%t erm ning availability potential operation 306. 10 In

det er mi MPFgPavai Y27 | FE§ PeteAGiaRtdpsr dtidsk 30%, detremanaft ageritepl
potentials (RAhaf eaghskede PaI T geSer at T Ll abi,li tenti al
(P) of a node pai PREISBAIE B9\ M dotorflhiid! %?‘f%%%?ﬁ%ﬁéat pelklRgnen (pi)
of the©R6&8tR&Nr 3¥8ber subtracted by the hanming distance (d) 15 of the
node pair. Since the sumof the participation indexes (pi) of the node

pai F0 menber s Ipr odetiesni hangot aval haimbbit vf prove graoupSpdm tpair  BOBengs t o,

and thetﬁ@”“%%%ilability potential (P) of each node pair is

calculated. The availability potential (P) of a node pair
is defined as the sum of the participation indexes (pi) of
the node pair member subtracted by the hamming distance (d)
15 of the node pair. Since the sum of the participation
indexes (pi) of the node pair members provides the total
number of node groups the pair belongs to, and the hamming
distance (d) provides the number of node groups the node
pair members do not share in common, the availability
20 potential (P) of a node pair therefore indicates the number
of possible node groups the pair can provide high
availability to. Thus, if pi(n,) is the participation index
of node n,, pi(n,y) is the participation index of node ng, and
d(np,ng) 1is the hamming distance of node pair (n,,ng), then
25  (pi(np)+pi(ng)-d(ny,,ng))/2 is the potential number node groups
the node pair (ny,,ng) can be masters of. Once the
determining availability potential operation 306 is

completed, control passes to finding operation 308.

In finding operation 308, an optimal combination of
30 node pairs for the network is found. The optimal
combination of node pairs is the combination of node pairs

having the maximum total availability potential (P) for the



di stance (d) provides the nunber of node groups the node pair nenbers do
not share in conmmon, the availability 20 potential (P) of a node pair

t her ef or ewoOndioeases t he nunber of possible node groups tIRETEROI/OEN
provide high availability to. Thus, if pi(np) is the participation index
of node np, pi (nq) is the participation index of node nq, and d (np, nQ)
is the hammi ng di stance of node pair ¥%p, ng) , then 25 (pi (np) +pi (nq)
-d (np, ng)) /2 is the potential nunber node groups the node pair (np, nQ)
can be fAesier%.of . 1/oNeenkthe woleier ntﬂeng;éq% Aal1abbd L £ ynpobentidde PpEEat i on
306 is conpleted, control passes to finding operation 308. In finding

oper at i 8Rt3688dan Rypt | pencEdhbRGat NGslSof PBOFfHodEDBEI r Naimiafe nERGork is
f ound. Ll 0N ' HES - conbg.nat i Ok node
bai s Banrag Che HE mm reral® Ruar [api [PEs Sorarria (P for tha o

03/ 06123% POPEROHDIR0GersRondt wivakk. the otbbinetden tife i nakipairing
of des.| ai g j de_pairs jm nmmat i on
L' ?gi-gfhgegﬁgglFggﬁcﬁgEoggﬁ%%%#gﬁég? %ﬁ gLG%n%$?§ ?%é%ﬂgé§%ig§m%ﬁgerstood
t hat t hettekbomati dnitof néde pairs givgenerabedi guyanbénnecessabeétyebe t he

only be n e bu or Lven.caonfigurat]j tter
depl oyrré%?g§?#§¥ggy§1i%a;%néﬁa%¥?€netrtgﬁéd %%n%ﬁaete%(flggﬁ t %#16 C%ﬁﬁgfﬁ)@%f ound.
I n one eabodinkat fofintthe i nvention, the optinmal 10 conbi nati on of node
pairs is obtained by iteratively searching for the maxi mumtotal

avai | abi |i t yIpot enti alembeidimenta soft ethhar r apvehtiode pdilre avaptabality
POt Nt i b, i, 5L ACKT NG L the Lopmpst ;g engnt in arnay (which hgs, the
hi ghest po?en?|a§ vague),QF%e H%dg pai ri ngs ‘encoun eré% are 13-t ecof ded
al ong wsehrthéng avarl albhki t ynepotrent | dloctalhemrmwdilability potential
within a sorted array of node pair availability potentials.
Starting with the topmost element in array (which has the
highest potential wvalue), the node pairings encountered are
15 recorded along with their availability potential. When all
the nodes are accounted for, the total availability
potential is compared with the previously calculated total
availability potential. If the new total availability
potential is higher, the node pair combination is saved as
20 the optimal pairing and is compared with the next node pair
combination. The process is repeated until the availability
potential of the optimal pair is greater than the highest
node pair potential considered multiplied by the total

number of nodes. For example, the program pseudo-code for

25 determining the optimal combination of node pairs may be as

follows:

Maximum potential = 0;

i = 0;

while (POTENTIAL[i]*NUM NODES/2 > Maximum potential AND
30 i <= NUM_NODES*(NUM_NODES—l)/Z) {

Total potential = 0;
PARTNER[] = O;

n = 0;



t he nodes are accounted for, the total availability potential is conpared
with the previously calculated total availability potential. If the new
total avawbabiobi2zsy potential is higher, the node pair combirEebs/ened s saved
as 20 the optimal pairing and is conpared with the next node pair

combi nation. The process is repeated until the availability potential of
the optinmal pair is greater than t he 11 ghest node pair potential
considered multiplied by the total nunber of nodes. For exanple, the
program pseuea-code for 25 determ ning the optimal conbinati on of node
pairs may foII Maxi num potential = 0. i = 0; while

( POTENTI Aﬂ'quJ]l‘ef\ltj\ﬂ (NQDEGG pbt%nt%“%M_%QbESé@NﬁJMsblORw NOOEB* ( NUM
NCDES- 1162y { Total potential = 0; PARTNER[] = 0; n 0; WD 03/061237

PCT/ EP03/0120 13 while (n < NUM NODES
M@9€§31)72) r doy %#e%%eEO%ENEIALhJ &l ERdht WE‘RFT?%L[;]

NUM_NODES* ( NY
have nopabees) % paired) { set PARTNERla] = b; set PARTNER[ b] = a;
Total potential = Total Epotentlal + this node pair's potential; n=n + 2;
10 = + 1; %eﬁ PARTN = b; set PARTNER[b] = a:
Total potential = Total potential + this node pair’s
potential;
n=mn-+ 2;
10 jo=3 + 1;

}
if (Total_ potential > Maximum potential) {
Maximum potential = Total potential;

15 OPTIMAL PAIRS[] = PARTNERI[];

return (OPTIMAL PAIRSI[]):;

20 To better illustrate the above process, reference is
made to Figs. 4A-4D, where exemplary data structures used by
the master node selection algorithm are shown. In
accordance with the present invention, the data structures
described below can be any available media that can be

25 accessed by the selection algorithm. In a particular
embodiment of the invention, the data structures are
embodied as computer readable media. By way of example, and
not limitation, computer readable media may comprise
computer storage media and communication media. Computer

30 storage media includes volatile and nonvolatile, removable
and non-removable media implemented in any method or
technology for storage of information such as computer

readable instructions, data structures, program modules or



if (Total _potential > Maxi mum potential) { Maxi mum potential =

Tot al

_potential; 15 OPTIMAL PAIRS[] = PARTNER[]; } i =i + 1; } return

(OPTI MAL WaloR81237 20 To better illustrate the above proc@®€3/EPo&béRpENCE |S

made to Figs. 4A-4D, where exenplary data structures used by the naster

node sel ection algorithmare showmn. In accordance with the present
invention, the data structures descridbed bel ow can be any avail able nedi a
that can be 25 accessed by the selection algorithm In a particular
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rogram no
in a modulated data signal such as a carrier wave or other

transport mechanism and includes any information delivery
media. The term “modulated data signal” means a signal that
has one or more of its characteristics set or changed in
such a manner as to encode information in the signal. For
example, communication media includes wired media such as a
wired network or direct-wired connection, and wireless media
such as acoustic, RF, infrared and other wireless media.
Combinations of any of the above should also be included

within the scope of computer readable media.

In Fig. 4A, a node group configuration array 402 is
shown. The node group configuration array 402 is an m by n
array storing the relationships between each node and each
node group in the network, where m is the number of node
group in the network and n is the number of nodes in the
network. In a particular embodiment of the invention, each
column in the node group configuration array 402 describes a
network node and each row in the node group configuration
array 402 describes a network node group. A Y17 or a
Boolean true value 1in an array cell indicates that the
corresponding node is a member of the corresponding node
group, while a “0” or a Boolean false wvalue indicates that
the node does not belong to the node group. For example,

node nl is a member of node groups LBG-A, LBG-C, and LBG-D,

es or Ot er aata



10 in a nodul ated data signal such as a carrier wave or other transport
mechani sm and i ncl udes any information delivery nedia. The term "nodul at ed
data si gmab'o3eass a signal that has one or nore of its ehamreovenistics
set or changed in such a manner as to encode information in the signal.
For 15 exanpl e, comrunication nmedia includes wired nedia such as a wred
network or direct-wired connection, ahd wireless nmedia such as acoustic,
RF, infrared and other wireless nmedia. Conbinations of any of the above

shoul d 1alisg, e rigwelgidedy tdiB n the scope of conputer readable media. 20 In
Fig. 4A, a node group configuration array 402 is shown. The node group

configurati y 2 1S r o] h el;at i gpshy ps
bet ween eacﬁlﬂlnodzlé&angQ ach gg%glepj\g/‘?gtl% fil%{ﬁ%%ne 3},2%&% mis the
nunber Tfe npdetigrieup iom t hadeet warkagndiod i sl hca nomeer bpf modescayn t he 25

network. In a part| cul ar ,enbodi, nment, of the, i nven ach colu in the
node grouFid6ht it§6r aPRORIGLPEY 1202 HRIRF | b(e%lrs Oﬁ':Jet REFR nBAg€Sand dHch row

in she ode WP KON | gUhat bartidnhay 1402 dRE6! | bes) aipetwer kuunade group.
A "1" or_a Boolean true value in an array cell indicates that the 30

cor r es IR NGERIPS @ REABeRIPNIFe tor r e8PERdi RECR0BET2Yr 683 Wit 1 e a
10" or 13,800l ean.fial ey al weok ndli £2) edok habnehhiesnede dogpeiotodbelrang 1o

the node group. For exanple, node nl is a nenber of node groups LBG A,
LBG C, apmkdiBGD, ai/@)i@B/G@GﬂtQB?OP@IFﬁER@BS/I@WdlIEJ btie mAch BePBeand LBG E.

In Fi 9-+148., 46(2{1101% pcagﬂ%&d&dcei%rgrg 0Y40‘f]0 4s shown. The participation

i ndex array one n array ring the participation index (pi)
nutfer | of muE o & nSHB AT oS fBLe ThiCeTodlR der ayeeh i e
hammlng distance array 406 is an n by n array storing the
hamming distance (d) of each node pair. As discussed above,
the hamming distance for a node pair is the number of node
groups the node pair members do not share in common. In one
15 embodiment of the invention, the hamming distance is
calculated by performing an exclusive OR operation between
two columns in the node group configuration array 402 and
adding the number of 1’s in the result. For example, an XOR
operation between columns nl and =n2 in the node group

20 configuration array 402 yields “11010”. Adding the 1’s in

the result provides a hamming distance (d) of 3.

In Fig. 4D, a potential availability array 408 is
shown. The potential availability array 408 is an n by n
array storing the potential availability (P) of each node
25 pair. As discussed above, the potential availability for a
node pair is calculated by adding the participation indexes
of the distinct node pair members and subtracting the node
pair’s hamming distance. Thus, for the node pair (n3, n5),
the potential availability is equal to pi(n3) + pi(nB) -

30 d(n3, nb5) or 4 + 4 - 2.

The potential availability array 408 is utilized to



the participation index array 404 contains the nunber of 1's appearing

al ong each colum corresponding to each node in the node group

confi gur awpen/oer2say 402. 10 In Fig. 4C, a hamm ng di st anc®@CarmPayorR0b i s
shown. The hanmi ng distance array 406 is an n by n array storing the

hanm ng di stance (d) of each node pair. As discussed above, the hamm ng
di stance for a node pair is the nunbekb of node groups the node pair
menbers do not share in conmon. In one 15 enbodi nent of the invention, the

hamm ngrdhat anee 65timal cubabedaby operdOribdg BAiexCliysi vee OReRBRAL I ON
between_ twp columms in the nodezggfup configuration array 402 and 6 adding
t he nunBér dafc¥sserh 2oRF Sy edilla . OGMal appIRi nadnl otore £ opedat PR Betfeen

col umstRd apdmB2nibkibhe Bede HRUP O Loty oul atiRd aphaymdR2 ¥obehds
"11010". Adding.the 1's in the result provides a hamm ng di stance (d) of
3. In FPgtenblaa pdrahtalallhbdi | 6B | il ugrray Ro®1s Wown ththenpdeent i al
avaid abpLity HIAY 498ckSeaRHd DYed; StRLiNg: £ he,Botesdal oo
availag?lity (P) of ea%h %ode 25y%§$%?é%§ﬂgi§@3§sgL a%geefﬁgﬁggp ?éﬁtial
avai | abrebgreolra Naodeepaire¢sedalkeouls edapyensdiodg 9heupalti ckbpani on

| ndexesneplnbhe i stlnal, ode pal & MRINRLS A0k SUPLCAGH AL nadR. palr' s
hanm ng di stance.” Thus, for the node pair (n3, nd), the potentia
avai | ab@rpup G eghdl a othitd3nodepiNns) Sedfchifal3tha®uddr “he dode?2. The

potenti gl : avai pLLity.array 8 i ilized WO 123 =PO3/ 01209
16 finda%ﬁg op%?%gﬁh%ﬁﬁgﬁnatﬁﬁg~ofqﬁg%e palré%?% thggég?mor ?ggiégggscussed
aboMe, aheibdpbiiakycomi nalien wiehdslethai pptimalt heodonbihatnon (o8, node
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value of 12. This is the highest wvalue potential
availability (P) for the network and, therefore, the optimal
combination of node pairs. In one embodiment of the present

15 invention, the optimal combination of node pairs is stored

in computer memory.

Returning now to Figs. 3A and 3B, once the optimal
combination of node ©pairs is found, the master node
selection algorithm continues to selecting operation 310,

20 shown in Fig. 3B. In selecting operation 310, each node
group 1is assigned a node pair to be the group’s master node
pair. The node pair selected must be in the optimal
combination of node pairs and both of its node pair members
must belong to the node group. Thus, for a given target

25 node group, the master node pair for the target node group
must be chosen from the optimal combination of node pairs
and both node pair members must belong to the target node

group.

For example and referring back to the node group

30 configuration array 402 of Fig. 4A, it was calculated that
the optimal combination of node pairs for this network
configuration is (n3, n4) and (nl, n5). The only node pair

from the optimal combination of node pairs with both node



menbers NP, Ng are elected to be masters of group Gl, then neither NP nor
Ng can be a naster node of a different node group G with a third node Nr.
Sear chi ngwohsoegh7 t he node pair conbination for the naxi POREPO3/6U209
potential 10 availability (P) value yields the optinmal node pairing (n3,

n4) and (nl, n5), with a total potential availability (P) value of 12.
This is the highest value potential lavailability (P) for the network and,
therefore, the optinmal conbination of node pairs. In one enbodi ment of the

present,do.i RQYRBELANLLRBGORY! TRl bR Prrd-mode RMd SpdSrsiesed in
conputer menory. Returning now to Figs.” 3A"and 3B, once the optinal
conbi naedbn of Theodef pad r snpdef parid, {(H, nadd eri moskelesed@ctiorbal goei t hm

continues to_selecting operation 31Q,. 20 shown in, Fig.. 3B,_ln selecting
oper at i BA° ?6,n8§8hpﬁgaeg%g?'éﬁﬁgi's %Eéq gya A alrrtﬁ)ngo’e ? Je group' s
mast er soUectpai to HbBetRedaapack seldected Mmidr hd-t tihel aqierml As

conbi nation of node pairs and both of its node pair nmenmbers nust belong to
t he nod&eHr Basie THIRIP f 5BCaDgi e t R bt NPSlendertyr 64T (e neEERahode
pai r fOsotbenlaiget pedeng QUPoa st 2 £hosepn f rosud he, opti maLysopbi nat i on
of node pairs and both node pair nenbers nmust belong to the target node
group. Feloeganpl scadd®@éf ers i ngdbapkitro (e melBle. gr Bhps,30atnfpyirati on

array 4 of _Eig..4A it al cul ated that the timal c ination of
node pal 571 8B H S HethErRY Eontipurari GHae ne T hapThha ThitB8e * rhe
only nomlenpaiy, ferht hdpt baaksconhiinathsn adndodazpai ha)w hhybasdé node
WO 03/ 061237 PCT/ EPO3/ 01209 17 pair nmenbers bel onging to node group LBG B
i s odespbeFteds,as napsteheréids ePahsde 26 r NCAS, FOUR s LBErBct eHE® be the

both node pairs have both node pailr members belonging to
LBG-A. As discussed below, in one embodiment of the
invention a preferred selection order is utilized to select
a master node pair from a choice of two or more qualifying

15 node pairs.

Returning to Fig. 3B, after selecting operation 310 is
completed, control passes to query operation 312. In query
operation 312, the algorithm checks if there are any node
groups without an assigned master node pair. A target node

20 group may not be assigned a master node pair if there are no
node pairs 1in the optimal combination of node pairs with
both node pair members belonging to the target node group.
If the query operation 312 determines that all the node
groups were assigned master node pairs, then the algorithm

25 ends. If the query operation 312 reports that one or more
node groups were not assigned master node pairs, control

passes to selecting operation 314.

In selecting operation 314, each node group without an

assigned master node pair is assigned a master node. The

30 master node chosen does not have to belong to the optimal
combination of node pairs; however, the master node must

belong to the target node group. If the target node



master node pair of LBGB. Simlarly, node pair (n3, n4) is selected to be
the master node pair for LBG C and LBGE. As 5 for node group LBG D, the
only nodewpaBtef2som t he optimal conbi nati on of node pai r PCREPh3/QdNO node
pair nenbers belonging to LBG D is node pair (nl, n5). Thus, node pair
(nl, n5) is selected to be the master node pair of LBGD. Finally, both
node pairs (nl, n5) and (n3, n4) nmaylBe 10 sel ected as nmaster node pairs
for node group LBG A since both node pairs have both node pair nenbers

bel ongi h 401 nd BaoAe Ash&h SGieSelods! owny nogae efbedidyant nofies henay
invention a preferred sel ection order is utilized to sel ect a master node

pai r friomatidivi a6 dfhe weastekomedfual | A8 ngLSe3SABHe Rias. RBt Wi ng to
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query operation . I'n query operation 312, the algorithmchecks if there
are anyl’q’ﬂddleze%r @@psS@\lﬂé%’@uta ama&’égrgﬁélﬁermﬁf@m mdehgdice. af t A_F/S node 20
groyp iy a5 ged 24 ernpade paifeil therer Ar e, ie @%Qﬁ;ppa' rs in

the optim co ination of node pairs with both node pair menbers

bel ongiwig-htant he tn@rsgr@t noeée gpedp. 19 fashégnedr @ opetlr’ oRode? dédi%er mi nes
t hat al%ﬂ#% oups were assigned master node pairs, then the

al gorit ends “the query operation 312 reports that one or nore

node groups V@rﬁegeaﬁ%@ ansshdmst6r AdeeRBLESnebONIO! nBagsRs It

sel ecting operation cting operation each node group
wi t houtirarentdsyi gned pusferradde opdier | asshgsiedr a radeer Padds. Tre 30

gbef d]&dﬁzﬁ&osen o %trehaleﬁaﬁo el Oﬂgd% the- optd Nl combi pation of

e palrs owever, mast er node rmust el'ong to the target node group.
If t he Ste&mgetasnomenm0@r06@287mP€¢¢EPOGﬁ61269r 18he node pair with

the smallest participation index (pi) 1s chosen as the
master node pair. For instance, returning to Figs. 4A-4D,
it was earlier determined that the optimal node pair
15 combination for the network configuration is (n3, n4) and
(nl, =n5). It was also observed that both node pairs (n3,
n4) and (nl, nb5) can serve as master node pairs for LBG-A.
The participation index (pi) of (n3, n4), i.e. pi(n3) +
pi(nd), is 8. Likewise, the participation index (pi) of
20 (nl, n5) is 7. Therefore, the node pair selected as LBG-A'Ss
master node pair is node pair (nl, n5) because it has a

smaller participation index (pi) than node pair (n3, n4).

In Fig. 4E, a preferred order array 510 is shown. The
preferred order array 510 is stored in computer memory and

25 lists the hierarchy of node masters for each node group in
the computer network. For example, the preferred order of
master nodes for LBG-A is node pair (nl, n5) followed by
node pair (n3, n4). Therefore, if node pair (nl, nb5) fails,

the preferred order array 510 can be utilized to quickly

30 select and appoint node pair (n3, n4) as LBG-A’s new master

node pair.

In addition to determining a preferred order of master



contains nore than one node, any one of these nodes may function as the
mast er node. As discussed below, in one enbodinment of the invention a

pref erredweaBme2Bbn order is wutilized to select a naster PaOGPOS/ON a
choice of nodes 5 belonging to the target node. After every node group

w thout a master node pair is assigned a master node, the algorithm ends.
As mentioned above, in one enbodi mentl®f the present invention a preferred
order of master node pairs is 10 utilized. \Wen nore than one node pair is

avai | ablrr?.)dteo SRINE, a8 PRI HDUPrSe ABSEEMAWELr PabHest hgyhosesPaide W th
t he smal participation index (pi) is chosen as the nmaster node pair.
For ins @gmlpgéu %ﬂ?t?ﬁ?ﬁ@@rtﬂﬁﬁﬂﬁﬁloﬁtl%€§xéaﬂ¥ier dBeeptinédatthat t he

opti mal wiede mAidodd $HMPi Aahi 8B @4 15hednatawoy knLond gﬂééé' galks £oR3, n4)
and (nl, nb) It was al so observed that both node pairs and

(nl, n5F &A@ 9sdr edls eRERr 2REdEcssi Pelrmginec e t%@e%aﬂﬂiﬂél gaipuz@n i ndex
(pi )5 of meR3 peNdeldct€ed PhENBhet mddd¥nods. 8- I@|ﬂ%@éﬁ%h$@eoﬂér§babpat'On

i ndex (pi) of 20 (nl, n5) is 7. Therefore, the node pair selecte
LBG A' sisngaf{atlafote 58 rsesveode pai noéﬁl I¥B)P b%c&‘@§§elrt tedea thealler

part'c'E%Hbo%lkﬁd%ﬁe(@ﬁbﬂﬂggkr%ﬁ%; (#fgﬁ Hdex gﬂgls4gho§eﬂrggerred

order array 510 is shown. The or der arra 10 s stored I'n
conputeﬁhﬁemﬁﬁﬁeénﬂOdES lists the hlerarchy of node masters for each node
group in the conputer network. For exanple, the preferred order of naster
nodes for LB@EAurgin§d§Op£ig(rﬁE,rﬁhefRﬁdﬁmmxb@yor@©defpaiLBGﬁB, n4) .

Wt e e R R AR O
new mashdr , rmﬁm pabdle ha,ad:dﬂldmact Oogehend sy aHmeisrred aadeerof
mast er node pair (n3, n4) fails, the next master node selected for
LBG-B is node n2. If master node n2 fails, the next master
node selected for LBG-B is node n5. It should be noted that
15 the preferred order array 510 may also be used to choose
master nodes when nodes go back on-line. For instance, if
the master node for LBG-B is n5 when node pair (n3, n4) goes
back on-line, the preferred order array 510 can be used to

quickly elect node pair (n3, n4) as the new master node pair

20 for LBG-B.

In another embodiment of the invention, the optimal
combination of node pairs is arrived at by minimizing the
total hamming distance (instead of maximizing the total
availability potential) for the network. Thus, this

25 embodiment includes a determining operation to determine a
hamming distance for node pairs within the network. Next,
an optimal combination of node pairs is found by locating
the combination of node pairs with a minimum total hamming
distance for the network. A selecting operation selects a

30 master node pair from the optimal combination of node pairs,
with the master node pair having both node pair members

belonging to the target node group. If a master node pair



WO 03/061237 PCT/ EP03/01209 19 node pairs, a preferred order of master
nodes nay al so be determ ned using the participation index (pi). Recal

that whewong/oeRde pair can be utilized as a nmaster node PaTrEPI®O120@ t ar get
node group any node belonging to target node group 5 nay be selected as the
master node. If nore than one node 1is available to serve as a node group's
mast er node, the node with the snal2@&st participation index (pi) is chosen
as the master node. Returning to Fig. 4E, the preferred order for LBGB

3 4
88 o 0ddes! otbd et e PEBLENIRE OLASL: ahbAK Hug,S @oagdeahkle&%lng1))

owed by node n5.  Hence, if master node pair (n3
fail's, toheheextamnsst erohedgreebedsedflectadB@s ke npaetaz. npfemistter node

n2 fai ode selected for LBG B is node n5. It should be
not ed ttﬁlat tt%%iéhe S%f eqrreé)nor der array 510 nay al so be used to choose

raster nodes whed £ Hgdﬂﬁ%agggfegp%ia§ oEOEnk Nh@BAEi ohf nabhBemmst er node

for LBGBis n goes on-line, the %referred
or der a:mayeﬁﬂ@dcmr bheunsese s 0o f qul tkeyrat éen @@@edﬁéFFlPESOnM) B8 the new

mast er n% n%. s. 480k rm gé pal%gﬂgﬂngEya gbg@d%?1ofﬁnédg%'ﬂﬁgﬁn'on the

opti mal dti 6n°0 I's arrive mnimzing the total
hanmmi ng dlrst anoe teiresit emﬂ ofa sy mogiesg hislve ttot dle sdadtast 1fingm pot ent i al )

f th two k. Thus,. thi d t
Lo ot STRE reL & VBB Y B ST AR cE T oy neRe by 75 Wt AT TRE Ret horke Nt

an optlnaéhaxnﬂﬁ@m%ershxp nmdbh@agreupsféoumulbb tbest Bhg elhetednbi nati on
ode pairs with a _mni n1tota| ha i st. wor k. A
(2 5’F§ﬁ Ona&gcgt he 5oTeS LS r%?i'lfcnafromtr'}lle oan%

cti ng mast er node pti mal
Conblnalimfbﬂmaﬂbdw @adus, the group (by heartbeating or the like).

Thus, the above description is not intended to be exhaustive
or to limit the invention to the precise form disclosed, and
other modifications and variations may be possible. The
15 embodiments disclosed were chosen and described in order to
best explain the principles of the invention and its
practical application to thereby enable others skilled in
the art to best utilize the invention in various embodiments
and various modifications as are suited to the particular
20 use contemplated. It is intended that the appended claims
be construed to include other alternative embodiments of the

invention except insofar as limited by the prior art.



with the master node pair having both node pair nenbers belonging to the
target node group. If a master node pair WO 03/061237 PCT/ EP0O3/01209 20
does not wwiosieR8T the target node group, a node bel ongi n@CTEPOY/MR04 ar get
node group is selected as the master node for the target node group. The
f oregoi ng description of the inventign has been 5 presented for purposes of
illustration and description. The té@chings above may be applied to any
group of nodes that are clustered and master nodes have to be sel ected
froma set of overlapping node grogEarMsch that 1) the master nodes share
menbership in the group for which they are elected 10 nmasters, and 2) the
mast er nodes replicate sone state information about the group (by

heart beating or the like). Thus, the above description is not intended to

be exhaustive, oratedindd the iRV tRabberphecicse £6r madizsd osed, and
ot her nodifications and variations may be possible. The, 15 enbodlnents

di scl odRF IRF e AR e FTANP déBerd bé”dm}mltc?rlﬂepettﬁ‘)’orﬂfes}f‘a‘ékﬁgal Rutheple

princi Q{&&egfaﬁaenbagea%@ﬁsan@hétlﬁeeﬁ@&t L6Abr@pphhcation to thereby enable
others skilled in the art to best utilize the invention in various

enbddi nent s deberhRridds adrfntagi oHe s e foti tRRAT oPRRE Spart FRiMar 20
use contihatgthrid,t Lsch Nhended t hajyet hﬁaﬁPQG'Pﬁ%qn@' alPs rRriCcopatrued to

i ncl ude ot her alternative enbodi ments of the invention except insofar as
i m tedieibehe pridorthe t hapniog/ GhuENECTPEPDY/ ClEponupker) Qivenode A

met hod § ﬂuﬁ@'@ﬁé'ﬂ&d%éﬂ éréodaaﬂéeesﬁaréa!iﬂ%oﬂﬂeﬁ group in a
conput er work having nmultiple nodes and node groups, t he net hod
conpri si ng: determining a participation index for nodes within the

10 network, the participation index being the number of node
groups a node belongs to;
determining an availability potential for the node
pairs, the availability potential being the sum of the
participation indexes of the node pair members subtracted by
15 the hamming distance of the node pair;
finding an optimal combination of node pairs, the
optimal combination of node pairs having a maximum total
availability potential for the network;
selecting a master node pair for the target node group,
20 the master node pair being the node pair from the optimal
combination of node pairs having both node pair members
belonging to the target node group; and
if the master node pair does not exist for the target
node group, selecting a master node for the target node
25 group, the master node Dbeing the node belonging to the

target node group.

2. The method of claim 1, wherein either of the node
palir members of the master node pair selected for the target
node group are not master nodes for another node group with

30 a third node.



5 determ ning a hamm ng di stance for node pairs within the network, each
of the node pairs having two node pair nenbers and the hanm ng di stance
bei ng t hewpwaber3nf node groups the node pair nenbers doPoGtEPShen2ed i n
comon; determning a participation index for nodes within the 10 network,
the participation index being the nunber of node groups a node bel ongs to;
determ ning an availability potential“for the node pairs, the availability
potential being the sumof the participation indexes of the node pair
menber s subtBacte&hbynEMhddmbﬁaumhmg dismmmxbxﬁ $ ke diotieg pal fasfierdi ng an
onbi patj on of node pairs

optinal nblnatlo nod airs, the o

havi ng & maxrpr%i‘rﬁ t%% th%vg#gﬁf" redendt gqau?@?elf MRt deF kifsd&ihecting a

mast er npdémaalrcémwlﬁ@elbﬁrgﬂi nede gsaLps cHAhtlbRe s eabee naden paine being
conbi nati on of node palrs havi ng bot h node

t he node a|r fromthe opt]
pai r neﬂﬁg gh Vg gﬁ% P4 Fet PAdde HFRRFS aR8LPPItRE et éhenode

pai r5 doesm;@t m@u&t gfr@rug,h%etl@rcgﬁtng nole G5 @Ppa £l fREEANEnE BRSNSk ROde for
t he target ngde roup, the master node being the node belonging to the

target nB¥e°yr GBF. pﬁgt?ﬁépﬁﬁﬂﬁﬁdléﬂQ§%§ Af1 thgh@&osien beiltth&emfie tshe node
pair nenbers of the master node pair selected for the target node group
are not nmaster nodes for another node group with 30 a third node. WD

03/ 061237 PCT/ EP03/01209 22 3. The nethod of claim1l1l, wherein selecting a

nmaster nodegpai r rher pdtedarget cNRgg g1 oy ! tnh§elé19t! %S%' fakher

opti mal conblnatlon of node pairs contains nore than one e pair having
bot h nodedPafPrmbhBets ostongidsy G uthefurther includes if more than

one node belongs to the target node group, selecting the

10 node with the smallest participation index.

5. The method of claim 1, wherein determining a
hamming distance for node pairs within the network includes

XORing the node pair members.

6. In a computer-readable medium having stored

15 thereon a data structure for use in selecting master nodes

to manage a target node group in a computer network having

multiple nodes and overlapping node groups, the data
structure comprising:

a hamming distance array containing, for node pairs in

20 the network, the number of node groups node pair members do
not share in common;

a participation index array containing, for nodes in
the network, the number of node groups the node belongs to;
and

25 an availability potential array containing, for node
pairs in the network, the sum of the participation indexes
of the node pair members subtracted by the hamming distance

of the node pair.



5 target node group, selecting the node pair with the smallest sumof the
participation indexes of the node pair nenbers. 4. The nethod of claim1,
wherei n swbhaséng’ a master node for the target node groupcCmroirerod ncl udes
if nore than one node belongs to the target node group, selecting the 10
node with the smallest participation index. 5. The nethod of claim1,
wherein determning a hamming di starice for node pairs within the network

i ncludes XORing the node pair nenbers. 6. In a conputer-readabl e nmedi um
having stored. 15Theededa & tdatcuter Wit ke fror6 usehéene sl e i hgmmhnater

nodes e a target node gro n aco ter net rk ha ltiple
nodes aﬂﬂsgaaF aﬁﬁFﬁ&I%ﬁﬁéﬂbr% X %Pﬁ%rﬁgﬁawppufhd1uW% ?P%$ﬁg gu P

hanw1ngnddégamﬁetaéraﬁtwgmmaining, for node pairs in 20 the network, the
nunber of node groups node pair nmenbers do not share in conmon; a
participation index array containing, for nodes in the network, the nunber
of node groups the node belongs to; and 25 an availability potential array
containing, for node pairs in the network, the sumof the participation

i ndexes of ghe node paidtTerders.Eub ragtedhyikhe daming&ist apge  of
the node pair. WD 03/061237 PCT/ EPO3/01209 23 7. The dat a structure of

cl aidn 6PafheFéPAtiRE HAMAGATEREL Alce® aPPAyY DYs ANBHTBY/, n"ReEay, Awhére n i s

t he nunpgg Qﬁmbggdg§ LhBgkhe jpetwer ketdorkhe data structure of claimé,
wherein the 5 participation index array Is a one by n array, where n is

t he nunber of nodes in the network.

9. The data structure of claim 6, wherein the
availability potential array is an n by n array, where n is

the number of nodes in the network.

10 10. The data structure of claim 6, further comprising
a node group configuration array storing the relationships

between each node and each node group in the network.

11. The data structure of claim 10, wherein the node
group configuration array 1s an m by n array, where m is the
15 number of node groups in the network and n is the number of

nodes in the network.

12. The data structure of claim 10, wherein in the
node group configuration array a “1” 1is used to signify the
node belonging to the node group and a “0” is used to

20 signify the node not belonging to the node group.



9. The data structure of claim®6, wherein the availability potential array
is an n by n array, where nis the nunber of nodes in the network. 10 10.
The dat a woroaoézse of claim6, further conprising a nodePgT@EPP3/01209
configuration array storing the relationships between each node and each
node group in the network. 11. The dﬁ%ﬁﬁstructure of claim 10, wherein the
node group configuration array is a by n array, where mis the 15
nunber of node groups in the network and n is the nunber of nodes in the
network. 12. The data structure of claim 10, wherein in the node group
configuration array a "1" is used to signify the node belonging to the
node group ahnd.a Tbhe idmtsmedttrocte sbfnicflypitrhes nofferhberbebopgiimsg o t he

d 03/ 061237 ,PCT/ EP0O3/ 01 13. The d f
Do o A R R e R O b e e By o

conbi natbmhiobthode QAi rsodei ngaitdee beﬁtbgnath@n admbniooket igai resf hamdmag a
HHX|nun1totaI avallabllltgﬁﬁotentla 5. networ k.. 14

struct uP8*6F LPYitR% 2 7 Pmc5ﬁﬁ hs@ﬁ&l dridfer Ry o kd %Pﬁy stlng a

hi erar chgtebrraster node pairs for node groups in the network. 15. The
data structure of claim 14, wherein the 10 preferred order array further

i ncludes a hierarchy of master nodes for node groups in the network. 16. A
conmput er program product enbodied in a tangible nedia conprising: conputer
readabl e prognan1mhdeﬁaﬂaugfmh&tuf@eofa@gbbhe6:ufm&ﬂharfabm@eheahbng

raster nodes Lo mnade, 2 targel, nde ; 0roup, 11,2, cpupuler, net work fiaving

pairs for node groups in the network.

15. The data structure of claim 14, wherein the
10 preferred order array further includes a hierarchy of master

nodes for node groups in the network.

16. A computer program product embodied in a tangible
media comprising:
computer readable program codes coupled to the tangible
15 media for selecting master nodes to manage a target node
group in a computer network having multiple nodes and node
groups, the computer readable program codes comprising:
first computer readable program code configured to
cause the program to determine a hamming distance for node
20 pairs within the network, the node pair having two node pair
members and the hamming distance being the number of node
groups the node pair members do not share in common;
second computer readable program code configured to
cause the program to determine a participation index for
25 nodes within the network, the participation index being the
number of node groups a node belongs to;
third computer readable program code configured to

cause the program to determine an availability potential for



groups, the conputer readabl e program codes conprising: first conputer
readabl e program code configured to cause the programto determ ne a
hanm ng dwetoanere3f or node 20 pairs within the network, tIRETEPAEOROY I

havi ng two node pair nenbers and the hamm ng di stance being the nunber of
node groups the node pair nenbers do t share in common; second conputer
readabl e program code configured to se the programto determ ne a
participation index for 25 nodes within the network, the participation

i ndex befaghtRedenpaiar, oftheodeagiabpsiay nodéebeliodgdeiog titia dswonptt er

readabl ey jpg ogram nf.1 gur; cause programto .determ ne_an
availability pot g%%ﬂi;laq%?@rﬂ V\Dlglglfaggf%%CT%E%%/ '8%389 %lreaclﬂelﬁgaﬁspai r,

t he avai $abiracyegopenthel hbemimigat Héssancef oft haepaotecippdti;on i ndexes of

t he node pair rs cted t he hammi ng di stance qf the node pair;
fourth corrputfe(g@]ir@gda%?%&gé%gr a%%cg%)elecoﬁﬁo tc8dt95 Egﬂgégilﬁgdprgar amto
find5an optsealtheonbrogtann of Mfadd mi bpritnhe opdhbBhatOsDi BaEt | eedef node
pai rs hayi th maxi num total availability potential, for the network; and
fifth cgyrép{t}%e’r ftélaedaﬁpglﬁnraolgr 5%&88%8%@&&? © Radde PRELPPogham to
sel ect anaweistien todel pavailabithey AOtéatgel nedetgeoupirwbhe;MBster node
pai r being t@i{%e air fromt hedolgfi mal conbi nati ogn of node pairs having
both node pair FenterPBefbngF igitiol ¢ hePTATHIE nGUee gr 6aPLianeeds EfRe
mast er noEdeseaithedopsogetmextst ddalledthe at angeterNOgeddr ud.r Skt €aput er

r eadabl rogram code configured 15 to cause the programto select a
masﬁgr ﬁcoureq orn?%% Parykr ?%t?e“barw RS nB_t&r PREFE Bding adre pobe

bel ongi niydno e opaigel REUSHIGAURDN bE 6 CBARYLEHAVIOL HBUNH odugt of
claim 16, .wherein .
Pair members belonging to the target node group; and
if the master node pair does not exist for the target
node group, sixth computer readable program code configured
15 to cause the program to select a master node for the target
node group, the master node being the node belonging to the

target node group.

17. The computer program product of claim 16, wherein

the tangible media comprises a magnetic disk.

20 18. The computer program product of claim 16, wherein

the tangible media comprises an optical disk.

19. The computer program product of claim 16, wherein

the tangible media comprises a propagating signal.

20. The computer program product of claim 16, wherein

25 the tangible media comprises a random access memory device.



t he tangi bl e nedi a conprises a magnetic disk. 20 18. The conputer program
product of claim 16, wherein the tangi ble nedia conprises an optical disk.
19. The cwopawer3pr ogram product of claim 16, wherein thecrargs/bi2eo nedi a
conprises a propagating signal. 20. The conmputer program product of claim
16, wherein 25 the tangible nedia coggrises a random access nenory devi ce.
WO 03/061237 PCT/ EP03/ 01209 26 21. A“system for selecting naster nodes to
manage a target node group in a conputer network having nultiple nodes
and node groups, the system conprising: a hamm ng di stance nodul e for

determ ning a-Hanmm n | stapce, of I ithin the network, each of
the node pairs havi%&siﬁ%{nggg %ﬁﬁ?cﬁggﬁéﬁﬁé%§%¥1h§ egnﬁS%g% §fanc?
bei ng t Hearggibenogfe ngdeugr odips & hecangole epai netwolrér shdeingt mshaiel é n

comon; t4.Ci Fon_j le for determining . a 10 participation

i ndex ofr?on%%resér\g\nd Bﬁé%&t%%&gﬁ%m”%g ?%Sete%a??rfl%’fbif?‘gh i ndex being the
nunber of node geoupsca dddéanbel ongsul®; far adeaitleahiihiithy pet erdnmadngodul e
for deter.mn a i.labi.lity potential of the node pairs, .the

avai ?abi Jir%%;in%%fv gp%t %é??alpa&é:isngj”t s orRe hECpkr t PeFPalfofrishdidde of

t he nodegiaisr heenbey steubtucakt gsh iy mdibdwedmiang dhst anemiely tdiestf10ee pair;
a search nodul,e for finding an_optinmal c inatjion of node pairs, the
optinalq%:egp ﬁé%(%y%ﬁeﬁoag Baﬁ?sgﬁavPﬁg%g%en°§@ REXTRRRSS SR diQtabi ity
pot ent i adhafmer itrheowediovor k; a first sel ection nodule for selecting a nmaster

node pair of the_target nade group, the ster node pair being the node
pai r fronlthg'opPFH&F%&QﬁEﬂﬁﬁtioﬁng?xnoﬂg’ i§s for ~determining a

10 participation index of nodes within the network, the
participation index being the number of node groups a node
belongs to;

an availability potential module fbr determining an
availability potential of the node pairs, the availability

15 potential being the sum of the participation indexes of the
node pair members subtracted by the hamming distance of the
node pair;

a search module for finding an optimal combination of
node pairs, the optimal combination of node pairs having the

20 maximum total availability potential for the network;

a first selection module for selecting a master node
pair of the target node group, the master node pair being
the node pair from the optimal combination of node pairs
having both node pair members belonging to the target node

25 group; and

a second selection module for selecting a master node
for the target node group if the master node pair does not
exist for the target node group, the master ndde being the

node belonging to the target node group.

30 22. The system of c¢laim 21, wherein the node pair

members of the master node pair selected for the target node



havi ng both node pair nenbers belonging to the target node 25 group; and a
second sel ection nodule for selecting a naster node for the target node
group i f wbesneser node pair does not exist for the tar@etr/Erosie1209 oup,

t he master node being the node belonging to the target node group. 30 22.
The system of claim 21, wherein the n pair nmenbers of the master node
pair selected for the target node WO 03/061237 PCT/ EP0O3/ 01209 27 group are
not master nodes for another node group with a third node. 23. The system
of cl ai MPPAWPwWFEei ROEhand9trest nedkectfiaan andbherf urddwer girnupuddsh f at he
opti mal gpnbjngthaen S5 of node pairs contains nore than one node pair
havi ng both node pair nenbers belonging to the target node group,

selecting the node pair with the snallest sumof the participation indexes
of the node pair nenbers. 24. The system of claim 21, wherein the second

10 selection nodule further includes if nore than one node belongs to the
target node g2dup,Thkel ectyistgnt heofiodelwtimh 2he swhkkesh patd ci patsen

i ndex. 2 . SySt e f claim?21,, erein .t hanm n i stance npdul e
includes§ g %h%oﬁggg %EFFgﬁgnﬁgF udgs .(%Qqnﬁﬁﬁiﬁﬁﬁrc B2t hg nast er
node$ t cofranade paitrar gedninoites gnoup ithad GHEULEHEeN@LWRT kA Gostht i pl e

nodes a ode_groups, the t hod conprising: determ ning a_hanmm ng
di st ancggcf(?)er Stet pal PeGK 7 mef?%%l%t WoT k, “Rchtaf9ehe RodR pEFPEP havi ng

two nodesqkectii) nebersodand pher hamimg hst aneel being the newbernhef node

roups the .node pair nenbers do_not share in comon; finding an opti nal
gonb!onat?%%tlo?l%%ﬁleorbajrﬁex?ﬁeof the node pair members. ] P

24. The system of «claim 21, wherein the second
10 selection module further includes if more than one node
belongs to the target node group, selecting the node with

the smallest participation index.

25. The system of claim 21, wherein the hamming

distance module includes XORing the node pair members.

15 26. A method for selecting master nodes to manage a
target node group in a computer network having multiple
nodes and node groups, the method comprising:

determining a hamming distance for node pairs within
the network, each of the node pairs having two node pair

20 members and the hamming distance being the number of node
groups the node pair members do not share in common;

finding an optimal combination of node pairs, the
optimal combination of node pairs having a minimum total
hamming distance for the network;

25 selecting a master node pair for the target node group,

the master node pair being the node pair from the optimal



optimal conbi nation of node pairs having a mninumtotal hanm ng di stance
for the network; 25 selecting a naster node pair for the target node group,
t he mast ewored@el2pai r bei ng the node pair fromthe opti nal PODEPSS/ORIL 37

PCT/ EPO3/ 01209 28 conbi nati on of node pairs having both node pair nenbers
bel onging to the target node group; a@% if the master node pair does not
exist for the target node group, selecting a naster node for the target
node 5 group, the master node being the node belonging to the target node
group. 29°MRRRARLPRoPof %S NP2 rswhBrELRT eIkl Gfodehepadde membersenber s

of the mBslenghagerpatnesehegbednbat bheubargal node group are not master
nodes for another node group with 107a third node. 28. The nethod of claim

26, wherein stf eéhEn@astrasteedenpdérpaioesf orot hexiatgdomddes gratgefurt her
'nC|UdeSﬁ0dgeEﬁﬁﬂhﬂ'nge@egﬁﬁhbc'Qa%ﬁ%ﬁxhpdﬁédkorfggdq§u¥‘%g&geﬁgggg t wor Kk,

the participation’index being~the nunber of node 5 grou %Iongs
to; and 9¥o¥me did nElRsEemhi naticonbeingodeh@ainsie obkdions imgr et ot hiie one

node pai f@@@r@b@ t e pair menbers belonging to the target node
group, sé?ecting t%égﬂggg'pair with the snmallest sumof the participation

i ndexes of the node pair 20 nenbers. 29. The nethod of claim 26, wherein
selecting a master node for the target node group further includes:
determning a participation index for nodes within the network, the
partici pati o1 ndekhdenaghoteofiunhelmol 6nosdier23 ngledips ra sddalsugs t o;

and if rHHfitﬁgwbéggig@dghgehggg%rt%ohgep%%&g%%fgg¥%éyfgﬁxthe target
node group are not master nodes for another node group with
10 a third node.

28. The method of claim 26, wherein selecting a master
node pair for the target node group further includes:

determining a participation index for nodes within the
network, the participation index being the number of node

15 groups a node belongs to; and

if the optimal combination of node pairs contains more
than one node pair having both node pair members belonging
to the target node group, selecting the node pair with the
smallest sum of the participation indexes of the node pair

20 members.

29. The method of claim 26, wherein selecting a master
node for the target node group further includes:
determining a participation index for nodes within the
network, the participation index being the number of node
25 groups a node belongs to; and
if more than one node belongs to the target node group,

selecting the node with the smallest participation index.



selecting the node with the smallest participation index. WD 03/061237
PCT/ EP0O3/ 01209 29 30. The nethod of claim 26, wherein determ ning a

hanm ng dwetoaner3f or node pairs within the network incl udesST/ERQRINE t he
node pair nenbers.

29

30. The method of claim 26, wherein determining a

hamming distance for node pairs within the network includes
XORing the node pair members.



