A METHOD AND APPARATUS FOR MANAGEMENT OF DATA ON
HANDHELD DEVI CES RELATED CASES [ 0001] Thi s appl
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Application Serial No. 60/623,076, filed QOctober 27,
2004. FIELD OF THE | NVENTI ON [ 0002] The present
invention relates to data backup, and nore
particularly to enabling a backup and restore
functionality using a backup server. BACKGROUND [ 0003]
Synchroni zati on services are often enpl oyed as data
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and do not have strict behavior and instead rely on
St -guess heuristics, synchronization services cannot
relied upon for data integrity. [0004]
Synchroni zati on systens match two or nore equal peers
RELATEDLASES rel ati onship. In such a relationship, there
is no master data authority and any peer can
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records and isolate record differences.
Synchroni zati on perfornms record translation since any

FIELD!OP TIREBVERTROBY NChr oni zati on network may have
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ifnvention i ustrated by way of exanp and not
particularly to enabling a backup and restore functionality using a backup server.

DEvI

BACKGROUND

[0003] Synchronization services are often employed as data backup
services. But, because they are multi-purpose and do not have strict behavior
and instead rely on best-guess heuristics, synchronization services cannot be
relied upon for data integrity.

[0004]  Synchronization systems match two or more equal peers in a
data relationship. In such a relationship, there is no master data authority and
any peer can contribute a change to the data set. Because synchronization must
deal with data records of wvarying types, it must employ heuristics to identify
matching records and isol ate record differences. Synchronization performs
record translation since any two nodes in a synchronization network may have

differing record structure and formats.



by way of limtation, in the figures of the
acconpanyi ng drawi ngs and in which |ike reference
woenvengl7ed refer to simlar el enents and i n whiBET/US2005/039135

[0006] Figure 1 is a network diagramillustrating one

enbodi nent of the relationship between the el enents of

the system [0007] Figure 2 is a block diagram of one

enbodi ment of the Backu p and Restore (BAR) server.

[0008] Figure 3 is a block diagram of on enbodi nent of

the BAR se rver used for fleet operation. [0009]

gure 4 is a block diagramof one enbodi nent of the

BRIEFBJESBRIBEDN@EHH‘@DRA INGSdset. [0010] Figure 5is a

diagramillustrating one enbodi nment of the

{0003] rreriepasehbimention is Hiistratsdipys way of exainple; lsgd not

system [0011] Figure 6 is a flowhart of one

by wa;ﬁﬁﬂﬂﬁitéfﬁm irPfhefRj U@ stdfehBABcsmpenying [dPAAIRs Einglin evhich s
a flowchart of one enbodi ment of usi ng the fleet

like refépéﬁc?ét h&ﬂe%%@e%sﬁﬁif#@embﬁ&%d fnivghicles 8A-C are

Interface 1mages of a web interface associ ated

:ﬁb(g(&]t heFl O 38 4She dthleQa@g{gﬂnQHhﬁra?mg%r% dthB&iment of the

am o one enbo conput &r system whi ch

et RS s B BRE B h st =" oer v e

Fi(r)(c)) V’7|] desFu%ﬁFe' 8 (IjS a block diagram of one embodiment of the Backu p
and Restore (BAR) server.

[0008]  Figure 3is a block diagram of on embodiment of the BAR server
used for fleet operation.

[0009] Figure 4 is a block diagram of one embodiment of the BAR
client residing on a handset.

[0010] Figure 5 is a diagram illustrating one embodiment of the two-
dimensional format of the backups stored in the system.

[0011] Figure 6 is a flowchart of one embodiment of using the BAR
server. |

[0012] Figure 7 is a flowchart of one embodiment of using the fleet
operation-based BAR server.

[0013]  Figures 8A-C are user interface images of a web interface
associated with the BAR server.

[0014] Figure 9 is a block diagram of one embodiment of a computer

system which may be used with the present invention.
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aut omat ed backup of nobil e phone address book
informati on onto a secure server, using the wireless
woresloe77aet wor K. BAR can be used, in one enbodPe®En$200%/@39135
restore address book information to an origina
handset in case of damage or accidental |oss. BAR can
be used to transfer address book information to a new,
upgraded handset or to a replacenent handset. BAR can
al so be used to pre-install address book information
onto fleet deployed nobil e handsets, reset fl eet
DETANANPESCRAPTERNS book information to a known state, or
obliterate information in a stolen or |ost handset.
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i nformati on within an individual subscriber account. 35
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service of BAR enpl oys selective provisioning to allow
handsets, irastt ifleat handoet i adtiressibabk infosmatidreto a known state, or
obliterate information in a stolen or lost handset.

[0016] BAR service can be deployed as a personal mobile backup
service, in one embodiment. In one embodiment, the BAR service may be

deployed as a fleet data deployment service. The features for each configuration

are summarized as below.

Personal Mobile Backup Service

[0017]  The personal mobile backup service configuration is designed
for individual subscribers as a data backup and protection mechanism. The BAR
system provides backup and restore services and address book migration
services. In one embodiment, the personal mobile backup service provides an
online read-only view of address book information within an individual subscriber

account.



basis. The service can be enabled at tinme of phone
purchase or selectively by the subscriber at a |l ater

walaie/v4Because the enbedded client is already PCEE8IW5/039135
in the nobile handset, a sinple over the air

provi sioning code (10OTA) .is all that | '
act [8a8k orl mmew&aﬁ@gfﬁéﬁé @P(ﬁ°é‘é‘ﬁmf’é%1@"1‘e%:?%§ﬁfgg of BAR
enbodi nent, the BAR server 130 relies an.the .
ermpidys Selectiyerpravisioriag &0 AkaYs agH4agoR PEANYijKEF! subscriber
infrastructure of the handset 12 0 and the carr,ier.
a0 THipsordistencimbk epabied e o HN9EE BUIhAEs BLSF IS by
backup server, MVS messaging is used, in one
theshpsiribentt allater datey Becausetbelpmbedded gient igpiready presentin
handset nust support MVS nessaging in order_for the
thBARbiIe hepiiet, 4 sipiste eubrttie @inTrovisiaingisode (IQkA) B! that is
ayer” may use sinple nmail transfer protocol (SMIP).

rNERERUS VARG dr Aehbivatatidsseryicer by the handset, may
be 1n various formats including MV5, SM5 (sinple

?Nﬁgﬁﬁgg s¥is baBlemydtifRefthiRaBAR SENer 486 feltesmrothecenderlying

(internet protocol), or any other error-free

n@&f@%@ :”8%%%5‘@? SJBRmBARVSS infiasuctarssf the handsatd, 20vand the

v ep@ gg{gﬂ ckup data. Wienever a commt is issued
czﬂﬁ FESF b%?&?ﬁﬁé 98K 1388 demaire @b thiettzickupteerver,
ﬁ%l]gg? (e.g . afte maii ng a change to a cont acl?
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record to b e seng, t he gt(rame;u\eﬁﬁ;z tg ook bgckup.
(%Ilgzr?-z Mese?0Ps SPBI° tgﬁbaﬂgs(ﬁju%rs AL aﬂpoégﬂ ,bea{Rdvarl;lc?us
formats including MMS, SMS (simple messaging system), HTTP (hypertext
transfer protocol), SMTP, IP (internet protocol), or any other error-free protocol.
[0020] The BAR service, once activated, will automatically backup data.
Whenever a commit is issued by the embedded address book application within
the handset (e.g- after making a change to a contact entry), the BAR client
constructs a backup record to send to the server as an MMS message. Inone
embodiment, the backup record is sent immediately. In another embodiment, the
backup record is sent to the server periodically, such as once per day. In yet
another embodiment, the system queues the new backup record to be sent to the

server when network utilization is low. The backups are automatic, and no user

intervention is needed.



intervention is needed.[0021] The client data 140 is
stored securely. In one enbodi nent, the client data

wa2@emenrebe stored in a database. I n anot her PCT/US2005/039135

enbodi ment, the client data may be stored in a flat
file, or an alternate format. In one enbodi nent, the
BAR system al so can interact wwth a fleet server 150
to provide fleet provisioning, backup, and restore to
pristine state. [0022] Figure 2 is a block diagram of
one enbodi nent of the BAR server. In one enbodi nent,
{0021per skiveatlierdrdatan 46fis Birediseruighovindneemeagingant the
data view of the backup copy of the address book on
client ddt® 1BAmhanebe stdred inrapdatabaser In abetheaembp@ifnentathsnelient
enbodi nent, the web site is white | abel ed and can be

data n{aﬁ‘ﬂy éiBF&ijmaa’]ﬂ'a@ﬁréeéﬁ Qﬁl aNiehite famedthen onelersbodimeetgthe
the web site of a nobile operator or a corporate

BAR s.y& a%]ﬁ[) Jean llﬁ'é}gc{)\n&’h ?ﬁ‘%éﬁ%@ﬁ}érq'so% ?P&ﬁ@é ifleef pro@sioning,

Vi e 22e current back up version of his/her address
00 iment, the system maintains a
backup|gﬁgje§ﬁgﬁﬁ?8g%§n§ of the address book, if there
are acku | n . ' he
0Belm EiobRet T o kﬁgaggawrcﬁwﬁrﬁ@ﬁd'ﬁ!%?%r AT
actlvatlon of the service. In on dinment., this
serverc|in ene edabediment; e Rﬁfﬁﬂ@a't\f?és'ﬁr‘g W%’HQ@%@Q% Badanly
to set back the systemto a previous state.
ﬁlrough

data viemoof thidoaBARD Wity afdhe adsliesschealen herBAR; WP*AtSkSe
restore to his/her handset by selecting the "restore"
user irgpitfacn235 n Irnoressthbadiment, theeves sitaig white labstaskand can be
option requires proof of handset ownership.
re-brafidéd 8R4 izcatdsud eMi Ahothkpgied siteleantios web sitei of armiabile

I n one enbodi nent, proof of ownership is handl ed
operator or a corporate intranet). Using the BAR website, a subscriber can view
the current backed-up version of his/her address book 225. In one embo diment,
the system maintains a “last known good state” of the address book, if there are
any problems With a backup. In one embodiment, the system further maintains a
transaction history since activation of the service. In one embodiment, thiis client
data 225 including the history enables the user to set back the system to a
previous state.

[0023] From the BAR website, a subscriber can initiate a restore to
his/her handset by selecting the “restore” option. In one embodiment, selecting
the restore option requires proof of handset ownership. Authentication/s ecurity

logic 250 enforces this rule. In one embodiment, proof of ownership is handled

via an SMS message, as part of the restore process (described later).
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via an SMS nessage, as part of the restore process
(described later).[0024] For handset upgrades or
whandeetre4 epl acenents, a subscri ber can nmanual PET/US2005/039135
transfer backed up address book information to a new
handset using the BAR website. Restore/transfer |ogic
230 assists in this process. In one enbodi nent, the
procedure for transfer is identical as that for
restore except that the subscriber enters the
t el ephone nunber of the replacenent handset, if it is
d00264¢r enfForf handstelielpgradesar hardsep replacernaniss a subezsper
Optionally, the subscriber can use the BAR website to
can mamualg ttanstement eatldp tiddresds bendoinfismation tha retdhasdset
book using user interface 235. This is an optiona
using fhR AR Svdtisdi JRsSlstase/franofey fadieee aksists iabis process. In one
subscri bers who wi sh to use a personal conputer to

embodiHeht nt_géglr&%ah?étfér frah&ver id ibRRtid ashRadRL fedteddd@ egdtihat
one énbodi nment [T b

, new contacts w e added to the
i i P
the suﬁ%cﬁ[s%it%ng%‘“ﬂiﬁg'v#@@éga@%%%%Zf“%a‘%ﬁ'ﬁ%%fﬁ@ﬁaﬁn%‘g‘é?ﬁ,'f e
, 0 enbodi ren ubscri ber or support clerk can
d'ﬁerepggﬂ@%eﬂmﬁ 't%%[p OPEIM™Y- t he handset, via
resetting logic 240. A manhual rese | ohli.terate
{1B&230at aOPHORMY 18R sYBECRERT Ut e BAR Webstetn fyanually
list, and mssed call |ist, assunmng a connection to .
appendrasiditisstal regaide to thae agdrassthank usirgiusamintesfaceessr  hhisiis
not affect the backup copy of the information on the
an optRARI fsatuer provideshas andooweniemce fanthobe isubsernikears ader wish to

book can be recovered at any time using the restore

use a PRRIoAkl 6dmpuiEhtoreréonen dehtdats mibethhathebasdseik eypad.
sent to the handset via nultinedia nessaging.

In ond\bthbbdMsER, NEF SeBRadts 9all BE atitfedad &aé addidse HHRKSAGRVN in
based on the Information the user

the website view and to the handset via MMS message.

[0026] For lost handsets, in one embodiment, a subscriber or a support
clerk can issue a manual data reset to the handset, via resetting logic 240. A
manual reset will obliterate the data in the handset address book, call history list,
and missed call list, assuming a connection to the lost handset can be
established. Manual reset will not affect the backup copy of the information on
the BAR server. In one embodiment, an obliterated address book can be
recovered at any time using the restore operation.. The restore/delete and other
messages are sent to the handset via multimedia messaging. Multimedia

message creator 245 creates the message, based on the information the user

has entered. This is then sent to the MMS transceiver 210. In one embodiment,
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has entered. This is then sent to the MVS transcei ver
210. In one enbodi nent,the nessage is in MW format,
W@ 2006/047064 he MVBC, which then sends it t o thePCFES2085/039135

handset. In another enbodi nent, the nmessage is in MV
format, sent directly to the handset. [0027] In one
enbodi nent, the BAR will provide a custoner support
interface, through user interface 235, which allows
carrier customer support personnel to issue restore,
transfer, or reset instructions to a subscriber

the mebsagtsistin MM Tofesmatdssdit te the MMRC cwBich Alen sapoit to the
interface provides only non-personal infornmation about

user's Rarjtset.i hnotsareubodiatend,dbe messageadshirallMilifarenat pgent
contacts and a list of backup dates. The customer

direcﬂyst@;%@rﬁanagégrface will not display the contents of a
subscri ber address book. In addition to specific

gddﬁﬁf)r | B8 LS ERINAHIrhBAO B AR Wil floABE a%m&haegupf)bﬂ
us I [ I a

: mer support tool w al so provide statistic
, i St ' -
erta® oy ST A%, T A U besioRior SR,

of . backups. Fl eet ta Depl t . i
personpel i U8 4L riATERe OBt NAGHanY b & SHeSakRr hangset

server. The BAR fl eet data ,dfé)r%oc)érrent. service I
In one ggrradiment the GUSIQTBET gHRPTt erfacedirowdpsiPthsTons PErsYa

rental car prograns, to provide a nechani sm faor
informatireabout@ mpantinidar suhscaber acrorint. UG AgtNWAPERS aQstacts

al l owi ng custoners a conveni ent nethod for tenporarily
and a kstof bagkipfiatest The custamersuppdritintetfeee wilknekdisplay the

services may al so i nclude corporate organi zati ons
conterbES spbsiritser Addrése bhooko Irearditige és spéuifjc sulgsanibeatdaasount

that wi shes to provide centrally controlled handsets

informbh S $h ShERIFPBOLAINEN tHE IdusBnémgphbaaboldeill alsteplowident
service of the BAR For
statistical data. Statistical data may include number of active subscribers,

average address book size, and frequency of backups.

Fleet Data Deploym ent Service

[0028] Figure 3 illustrates a block diagram of the BAR Fleet server. The
BAR fleet data deployment service configuration is designed for fleet services,
such as rental car programs, to provide a mechanism for resetting handset
address book information and for allowing customers a convenient method for
temporarily storing information in a rented handset. Fleet services may also
include corporate organizations which provide handsets to employees. Any

organization that wis hes to provide centrally conirolled handsets to

.-



simplicity, the term"rental node" is used to describe
a handset that is operational. O course, one of skil
WO poobloe776¢ t woul d understand that this does noPCT/EMNF/E39135
a "rental" but refers to any in-use handset used in
such a manner. [0029] Wth BAR, provisioning is by
fleet/group rather than by individual subscriber. Each
account is valid for the tine that the handset is in
rental node and is reset once the handset is returned.
Activation |l ogic 315 activates trie handset when it is
users/mémbers inatyoutilizedhe fieet datandepioyment seswee iof heBARndor
handset after it is returned. |ndividual subscriber
simplicR¢,abenésn “eertal mode’ Eowsent ediessebe ddtandssthakise
di ssoci ated from handsets prior to handset issuance
operatiBAgl. 2bf &SRR, BABRIF sKAIGATNE SR vl ndérstarmethabtivs doestnot
i ndi vi dual subscriber accounts can persist after

requireg%mr%ﬂml’sﬁbf’ 'fBHstoTéHgfiP'-TPéé Rendseelised if Qucrexataner. in a

rppgatlon avi ng ices In various |ocations, which
es.f.].e . j gy
E(fqlﬂlé al %{%ﬁalﬁéﬁ?%Vpﬁﬁbﬁwg%logﬁ‘l@%@%pzéﬁieg@%E’,%ﬁ",%“'X;’F'“a'
we s. the | ocal corporate addr . [ t
subscrfiete oAb acrans duval] i rPdfbGia g tet HA7 A" fifbde
~Restore/transfer |ogic 320 is used, in mbodi t,
and is rapat @8ie thp hasseh el heds sy 1opis S adlaRSRED)
I n one enbodiment, the BAR supports a fleet data reset
handsétaehen itys pracast intifieet/restal mede #ad deariivatgs the, handset
once a handset is returned and a fleet clerk resets
after ittidectasmaci hidivdaslcsunstrib&easnouintsg ahd dhe agsesiated uses data
enmbodi nent, obliterates all stored address infornation

330, afe\dicBecibRyd fo handsetsbroe® handset Bsdaneeibind aftdr kswvdset
book controlled by the fleet agency. For instance, the

decongﬁgéigbgwt@g gg rPafie bRModimaht, ifavitiahinsueseriganmtonnisuars
servi ce nunbers.

persist after decommissioning. This may be useful, for example, in a corp oration
having offices in various locations, which provides fleet handsets. A trave'ling
user may receive a local handset, with the user’s own address book, as well as
the local corporate address book, designated baseline data 325, already
preinstalled. Restore/transfer logic 320 is used, in one embodiment, to identify
content to be added to the device.

[0030] In one embodiment, the BAR supports a fleet data reset facility.
Fleet data reset automatically activates once a handset is returned and a ﬂeet
clerk resets the associated account. Resetting logic 350, in one embodiment,

obliterates all stored address information in the handset and replaces it by a

default address book controlled by the fleet agency. For instance, the deFault
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The customer account link to the returned handset is
al so broken. However, the custoner account nay renain
W@ewbee77end may continue to persist after the PERUSHD5/039135

has been returned and reset. Custonmer account data is

stored as user data 330. [0031] In one enbodi nment,

using the user interface 310 on the BAR website,

i ndi vi dual subscribers can transfer contact

information to the rental phone. Once a handset is

comm ssi oned, the individual user account information
addressthdak méghtt |qméa|nte§ner}g@nﬁnmgmergﬁad ccHstogagrservice numbers.

transferred. Wien the handset is returned and reset,
The custdraepacaiurit linkftorthatretonned handsst isalisalbsdken. dripweyer, the
handset. Thus, for exanple, a person may add their

customé1es &AL FerRginkstivetand ay postinueiel yersissafie i te
default address book by linking the personal address

handsePR2k b é@rﬁ@@aﬁ@ reé8ét. toudtbmer et Rt I horedbsiuzer

enta Mul ti nmedi a nessage creator 335 creates
data 33bhe nmessage, based on the information entered through
user interface 310, or recei ved via MVB nessage. This

hen, sent t

lﬂfiﬂéset i dwﬂ GRS Hietats 2bn e BAR

es a clear efi ne hanls a Jbackup., This
websitegchdial AESEbRE P 9r@ Fofet OGR! minion ta0e 1Pnal,

for anmbiguity in logic or data storage. Because
phone. denge adapdset It%wféml%‘dmﬂﬁfbﬁh? srdividuay User ageount '”{tCHB“at'O”

strictest definition is followed. Unlike
will be linkedHodiné beeridset aBAthe datedransiersed: Wesotpedandsatis ce

has a very specific naster-slave relationship, with
returned @ dh@sets eihe Gccennt iafdrimatioaswill be umkiskext frandtheteamdasitup

serveras the slave. BAR fleet data depl oyment service
Thus, f&Sx4rile CAPSSEbE NEAP H8d tisdiApérsonal address book to the
previously installed default address book by linking the personal address book on
the BAR server to the telephone number of the rental handset. Multimedia
message creator 335 creates the message, based on the information entered
through user interface 310, or received via MMS message. This is then sent to
the MMS transceiver 310, for the handset.

[0032] In one embodiment, the BAR service uses a clearly defined
mechanism for data backup. This mechanism is singular in purpose and does
not allow for ambiguity in logic or data storage. Because the service will be relied
upon for data integrity, the strictest definition is followed. Unlike synchronization,

BAR personal data deployment service has a very specific master-slave

relationship, with the handset client acting as the master and the backup server
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relationship, with the handset client acting as the
slave and the fleet server as the master. [0033] BAR
WO 2000047764 dat a synchroni zati on servi ce. BAR doRGI/N81005/039135

performrecord matching. Instead, BAR considers each
slot in the handset an individual record and archives
a conplete history of all nodifications to that record
slot on the BAR server. BAR records only the data as
it is represented within the handset. [0034]
Synchroni zati on nust performconflict resolution

as the sihea.eBAR fledt Hataadépoymanisateice hasdhe oppoaie Magker-slave
peers to the sanme record. Th is often requires user

relatnon'sﬁlfpe Wﬁﬁh@ﬁan&éﬂcﬁ@nﬂidﬁmg dwathd sldvecands thebfidet Basver as the
clearly defined nobile client to server relationship,

mastert Nere are no conflicts for it t o resolve. [0035]
Synchroni zation can fail to recognize the difference

@E}%&f ggtgfl%ﬁqg?%g a:dgc\é% rs’gﬁ&%)ﬂ' Pgn 28njice. e8ARYoes not

o a " requently encountered
se, i n S

perform ﬁ%cqiréén%crm&” ﬁw\ggq T %é:éﬁéﬁgrs é)%clh'ﬁ f;iﬂttgé‘ﬂgégﬁbﬁe AR
the conflict ar, S nfar]

individal resUBRNGRICTGS ASOOSE RTPHes %t’mdﬁ'ﬁﬁ igns fpe that
collision because all transactlons based an

record slet @ndbe BAR server sBARgecardsPNly ther tf")?s '?t?d%']eﬁaegs
a data backup service. It is intended to provide a

within thetrearelsebackup of a nobil e handset address book that
can be used, at a later date, for restoration or

foozapf ersyﬁcla'onwubﬁrldsﬂtperfémm nilicy resatatian winemever
nod ified on the handset, a corresponding entry is

modlflé“dti%ﬂ*s%?e HetbhRdFRIM @ﬁultlblé sHees enthetsamateaordr This often
fication to a record is kept as part of a

reqUIre%rhég}%tg%&Fﬂom' &hQh¥ other hand, because BAR has a clearly
defined mobile client to server relationship, there are no conflicts for it to resolve.

[0035] Synchronization can fail to recognize the difference between a
change to a record and an intended duplication of a record. This frequiently
encountered edge case is known as duplicate collision and requires the use of
duplicate management automata to resolve the conflict or, in most cases, manual
user inte'rvention. BAR does not suffer from duplicate collision because all
transactions are slot based and intended duplicates are taken literally-

[0036] BAR s a data backup service. Itis intended to provide a literal
backup of a mobile handset address book that can be used, at a later date, for

restoration or transfer to a new handset. For every record that is mod ified on the

handset, a corresponding entry is created on the server. Inone embodiment,
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associated with that particular record by the server.
I'n one ermbodi ment, each "update” creates a new entry
WO pooble7764 mel i ne. I n one enbodi ment, updates aPE&I/US2005/039135
grouped by date and tinme. Thus, for exanple, all
updates done on a particular date may be comnbined into
a single "update." Using this nmechanism the address
book can be restored to any particular state along a
historical tinmeline. [0037] As summarized previously,
BAR archi ves each nobil e handset record literally and
every odificedionabteemobrd s kephas parteofia chironologiost diistoany
record into a peer or into a canonical format. BAR
associdRaswithtthat pafiptlar eeqeed byrthe sewer.d Inrahe kimimpdimtent, each
rather, tracks each record by its position (slot)

"u pdat}%‘;%@ﬁie% Rendm ?n'(tjrg,iﬁ sl gRlelin®AR e ehfbRdimemMEupdates are

cation (a edit, delete) a s a historical

groupéc\fM %ﬁlﬁ% Ea%pr@ﬂé;agﬂﬁé QPEX%E%E?P iug)tagfe%sdﬂd@ oh€particular

o _ ron’in a In fact, because
ea ransactiqQn _occurs wSAL: bt
date Mo FPERTNGS P g Cenubed e Bxirkebls BCh ShRELFS .
not attenpt to,identify or,. ner duplicates: all. .
addresthae cAPRESITBAL0 2k PRI Sa 8 ipg B Fgisspl tmaline.
consi sts of two conponents, a client software .
d0087d nentAosummarizsd previpusndAR agplives %é\ﬁr@o@&%‘ﬁds’et
apd storage service on a renote server. |n one
recorddittratiynamd doeseotattempt toaranspuiadt ot teangiermaanydecprd into a
operated in a failsafe manner by a service provider.

peer or It € canbaidahfentat.t BARsewesemotiadteauutde petfbenm record
user's handset via a nessaging service. In one

matchffaadi, FBtHer, frickscéddtviechrd By s positioh l(sidt) avithinghe mobile
handset. This neans that no downl oadabl e cli ent

handsgP! IIIBW %oh§idb?&€%ér?%o&fﬁ@at%%a&@,%@iE,Qﬁalété) BE shistoruat,
cabl es ef I

, Or anyot addi tional hardware or software

transaRSTRHF ab8s hYNSkdRBt to! RsBNE tREARANIAY trans action in a conflict.

In fact, because each transaction occurs in a set position along an historical
timeline, there are no conflicts. BAR does not attempt to identify or merge
duplicates; all record transactions are taken literally.

[0038] BAR consists of two components, a client software component
on the user's handset, and a secure backup and storage service on a remote
server. In one embodiment, the secure backup and storage server is operated
in a failsafe manner by a service provider. In one embodiment, the server is
accessible to the user's handset via a messaging service. In one embodiment,
the client is pre-installed onto a handset. This means that no downloadable

client software is required. The BAR requires no PC software, cables, or any
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BAR operates seanl essly and automatically using a
Wi reless carrier's existing nultinedi a nessage service
W@ dMuip47704 rastructure. Alternatively, the shorPCT/US2005/039135
nmessagi ng system (SM5) infrastructure may be used.
Alternatively, a session initiated protocol (SIP)
based connection may be used. [0039] In one
enbodi ment, the BAR handset client is provided to
handset manufacturers for direct integration into the
handset. In another enbodi nent, the BAR handset client
other additiqialharelvans casoftwatatleatsnts teafiunetion.afpeineamiediment,
[0040] The BAR server, in one enbodiment, wll be
BAR op&ritabasemtlicssly ambaaboathtioyleusing gl wireless carrigrisexisting
under contract to carriers. In another enbodi nment,
multim&% H‘lé@éa{q@éeﬁfﬁé (VRIS RiffastrustupsinARBéRatieslyethe Ehodne
enbodl ment, the server is coupled to the wirel ess

messag@% r%ygﬁeré (w%ﬁﬁ%%t?&t&@n%eid%@f f Rt Rv élYea session

ari e i a nessagi ng service center

I . ' the service

mFuatecéEr ﬁf&(sé&gg?%%d ggPﬁﬁlpﬁﬁ%?bgﬁglégéd desti nati on
identifier (e. . Shar addr e 0 idepti
bty rsrigetbelgiel e toE SRR Mol R aftied b
service provider., The short cod ddress | s then

handsep magiaiasadersios dﬂﬁﬁh@agr%ﬁ'%lﬁ%%ﬁwe %ﬂ%@f lrbaaaﬁveéss
the BAR server. In one enmbodiment, the carrier nay

embodimetdt the BAR handset dirst isinrevided ag asHapiglakls Rargssitt
code address. The server will archive all transactions

applicatissued over MVS, via MW, within a secure storage area

accessi bl e only by the individual handset owner.[Q042]
[ﬁlo@@qr e 4Thé BARkeslkrdhameaamisddivrat ol bei mantairfedt dred
c

I ent
operated by a single service provider under contract to carriers. In another
embodiment, each carrier may maintain its own BAR server. In one
embodiment, the server is coupled to the wireless carrier's network via the MM7
interface of the carrier's multi-media messaging service center (MMSC).

[0041] In one embodiment, the service provider and the carrier user a
fixéd destination identifier (e.g. a short code address) to identify backup
messages that are to be forwarded to the service provider. The short code
address is then programmed into handset clients in order to address the BAR
server. In one embodiment, the carrier may update the data in the client, to
change this short code address. The server will archive all transactions issued

over MMS, via MM7, within a secure storage area accessible only by the

individual handset owner.
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application. I'n one enbodi ment, the client application
is functional and preinstalled as a conmponent of the
weeieddoe fi rmvare of a nobile handset. [C043]PCTIUSIVES/039135
enbodi ment, the client is permanently activated. There
is no ability to enable or disable the client. Any
change to address book information within the handset
instructs the client to package and send an MVB
nmessage to the pre-programred MVS address for the BAR
server. [0044] In another enbodinment, the client is
[O042] act Figateed is Ablaskatiagrasnot oreempoginen telbifergjient
command will set or reset the enable flag for the
applica€ioneMh-ongerdbediendmdinertient agpicelidn cofunetivnalsargbpre-vi a
SM5 to the phone. If enabled, any change to address

mstalleg’gé‘ a' nﬁ%\%}%ﬁt P tHe&mbesdsd ﬁﬂh@N@ﬂd &M mobilpatkaipet.and

nessage to the pre-programed MVS address

';(8604}?5 he ﬁ\eéﬁ’eeémb%ﬁﬂeﬁthﬁ}e I%hfi@ ﬁe°rrﬁ?a‘?|bn Bfti08tedN OThere

>uch rressages are sent I'n one e od| ment, upon

. i 0l tiva R end

is no atpily b apdib ot gheails telirf Al sfidhaO B SAaRS SR Tds
server. . This fi itialize

informery Within the hano(s«e&msira?ﬁs&ﬁe fetoas %%ah?e%eiz%&gﬁ anas
commt within the handset reS| dent a ess book, the

messa@arodhe drie-pipgenaek 4MS @4 RIdERRS TOEHIP gg‘ fEssage
containing the contact record changes. Commts include
E@@L4]i ond) andthayembadimerd| thei aligst isi sofbarivarieddAmerier-the-
the data commt occurs when the user exits the editin

air (OTiRpprovEsiorihg Somimandwil setioodéset the enable flagnfordhe clierimIn

may be changed in an editing session, before a commt
one en%ééfnﬁerlitoﬁﬂ@d)TRe@dnﬁmahd seravialBMSuh the mfonée!flamsbled,

known good address book
any change to address book information instructs the client to package and send
an MM S message to the pre-programmed MMS address for the server. When
the system is not enabled, no such messages are sent.

] 0045] In one embodiment, upon initial activation, the BAR client
packages and sends the contents of the handset address book to the BAR
server. This first step is to initialize the server copy. After initialization, upon
subsequent data commit within the handset resident address b ook, the BAR
client will package up and send an MMS message containing the contact record
changes. Commits include additions, changes and deletions. In one
embodiment, the data commit occurs when the user exits the editing feature.

Thus, in one embodiment, more than one item may be changed in an editing

session, before a commit occurs.
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fromthe server is triggered, in one enbodi nent, from
the BAR web site. In another enbodinent, it is trigged
womwosher7handset, using the BAR client. In one PCT/US2005/039135
enbodi nent, if a restore is triggered, the BAR server
sends a nessage with the data to the user's handset.
I n one enbodi nent, the nessage is an MM5 nessage. The
BAR client will respond to the nessage fromthe BAR
server by replacing entries within the handset address
book with corresponding entries in the MVS nessage.
[P028}] |Restomtienboduploadingtafiéhe: lasé kpown goq%@ﬁ@f@ésmok
server MVB nmessages as follows: ( 1 ) Conplete address
from thé etfverist retlginasity esbodiowntyirdin the B ABewvelhsitentn r e
contents of the handset address book with the new

anotherf éhﬂoodTr%nWﬂB'tﬁé%cﬁQﬁ frRSkanuzek, gy the BlAR klierfthén one

nessage fromth AR server indicates whether the

embodig?%ﬁfé‘%ga Leo%éﬁe‘%%g@%réd afld R sBARK sehds éHﬁ%@h?é’ﬁNiM‘tﬁe

ngl e address entry: a single
data o %asb%ieﬁ’%‘r\%?ﬁ‘? i ol BRBEguR s e SRRTe |2 FANMS! 7Y
messa@:‘?lh-g Iﬁﬁ%@%‘gﬁgéﬁ:g@%ﬁ% Ofa@%frﬂﬁ?%r Iee'?%"i gﬁi acedg'&9 ?‘nﬁ\%
replacirg reairieswith ti] ] §§a‘§g’8§s Bgo%w{ntﬁtcéﬁ”iﬁ%’oﬂ%%wgﬁﬁ@ét'“
addr ess book I n anot her enbodi nent, receipt ofan

the MM&mngssadiér ess book wi |l subsequently | ock the device
into a n inoperative

[0047] In one embodiment, the client will respond to server MMS
messages as follows:

(1) Complete address book: a complete address b ook will replace the
entire co ntents of the handset address book with the new file. The complete
address book may be blank. The message from the BAR server indicates
whether the message is a complete address book or a subset of the address
book.

(2) Single address entry: a single address entry will replace only the
specified address book entry within the handset address book. An entry may be
blank.

(3) A subset of entries: the message may include a subset of entries,
which are replaced within thé handset.

[0048] In one embodiment, the BAR server sends an empty address

book to obliterate the handset address book. In another embodiment, receipt of
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state. In another enbodi nent, a separate nessage nay
be sent to |ock down the device. Locking down the
waleawsoe77omy be useful if the device is | ost orPGr/UEm®Ns/039135

[0049] In one enbodinent, the BAR server sends a
signal message to obliterate the handset. In one
enbodi ment, the signal nessage is and address book
with specific keyword signal content. In one
enbodi ment, the signal nessage contains display
i nformati on, such as a "Flease return to owner" .

an emptyesditiges bookvéll shbpeayentlydectathesiaies i, ARINOPRIFENE |
one enbodi ment, all address book entries, either

state. 16anBtHereNabodiomnj asdpaiatéimessage maicbe seint & lagkidown
contain a labeled field ind icating the correspondi ng

the devit@Nd%RkingJg6\Wa I dekicel sy bemiseful ifdhekevice isdosiamstolen.
applies. I n one enbodi nent, the address book entries

[ﬁg‘%‘;r a!ﬁsahéte%éﬂg{éhﬁ tHETAR EeveRisendd hasigadlimessage to

ts may be used. |I'n one enbodi nent, the BAR

obliteraﬂeﬁ@%gqr%@ge%gmépggin%diﬁpen{,'iﬁe dRfral ﬁ1dé§,§9§§% aPd I &Ss

Format [ 00811 |n ane enodi ment {poe s ol nabdc o
e A AN A
et 8 g o e SR
messagmte deatisplayet amda iacked feyice- enbodi m?mo?alr naan?ﬁ:?ge

enbodi nent, short SMS-fornmat nessages are sent to the

Joaseis et Irf oo erhbodienardy all addriess @9@8 egirias, IEeASINaNRY o

Error conditions may include the follow ng: (1) No MVB
containe@rwitisie 623orivyete fitdy avill tohtain a labeled field ind icating the

corresponding handset address book slot number to which the entry applies. In
one embodiment, the address book entries are transmitted in the vCard format.
Alternative formats may be used. In one embodiment, the BAR determines what
format(s) the user's handset supports, and ensures that data is transmitted in the
proper format.

[0051] In one embodiment, there is no handset user interface for the
BAR client. The operation is transparent to the user. Except for user notification
of error conditions, it is a faceless client. Error conditions that require user action
appear as message boxes on the handset, in one embodiment. In another
embodiment, short SMS-format messages are sent to the handset from the
server to indicate error conditions. Error conditions may include the following:

(1) No MMS service
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(3) Address entry corresponding to a non-existent sl ot

nunber (4) Address book nenory full (5) Unsigned MVB
wore@sageed rom t he server In each of these err oPCHESHAFE39135

cases, the user is notified of the problem In one

enbodi nent, the user may indicate the preferred

sol ution. [0052] The data format for the MMVS nessage

sent between the BAR server and the BAR client is a

vCard, in one enbodiment. In one enbodi ment, in order

for the BAR client to process and act on the contents

@f the Midsrouthexsalbe, the nessage nust be signed by

the server with a digital fingerprint and each address
Bpok entAddresstntrpebaespendiad tala conredgend sief nonter
nunber. I n one enbodi ment, unsigned vCard nmessages are

(4y eat ed Asdrb8s 86Uk enaif g notifications and w |l
result in an error notification. In one enbodi nent,

@Ze usery ?é@fms rﬁe@s 8€9rhﬂhlthé§éﬂeﬁn i nsecure
dress not

Ication. [0053] The BAR server is made

B PHe oM.

BBt st b he%‘i%ﬁl% R re R faroe ey

integrated. into the cat.rj.er ature
In one %@EQ&U@G”F Ahe HEek e%gdn%ﬂt? théﬁ?ﬁ?&%\?%ﬁlﬁliﬁl nt er f ace

i S provided through S e server

90%&cr i bEve Q@F’h@f\m?&&" l@‘g%% MRI[E08 S\?’E‘Et%q?\ﬁ[é?? e BAR

one enbodi nent, is handl ed by the carr| er websi t hte
server gad the BAR Ch%@p&@s\(%ré fRne@mRedingHg |8 Qg %mé’oaﬁﬁ?” in

subscri ber identification, corresponding to a
order forahéiBARaliens &y prosess @nd sict en thersententgeaf the vCard

password. [0055] The BAR server uses an automated
messa§é,aMesinessage mshbeistyned by the server with a digital fingerprint and
each address book entry must contain a valid corresponding slot number. In one
embodiment, unsigned vCard messages are treated as insecure address
notifications and will result in an error notification. In one embodiment, the user
may choose to install such an insecure address notification.

[0053] The BAR server is made available, in one embodiment, as an
MM?7 connected MMS service. In another embodiment, the BAR server is
integrated into the carrier website as a feature service. Inone embodiment, BAR
server web interface is provided through a separate server.

[0054] Subscriber authentication and access verification, in one
embodiment, is handled by the carrier website. The carrier is responsible for

maintaining a unique BAR subscriber identification, corresponding to a particular

user name (rmobile number) and password.
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one enbodi nent. The BAR server wil| generate new
uni que subscriber 1 Ds for non-existing accounts
waedoeienrscal |y, the first time a backup nessageCT/BS2005/039135

received. [0C66] In one enbodi ment, the BAR server is

i npl enented as a sub conponent of the carrier's

website. Navigation to the BAR service will be through

the carriers existing website tab or navigation

structure. In one enbodi nent, the techni que descri bed

in US Patent Application Serial No. 10/ 125, 049,

[005BH 4/THe BAB2sereert usdseah agipsaied Prayis winkig Mechagism, in

For Dynam c Custom zation And Personalization O User
one embdidiEAt eThe BARIsSeder wilcgawraeteanew snguez edbsscmbarﬂ 2s éor

that matches the interface of the carrier's own
non-exiEﬁH?'é&ouh& ARERABAN, iR first BAVS #baskupe smewsagatie réaabeed.

provi des col or coor di nati on and style to match

[5536]:6” Nh&neSerfibbdindtl, the Bk sBRfkrid d;glerﬂ_&htédtascé slis-

, the ferV|ce appears to be provided by the
car Q d
compowéoﬁhe c%r{s% 1 Rpkl, Raviator & We?%@%?"ﬁe‘*&ﬁédede
t bili
througngwbeqpewqw sxisting Webshe ka8t SViGRTol AALEE, J0Ener ' oo
enbodi nent, the ] I
omiigagst S Brvbesdereesfo LS S ALaAtat ST v
interface, in one enbodi ment, includes a view of the
10/125 8et9, dited BHOU2002, entitied 8B ysiemr Proyiging Methads £or Rnapus e
restoration. Figure 8A illustrates one enbodi nent of
Custoniizatiad dxresBelsooklizaRibd) Of User lntérfagetHe usadrieraregtaa ewed

date (815). The user can select the date 8 15, to view

customfz@ iteffaéé thatIntatehes eedintbrfaesatof thé eausts own website. In
"restore" the handset to that state, using the restore

one enfﬂréélﬁbgg 2@8\}2 $r80RRL dnineifice tikabravidbs ddier dbAiRdimation and
contain a date

style to match the carrier's existing format and style. Thus to the user, the

service appears to be provided by the carrier, although the actual service may be

provided by a third party service provider.

[0057] In one embodiment, the BAR web interface includes the ability
to view historical backups of the address book. In one embodiment, the user
may restore any historical version of the address book to the handset. The web
interface, in one embodiment, includes a view of the address book, a date
selector, and buttons to activate restoration. Figure 8A illustrates one
embodiment of the address book (810), including the curre ntly viewed date (815).

The user can select the date 815, to view a past state. In one embodiment, the

user can "restore" the handset to that state, using the restore button (820).
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selector 815 with entries corresponding to | ogged
change events within the address book. In one
wepdvemsiment, the date selector will be in revePGEUS2005/039135
chronol ogi cal order with the nost recent date first.
Selecting a particular date will re-display the
address book in the state that corresponds to that
particul ar date along the address book historical
tineline. [00B9] The address book view 810 wil|
contain all address book entries in the address book
[0058]es pdm dhagniboditnent) dhe BAR webdaterface hwill qenéain a date
sel ector 815. The view, in one enbodinment, is
selectorsSg 11 8 Witbéetri82 Sorrespdreding thlogget! chiange ey eats aittin thee
di spl ayabl e area. The view, in one enbodi nent,

addresscsebﬁ' 'iﬁ oRBlemBbdtamichi, AherBhieoslBkohinill I5aah revisteess book
entry that can be restored to the handset. The address

chronolgﬁgéal Hc?dn}‘t\hlﬁ% LMOQWS\Sen’E C}@'?i‘?ste PR b- pdrﬂc@lﬁpéiﬁl%r will

e user may e 830 a version of the

re-displgyg.fugrsﬂ%g?%? kg@%%qﬁg\@%{e Wﬁ%(ecor}ééggﬁﬁs ?d'*ﬂ‘?&' pﬂ?ﬁéulaf B5te

S anot
mai nt.ai ns tqt}g hj sto state prior to the changes

along they @ggrespie 'B'S qica ?’H énq ncl udes restore 820 and
transfer 835 links to restore or tra

[60FPENt I Hhe/addness bopkviewns1Q Wil a‘a@t@&% aeeizeﬁsobq%e"tﬂes

subscri ber's handset. In one enmbodi nent, the data nm
in the abelresmheblk coraspandingtatherdate sglestechiy therdrierselnctons
new handset. In one enbodi nent, restore and transfer
The vie®, 6interr émbodiemdritcisl scopileble 82 the nimbes o einjries exceeds
di fference being the ability to specify a specific

the dls;fra%b@ dYeaberhaibwgirt dvee émbodineentppsitaimg 60I§thel n one
nbodi nent, the user may select one o r nore of the

lnforma%g%{ @E@ﬁg%%dhoéﬂdr%s BYbK éﬁﬂl hali cahl iy eetyRidsiodthe tanidiet.
and transfer

The address book view is read-only, in one embodiment. In another

embodiment, the user may edit 830 a version of the address book on the web

page. In one embodiment, the system stores this as another update, i.e. it

maintains the historical state prior to the changes.

[0060] The web interface includes restore 820 and transfer 835 links to
restore or transfer the currently visible state of the address book to the
subscriber's handset. In one embodiment, the data may be transferred to the
user's existing handset or to a new handset. In one embodiment, restore and

transfer are nearly identical operations with the only difference being the ability to

specify a specific mobile number using the transfer option.
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t he subset of selected addresses to the handhel d.
[0062] In one enbodinent, the restore and transfer
wo venas are unified into a single "restore"PETNBI00DOBI135
t hat al ways asks for handset nunber verification prior
to restoration. [0063] In one enbodi nent, the web site
i ncludes an "add" |link 840 that allows the subscri ber
to conpose a new address book entry and append it to
the nost recent version of the address book. The new
entry formwi |l conformto the field format within the
jadaidet brehevembodinentoiheaiser mayusslectume @anmge ajéhe
saved within the handset. Upon subnission, the new
addresyisryorh dhacusrehthagisplaged hersiombhitie adﬁreﬂsiabbhnand) trahsfer
address book and record the entry as a historica

thesu@&éf'éé%dt@@aaerésaés&ﬂmdmm If required, a new

historical |abel will be added to the tineline
“{ﬂbézﬁSpoﬁﬂb@@ e%oﬁhﬁ%ﬁdﬂetr‘eg erath%r@@P"fuﬂEﬂMns BRO64]
nent egranu arity of historical

e ]|
i RSP PR R
ame b I dt l e,
venf;cgyﬁ)q P@aﬁ@\f&ﬁ °r¥'{9nthat edgsrmlanl g(nee egbgdis’lrrggte t he

normali zati on proceSS is server er n an ﬁs n
d0E3a ol o chIRGSBEN DeivAb oHe SisaRAT WARS %&,%th t

containing all nodifications for parti cuI ar

allowsathe sapisotibergatcomposavaonev edaress bgpkt ¢drysamd @ﬂp@@d it to'the
time normalization is represented in handset | ocal

most reicemt werdiomadf tha GiifiressrboakoTier neswieatty et will kenfaandiodhe
may only transfer data to the BAR server once per day,

field femshtiwitHin d hamdset ant adienotheurdein waniéd thaheahnahisé saved

time. [0065] In one enbodi nent, restoration and
withinth@Pahaet2$pdrf§irhi&alon, the new entry form will append the contact
information to the address book and record the entry as a historical modification
to the address book. If required, a new historical label will be aadded to the
timeline corresponding fo the addition of the new entry.

[0064] In one embodiment, the granularity of historical labels within a
particular address book history is a single day. All maodificatiors made to an
address book on the same day will be normalized to a single, unified event for
that day. In one embodiment, the normalization process is server driven and
does not depend on the handset issuing a combined MMS message containing

all modifications for a particular day. In one embodiment, to awoid confusing the

subscriber, time normalization is represented in handset local time and not in
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functions with a single difference; "transfer" all ows
the subscriber to specify a particular nobile nunber
waokioke4776£st ore” assunes the original (archiviPgh/us2005/039135
nobi |l e nunber is the target. Selecting transfer or
restore wll performa restoration of the address book
state currently visible in the address book view, as
i ndicated by the date selector. In one enbodi nent,
since only the handset owner has access to the user's
data on the web pa%e, no validation is required. In
GMT. 4menhther entizatliment, the bandseitmanody traasfer gata torthg AR
enbodi ment, requires a separate validation of handset
server omncerpehiday, and tmes witizmdumelate dhngeswniétieotransfeatme.
follows: ( 1) the BAR server will generate a dynamc,
]i caln dild\emdadiméntnresioration BAd teansfdi gid ileaticalno
ewer than four digits (2) the BAR server will send

functiog%\gvim HsHRE dfterémceoMpaBies aliBws thé Nubseneseto dpbkify e

server w Il request that the subscriber enter the

particu{?%%?gfrﬂf naﬁfﬁ%ﬁmiléhf‘es@@ﬁ%u més tﬂgozigﬁa%h%g)%&ﬂfe

I'Ng the restore or trans

bt P TS LG BB Foghlh o
e act s e 3 S S h 20, M 252 3Py

contain a digital signatu re created by the BAR
the datesgelector| bpesg embasiaerinsinge R theahangsetawrgnhas agaess

the BAR server are signed with a digital signature
to the ubéthdataroretsowedb pagesub yalidaiion ianeiquiedis é1 another
embodiment, restoration or transfer, in one embodiment, requires a separate
validation of handset ownership. In one embodiment, this is performed as
follows:

(1)  the BAR server will generate a dynamic, numerical PIN code of no
more than six digits and no fewer than four digits

(2) the BAR server will send the PIN code as an SMS message to the
handset

(3) the BAR server will request that the subscriber enter the PIN code
sent to the handset, using the website, prior to starting the restore or transfer

(4)  upon verification of valid PIN code, the BAR server will package up

the address book, or selected portion of the address book, and send it as an

MMS message to the handset
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specific information that can be verified by the
handset. In one enbodi nent, the enbedded BAR cli ent
wawdob/o#pect or require manual acceptance of aPgI/US2005/039135
unsi gned restore/transfer nessages. [0067] In one
enmbodi nent, the "add" link on the BAR website w |
trigger the display of a web formcontaining entries
correspondi ng to nanme-val ue pairs matchi ng the contact
format for a single contact entry. Upon form
subm ssion, the new contact data entered by the
@)bs cthieoEiMSinmeéssageseptiodbe handshbwildaerieln B6dmtalnt o
an enpty slot as a historical nodification to that
signatupelcréstetiay the@ARIsen@ne enbodi nent, the user may
simlarly edit any entry. [0068] The BAR service uses

%}heﬁ;ﬂabl IR bhbBBfhéht EBHaS Sehthdthirie BAR) serubsast em
thin the handset in order to deliver address book

signed g@rﬂﬁé ?’#@Fﬁ? ?@ﬁgurf\a/@qcﬁ E5de PEndAe B SERDeREAS handsene

subsystem 1 ncl udes a functioning

specifi%oﬁ%%?%mea& ?h@ b%&%r@?la (%’S{t%e HantESt 23 Foh & Bhiodifight, the

upon receil ving an

vCar a. fupctioning multined a ,mes € SeryVi
embed (opEAR SRR Bt o G ik Tl R BByl upgBhed
t he BAR service and an active | VIMS account for the
restore4{iaRgfer fasspge$9] I n one enbodi nent, the mul tinedia

nmessage service center (MVBC) and client resided MVL

Foeark nmukstonmembedjipentt theraddthnidor th @ BAR wgbsis vl

valid MM5 nessage payload. Neither the M M stack nor
trigger tthe didfEsy oy wallt fermtdoataining emtieséorreepatting to asme-value

[0070] If the option for soft activation of BAR s
pairs n$&icArigefie dohtact d6matifor a single contact entry. Upon form
submission, the new contact data entered by the subscriber will be appended to
the address book into an empty slot as a historical modification to that particular
slot. N one embodiment, the user may similarly edit any entry.

[0068] The BAR service uses an enabled multimedia message service
(MMS) subsystem within the handset in order to deliver address book update
messages, and send out backup messages. In one embodiment, the MMS
subsystem includes a functioning MM1 stack within the handset, a message
router that can activate the BAR client upon receiving an MMS vCard, a
functioning multimedia message service center (MMSC), an MMS destination

address (short code) for the BAR service and an active MMS account for the

subscriber.
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networ k and handset, in one enbodi nent, uses a n
over-the-air provisioning nethod. This nethod reliably
w@bkdioens776he state of the BAR service enabl enmeneCT/US2005/039135

setting. [0071] In one enbodi ment, the BAR server uses
a standard MW connection to the multinedi a nessage
service center (MVSC) and a correspondi ng MVS
destination address (short code). The MW interface
does not require that the BAR server and the MMSC to
be col |l ocated. However, in one enbodi nent a secure
|[0069] bet Imeame embotimenty theemultime disetessageseivieercenter
enbodi ment, the connection nay be over an MvVH |i nk,

(MMSO% aha\liagt tckirleslaVivEr stack nmast bbthi support teseChrd dateSarmat
[0072] The BAR client requires functional connectivity

as a vhid VIS hENaye\Bayiidd. Neaidsetthéd M MAagtack hor 8-eMMSC may
enbodi ment, connectivity is via a set of defined

alter tﬁ@%ﬁﬁ‘éﬂ{é SnR\eYdaatng i nterfaces (APlIs). An
exenp

aEy set of these interfaces are sunmari zed

_ 3 olient | . _

;qﬁbz(ﬁt ﬁﬁﬁ%&pﬁ@ﬁ@‘%&j@éﬁﬁ%ﬁn £ R BRaLeRRs e Bier,
or € purposes o di nq, [ d .

notwolohr JnBRbER Gt BoRtehe oY ety
which may be used by the system are: F?l% ,

methoreskhiadentaed ealiably alters flie Aafe SRR B servics erabigmeRt
BAR client to the enbedded address book. The address

settingpook responds by erasing the contents of the stored

handset address book. (2) Set AddressEntry(): This API
cjooyEnd iirs ons sudsbdiyent) heBBRRcseprer uses a standard MM7

connection to the multimedia message service center (MMSC) and a
corresponding MMS destination address (short code). The MM7 interface does
not require that the BAR server and the MMSC to be collocated. However, in
one embodiment a secure link between the two systems is used. In another
embodiment, the connection may be over an MM 1 link, by having the server act
as if it were another MMSC.

[0072] The BAR client requires functional connectivity to components
within handset firmware. In one embodiment, connectivity is via a set of defined
application programming interfaces (APls). An exemplary set of these interfaces
are summarized below.

[0073] The BAR client in one embodiment has direct connectivity to the

handset address book client for the purposes of adding, removing and modifying
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to the enbedded address book. The address book
responds by replacing the contents of the specified
w@oaseswebook entry (slot) with the contents oOPCT/H82005/039135
given nmenory structure. (3) CetAddressEntry(): This
APl conmand is issued by the BAR client to the
enbedded address book. The address book responds by
filling the contents of the given nmenory structure
with the contents of an address book entry (slot). The
address book only fills in the entries for those
addressdianksenttiesinGemst exesplary(emmesds gdhichinsay be usgddyApe
command is issued by the BAR client to the enbedded
systemhamgdset call |ist manager. The call |ist nanager
responds by erasing the contents of the recent cal
5\1 F?Ft A RFESSBEYK): | THib ARIor¥aEntSrsued(Dy thEBAR

conmand 1 s issued by the handset address book

cli emdi%l?[ th e %m%gesé BOFE hSIK TReldir& BodlRispands
change

as occurred to a particular slot within the

T L R R T S

307 SlBs SR i AR AR5 8 bl R

ol 1 ento {5 sibogrek A8 RS dHos Ui TSR C9eK EoSHANER By

the handset. This command pl aces the backup nessage

into treplacingdhe contenthekthelspesitiedeadidgsabeok anigy (slot)
nmessage is a fully forned MVS nessage
with the contents of the given memory structure.

(3)  GetAddressEntry(): This APl command is issued by the BAR client
to the embedded address book. The address book responds by
filling the contents of the given memory structure with the contents
of an address book entry (slot). The address book only fills in the
entries for those values it understands.

(4) ResetCallList(): This APl command is issued by the BAR client to
the embedded handset call list manager. The call list manager
responds by erasing the contents of the recent call list and missed
call list.

(5)  NotifyCommit(): This API command is issued by the handset
address book client to the embedded BAR client to indicate that a

change has occurred to a particular slot within the handset address

book. Multiple commit notifications may be issued by the handset

23



with a vCard attachnent. The MVBS message contains the
appropri ate nessage headers and a valid destination
wadisessef or the BAR server endpoint. Note: OnRET/EHS20MVEB9135
message is placed into the nmessage outbox, it is the
responsibility of the MVS subsystemw thin the handset
to deliver the MMS nessage using the network. (7)
Par seMessage(): This APl command is issued by the
enbedded MVB nessage router within the handset to the
BAR client. This command infornms the BAR client that a
f ul | pddoessebook alientand inisspatgdhe BAR cheniiosradibihieses
avai l abl e for parsing. The BAR client parses the MVB
mes s ageificatio rentistil noberairiedart moten bM swasgags giedfionmned.
Upon successful parsing, the BAR client will call the

ppr %ﬂdﬂ@ssﬂﬁé@ >SThiB AP cBRiraahd istesii &y byrtbelAid lient to
@ddress book. | ;a Peri odi cCheck(): This APl conmmand is

peri Qﬂé‘é%ﬂ)é(dd@i WRes H‘)éstsﬂﬁing%iﬂ)%%teﬁi With@ Eheshidasdesitem

in order to I nvoke timng checkfunctionality wthin

ek RS TRSd et ouoo

retu unction c In a maxi num

sone SRR e A O Ao A1 s
conne¥ith @ @arpfgt@ﬁrr@?@iﬁﬁéﬂﬂlﬁ%@%@au@% rs‘f‘P% | 'Ssg{neo n
nanagaepgbropriate message headers and a valid d estination address for
the BAR server endpoint.
Note: Once an MMS message is placed into the message outbox,
it is the responsibility of the MMS subsystern within the handset to
deliver the MMS message using the network.

(7) ParseMessage(): This API command is iss ued by the embedded
MMS message router within the handset to the BAR client. This
command informs the BAR client that a fully formed, “as-is,”
message from the MMS inbox is available for parsing. The BAR
client parses the MMS message contents and validate the message
signature. Upon successful parsing, the BAR client will call the
appropriate address book APls to modify the handset address
book.

(8) PeriodicCheck(): This APl command is periodically called by the

handset firmware subsystem in order to invoke timing check
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(9) GetTine(): This APl command is issued by the BAR
client to the handset firmvare in order to retrieve

W@ b@eourrsent time to use as the tinme stanp forP@VBS2005/039135
nmessages sent to the server. In one enbodi nent,
current tinme is handset local tinme and not GMI. Note:
I n one enbodi nent, the BAR enbedded client uses direct
connectivity to enbedded handset tim ng services for
t he purpose of periodically checking its task queue

and to determne the current tine and dat
Get Sdunetignality within theiBAR alignte dmmﬁjemoriﬁ%@d t'l%/BP‘ﬁe
BAR client to the handset firmmvare in order t o

r et r i glemt tdteridifordbisifoadticoncaldeitieisa feaximbe, BARIt
server. The handset vendor may optionally provide the

abi | i diyratien 36 avbidgodidahgy ap dhe hhhdsetior geseratingiartimérerace
handset configuration settings. (11) |sEnabled(): This

APl coifiigh.i s issued by the BAR client to the handset
configuration firmvare in order to retrieve the

enabl @Qgt i) é’fembpﬁm?é?‘ﬁ fRRAS R@hgapdg@ %Ilé‘ﬁrli%%%tdlrect

vendo opt1ona yproV| he a Ity to set

et ?.eaﬁénéq‘@'aégh e %rn%%éoﬂe%?@%aei gﬁﬁé*pb%“%ﬁé bl e
&t & GebRER'T BhsARh oS BRI %@%ﬁ@&%ﬂé@&?% tothé!
| ogi cal |y described by a two-di nensional data

st r uchandsetifirmuere in eiglerto Eafrievaihe suraNEIPg e use agibe

first dinmension 510 corresponds to the slot nunber

520, time stdmp, for MMS messages sent to the server. Inone
embodiment, current time is handset local time and not GMT.
Note: In one embodiment, the BAR embedded client uses direct
connectivity to embedded handset timing services for the purpose
of periodically checking its task queue and to determine the current
time and date.

(10) GetServerAddress(): This APl command is issued by the BAR
client to the handset firmware in order to retrieve the MMS
destination address for the BAR server. The handset vendor may
optionally provide the ability to set the value of this address within
the handset configuration settings.

(11) IsEnabled(): This AP command is issued by the BAR client to the

handset configuration firmware in order to retrieve the enabled

state of the BAR application. The handset vendor may optionally
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of the particular contact data entry within the
handset. The second di nensi on 530 corresponds to tine
wooeroamkizeed change events 540, nonents in ti neEP@ITES2005/039135
some or all of the information in the address book
changed. [0075] Using this two di mensional data
construct, a historical archive of the address book
can be reconstructed for any given date |abel. [0076]
In one enbodi ment, all contact information
corresponding to a given slot nunber is considered a
hi st opraade tHeaabjlitytto sehite \alue of tddiflagorithia dloe haadset
nodi fications 550 are indicated by a non-enpty record
for acpafiguratibasettihgs.. 1deallgf thisnsordguratien is piogaamchaine
an enpty record for a particular slot. No record
i ndi calem (S\fEFIthé-@lrf(UﬁmgQ;o@ﬁQWah@ﬂ ddrhiigndt hat sl ot at
the given tinme. [0077] i s possible that the date

éﬁﬁﬂj mat hog, {tSFEgeb%r éﬁ‘&egé%@%gﬁnﬂ) Pnfatfi%nQ%rth?é logRiallf

arttcul ar I's 1n error pecifically, the handset

c
descrifi by 2R Riehef foiaeh e fETRRAT S ahpantdiaT
, rijcul recard his is an nd|
F'gure% ’&m%ﬁrsiwmﬁes'g@Foércorrneﬁpsﬂ%s Brte RERdmeh 8200 bfex.
i normal i ze any date entr¥| rres?ondl n . .

of the ParickBaIoantace BalR i Wilkinap Hangibr |16 SeRan® Aisgeasien
entry for that record or with noval ue all, by

530 castespontats timet namalized Abargs ents i 9AD, goamgntsan|time when
records associated with a particular record entry are

some analfjoktrendfosmatied in theaesidrass bgolctinangedgi cal or der.
[0078] In general, address book backup information is

Joors]e p@@n‘gtthl%qwlobﬁmeni daakdata comstert, 4 hist@idat atdhive of
the information into a single database. Because no

the adggé‘ég{]tgrﬁ)é{jéagfbér%ddnﬁrﬁctéd BsEahPgvetedaoasest. Wi | | ever

[0076] In one embodiment, all contact information corresponding to a
given slot number is considered a historical change to that slot. Additions 560
and modifications 550 are indicated by a non-empty record for a particular slot.
Deletions 580 are indicated by an empty record for a particular slot. No record
indicates that no change occurred within that slot at the given time.

[0077] It is possible that the date information sent by the handset to the
server for a particular slot is in error. Specifically, the handset could send a date
value that corresponds to a time prior to the time of the last update to that
particular record. This is an error condition and is handled by the server. In one

embodiment, the server will normalize any date entry corresponding to a

particular record with a value prior to the previous entry for that record or with no
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l'i nked, individual subscriber m cro-databases are
used, in one enbodinent. |In another enbodi nent, a
waewwploe7764 at file structure is used. [0079] BePeIE82005/039135
storage limts inherent to the nobile handsets, it is
not expected that any subscriber's database woul d
exceed a thousand entries. The average subscri ber
dat abase size is expected to contain fewer than 30
entries. For this reason, it is feasible for, but not
requi red that, the BAR server application to perform
value allnbyrsubstituting #isscererdservantime stdmpmAleiesptseagsogiated
using on-the-fly sorting rather than rely on a
with a partivalar resbrd @ngh ase ualgpiecand $9080Jin Bscendiegl chiwatological
shared locking i s available, the entire address book
order. dat abase for a subscriber can be stored i n a
subscriber data area as a file wi thout concern for
fiosp > qﬂ'éine'n%?eﬂ n%dr@@@ﬁé&é@é@éﬁb liBFmagsh ASEniae ker
nf ot mat | I's private and 1's not viewabl e by
nau rize e '
subsrfgf THBES i RS kFBmrtaihe RiforRtRERodt Bols database.
custoner s ort rsonnel.. Secured. back e
Becausg, nggggq)rgggtp rqq{tgo‘?%gﬁgggp{%ﬁa%?ﬁa (#em e\?eq bléDshSa'fé)ci 8¢
) enmbodi nent . [ 0082] I ndj vi dual subscrjber addres
inked, dndivideia! SHRSRBOEENGG-dalRRASES RNCHSa: b BRI RRHMEh I
directly with a slot nunber within the handset.
anotheiembiqslimeshta siewplebat flgstuctue ieHsedhandset sl ot
sunmari zing a history of changes to that slot. Entries
§0079pr esBecmasefafrstarage llinfits infietdrd tadoe ewxbiledwindsets, i
enbodi nent. [0083] In one enbodi nent, no data -within
not expé@ed i nyRsibsdab erndstabasewasuld @xored a tRatsend eritties.
subscri ber database contains a full historical record

The avrad®dubsGMer 98fabEBE8idDisidxpeatsd RFSomarkieerahan 30
per-sl ot basis. Each address
entries. For this reason, it is feasible for, but not required that, the BAR server
application to perform in-memory database construction from persistent data
using on-the-fly sorting rather than rely on a structured database system.
[0080] Provided that shared locking is available, the entire address
book database for a subscriber can be stored in a subscriber data area as a file
without concern for access collisions.
[0081]  Subscriber address book information is private and is not
viewable by unauthorized parties. Subscriber address book contents, in one

embodiment, cannot be viewed by customer support personnel. Secured,

backed up storage is provided on the BAR server, in one embodiment.
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book entry contains a tinme stanp, which can b e used
to re-construct the address book state as of a
w@20obioeubar tinme. [0084] For exanple, to reconBCT/USL005/039135
the address book state as of a particular tinme, the
system select all records prior to the given tine
stanp and applies all records per slot in sequenti al
order. The result will contain a historical
representation of nodifications made to date. [0085]
Additions are record entries that replace enpty slots.
[Des2pes Iadigiduatsuliscaher addressaantriepare keyedby igical slot
record entries. Deletions are enpty record entries
numbet ftorreésparriedirgotlyiwitisa skt auch keertwitteia . thé hantset. Wayltiplehe
present system provides a full backup, as well as a

entriestatt istddt chECRARHSHL sidiesuindariimgldristerpobthariged b that
Note that while only an address book was di scussed
§
r

e
slot. Elﬁfﬁeeé {?‘e erVBIForshaifIbITG PEIRRRIHARM, frPoRE ¥mbodiment.
struct u

t
.
éag data that Is maintal ned on a user's

el d _devic n t | i
THREL"" dpisiestingditigt e GECRIAR o AReEHOE datafis 8
conpui e stem t hat .ma used with t r
ever reiouaR | BATET hasHPoBIbE HaaRe Cielbus "ot RRaRALegord
skill in the art, however that other alternatjve
of modiaations MeAde,erthg AeldEgRs kARKA 1A PRCRIGH B2SRm  ach a5ckRss
used. [0088] The data processing systemillustrated in
book eftnyoataing adineistamp, which canbirvsethitaragpnstruct the address
comruni cation neans 9 15 for conmuni cati ng
book stdtecisiafta particaladtimepr ocessor 910 coupl ed to the bus
915 for processing information. The system further
| SepoPexaamsleMogreesnstrutt theaddrédd book statess of a

vol atile
particular time, the system select all records prior to the given time stamp and
applies all records per slot in sequential order. The result will contain a historical
representation of modifications made to date.

[0085]  Additions are record entries that replace empty slots. Changes
are record entries that replace previous record entries. Deletions are empty
record entries that replace previous record entries. In this way, the present
system provides a full backup, as well as a historical record of the user’s address
book.

[0086]  Note that while only an address book was discussed herein, the

same system may be applied to any structured data that is maintained on a

user's handheld device, such as a contacts, calendars, media files, etc.
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storage device 950 (referred to as nenory), coupled to
bus 9 15 for storing informati on and instructions to
wheotenert ed by processor 910. Main menory 950rPEl/BE82008§39135
be used for storing tenporary variables or other
internedi ate i nformation during execution of
i nstructions by processor 910. The system al so
conprises a read only nmenory (ROVM and/or static
storage device 920 coupled to bus 915 for storing
static information and instructions for processor 910,
§0a873 daFigust Disagre éeviodimentobacomputer sisierstthat aay ke
or optical disk and its corresponding disk drive. Data
used Wttoihagsredentiiveeritidd. | Iswildup lappatenttio sh@kbof adinarpskit i the
informati on and instructions. [0089] The system nmay

art, holWevEPgiat Bther ABHRAIVeSy8teihS R F¥rigey EgsteRY SrchiRectiressmay
cat hode ray tube (CRT) or a liquid crystal display

also bélugg _coupled to bus 915 through bus 965 for
i'splaying information to a conputer user. An

v o . 75 . .
gh@fﬁgg hgfﬁﬁéeéaf‘%gg%ﬁé SSstemstEe b eB TS S
us 9 or conmuni cating in tion andc .
bus orlheTesng| G BRDEE00R A O R TORLe 0 SOrAaa™
device is cursor control device 980, such_as ? nouse,
and a gragegsrb1 9 coupled fa the)pus 1SJpr pracessingnfacya 'e'auiﬁsd
to bus 915 through bus 965 for comunicating direction
system fifirtherecoinprises @ eodesmacessereny (RAMY eceibenyolatils,
and for controlling cursor novenent on display device
storag@dbvideD980 [refamatdHier asimenmery) vdauphedrio/bap Bl b fer dtgring:
coupled to conputer system 900, is a comunication
inform@@¥h eadIétrdctibna &s Besxagutddby prastasond18. dMain nmdmory®50

systemvia a network. The communi cati on device 990 may
also niueﬁ):ﬂ)é‘ f8ed for storing temporary variables or other intermediate
information during execution of instructio ns by processor 910. The system also
comprises a read only memory (ROM) and/or static storage device 920 coupled
to bus 915 for storing static information and instructions for processor 910, and a
data storage device 925 such as a magnetic disk or optical disk and its
corresponding disk drive. Data storage device 925 is coupled to bus 915 for
storing information and instructions.

[0089]  The system may further be coupled to a display device 970,

such as a cathode ray tube (CRT) or a liquid crystal display (LCD) coupled to bus
915 through bus 965 for displaying inforrmation to a computer user. An

alphanumeric input device 975, including alphanumeric and other keys, may also

be coupled to bus 915 through bus 965 for communicating information and
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any of a number of commercially available networking
peri pheral devices such as those used for coupling to
W@eoEhiEsfnet, token ring, Internet, or w de arBeI/US2005/039135

net wor k. The communi cation device 990 may further be a
nul | - nodem connection, or any other mechani smthat
provi des connectivity between the conputer system 900
and the outside world. Note that any or all of the
conmponents of this systemillustrated in Figure 9 and
associ ated hardware may be used in various enbodi nents

commarfd seiectjpnede processendildn. Al additipnat usgriinpwdlevice is cursor
appreciated by those of ordinary skill in the art that

controlaiiyiceod80, suciabiscnmoliseh e teackibalh stlusber agsar dicection keys
vari ous purposes according to the particul ar

couplet 19 bEERABakiovgh DRDEE o &mhR@icating dirktiomirformation and
I mpl enmenting the present invention can be stored in

comm:g?dogelg@tmsﬁo %Q?e&%f 9 1, Yrdd6r ESNI AN E@rsoPMd¥ehfINt on

rage nedium/locally or renotely accessible to

. [ OCes 910. [0092] It wll be apparent to those of
d'Splagq%l\f'ﬁ%%é'ski Il in the art that the system nethod, and

process described hergin can be inplenment
e e BRMFEATS cmputsy
and executed by processor 910. This contrpol |.ogic
systerpP0Q,ds BvRanemHRiFalPR gepyice 22¢ frrcasssiag ofher ngaeshf &
o manuf act ure conprising a conputer readable medi um
distriblitadisystecoviaw Betwasihd dhecompynicationre iR BaviReLEe n
and bei ng readabl e by the mass storage device 925 and

any offzonurabersofr@nirhergallycassitabl @ hetwarkingeperipheral deyises gaebas
with the nethods and teachings hereirn. [0093] The

those gf,étﬁﬁmcoh‘?ﬁ/r@ﬁd AN Efrearrih Sokéoe riegh et ian widd anetheétivork.

portabl e device containing a subset of the conputer
The cdiffiRiagof ABPRESIYSmay further be a null-modem connection, or any
other mechanism that provides connectivity between the computer system 900
and the outside world. Note that any or all of the components of this system
illustrated in Figure 9 and associated hardware may be used in various
embodiments of the present invention.

[0091] It will be appreciated by those of ordinary skill in the art that any
configuration of the system may be used for various purposes according to the
particular implementation. The control logic or software implementing the present
invention can be stored in main memory 950, mass storage device 925, or other
storage medium locally or remotely accessible to processor 910.

[0092] It will be apparent to those of ordinary skill in the art that the

system, method, and process described herein can be implemented as software
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descri bed above. For exanple, the handhel d device may
be configured to contain only the bus 915, the
wee@emsses 910, and nmenory 950 and/ or 925. TherdiEnstveH/ 9135

device may al so be configured to include a set of
buttons or input signaling conponents with which a
user may select froma set of avail able options. The
handhel d device may al so be configured to include an
out put apparatus such as a liquid crystal display
(LCD) or display elenent matrix for displaying

stored inf mamathentory 650 oseadainly herharyd@i€ andlexeated by processor
Conventional methods may be used to inplenment such a

910. TaRKwItG xd?w sesoftivare mayeasabatresidenf ot he apticle ent
or

i nvention such a device woul d be apparent to one

manuf%ct%@oﬂ%r}éi $h ddmpiier Peaddble PheimtHFir écﬁhgﬁdéf fodtiable
t 4] The

e present invention as provided herein.” [ 00
asont i . | . : o .
progrif B e BB K38rR 4B R Fe AL e feds SRS biovice
har.dwar e. copponent s _de L bed above, Foi_e t he
925 o 01 B Hreteae: o IS aeedly Maqriaharth fheyr age
devi ce, 925, a bus 915, and nenory 950, and only
memqi%a ﬁ?@gy@éﬁﬁﬁWQmuions mechani snms, such as a snal |
touch-screen that permts the user to communicate in a
bE¥O3] nardherprapent tnventieningay alsa beegrapedied ima hanebeld or
speci al - purpose the device is, the fewer of the
portaklealayitescandaidingeamuisehof thercanhputdehardware cOMPONEDIS.
I n sonme devices, comrunications with the user may be

descritedaatgiveaFbpecdripie gtle daneldrld device maydre corfigainedsto
[0095] It will be appreciated by those of ordinary

contaﬁkbmg the Bus 085 Alie bRjesad/9 $0,Hridimediorg 050 farkiis 96 TeHe
may be used for various purposes according to the

hand@%\?tdfgtég%% e%:ﬁt@i@ggﬁ{;ﬂ%d F}ESZ@%EtGé‘tars%lt of B#tENLbr input
signaling components with which a user may select from a set of available
options. The handheld device may also be configured to include an output
apparatus such as a liquid crystal display (LCD) or display element matrix for
displaying information to a user of the handheld device. Conventional methods
may be used to implement such a handheld device. The implementation of the
present invention for such a device would be apparent to one of ordinary skill in
the art given the disclosure of the present invention as provided herein.

[0094] The present invention may also be embodied in a special
purpose appliance including a subset of the computer hardware components

described above. For example, the appliance may include a processor 910, a

data storage device 925, a bus 915, and memory 950, and only rudimentary
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i nvention can be stored on any nachi ne-readabl e nmedi um
| ocally or renotely accessible to processor 910. A
wore@bioses eadabl e nmedi um i ncl udes any nechani sPeT/082005/039135

storing or transmtting information in a formreadabl e

by a machine (e.g. a conputer). For exanple, a machine

readabl e nedi umincludes read-only nenory (ROM,

random access nenory (RAM, nmagnetic di sk storage

medi a, optical storage nedia, flash nenory devi ces,

el ectrical, optical, acoustical or other forms of
commuymicftagas atbchiagisahs stehags aamail ésuchesareen theit peredts the

signals, digital signals, etc.). [0096] In the

user tof BrBBIHISateNA & hadidiher With th&deviceonn asdhgiethe more
escribed with reference t o specific exenplary

d
speciaﬁ-@?@%k%‘éﬁ? WIS R0%he fdwetidr the SIBWRRS neb§ beY priRBht fdrdhke

us no i cations and changes may be nmade thereto
. without de ' f ] 4 of
dovice it PR B ey 4R, bR REREhs k] e JROH MagBe. 1.
pecificati on and draw ngs_ar accordingly, to be
througﬁ@gtgpglaab"fl%@%crpppugrﬁl qgwef’ﬁ%‘%mt han a restrictive
sense. CLAIMS What is clainmed is: 1. A nethod, of
OS] di n§ Wil becarpsesiated bythose of erwne@/ngwﬂw fhg ag that any
~receiving froma client device a nessage generated
configureipo ot ithe systean mayi e usethior vereusrpysnses asroadingrg the
change to an entry in client data, the entry having an
particutars mpleurentationt. ;Thet aonitmod lagiccorestiftwaredmplemehtiag the present

associ ate date in a backup and restore server, the
inventiefAidan®e Btoret atkamgmiaehinek@agableamédimneiotahly @t comdialy

to sl ot nunber;
accessible to processor 910. A machine-readable medium includes any
mechanism for storing or transmitting information in a form read able by a
machine (e.g. a computer). For example, a machine readable medium includes
read-only memory (ROM), random access memory (RAM), magnetic disk
storage media, optical storage media, flash memory devices, electrical, optical,

acoustical or other forms of propagated signals (e.g. carrier waves, infrared

signals, digital signals, etc.).

[0096] In the foregoing specification, the invention has been described
with reference to specific exemplary embodiments thereof. It will, however, be
evident that various modifications and changes may be made thereto without
departing from the broader spirit and scope of the invention as set forth in the
appended claims. The specification and drawings are, accordingly, to be

regarded in an illustrative rather than a restrictive sense.
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and providing an ability to restore client data on the
client device fromthe backup and restore server, in
WO e®posed t 0 a user request. 2. The met hod of BPCHUS005/039135

where an edit event conprises one or nore of the
followi ng: an addition of a new entry, a deletion of
an entry, a change froma blank entry to a filled-in
entry, and a change to sone aspect of an entry. 3. The
met hod of claim 11, further conprising: in response to
receiving a delete request, sending a nessage to the

CLAIM$ient to instruct it to delete all entries in the
client data. 4. The nethod of claim1, further

OB isdldigiddns] udi ng with the nmessage a signature
whi ch validates the authenticity of the sender. 5. The

nmet hod of claim 1, further conprising: providing a web
interface to enable a user to edit the client data on

the se . [ f : T
brmpr .é?‘ﬁ%hocgsf BRI A B8cRin She' Bsitrg sehyibE komprising:
i nstruct at.e the client data iin_acc
RV dierbddiee et bohdlafed? YR edit
claim1, further, co r|S|n enabl .a .u
event,thg messagerRONAINBER o ey an st Gt B8 e
_the back_uFe and restore server. 8. The met hod of claim
having anfagseeiatedcdlar i si ng:
storing the edit event with an associate date in a backup and restore
server, the edit event tracking the change to the entry according to slot number;
and

providing an ability to restore client data on the client device from the

backup and restore server, in response to a user request.

2. The method of claim 1, where an edit event comprises one or more
of the following: an addition of a new entry, a deletion of an entry, a change from

a blank entry to a filled-in entry, and a change to some aspect of an entry.

3. The method of claim 1, further comprising:
in response to receiving a delete request, sending a message to the client

to instruct it to delete all entries in the client data.

4, The method of claim 1, further comprising:
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constructing a multinmedi a nmessagi ng system ( MVB)
nmessage to send selected client data fromthe backup
wW@raeneEsspre server to the client device. 9. TPeT/Deioh&eBI135

of claim@8, wherein the client data is an address
book, and the nessage body contains a vCard. 10. The
met hod of claim 1, further conprising: notifying the
client via session initiation protocol (SIP) to accept
new client data records. 11. The nethod of claim1,
wherein the client device is a wirelessly connected
owhoding evithi the niessage,a sigohtuss wahinb validateh dihe autientigifyeof
nmet hod of claim 1, wherein the client device is a

the sefdeted | i ne connected comuni cation device, such as a
voi ce-over-1P (Vol P) phone 13. A backup and restore
server conprising: client data including a plurality

records; a resetting logic to erase a content of a

of
8l | entrolanbiod driefaif ATUAGel QIMhgMgal | of the recor ds
ro e

m t'h évice, and d restore rangfer logic to reset

oty ARG PhierpOE 1S ch Db AIRRER At el dfnfaGln 2

wherein the client data conprises: baseline data
Servelassoci ated with an authority issuing the client

devi ce; and user data associated with a particul ar

user t o whomthe client device belongs.15. The server

of claim 13, further conprising: client data including
6. st orTiheamethmdaof claim 5, further cormprising:

generating a message to the client to instruct it to update the client data in

accordance with changes made on the server.

7. The method of claim 1, further cormprising:
enabling a user to transfer the client data to a new client device, from the

backup and restore server.
8. The method of claim 1, further comprising:
constructing a multimedia messaging system (MMS) message to send

selected client data from the backup and restore server to the client device.

0. The method of claim 8, wherein the client data is an address book,

and the message body contains a vCard.
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16. The server of claim 15, wherein the
restore/transfer logic further enables a user to reset

w0 b@eosizent device to a previous state. 17. ThRCHES205/039135
of claim 13, further conprising: an activation |ogic
to activate the client device when it is assigned to a
user and to deactivate the client device when it is
returned. 18. The server of claim 13, wherein the
server acts as a fleet server, enabling a client
device to be initialized with default data when it is
pOovi dee methadwf etaimahdurtkerucaneprisinga pri stine state
when the user returns the client device. 19. The

aetifyRtig e dient Malsdssiohdnitiation petolcb(81PJ ¢y aceeptsiew client
further initialized with the user's own data, in

data re2@fdd.ion to the default data. 20. The server of claim
, Wherein the server acts as a backup and transfer
server to enable a user to transfer the client data to
a new client device.

11.  The method of claim 1, wherein the client device is a wirelessly

connected communication device, such as a mobile phone.

12. The method of claim 1, wherein the client device is a fixed line

connected communication device, such as a voice-over-IP (VolP) phone

13. A backup and restore server comprising:
client data including a plurality of records;

a resetting logic to erase a content of a client device, the erasing removing

all of the records from the device; and

a restore/transfer logic to reset the content of the client device with the

client data stored on the server.

14. The server of claim 13, wherein the client data comprises:
baseline data associated with an authority issuing the client device; and

user data associated with a particular user to whom the client device

belongs.
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15.  The server of claim 13, further comprising:

client data including historical data.

16.  The server of claim 15, wherein the restore/transfer logic further

enables a user to reset the client device to a previous state.

17.  The server of claim 13, further comprising:
an activation logic to activate the client device when it is assigned to a

user and to deactivate the client device when it is returned.

18.  The server of claim 13, wherein the server acts as a fleet server,

enabling a client device to be initialized with default data when it is provided to a

user, and returned to a pristine state when the user returns the client device.

19. The server of claim 18, wherein the client device is further initialized

with the user's own data, in addition to the default data.

20. The server of claim 18, wherein the server acts as a backup and

transfer server to enable a user to transfer the client data to a new client device.
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