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30 Typically, manufactured items are produced in batches. After a batch run has been started,
the individual manufactured items are marked with a serial number (also known as an identifier).
Regulations are increasingly being introduced to require manufacturers to be able to securely
identify, authenticate and trace items during the manufacturing process. This is particularly

important for goods where quality is critical and inferior quality is detrimental to the customer and to
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According to a fourth aspect of the invention, there is provided a
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t he i nventi on. According to a fifth aspect of the invention, there
is provided apparatus for defining identified manufactured itens and
storing data for a batch of the manufactured itens, the apparatus
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Figure 1 shows an enbodi nent of the nethod of the invention, for applying
itemidentifiers to manufactured itens at the production |ine;

Fi gure 2 wbaesl/dedobr st enbodi ment of a manuf actured it emrChareeg/oars73
identifying | abel including the manufactured items identifier; and

15Fi gure 3 shows a second enbodi nent of a manufactured item having an
identifying | abel including the manufactured item s identifier.
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According to a fourth aspect of the invention, there is provided a manufactured item

identified according to the method of the first aspect of the invention.
According to a fifth aspect of the invention, there is provided apparatus for defining identified

manufactured items and storing data for a batch of the manufactured items, the apparatus
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allocated to a manufactured ltem may comprise an indication of one or more further ranges which
are not allocated to a manufactured item.
Preferably, whether the item identifiers in the first range not allocated to a manufactured
25 item are identified or represented as one or more non-allocated individual item identifiers, as one or
more non-allocated ranges of item identifiers or as both non-allocated individual item identifiers and
non-allocated ranges of item identifiers, will depend on the particular item identifiers in the range
which are not allocated to manufactured items.
In one embodiment, the code generator is arranged, for each item identifier in the range, to:
30 generate an identification code; provide a plurality of secret codes; and digitally sign the
identification code by means of a secret derived from the plurality of secret codes, wherein the
plurality of secret codes are provided to a checking centre for authenticating identifiers on the
manufactured items. In that embodiment, the unsigned and signed identification codes may not
need to be stored. However, the identification codes may be stored if required.



N19 12-digit al phanuneric code 19 N20 12-digit al phanuneric code 21
NA7 12-digit al phanuneric code 48 N48 12-digit al phanuneric code 50

Table 1 20DR0EATHM082- di git al phanuneric code requires 8PBY{EP010/00EIdDr age
(assum ng only upper case characters and digits), this will require 48 x 8
Bytes = 384 Bytes of storage for the mnimumtine interval within the

bat ch.
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The apparatus may be incorporated into apparatus for manufacturing, distributing or
importing the items.

Features described in relation to one aspect of the invention may also be applicable to
another aspect of the invention.

The invention will be further described, by way of example only, with reference to Figures 1
to 3, in which:

Figure 1 shows an embodiment of the method of the invention, for applying item identifiers
to manufactured items at the production line;

Figure 2 shows a first embodiment of a manufactured item having an identifying label
including the manufactured item’s identifier; and

Figure 3 shows a second embodiment of a manufactured item having an identifying label
including the manufactured item’s identifier.

Figure 1 shows an exemplary method for implementing an embodiment of the invention at
the production line. Before production of a particular batch begins at production line 100, the
processor 107 defines a range 101 of item identifiers to be used for the batch of manufactured
items. In this embodiment, that range 101 is stored in database 105, accessible to processor 107.

During production, each manufactured item 109 is applied with an item identifier 111 (either
directly or onto packaging or a label). The item identifiers 111 actually used for the manufactured
items are selected from the entire range 101. In this embodiment, the identifiers actually used are
stored in the database at 103.

in this embodiment, the item identifiers actually used are stored in database 103 and
typically a large amount of such information is required, as many batches may be manufactured.
The identifiers can be used for later identification by manufacturers and distributors as well as
parties outside the manufacturing and distribution process such as national authorities and
regulators.

Figure 2 shows a manufactured item 109 having an identifier 111. In the embodiment of
Figure 2, the manufactured item identifier 111 comprises two portions: a machine-readable
identifier 201 and a human-readable identifier 203. In the embodiment of Figure 2, the human-
readable identifier 203 is a 40 digit number. The 40 digit number is encoded into an EAN-128 (also
known as GS1-128) barcode which forms the machine-readable identifier 201. In this embodiment,



5 described as a reporting interval. Each manufactured itemidentifier may
be a 12-digit al phanuneric code. On the nmanufactured itemitself, the
12-di gi t sDphaIsesi c code may be coded into a 2D bar co®#€TiER216807863 m of a
data matrix as shown in Figure 3. The 12-digit code may al so be printed
onto the manufactured itemin a human readable form The actual item

I dentifiers used do not conprise the entire range of itemidentifiers that
have been defined. ioAccording to this é®odiment, the itemidentifiers
stored or transmtted to a second party are deflned by reference to the

upper |th€1|derﬂfert2w d@d héR@ th@r@at.ﬁa‘r 201 &éfbllﬂﬁi&blféﬂ ich partichian mdmafacRipsy fténﬁ\gn

interval to er t em t hat are not actuall

for ‘o binAraRRdTReRt Medrentae 2iand 2 picfy Reaita oy oo spapns bby aghimted
i dent i ft'b,erng prsdln:hs@ ddef(wemm), the usroamnemamﬂl-ﬁl\ﬁMSB?Qde bﬂidu_bl&arﬁdeatre,obrmrthe
transmtted. For exanple, if the sta p ice is to defing, .say. zero
b 15 GanE HRGhE R M irtarp b REREY the BhBEn Sore raraide be iRt afeRy
thats, iKnowa.itens have been manufactured dur| ng the reporting interval, no

0t o TRt on Wbl RS0 ekt 188 A0S o BBk 52U SRt o
used arfgsred, dit manufactineedi iteneidentifiend i ﬂemmplhﬁese»(bzmlbe aipihranemenipéadectoded tnll‘p 8

embodi %tbamod}ehﬁ th@w@ PR eh’éirn&ri; 1S 1(2241% 9&% n%ié/ﬁ%@? \MetEHnTec{ Bﬁi the

simlar er va as use aboveée I ers
21 to 48apufactg@d item gigedtiy@nonta reckaging onadatiel ﬁorathmmanmﬁactqreweﬁnnomevénrms of

W thin |8erhlﬁi§%ay5i§8bfeq}sé&’w ng data needs to be stored or transnmtted:
Manuf actured Item Wthin Tinme Interval N Manufactured Item ldentifier Range

Ni to N48 12Ths Q?"da"ﬁ’ttﬂ’l‘aﬁ@m BequRIOr oniseswe. Thatdisgior say Hhraiddentifiar used e a

20, andnarafditdied itdn® hf n6OHE eﬂ&ypt@@T@I@use tiird MdPties may or may not be able to
2011/ 076406PCT/ EP2010/ 07873 13 need to be explicitly stored. Because the

| ower |985ive infargration;from Bigdientitier INis ¢ %dc"BF%tg%aC'ﬁ 'Hewtﬁﬁécw&'f?ﬁﬁé“ iqenfjficabipn
limt iceetpidy @é-gaﬂdreZ Tha @dentificstibn cod@Ninal lbéfeﬁchieH Hﬁ@éaghﬁuhﬁls@bﬁér@ﬁl}dﬁfom a

St oFageo-ta) REATR PP PRI s GePBL o dBeat i Blrdi & seatet Pt RaY bR et leyEe
requi r ednderarood8d. By escrétomay bByderived additiduallyi foom diie idemtification code itself. In that
embodiment, there is no need for the identification codes themselves to be stored. But, the plurality

of secret codes may be used to authenticate that a particular identification code is genuine.
As already discussed, it is often advantageous for a manufacturer to define a batch of

20 identifiers for a batch of items, but not use all the identifiers for the items that are actually
manufactured. In that case, there needs to be a way to unequivocally determine whether a
particular code on an unverified item is a genuine code that was actually used for a manufactured
item or is a genuine code that was not, in fact, used for a manufactured item. In this way, a third
party can determine the volume of products manufactured. In addition, the third party may then

25  verify that the volume of products manufactured, according to the manufacturer’s claims does, in
fact, correspond to the actual volume of products manufactured. This may be important for a
number of reasons, for example, tax or regulatory reasons. In addition, if a particular code is found
to be genuine, but not actually allocated to a manufactured item, this would reveal the item in
question to be a counterfeit.

30 The present applicant has previously proposed a method for serialization of a batch of
manufactured items. In that method, a range of item identifiers for the batch are defined at the
outset. The identifiers, based on time information and using an incremental counter for a minimal
time interval (that is to say, production time), are then used for serialization. The incremental

counter will be reset at the start of each minimum time interval. The minimum time interval may be
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15 be stored or transmitted.

Manufactured item Manufactured item Identifier
Within Time Interval
N
N1 12-digit alphanumeric code 1
N2 12-digit alphanumeric code 2
N19 12-digit alphanumeric code 19
N20 12-digit alphanumeric code 21
N47 12-digit alphanumeric code 48
N48 12-digit alphanumeric code 50
Table 1
20 If each 12-digit alphanumeric code requires 8 Bytes of storage (assuming only upper case

characters and digits), this will require 48 x 8 Bytes = 384 Bytes of storage for the minimum time
interval within the batch. Given the huge numbers of smoking articles produced worldwide, the
database size required will be enormous and the transmission bandwidth required will be enormous

because, in this example, 8 Bytes per smoking article will be required.
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An embodiment of the present invention will now be described, which provides a method for
identification of a batch of manufactured items and storage of data for the batch of manufactured
items that decreases the amount of data storage or transmission required.

In this embodiment, each minimal interval within the batch of manufactured items is
described as a reporting interval. Each manufactured item identifier may be a 12-digit alphanumeric
code. On the manufactured item itself, the 12-digit alphanumeric code may be coded into a 2D
barcode in the form of a data matrix as shown in Figure 3. The 12-digit code may also be printed
onto the manufactured item in a human readable form. The actual item identifiers used do not
comprise the entire range of item identifiers that have been defined.

According to this embodiment, the item identifiers stored or transmitted to a second party
are defined by reference to the upper limit of the defined range of item identifiers within the
reporting interval together with those item identifiers that are not actually used for a manufactured
item. The lower limit of the defined range of item identifiers is also defined but, in some examples,
need not be stored or transmitted. For example, if the standard practice is to define, say, zero as
the lower limit identifier then this value is not stored. (Note that, if no items have been manufactured
during the reporting interval, no information will be reported.) This is different from the previously
proposed method in which all the individual identifiers that are actually used are stored or
transmitted.

Consider the example above applied to this embodiment of the invention. Using the same
identifiers within the similar minimal time interval as used above (that is identifiers 1 to 19, 21 to 48
and 50, of 50 identifiers defined for a minimal time interval within a batch), the following data needs

to be stored or transmitted:

Manufactured Manufactured Item Identifier Range
Item Within
Time Interval N
N1 to N48 12-digit alphanumeric code 50
less:

12-digit alphanumeric code 20, and
12-digit alphanumeric code 49

Table 2

Note in Table 2 that the12-digit alphanumeric code 1 is defined as the lower limit. As long as
this has been pre-defined and all parties are aware that this is the case, that lower limit does not



CSY6KVHKAMIC 116 23/11/2007 10: 11 89 C6SY9V53CXB6 116 23/11/2007 10:11 90
HVD31USQOUOV 116 23/11/2007 10:12 1 DBJ2UBXSRWCC 116 23/11/2007 10:12 2
ELQUACINANB20MIG648/ 11/ 2007 10:12 3 PWA2E2TZYCVK PCT/EP2010/007873

10

15

20

25

30

13

need to be explicitly stored. Because the lower limit identifier does not require storage, in this
example, 1 upper limit identifier and 2 individual identifiers will need to be stored or transmitted.
This will require (1 x 8 Bytes) + (2 x 8 Bytes) = 24 Bytes of storage. Compared with the previous
example, this has reduced the storage required from 384 Bytes to 24 Bytes: a reduction of the
order of 16.

As an additional example, we will assume a production time of 8 hours with an efficiency of
50%. That is to say, only 50% of the possible manufactured items are produced during this time
period. We assume a reporting interval of 1 minute, with 50 items being produced per reporting
interval and 1% of the serialized item identifiers not actually being used on manufactured items.

In the previous method, the storage required for all the manufactured items for that
production period corresponds to:

8 (hours) x 60 (minutes) x 50 (items) x 50% (efficiency) x 99% (usage) x 8 Bytes

= 95.04 kBytes of storage.

In accordance with an embodiment of the present invention, the storage required for all the
manufactured items for that production period would correspond to:

[8 (hours) x 60 (minutes) x 8 Bytes (for an upper limit for each time interval)}

+ [8 (hours) x 60 (minutes) x 50 (items) x 1% (unused) x 8 Bytes]

= 5.76 kBytes of storage, which is a reduction of the order of 16.

Alternatively, if a lower limit identifier for each time interval is required, the storage required
for all the manufactured items for that production period corresponds to:

[8 (hours) x 60 (minutes) x 16 Bytes (for both upper and lower limits)]

+ [8 (hours) x 60 (minutes) x 50 (items) x 1% (unused) x 8 Bytes]

= 9.6 kBytes of storage, which is a reduction of the order of 10. This still represents a

significant reduction in data storage.

In an embodiment, each identifier is an encrypted version of the following information: the
code generator identification that generates the code, the production date and time, and an
incremental counter reset at the start of each minute (in this case, a minute is the minimal time
interval and reporting interval). Thus, each identifier is an encrypted version of production details of
the respective manufactured item. Thus, the manufactured item identifier information might be as

shown in Table 3.
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Table 3

Note that Table 3 shows the connection between the encrypted item identifier (12-digit
alphanumeric code) and the production details. Since, in this embodiment, the identifier is the
production details, in encrypted form, there is no need to store both the item identifier and the
production details, as long as the key used for encryption is known. Thus, Table 3 may not
represent what is actually stored. Due to the incremental counter, in this embodiment, the

production details for each manufactured item are unique, even if several items are produced each
10  minute.

The embodiment of Table 3 can be applied to the example above. Rather than the 12-digit
alphanumeric codes being stored or transmitted, the production details themselves are stored or
transmitted. The code generator identification will require 2 Bytes of storage. The production date
and time will require 4 Bytes of storage. The counter will require 2 Bytes of storage. Therefore,
15 each item identifier will again require (2 + 4 + 2) = 8 Bytes of storage.

In the case of the previously proposed method, 48 individual identifiers reported during the
same interval will need to be stored or transmitted to a third party. Thus, the reporting interval of 48

packs of cigarettes will require 48 x 8 Bytes = 384 Bytes of storage.
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= 8.16 kBytes of storage, which is a reduction of the order of 66. This still represents a

significant reduction in data storage.
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Each identifier may comprise an identification code plus a signature. In one case, both the
commissioning party and second party know the signature. The commissioning party does not,
therefore, need to store the signature as long as there is some correlation between one identifier

30 and another within the same batch. If the second party needs to know details of the items
manufactured, the commissioning party can provide the identifiers used to the second party.
According to the invention, the commissioning party can do this by referring to the range of
identifiers defined at the outset, rather than by referring to the individual identifiers used. If the
second party needs to know the precise number of items manufactured, for example for tax
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know which identifiers have actually been used, the conm ssioning party can
refer to wbeoragmet ogether with those identifiers in tireTERage/obvtsat are
not actually used for manufactured itenms. This vastly reduces the anmount of
information that needs to be sent, as conpared with prior art arrangenents.

Additionally, this wll enable the second party to 5be aware of valid codes
that have not actually been used for mardéfactured itens, for exanple to
unequi vocal | y determ ne whether a particular itemis genuine The
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transm ssion r for identifiers for manufactured itenms. WO
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manuf act ur edrhetidentifiarsd is thoer deugnum wdrrmlesa puctivnodetailse camrbefdefined eppropriataly
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allocated to the ionanufactured itens is smaller than the nunber of item

i dent i firassissipniraguiremants fog identifiers for marwfacliged [tgMme-ne el ect roni ¢ dat abase,
the lower limt itemidentifier of the range, the upper limt item
identifier of the range and an indication of those itemidentifiers in the
range which are not allocated to a manufactured item 152. A nethod
according to claim1l1l, wherein the indication of those itemidentifiers in
t he range



whi ch are not allocated to a manufactured item conprises an indication of
one or nore individual itemidentifiers which are not allocated to a

manuf act weaoiesoe 3. A nethod according to clai m 1ror/EPR@i0n0B73 wher ei n
the indication of those itemidentifiers in 20 the range which are not

all ocated to a manufactured item conprises an indication of one or nore
further ranges. 4. A nethod according to any of clains 1 to 3, wherein the
step of generating each itemidentifier 18n the range conpri ses:
25generating an identification code; providing a plurality of secret codes;
and AMB gitally signing the identification code by nmeans of a secret
derivedJFrUﬁTthe plurality of secret codes, wherein the plurality of
secret codes are provided to a checking centre for authenticating
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19 6. A method according to any of clains , Whereln each item
i dent i fapufpctured iteqs iy ap QECV%'P@ Psﬁbaﬁe HP‘U&E@PF’&H"@H?‘W the stersRfi at ed wi th

the g es pect lg@emnyf A beRAgdriefdtor, aldefifedRingadbffitem |8er$(ﬁﬁ§%ﬁ6r farbarcH, the range
|dent|h¥ nuf red lteal & HRH£SIH$ t he . St%?i 5a first party

per f or &g defingd 5&‘ ?‘6”8‘@? RTtHGT ARBAR HPREE 8 ured items and storing
d?t aI for a batany pv‘nttuhea ﬁwwf a@mwadhemd:fmneddeng, identifiag rezich eshrmifaciurgd
of clai irst. party sendin eco e range
of 11 ol {0 o iadiis R e Exmaiia. st PabiiBr Bieag e Pk hal w88
furt hernezmrmntnﬁemgallmben/meph@framgae whersih tparrtwntmrm‘l itegn tidertifiersi albeateddo the
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a batch e manuf act Itens according to t od of a
1to 6,a|l0h@teﬂ1¢§!nagwch§uf%<émng to the second party the range of item
identifiers for the batch; and the first party sending to the second party

the indication of those |tem|dent|f|ers in the range
15 2. A method according to claim 1, wherein the indication of those item identifiers in the range

which are not allocated to a manufactured item comprises an indication of one or more individual

item identifiers which are not allocated to a manufactured item.

3. A method according to claim 1 or claim 2, wherein the indication of those item identifiers in
20 the range which are not allocated to a manufactured item comprises an indication of one or more

further ranges.

4, A method according to any of claims 1 to 3, wherein the step of generating each item
identifier in the range comprises:
25 generating an identification code;
providing a plurality of secret codes; and
digitally signing the identification code by means of a secret derived from the plurality of
secret codes,
wherein the plurality of secret codes are provided to a checking centre for authenticating identifiers
30  on the manufactured items.

5. A method according to any of claims 1 to 4, wherein each item identifier comprises
production details associated with the respective manufactured item.



whi ch are not allocated to a manufactured itemin the batch; wherein the
range of itemidentifiers and the indication of those itemidentifiers not
al | ocat edwbaoa/@264ogenuf act ured i tem nay be used by the sermpdopanisysto
determ ne the nunber of itens manufactured in the batch. 10. A

manuf actured itemidentified according to the nethod of any of clains 1 to
6. 2511. Apparatus for defining identified manufactured itens and storing
data for a batch of the manufactured itd@s, the apparatus conpri sing:

a code generator for generating a defined range of itemidentifiers for the

bat ch, ¢ he r H’%&o@eé&groqrﬁ/{onﬁ& nyclé‘mlso 4I Wﬂ% deirl Q%Haftérh Sderiiéh i Qrénuél‘ﬁzﬁfpted

limt identifier; a su n pol nt ctured I1tens

suppl y versenofisediictien detailssassgciatedayithethe WPPG'Q‘VGI remifagtyied dfe®ach manuf act ur ed
itemin the batch of manufactured itens by marking each manufactured item
in the batch with an itemidentifier falling within the range, wherejn the
number Tof | temelngdiiend saspd AR IodemiTy & MANIAITRA BRrD (FaBPTSTIike FEPSARI | er

thag the nugst éﬂifrtg' mmlﬂgﬁtﬁéth% foridfihiRgG ideAtMaRy; maﬁlﬂactM@d |tems and storing data
2011/ 076406PCT/ 10/ 007873, 20 an el ectronj c dat abas tqg storlng

the | oviRra Patgh pf the Manuipctired jteps gecarding fothganetheof Ayl claims
i dentifier ahe filkepdrgng@mdmgdo &t d026h@ partpthe Pandduiem itenmtifiederdt theibatch. i n t he
range which are not allocated to a nmanufactured item 512. Apparatus

according to claim11l, wherein the indication of those itemidentifiers in
the rargge WA niettardead&otdn@ {oodaitreT furthea comptidiag ther stdp iof ¢ha firstpartyssendimg to the
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claim12, wherein the |nd|cat|on of those itemidentifiers ioin the range
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one or Tnore ranges are not allocated to a manufactured item
14. Appremprisiogshesieps ofy to any of clainms 11 to 13, wherein the code

generator is, gif ofrftihg @R &thbd %Fdeﬁﬁ’iﬂ& 'icfehﬁﬁed rﬂaﬁth?ﬁctﬁ@agf%mst&d storing data
15generate an i1 dentification code; provid lurality of secret codes; and

di gist alfpya batgh of the manadtyree dems ﬁc@qsaleg Eg/thﬁmeowf %vﬁelaé?s 4&e Pved from
the pluralitiye fifst 588/ Snding to the second party the range of item identifiers for the batch; and

the first party sending to the second party the indication of those item identifiers in the range

which are not allocated to a manufactured item in the batch;
wherein the range of item identifiers and the indication of those item identifiers not allocated to a
20 manufactured item may be used by the second party to determine the number of items

manufactured in the batch.
10. A manufactured item identified according to the method of any of claims 1 to 6.

25 11, Apparatus for defining identified manufactured items and storing data for a batch of the
manufactured items, the apparatus comprising:
a code generator for generating a defined range of item identifiers for the batch, the range
being defined by a lower limit identifier and an upper limit identifier;
a supply chain point for the manufactured items, the supply chain point comprising a marker
30 for identifying each manufactured item in the batch of manufactured items by marking each
manufactured item in the batch with an item identifier falling within the range, wherein the number
of item identifiers allocated to the manufactured items is smaller than the number of item identifiers

in the range; and



codes, wherein the plurality of secret codes are provided to a
checking centre for authenticating identifiers 20 on the manufactured
itenms. 1o 20ppEsABbUS according to any of clainms 11 to pér/Emb@odTs7®ach
itemidentifier conprises encrypted or non-encrypted production details
associated wth the respective manufactured item 25

20

an electronic database for storing the lower limit item identifier of the range, the upper limit
item identifier of the range and an indication of those item identifiers in the range which are not

allocated to a manufactured item.

5 12 Apparatus according to claim 11, wherein the indication of those item identifiers in the range
which are not allocated to a manufactured item comprises an indication of one or more individual

item identifiers which are not allocated to a manufactured item.

13. Apparatus according to claim 11 or claim 12, wherein the indication of those item identifiers
10 in the range which are not allocated to a manufactured item comprises an indication of one or more

further ranges which are not allocated to a manufactured item.

14. Apparatus according to any of claims 11 to 13, wherein the code generator is arranged, for
each item identifier in the range, to:
15 generate an identification code;
provide a plurality of secret codes; and
digitally sign the identification code by means of a secret derived from the plurality of secret
codes,
wherein the plurality of secret codes are provided to a checking centre for authenticating identifiers

20 on the manufactured items.

15. Apparatus according to any of claims 11 to 14, wherein each item identifier comprises
encrypted or non-encrypted production details associated with the respective manufactured item.

25



