wo 20227271519 A1 | AT O0 0 TR0 0O

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

A

=

(19) World Intellectual Property
Organization
International Bureau

(43) International Publication Date
29 December 2022 (29.12.2022)

(10) International Publication Number

WO 2022/271519 Al

WIPO I PCT

(51) International Patent Classification:
HO4L 9/32 (2006.01) HO4W 12/069 (2021.01)
HO4L 9/40 (2022.01) HO4W 12/47 (2021.01)

(21) International Application Number:
PCT/US2022/033729

(22) International Filing Date:

16 June 2022 (16.06.2022)

(25) Filing Language: English

(26) Publication Language: English
(30) Priority Data:

17/353,556 21 June 2021 (21.06.2021) UsS

(71) Applicant: CAPITAL ONE SERVICES, LLC [US/US];
1680 Capital One Dr., McLean, Virginia 22102 (US).

(72) Inventors: OSBORN, Kevin; 1680 Capital One Dr.,
McLean, Virginia 22102 (US). EDWARDS, Samuel

(74)

81)

Patrick; 1680 Capital One Dr., McLean, Virginia 22102
(US).

Agent: KASNEVICH, Andrew D. et al, Hunton An-
drews Kurth LLP, Intellectual Property Department, 2200
Pennsylvania Ave., NW, Washington, District of Columbia
20037 (US).

Designated States (unless otherwise indicated, for every
kind of national protection available). AE, AG, AL, AM,
AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY, BZ,
CA, CH, CL, CN, CO, CR, CU, CZ, DE, DJ, DK, DM, DO,
DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT, HN,
HR,HU, ID, IL, IN, IQ, IR, IS, IT, JM, JO, JP, KE, KG, KH,
KN, KP, KR, KW,KZ, LA, LC,LK, LR, LS,LU, LY, MA,
MD, ME, MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI,
NO, NZ, OM, PA, PE, PG, PH, PL, PT, QA, RO, RS, RU,
RW, SA, SC, SD, SE, SG, SK, SL, ST, SV, SY, TH, TJ, TM,

(54) Title: SYSTEMS AND METHODS FOR SCALABLE CRYPTOGRAPHIC AUTHENTICATION OF CONTACTLESS CARDS

Cliert Device
Application

Server

Reguest authentication

Y S

410
r) Conduct tag read
415 Transmit first response including
{J cryptogram via communication interface
ot 420
rJ Transmit first response
425 Generate and transimit encrypted first
r’ chailenge with secret salt

430 Transmit encrypted first chalienge via G-
o~ APDU

”

Dac first challenge and
. trans ponse with second
435 cryptogram and secret salt via R-APDU

token

ypk

Transmit second response

Authenticate second response and
transmit authentication message

e e b o e o e o e e e e e o o e

(57) Abstract: Systems and methods for authentication may include an authentication server. The authentication server may include a
processor and a memory. The processor may be configured to transmit an authentication request. The processor may be configured to
receive a first response that is responsive to the authentication request, the first response comprising a first cryptogram. The processor
may be configured to generate a first challenge based on the first response. The processor may be configured to encrypt the first challenge
with a symmetric key. The processor may be configured to transmit the first challenge receive a second response that is responsive to
the first challenge, the second response comprising a second cryptogram. The processor may be configured to authenticate the second

response.
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