- 1 DATA PROCESSI NG APPARATUS, PROGRAM FOR USE THEREW TH, AND METHOD FOR
USE THEREW TH BACKGROUND OF THE INVENTION 1. Field of the Invention The
present invention relates to a data processing apparatus for witing data
into a nenory in response to an access request, a programfor use
therewith, and a method for use therewith. 2. Description of the Related
Art For exanple, a data processing apparatus for providing various kinds
of services to a conmmunication party after nutual authentication is
performed with the comunication party is-known. Such a data processing
apparatus has stored therein various setting data used for processing for
the "nutual authentication and services described above; for exanpl e, the

above- descri beczsmet HROZESBLAGI APPARATES, | PAOGEAM Mol AdE »rfﬁ:fmm%genent
apparatuses. In such a data processing apparatus, in order that the
witing of the above-nentidfedEEal wPriasa rearREmIphurality of nanagenent
apparatuses do not conflict with each other, when a witing request is
recei ved from one nanagenent apparatus, the connection with the other

ion is established
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Field of the Invention

The present invention relates to a data pro;essing
apparatus for writing data into a memory in response to an
access request, a program for use therewith, and a method
for use therewith,
2. Description of the Related Art

For example, a data processing apparatus for providing
various kinds of services to a communication party after
mutual authentication is performed with the communication
party is known. Such a data processing apparatus has stored
therein various setting data used for processing for the
mutual authentication and services described above; for
éxample, the above-described setting data is written into a
plurality of management apparatuses. In such a data
processing apparatus, in order that the writing of the
above-mentioned setting data from a plurality of management
apparatuses do not conflict with each other, when a writing
request is received from one management apparatus, the
connection with the other management apparatuses is
disconnected, and the connection is established only with

the management apparatus of the transmission source of the




- 2 witing request. However, in the above-described system the data
processi ng apparatus di sconnects the connection with the other nanagenent
appar atuses when the connection is established with only the nanagenent
apparatus of the transm ssion source of the witing request. Therefore,
when a request is received thereafter fromthe ot her managenent
apparatuses, it is necessary to establish a connection again wth the

ot her managenent apparatuses, presenting the problemin that

responsi veness i s poor. Another problembis- that, when the data processing
apparatus i s managed from nanagenent apparatuses that are disposed at a
plurality of Jlocations, in reality, however, only the nanagenent at one

| ocat i on capebe; guaF ] unless there is a guarantee for sinultaneous
witing. SUMVARY OF THE | NVENTI ON The present invention has been made in
view of such a meivewatri,ofin Aheohbett-0fsthiodd esaiten, NMERL iRd S to provide
a data processing apparatus capable of granting wite authorization to a
maxi mum of PrecCeRTieEs appgurestssdiiscennhens themumbost i o iwiqrerdher mred with
a plurality of access request sources and increasing responsiveness of
communi cat | O PRAAETG e PPREEBEYSPEURSE BhRIreenedfatondois not have wite

| aUthorizatiég%agiﬂgﬂ% %quogngieth2e£gxgégﬁent apparatus of the
transmission source of the writing reqguest. Therefore, when
a request is received thereafter from the other management
apparatuses, it is necessary to establish a connection again
with the other management apparatuses, presenting the
problem in that responsiveness is poor. Another problem is
that, when the data processing apparatus is ménaged from
management apparatuses that are disposed at a plurality of
locations, in reality, however, only the management at one
location can be guaranteed unless there is a guarantee for

simultaneous writing.

SUMMARY OF THE INVENTION

The present invention has been made in view of such a
situation. An object of the present invention is to provide
a data processing apparatus capable of granting write
authorization to a maximum of one access request source when
communication is performed with a plurality of access
request sources and increasing responsiveness of
communication with the other access request sources that do

not have write authorization, a program for use therewith,




3 and a nethod for use therewith. To achi eve the above-nentioned object, in
a first aspect, the present invention provides a data processing

apparatus in which data is accessed in response to an access request from
a plurality of access request sources, the data processing apparatus

i ncludi ng: storage neans for storing data; assignnent nmeans for assigning
a connection having wite authorization to the access request source in
response to a connection request in which the wite authorization is
specified, which is received fromthe acgess request source, so that a
maxi mum of one connection from anong connections that are simultaneously
assigned to the plurality of access request sources becones a connection

havi ng t he Xﬁ&t§3mé%ﬁé&”ﬂ&Eudé%ntWEEQwEEﬁpeCt to the storage neans; and
or ' t {

control means permtting witing into the storage neans in response

to an access reguesich@Bveordit bBAvE hakn € fene& BWRGIH On havingsthe wite
aut horization is assigned to the access request source when the access

request assaxpeatted the tdraserit AgveAtdohhprsvofagea nEans dodeaginged from
the access request source via the connection assigned to the access
request sowRIEMALUshdagdiighngatangansccensedielnlatesprrooedsi @y agpasat Us in -
accordance with the first aspect of the present invention, the assignnment
nmeans si MAYERSGudEP™hdy PAYSPEA LY eEnReeeFINT ¢S Tig Swynces, the data

processing apparatus including: storage means for storing
data; assignment means for assigning a connection having
write authorization to the access request source in response
to a connection request in which the write authorization is
specified, which is received from the access request source,
so that a maximum of one connection from among connections
that are simultaneously assigned to the plurality of access
request sources becomes a connection having the write
authorization with respect to the storage means; and control
means for permitting writing into the storage means in
response to an access reguest on condition that the
.connection having the write authorization is assigned to the
access request source when the access request associated
with writing into the storage means is received from the
access request source via the connection assigned to the
access reguest source by the assignment means.

In the data processing apparatus in accordance with the
first aspect of the present invention, the assignment means
simultaneously may assign a connection having write

authorization to the access request source in response to a




aut horization to the access request source in response to a - 4 connection
request in which the wite authorization is specified, which is received
fromthe access request source, so that a nmaxi mum of one connection from
anong connections that are sinultaneously assigned to the plurality of
access request sources becones a connection having the wite

aut hori zation with respect to the storage neans. The control neans nay
permt witing into the storage nmeans in response to an access request on
condition that the connection having the wite authorization is assigned
to the access request source when the access request associated wth
witing into the storage neans i's received fromthe access request source

via the congseldom assianmld 0.1 hes ACERS Leauesl soures by, the assi gnment
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means. In a second aspe e present ‘I'nvention provides a  program

execut ed bysgedlof fedf ORESH NG 3RRALFLHS FEBmWRHhENacH8L & IS aGoe SRR dd)
accordance with an access request froma plurality of actess request

sour ces, thso priegr amnscinudi RE cna EbhBtcpioaedusf LMSnASSIrGHINE s
connection having wite authorization to the access request source in
response tothat cormhevinwitaneguesdty amsabned thetheiplumaltity icftdcarsiss
specified, which is received fromthe access request source, so that a
maxi mum of THESTNEIGT PeGrPsfoAgCerRfeti ponkavinmtthe evrgiteul t aneousl y

assi gned toa&t%eoﬁ_lzuartailoir} X«l%fh ?:%ggggt tc the storage means. The
control means may permit writing into the storage means in
response to an access reguest on condition that the
connection having the write authorization is assigned to the
access request source when the access request associated
with writing into the storage means is received from the
access request source via the connection assigned to the
access request source by the assignment means.

In a second aspect, the present invention provides a
program executed by a data processing apparatus in which
data is accessed in accordance with an access request from a

- plurality of access request sources, the program including:
a first procedure for assigning a connection having write
authorization to the access request source in resporse to a
connection request_in which the write authorization is
specified, which is received from tﬁe access request source,
so that a maximum of one connection from among connections
that are simultaneously assigned to the plurality of access
request sources becomes a connection having the write

authorization with respect to the storage means; and a




request sources becones a connection having the wite authorization with
respect to the storage neans; and a 5 second procedure for permtting
witing into the storage neans in response to an access request on
condition that the connection having the wite authorization is assigned to
the access request source access when the access request associ ated W th
witing into the storage nmeans is received fromthe access request source
via the connection assigned to the access request source in the first
procedure. In the programin accordance with the second aspect of the
present invention,the first procedure may assign a ~ connection having
write authorization to the access request source in response to a

connecti on t_j i e i.te.authorjzation,is specified, which is
recei ved fr%%?#ﬁ%-p%%¥%£§%$é%ﬁégfﬁ%%3§ég? g6 that %FE%XF¢éLﬁ§ﬁrT%%
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plurality of access request sources becones a connection aving the wite
aut hori zat | emneédti srespecing aheh@rster ageholB288i o hes SECHNh N AL may

pernmt witing into the storage neans in response to an access request on

condition ad¢rass hegEmwriecouweehatengthheanrete redibest zadd @nidted
with writing into the storage means is received from the
access request source via the connection assigned to the
access request source in the first procedure.

In the program in accordance with the second aspect of

the present invention, the first procedure may assign é
connection having write authorization to the access request
source in response to a connection request in which the
write authorization is specified, which is received from the
access regquest source, so that a maximum of one connection
from among connections that are simultaneously assigned to
the plurality of access request sources becomes a connection
having the write authorization with respect to the storage
means. The second procedure may permit writing into the
storage means in response to an access reguest on condition
that the connection having the write authorization is
assigned to the access request source when the access
request associated with writing into the storage means is
received from the access reguest source via the connection
assigned to the access request source in the first procedure.

In a third aspect, the present invention provides a

data processing method executed by a data processing




assigned to the access request source when the access request associ ated
wth witing into the storage neans is received fromthe access request
source via the connection assigned to the access request source in the
first procedure. In a third aspect, the present invention provides a data
processi ng net hod executed by a data processing - 6 apparatus in which
data is accessed in response to an access request froma plurality of
access request sources, the data processing nethod including: a first step
- of assigning a connection having wite-agthorization to the access request
source in response to a connection request in which the wite

aut horization is specified, which is received fromthe access request

source, so that, Iﬂpgkﬂggagktgg@acggnﬁggggg?%f%fqg%%gﬂgﬂgqu%gtionssghat

are simultaneously assigne the plura ess requegiaggﬁrces
becones a cesapesdd Grorhavpngrkhetyr breaddt HOriZald AN MidrdLspeet gheat he
storage neans; and a second step of permtting witing into the storage
mean in responssstimgameatodssinc2qdeat: oa £0n¢l tdwap dihalsdihgiegnaect i on
having the wite authorization is assigned to the access request source
when t he aceeyclisgubsviagsweiaeeduphohimiiomgd rithe teheestsorageestans i s
recei ved fromthe access request source via the connection assigned to the
access requU¥H*Sodf'c&SPROPAE EPr 8t CSRRPCTIPN tHRIuhstta iy b Afemet hod i n
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write ad%horlzatlon i3 specified, which is received from the

access request source, so that a maximum of one connection
from among connections that are simultaneously assigned to
the plurality of access request sources becomes a connection
having the write authorization with respect to the storage
means; and a second step of permitting writing into the
storage mean in response to an access regquest on condition
that the connection having the write authorization is
assigned to the access request source when the access
request associated with writing into the storage means is
received from the access request source via the connection
assigned to tﬁe access redguest source in the first step.

In the data processing method in accordance with the
third aspect of the present invention, the first step may
assign a connection having write authorization to the access
request source in response to a connection request in which
the write authorization is specified, which is received from
the access request source, so that a maximum of one
connection from among connections that are simultaneously

assigned to the plurality of access request sources becomes




third aspect of the present invention, the first step nmay assign a
connection having wite authorization to the access request source in
response to a connection request in which the wite authorization is
specified, which is received from the access request source, so that a
maxi mum of one connection from anong connections that are simultaneously
assigned to the plurality of access request sources becones 7 a connection
having the wite authorization with respect to the storage neans. The
second step may permt witing into thejstorage neans in response to an
access request on condition that the connection having the wite

aut horization 1is assigned to the access request source when the access

request assgoigled. v bh wiLING INta (e SLorage. peans, |s, recelyed from
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possible to provide a data processing apparatus” capable of granting wite
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is performed with a plurality of access request sources and increasing
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do not have wite authorization, a programfor use therewith, and a
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request associated with writing into the storage means is
received from the access request source via the connection
assigned to the access request source in the first step.
According to the present invention, it is possible to
provide a data processing apparatus capable of granting
write authorization to a méximum of one access reguest
source when communication is performed with a plurality of
access request sources and increasing responsiveness of
communication with the other access regquest sources that do
not have write authoiization, a program for use therewith,

and a method for use therewith.

BRIEF DESCRIPTICON OF THE DRAWINGS

Fig. 1 is a block diagram of a card system according to
a first embodiment of the present invention;

Fig. 2 is a block diagram of a SAM shown in Fig. 1:

Fig. 3 illustrates functions realized by a CPU shown in
Fig. 2;

Fig. 4 illustrates an initial state of the connection

between the SAM and management apparatuses shown in Fig. 1;



Fig. 1 is a block

di agram of a card systemaccording to a first enbodi nent

of the present invention; Fig. 2 is a block diagramof a SAM shown in Fig.

1; Fig. 3 illust
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itial state of the connection between the SAM and

managenent apparatuses shown in Fig. 1; - 8 Fig. 5 illustrates a case in
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nnection request is transmtted fromthe nanagenent

in Fig. 1 tothe SAM Fig. 6 illustrates a case in which a
transmtted fromthe-SAM shown in Fig. 1 to the

atuses 132, 133, and 134; Fig. 7 illustrates a case in
nnection is fornmed between the SAM and t he nmanagenent
f8m t he

1ch
recelves a strong COI’]I’IEC?I on requ t
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fl owchart continu

ing fromFig. 8 illustrating the exanple of the operation

when the SAM refeives tie: stamMgng connecti on request SCR fromthe

managenent appara

tus 13 1 inthe initial state shown in Fig. 4;

Fig. 6 illustrates a case in which a reset request is

transmitted from the SAM shown in Fig. 1 to the management

apparatuses 13_2, 13 3, and 13 4;

Fig. 7 illustrates a case in which a strong connection

is formed between the SAM and the management apparatus 13_1;

Fig. 8 is a flowchart illustrating an example of the
operation when the SAM receives a strong connection request
SCR from the management apparatus 13 1 in the initial state
shown in Fig. 4;

Fig. 9 is a flowchart continuing from Fig. 8
iliustrating the example of the operaﬁion when the SAM
receives the strong connection request SCR from the
management apparatus 13_1 in the initial state shown in Fig.
4;

Fig. 10 is a flowchart illustrating an example of the
operation when the SAM receives an access request from the
management apparatus shown in Fig. 1; and

Fig. 11 illustrates a case in which one access request
is formed by a plurality of access requests COM, which are

continuously transmitted from the management apparatus 13 1

.to the SAaM 12.



Fig. 10 is a flowchart illustrating an exanple of the operation when the
SAM recei ves an access request fromthe nmanagenent apparatus shown in Fig.
1; and Fig. 11 illustrates a case in which one access request is formed by
a plurality of access requests COM which are continuously transmtted
fromthe managenent apparatus 13 1 to the SAM 12. 9 DESCRI PTION OF THE
PREFERRED EMBODI MENTS A card system according to an embodi ment of the
present invention will be described below First Enbodinent Fig. 1 is a

bl ock diagram of a card system 1l of a figst enbodi nent of the present
invention. As shown in Fig. 1, the card system 1 includes, for exanple, an
|C card 10, a conputer 11, a SAM (Secure Application Mdule) 12, and

managenent ﬁﬁ&éﬂ{?ﬁ%%ﬁ?cﬁ? fﬁ?%%EF#ﬁﬁEDaﬁﬁaéﬁfMEJP number of management

apparatuses nmay be any nunber as'fong as 1t 1s pfural. Here, the SAM 12

corresponds to a dakd sREQERSEEAYraPRArad Ush UnddifiRIASYH ¢hAveRtken, Each
of the nmanagenent apparatuses 131 to 134 corresponds to an access request

source of theveprteentwiilnyert ideBcribetinBetand system 1, for exanple, after
an IC (Integrated Grcuit) 15 of the IC card 10 and the SAM 12 perform

aut henti cati on Viasi Gobpdimenil, they perform

Fig. 1 is a block diagram of a card system 1 of a first
embodiment of the present invention. As shown in Fig. 1,
the card system 1 includes, for example, an IC card 10, a
computer 11, a SAM (Secure Application Module) 12, and
management apparatuses 13 1, 13_2, 13_3, and 13 4. The
number of management apparatuses may be any number as long
as it is plural. Here, the SAM 12 corresponds to a data
processing apparatus of the present invention. Each of the
management apparatuses 13 1 to 13“4.corresponds to an access
request source of the present invention.

In the card system 1, for example, after an IC
{Integrated Circuit) 15 of the IC card 10 and the SAM 12
perform authentication via a computer 11, they perform
processing for predetermined ser&ices in cooperation. The
SAM 12 has stored therein various kinds of setting data,
such as key data, used for performing authentication between
the IC card 10 and the IC 15 and for performing processing
for the above-described services. The management
apparatuses 13_1 to 13 4 write the various kinds of setting
data to the SAM 12, and read the setting data from the SAM

12, so that the operation of the SAM 12 is managed. The




processing for predeterm ned services in cooperation. The SAM 12 has
stored therein various kinds of setting data, such as key data, used for
perform ng authentication between the IC card 10 and the I1C 15 and for
perform ng processing for the above-described services. The managenent
apparatuses 131 to 134 wite the various kinds of setting data to the SAM
12, and read the setting data fromthe SAM 12, so that the operation of
the SAM 12 is managed. The - 10 card system 1l of this enbodi nent has
features in the conmunication nethod -betgveen the SAM 12 and t he nanagenent
apparatuses 13 _1 to 13 4. Each conponent shown in Fig. 1 is described
below. [ICcard 10) Inthe IC card 10, the IC 15 is incorporated. The IC

e oy pan etz d APIdLG SLHAANLGLELTALLL nDBVERGJOT SHATRLe, an

i ncor porate and an Tntertrace, and a e%)cessing

Unit), whi choduuntfigunRdnn shehednnnesafihds dag acsd o g6l é?naéé&e

i ncor porated nenory and data bei ng processed by the CPU canno
external | y amputaonetkorn3t anpered adifficult to tanper). The I1C 15 perforns

mut ual aut hentication witfh the SAM 12 via the conputer 11, and after the
nut ual val i di ti & clr eomponéntneewt hen | Eid5 berd clasmibece deilog .f or
predet erm ned [IC card 10]

In the IC card 10, the IC 15 is incorporated.

The IC 15 is an anti-tampering electronic circuit
having, for example, an incorporated memory, and an
interface, and a CPU (Central Processing Unit), which is
configured in such a manner that data stored in the
incorporated memory and data being processed by the CPU
cannot be externally monitored or tampered (difficult to
tamper) .

The IC 15 performs mutual authentication with the SAM
12 via the computer 11, and after the mutual validities are
confirmed, the IC 15 performs processing for predetermined
services in cooperation with the SAM 12.

[Computer 11]

The computer ll.has an interface for exchanging data
with the IC 15 of the IC card 10, and an intefface for
exchanging data with the SaM 12.

[SAM 12]

Fig. 2 is a block diagram of the SAM 12 shown in Fig. 1.

As shown in Fig. 2, the SAM 12 has, for example, interfaces

12 1 and 12_2, a memory 12 3, and a CPU 12 4, these being



services in cooperation with the SAM 12. [Conputer 11] The conputer 11 has
an interface for exchanging data wth the I1C 15 of the IC card 10, and an
interface for exchanging data with the SAM 12. [SAM 12] Fig. 2 is a block
di agram of the SAM 12 shown in Fig. 1. As shown in Fig. 2, the SAM 12 has,
for exanple, interfaces 12 1 and 12 2, a nenory 12 3, and a CPU 12 4,
these being - 11 interconnected with one another via a data line 12 0.
Here, the nmenory 12 3 corresponds to the storage neans of the present
invention, and as will be described | atgr, - assi gnnment means and control
means of the present invention are realized by the CPU 12_4. The SAM 12 is
an anti-tanpering electronic circuit, which is configured in such a manner

152 ot e Defethdhddieg IRIR Xnl2 RoRRE; 1012 2 PIRRCIREDDY e TP

12_3 cannot xternally monitored or tanpere +0 tanper). The

interface 12_1 pertOr FRcURAbRokPPUb/ QUL Wddud NS thie Lrorhdel REaRONMPUL €F
11 shown in Fig. 1. The interface —12_ 2 perforns data input/output with the

management oapfal airesentl3ntkeh@idd, 4288008 i Fie desd@pdigtavenk. The

network is a network based on, for exanple, Ethernet (trademark), USB

(Uni ver sal &EﬂiqﬂmaBasﬁﬁaos REBEcOhhstltméens of the present invention
are realized by the CPU 12 4.

The SAM 12 is an anti-tampering electronic circuit,
which is configured in such a manner that data stored in the
memory 12 3 and data being processed by the CPU 12 3 cannot
be externally monitored or tampered {(difficult to tamper).

The interface 12 1 performs data input/output with the
IC 15 via the computer 11 shown in Fig. 1. The .interface
12 2 performs data input/output with the management
apparatuses 13_1 to 13_4 shown in Fig. 1 via a network. The
network is a network based on, for example, Ethernet
(trademérk), USE {Universal Serial Bus), or IEEFE (Institute
of Electrical and Electronics Engineers}) 1394.

The interface 12 2 receives, from the management
apparatuses 13_1 to 13 4, a connection reguest such as a
strong cennection request SCR and an access request COM (to
be described later). Furthermore, the interface 12 2
transmits the data used for mutual authentication, etc.,
which is output by the CPU 12 4, to the management
apparatuses 13_1 to 13 4.

The memory 12 3 has stored therein various kinds of

setting data SD, such as key data, used for authentication



of Electrical and El ectronics Engineers) 1394. The interface 12_2 receives,
fromthe managenent apparatuses 13 1 to 13 4, a connection request such as
a strong connection request SCR and an access request COM (to be
described later). Furthernore, the interface 12 2 transmts the data used
for nutual authentication, etc., which is output by the CPU 12 _4, to the
managenent apparatuses 13 1 to 13 4. The nenory 12 3 has stored therein
various kinds of setting data SD, such as key data, used for

aut hentication - 12 between the I1C card21Q and the 1C 15 and for
processing for the above-described services. In this enbodi nent, the
managenent apparatuses 13 1 to 13 4 wite (set) the setting data SD to the

menory 12 r “3_~h r t ein..a program PRG
That s roar aoceies S TRe a1 ThebBU s Wit Hhe

progr am PRG k&athdOrad 6 i HRIMY-vi2ed . SO1AS thOs PELE QG IMMAF | QU ki nds of
processes (to be described later). In response to the execution of the

progr am PRGadferextimhaddies€BU1B214cbeabi zesribe (famnctians«ftitg
connection assignnment section 21 and an access control section 22, as
shown in Fideta8.SIHgte, thehaeoomyedi 8n afsrgheemtrsectihiomeiomporiZesponds to
t he assignnent neans in accordance with the first aspect

has stored therein a program PRG that is read and executed

by the CPU 12 4.

The CPU 12 4 executes the program PRG read from the
memory 12 3 so as to perform various kinds of processes (to
be described later}. In response to the execution of the
program PRG, for example, the CPU 12 4 realizes the
functions of a connection assignment section 21 and an
access control section 22, as shown in Fig. 3.

Here, the connecticn assignment section 21 corresponds
to the assignment means in accordance with the first aspect
of the present invention, and the access control section 22
corresponds to the control means in accordance with the
second aspect of the present invention.

Furthermore, based on the setting data SD stored in the
memory 12 3, the CPU 12 4 performs authentication with the
IC 15 of the IC card 10 and processing for services in
cooperation with the IC 15 via the computer 11. The
functions of the SAM 12 will be described in detail in
association with an example of the operation of the card

system 1 (to be described later).

[Management Apparatuses 13 1 to 13 4}



of the present invention, and the access control section 22 corresponds to
the control neans in accordance with the second aspect of the present
invention. Furthernore, based on the setting data SD stored in the nenory
12 3, the CPU 12_4 perfornms authentication with the I1C 15 of the IC card
10 and processing for services in cooperation with the I1C 15 via the
conputer 11. The functions of the SAM 12 will be described in detail in
association with an exanple of the operation of the card systeml1l (to be
described later). [Minagenent Apparatuses 13_1 to 13_4] - 13 For each of

t he managenent apparatuses 13 1 to 13 4 shown in Fig. 1, a connection with
the SAM 12 is assigned by i Ssuing a connection request to the SAM 12 (a

connection request g %% g§25§§£i§&%§ t|o Mar NG G207 Qf

managemnment apparatuses 1 ISSUES n aCcCess request ?an access

request of éﬂlﬁurprl%?eﬁ"ﬂ '&Ve%t 'c%%et:@:.%ﬁeww 1Re ¥AR ii“%sa%séﬁ@%@d by
connection. VWen the connectlon with the SAM 12 is made, each of

managenment agfaad Usesonhdckilod F3gbebtansnths supparat us cdm{ee;t(i@tna ASD
indicating its own type (the data indicating the type of the access
request sourepiesft tdie Yireegamtsentniemenondni o tTeeSAMAGh dthgheppar at us type
‘data ASD is verified together with the nutual authentication with each
management apparatuses 13_1 to 13_4 issues an access request
(an access request of the present invention) to the SAM 12
via the assigned connection.
When the connecticn with the SAM 12 is made, each of
the management apparatuses 13 1 to 13 _4 transmits apparatus
type data ASD indicating its own type (the data indicating
the type of the access request source of the present
invention} to the S5AM 12. The apparatus type data ASD is
verified together with the mutual authentication with each
of the management apparatuses 13 1 to 13 4 in the SAM 12,
and is used to define the execution authorization for the
precessing, which is granted in response to the access
request from the management apparatus.
A description is given below of communication between
the SAM 12 and the management apparatuses 13 1 to 13 4 in
the card system 1 with emphasis con the operation of the SAM
12 shown in Figs. 1 to 3.
For example, a case is considered in which, as shown in
Fig. 4, as the initial state, the SAM 12 assigns a weak

connection W C, in which write authorization is not assigned

to the SAM 12, to each of the management apparatuses 13_1 to



of the managenent apparatuses 13_1 to 13 4 in the SAM 12, and is used to
define the execution authorization for the processing, which is granted in
response to the access request fromthe nmanagenent apparatus. A
description is. given bel ow of communi cati on between the SAM 12 and the
managenent apparatuses 13 1 to 13 4 in the card system1l wth enphasis on
the operation of the SAM 12 shown in Figs. 1 to 3. For exanple, a case is
considered in which, as shown in Fig. 4, as the initial state, the SAM 12
assigns a weak connection WC, in whichqwite authorization is not assigned
to the SAM 12, to each of the nmanagenent apparatuses 13 1 to - 14 13 4.
Here, each of the nanagenent apparatuses 13 1 to 13 4 can transmt an

t iri thori i to the S 2 vig.t Kk
Connect i on T4 LIS At EYaRER T2BHORREBss PRAARE 0N T2t (g ur | 1o
authori zatiogy {fidie St 83w LR,ELY. clu Sﬁﬁﬁgﬁ"}g&;%a@ g. 5, the

managenent apparatus 13 1 transmts,” to th strong connection

request SCRadiEH 441G A tRXEhUSERE 20C088 tRetiieax SAMn(idie wltt aipaent of
the wite authorization with respect to the nenory 12_3 of t he SAM 12).

Upon recei vearmndtherstrsonig @annectsenreqqasst CACRedier i risAMliZ eper f or ns
mut ual aut hentication with the managenent
authorization.

In the state shown in Fig. 4, as shown in Fig. 5, the
management apparatus 13 1 transmits, to the SAM 12; a strong
connection request SCR requiring an exclusive access to the
SAM 12 (the obtainment of the write authorization with
respect to the memory 12_3 of the SAM 12).

Upon receiving the strong connection reguest SCR, the
SAM 12 performs mutual authentication with the management

. apparatus 13 1. When the validity is confirmed, then, the
SAM 12 determines whether or not the strong connection S C
has already been assigned to the other management
apparatuses 13_2, 13_3, and 13 4.

When it is determined that the strong connection S _C
has not already been assigned to the other management
apparatuses 13_2, 13_3, and 13 4, the SAM 12, as shown in
Fig. 6, transmits a reset request CRE for resetting the
authorization assigned to the other management apparatuses,
to the other management apparatuses 13 _2, 13 3, and 13 4 in
the sﬁate in which the weak connection W_C with the other

management apparatuses 13_2, 13_3, and 13_4 is maintained.

As a result, the authorization for the processing that can



apparatus 13_1. Wen the validity is confirned, then, the SAM 12

det erm nes whet her or not the strong connection S C has already been
assigned to the other managenent apparatuses 13 2, 13 3, and 13 4. Wen it
is determned that the strong connection S _C has not already been assigned
to the ot her managenent apparatuses 132, 133, and 134, the SAM 12, as
showmn in Fig. 6, transmts a reset request CRE for resetting the

aut hori zation assigned to the other nanagenment apparatuses, to the other
managenent apparatuses 132, 133, and 1344n the state in which the weak
connection WC with the other managenent apparatuses 132, 133, and 134 is
mai ntained. As a result, the authorization for the processing that can

-15- be perfornmed_on the SAM 1 h agenent apparatus on the basis

o i he abeckS Periotelan N oRMAe Beoh st R e s et ‘Mo naoement
appar at uses : d b S 1 | S T t J s

eﬁgodi rrgnt ,t%ﬁeg%s,&%fl% r%s%etai:%f}%es ﬁggﬁgrgfzg%bﬁwh%%iﬁ%&?éoﬁtaﬁ]%l}gggci ated

managenent @@p@ﬁ@Ié%héM“ﬂd%ab@ﬁen%O@@E@Eb@ﬂséktb3t@§ IANageRNt; ApParat uses
13 2, 13 3, and 134 is namintained. For this reason, when the mahagenent
appar at usestiad 2aM 11¥,3,isanédst3.4 transmt the access request COMto the
SAM 12, it is not necessary to performa re- connection operation wth the
SAM 12, and the Iredpdnsivwbndsygent, the SAM 12 resets the authorization

assigned to the associated managemént apparatus while the
connection with the management apparatuses 13 2, 13 3, and
13 4 is maintained. For this reason, when the management
apparatuses 13_2, 13_3, and 13_4 transmit the access request
COM to the SAM 12, it is not necessary to perform a re-
connection operation with the SAM 12, and the responsiveness
is good.

Then, as shown in Fig. 7, the SAM 12 assigns the strong
connection S € to the management apparatus 13 1. As a.
result, the strong connection S _C is assigned to a maximum
of one management apparatus from among the management
apparatuses 13 1 to 13 4 by the SAM 12, and it can be
guaranteed that writing based on the access request COM is
performed to the memory 12 3 of the SAM 12 from only a
single management apparatus.

A description will now be given below of an example of
the operation for performing communication between the SAM
12 and the management apparatuses 13 1 to 13 4 iﬁ the card
system 1 shown in Figs. 1 to 7 with emphasis on the

operation of the SAM 12.



is good. Then, as shown in Fig. 7, the SAM 12 assigns the strong

connection S C to the nmanagenent apparatus 13 1. As a result, the strong
connection S Cis assigned to a maxi num of one managenent apparatus from
anong the nmanagenent apparatuses 13 1 to 13 4 by the SAM 12, and it can be
guaranteed that witing based on the access request COMis perfornmed to
the nmenory 12 3 of the SAM 12 fromonly a single nanagenent apparatus. A
description will now be given bel ow of an exanple of the operation for
perform ng comuni cati on between the SANg 12 and t he managenent appar at uses
13 1 to 13 4 in the card system1l shown in Figs. 1 to 7 with enphasis on
the operation of the SAM 12. - 16 |[Exanple of First Operation] In this

exanpl e of the hQn fap¢ase Ls.described in which the SAM 12 receives
the strong connggg%%%lgeaaeg%rs%c%???%%%?% management apparatus 13 1 in

the initial statmg t?xlig"\’@x%ﬂpﬂagofllthé:i d_gﬁer@cﬁ}g, 9 uLd li%"‘%@@'é&‘ibed

illustrating an exanple o the operati'on when the SAM 12 receives the
strong conngetéioith reaguest ICRrbceivtbet RBNIELSRNt capRai@tdss r3nbsikn the

initial state showmn in Fig. 4. Each step shown in Figs. 8 and 9 is
perfornmed bSCR herom the management apparatus 13 1 in the initial state
shown in Fig. 4.

Figs. 8 and 9 are flowcharts illustrating an example of
the opefation when the SAM 12 receives the strong connection
request SCR from the management apparatus 13_1 in the
initial state shown in Fig. 4.

Each step shown in Figs. 8 and 9 is performed by the
connection assignment section 21 of the CPU 12 4 shown in
Fig. 3. Each step shown in Figs. 8 and 9 is written within
a program PRG, and this constitutes the first procedure in
accordance with the second aspect cof the present invention.
Fach step shown in Figs. 8 and 9 constitutes the first step
in accordance with the third aspect of the present invention.

In step ST1, the CPU 12 4 of the SAM 12 determines
whether or not the strong connection request SCR requiring
an exclusive access to the SAM 12 (the obtainment of the

. write authorization to the memory 12 3 of the SAM 12) is
received from the management apparatuses 13 1 to 13 4 via
the interface 12 2. When it.is determined that the strong
connection request SCR is received, the process proceeds to

step STZ2.

In this example of the operation, a case is described



connection assignnment section 21 of the CPU 12 _4 shown in Fig. 3. Each
step shown in Figs. 8 and 9 is witten within a programPRG and this
constitutes the first procedure in accordance with the second aspect of
the present invention. Each step shown in Figs. 8 and 9 constitutes the
first step in accordance with the third aspect of the present invention.
In step ST1, the CPU 12 4 of the SAM 12 determ nes whether or not the
strong connection request SCR requiring an exclusive access to the SAM 12
(the obtainment of the wite authorization to the nenory 12 3 of the SAM
12) is received fromthe managenent apparatuses 13 1 to 13 4 via the
interface 12 2. Wien it is determ ned that the strong connecti on request

SCR is rece 1 rqce e step, his exa of the
oper at i on, %ggggeIP§ﬂ§ésdr?Begﬁ8ﬁ§VQE 3 Ml%h asisﬂommlmgpﬁ?b 5,
the SAM 12 geeshyasordrhe ¢i%id u%@,r&n@@kl @Eoﬁeeﬂs%ax%%&ﬁémg JERAgenent
apparatus 13 1. In step STZ2, e CPU 12 4 of the 12 perforns nmut ual

authenticatl@glmnth t he nanagenent apparatus 13_1, which is a transm ssion
source of the strong connection request SCR in step ST1, in order to
confirmthe nutd@lSvapi§E2he§helﬁP§tép_§ﬂ§i withee rB A €l RIS rif2 réhsofout-hel SAM 12
confirms the mutual validities in step ST2, the process proceeds to
authentication with the management apparatus 13 1, which is
a transmission source of the strong connection request SCR
in step 8ST1, in order to confirm the mutual validities.
In step ST3, when the CPU 12 4 of the SAM 12 confirms
the mutual validities in step ST2, the process proceeds to
step 8T4, and when otherwise, the process proceeds to step
STS.
In step ST4, the CPU 12_4 of the SAM 12 determines

whether or not the strong connection S C has already been

assigned to any of the management apparatuses 13 2, 13 3,
and 13_4 other than the management apparatus 13 1. When it
is determined that the strong connection S C is not assigned,
the process proceeds to step ST6. When it is determined
that the strong connection S8 C is assigned, the process
proceeds to step STS5.

In step ST5, the CPU 12 4 of the SAM 12 transmits, via
the interface 12_2,-an error notification indicating that
the strong connection $_C cannot be aséigned to the
manageﬁent apparatus 13 1.

In step S5T6, the CPU 12 4 of the SAM 12 transmits the

reset request CRE for resetting the authorization assigned




step ST4, and when otherw se, the process proceeds to step ST5. In step
ST4, the CPU 12 4 of the SAM 12 determ nes whether or not the strong
connection S C has already been assigned to any of the nanagenent
apparatuses 13 2, 13 3, and 134 other than the managenent apparatus 13 1.
When it is determned that the strong connection S -Cis not assigned,
the process proceeds to step ST6. Wien it is determined that the strong
connection S Cis assigned, the process proceeds to step ST5. In step ST5,
the CPU 12 4 of the SAM 12 transnits, i the interface 12 2, an error
notification indicating that the strong connection S _C cannot be assigned
to the nmanagenent apparatus 131. In step ST6, the CPU 12 4 of the SAM 12

Lransmis the 4 eseind LUlesly B AhoheseLiLOg, | hec Al Ol 2aLlon ASsi gned -

18 to the other managenent “apparattsSes via the inierface to-the
Managenent eppei@tmseschdd. apdadatands13342i nshe, states in mhigh the weak
connection WC with the managenent apparatuses 13 2, 13 37 and 13 4 is

mai nt ai ned. sésta fresilitch thike wadkhebhzaattoonf®rctheclprasessmgdnalc can be
performed on the SAM 12 on the basis of the access request COM by the
associ at ed FeprEgEE®s dppdratlds 3.t hRedaliBhér i zandbntdbuiedy dssigneduld,t he

managenent apparatuses 13 2, 13 3, and 13 4
the authorization for the processing that can be performed

on the SAM 12 on the basis of the access request COM by the
associated management apparatus, the authorization being
assigned.to the management apparatuses 13 2, 13 3, and 13 4
by the SAM 12, is reset. As a result, the SAM 12 does not
disconnect the weak connection W_C with the management
apparatuses 13_2, 13 3, and 13 4, but maintains the weak-
connection W_C as is.

In step ST7, the CPU 12 4 of the SAM 12, as shown in
Fig. 7, assigns the strong connection S C to the management
apparatus 13_1. As a result, the strong connection S C is
assigned to a maximum of one management apparatus from among
the management apparatuses 13_1 to 13_4 by the SAM 12.

In step ST8, based on the apparatus type data-ASD
received from the management apparatus 13_1 via the
interface 12_2, the CPU 12 _4 of the SAM 12 grants an
authorization for processing that can be performed on the
SAM 12 by the management apparatus 13 1 by using the access
request COM.

For example, the CPU 12 4 specifies as to whether or

not the management apparatus 13 1 can issue the content



by the SAM 12, is reset. As a result, the SAM 12 does not disconnect the
weak connection WC with the managenent apparatuses 13 2, 13 3, and 13 4,
but mai ntains the weak connection WC as is. In step ST7, the CPU 12 4 of
the SAM 12, as shown in Fig. 7, assigns the strong connection S Cto the
managenment apparatus 13_1. As a result, the strong connection S Cis
assigned to a nmaxi num of one managenent apparatus from anong the
managenent apparatuses 13 1 to 13 4 by the SAM 12. In step ST8, based on

t he apparatus type data ASD received frpm+he nmanagenent apparatus 13 1
via the interface 12_2, the CPU 12_4 of the SAM 12 grants an

aut hori zation for processing that can be perfornmed on the SAM 12 by the
managemnent fu h c eque 0 xanpl e,
The CPU 12_3 endd] 1925 podiiey Mg R aRp S nénége%?n%rrgp%ac?at uS 13_1

can issue tb@qﬁ@gte@ﬁ a r&a‘};ag(erné@ﬁfe)sy%ftehhetlar @HESEANYI 2 1%)}{( | &he @
predeterm ned request of a mmnagement system to the SAM 12 by using the

access regueste&£OMeduest apMST9, the CPU 12 4 of the SAM 12 perfornms nutua
aut hentication with the nmanagenent apparatuses 13 2, 13 3, and 13 4 via the
interface 12_2. im stegp S§PLOthahERUt he_€PUL 12had M t He AN okdhsc onftivais

authentication with the management apparatuses 13 2, 13 3,
and 13 4 via the interface 12 2.

In step ST10, when the CPU 12 4 of the SAM 12 confirms
the mutual validities in step ST9, the process proceeds to
step ST1ll. When otherwise, the processing is completed.

In step ST1ll, based on the apparatus type data ASD
received from the management apparatuses 13 2, 12 3, and
12_4 via the interface 12_2, the CPU 12 4 of the SAM 12
grants an authorization for processing that can be performed
on the SAM 12 by the management apparatuses 13 2, 13 3, and

13_4 on the basis of the access request COM. For example,

the CPU 12 4 specifies the content (range) of the processing
that can be requested to the SAM 12 by the management
apparatuses 13_2, 13 3, and 13 4 by using the access reguest
COM.

[Example of Second Operation]

A case is described below of an example of the
cperation in which the SAM 12 receives the access reguest
COM from the management apparatuses 13_1 to 13_4.

Fig. 10 is a flowchart illustrating an example of the

operation when the SAM 12 shown in Fig. 1 receives the




the nutual validities in step ST9, the process proceeds to step ST11l. Wen
‘otherwi se, the processing is conpleted. In step ST1ll, based on the
apparatus type data ASD received fromthe nanagenent apparatuses 13 2,
12 3, and 12 4 via the interface 12 2, the CPU 12 4 of the SAM 12 grants
an aut horization for processing that can be perfornmed on the SAM 12 by the
managenent apparatuses 13 2, 13 3, and 13 4 on the basis of the access
request COM For exanple, the CPU 12 4 specifies the content (range) of
the processing that can be requested it @do he SAM 12 by the nmanagenent
apparatuses 13 _2, 13 3, and 13_4 by using the access request COM [Exanple
of Second Qperation] A case is described bel ow of an exanple of the

operation iéb&@@é”ké&ﬁ%é%“@oﬁ?f& ei%%SmEHQ EfeSabEMH ses”. ff(yy the
o) ?ﬁi&. Fig. %gﬁ #?omc

managenent apparatuses 13_1 t I's a ( art i justrating an
exanmpl e of t1hes. opRicaH isARPMSRWNEnSAMy121 8hounpd Pr&ifed o) 8ORI RS dhe - 20

access request COM fromthe managenent apparatuses 13 1 to 13 4. Each step
shown in Figentlfhl seuarifcer r2d dfy thiee cCRUCESS4 €Ot 0ln SBOF | B 2Zaeh t he CPU
12 4 shown in Fig. 3. Each step shown in Fig. 10 is witten within the
progr am PRGteichawii srcdiisti (Lot és whatser ondtiphocelkireraframhRsnogndm i n
accordance with the second aspect of the present invention.
this constitutes the second procedure of the program in
accordance with the second aspect of the present invention.
Furthermore, each step shown in Fig. 10 constitutes the
second step in accordance with the third aspect of the
present invention.
In step 8T21, the CPU 12 4 of the SAM 12 determines
whether or not the access request COM is received from any
of the management apparatuses 13_1 to 13 4 via the
connection assigned to the associated management apparatus
(the strong connection S_C or the weak connection W C).
When it is determined that the access request COM is
received, the process proceeds to step ST21.
In step STZ22, the CPU 12 4 of the SAM 12 performs
mutual authentication with the management apparatus of the
transmission source of the access request COM received in
step STZ21, and determines whether or not the associated
management apparatus has the authorization for the request
specified in the access reguest COM.
In step ST23, when the CPU 12 4 of the SAM 12

determines in step ST22 that the associated management

apparatus has the above-described authorization, the process




Furthernore, each step shown in Fig. 10 constitutes the second step in
accordance with the third aspect of the present invention. In step ST21,
the CPU 12 4 of the SAM 12 deternm nes whether or not the access request
COMis received fromany of the managenent apparatuses 13 1 to 13 4 via
the connection assigned to the associ ated nanagenent apparatus (the strong
connection S _C or the weak connection WC). Wen it is determ ned that the
access request COMis received, the process proceeds to step ST21. In step
ST22, the CPU 12_4 of the SAM 12 perforresl qrutual authentication with the
managenment apparatus of the transm ssion source of the access request COM
received in step ST21, and determ nes whether or not the associ ated

managenent gppad s has dhemaut hokieat h QUES in
t he access l?equest CDM Irllﬁstep ST23, \Aﬁgﬁe%ﬁ{és%j?atl% o(%esfigge% e?%

det erni nes to stegp SST22 t bat thie asme¢i ahef TROagEr®sd rappsaiaess has the
above-descri bed aut horization, the process - 21 proceeds to step ST24.
When ot her weeyizdre wprideessitoadeeds ont otbe epPBTRS. 4 Aetdrimiridsmehanhen t he
access request COM requires wite authorization, the CPU 12 4 determ nes
that the a"s%%cﬁ%ﬁ%%%@@ﬁéﬁ@m&ﬁﬁa@?%aﬁa% HEXS reciddeifiakquest only
when t he access reqy%_ %QM % received from

when the

quest access request COM is received from
the management apparatuses 13 1 to 13 4 via the strong
connection S_C.

Furthermore, for example, when the access request COM
that does not require write authorization is received from
the management apparatuses 13 1 to 13 4 via the weak
connection W_C, the CPU 12 4 determines that the associated
management apparatus has an authorization regarding the
specified request on condition that the associated
management apparatus has a predetermined authorization with
regard to the request specified by the access reguest COM.

In step S8T24, the CPU 12 4 of the SAM 12 performs
processing specified by the access request COM received in
step ST21. When the access request COM is, for example, a
reading request, the CPU 12 4 reads the setting data SD from
the memory 12_3 shown in Fig. 2. When the access request
COM is a writing request, the CPU 12 4 writes the setting
data SD into the memory 12 3.

In step ST25, the CPU 12 4 of the SAM 12 transmits, to
the management apparatus of the transmission source of the

access request COM, an error notification indicating that




t he managenent apparatuses 13 1 to 13 4 via the strong connection S C.

Furt hernore, for exanple, when the access request COM that does not
require wite authorization is received from the managenent apparatuses
13 1 to 13 4 via the weak connection WC, the CPU 12 _4 determ nes that the
associ ated managenent apparatus has an authorization regarding the
specified request on condition that the associated nanagenent apparatus
has a predeterm ned authorization with regard to the request specified by
the access request COM In step ST24, 4w GPU 12_4 of the SAM 12 perforns
processing specified by the access request COMreceived in step ST21. \Wen
the access request COMis, for exanple, a reading request, the CPU 12 4

reads the seiding dats SRAEAa 108 EBUVEHe 12-0eSPOM, | L FL G ) phen The

access request COMIs a witing request ites e-setting
data SD i ntghd hecd@i®ryechasy dom.step ST25, the CPU 12_4 of the SAM 12
transmts, to the managenent apparatus of the transm ssion source of the
access request @EVihaan térusoberat déseaibed, | hditted i dwrd Bistem?2, there is no
aut hori zation for the processing specified by the access request COM As
has thus be®M des@ddiens ithe kEreagdcoyseehion e tSANY Magwsienentt he

strong connection S C to the managenent
apparatus 13_1, and assigns the weak connection W C to each

of the management apparatuses 13 _2 to 13 4,

The SAM 12 accepts the access request COM requiring
write authorization into the memory 12 3 from only the
management apparatus 13 1 to which the strong connection S C
is assigned, and accepts the access request COM that does
not require write authorization from the management
apparatuses 13_2 to 13_4 to which the weak connection W_C is
assigned.

For this reason, according to the card system 1, when
the SAM 12 receives the access request COM requiring write
-authorization from the management apparatus 13 1, it is not
necessary for the SAM 12 to discomnect the connection with
the management apparatuses 13 _2 to 13 4, and the weak
connection W_C can be maintained.

As a result, thereafter, it is possible for the 5aM 12
immediately to receive the access request COM that does not
require write authorization from the management apparatuses
13 2 to 13_4, and thus, a high responsiveness can be
obtained.

Furthermore, in the card system 1, for example, when



apparatus 13_1, and assigns the weak connection WC to each of the
managenent apparatuses 13 2 to 13 _4. The SAM 12 accepts the access request
COMrequiring wite authorization into the nmenory 12 3 fromonly the
managenent apparatus 13_1 to which the strong connection S C is assigned,
and accepts the access request COMthat does not require wite

aut hori zation fromthe nmanagenent apparatuses 13 2 to 13 4 to which the
weak connection WC is assigned. For this reason, according to the card
system 1, when the SAM 12 receives the 2xcess request COMrequiring wite
aut hori zation fromthe nmanagenment apparatus 13 _1, it is not necessary for
the SAM-12 to di sconnect the connection with the nanagenent apparat uses

13_2 to 13_¢pe agththie angalls;rgo%%cfslt%n\é/ Qoﬁaecte@oﬁas ntaipedh As a result,
thereafter, it is possible for the SAM I medi atety to receive the

access requm&ﬁaéﬁméﬁiwﬁpﬁkxﬁtuyﬂl3 uequl&aspbhbe agthes i getdon fromthe
managenent apparatuses 13 2 to 13 4, and thus, a high responsiveness can
be obt ai nedcofuet¢hermoreyudst tSOR Eaodh syetmanagememteappﬁ&&iustaw1 23 the
SAM 12 assigns the strong connection S_Cto the managenent apparatus 13_1

in responset?® IME 1 MyHgtadenddel vrakegarBECSER f¥ o Wheh ndagenent

apparatus 13 1,
management apparatuses 13 2 to 13 4, but resets the

authorization granted to the management apparatuses 13 2 to
13_4.

As a result, it is possible to newly grant an
authorization to each of the management apparatuses 13 2 to
13_4 so that the security when the management apparatus 13 1
issues the access request COM to the SAM 12 via the strong
connection S_C is ensured.

Furthermore, according te the SAM 12, based on the
apparatus type data ASD received from each of the management
apparatuses 13 1 to 13_4, an authorization matching the type
of the associated management apparatus can be granted to the
associated management apparatus.

Second Embodiment

A case is described below in which one access request
is formed by a plurality of access requests COM transmitted
continucusly from the management apparatuses 13 1 to 13 4
to the SAM 12. The SAM 12 of this embodiment is the same as
the SAM 12 described in the first embodiment except that the

processing described below is further performed.

Fig. 11 illustrates a case in which one access request




the SAM 12 mai ntains the weak connection WC with the nmanagenent
apparatuses 13 2 to 13 4, but resets the authorization granted to the
managenent apparatuses 13 2 to 13 4. As aresult, it is possible to newy
grant an authorization to each of the managenent apparatuses 13 2 to 13 4
so that the security when the managenent apparatus 13 1 issues the access
request COMto the SAM 12 via the strong connection S Cis ensured.
Furthernore, according to the SAM 12, based on the apparatus type data ASD
received fromeach of the managenent -apparatuses 13 1 to 13 4, an

aut hari zation matching the type of the associ ated nanagenent apparatus can
be granted to the associated nmanagenent apparatus. Second Enbodi nent A

case is desgsibethndrelwd B1WHaGh + n%faﬁﬁgéésrfggﬁéétsiéb%‘!ﬁ@@eﬂy a
c y tromthe

plurality of access requests COMfransmtted nt1 nuous

managenment appat@boises; k3 ahsind t13d4 fron the SAMhdSmedhes Mk nf1 3 hi s
embodi nent is the sane as the SAM 12 described 1n the first enbodiment
except thattehehprgesii.ng descri bed belowis further perforned. Fig. 11
illustrates a case in which one access request - 24 is fornmed by a
plurality of accds$higqaBBpdimentt hBer spxamplsnt i 9foESIOE Stsr angrestedsf rom

t he nanageq?nt %Pegratus 131 .
orme y access requests COM1l, COM2, and COML shown in Fig.

11. Since an access request is useful when writing into and
reading from the SAM 12 cannot be performed by one access
reqgquest. In this embodiment, a description is given below
of a case in which, in such a case, an access requést COM11
is transmitted from the management apparatus 13_3 to the SAM
12 at the stage where responses by the SAM 12 to all of the
plurality of access requests COM1, COM2, and COML are not
completed.

In step 5T31, the management apparatus 13 1 transmits
the access request COM1 te the SAM 12.

In step ST32, the CPU 12 4 of the SAM 12 shown in Fig.

2 enters a locked-on state when the first access request
COM1 is received via the interface 12 2 in step ST31.

In step ST33, the CPU 12 4 of the SAM 12 performs
predetermined processing, for example, reading of the
setting data SD from the memory 12 3 or writing of the
setting data SD into the memory 12 _3, in response to the
access request COM1 received in step 8T31, and transmits a
response R1l, which is a response of the above processing, to

the management apparatus 13_1 via the interface 12 2,




to the SAM 12. In this enbodi nent, for exanple, one access request is
formed by access requests COML, COM2, and COML shown in Fig. 11. Since an
access request is useful when witing into and reading fromthe SAM 12
cannot be perforned by one access request. In this enbodinent, a
description is given below of a case in which, in such a case, an access
request COML1 is transmtted fromthe nanagenent apparatus 13 3 to the SAM
12 at the stage where responses by the SAM 12 to all of the plurality of
access requests COML,, COW2, and COVML aremoet conpleted. In step ST31, the
managenent apparatus 13 1 transmts the access request COML to the SAM 12.
In step ST32, the CPU 12 4 of the SAM 12 shown in Fig. 2 enters a

| ocked-on state M@%&ebh@ﬁswsrth@casﬁg LRONESLpp &ML d S 4 elceer\s%%m\ﬂt% the
interface 122 in step ST31. In step 8%33 the 'CPU 12 4 of the SAM 12

perforns ptiesederad natqueaaesoMIg tof @heesanple, reading of the setting
data SD fromthe nenory 12 3 or witing of the setting data SD into the
menory 12 3, in Imespeps8TB6.t he raspesserEQuemé £0Mls 5 eceiueadt i00M3t ep ST31,
and transmits a response RL, which is response of the above processing,
to the mancRfEEHd dphAtEPuSTES ltFPaC?Hel?nﬂe@faE%elﬁmi 12 gipwn fdnst ep

ST34, the mgnag%yﬁﬁxi%ﬁggratus 131 transmts

s predetermined processing, for example,
reading of the setting data SD from the memory 12 3 or
writing of the setting data SD inte the memory 12 3, and
transmits a response R2, which is a response of the above
processing, to the management apparatus 13 3.

In step ST36, the management apparatus 13 3 transmits
the access request COM11l to the SAM 12.

In step ST37, in response to the access request COMil
received in step ST36, the CPU 12 4 of the SAM 12 determines
whether or not the CPU 12 4 is in a locked state. Since the
CPU 12 4 is in a locked state, an error notification ERR
indicating that the access request COM11 cannot_be accepted
is transmitted to the management apparatus 13 1.

In step ST38, the management apparatus 13 1 transmits
the access request COML to the SAM 12.

In step 8T39, in response to the access reguest COML
transmitted in step ST38, the CPU 12 4 of the SAM 12 shown
in Fig. 2 performs predetermined processing, for example,
reading of the setting data SD from the memory 12 3 or
writing of the setting data SD into memory 12 3, and

transmits a response RL, which is a response of the above




the access request COVM2 to the SAM 12. In step ST35, in response to the
access request COML received in step ST34, the CPU 12 4 of the SAM 12
shown in Fig. 2 perforns predeterm ned processing, for exanple, reading
of the setting data SD fromthe nenory 12 3 or witing of the setting data
SDinto the nenory 12 3, and transmts a response R2, which is a response
of the above processing, to the managenent apparatus 13 3. In step ST36,

t he managenent apparatus 13 3 transmts the access request COML1 to the
SAM 12. In step ST37, in response to thesaccess request COML1 received in
step ST36, the CPU 12 _4 of the SAM 12 determ nes whether or not the CPU
12 4 is in a locked state. Since the CPU 12 4 is in a | ocked state, an

error noti fﬂ:ﬁ?éés@@nEBRtg' [Eﬂ'ecﬂgh%geﬁlgﬁ{ 1 he access 4 equ]ei%t H%Wl cannot be
accepted i's transmtted to the nagenme apparatus- 13 1. Tn step ST38,
t he managemaiderapRpar abus .13 1 transmts the access request COWL to the SAM
12. In step ST39, in résponse to the access request COML transmitted in
step ST38, the CRUst2p4spi0f hehSAMUI2L ShowWE the Bag 12 peokar s Fig.
predeterm ned processing, for exanple, reading of the setting data SD from
t he nmenory 2 Zedegpmingsi thag shet Aeseeizieg alzmesSTdaves thdmortyel2igaland
transmts a response RL, which is a response of the above - 26
one on the basis of predetermined identification data within
the access request COML, and turns off the locked state set
in step ST32 sc as to enter a locked-off state.
In step ST41, based on the error netification ERR
received in step ST37, the management apparatus 13_3
transmits the access request COM1l again to the SAM 12.
In step S5T42, in response to the access regquest COMI11
received in step ST41, the CPU 12 4 of the SAM 12 shown in
Fig. 2 performs predetermined processing, for example,
reading of the setting data SD from the memory 12 3 or
"writing of the setting data SD into the memory 12_3, and
transmits a response R11l, which is a response of the above
processing, to the management apparatus 13 3 via the
interface 12 2.
As has thus been described, in this embodiment, the SAM
12 does not accept the access request COM1l when the access
request COM1l is transmitted later to the SAM 12 from the
management apparatus 13 3 at the stage where the responses
by the SAM 12 to all of the plurality of access requests
CoMl, COMZ, and COML forming one access request are not

completed. For this reason, the responsiveness to one




processing, to the managenent apparatus 131 via the interface 122. In step
ST40, the CPU 124 of the SAM 12 shown in Fig. 2 determ nes that the

associ ated access request is the final one on the basis of predeterm ned
identification data within the access request COWM., and turns off the

| ocked state set in step ST32 so as to enter a |ocked-off state. In step
ST41, based on the error notification ERR received in step ST37, the
managenent apparatus 13 3 transmits the access request COML1 again to the
SAM 12. In step ST42, in response to the7mecess request COML1 received in
step ST41, the CPU 12_4 of the SAM 12 shown in Fig. 2 perforns
predeterm ned processing, for exanple, reading of the setting data SD from

the memory J2.30r-eMddd %ﬁed&%&cﬁﬁ%};bggrgﬁéﬂsg)fi?ﬂ?hée‘?l-gebé?m”y 12_3,

and transmits a response response o ove

processi ng, rdQad fies nENaGeRIM2  appar aois, &3n3p¥i emphgvedNterface 12_2. As
has thus been described, in this enbodinent, the SAM 12 does not accept

t he access requesiccCavhly whenht heembeéssent equest dXMEkdes st ranseistt ed
later to the SAM 12 fromthe managenent apparatus 13 _3 at the stage where
t he responsésrmeyy hhetIsamlirald tyl bfothehacpeas ar¢ayedts Ldelss GBFuest s
coviL, COwve, and COML form ng one access request are not conpleted. For
this reasorfnd HPHlesipofsinpavEss £6rongading the setting data 5D and

the access request COM1l is a request for writing the
setting data 8D, it is possible to prevent the setting data
SD of the memory 12 3 of the SAM 12 from being changed in
response to the writing request while the reading request is
being processed.

Third Fmbodi

In the above-described first embodiment, as shown in
Fig. 10, after the SAM 12 performs mutual authentication
with the management apparatuses 13 1 to 13_4 of the
transmission source of the access request COM, the SAM 12
determines whether or not the associated management
apparatus has an authorization regarding a reguest specified
by the access request COM.

In this embodiment, before the access requesf COM is
transmitted to the SAEM 12, each of the management
apparatuses 13 1 to 13 4 transmits, to the SAM 12, an
ingquiry as to whether or not the above-described execution
authorization as a result of the mutual authentication,
which was performed previously by the management apparatus

on its own with the SAM 12, is held as is.




- 27 access request fornmed by the plurality of the access requests COM,
COv, and COML can be inproved. According to this enbodi nent, when one
access request forned by the plurality of the access requests COML, COW,
and COWL is a request for reading the setting data SD and the access
request COML1 is a request for witing the setting data SD, it is possible
to prevent the setting data SD of the menmory 12_3 of the SAM 12 from bei ng
changed in response to the witing request while the reading request is
bei ng processed. Third Enbodi ment In thesabove-described first enbodi nent,
as shown in. Fig. 10, after the SAM 12 perforns nutual authentication wth
t he managenent apparatuses 13 1 to 13 4 of the transm ssion source of the

access request @kae%@%ngéwngthgeigéﬂl S.Mg§t§%ﬁ o 9t LR sagsoci at ed

management apparatus has an aut horization regarding a request specified

by the -accessspeamesindidt iy Wwhesherbedi Aept theépseutiwh access request
COMis transmtted to the SAM 12, each of the managenent apparatuses 13_1
to 13 4 transthasizatgdrhegr8AVeti2 toahhei agade yatsd tandpdnhart eippaatatile
above-descri bed execution authorization as a result of the nutual

aut henti cat3oi? rStldh afashserrspatdapEeonbist yiey, tHetimag@ment appar at us

response indicating whether or not the process of step ST6
shown in Fig. 8 is performed.

Based on the response received from the SAM 12, each of
the management apparatuses 13 1 to 13 4 transmits the access
request COM to the SAM 12, as is performed in step ST21
shown in Fig. 10, when the authorization is not lost.

According to this embodiment, each of the management
apparatuses 13_1 to 13_4 can transmit the access reguest COCM,
as described in step ST21 of the Fig. 10, only when its own
execution authorization is not lost. &s a result,.it is
possible to prevent the SAM 12 from unnécessarily performing
the processes of steps ST21, ST22, ST23, and ST25. In this
case, each of the management apparatuses 13 1 to 13 4 does
not enter an unwanted waiting state from when the access
request COM is issued until an error notification is
received in step ST25.

If the data processing apparatus is provided with a
function capable of obtaining a mutual authentication state
so as to operate in synchronization with the management
apparatuses, an unwanted wait state can be avoided.

The present application contains subject matter related



on its own wwth the SAM 12, is held as is. - 28 1In response to the
inquiry, the SAM 12 transnmts a response indicating whether or not the
execution authorization granted to the associ ated nanagenent apparatus as
a result of the mutual authentication, that is, a response indicating

whet her or not the process of step ST6 shown in Fig. 8 is perfornmed. Based
on the response received fromthe SAM 12, each of the nanagenent
apparatuses 13 1 to 1 4 transmts the access request COMto the SAM 12, as
is perforned in step ST21 shown in Fi g 2K0- when the authorization is not

|l ost. According to this enbodi nent, each of the managenent apparatuses
13 1 to 13 4 can transmt the access request COM as described in step
ST21 of theth'&p%s@@a%eme@pgﬁﬁcgmoneﬁgcU&POfowmié@tflq_%d §not

lost. As a result, it is possible to prevent the SAM 1 rom unnecessarlly
perform ng thhelgr aaeskemanly S, eps08]2the ERRirSTEhtatth TR Snildn thi s
case, each of the managenent apparatuses 13 1 to 13 4 does not enter an
unwant ed wabedng istermpdnededwhenebliebgctessremeguest COM i s issued until an
error notification is received in step ST25. If the data processing
apparatus is provided wwth a function capable of obtaining a nutual
authentication state so as to operate in synchronization with the
managemnent




apparatuses, an unwanted wait state can be avoi ded. The present application
contains subject matter related 29 to Japanese Patent Application No. JP
2004- 004824 filed in the JPO on January 9, 2004, the entire contents of

whi ch being incorporated hereby by reference. - 3 0 WHAT IS CLAIMED | S:

1. A data processing apparatus in which data is accessed in response to an
access request froma plurality of access request sources, said data
processi ng apparatus conprising: storage neans for storing data,;

assi gnnent neans for assigning a conneeti®n-having wite authorization to
the access request source in response to a connection request in which
said wite authorization is specified, which is received fromsaid access
request sougggr 1SOciAAkr® y@Xi mum of one connection from anong connecti ons
that are sinultaneously assigned to said plurality of access request
sources becones a connection having said wite authorization wth respect
to said storage neans; and control neans for permtting witing into said
storage neans in r dspBrise procaasangesppaegtest immwicortdiddten itshat  sai d
connection having sajd wite authorization is assigned to the access
request solFTEETPEh BRI TFIRIESs treglledfcess request from a plurality

of access request sources, said data processing apparatus
comprising:

storage means for storing data;

assignment means for assigning a connection having
write authorization to the access request source in response
to a connection request in which said write authorization is
specified, which is received from said access request source,
so that a maximum of one connection from among connections
that are simultaneously assigned to said plurality of access
request sources becomes a connection having said write
authorization with respect to said storage means; and

control means for permitting writing into said storage
means in response to an access request on condition that
said connection having said write authorization is assigned
to the access request source when said access requeét
associated with writing into said storage means is received
from the access request source via said connection assigned

to said access request source by said assignment means.

2. The data processing apparatus according to Claim 1,

wherein said assignment means simultaneously assigns a



associated wwth witing into said storage neans is received fromthe
access request source via said connection assigned to said access reqguest
source by said assignnent neans. 2. The data processing apparatus accordi ng
to Caim1, wherein said assignnment neans sinultaneously assigns a - 31
connection that does not have said wite authorization and that has read
aut hori zation fromsaid storage neans, to a single or a plurality of said
access request sources other than said Hccess request source to which a
connection having said wite authorization is assigned, and said control
means permts reading of data fromsaid storage neans when said access
request asseenacetiontthat adisngoftr bmvsaisdidt srage aegmsrizsatrigoeiaretd from

t he access request source via the connection having said read
aut hori zat i BR2EsREHNERPY FULIY 1#etdss feqUieshidotEera®y BARE, d¥kidgnnent

means. 3. The_data processi apparatus, according to Cdaiml or 2,

wher ei n, bagéaggﬁ %“gtaa Q%ﬁbﬁaggttlygé’aftr ﬁgl%yBSCSFSt ﬁgqu%%Eg%%ul?‘éeqijé&h%our ce,
whi ch i's reeglyed,{d UBSAIL ACRESS SPEAUESL, SAUGE.o SAId ConLLOlL grans
grants, to the access request source, an authorization for processifg that
can be per§9i e isd o t3RId RGGRSS 156448$hne@NdaMlien an access request is

received fromthe access request source via the connection assigned to the
access request smirCedntredi theans permits reading of data from said
storage means when said access request associated with
reading from said storage means is received from the access
request source via the connection having said read

authorization assigned to said access request source by said

assignment means.

3. The data processing apparatus according to Claim 1
or 2, wherein, based on data indicating the type of the
access request source, which is received from said access
request source, said control means grants, to the access
request source, an authorization for processing that can be
performed using said access request, and when an access
request is received from the access request source via the
connection assigned to the access request source by said
assignment means, said control means performs processing
specified by the access request on condition that an
authorization for processing specified by the access request

is granted to the access request source.




assi gnnment neans, said control neans perfornms processing specified by the
access request on condition that an authorization for processing specified
by the access request is granted to the access request source. - 32 4.
The data processing apparatus according to Claim1,2 or 3, wherein said
control neans grants an authorization for processing that can be perforned
using said access request to the access request source after the validity
of said access request source is authemséi cated. 5. The data processing
apparatus according to any one of the preceding clains, wherein, when said
assignment means assigns a connection having said wite authorization to
said access reduesfThsodate, pPreiebsdagt pobanetns aesetddnghéo GliehorizZati on
granted to said access request source to which another connection is

assi gned wfil &t W@egﬁﬁgr SEOANEERTENL BRI EE B §§g éuéf@i’féﬁﬁﬁh@nn@?ﬁst |h s
intained._6. T ng_appar at us .accordin 0 _any one o he

breced ng. SRR W rh, Sif - PeoRoRRerte! 4 A gerh o garadisEbss

request soufcpeohe_s%beegghkégﬁeé@%ﬁdeag%%ksthéOvaiﬂ?i%f%eézs&&%quest

source, a reply indicating whether the authorization ant to the access

request souldidss reghibdt foudbe datanyHerassiaa.apparatus according to any
one of the preceding clains, wherein, when the request conposed of said

plurality of access requests is received fromsaid
5. The data processing apparatus according to any one of
the preceding claims, wherein, when said assignment means
assigns a connection having said write authorization to said
access request source, said control means resets the
authorization granted to said access request source to which
another connection is assigned while the other connection

assigned by said assignment means is maintained.

6. The data processing apparatus according to any one of
the preceding claims, wherein, in response to a request from
sald access request source, said control means transmits, to
the access request source, a reply indicating whether the

authorization granted to the access request source is valid.

7. The data processing apparatus according to any one of
the preceding claims, wherein, when the request composed of
said plurality of access requests is received from said
access request source, said control means accepts another
access request after the processing for said plurality of
access requests is completed, and performs processing for the

other access request.



access request source, said control neans accepts another access request
after the processing for said plurality of access requests is conpleted,
and perforns processing for the other access request. - 33 B. The data
processi ng apparatus according to any one of the preceding clains,
wherein, if said other access request is received before the processing
for said plurality of access requests is conpleted, the access request is
rejected. 9. A program executed by a déf%?ﬁTocessing apparatus i n which
data is accessed in response to an access request froma plurality of
access request sources, said program conprising: a first procedure for
assigning a connection having wite authorization to the access request
source in responke The &aGenpectéead e esiratisWatehrsaid 0o bh§ one of
authorization is specified, which is received fromsaid access request
source, sothdharexaddxignodsdhs pnédheorimactifosafidonthrongccosmeanstquest  t hat
are simultaneously assigned to said plurality of access request sources
becones a cHANRIGOFh&FIRGesahe REPEeSSHA Hord Asfichplbneld itegspéct to said
st orage means; and a second procegure for, permttin mwiting into said
storage meats=Tie rEePide 5 &R Eﬁgg'riﬁékﬁﬁc%ﬁ?(ﬁ%ﬂﬁeﬁﬁoﬁ FRAECESTd
connection having said wite authorization is assigned to the access
request source when said access

9. A program executed by a data processing apparatus
in which data is accessed in response to an access request
from a plurality of access request sources, said program
comprising:

a first procedure for assigning a connection having
write authorization to the access request source in respohse
to a connection request in which said write authorization is
specified, which is received from said access request source,
so that a maximum of one connection from among connections
that are simultaneously assigned to said plurality of access
request sources becomes a connection having said write
authorization with respect to said storage means; and

a second procedure for permitting writing into said
storage means in response to an access reguest on condition

“that said connection having said write authorization is
assigned to the access request source when said access

request assoclated with writing into said storage means is



request associated with witing into said storage neans is - 34 received
fromthe access request source via said connection assigned to said access
request source in said first procedure. 10. A data processing nethod
executed by a data processing apparatus in which data is accessed in
response to an access request froma plurality of access request sources,
sai d data processing nethod conprising: a first step of assigning a
connection having wite authorization to the access request source in
response to a connection request in whizgh-said wite authorization is
specified, which is received fromsaid access request source, so that a
maxi mum of one connection from anong connections that are sinmultaneously

assi gned t or&althddl Uil toheOh cREEES S e8NS SOUI £ES HAGOTES,A fannect i on

having said wite authorization with'respect to sald storage neans; and a
second st epasofigrasdnitdd igad dMaickeBl ikBLOe581 oSt & ape sdAMANS A4t response to
an access request on condition that s aid connection having said wite

aut hori zat ipmedegiwmssi gned to the access request source when said access
request associated with witing into said storage neans is received from
the access request source via said connection assigned to said access

request source i% saLd first St%?”
10. A data processing method executed by a data

processing apparatus in which data is accessed in response
to an access request from a plurality of access request
sources, said data processing method comprising:

a first step of assigning a connection having write
authorization to the access request source in response to a
connection request in which said write authorization is
specified, which is received from said access request source,
so that a maximum of one connection from among connections
that are simultaneously assigned to said plurality of access
;equest sources becomes a connection having said write
authorization with respect to said storage means; and

a second step of permitting writing into said storage
means in response to an access request on condition that
said connection having said write authorization is assigned
to the access requést source when said access regquest
associated with writing into said storage means is received
from the access request source via said connection assigned

to said access request source in said first step.



