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BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates to data security. More
pérticularly, the present invention relates to a wireless authentication
system which mitigates the likelihood of unauthorized use of an
electronic device through periodic challenge/response messages. -

2. Description of Art Related to the Invention

As personal computers (“PCs”) become more prevalent in
businesses throughout the world, it is becoming increasingly
important to provide security to prevent their unauthorized use.



partlcularly, the present invention relates to a wirel ess authentication
system which mitigates the |ikelihood of unauthorized use of an
el ectroni c device through periodic challenge/response nessages.
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Al ready, there exist a nunmber of authent i€ati on systens which provi de
marginally effective security of one's personal conputer. For

exarrpl e, one vhlrbaﬂynptherepplistca‘ nuotbesmof authenticationtsysitms whicht em is

“passwor d- bagedige )&?ﬁrgﬁﬂdl‘l}r \é’ﬁﬂeﬁﬁvé sQEuﬁgﬁ of %n@‘ ' @&%@nﬁf diér. For the

contents of arld resour c&s
correctly typigxgmpleaopesyellnowantypenoh sgamtepnﬂmk}\@mca lon system

passwor d- baseds wspasmoaaﬂaa%uac%psﬂéﬂxenw\&h)a Erisbas aubhr@a@@as ke
used to captur t he

da
m st akes such & (S‘ﬁg’?etras S‘%\gé%ﬂﬁaﬁo'%lﬁdg%% P%(r‘)_gg}r?oa &9!%3“?%54’5'
same passwor d dorrecilyl tyygngen |a)prevflousl|yechddhnqmssworda§ﬂmmedreb,as ed

e Soo” PSSR SRS, 09 ity i be
use to capture the person's password and to n) common “human”
mistakes such as confiding one’s password to another or using the
same password for a long period of time. Moreover, password-based
systems do not provide any mechanism for mitigating the risk of
unauthorized use of one’s personal computer in those situations
where the user fails to turn-off his or her personal computer before
leaving work or has to leave his or her office for a moment (e.g.,
lunch, attend a meeting, etc.) but leaves his or her personal computer
‘running i.e., in an operational state.

Another example is a password protected screen saver which
automatically turns off one’s computer if it is not used for a
predetermined period of time. This authentication system is usually
disruptive to the user because its state is dependent on whether or not
the user is using the computer, not the proximity of the user to the
computer. Thus, if the user is on the phone for a while, the computer
may be mistakenly turned off requiring the user to log-in again. Thus,
users commonly set the “time-out” of the screen saver for a long
duration which defeats its objective to protect the contents of the
computer when the user has left his or her office without turning off
the computer.

Another marginally effective authentication system is a “card-
based” system in which a “smartcard” card being an integrated circuit
carried in a credit card form factor, PCMCIA card or magnetic stripped
card (hereinafter generally referred to as “token cards”) is used to gain
physical and/or electrical access to the personal computer. Normally,



where the user fails to turn-off his or her personal computer before
| eaving work or has to |l eave his or her office for a nonent (e.g.,
| unch, attend a neeting, etc.) but |eaves his or her personal conputer

running i . VO 9R955% operational state. Anot her BCRAIST12S,

password protected screen saver which automatically turns off one's
conputer if it is not used for a predeterm ned period of tinme. This
aut hentication systemis usually di sruptive to the user because its
state is dependent on whether or not he user is using the conputer,
not the proximty of the user to the “Conputer. Thus, if the user is
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cards may be ei tprevidinge t“tokent G.ea cade), prxmally arrdndiom rafmber although
| it may be static, in response to the challenge issued by the personal
computer. In the case of a more sophisticated token card, this request
will be in the form of a random “challenge” which the token card
must first process in order to provide the correct “response”. |
Although this type of authentication system arguably provides greater
security than the password-based system, it still does not solve the
problem where the user accesses his or her personal computer and
leaves the personal computer unattended for some duration without
removing the card or disabling the personal computer during his or
her absence.

Hence, it is desirable to develop a wireless authentication
system which does not require a physical connection to the personal
computer, thereby mitigating the chances of mistakenly leaving one’s
token card within or in proximity of one’s computer. While there
now exist some authentication systems in the marketplace such as
those provided by Security Dynamics, Inc. of Cambridge,
Massachusetts and Digital Pathways of Mountain View, California,
their systems do not utilize periodic Challenge/Response protocol to
ascertain whether the authorized user of the personal computer has
left his or her personal computer unattended for a predetermined
period of time. '



personal conputer, placed in physical contact with a readi ng device
coupled to the conmputer or placed in an area where the personal

conmputer resides (e.g.; an office, |laboratory and the like). These token .
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fact authorized to use the personal conputer. Depending on the type

of token card, such verification is acconplished by the token card
responding to a request (i.e., "Challenge nessage") for information by
providing a "token" (i.e. code), nornmally a random nunber although it
may be static, in response to the challengl i ssued by the personal
conputer. In the case of a nore sophisticated token card, this request
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Subsequently, the security device generates and transxmts other
Challenge messages at selected intervals to check whether the
authorized user normally wearing the token has left the first node
unattended. If the token responds correctly indicating that the token
is still proximate to the first node, the first node is maintained in its
operational state. Otherwise, the first node enters into a non-
operational state disallowing further access thereto.
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SUMVARY OF THE | NVENTI ON A wirel ess authentication systemto
control anwipelIwssng state of a first node (e.g., .conpuPEFUSEHEE on-
the proximty of an authorized user to the first node. The wrel ess
aut hentication system conprises a security device inplenmented within
the first node and a user aut henti cation token in possession of the
aut hori zed user (e.g., worn, carried, etc.). The security device
generates a Chal |l enge nessage and trar?'sm ts the sane to the token. In
response, the token generates and ‘transmts a Response nessage to the

security devicce if the token is
the security device. Ther ditEs : E
first node because it is in an operatlonal state.
Subsequently, the seqhefeitfieyiadel gdvanniges oirttletpresent irventiosr will

Chal | enge nmessages at sel ecte

aut hori zed usergﬁ‘é(?rﬁ‘ﬁﬁl:ﬂ?%’étr&ﬁgp }ﬁ%\‘?@i‘gﬁ?&gg%qwg%&%tféél? fthee
unattended. |f phesenskiswentiopoindsvhichrectly indicating that the token

Is still proximate to the first node, the first node is maintained in its

operational state. z‘@ Pis at % edtive Oﬁdﬁoﬁmhéﬁﬁirél@&Qaﬁtm&xcanon

operational state disa r? flurt ccess 8 V0. 97/ 39553

PCT/ US9 7 / 04025 System compr1s1 ga persona computer peno ically producing a
Challenge message to query the proximity of the user and his or her
token as well as the token producing a Response message in response

to the Challenge message.

ed di stance from
g&8n access the

pr edet er m

Figure 2 is a block dlagram of the general archltecture of the
personal computer of Figure 1.

. Figure 3 is a block diagram of an illustrative embodiment of the
security device employed within a node as shown in F1gure 2.

Figure 4 is a block diagram of an 1llustrat1ve embodxment of the
token of Figure 1.

Figure 5 is a flowchart illustrating the procedural steps
undertaken by the wireless authentication system in protecting the
integrity of the contents and networked resources of the node through
periodic Challenge and Response messages.

Figures 6A-6C are block diagrams of three illustrative
embodiments of the Challenge/Response protocol.

Figure 7 is an illustrative embodiment of the operations for
configuring the token to provide security against the unauthorized
access of the node.
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features and advant ages of the present invention wll becone apparent.
fromthe foll ow ng.detail ed description of- the present invention in -
which: ~WwO09%39853 Figure 1 is a perspective view of the wetghsoros2s

aut henti cati on system conpri sing a personal conputer periodically
produci ng a Chal | enge nessage to query the proximty of the user and
his or her t oken as well as the token producing a Response nessage in
‘response ' to the Chall enge nessage. Figure 2 is a block

di agram of the general architecture of t & personal conputer of
Figure 1. : F|ure3 IS ablock dlaramof an illustrative
enbodi ment of the DES(] WIN G Fa b BARELEMBOIAMBNT a5 shown in

Figure 2. Fi gure 4 is a bI ock diagramof an illustrative
enbodi nent of the The ﬂe@&ﬂnuﬁfen?icﬁufaaﬂes to a wireless authéntiicitforb i s a
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the following description, numerous specific details are set forth but it
is appreciated to one skilled in the art that these exact details are not
required to practice the present invention. Likewise, certain well-

_known components, devices and method steps are not set forth in
detail to avoid unnecessarily obscuring the present invention.

tp esponse

Herein, certain well-known terminology is generally defined
below. For example, a "message" is generally defined as information
(e.g., data, address, encrypted keys.and any-other information) being -
transferred in a sequence of one or more cycles. Two common types of
‘messages are a “Challenge” message and a “Response” message
- collectively authenticating the user of the node and his or her
whereabouts. A “key” is an encoding and/or decoding parameter used
by cryptographic algorithms such as Rivest, Shamir and Adleman
(“RSA”) which use public and private key pairs and Data Encryption
Algorithm (“DES”) which use a secret key shared in confidence
between two parties. A “digital certificate” is defined as any digital
information (e.g., a pu‘biic key) encrypted of a private key of a widely
known trusted authority (e.g., bank, governmental entity, trade
association, equipment manufacturer, company security, system
administration, etc.) to securely transmit the digital information
between two electronic devices.

Referring to Figure 1, an illustrative embodiment of the
wireless authentication system of the present invention is shown.
The wireless authentication system 100 features a security device (not
shown) implemented within a node (e.g., a personal computer) 110
and a user authentication token (“token”) 120 worn by an authorized



Fi gu're 7 is an illustrative enbodi nent of the operations for
configuring the token to provide security against the unauthorized

access of the node.. WD 97/ 39553
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relates to a wirel ess authentication system whi ch provi des and

mai ntai ns a node in an operational state only when, through periodic
bi -directional comunications, it © ascestains whether an individual
wearing a user authentication token i¥"within a predetern ned
(approxi mate) distance fromthe node. In the follow ng descri E)t I on,
numer ous speci fuserddOai The tokenst20 may be constructed in any mveﬁ‘iei?"ébXB one
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"key" is an enceotlieromeditirar thde dots neptpeqairet physisaliconnection (e.g., radio

frequency “RF” signals in which the personal computer 110 may

require an antenna). The communication link 140 may be established

and maintained only when the token 120 is within a predetermined

distance (e.g., within 20 feet) from the personal computer 110. Itis

contemplated that although the wireless authentication system is

being described with a personal computer, it could be implemented to

secure any node being an electronic product such as a peripheral to the

computer (printer, mass storage device, etc.), door locking

mechanisms (i.e., garage door opener, electronic door locks) and the

like.

Upon establishing the communication link 140, information is
exchanged, normally in an encrypted format in at least one direction,
between the security device (not shown) and the token 120. Upon the
security device determining that the token 120 responded correctly, -
the user 130 is granted access to the contents (i.e., data, applications
and other information stored thereon) of the personal computer 110
as well as its networked resources.

It is contemplated that the wireless authentication system 100
may be utilized with another authentication system (password-based
system, card-based system, etc.) to prevent the personal computer 110
from being mistakenly accessed in certain situations. One situation is
where the authorized user 130 wearing the token 120 is walking by the



by cryptographic algorithns such as Rivest, Shamr and Adl eman ("RSA")
whi ch use public and private key pairs and Data Encryption Al gorithm
("DES") which use a secret key shared in confidence bet ween two
parties. WO’!!Tﬂgsﬁal certificate" is defined as any digital PCTIUS’MSTB.UOH
(e.g., a public key) encrypted of a private key of a wdely known
trusted authority (e.g., bank, governnental entity, trade associ ation,
equi pnent manuf acturer, conpany security, system adm ni stration, etc.)
to securely transmt the digital informatjon bet ween two el ectronic
devi ces. Referring to Figure®l, an illustrative enbodi nent of
t he wirel ess authentication systemof the present invention is shown.
The wirel ess dRArRentl eemputersiig é‘ﬁt?l/ the-predetermingst distance sithou{ not
shown) i npl emgﬁﬁut@hhbhmfmsiﬁgeméep&so 1g@nputer) 110 and
a user authentication token ("token") 120 worin by an authorized WO
97/ 39553 PCT/ US97/ 04025
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i npl enent ed | 200 enabl H}ﬁ)i’}fEFmGE‘@F‘cf@ WFH“&H“&F%?@&EF‘V@E%@WWUW as a
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any input/output ("1/0O”) subsystem 260. The detauls of the security device

210 are discussed in Figure 3 and the wireless interface 215 is a
conventional interface which is constructed to transmit and receive
messages in an “IR” or perhaps “RF” format.

As further shown in Figure 2, the processor subsystem 220

. includes a host processor 225 illustrated as a single processor but may
be employed as multiple processors within the personal computer 110.

- It is contemplated that the security device 210 is represented as a co-
processor but the authentication operations could be performed by the
host processor 225, provided there is no concern about virus attack or
removal of the chassis of the personal computer to monitor its bus
signals. However, since the host processor is an open platform
architecture, implementation of the s_ecurify device 210 itself or its
functionality within the host processor 225 would require isolation of
the authentication operations from normal operations of the host
processor 225. .

The memory subsystem 240 includes a memory controller 245
which is coupled to the first bus 200. The memory controller 245
controls the access to at least one memory device 250 such as dynamic
random access memory ("DRAM?"), read only memory ("ROM"),
video random access memory ("VRAM") and the like. The memory
device 250 stores data, instructions and other information for use by
the host processor 225. |



ot her nedi um that does not require physical connection (e.g., radio
frequency "RF' signals in which the personal conputer 110 may require
an antenna). The cammuni cation link 140 may be established and

mai nt ai nedward®sostsen t he token 120 is within a predetern nedPCT/USI7RH083 ance
(e.g., within 20 feet) fromthe personal conputer 110. It is

contenpl ated that although the wirel ess authentication systemis

bei ng described with a personal conputer, it could be inplenmented to

secure any node being an el ectronic produc such as a peripheral to the

conputer (printer, mass storage device, ~), door Iocking
mechani sns (i.e., garage door. opener, eIectronrc oor
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wher e t he aut horay tube,digpuid 2oystebdispiay,tetc.doxe alptenurseria inputy deyicet?76
\é%?alsgg;:’gi 025 (e._g., an alphanumeric keyboerd, etc.) for communicating information
(address, data and control) to the host processor 225; a cursor control
device 277 (e.g., a mouse, trackball, jdyStick, touchpad, etc.); a mass data
storage device 278 (e.g., magnetic tapes, hard disk drive, floppy disk
drive, etc.); an information transceiver device 279 (fax machine,
modem, etc.) for transmitting information from the personal
‘computer 110 to another remotely located device and for receiving
‘information therefrom; and a hard copy device 280 (e.g., plotter,
printer, etc.) for providing a tangible, visual representation of the
information. It is contemplated that the personal computer shown in
Figure 2 may employ some or all of these devices or different devices
than those illustrated. For example, the security device 210 could be
coupled to the second bus 270 instead of the first bus 200, a local bus
(not shown) within the host processor 225 or may be adapted to any
bus line coupling any of the peripheral devices such as the mass
storage device 278.

Alternatively, the security device could be utilized for access
control purposes outside the computer field such as in the automatic
field, home and business security field. It is contemplated that the
security device and token combination could be used to authenticate
the holder of the token before granting access to 2 node of
transportation (car, bus, farm equipment, etc.) garage, and home or
office or any other node by implementing the security device in that



personal conputer 110 within the predeterm ned di stance w thout any

i ntention of using the personal conputer 110. Referring now to
Figure 2, an enbodi nent of the personal conputer 110 featuring the -
security WOMIP8SSf t he aut hentication . systemis ill ustretresy7/04Dzs
personal conputer- 110 includes a first bus 200 enabling information to
be comruni cat ed between a security device 210, .a wireless interface
215 and a plurality of subsystens including a processor subsystem 220,
a nenory subsystem 240 and an i nput/ ut put ("1/0") subsystem 260. The
details of the security device 210 di scussed in Figure 3 and the
wireless interface 215 is a conventional interface which is

construct ed t dadessigh as arithinex diops control rmechanismi (¢-gingarage deomer haps

"RF" format. opener, electroniiSlocks, &R &itP'e likelFi gure 2, the processor
subsystem 220 I ncl udes a host processor 225 ill ust rated as a single
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may be separately packaged and hardwired together. The security
device 210 may include an mterface 214 coupling the processor unit
211 to the first bus.

Referring now to Figure 4, one embodiment of the token 120 is
shown. The token 120 comprises a wireless interface 300 to exchange
messages, namely Challenge and Response messages with the
personal computer or any node. These messages may follow an IR or
RF transmission protocol although other types of transmission
protocols may be used. The wireless interface 300 is coupled to a
processor 310 and a memory element 320, both of which are preferably
integrated into one integrated circuit package 325 to reduce
vulnerability to physical tampering. The memory element 320 has
non-volatile characteristics (either as true non-volatile memory or as
RAM with a “permanent” power source such as a battery) and is
preferably configured to contain its unique public and private key pair
and perhaps a digital certificate to allow the token 120 to securely
transmit its public key “PUT” to the security device in the event that
the security device is not configured at manufacture with various
public keys of tokens whose users are allowed access to the personal



t he host processor 225. WO 97/ 39553
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The 1/ 0O subsystem 260 i-ncludes an 1/0O controller 265 which is coupl ed -
to bot h t hevd o#mess3bus 200 and a second bus 270 (e.g., a PeriPabU§?7/04025
Corrponent I nterconnect "PCl" bus, Industry Standard Architecture

"I SA" bus and the like). The I/O controller 265 provides a
comuni cation path to all ow devices connected to the first bus 200 or

t he second bus 270 to exchange information,_ The second bus 270 al | ows
information to be'transferred fromor to al *l east one perlpheral
device including, but not limted to a display device 275 (e.qg., cathode

ray tube, |iquicompysénbdr its sphaplhmg aode. dh lahplﬁptmﬁ?rcthenﬁﬂhﬂﬁm e 276
(e.g., an alph et sbuk & 330(8] “h%ﬂeﬂﬁ)! @ésibllyi on

(address data and contro) to Poe host ocess cursor. control

devi ce 277 (e. gSUPBIYnBOWEr te compenents ‘%{})g’c"}gke tokeh i%ﬂigor aper h lilmass

]giflt a § kst Or?ﬁ?p&ﬁéélarsewaﬂ&s(t@ ss1bt9tg§&ﬁtice themanohymtbxﬂenkBZﬂ ifve, .
oppy disk . i 0 ax

machi ne, H‘Gﬁ‘g?é et ®® ?O'I’%?rp'qugﬁéirﬁ eﬁ%:’fqﬁ 18?‘%’&’?‘%(‘)‘%5% om % %%n%é&sonal

conputer 110 t onantdregeneeatvrahyy becdesirable (pansicularly ovherectdievtokgn is

| nformation thepaly Qilq if\duthditicded BRY pdfseirat caftiurerp. . plotter,

!or:c nter, etc.) Tor providing at ang| visual repr esent ati on of t he

ool on LS, e g A S

than those il ustireless auﬁmntﬂ:naunl systerheinsperiodicallyeaxchanging Edallenge

- and Response messages between a node (e.g., computer, locking

mechanism for car doors, home or office door entry, etc.) and the
token is illustrated. In this embodiment, the node prompts a user for
a password but continues to deny access to its contents and networked
resources (Steps 400-405). Upon the user entering his or her password,
the node determines whether the password is correct (Step 410). If the
password is incorrect, the node prompts the user to re-enter the
password. Of course, the node may be configured to allow only one or
more tries to enter the password before precluding access to the node
without assistance by security (such as a corporate security officer) or
imposing a time-delay before one can attempt to try to access the node.

Alternatively, if the password is correct, the node, namely the
security device, generates a Challenge message and transmits the
Challenge message covering a predetermined distal range from the
node (Step 415). Thereafter, it awaits 2 Response message from the
token and its verification before allowing the user access to the
content stored on the node or its networked resources (Step 420). If no
Response message is received after a prescribed period of time, access
is denied (Step 425). Otherwise, upon receiving the Response
message, the node verifies whether the Response message is correct
(Step 430). If the Response message is incorrect, the user is denied
access to the node by any conventional manner such as by displaying a
screen-obscuring image, refusing further input from the keyboard,



coupled to the second bus 270 instead of the first bus 200, a | ocal bus
(not shown) within the host processor 225 or nmay be adapted to any
bus line coupling any of the peripheral devices such as the nass

st orage deWOA3/3955, Al ternatively, the securi tRCTNSSTOe250uUl d
be utilized for access control purposes outside the conmputer field
such as in the automatic field, honme and business security field. It
is contenpl ated that the ’ security device and token conbi nation could
be used to authenticate : the hol der_of the token before granting '
access to a node of transportation ar, bus, farm equipnent; etc.)

garage, and hone or office pr .an her node by inplenenting the
security devi cMPHSHRHC- suspen%ggpwgméj kS andYrGom the nbad &

PCT. /h uso7/ _04325 suspending any network connections for a computer repfesenting thwode
such as within o L S . ,

el ectronic loc klg?&iée')t %f. @%;#}%ﬂ%ggﬁﬁ%agg\s( goﬂect,. e ﬁ%ﬁ‘ %ﬁ%ro%dg%'a%%%g?é 3,
one enbodi nent’ e node andw timingeirauit integratad in the node is sabta sigmal t y

devi ce 210 inclygen theMQEERSIO \gervkthate didther Challhge #RERIGE A undbigo The

processing unit 21 a GQ- processor, rQ-codt roll er or any
ot her device haAA% eg?ﬁb’g@%ﬁgﬁespon%%&ﬁm éct)%Es H}fﬁ'éa% I ERFUres 12
preferably is nihde thé nodde will geriotlically requive autherticatioraohé itriplivhily ai n

t hic al - ?Hﬁ Ve I hic. ) frip. g bli
E;))C(ps;)gg?pv;i oug ﬁll&enst,) §1f puéo}"r”%sf%“ g?gBx&eﬁ%h}c?éﬁ@%ﬁ‘%qprlﬁéggedl ‘
authority, a ur@Rpretionsl ptateor\piedngdy ipainon-operational state.

The periodic Challenge/Response message may be performed
in a number of ways as shown in Figures 6A-6C. These are shown
purely for clarification; other means of authentication may be used
without deviating from the spirit of this invention. For example, the
node, namely the security device 210, may generate a random number
(“RN"”) 500 and transmit RN 500 in a non-encrypted format as a
Challenge message to the token 120. Upon receiving the Challenge
méssage, the token 120 encrypts RN 500 with its private key “PRT”,
forming a Response message 505 and returns the Response message
505 back to the security device 210. Thereafter, the security device 210
decrypts the Response message 505 with a public key of the token
“PUT” and checks to verify that the random number received

- ("RNrec”) 510 is equivalent to RN 500.

Another example is that.the security device 210 may produce a
Challenge message 525 by generating a random number “RN" 520 and
encrypting RN 520 with the token’s public key “PUT” stored within
the security device 210. Thereafter, the Challenge message 525 is
transmitted to the token 120. Upon receiving the Challenge message

- 525, the token 120 decrypts the Challenge message 525 with its private
key “PRT” to retrieve the random number “RNtrmt” 530. Thereafter,
RNgrm¢ 530 is transmitted back to the security device 210 and compared
with RN 520 previously transmitted to determine if they are



a DES key, etc.). In this enbodi nent, both the processing unit 211 and

tthe menory unit 212 are inplenented in a single integrated circuit
package 213 to mitigate the risk of tanpering although they ~ may be
separ at el yworeksgsxd and , hardwi red together. The security PCTAS91/01922 10
may include an interface 214 coupling the processor unit 211 to the
first bus. ‘Referring now to Figure 4, one enbodi nent of the
token 120-is shown. The token 120 conprises a wireless interface 300
t o exchange nmessages, nanely Chal |l enge and Response nessages with the
personal conputer or any node. These nessadds may follow an IR or RF
transm ssi on protocol although other types of transm ssion prot ocol s

may be used. Thequivabéresdfisof thef aser i3qfrovidexbaptesd to dhe data storpdovisbisor 310

and a nenory el Qﬁ%ﬁbdg%% {;q{&' ﬂgeg;éﬁg%tgg ﬁx"e%ﬁf Cg&&pg&ess. i ntegrated

I nto one integr CIrrcuit "pac 0 redu vulnerability to
physi cal tanpering. The pempry el enent 32Q has . apn-volAatile
characteristics (eit#gother ilugtralive @69&1?8%5 ﬁgﬂmlxb?ﬁ%e 6C WLWIW th a
! pe][ _rranenél" powssciirity devite!210 fsnet Hedighed o stateiany public keps assdnigt'edd
configured to cont,ain,its_ unj pupl i rqs (Zaﬁé; - i« .
perhaps a digit a‘flhb an‘?‘?ri‘%%ff@%% sal#%\%lcrteﬁgﬂt %éé%ﬁij ?gicg%clé r’Sﬂ‘y‘“edaf}
transmit its pushownke¥hepegurity denices2iflitrangmits,a sandem Rumbes{{RNAt
the. security dexpGs thé toRén $20. The' kel 120Preéives WG 540 dhd/ @hérgipis RN
public keys of tokens whose, useys are al | Eweq,P%ch,ess to,the Per sone*l
VO 97/ 39553 540 with the private key of the token I to produce an éncrypted
PCT/ US97/ 04025 random number “RNprt” 545 as part of a Response message 550. The
other part of the Response message 550 is a digital certificate 555
obtained from a well-known Trusted Authority 560 (e.g., system
administrator, company security, etc.) in which its public key “PUTA”
565 is widely disseminated. The digital certificate 555 is the public key
of the token (“PUT”) 575 encrypted with the private key of the Trusted
Authority “PRTA” 570. Both parts of the Response message 550 are

transmitted to the security device 210.

Upon receiving the Response message 550, the security device
- 210 decrypts the digital certificate 555 with PUTA 565 to obtain PUT
575. Next, PUT 575 is used to decrypt RNpt 545. Finally, RN 580
received from the token is compared to RN 540 transmitted to the
token 120 and if these numbers are equivalent, the Response message
550 is correct. |

Alternatively, in lieu of a password-based system being
implemented within the node, the token may be configured to require
a password or a personal identification number (“PIN”). Thus, the
token remains in an inactive state unless its user periodically
authenticates himself or herself. Of course, the advantage of having
the password-based system eﬁployed within the node is that the node
is already adapted with I/O devices (e.g., an alphanumeric keyboard) to
assist a user in authenticating himself or herself. However, as stated
previously, the node is susceptible to virus attacks which would not be
an issue if the password-based system is employed within the token.



conputer or its controlling node. It is an option for the token 120 to
provi de an on-board power source 330 (e.g., a battery) to possibly
supply power to conponents within the token 120 for oper at i onal

pur poses YOWAMHSIs to possibly service the menory el enent BCIYUS$7/04025
needed. For sonme protocol inplenmentations, inclusion of a random
nunber generator may be desirable (particularly where the token is

al so used to authenticate the personal conputer). ' Referring
to Figure 5, the operational steps perforqyged by the Wi rel ess
aut henti cation systemi n periodically exc angi ng Chal | enge and

For car  door o TR eBTDRHRIREL i toke terfitEcbsriois Rassword or pefRals -
illustr gt gd Ildenhfmanobudzmbem (”RIM’)rnnthennoa'm:sbgr thecusdraso that if the

ut
esources (5t Aokel) if fGss.ct SEDAALE I Sahflot b uSETYG) T wBARLRIAR KREr |
t he node det er%%e%‘%ﬁ’@?ﬂebe@ﬁbespmt%?@ﬂ ﬁ"uhﬁﬁrt@ct!mébf ppovwid® . |f the
password is i rmhéﬁﬁ&anémnmﬁmmw B fs };:ta@snﬁerthaptﬂ@ta@xﬂndwemploy
password. OF coyrse hhe node may be con ure (g{ ow _on Iy % #8
nore tries to % of plometric me '5@"6?%* E?b?llhﬁb‘ % Passwgrdibased e
Wi t hout assi stsystembfm‘e&xamplp, athambyrint ovfingerprint seadertooudd fbecer ) or

t
Alternati vel 'yf‘“*éjﬁ%ﬁeyd %?&%r@ﬂ?g 2ping e pltofifed ReBf 8 ecldficlIfye
security devi 89%417&) akspredeten wgiehmsag@emd\quraﬁam e@)tlmgensure

Chgl I (egtge ”ﬁi ;l@ﬂﬁ_tl_lﬁé)l/@f%ﬂt”'ﬂsélf PAIRRISE Bé msé&%f Hiis lgdt. 'HHEe6 aké famewe

node e el ea a es Se e ro

o and’i ¢ = dmpiiies Bubh asPigiBi B Buns RLoESuT D RHERl¢S Bay ave
cont ent st or eddeveloped toklensothatt requitenseéreatithentivation t¢ Sgprati’0). 1f no
Response nessaﬂsw Ee@‘aﬁXQSké‘ﬁé 8b ﬁo!pfe?lﬂcfﬂe?ﬁﬂelf% h%geﬁbdtié e, access

is denied (Step g Qn rece onse

message, the rmerbev s:aw%;hmlh& atl@&ﬂ%ﬁ@@pﬁeg%msases:aﬁect
(Step 430). Ifxlmlb&amspbase nessage is incorrect, the user is denied
access to the node by any converntional manner such as by displaying a

screen-obscuring i "RgREefHSLG HEDY, b BRErdddHB b thdRgar d.
implemented with a password-based system are illustrated below.
First, in Step 600, at a periodic interval, the user provides
authentication information to the token. If the authentication
information is correct, the token is functional and exists in an active
state (Steps 605-610). Thereafter, after a preselected period of time has
elapsed, the token enters into an invalid state which requires the user
to enter authentication information into the token again (Step 615).
Otherwise, if the user authentication information is incorrect, the
token remains nonfunctional (Step 615).

In the event that the token is in an active state, the token
receives a query signal from the node once it is carried or worn within
a predetermined distance from the node (Step 620). In that event, the
token responds to the query with an identification message indicating
the identity of the user (Step 625). Next, in Step 630, upon receiving
the identification message from the token, the node generates and
transmits a Challenge message directed to that token. Thereafter, the
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etc., suspending further 1/Oto and fromthe node or suspendi hg any
net wor k cogpaaishskss for a computer representing the nogeT/Ush7/h402s
Response nhessage is correct, the user is provided access to t he node
and a timng circuit integrated in the node is set to signal when t he
node is to generate another Chall enge nessage and undergo anot her

Chal | enge/ Response session (Steps 435-445). This ensures that the
node will periodically require authenticatt®n and inplicitly t he

proximty of the user fromthe node before nmaintaining it inits
operational stated®awaic Regsponsemessage withiatd prescribedttime period. If

The periodic Chal | enge/;R A S ng LR i number
of ways as sho € OGS 88?%2‘%52?8%;21?%5 arseé)gh%\%ég_ npf}}aél tdn? o‘% :
clarification: receivesmrainconfechResponse messagendcaess issdenied to theg nedet

deviating from g §g35-535f?f}-lrol%JI§vérf‘Ylemé REde FoeifEs thY Respbifise messagtode,
namely the securi{y.device 210, rrg#\i 86 rate a,random ménB‘er .. (TRN")
500 and transmi Withip the prescribed perie f%f%’al‘efg?%ttlsa%‘”ﬁec' € UFTIS| enge
message to the geineed decess tp the neciei (Step650) Chal | enge nmessage, the
token 120 encrypts RN 500 with its private key "PRT", formng a

Response nessage 505-1-%%&&@ uﬁﬂﬁng’ﬁ’&ﬁﬁﬁfﬁe‘iﬁg‘ﬁ?@eﬁs set foTrXhBafdad o the

security device 210. reatt el he sec . ecrypts the
Response nessagt® gemerate anatharifthallenge message aflesa predetermine &Hbg checks
to verify that Rkl&eoa R R Step €58).VRibxt, the tokefik ehedked & Sed s
equivalent to wh5e?19ér it has been in the active state for longer than the selected

time (Step 660). If so, the token becomes nonfunctional and the user is

denied access to the node (Step 665). If the token is still active, the

timing circuitry of the node is checked to see whether the

predetermined time period has expired (Step 670). If not, the state of

the token and expiration of the time period set by the timing circuitry

in the node is checked at a later time. Otherwise, if the timing period

has expired, the node is prompted to generate another Challenge

message to the token for periodic authentication that the user is

proximate to the node.

While various embodiments of the invention have been
described, those skilled in the art will realize that other embodiments
of the invention are easily foreseeable without departing from the
spirit and scope of the present invention. For example, the token may
initiate query messages to allow the node to determine when the
token is in the proximity. Likewise, the periodic challenge/response
communications may be initiated by the token rather than the node so
long as the node still authenticates the token. Moreover, well known
circuitry and operational steps are not set forth in detail in order to
avoid unnecessarily obscuring the present invention. The invention
should, therefore, be measured in terms of the following claims.
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stored within

e is that. the security device 210 may produce a
age 525 by generating a random nunber "RN' 520 and
520 with the token's public key "PUT" stored within t he

e token 120. Upon recei ving the Chall enge it 104025
120 decrypts the Chall enge nessage 525 with its private
etrieve the random nunmber "RNtrm" 530. Thereafter,
transnitted back to the security device 210 and corrpared
ewouslytransmttedto detggimne if they are WO
PCT/ US97/ 04025

uivalent. If so, the user ovi ded access to the data
the node and if nocL ngirs'user I's prevented such access.

Anot her i || ust Whatiis claimnesd és:i s shown in Figure 6C where the security

device 210 is

aut hori zed t ok
shown. The sec
to the token 1
with the priva

not designed to store any public keys associ ated wth
ens. As a result, a digital certificate is required as
urityidevi g\em’étﬁoartorwﬁttcﬂ a&w ﬂmgmtateeof @'riddebased 540

68 ok o ShACEBER: BB 4P o e

random nurmber nederthe mﬂ\@rbcpmpnmhgathaessgmoé message 550. The
other part of the Respongg mRsSfde eg%%é?orﬁ?ﬁéhfdd%%eth@%
t hor| t

obtai ned from
adm ni strator,

a wel | -known Trusted , Ssystem
conp Tyecurity, etc.) in which its public key "PUTA"

(b) transferring a second message from the token to the
node, said second message being in response to the first
message; '

(c) determining whether the second message correctly
responds to the first message, and placing the node in a first
state if the second message correctly responds to the first
message; and -

(d) periodically performing steps (a) - {(c) to ascertain
whether the token is within a predetermined distance from the
node, and ' . _

‘maintaining the node in the first state if the token
correctly responds, and

placing the node in a second state if the token fails
to respond or responds incorrectly.

2. The method according to claim 1, wherein said first state
is an operational state and said second state is a non-operational state.

3. The method according to claim 2, wherein said node is a
computer. ' -
4, The method accordizig to claim 2, wherein said node is a

door control mechanism.
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565 is widely dissemnated. The digital certificate 555 is the public key S

of the token ("PUT") 575 encrypted with the private key of the Trusted
Aut hority "PRTA" 57Q. Both parts of the Response message 550 are

transmittedvoossssssecurity device 210. Upon r eCainysg4o2se
Response nessage 550, the security device 210 decrypts the digital
certificate 555 with PUTA 565 to obtain PUT 575. Next, PUT 575 is
used to decrypt RNprt- 545. Finally, RN 580 received fromthe token is
conpared to RN 540 transmitted to the token 120 and if these nunbers
are equi val ent, the Response nessage -1850 is correct.

Alternatively, in lieu of a password-based system being I mpl enent ed

wi thin the node, the 5 okeThmmethod@atordingaot daimduiwkerein said firgtasswor d
or a personal i WEL CAakil : " i : ; i ns
in an inactive gﬁéﬁsgg%%@gg@f ? %?gr!ﬁ gggirlﬁ%%ﬁ %gﬁl%éld %éﬁmd guetsﬁae%(?lkglgte Eés

hi msel f or her s@egpords kvsaiddirst message hyrpsuntingsaid andom numher.
passwor d- based system enpl oyed within the node is that the node - i's
al ready adapted with I/0O devices (e.g., an al phanuneric keyboard) to

assist a user in autlkenti Cite npthoduscbrdingtter dairh .5, hoherein saik fisstat ed
previously, the | i Vi ts Wi '

Bn i ssue if the fﬁ%%é&%?a%?%é%%%?%%%%ﬂ%@éﬁf&f’f%&?ﬁﬁéﬁfeﬂn& aitd
WO 97/ 39553 said second message includes said random number encrypted with a

PCT/ US97/ 04025  private key associated with the token. -14- In
this enbodi nent,” the token requires periodic password or personal

7. The method according to claim 5, wherein said first
message includes said random number encrypted with a public key
associated with the token and said second message includes said
random number in a non-encrypted format.

8. The method according to claim 5, wherein said first
message includes said random number and said second message
includes said random number encrypted with a private key associated
with the token and a digital certificate containing a public key
associated with the token encrypted with a private key of a trusted
authority.

9. The method according to claim 1, wherein said
periodicity of said first and second message exchanges is
programmabile.

10. The method according to claim 1, wherein prior to step
(a), the method comprises the steps of:
transferring a query message from the node to the token;
and _ '
transferring a response to the node by the token when
the token is within said predetermined distance from the node.

AN R



I e e

i dentification nunber ("PIN ) authentication by the user so that if the
token is lost or msplaced, it cannot be used by an unauthorized user
once the token becones inactive by failure to tinmely provide

aut henti ceo oimessy ormation. It is plausible that the token ?EEAE&E%&H&

a type of bionetric nmeasurenent device in lieu of- a password-based
system For exanple, a thunbprint or fingerprint reader could be
integrated into the token requiring the authorized user to periodically
(e.g., sanple at predeterm ned tines or every hour, day, etc.) to ensure
that the token itself cannot be used if i-18is lost. There are a few
conpani es such as Digital Pathways and Security Dynam cs that have

agvel 0|oedt}1 okens t hat. reﬂ‘hé[!ﬁeﬂf&id taﬁemmtligitsaitlaiﬁm; er'ﬁ;‘i@frﬁfzﬁor to step

wever, ese, bt oken n neel ves to periodic

aut henti cati on(ﬂt)'héi’ ué\?%‘g?f‘gk‘%é Cgﬁagﬂé?péﬁs%teﬁﬁggages as i1 lustrated
above. Ref etnansfprring a gueryumessage tfremajher tokienrts the nidde; t oken
Jinplenmented with a pagsword-based systemare illustrated bel ow

First, in Step 600, at a periodic interval, the user provides

aut henti cation i nfor mat | HANSEEITIMG 2 SREPONSer mergage fraahthe Bederto the

information is corrgsken inthcdto® thastHe/N6de AeRhoWIE s Eiat the t8Rersd | Ve
state (Steps 605-61

0)..,.Thereafter, after @ preselectéed period of tine has
el apsed, the token ﬁﬁ{’g}‘?‘ﬁ@{f‘ﬁeﬁéﬁmﬁ‘{ FLANER which requires the user
to enter authentication information into the token again (Step 615).

QO herwise, if the user authentication information is incorrect, the
t oken remai ns nonf ub®t i oMamethed jospntrol an operating statq of a modekased; hat t he

token is in anoRthe \trosimity of 4t autkGrized user it pObBSich 8£ 8 tBkén 8Hdhef rom
the node once jt .is carrhgd or _worn WI{hhl n P predet erm ned di stance
from the node 1eeptheBethgd, comprising the stgps of: t oken responds to the

query with an identifi cala)oautisestigaing the tokemgby exchangingimessagey of the

user (Step 625). NeEEtw' ﬁ{@gbdl@pahu%@ A&EE! Vi ng the identification
nessage fromthe token, {he node generates and transmts a Chal |l enge
message directed to that (RoRrushenticating the node by exchanging at least a first

-and second messages between the token and the node and
placing the node in a first state if said second message correctly
responds to said first message; and '

(c) periodically performing step (b) to ascertain whether
the token is within a predetermined distance from the node,
and | '

maintaining the node in the first state if the token
correctly responds, and

placing the node in a second state if the token fails
to respond or responds incorrectly.

13. The method according to claim 12, wherein prior to step
(a), the method comprises the steps of:
transferring a query message from the node to the token;
and
transferring a response to the node by the token when
the token is within said predetermined distance from the node.

* € L M s x
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awaits a Response nessage within a prescribed tine period. If t he
node does wopi97/39883i ve a Response nmessage within that tinme orPCTAUSI7MESei ves
an incorrect Response nessage, access is denied to the node (Steps
635-645). However, if the node receives the Response nessage W thin
the prescribed period of tine and it is correct, the user is gr ant ed
access to the node (Step 650). Thereafter, timng crcuitry
within the node is set for the node 1% generate anot her Chall enge
nmessage after a predetermned tine peri od has eXﬁI red (Step 655).
Next, the token is checkeﬂ‘h'emieﬂmd according td elaimy 12) aghexeim prion teestept i ve

state for Iong t 660). If so, the token
% ﬁﬁtei?q'om rises thggt&r??e .

becones nonfunc ona cess to the node (Step
665). |f the token is sti Ma“éfﬁrﬂﬂ& qqeéy message ffgm ghetpken 4o phem node
i's checked to see whghfer the predeterm ned tine period has expired

(eI oy ne' s g BAGERF g  resh i RAGAGB o B AR e " LT
time. Qtherw se, if tdlen indicatingthaidthe node acknewlsdged thahthe)teken is
pronpted to generat e Ang %'hﬁ{e %@iét@ﬂﬂﬁ}ed dlstaﬁl@essage to the token for

peri odi ¢ aut hentication roxi mate to the node.

Whi | e vari ous enbodi nents of the invention have been descri bed, those
skilled in the art w real i.ze that .ot .enbodi ts of the.
i nvention are easil ylkor e b aFeless, AUERAR C&&‘Bﬁﬁ}’sk@“;}f’o‘}ﬂqtﬁg an’ operating

state of a first node having at least a first data bus to support
communications internally within the first node based on the
proximity of an authorized user possessing a token to the first node,
the wireless authentication system comprising:
a security device implemented within the first node
having a wireless transceiver, said security device generating a
plurality of messages to be transmitted to the token through
said wireless transceiver, wherein each of said plurality of |
messages is separately transmitted after a prescribed time
interval has elapsed; and
the token that establishes a wireless communication link
with said security device, wherein said security device and said
token operate to place the first node in an operational state
using said plurality of messages.

16.  The wireless authentication system of claim 15, wherein
each of said plurality of messages generated by said security device is
separately transmitted after a prescribed time interval has elapsed.

17.  The wireless authentication system according to claim 16,
wherein the token (i) initially receives a first message of said plurality
of messages, (ii) generates a message in response to said first message
for transmission to said security device to place the first node in said
operational state and (iii) generates a message in response to each of

AR



spirit and scope of the present invention. For exanple, the token may
initiate query nessages to allow the node to determ ne when the t oken
is in the proximty. Likew se, the periodic challenge/response
comuni cawoeiossey be initiated by the token rather than ttﬁaqagﬁms

we nown

| ong as the node still authenticates the token. Moreover,

circuitry and operational steps are not set forth in detail in order to
avoi d unnecessarily obscuring the present invention. The invention

shoul d, therefore, be nmeasured in terns of the follow ng clains. WO
97/ 39553 ' -20- PCT/ US97/ 04025

- 16- CLAI V5 VWhat is clainmed is:

1. A nethodai@ plafdlitplof HHesdapes bibsbgticnt eo-eéidafim%edsag@% long a§n the
proxi mty of a%?(horl zed_user.in posae Si Qnegfd.a tokgn o the .. _hode,
the nethod conPFiOKRY TeMALRs withis a predetermined distance 5°‘¥‘r53ﬁ£f5§F'r‘T’% a

first message deviget he node to the _ t oken; - (b)
transferring a second nessage fromthe token to the node, said
second nmessage being in response to the first nmessage;

(c) determ ning whefgler THE wiReleas aliRSRaON §y3tdhYaccording to clafRSPpNds to

the first nessage, _and_é)l aci ng t.he, nqde ICP a frrst
wherein said security device includes

a processing unit coupled to said first data bus, said
processing unit generates each of said plurality of messages;

a memory unit coupled to said first data bus, said
memory unit contains cryptographic information; and

an interface coupled to said first data bus, said interface
receives each of said plurality of messages generated by said
processing unit and transmits said plurality of messages to said
token. ‘ '

19.  The wireless authentication system according to claim 18,
wherein said security device further includes a random number
generator coupled to said processing unit. |

20. The wireless authentication system according to claim 18,
wherein said token includes

a second data bus;

a wireless interface coupled to said second data bus, said
second wireless interface is further coupled to said first wireless
interface of said security device through a communication link
to receive said plurality of messages and to transmit a
corresponding plurality of messages in response to said
plurality of messages;

a memory element coupled to said second data bus, said
memory element contains cryptographic information; and

a processor coupled to said second data bus, said processor
generates said corresponding plurality of messages in response
to said plurality of messages.

) A O I




state if the second nmessage correctly responds to the first

nessage; and (d) periodically performng steps (a) - (c)
to ascertain . whet her the token i's within a predeterm ned

di st ance fw\yefivess node, and PCT/GE9 /040281 NY
the node in the first state if the token correctly responds, and
pl acing the node in a second state if the token fails to
respond or responds incorrectly. 2. "The net hod accordi ng
to claim1, wherein said first state is an operational state and said
second state is a non-operational state. -21- 3. The net hod
according to claim2, wherein said node is a conput er. i

4. The net hod accldi nFThieowireless ithehtication Systém adeording to claimdyr
ICD(C):;]'} ng#gzggg' #herein sailitokbn further {Reflided % i%wer source to provide power
‘ to at least said memory element and said processor. '

22.  The wireless authentication system according to claim 17,
wherein said first message includes a random number and said second
message correctly responds to said first message by returning said
random number. |

23. The wireless authentication system according to claim 17,
wherein said first message includes said random number in a non-
encrypted format and said second message includes said random
number encrypted with a private key associated with the token.

24. The wireless authentication system according to claim 17,
‘wherein said first message includes said random number encrypted
with a public key associated with the token and said second message
includes said random number in a non-encrypted format.

25. The wireless authentication system according to claim 17,
wherein said first message includes said random number and said
second message includes said random number encrypted with a
private key associated with the token and a digital certificate
containing a public key associated with the token encrypted with a
private key of a trusted authority.

26.  The wireless authentication system according to claim 15,
wherein the node is one of a computer and a door control
mechanism. '

27. A wireless authentication system to control an operating
state of a first node based on the proximity of an authorized user to the

|



"1 5.  The method according to claim1l, wherein said first

nessage i ncludes a random nunber and said second nessage correctly
responds to said first nessage by returning said random nunber.

6. The ng cording to claim5, wherein said first )
I ncl udes -salbtﬁ;;a%om nunber in a non-encrypted format and Pc'[@%s’&g@écond

nmessage i ncludes said random nunber encrypted with a private key
associated with the token. 7. The net hod according to claim
5, wherein said first nmessage i ncludes said random nunber encrypted
with a public key associ ated with thesotoken and said second nessage

I ncl udes said random nunber in a non-encrypted fornmat. 8.
The method accqigh ABdehAiRkE wirdles] Baflsdibér hdatls, the wiffiggaoe | ncludes
sai d random nunbey and sai d”second nessage i nCf udes "sard random nunber

encrypt ed wi t h authentication system compesing: with the token and a digital

certi fitcgt e ;:ﬁnt ai ni ngt a mﬁi—iityfi xiseant $ fotr gdea@smﬁglta?%uww ek S4Es for .
encrypted wi a priyvate of .atrus authority.

The method accor di ngtr?rbsrﬁ(sgil% ya %%%Fﬁ%?&nsc?w%m%m ta 2yokensai g
first and second nesuneams perssesserdbyithe authorized nseryeaich of said plurality of 10.

The method accor di Ngnbgsapld idsdpardbiy Hdhshiitidk dffer pPescribed time
interval has elapsed, said security means is implemented
within the first node; and

said token means for initially receiving a first message of
said plurality of messages, for generating a message in response
to said first message for transmission to said security means to
place the first node in an operational state and for generating a
message in response to each of said plurality of messages
subsequent to said first message as long as said token means
remains within a predetermined distance from said security
means.

28.  The wireless authentication system according to claim 27,
wherein said security means includes

first bus means for providing a data path within the first
node;

first processor means for generating each of said plurality
of messages, said first processor means being coupled to said
first bus means; ' :

first memory means for containing cryptographic
information, said first memory means being coupled to said
first bus means; and

first interface means for receiving each of said plurality of
messages generated by said first processor means and for
transmitting said plurality of messages to said token means,
said first interface means is coupled to said first bus means and

~ to a second interface means of said token through a wireless

communication link therebetween.
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(a), the nethod conprises the steps of: : transferring a

guery nessage fromthe node to the token; and

transferring a response- to the node by the token when t he token
is within woseiessadet ermi ned di stance fromthe node. [ BETIUS97/04025 \\D
97/ 39553 PCT/ US97/ 04025
- 18- 11. The nethod according to claim1l, wherein prior to
step (a), the nethod further conprises the steps of

transferring a query nessage fromthe token to the node; - and
transferring a response nessage fromthe Mé¥e to the t oken

I ndi cating that the node acknow edges that the token is W t'hin

t e predeterm ned di 20.anc@he wireless authentigation systenhadcardingtoralain 28,
operating stat ey gerdin'04i8 AefA%means includes
' : second bus means for providing a data path within said
token means;
said second interface means for receiving said plurality of
messages and for transmitting a corresponding plurality of
messages in response to said plurality of messages, said second
interface means being coupled to said second bus means and to
‘said first interface means of said security means through the
communication link; '
second memory means for storing cryptographic
information, said second memory means being coupled to said
second bus means; and '
second proceséor means for generating said
corresponding plur'alify of messages in response to said
plurality of messages, said second processor means being
coupled to said second bus means.

30. The wireless authentication system according to claim 29,
wherein said token means further includes power means for
providing power to at least said second memory means and said
second processor means. |

31. The wireless authentication system according to claim 27,
wherein said first message includes a random number and said second
message correctly responds to said first message by returning said
random number. '

'32.  The wireless authentication system according to claim 27,
wherein said first message includes said random number in a non-
encrypted format and said second message includes said random
number encrypted with a private key associated with the token means.

* c L ] S *



on the proximty of an authorized user in possession of a token to the

node, the nethod conprising the steps of: (a)
authenticating the token by exchangi ng nessages bet ween t he

t oken andwid@;, e; (b) authenticating t

exchangi ng atﬂngst a first and second nessagesp§3ﬁ§ggﬁa¥ e

t oken and the node and pl acing the node in a first state if
sai d second nessage correctly responds to said first message;
and (c) periodically performng step (b) to ascertain
whet her the token is within &4sredeterm ned di stance fromthe
node, and mai ntai ning the node in the

first state if the gmpkenThe wireless antﬁ&ti%ﬁfjﬁéﬁpﬂé&rdﬁ@ to claim 27,
pl acing the node in %ﬁgfpnd state |[f ,the tokerf fails t
|

0
respond or reSEBReREIN rgcmegsage mduges sadar m niBbee eRsYRIedor di ng
to claim 12, whithel publit keytassotiared with the}okdrmeansaad saidiyecend t he

steps of : message incluéine& sa‘i&%ﬁh%}ﬁ inrﬂgngexqﬂr? %yncma‘?g éaoﬂ&@gg node to

t he token; rans Mg a onse to
t he node by the token when the token is within said

predet erm ned di stance f,h?m t he, node. . . WO 97/39553 . .
PCl / US97/ 04025 34. e wireless authentication system according {o claim 27,

wherein said first message includes said random number and said
second message includes said random number encrypted with a
private key associated with the token means and a digital certificate

" containing a public key associated with the token means encrypted
with a private key of a trusted authority.

* 4 L M s *




14. The nethod according to claim 12, wherein prior to step (c),

the nethod further conprises the steps of transferring
guery nmessage fromthe token to the node; and

transferri Woa7/3s8ponse nmessage fromthe node to the PCT/US97/04025

i ndi cating that the node acknow edges that the token is W t hin
t he predeterm ned di stance. 15. A wireless authentication
systemto control "an operating sit e of a first node having at | east
a first data bus to support comuni cations internally within the
first node based on the - proximty of an authorized user possessing a
token to the first node, the wrel ess authentication system

conpri si ng: a security device inplenented within the
first node ' having a wirel ess transceiver, said security device
generating a plurality of messages to be transmtted to the

t oken t hrough said wireless transceiver, wherein each of said
plurality of nessages i s separately transmtted after a
prescribed tine interval has el apsed; and

t he token that establishes a wireless comunication |ink W th
said security device, wherein said security device and said

t oken operate to place the first node in an operational state 110
using said plurali of) nmessages. 16. The wirel es

aut henti cation sys{efm ogf claim 15, wherein
nmessages gener ated BYSai d sa.m,ity device is Ppey ately trapsmtted
after a prescribed tiGE in & has el apsed. 174 The

wi rel ess aut henti cati s According to cl ghkeads, ,l wherein the
token (i) initidly rddeiYesAfirst .u'@;u_‘;g@’: of
nessages, (ii)_deneratep~a nessage iz =N l‘ll'g’ S

for transn1§§‘o NR_saiffilesECaT I tY ddvi ce tolw*ﬁ‘a‘<‘ R ode in sarzh

M2 a0

g

100
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operational state and (iii) generates a nmessage in response to each of

WD 97/ 39553 PCT/ US97/ 04025

- 20- said plurality of messages subsequent to said first nessage as -
| ong as wootesss oken remains within a predeterm ned di st aRCEUIPIHMAI d
security devi ce. 18. The wirel ess authentication
system according to claiml1l5, wherein said security device includes

a processing unit coupled to said first dat248bus, said

processing unit generates each of said plurality of nessages;

a menory unit coupled to said first data bus, ﬁ%ﬁ FRE-FBF-Y—
contai ns cryptographi cc: nformation; and o
coupled to said first day a bus, sai d mterﬁ;&ej
said plurality of nesg gener at ed by said
transmts said plurali
19. The wirel ess aut

nit

h of
t and

oo aor.od
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20. The wirel ess authentication systemaccording to claim 18,
wherein said token includes a second data bus;
a wreless interface coupled to said second data bus, said

second w r ayevdsessserface is further coupled to said first w PETAISS104025
i nterface of said security device through a conmuni cation |ink

to receive said plurality of nessages and to transmt a

correspondi ng plurality of nmessages in res@B/8se to said

plurality of messages; a nenory elenent coupled to said
second data bus, said - SECURITY DEMIERENt cont ai ns krypt ographic
I nformation; and a processor coupled to paid second data
bus, said processor generateqE ' Rondihg plurality of
nmessages i n response to $ai 3“ ality nesshges. [err]
WD 97/ 39553 z CT/ US97/ 04025
-21- 21. The w rgl ess aut hent iJ: tion system akccording to claim
20, wherein said token further i I urce to provide '
power to at | east said ngnory elle U | cesfor.
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22.  The wirel ess authentication system according to claim17,
wherein said first message includes a random nunber and said second
nmessage correctly responds to said first nmessage by returning said

random NUNRES 9330853 -~ 23. The wireless authenticati orrCHUSHNM02S
according to clarm 17, wherein said first nessage includes said
random nunber in a non- encrypt e#f8f ormat and sai d second nmessage

i ncl udes said random Nu(BTARTOr ypted with a private key associated

wi th the token i~ e wirel ess authentication system
according to cfaim1l7, whergin said first nessage includes said
random nunber ¢ncrypted { PC PROMPTS USERI & gassoci ated with the token

- and sai d secongl nessage | FOR PASSWORBai random number in a
‘non-encrypted fornmat. The wirel ess authentication syst em
according to claim 17, V\/ne Lin saj 406! r st nessage includes said
random nunber ﬂund sai d N sage i ncl udes sai d random number
encrypted with{a pri ) 6 ith the token and a digital
certificate . cont ai® '
encrypted withja priva
26. The wirel ¢ss authenticatio
wherein the node is one of a conpg
27. A wirelesg authentication

of a first nodg based h?g t he A§§Wb
CORRECT?

a2 trusted authority.
em according to cl &
and a door contr ol

¢thtrol an operati-hg
of an aut hori zed user to the

pchani sm
St ate
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node having a w reless transceiver nmeans, the wreless

Syst em conig #9883

plurality of
transcei ver

nmessages for
nmeans to a. token

-22- first

aut henti cati on

security neans for genecaruisIgo402s
transm ssion via the wirel ess

nmeans possessed by the authorized

user, each of said plurality of - Bigssages i s

transmtted after a prescribed tine

security means is inplenented
said token neans for. initially receiving a first nessage of

ty of nessages, for generating a nessage in response
to said first message for transmssion to said security neans to

said plurali

subsequent tjo

remai ns wt
neans.

i nterval

separately
has el apsed, said

within the first node; and

ookt
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28.

wherein said security neans includes
providing a data path within the first

" The wirel ess authentication system according to claim 27,

first bus neans for

node;

first prooggsffeéans for generating each of said plurality PCT/US97/04025 Of

nmessages,
first bus me
crypt ogr aphi
coupled to s

said first processor

ans;
C
aid

infornafion,
first bus neans;

nmeans bei ng coupled to said

first menory means for containing
sai g/girst menory neans being

and

interface neans for receiving each of said plurality of

nmessages generated by said first processor

means and for

transmtting said plurality of nessages to said token neans,

said first

to a second interface neans of said token through a wreless
communi cation |ink therebetween.
PCT/ US97/ 04025

The wirel ess authentication system according to claim 28,

t oken neans

i ncl udes

—210

path within
interface ng
transm ttind

SRCYRITY DEYIG

a correspondi ng pluralif

E [ OKEN Tee
hg said pl

WO 97/ 39553

-23-

second bus neans for provi

INS;

first

interface neans is coupled to said first bus neans and

29.
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nmessages in response to said plurality of nessages, said second
i nterface neans being coupled to said second bus neans and to
said first interface nmeans of said security means through the
second nmenory means f orPGI/USYNOZ025
information, said second nenory neans being

conmuni cat {yyloriokds;
crypt ogr aphi c
coupled to said

processor nmeans for generating said

second bus neans; and

. . 77%.
nmessages in response to said plurality of

processor means being

second

correspondi ng plurality of

nessages, said second

sl ed to said second bus neans.

30. The wireless authenticatio § according to claim 29,

wherein said token neans further inEIudes power rneans for provi di ng
power to at |east said sec and said second processor
means. 31. ThUSER RROVIBEShgnijcation system according to
cl-aim 27, wher ei n sail AYTHENTHEASHON i des a random nunber and
sai d second message : to said first nmessage by
returning said random nunber . 32. The wireless

aut henti cati on system according to 5, wherein said first
nessage i ncludes said random nupb€ Ton- encrypted format and

sai d second nessage i ncl udes43
private key associ ated wi i
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- 24-

The wirel ess authentication system according to claim 27,

first messa@otmessaides sai d random nunber encrypted
associated with the token neans and said second

random nunber in a non-encrypted fornmat. 34. The wreless
aut henti cati on system according to claim 27818
nmessage i ncludes said random nunber and sai g’
sai d random nunber encrypted with a pri
token nmeans and a digital certificate

associated with the token nmeans encrypted
trusted authority.

PC RECEIVE A
RESPONSE MESSAGE
WITHIN PRESCRIBED
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