FUZZY PROTECTI ON OF VI SUAL CONTENT DESCRI PTI ON FI ELD
OF THE I NVENTI ON [ 0001] The instant invention rel ates

woaoashesX7i el d of i mage processing, encryption RA@IB2008/000334

decryption of digital visual content and in particular
to fuzzy protection of visual content by disallow ng
unaut hori zed access of visual content. The present
invention is also related to Coder/Decoder application
in the field of inmage processi ng. BACKGROUND OF THE
INVENTION [ 0002] Entertaintent industry includes
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DESCRIPTAONcti on of a novie requires a huge sum of noney,

tal ent of people and a great anount of effort. These

FIELD QF {IgH ENV) 1Snd tal ent of too many peopl e invol ved
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or a

on aligitud rigied q@ﬁwnt andAhsparnhnaf & dieycpmtdcdentdfalisual content by

' ﬁes or novi ng pictures,. which n1%ht be of ultimte
REipsBatReriRd aopees off Viad camfento hﬁmaesleahmw%@son is also related
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crucl al visua ornatlon rom oriZed accesses,

a nethod and a systen1for securing digital visua

content are in core need. [0003] In present tinmes
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[0002]
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[0004]

is the process by which sone information is inserted
within a host inmege, e.g. to enable copyright
protection or image authentication. Several, often

EBtTriaERenh gndystiyuinelienmovies sablapb¥esrrenplare dingdpvicops been a
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fruits at the end if copied or accessed by unauthorized people. Also, there are

confidential images or moving pictures, which might be of ultimate secrecy to the
welfare of the nation and requires strong security. Thus, in order to protect such crucial
visual information from unauthorized accesses, a method and a system for securing

digital visual content are in core need.

In present times various techniques have been used to stop copying of visual information.
For instance, image watermarking is the process by which some information is inserted
within a host image, e.g. to enable copyright protection or image authentication. Several,
often conflicting, requirements are imposed on the insertion mechanism, such as

invisibility, robustness, high information content, and fast and reliable detection.

However, so far there have been no conventional techniques or system to disallow
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[0005]

[0006]

[0007]

[0008]

[0009]

[ 0005] Hence, there is a strong need for a system and
nmet hod whi ch disall ows view ng of inportant and

W@ esiops29e vi sual information by an unaut hori zBdI/1B2008/000334

person. [0006] Tel evision encryption, often referred
to as "scranbling", is used to control access to pay
tel evision services, usually cable or satellite

tel evision services. Pay television exists to nake

revenue,. f rom subscribers and sonehgnes t hose
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cable and satellite networks has been one of the main

factors in the devel opnent of Pay TV encryption

systens. [0007] The early cable based Pay-TV networks

BEF> rtBerg de  $9ns TeRdsfaren) sysierp rasi) mabodi which ehallews viewing of

i . . t. i i pay.
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t hese self-connectors. The early Pay-TV systens for

cabl e tel evision were based on a nunber of sinple

TersisicesenchpeionDsitencieraiied tofas 'GeaabNES, B BB EdntRA2E8kss to pay
filter that woul d effectively stop the channel being

Fledvion gemsipes nssal nerbln atisaellitesighyisiqmoeatvican dgy television exists to
e u or,_ ke c i '

eSOt TP AR, M ek o, o e

presesticnadl] racgtonarakke andesatellith @efwdrkehadinsea bnepitioasiin factors in

ecamne, i ncreasin i mpractical. [0008] O her
%ﬁﬁ?@ﬂﬁn@yi\y%&%&nﬁﬁeﬂ?erferi ng signal to the

video or audi o began to be used as the sinple filter
sol utions were easily bypassed. As the technol ogy
dheleadyl  cablgdvased Fay-d \5 eetwarks beedeso lseawite Thisted tampdoblems with

nmore conpl ex scranbl i techni ques such di gi t al

Rl R SRS parE mRou e R By Sttt fyysome methods
webd Beveldped it FRustrateCHibseddelfPcopbdtbSUTBE B0 Phy- AN s{di@ns for cable
two parts are then reordered around this point) were
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ket .
gt?brscreiétlon. As the number of television channels on these cable networks grew, the

filter based approach became increasingly impractical.

Other techniques such as adding an interfering signal to the video or audio began to be
used as the simple filter solutions were easily bypassed. As the technology evolved,
addressable set top boxes became common and more complex scrambling techniques
such as digital encryption of the audio or video cut and rotate (where a line of video is
cut at a particular point and the two parts are then reordered around this point) were

applied to signals.

Encryption was used to protect satellite distributed feeds for cable television networks.
Some of the systems used for cable feed distribution were expensive. As the DTH market
grew, less secure systems began to be used. Many of these systems (such as OAK Orion)

were variants of cable television scrambling systems that affected the
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[0011]

grew, |less secure systens began to be used. Many of
t hese systens (such as QAK Orion) were variants of

wa@amBmef2el evi si on scranbling systens that affertBB2008/000334

t hesynchroni zation part of the video, inverted the
vi deo signal or added an interfering frequency to the
video. Al of these anal ogue scranbling techni ques
were easily defeated. [001 Usual |y a video pl ayer,
ssfﬂchhniz&gan Eag@oﬁ)fhereﬂbg, nivgt;taf tlgranidee digred drqudded an interfering
ayin ac jgit vi.deo dat rom nedi.a such .as .
g*sweea? 19i §6s Videar Ak Qhpihese m%f)gwcwa Uing diephnigues, yege easily
{l}fgﬁéd.()f appropriate formats such as MPEG AVI, Real
I deo, and Qui ckTinme. Many of the video players also
support sinple playback of digital audio nmaking the

ntent susceptible 1o unautharized access., Hence .
ERpHRoyHi5R TEoRich a8 1ahe oF ouiis BASE. threbs Rudaighlaying back
HiitADEABEA ddth RS medig sEENEYo{caldiyRt @S &Rivyld, DVIS] VED), as well as
upon for securing digital content. Cryptogra Qé hs
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&oms filks refdanpsonyiate faymaic fuchf aso MIEGrat NénBealc and QuickTime.

ut sclenc is affiliated closely wth .. .
PP e O BBy 2 Bt St bl Pagbiryp st audio making te
engemagtddpeble t0Ghihthbingieadcb&l lehse arypegehphQy tedhifiySdsedit used to
and nethod to encrypt digital_ content to make it

swHIn Gedanme; howedasitmnes, fhs shhinfraypteerrhy éewbied upon for securing
: 1400, 0 :
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conaputer sciersrs aypissaffiiisted| clasehit eith infoematon kheooy, cvmputey security,

[ n;? e.so as to disallow any unaut horized person to

2 N99%88vi sual content. [0013] Advantageously, the

instant invention |eads to repositioning of equa

sized patterns of pixels so as to hide or encrypt the

Viencratherafison meed dor. a [spgem] anfihecthiod vie aigiyet tdigitad content to make it

advant%ﬁgs.havq geen g%sclﬁsed in the specification so

ST ERIFT IR S THEITAEh A58k el y. However, the

scope of the above invention should not be

SUMMARY OF THE INVENTION

[0012]

[0013]

[0014]

In order to achieve the above objectives and advantages, the instant invention encrypts
visual content i.e. still or moving image so as to disallow any unauthorized person to

access the visual content.

Advantageously, the instant invention leads to repositioning of equal sized patterns of

pixels so as to hide or encrypt the visual information.

The above objectives or advantages have been disclosed in the specification so as to
clarify the invention closely. However, the scope of the above invention should not be

constrained or limited by the above objectives or advantages.
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[0016]

constrained or limted by the above objectives or
advant ages. [ 0015] According to the present invention,

wo b@siopge i s divided in to n nunber of patterPST/EE008/000334

having a x b pixels. The n patterns of a x b pixels

are mapped on a matrix i.e. are positioned on X and

Y-axis. The n patterns are hen arranged in a

di fferent and new shape for e.g. a rectangle, to that

f the qrigihal_sh .of .1he | . hayin

criseregp P R RS A Tl it Rl of Bilerns cach
Pivigd & AbepikbRN Thelopaietts bNat:he pirws shapeappsd od a matrix i.e. are
matri x is agai n_mapped for the new arrangenent

T ) it of.
peiiencdson X ped) Yraxiehbie §aniems age SsmpiTaizad) it gedifferent and new
f o) e ; i ' , LG
PSP L ol R YPLER ARG SRk cRing ARER pb il the same
hofd&] ohpattermesr samaeen.yhe piteranof piieldareitberatelocated in the new
content or the encrypted.image, the player reads th .
e o ariBr it s QS0 SEAPoR it il Re e & THEs. & key is then
P4 BOiSHE thSARNRBE o6 thERAG yBIed FRARE1RE ith hich is stored
g%}%gr rrat(ls&gg pr%vi ded by ?he key. &ggl EF DESCRI IF’T?IKE%NWOIZC 18 SIoTe
iz BRAhNSE] poovingTmegeiBleai | ed description is
described wth reference to the acconpanying figures.
In the figures, the left-nost digit(s) of a reference
nunber identifies the figure in which the reference
U BRRF td décsiptad e $pted Midusd BohtcAt Bbthe naryBtadsitige, the player reads

t hroughout the draw ngs to reference |i ke features and
nenensTyItesb Yispalmopignt-and degsyRis dheyencayrigd visual content or image

Is : Sl ' gration of the
égﬁe\%g?egf?‘%6%?9%%5%@@&@@%@52&5%s an equirectangul ar
i mage [0020] FIGURE 3 is a schematic draw ng
representing the stream of data going through the

e RS BRI S coner | 025] H e an
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[0018]
[0019]
[0020]

[0021]
[0022]
[0023]
[0024]
[0025]

[0026]
[0027]

Illustrates the decoding process through the fuzz
Jbe Siisfieg dowaiptien e fcntediith seereagnia e aEoBRA I figures. In the
Bi8red! HePeRImUR &IiSit(s) of a reference number identifies the figure in which the

reference number first appears. The same numbers are used throughout the drawings to

reference like features and components.

FIGURE 1 depicts a hardware representation of a possible integration of‘the software
FIGURE 2 represents an equirectangular image

FIGURE 3 is a schematic drawing representing the stream of data going through the
FUZZY codec

FIGURE 4a illustrates the encoding process through the fuzzy encoder

FIGURE 4b illustrates the decoding process through the fuzzy decoder

FIGURE 5a defines configuration with one group of users

FIGURE 5b defines configuration with multiple groups of users

FIGURES 6a to 6e represent a graphical illustration about the way the encryption key is
generated

FIGURE 7 represents the details of the ENCRYPTION MODULE

FIGURE 8 represents the details of the REVERSE ENCRYPTION MODULE



[0024] FI GURE 5b defines configuration with nultiple
groups of users [0025] FIGURES 6a to 6e represent a

w@e@plodeal illustration about the way the encrp@L/iE208/000334

key is generated [0026] FIGURE 7 represents the
details of the ENCRYPTI ON MODULE [ 0027] FI GURE 8
represents the details of the REVERSE ENCRYPTI ON
MODULEDETAI LED DESCRI PTI ON-OF THE | NVENTI ON [ 0028] A

DETAIL@ PEdcan® 1IN O TAk PeeeRirondi gi tal vi sual

[0028]

[0029]

[0030]

[0031]

[0032]

I nformation are described. The system and net hods are

[&Oﬁle{h% eng Egst%lﬁ A séc%ﬁhg 'dgéglﬁt? visBa¥ }fo Fibh GH 8&scfifédMThe system

arrange , or an ic e I ment, or any
amia mefhods laﬁnotdnmﬂ@ds EﬁbﬁhEﬂS’EiCtﬁd toi amofqaarth@llaaﬁwsn reaarfgegement, or

ot MLy RS DAL LhEHEELS, OfscBbFERAS LR bame may be
kgl 19Waﬁgﬁ§b£lﬁ9ﬂ¥1% ot HEMRo RN tRER Pepf8Hg FomHeCpirithe scope of

apparatus or nethod shown is intended only for
e oeimet irenton hiidedboye rsbowh aml dpﬂ@nh@d e whigh dheeppparatus or

Wg@‘ﬁo %g%)\g%f]gso%{e IdC Rn{yhl% r alLl 1|08n P cﬁ%cl%sure of an operative
RPeginRet Ahd ARELA 5B A6k Jdmsaug Cfd@llis Qﬁfﬂodﬁ?ﬁcabbﬂs in which this
present invention can be used either as a standal one

apysntiemmight beembadicdor pREagHat ed as an exi sting export

tool. However, the decoder part of the instant

i nvention has to be integrated into existing

application, basically a video or nultinmedia player

tThetcodel pavtesf tha qircﬁiem:phmntmn sambe oset eititer 2o astraidalore application or.

[ 0030]. I n an, enbodi nent , ect en a
0108 it BB B Co1oHRY CRROT Al aN et fs fecofR et ot the instant
%&k1§§ has f766 hﬁ@g}a@& @nt@ Qsistih@RBHlidafioACKRIERN@8vid& or multimedia
di scl osed nmethod of the instant |Invention in a new

tpdastenthet ddlivienanddigplay visTilecontpnbiotengaset t he i nst ant

met hod i s brought about by the repositioning of

patterns of the image and that too in a different

texture for instance position of 16 X 16 pi xel

Hﬁtdneélﬂbodﬁr@ht, dpeeqiirogagulal irmigeere moviOD hatinedividedfin to equal

p6att2>(rn:sL %f ql6)§( 16 pixels and then are positioned in accordance to disclosed method of
the instant invention in a new texture of ratio 32:1. The advantage of the instant method
is brought about by the repositioning of patterns of the image and that too in a different
texture for instance position of 16 X 16 pixel patterns might be changed after every 100

patterns of 16 x 16 pixels.

The image in FIGURE 2 represents an Equirectangular image (expressed in pixels) with
360 degrees horizontal information and 180 degrees vertical information. This image

aspect ratio is 2:1 that mean that the width is twice larger than the height.

In FIGURE 3, the SOURCE DATA in 6 is encoded through the FUZZY ENCODER in 7
that delivers a multimedia file or video stream in 8. The VIDEO STREAM is then sent to
the FUZZY DECODER in 9 that decodes the information, and sends it to the VIDEO
RENDERER in 10.



[0031] The image in FIGURE 2 represents an
Equi rectangul ar i mage (expressed in pixels) with 360

waleggoer7hori zontal information and 180 degr eeBCT/IB2008/000334

[0033]

[0034]

[0035]

[0036]

[0037]

vertical information. This imge aspect ratiois 2 :1
that nean that the width is twice larger than the

hei ght. [0032] In FIGURE 3,. the SOURCE DATA in 6 is
encoded t hrough the FUZZY é\lCO)ER in 7 that delivers a

FOURER dimict B FrsSpOR Ty tsEtaiBero P e SR 4Y 20600 deet video file, a
leigl%f 'Oﬂfé&ﬁ‘[mﬁ" Qrbtilla'i‘tﬁg%eg NEigisi dath OhdveetoVieE® REMMEEER fil8 at least

033] FI GURE 4a depicts the encoding process. The .
Sodarstendidbicaby an 20Plcsimilpe taany BénsctShpw, Fidler inddd This sawice Data is

BhseBoRd TP bR SELA SRS A08RE 8 GBS By in Frame
RiafecGh SPSWafd kd €blok Mepth. ThRissusd tifsendtdhaut itlfat §0&E 4 Bdencrypted
in resolution information (in pixels AREA), .in .

s 8 Draspeseg Skrongih ey NCODRR- BBy osiginel souagidgta 26 is then

The. . [ | O a [ ' : :
ST TR A ST OB S oA B o g8 e s writien The
rmatien Brkegt a5 Ghicils diad sank6APBad $®randius&tinl 90 to write the
transmtted fromthe step 25 to the step 90, where the
ENGAREDPALA.s written. The synch information is kept
in 25 (which is the sane APl as 90) and used in 90 to
wite the ENCODED DATA. [0034] The Source Data is
| oaded in the Fuzzy Encoder through the FRAME
Eke FNOTGRDREABDERded i8(the duzzih Engodst ¢hnough pheoEBAMB FRETRACTOR

amput ed. frane by frame to prevent .any data
FORASERAREY, Fotne 67t whET Reticny coatiy SLHadEbf g o prevent
Qa¢ lafaredeTHiS PRydaleledd ﬂiéﬂn&h‘niﬁﬁ @ata HAL $xREAS 65ch frfind\&phrately one
known and is processed first through an APl from

Mycones Bhis peesesseld WILlRECOTOHOR/iFpIoreRRed s shropgle pn AP fgom Microsoft
i . i .
LPIREEBSAL LARRLA Y BAOF Ay S B335 R p prvent any

reotdpr¢sednandmsks such as vi deo playback into a set of

steps known as filters. Each filter represents a stage
in the processing of the data.

DirectShow divides the processing of multimedia tasks such as video playback into a set
of steps known as filters. Each filter represents a stage in the processing of the data.

Filters have a number of input and output pins which connect them together.

Then the Frame extracted in 30 is analysed in the PATTERNS READER in 40, where
the whole image, expressed in pixels is converted into patterns of 16 x 16 pixels (to fit
the macroblock size fixed by existing compression codec used with the AVI container
and MPEG formats). Then the patterns locations are stored to be scrambled into a new
position by the ENCRYPTION MODULE in 60.

The ENCRYPTION MODULE in 60 generates a key that provides new positions for

each patterns extracted in 40. The key can be generated using many well known



Filters have a nunber of input and output pins which
connect themtogether. [0036] Then the Franme extracted
WO n008099231 anal ysed in the PATTERNS READER i n 4PCT/¥%p0082000334
t he whol e i mage, expressed in pixels is converted into
patterns of 16 x 16 pixels (to fit the macrobl ock size
fixed by existing conpresstn codec used with the AV

contai ner and MPEG formats). Then the patterns

| acati ons..are stored to be ragpbl ed into a new .
SIS BB CUENERIBTPERM M AR P 860 Dpaigerficgpanvally using
EDRRERREEYAVINI Endriptfdh BRPaE eBfeddink €40 t12d fRERAY itke ENCODED
new positions for each patterns extracted in 40. The

Ry & dR0h&hg dineryatien ke iagzemeraiedwen (tha BOKHAREB davice, and can be
g%%?deﬁ' ol ik %Eébﬂ%@%e@cé‘%& M Qﬁgﬁ%éw‘iﬁ‘%aﬁosﬁa&soﬁ data. The
enerat ed manual’ Ty usrng enprric e S. e

Enafyptadn Rey K&y be emibeédtadintd tHe4ADECODER fag lafibdlediid@ic device as well.
ENCODED DATA 100. Thgﬁgpcryption key i s _generated on
Phgiopplyoierkayehasde, bedrliversd tdhe Qﬁff‘ @RER; vsipgha separaiopkay as the

) o | Lo .
ERICCHTERS DAL Bley (falhd M SEAAaol ., DBlRRAY on @ Fecurity lovel
aceded ahbtr Euirgptiba\kieg eam slsavbk lencrbted aisimigya, kroleerdceyptivasigorithm, or
to be delivered tq.the DECODER using a separate way as

£4Eb a@;&f%t?’ée'rmi ntain the security |evel.

Dependi ng on the security | evel needed, that
Encrypti on key can al so be encrypted using a know

encryption algorithm or can be delivered as a text
[0038] fhe eﬁn{ﬂocﬁéqio%ﬁ@ fPAJIA ENSODED Bracilyl obe hsmnee xapgnley of patterns

S e GNacrobl ocks) than the
BB A e Bp R SR el T U7 T rame 1<
generated in the MACRO BLOCKS MJUX (Miltipl exer) in 50,
usi ng the new PATTERNS position generated using the

y in rom.the sources acquir in 40 e at )
[0039] 5‘5@% th@sg@oﬁﬁmstl%a,enqrﬂ@d f %W@%ﬁ%#@ﬁ%@% (Meliptexen in 0,
\Qﬁhg-lfﬁgn'eﬂz BPRATERANK BBﬁgoﬂN%Eﬁ’erEtQS %h@'—lge AW from the sources
BUFFER in 80. [0040] The LTI PLE F BUFFER 80
acqitedom #8 Oocstmtesttthas wengtatedyuhbeiramé i venitben by the FRAME

WRITTER in 70 and stored into the MULTIPLE FRAME BUFFER in 80.

[0040] The MULTIPLE FRAME BUFFER 80 function is to store the needed number of frames
to compute the final compression algorithm by the DIRECTSHOW FILTER 90. The
number of frames stored before compression depends on the compression key frame
required by the compression filter. It is also indexed with the position in the file where
the encryption key changes the position of each pattern. It is also possible that the
encryption key is set up only at the beginning of the file, but it can also change with a

certain frequency, interlaced with existing frames.

[0041] This part completes the encryption process included in the ENCODER part. The Encoder
part is usually not played on the same device as the DECODER part. The two elements
could be linked with known methods if the ENCODED DATA in 100 is a



[0042]

[0043]

[0044]

[0045]

[0046]

[0047]

to conpute the final conpression algorithmby the
DI RECTSHOW FI LTER 90. The nunber of franmes stored

whedosng2conpr essi on depends on the conpressi onPREYB2008/000334

frame required by the conpression filter. It is also

i ndexed with the position in the file where the

encryption key changes thegposition of each pattern.
is al so possible that the encryption key is set up

%(ﬁ&a&{aﬁn&gge ningsef the file, but it can also

a ce ain Trequency, interlaced with
eX| sting frames. [0041] This part conpletes the
encryption process included in the ENCODER part. The

der part is usyally not played gn the sane devic
g@ﬁ%ﬁ 6%0@9@@6 5 the “#ﬁ%’di% Repdsten bl dhel BNCODHISGDATA is

gt afi@iﬁﬁqﬁg%ﬁeg M et PR st plckegsed fyroueh the
PEEEERHOIV FhisTER emdlithg process. Wil e t he ENCODED
DATA is transnmtted or stored on an other DEVICE to be

pl ayed, the data is processed through the DI RECTSHOW
FILTER in 110. [0043] Then, the DI RECTSHOW FILTER i s

Theng el NTRECTROGIFIOTERS FRALTERNR AR mﬁ?-@RNBntADER in
format the pattern information for the MACRO BLOCK

Biviskat( dermatt e exedlem iipformetiahetos Hiel MAEREAL Bbﬂﬁ.&is DEMUX

a5 0L PRE 0 BB R, LIBE B Gy ke
ingfovee intolthe REWERRH ENCR YRIEION MODUER ih. b dsisaid tefore, the key
ta for exanple, At that point

d
ol E%e?%aﬁgr@g %?%1 B Arasans ROM dak igr sl eugmi_nat point, all
BETAEt b A 22t b REPGERAL QRS dfopprssion o

dmdsed.hat generate the DECODED DATA in 160 using
exi sting functions. [0045] The DATA at that point

cannot be stored as a nmultinedia file using different
filter to prevent non authorised user to have access

Tige ROOrgenicéd Bhtads dadtato the DIRECTSHOW FILTER in 150 that generate the
DECODED DATA in 160 using existing functions.

The DATA at that point cannot be stored as a multimedia file using different filter to

prevent non authorised user to have access to non encrypted data.

The DIRECTSHOW FILTER in 110 split the AUDIO/VIDEO information, as the
AUDIO doesn’t have to be processed through the FUZZY DECODER part, and is
directly transmitted to the output part of the DIRECTSHOW filter in 150.

The DIRECTSHOW FILTER in 150 connects and synchronise together again the two
components of the multimedia file. The video part, known here as the DECODED
DATA in 160, is sent to the VIDEO RENDERER 170 that manages graphic information
for the display device. The sound part is sent to the SOUND RENDERER



[0046] The DI RECTSHOW FILTER in 110 split the
AUDI O VI DEO i nformation, as the AUDI O doesn't have to
wheomgnoressed t hrough the FUZZY DECODER part, BOTIB2908/000334
directly transmitted to the output part of the
DI RECTSHOW filter in 150. [0047] The DI RECTSHOW FI LTER
in 150 connects and synchroni se together again the two
conmponents of the nultinedia file. The video part,
KN QWA Bl:Ba &S thdSoulEGEHED DATA in 160, is sent to the
VI DEO RENDERER 170 that manages graphic information
for the display device. The sound part is sent to the
SOUND RENDERERI n 180 that manages the sound devi ce.
[0048] KIGOMRE Sergurentdhe eppeashentasuniges encseptitndreyds privided and used. All

L.on:-key i,s ovi ded and used. AU the end users,.
<l B 880 ¢° pRE2 HISTer ARpl R D oM a0 Bispley the
doatenaBibodes plyaie ENEQDING ML ATTORBO2 00, ThHenENGERaNER is that they
PLATFORM 200. The only limtation is that they are
& plinpeed toglisplapihe gontet, bethenare nptallawesyto amadifyyt.
allowed to nodify it. [0049] FIGURE 5b represents the
case when nultiple groups of users are present. [0050]
Each key have to be assigned to a group of content for
[0049] TEHEIREOD cepresedtsttioe easgmbap nodltie gravpe 0§ ufens ardipsgkenty .
[ 0051] Each key can be generated and encrypted on the
same ENCODI NG PLATFORM 200 or can be encoded and used

n [ tiple ENCODI Platfornms. [0052] Let''s say that
(0050) - ey iR § GRESTIC IR 2B AL ChBieRE o ERERDR A oD of end
L@,e@rfypaiglggy.key different. The Key A is dedicated to
the group A, the key B is dedicated to the group B,
and the key Nis dedicated to the group N. The
restriction between different keys and then different
[0051] Racbkes cam be gonerated and cn@wpted 0088 safreeENGORINGREATFORM 200 or

GHep shralaat hodt @ Refiok S NG B8R s oty
access to the nedia encrypted with the key B, and so
on.

[0052] Let’s say that we have N groups of different users. Each one has an encryption key

different. The Key A is dedicated to the group A, the key B is dedicated to the group B,
and the key N is dedicated to the group N. The restriction between different keys and

then different groups are not restricted.

[0053] The common case should be that Group A have only access to the media encrypted with
the key A, and the Group B has only access to the media encrypted with the key B, and

SO O1n.

[0054] FIGURES 6a to 6e are provided as an example only. In this example, we consider that
the SOURCE DATA is already extracted and is a progressive scan equirectangular
frame, with a size of 1024 pixels width and 512 pixels height. The process is integrated

as a loop, and each frame have to be processed one by one before



[0054] FIGURES 6a to 6e are provided as an exanpl e
only. In this exanple, we consider that the SOURCE

wO2s0pR7Rl ready extracted and is a progressi VECHI2008/000334

[0055]

[0056]

[0057]

[0058]

[0059]

[0060]

equi rectangul ar frame, with a size of 1024 pixels

wi dt h and 512 pixels height. The process is integrated
as a |loop, and each frane Egve to be processed one by
one beforeconpression. [0055] FIGQURE 6a shows an
eéﬁjrectangular i mage of 1024 x 512 Pixels i.e. 2048
pATPEPHE of 16x16 pixels. This frame represents the
typi cal imge that could be extracted by the FRAME
EXTRACTOR READER 30. [0056] FI GURE 6b represents a“

raphi c representati on of the PATTERN extractjan
%1@@&%& SROMIS] AReqUT cetARS I TinARRIOT REARER Wo?l%éreef?%‘i?epaﬁems of
t h [ ri 4
1B1, B 18l i PSR! (BRAL B RELOAL e Piracted by the
FRAMEEXERACTDROBEADHRBIRE 6¢ is a matrix forned so
as to represent the positioning of each pattern on X
and Y-axis. Thus, by neans of a matrix each pattern of
16x16 pixels is given_a coordinate as (X .. [0058] . X
ﬂ@éﬁrﬁoé@ reREpica et EEPhHeTsRERCHAteR T dhg BATE‘?E&J\E FKirggiion function

o | . .

Fl<BfiAR tp AT IRINS RERTIRR, 60 N e 1Eneth 4 irhde comprises
pé 64 pathanacCoxio patel candfveidit ¢cdayprises of Ehpatbris & 16xh6 pixels.
present enbodi nent the new shape conprises of 2048
pattern accommodati on capacity, which is equivalent to
FIEURY 6¢ 1Ca BlabiH AiHned WOORGH Y RSNk MRS 8F each pattern on X
pattern acconmobdation capacity. The new shape in which
tahé YaxiserFiwis,abg mednscefi @dmalixa eadhc patteynl ofr 1&klfpeixels is given a
However , t rea covered by the patterns remains the
§8\é\r@}na|§?e?se(?§@he enbodi nrent the new shape is a
rectangl e having 256 patterns along the length and 8
patterns along the width. Thus, herein the nunber of
FAEURE 6d apRsprgnisHbe meWgmpirEneftef amsBdtior PrRAcsEPHYS sAPyRgn FIG 6e

taﬂﬁF\f@@ﬁ{IE’}.s inthe ratio of 32:1. In step 4 the

In FIGURE 6e, a new shape with the same number of patterns accommodation facility is
created i.e. in present embodiment the new shape comprises of 2048 pattern
accommodation capacity, which is equivalent to that of the original, unencrypted image
shape’s pattern accommodation capacity. The new shape in which the patterns are
relocated is a rectangular shape. However, the area covered by the patterns remains the
same. Herein the embodiment the new shape is a rectangle having 256 patterns along the
length and 8 patterns along the width. Thus, herein the number of patterns along the
length and number of patterns along the width is in the ratio of 32:1. In step 4 the
patterns are relocated in the new shape that is the rectangular shape, the patterns are

relocated in a special order by applying a fuzzy algorithm.

FIGURE 7 represents the detail of the ENCRYPTION MODULE 60 of Figure 4a, where
the ORIGINAL MATRIX POSITION 300 receives the information regarding



patterns are relocated in the new shape that is the
rectangul ar shape, the patterns are relocated in a

wap@siogd27or der by applying a fuzzy al gorithm PODE£P08/000334

[0061]

FIGURE 7 represents the detail of the ENCRYPTI ON

MODULE 60 of Figure 4a, where the ORI G NAL MATRI X

PCSI TI ON 300 receives the ijpf ormati on regardi ngthe

patterns through the PATTERNS READER 40. The

ihef pattrany dwoegh thecP ATTERNS READBR r40b T Ipamtf@rmgoarmllected is the

h nal (o lonlntoth matrl .
hliGhEr 9F ARk ARk i e halkl T iformation is
dedchidbd asthrr ARIN. $ﬁég@rfmtﬁ_§i Viafiablee afRAR drERMi6IH Th @ PATTERN
CHANGER 310 are reconbined into a new matrix in the

RERINICIRIGHANGIER O smorecymbingdyintoht nowrabikeis the NEW MATRIX
EE)?ITKSW S% %’;?T%;n hfd V&ﬁ%ﬁ%@% %réms&%ﬁ’{blé/d %Xn t&e managed

user es th

asnualy biynferdnddusas tleat traxdaghs ltige ENG@E/INKQ progesk.| Ehctan be as well
formatti n% tFThfe{%,é?lhe new matri x positi on [ nformatl on

iepargsth ag eyigeRie TEhtaiopmaiast Shem dhamewanattix position
BLoXaai MK s&h 1o E%%ﬁéﬁ@ﬁMT ﬁ"é%d%@l’fél@i%bl@o BLOCKS MUX

encryption key ased on the.new nmatri x posit
|5ﬂf ‘BherKiHYO ﬁ},ENEfmTQIQN 1330 kgeowmateex esdriyptipriedyh cbdmd drh#ite new matrix

ource i,s then sa as a.METADATA E PTI ON KEY
st by Pife Mol iCoRE BidpEmentls gepprce TS then saved
Eé SNRET DAY BREIREPTIOR (ehabs, t8he L& l%ygﬁﬁl% Player dev1ce
ENCRYPTI ON MODULE 140 of Fi gure 4b. The KEY DE

400 recei ves the METADATA ENCRYPTI ON KEY 65, where the

FIGERISFoF G O 05 SEALRRRSE e PR B 14 o

PALIERN PREKHYONEGUDIERRI0bL L céioeLthe e ETAD ATAFNOR YPTION KEY
patt rn position fromthe PATTERNS READER 120 with the
RIQCRfoteraedtenthe oy gang) maaiTiy daformatiasy Telfitiyg|to the patterns

?@%lﬁbﬁ% ROSthE | £né N THER SA NAERMAPISF EP%%?%%@O receives the

s information is then sent tot
DELXng npal@ﬁl |posttroderfrom) tgenEAHﬂ‘@RtNﬂa READERal 1200r azm?h the KEY

?Dﬁir(g(‘?ﬂgﬁlna orma %Bt D{pFRc?F?/d Sqthe 51'{1%%—1 Rgtltatrt]%)% ?P%Sltl-g?l in %IGINAL
MATRIX POSITION in 420. This information is then sent to the MACRO BLOCKS
DEMUX in 130 in order to generate the original frame to be managed by the
DIRECTSHOW FILTER in 150. The key information is not restricted to the pattern

position in the frame.

EMBODIMENT OF THE INVENTION

[0062]

[0063]

The system CODEC (Coder Decodér) is then combining two separated parts:
e The Coder that encode the raw video file or stream using an encryption key,
e The Decoder that decode the encrypted data using the original encryption key
information, and deliver the video file reconverted in his original form to the video

renderer for display.

The two individual parts are two separates processes that are operational on two



[0064]

[0065]

[0066]

[0067]

[0068]

[0069]

position in the frame. EVMBODI MENT OF THE | NVENTI ON
[ 0062] The system CODEC ( Coder Decoder) is then

wa@ooobiopi2ny two separated parts: The Coder thaPCEIR20052000334

the raw video file or streamusing an encryption key,
The Decoder that decode the encrypted data using the
original encryption key inL rmation, and deliver the
video file reconverted in his original formto the
dibtie® coapetersar GRU sghte. ay. [0063] The two i ndivi dua
parts are two separates processes that are operationa
on twodi stinct conputers or CPU systens. [0064] The
$0ke b e Zo RRRARE HBLOR ELR, R b S R have acoess
tortheunigtié arfornfM065] The key can have an unlinmited life
duration tine, or can be limted in tine. For exanple,
if the nedia is a pay per view program it is possible

The E%n%nq{éﬁg an KENmiRATi ik A6 fifie S8k aH HRNimifYd ihMhe. For example,

grou users to play the video only for a

ifithe tnediatis apay pér vinw egram, tfis possid¢ tosganiette @key thetlallow the end
t hen the end er, is not_.allowed an re.to pla

LSt 2E hedgt s PIOpPECR oo e AN iRy e celoy of
VR4l sBoATBSsiRACtheh ARO&]d URE i R Mo eILER nthaé & Plag thd@mtent, and
to be a nultlpfe of 16 pixels for the wdth and the

theindaser amicstion capedisnlpy § wapEng Bg8sager al | vi deo

al ready encoded using conpression algorithnms that fit

this restriction. [0067] The ENCODED DATA and the
PeRGmeRAIAC ataasiidigssa e aviahltipie offl 6pixeds for the width hed the height.
same volume of patterns. The aspect, ratio paraneter. of.

tThis iEmermiD tsere ©fralladearireadygngadsd usiRg © pptparithms that

?Nhﬂéﬁsﬁﬁﬁﬂﬁt necessary. To make the task nuch conpl ex
or the user that wish to access to the SOURCE DATA,

we nodify the aspect ratio of the ENCODED. DATA

(Tgle %%%ODET)GD%IJI% %ﬁd tﬂpeeSStﬁm D%T £ ih)a(t\%lz aleas%glepv% ltmeler: 0¥ pixels, i.e.
the same volume of patterns. The aspect ratio parameter of the ENCODED DATA can be
the same than the SOURCE DATA, but it is not necessary. To make the task much
complex for the user that wish to access to the SOURCE DATA, we modify the aspect
ratio of the ENCODED. DATA (VIDEO). The shape, the number of pixels and patterns

are still the same (rectangle), but the measurement in width and height are different.

The aspect ratio of a two-dimensional shape is the ratio of its longer dimension to its
shorter dimension. It is also applied to two characteristic dimensions of a three-
dimensional shape, especially for the longest and shortest 'axes' or for symmetrical
objects (e.g. rods) that are described by just two measures (e.g. length and diameter). In
such cases, the aspect ratio may evaluate to a value less than one (e.g. consider very short

and very long rods).

The preferred application of the invention is known as to protect image content for

Equirectangular images or video files and streams, and can be applicable to all others



are still the sane (rectangle), but the neasurenent in
wi dth and height are different. [0068] The aspect
WO 2108090271 a t wo- di nensi onal shape is the rati oPOF/IB2068/000334
| onger dinension to its shorter dinension. It is also
applied to two characteristic dinensions of a
t hr eedi nensi onal shape, espgcially for the | ongest and
shortest 'axes' or for symmetrical objects (e.g. rods)
inheeges ar evidbosemidngd e Faqstectangulae fsuragds (wellgknomengt the computer
and ‘di.a %gr). In such cases, the aspect ratio may
EVBIGARMSEY a val ue I ess than one (e.g. consider very
short and very long rods). [0069] The preferred
application of the invention is known as to protect
[0070] Ttisgestanpresiated bat thgunege data ghdt avill bepgesssad tgiocugb the Encoder has

iles and streans nd cap be applicable.to all
it RE P A g B BRtc, B mainR A o PO s Py files, but the
figalradult willwk be KO 8yEH dshebli@l fop ARt RIEBMTagplidadusd, including the
%30701 It is nost appreciated that the image data that
fertalpaept iBeBEsed t hr ough the Encoder has to be in an
unconpressed format. It can work as well with
conpressed files, but the final result will not be as
[0071] Yodd asnpresibadypieallyiopéatesnin fquateckhapdd gropbs ofiheighSouring pixels,
i]gcl uaglggg t he Entertai nment industry [0071] Video
gBFpr eda¢rpBlackt | y operates on square- shaped groups
of nei ghbouring pixels, often called a Mcrobl ock.
[0072] The data can be one or multiple still inages or
[0072] dhe dota ¢anl tie pieeow inudtapl€ istik Smagéreof pmabr prudti@es sedeof filee The final

or fil exported f th coder c then be stored .
BocstrEHER et Searri ™ e ERoHer (et Wb Ty ghted direety
fPhEBecdb P TBtwd SifRFer® fdr@tisnal video file using standard

vi deo conpression. The AVI container (Audio Video

Interleave) format or the new MPEG 4 format allows all
I . . fi .1 hi . e .
o071 5478, Sl SIS U0 0 S A9 R AR i
¥idedihed] edie)efoithyt dmtheheevDMEPEEG-J fo@iaratioels)allakind of compression
t ad :
g?es?lna&nas case, the encryption key is processed and sent (in the case it is not embedded

directly in the Decoder) separately as a metadata,

[0074] As a metadata file including video and data. Metadata is used to facilitate the
understanding, use and management of data. The metadata required for effective data
management varies with the type of data and context of use. In the context of an
information system, where the data is the content of the computer files, metadata about

an individual data item would typically include the name of the field and its length.

[0075] Each frame of the video has to be processed frame by frame at a low level, and the
images need to be in a progressive scan format (not interlaced) in 24 bits, 32 bits or

indexed colors.



[0076]

[0074] As a netadata file including video and dat a.
Metadata is used to facilitate the understandi ng, use

warasmezagenent of data. The netadata requi r edp€DIB2008/000334

effective data managenent varies with the type of data
and context of use. In the context of an information
system where the data is the content of the conputer
files, metadata about an individual data item would
ical l f .
tT¥1E gyt)rﬁsenf/ d&g%tﬁgac hﬁgtr Q&rrg}?% CLHJ% i‘é&g%cq dgggtdntys 8art1cular form or

RIreSEBER dr hayepdelfid erabmiimbniaof avy $pevidic,usantisddsed herein, since the
i mages need to _be.in a progreSS|ve scan for

SH0e N2 B yndifiods ith Vraoussparipylars T feiions FHOG &spafﬁgg from the

Qél?l‘% et sdoEé{ &I i@ clhitheQCinveRiGN HEdid Shdien T8 ! Jés%ﬁ&l bP which the
particular formor arrangenment, or any specif

apjmalﬂusrecrrt metitodashovep ég iifiendads enlyd ifarc ilbstratidne aad nd1sclosure of an

since the sane na b dified..n var arti

SPORBY S PTBAEER ot iposhiopy ol gt %Pdﬁ{l?%ﬁé&a? B iloffficifishs in which
ORRefRfiod Hﬁglﬁ'b@'eﬁi%gdl'eﬂ\é?%érﬁﬂédhef ein shown and
descri bed of "which the apparatus or nethod shown is
intended only for illustration and disclosure of an
operative enbodi nent and not to show all of the
various forns or nodifications in which this invention
m ght be enbodi ed or operatedCLAIMS W claim 1. A

met hod for encoding visual information conprising the
steps of: - dividing the visual information into a
predet erm ned nunber of patterns over a matrix; -
determi ning the position of each pattern on the
matrix; - rearranging the patterns on the matrix in a
predet erm ned shape over the matrix using a fuzzy
al gorithm and - generating an encryption key wherein
the area of the predeterm ned shape is equal to the
area of the original visual



information 2. A nethod as clained in claim1l, wherein
the visual information is extracted frane by frane
wo e@siopazlt | nedi a data conpri sing audi o i nf or naPCDIB20§8/000334
filtering and transmtting the audi o without encodi ng.
3. Anethod as clained in claim2, wherein each franme
is progressive to prevent ggnpression anomaly. 4. A
devi ce for encoding visual Information conprising: -
filtering means (25) to QELAEIMES t he i nput information;
. - 1 mage processing nmeans coupled to filtering neans

Ekuimﬂkonfigured to extract and process information fromthe
visual information franme by frame; - a pattern reader
(40) to store and convert each extracted frane into a

1. prmetboeé foriencedipavisualinfoomation camptisingihesteps 9fit i on

nmeans (60) coupled to the i mage processing neans to
generate a symmetrical encryption key and rearrange
the @igidies A Vidt4 NEMIRESH ihtons prémRiinheld NRINBRAT patterns over a
processi ng generates encoded informati on by using the
encrPgii*on key. 5. A device as clained in claimé4,
wher gi he i .or o ' ' yrt her
coﬁ?@%ﬁ?@gﬁggz = 3@%@?3%@5?%€9§§F?“?§§%§’using the new
POSi fehnasgige iy piatedns on She heatrdn tn \ar predetanpna giape rovee the matrix
nunber, of generated frames required for fina
conp?%%%?gﬁgyék@“ﬂ“%' pt the visual information to
obt aj ' jon. 6. A device as clained in
cIai%?f?ﬁﬁﬁg?SPﬁ@%ﬁgﬂ%%%ual information (20) is a

video file or a video stream

wherein the area of the predetermined shape is equal to the area of the original visual

information

2. A method as claimed in claim 1, wherein the visual information is extracted frame by
frame from multimedia data comprising audio information by filtering and transmitting

the audio without encoding.

3. A method as claimed in claim 2, wherein each frame is progressive to prevent

compression anomaly.
4. A device for encoding visual information comprising;:

- filtering means (25) to process the input information;

- image processing means coupled to filtering means configured to extract and
process information from the visual information frame by frame;

- a pattern reader (40) to store and convert each extracted frame into a predetermined
pattern format; and

- an encryption means (60) coupled to the image processing means to generate a

symmetrical encryption key and rearrange the patterns into new positions;



10.

11.

12.

7. A device as clainmed in claim4, wherein the visual
information (20) is a still imge 8. A device as

wabaisme7i n cl ai m4, wherein the visual infornPCT/ABR008/000334

(20) is amultinmedia file at |east understandabl e by

an APl simlar to said filtering nmeans(25) 9. A device

as clainmed in claim4, whggein said pattern format
fits the macro-bl ock size fixed by existing

c orpreseis therimagd ecocgssing génerateshencalidd infrmatioe by asidg MREGCryption
formats or any other video format 10. A device as

cléi fed in claim6, wherein said encryption nodul e

(60) generates a symetric encryption key (65) that

provi des new positions for each pattern extracted in
Aaidavipatas e¢lpignade it laipy gy vierein, @evinageaprospsgingethepns is further
gﬁéﬁéﬂf whereln said encryption key (65) is encrypted

e e transporting it to the decoder device 12. A

devi gsmense the dilhBdmiemsdigahamely poditos gensated; encrypt i on

key (65) is enbeddeg |nto he decoger device as an

el ectiPerind WEls aemsdetpmipe aumasr of genatef franes raquired for final
mher ryption key (65) is stored in the ROV

<§h%)é%#g%§@£e as claimed in claim®6, wherein the

e n c—oeiwdypt tfeovismd irdorngdtidn)to bbisureemoﬂda@/mfdrmasane nunber

of patterns as the visual information (20) 15. A

device as clained in claim®6, wherein the filtering
AE@RSce(ad Flﬂalﬁﬁﬂ‘ih/ emirA Ul wdetef HoMBSUaP hibiem 'ohgg%y 1] lfitwdeo file or a
i nformati on. A nmefhod for decodi ng enco vi sual
video stiesmi on, sald nethod conprising the steps of: -
receiving the encoded data - processing the said data
through a series of filters - splitting the audio and
Wi dtefel a8 ehimed inddlaim 4, valseihtihd Vigudl iefofiaittbna@d) 8 ad@llamage
directly w thout decodlng it as output

A device as claimed in claim 4, wherein the visual information (20) is a multimedia file

at least understandable by an API similar to said filtering means(25)

A device as claimed in claim 4, wherein said pattern format fits the macro-block size
fixed by existing.compression codec used with the AVI container and MPEG formats or

any other video format

A device as claimed in claim 6, wherein said encryption module (60) generates a
symmetric encryption key (65) that provides new positions for each pattern extracted in

said patterns reader (40)

A device as claimed in claim 4, wherein said encryption key (65) is encrypted before

transporting it to the decoder device

A device as claimed in claim 4, wherein said encryption key (65) is embedded into the

decoder device as an electronic device



13.

14.

15.

16.

- inporting the encryption key - reorganizing the
pattern information as the original source data -

w@eosngd2rng t he decoded data - connecting and PCT/IB2008/000334

synchroni zi ng toget her again the video and sound
conponents of the file - sending the video part of the
said data to the video re rer - sending the sound
part of the said data to the sound renderer wherein
Ahdeviveess adinteli én piaddet, evhrar¢ie daidhapeyption &québS)tie stonel in the ROM
area of the original visual information 17. A device
Y decodi ng encoded visual information, said device
conprising: - a filter ( 110) to process the encoded
data (100) in a series of stages - a patterns reader
AldD)cet a5 clmialedze claioh 6,ovinaeintthe emaldt‘é informdtimmn@ 0D phasodxactly the

SutneRb@atrdmngs g Bl GRS D oai o patiern

i nformati on using the encryption key into pattern
or%anlzatlon of orlglnal source data - a reverse
eyige iasnclaibirdl & (Claam) 61 ovhsrewithe fillasingnmegpt (BN fegypves audio

i LR BTy gider | or et ion - a £ ter

enera ecoded data (160) 18. A device
as clained in claim17, wherein said decoded data
(160) cant_be_stored as. a nultinedia file and thus
Bregiiat don deseding enopdad a@e@slgf%amfh sgif ansipedeprapr sng dre steps of:
A device as clainmed in claim17, wherein said filter
(110) splits the audio and video information 20. A
dew meeia'mgdhaémeded datal aim 17, wherein said decoded

gﬁf-?p 1%%2{1gftﬁr ¢ e ata gh gggrie\élo?%?tegar t of the input

- splitting the audio and video information

- transmitting the said audio data directly without decoding it as output

- importing the encryption key

- reorganizing the pattern information as the original source data

- generating the decoded data

- connecting and synchronizing together again the video and sound components of
the file

- sending the video part of the said data to the video renderer

- sending the sound part of the said data to the sound renderer

wherein the area of the predetermined shape is equal to the area of the original visual

information

17. A device for decoding encoded visual information, said device comprising:

- a filter (110) to process the encoded data (100) in a series of stages
- a patterns reader (120) to analyze and format the pattern information of said data (100)

it into preset pattern format



18.

19.

20.

21.

22.

23.

24.

25.

26.

21. A device as clained in claim20, wherein said

video data is sent to the video renderer (170) 22. A
walewsoe2as clained in claim20, wherein said vPOPDB2008/000334

renderer (170) manages graphic information for the

di spl ay device 23. A device as clainmed in claim17,

wherein the sound source dgga (115) is directly sent

fromsaid filterwgéSO to the sound renderer (180) 24.

-Aa dearcie dlaeks QENVFEd (139) dp akensawize direpaifl pagaindinéymisgion using the

renderer (18 the. soun V] A devi ce

aSHCEYPat}ORé% yi1%%ag§%}?1h%%§e:n lzvﬁilé’?g)?ﬁggﬁ ll%)%l?cr?fzd% Famat ion is

N@eRiR@SHHHoARbdute AUORES pivvideahs shdrisitbof kegnfot hedrganizing said

first filter, (110) to the last filter (160) 26. A

deattesin{fermadtignned in claim 17, wherein said filter

( C r.oni he audi o and vi deo

c%glg%rng(r%ta gt%o &Fﬁyﬁﬁg%g?g&g??@ﬂ A codec for

encodi ng and decodi ng visual information conprising: -

filtering neans ) rocess. the inpuyt inf L on;
A 4%&@8&1@8@331?%%@%5\3%% i 5&0?%? 5@“@; @8%'?%‘““ as a
SAMAORY B tﬁd%tﬂr@x]feﬁltsqﬂﬁuﬁ{o]ﬁ%&f&cbﬁfte LBRh@Ypled @atat he

visual 1nformation franme by franme; - a pattefn reader

(40) to store and convert each extracted frane into a
redetermned pattern format. and s, a crypti,on .. .

R oy s et S 17 oiin 98 1B G BL G ugio and video

aEseiaibe a symmetrical encryption key and rearrange

the patterns into new positions; and - a decoder for

decodi ng encoded information. 28. A conputer program

Rr c?eq}il&at asf 851&531‘:1?1%191%1 %‘?f’wﬂ&%@d Eeﬁg d\é{:j&%ﬁldaitepgfgo%{)ﬁ%bonds to the
conprising one or noré conputer readable nedia
01ded et bethetinput multhinediddilé he vi sual information into a

predet erm ned nunber of patterns over a
A device as claimed in claim 20, wherein said video data is sent to the video renderer

(170)

A device as claimed in claim 20, wherein said video renderer (170) manages graphic

information for the display device

A device as claimed in claim 17, wherein the sound source data (115) is directly sent

from said filter (150) to the sound renderer (180)

A device as claimed in claim 23, wherein said sound renderer (180) manages the sound

device

A device as claimed in claim 17, wherein audio information is not processed and is

directly transmitted from the first filter (110) to the last filter (160)

A device as claimed in claim 17, wherein said filter (150) connects and synchronizes the

audio and video components of the multimedia file



matri x; - determne the position of each pattern on
the matrix; - rearrange the patterns on the matrix in
wa2@seoerer m ned shape over the matri x usi ng aP€T/EE2008/000334
algorithm and - generate an encryption key vising the
original visual information to arrange the patterns
information in order to daperm ne the position in the
new_shape; wherein the area of the predeterm ned shape
27.  pgodef for epgpdingangd-degoding yisalgpfogmation ¢omapping:
i nformati on.
- filtering means (25) to process the input information;
- image processing means coupled to filtering means configured to extract and
process information from the visual information frame by frame;
- a pattern reader (40) to store and convert each extracted frame into a predetermined
pattern format; and
- an encryption means (60) coupled to the image processing means to generate a
symmetrical encryptioﬁ key and rearrange the patterns into new positions; and

- a decoder for decoding encoded information.

28. A computer program product for encoding and decoding visual information comprising

one or more computer readable media configured to :

- divide the visual information into a predetermined number of patterns over a
matrix;

- determine the position of each pattern on the matrix;

- rearrange the patterns on the matrix in a predetermined shape over the matrix using
a fuzzy algorithm; and

- generate an encryption key using the original visual information to arrange the

patterns information in order to determine the position in the new shape;

wherein the area of the predetermined shape is equal to the area of the original visual

information.



