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500

1 standby letters of credit
table Shic {

shicNo:string;

sbicType:string;

issueBankCode:string;

beneficiaryBankCode:string;
maxAggregateSum:Balance;
maxAggregateSuminWord string;

principalstring;

borrower:string;

expiryDatetime: ulong = 0; /lexpity datetime, utc time
effectiveDatetime: ulong = 0; /f sbic effective datelime utcfime
remainAggregateSum:Balance;

fotall oanAmount:Balance;

actionNolist: [SbicActionNo];
status: string; }

FIG. 5
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1500

Recaive, fom a compuling device assoclated with an applicant, an application of 3
guarantes made by at least a first quarantor to a beneficiary, wherein the spplication 1502
includes information associated with an identity of the applicand, an idenity of the 1
beneficlary, and one or more predetermined conditions of executing the guarantee

A4

(Genaraie a digial vers?an of thg guaramag bgseﬁ on the information 11504
included in the application

Encrypt the digital version fo genarate cyphertext of the guarantes 2~ 1506

(enerate one or more zero-knowledge proofs (ZKPs) refatad fo one or more 1508
values associated with the guarantes 1

Send the cyphertext of the guarantes and the one or more ZKPs to 2 bleckehaln
nefwork to store the cyphertext of the quarantes on a blockchaln, wherin the cypheriext
of the guarantes is stored on the blockehain through consensus of blockehain nodes of 11510

the blockehain network after the one or mors ZKPs are sticoassiully verified
by the bockehain nodss

FIG. 15
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Encrypling module 1-1606
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1700

Receive a cyphertext of a digital document specifving a guarantes from a first compuling

device associated with a first guaranior and one or more zero-knowledge proofs (ZKPs)

refated to one or more values associated with the quaraniee, wherein he guarantee s 27 1702

made by the first guarantor fo a beneficiary, and the digital document specifies one or
more predetemmined conditions of executing the quaraniee

A4

Yerily that the one or more ZKPs are coradt 1704

k4

Upon verying that the one or more ZKPs are correct, slorethe cyphertetioa | 4706
blockchain based on performing a consensus algorithm I

Receive a first message from a second computing device associated with a beneficiary
or a representative of the bensficiary, the first message including an 1-1708
acceplance ot the quarantes by the beneficlary

¥

Update a status of the guaraniee to indicate that the guaraniee has been 1710
acoepted by the beneficiary ’

FIG. 17
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2800
Receiving module 1-1802
Verifying module 1804
Storing module 1606
Updating module 11808

FIG. 18
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1900

Receive a cyphertext of a digital document specifying a quarantee and one or more zero-knowledge proofs

{ZKPs) related fo one or more valies associated with the guarantee, wherein the quaraniee is made by at e 1802

least & first quarantor fo a benefickary, and the digial document specifies one or more predetermined 7
conditions of execufing the guarantes

%

Varifythe ons or more ZKPs

.

Upon successfull verifying the one o more ZKPs, store the cyphertext to a blockehain based on | /s 1906
performing a consensus algorithm

¥

Receive & drawdown request of the guarantes from a first compuling device associated i 1908
with the beneficiary or & representative of the beneficiary

* 1910
Store the drawdown request o the blockehain based on performing a consensus aigorithm 1

!

Deliver a fist message about the drawdown request fo a second computing devics associated ~1912
with the first guarantor ’

%

Receive a second message from e second computing device associated with the first uarantor indicating 1814
thaf the first guarantor agrees fo make a payment to the beneficiary according to the guarantes ’

%

Update a staus of the guarantee siored in the biockehain to indicate that a drawdown request of the ~1816
guaraniee has been processed by e first guarantor ’

%

Deliver a third message to the frst compufing device associated with the beneficlary o the representative ?91 8
of the beneficlary indicafing that the first guarantor agress to make the payment o the -
beneficiary according to fhe guarantes

!
Recsive a fourth message from the first computing device associated with the benefiiary or the representative 1920
of the benefiviary indicating thatthe payment from the first quarantor has been received by the beneficiary

!

Update a status ofthe quarantee stored in the blockehain to indicate that the payment of the quarantee 1G22
has been received by e beneficiary i

11904

FIG. 19
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2100

Receive a cyphertext of a digital document specifying a quarantee and one or more zero-knowledge proofs

{ZKPs} related to one of more values associaled with the guarantes, whereln the guaranies is made by at - 21 QZ

ieast a fist guarantor to a beneficiary, and the digtal document specifies one or more predetermined -
condifions of executing the guaranee
Verify the one or more ZPs 1 2104
Upon successfully verifying the one or more ZKPs, store the cyphertext fo a blockehain based on i 2106
performing a consensus aigoritm

Receive a firs! message from a first compuling device associated with the beneficlary or a represeniative Vs 2108
of the beneficiary indicating there is no oulstanding diaim for the guarantee ’

Send a second message to & second computing device assaciated with the first guarantor to confim that 12110

the first guaranior is discharged fom undertaking payment under the guarantse

Receive & third message from the second computing devies associated with the firs! guarantor requesting e 2112
astalus of the guarantes o be changed to expired i

Update the status of the guarantee stored in the blockehain o indicate that the guarantee has exped 1 2114

FIG. 21
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?00
Receiving module 1-2202
Verifying module L2204
Storing module 12206
Sending module 1-2208
Updating module 1-2210

FIG. 22
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2300
4

¥

Receive 2 first cyphertext of a first digtal document specifying a guarantee from a first computing device
associated with at least a first guarantor and one or more zero-knowledge proofs (ZKPs) refated o one o 2 3@2
more values associafed with the quarantes, wherein the guarantee is made by the al keast a first guarantor “a
to abeneficiary, and the first digital document spacifies one or more predelsrmined
conditions of execufing the guaranise

12304

Verffy that the one or more ZKPs are comect

Upon verify that fhe one or more ZKPs are correct, storing the first cyphertext o a blockehain based Ve 21 @6
on parforming a consensus dgorithm

A4

Receive a first message from a second compufing device assodiated with a beneficiary or a representative | 21 (}8
of the beneficiary, the first message including a reguest to medify the guarantee

1-2310

Send a second message about the request to modify the guarantee to the first computing devics

Recsive from the first computing device a second cypheriext of a second dighal document specifying the 2 31 2
guarantes, the second digital document representing a modfied version of the first digital cocument in -
which ihe modification was made based on the request

FIG. 23
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Receiving module L2402
Verifying module 12404
Storing module L2406
Sending module 1-2408

FIG. 24
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2500
4
#
Receive a cyphertext of a digital document speciiying a quarantee from a firs! computing device associated
with at least a first quarantor and one or more Zero-knowledge proofs {ZKPs) related fo one or more valies 9509
assockaied with the quarantes, wherein the guaranice is made by the at least a first guaranior fo 2 -
beneficiary, and the dighal document specifies one or more predetermined
conditions of exesuting the guarantes
Vesify that the one or more ZKPs are correct 1 25@4
Upon verfying that the ane or more ZKPs are cofrect, store the first cyphertext to a blockchain | 2505
based on performing a consensus algorthm
Receive a first message from e firs! computing device asscoiated with the at least afirst quarantor, he Vs 2508
first message including  request to cancel the guarantes
Store the request to cancel the guarantee in the blockchdn v 251 G
Send 2 second message fo a second computing device assodiated with the beneficiary or a representative } 25 ’3’ 2
of the beneficiary, wherein the second message includes the request to cancel the guarantee
Receive a third message from the second computing device associated with the bereficiary or the 9514
representative of the beneficiary, whersin the third message indludss a confirnation that the 4
beneficiary accapls cancefiation of the guaraniee
Update 2 status ofthe guarantes stored in the blockchain to indicate that the guarantes has been canceled 1 251 6

FIG. 25
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Receiving module 1-2602
Verifying module 12604
Storing module 2606
Sending module 1-2608
Updating module L2610

FIG. 26
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receive, by a blocichain node of a first blockchain network, & cross-chain request for relaying a cyphertext
of a digital docurnent o a second blockehain nefwork, wherein the cross-chain request is sent from a first
computing devics associated with a first quaranior, the digital document specifies 2 quarantes from the first - 2702
guarantor and one or more predetermined condifions of execufing the guarantee, and wherein the guarantee ]
is made by the first guarantor to a beneficiary, and the digtal document specifies one or more
predetermined conditions of exacuting he guarantes

<

store the cross-chain request and the cyphertext to a first blockehain associated with the first e 2 704
blockehain network based on performing a consensus algorithm ’

%

recelve 2 message from a second computing device for relaying information betwaen the first blockchan 27@ 6
network and the second blockchain network, he message includes a confirmation that the guaranies is -
accepled by the beneficiary and stored on a second blockchain associated with the second blockchain nefwork

%

update & status of the guaranies Io indicale that the quarantee has been voided on the first blockchain i 2708
FIG. 27
2800
7
Receiving module 2602
Storing module 1-2804
Updating module 1-2806

FIG. 28



