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;e3e4TL8r 6T4=J A 2 hs~. ~ ~ 2004 1 METHOD AND SYSTEM FOR GENER_ATZ Rj@g;ﬁl\l?gﬂlf
JUSI NG A VIRUS FREE FI LE CERTI FI CATE Technical field The present T Vent
relates to conputer virus and nore particularly to a nethod and system for
generating and using a virus-free file dertificate. Background of the

i nvention Anong all conputing and networking security issues, the npst

| mpor t animERNER oINS ST ELEGR ARNEFORTING ANO ULINY ASIRBY EHECRERC

wi despread proliferation o V|rus§iﬁ¥ﬂ%ﬁg E&n ections represen he gr eat
majority of all security incidents. otection Virus protection for

| arge organi zati ons has becone nore and nore conplex and difficult because
of the conbi ned use of heterogeneous systens and practices, the

wi despread use of distributed or €e¢lomichsEeier systens, and the free
exchange of data files via network sharing, e-mail, Internet ... Until
recently, viral infections threatened only data residing on storage nedia,
such asTRar ghedbh @8 ediEn feRRBY tdicokeHutHOWRYEand Whb 2 bQﬁiosraﬁrg%r‘&%é’tfho%ﬁCf 0
viruses, the threat has spread to applications. Mst organi zati ons are not
awar e oRnglsiystdrevel geferptingiandtlisory anduaifeenoe certiantezed t o manage and
prevent virus attacks. An effective virus protection software nust prevent
infections rather than sinply treating them after they have al ready
occurred. Anti-virus soIutiq@§cﬁyﬁaaﬂ@(%m%%qhgbghgn, with a centralized
control, automated virus signature updates, and support for multiple

pl atforns) protocols, and file types. -- 2 f";;..~ ~~ Z004, 2 Conputer

Vi ruses ,A cO ter virus i s an rogram created 6,;ep oduce itself.

Vi rus reA;r)TP%% Sco!rrg;%tglnfg %’Q/S;S‘teﬁ\éf&r%mésﬁ%gﬁ’fS%J&Sp&@gWﬁg}mP?’%@@t, ?%‘fsee?)@n_ to
boot seebAtsmMOtiods Sk&- cn¥i idth inSrudhisy Bed oM 8Re tidebpicaet BebIfd hBoRrordi sk
is opened or accessed. Once a virus resides in a nenory, it can attach

itsel f vboushe \HektnEclienorepipskntdse assddnajanty soliosrcuatyincifentay be
designed to do harm A virus may al so have uni nt ended consequences by
overwiting inportant conputer information and by causing costly

i nconvewirncPsofie@tivser s and networ k managers. There are four general types
of conputer virus: File Viruses (including macro viruses), which are

att achediiU§ piotegion Byderaseetannizationsdsad heapinehme e abdonose coordenintl oppy
or hard .gi ' cted; Master Boot Record (MBR) Viruses which infect
t he disgqh§®f8?£%%%$gfeCord: and Muilti-partite Viruses that are a

conbi nati oheaforabihicbiaisel sfustandcacbooty seatsaindpiadgced/i rus Di sgui ses
Viruses need to avoid detection in order to succeed in corrupting target
conput ef s. NSi\Mplrariaadises of distributas Pl §iddeertcasyelesig@atur es are giving way

to nore.sophipdd eLRchH SUSathRESvia network sharing, e-mail, Internet ...

Until recently, viral infections threatened only data residing on storage media, such
as hard drives and floppy disks. However, with the emergence of macro viruses, the
threat has spread to applications. Most organizations are not aware of this level of
penetration and are not organized to manage and prevent virus attacks. An
effective virus protection software must prevent infections rather than simply treating
them after they have already occurred. Anti-virus solutions need a uniform plan,
with a centralized control, automated virus signature updates, and support for

multiple platforms, protocols, and file types
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Pol ymorphic Viruses : they change their signature, or profile, 2eA¢H:t200% -
they are activated so that a fixed signature filter will mss them -
Stealth Viruses . they attenpt to hide their presence by intercepting

i nterrupt services and by feeding back f2al se information to anti-virus

pr oductéoﬁ.{bq,tgp@i - Encrypted Viruses : they are delivered within an
encrypted file and are undetectable by a sinple anti-virus. Sources of

| nf ect idrompautervitus is'arly Pro20fg Befleerty reprrconvensntl. Arvimetraordduand itself
conmmuni cat ion, t echno*vg i es opens_new avenues through which viruses can

i nfect RioaHE)EPelpe! ‘gtprBQrW»nfﬂ?S’vPP@%@ RePeCthatiokest Gskei ruysEs iBn
whi ch tNe;,BRot W$eRLAESHRLtdd ARPY @5k RABHediSKS 4 %s%édnfﬁ%teegv'rgg%gdg'sr Uses
As stated earlier, the creation of macro viruses has changed t'hi

envi r orimenmednamatticzal dtyachAtssicioothe maxg fils oadstaccebsédsAmdusd bANA virus
conprisin owerful macro routines initially designed for word processing
and spr@agst%e\é)gs'gﬁﬁﬂit[%ﬁq BREN: ANEEE WaYryse Adyadgsicadanienacryencas by
usef ul ik ' i [ : ‘ - ' e
xecut oo mran TRl CaheR e IRRE D et SRS HE RN RE NI RGBS e
expl odiusprdevd ropgwenk nemaglees. | Titeee me¢ fowri garses! thaye ot ab@ptited pivive:
possibilities. The Internet introduces two different virus threats. The
first threat is caused by the downl oad of files conprising viruses when

these f.il egeayieubEoWwerdig Ha%%f/ﬂ?% . WRIRG B d-RS "ngfetsl:-rp (File

t

Transfer Protocol) routines. Public shareware (s%are S war e) and
execut abl Badduseaey ¥iruslkels trypddch ithel humitngedtorsmat tledppr es eat@tdigns arare a
gr owi ng soyr ce of virus infection. Furthernore, new Internet virus threats
are begi nfil'RG®o appear in the form of malicious JAVA and Active-X appl ets.
The secongiddierd o GORBEOF] Kmeﬁ errUQQéQNfW@l'wlinf(e%Lﬂ?é bsk Mggtterld?}o‘?rrg?érde' maj |
systens provide a very rich capability to attac ormatted docunents to
mai | sent aoder the network. These e-nmail|l nessages can be broadcast to
i ndi vi dual r groups. of individuals with the sinple stroke of a key!
| nf ect ed &@%‘ﬁﬁ%%rttgeg\?'rw?%gﬁétaﬁr% Foody™ '%Pﬁo?fa?gﬁ)%é/f%ér@(” Rr 888h Sgafeways
and mai |l sepyers. As networking, tel ecommunications, renbte access, nessage
systens supporting attachnents of all kinds beconme nore and nore conmon,
viruses will exploit these new el ectronic pathways to attack systens that
wer e hey for eachabl e. G oupware Conplications .~ ~1tn ~~2QQ- 4
A thi rgwtﬁrjgr%%lsgrlf%n%st wor ki ng al so exacerbates the virus threat. the trend
t owar dsv it e epb QY ORNbIDH bteCHioN IWaF@raRPd i LabHINT oSS galget Us Nt es.
M crosoft Exchange, Novell Goupw se, ". Since the actiVve and repeated
shari ng®atPlEoNiinERS s Willer easily rneataelek!g ssigpatuhes caree ©finghesay appl incat i ons,
they repiesg i ground for the deploynent of macro viruses. A
G oupwar é&gpp |t€%ttﬁ%wr$%ts'onl y acts as a repository for shared docunents,
but, due to its collaborative function, it sinmultaneously broadcasts files
to associ at eﬁ r k r_ougs. The %oadcast of files significantly multiplies
the possi Bi | P&D'BP" Ci UEHESP |yt ép‘FW%tﬁ%ﬁls'Eﬁﬁ%@e@r pyofae t aededinmacr o
viruses and fiiese GAVRIRTS MaPhaikbh A ldflidRWRRILY 1he Pt oms of Virus

- Stealth Viruses : they attempt to hide their presence by intercepting

interrupt services and by feeding back false information to anti-virus products
and end users.
Encrypted Viruses : they are delivered within an encrypted file and are

undetectable by a simple anti-virus.

Sources of Infection



Most viruses attenpt to remain undetected as |ong as possible LpOe&ggm§m04
their destructive influence. Therefore, npbst viruses do not prodﬁdé“éﬁ

recogni zabl e profile or signature that would allow to trap them by scanni ng
the software. However, viruses perform3actions that do not | ook |ike norma

conput er rati user ti.ons. These abnor iQns_.c e
detectedzgy iﬁ%éﬁﬁ%ﬁ@%ﬁ iﬁtngﬁﬁgsaggfﬁ dnt (?hh%%hpéﬁbk%nﬁx§$&ugg§Nhave
tel l'tal easyipisafgo @ntdwiy vinadeesdremidy yaiuy 8yt shesabistorat vieade aleré
users and virus protection software to their presence. Sonme of these

synpt onsPGHEISGHE: Virusrer ivasleich ihepoet seqigtshofdfoppyasdiard Aisksrweiedngcdtd a
file's time stanp, Delayed program | oading or activation, Reduced
performance, Lower systemresources) avail able nmenory, disk space, Bad
sect ors Igacfd epiRs and hard drives) Strange or non-standard error
nmessages Non-standard screen activity, display fluctuations, Program

i noper abh$ i 3tgteck giarliang the w@raten f, macke otfvbes ehas chanped s teerirbootest and

Uni ni ti [ i L ~~ ==> 200 At - Vi of tware Overvi ew
et ect i gt Al & i wrde decbinenget REFARUPRYI U MRS BT e
such, caudrbeaditisiyabetnesitogherdbredsspiy &0d bpriRishackapgsoatibBsPEhese
effective, the anti-virus software nust include sgeC|aI- ur pose,

di st ri bunearalAnaueaer enablenpinyriast Porseighivngterewhialy easesegipegdedveto a
di'sti nctadmiRods anq S @patareoscamLg] WIS XPhRAd, ERMRALSS, LG, content Of

files agains at abase of vIrus 'signatures. od"requires Trequent
updat es @fe.t he database to ensure the identification of new and changi ng
signatures. Integrity Checking: This nmethod conpares the profile of

current files and di sk areas agai nst an archived snap shop of these sane
itens. ﬁpﬁegﬁﬁected differences may indicate the presence of a virus. Check
sunmm ng i s the nost common type of integrity checking. Unfortunately,

i ntegritWitthebki rypicligenesatibymeat ef fieet iiveragai Nsdsawdene sigadtidphic
viruses, so further detecting nmeans are needed. Heuristic Analysis: An
artificiRPSStEeT i genkéeRehintiodsces e difiekentodhsvlRatSsuch as trappi ng
certain jnt ~ j I kkel - L :

oformatting e hard ar o R S e e D rube e are
difficult tiedetedrobseaosdrartseyrrabnstrgniol ynghaog & Tithérite Tonlgfeplratocal)ar |y

when they are_ encr d or when the se stealth techni s to hide their
bresence, ACRUTGmr DRI St U5a: ararednevivaly sl FeerutE o818 Seartt e,
protected, thosatihoNding foRRafeamueintanchMdrb Ly solirddef @riLirse&idd. it
exhibits any@%?rus-ligg behav?g?, Macr o ViruséAnalgsis: A specifically
desi gned artyrthArmese sopvwaiender et shivats a5 PRIMNINES lana@peast's hhéaibetior e
executlpn.rﬁgﬁﬁbyggAqaqﬂ%pﬂgﬁﬁ;ﬁﬁgxﬁ%&es In addition to the support of
these five types of virus analysis, an effective anti-virus system nust

al so be ablhd gescan tarehi yeteandoospessednfdil @smad).pMost IRkZhg) camdil

M crosoft Canression are the nost comon tools for archiving and

conpr essi nGY&ETS @rOAdG RRSY ¢igR RiPaBiliths i ©onpHed segu $ Ve Madinddan
remai n dor el ~TELVS ti i i ileis
extracted an gﬁgﬁeggééw$n?gegé§§g%@§?giﬁginl%%ﬁﬂﬁ??ﬁégﬁ%ﬂ€ﬁ¢p@?@%ﬁgﬂg(h
anti-virus gyspenisdividube \aith end singdarnstiobstof aukgyenhfccygedooimanshovesst o
identify viruses stored wwthin the files they contain. Frequency of

Dat abase SiGWattit% UpdaR'®Or RalNeyokhdNEBian t9plera%s vRrPts TsbF tSRaY @ St oS
prevent Vi s, AHLAGKRlbSorARTLETIIBRE PmbleSa@ids! ted @M BHR 8y yhdatLed
virus signature d§§é§%se. ﬁhy aHtﬁ-V?%Es s%??aéfe %uséﬂ?aze an as%ocia ed,
easi | y accegsidiinesrWelofsalt einderbesomee otdrerarahimare coomoe, ofruses will  exploit
these new electronic pathways to attack systems that were heretofore

unreachable.

Groupware Complications



i nformation, where regul ar virus database updates can be retrieved. Y
Products that automate this update process by using an |nternet c'bXnemecﬂ)Ulf
to regularly collect new information have a clear advantage in this regard.
Real Tine and Schedul ed Virus Scanning Mbst anti-virus software can perform

a scan Qfin; U I f et ec nd possjbly treat the viruses
f ound a’? t?ﬁ%’? r%ﬂa rr@eﬁellh{&gaég (;eatl:sei gx?%e @8{6183&‘65\’:'5%{*}56%- &%Err‘ﬁnﬁlg}oﬁl aé%?‘rz@‘f er
for virdmgsyant ot Gubupdtrs egpligdtid it aidraks (UNAeNEBEe &ARLESI Bichainge,
schedul er, or as an on-dermand operation manual |y executed, or as gn

event - @ﬁ’@b@é@%é?aﬂ on (usually in response to sonme recogni zably

"illegak; i ti,al. vir . In addition, viruses can be
det ect Z%mlp%qﬁg\aél&t@? %Fq\%ﬁgh%{ahée%rén eof(i SRR Gfﬁiréh%gﬁg%?rl i‘lgftﬁge i“fifor t ant
becauseofi thegerageisatians, heedatpeiedt whesmilbhgyuatitiemthe R pRIVHSEN WL ol 1@
system\;_corrput er, data repository, server ...), then it is possible to
pr eventV{4sem fRoMEEPVALR | #PI6aHRR PP exly CRetenesnes, reposittigdidredhscan nay
occur i s; .al.re I ithin a nput er .and ha rrupted
ot her 111 o, P o s A B S M Ly SRR el B S oere s dtE e To
be trultp asebcibiecarwant groupsusTisof brwatieasustt hidve sigheicabtil i fitidiegetfor m
all types qf scans. ,gertificate,A Certificate is a structure that contains
a publ iROSPRIN ¢fi agcidgntally| deplpdny ' mal defertace By vitttarhes meere iviseFornd
i nst angg L thin tifi +the public key is bound to a ~ 2
00 gﬁ%‘%ﬁ?gu%\gﬁé,Er%iec?ﬁ){nr%ﬁi?g?ér&r?% Certificate Authority) attests that
the public key belongs to the user. A X. 509 Certificate is a very formal
structyte_and co riseﬁ geifferent el ements: Subject: This is the "user's
nane" ( W@pé‘&'ﬁ‘js‘e‘rﬁvﬁaﬁ BN i dentity value). |Issuer: This is the name of
the thimdspantyed Std he, certifi ~Thi s thi party
is the Ce?ti fri c%t ?%Smotro: ?@M(@W )%ngégl%ﬁgtsé)f%vg%ugéa:)&ﬁr(ﬂ:gstoi Isgkfeﬁ]éj lgﬂqfi C
key of degpustive/ipflieate Kegrepaier .mest assec dbedof peddlicdebinpescoheizpuhd i c
key al gorithm that, nust  be e for instance a RSA , Diffie-Hellnman or DSA
publ i c gy Or\fé@?%ti“{%ﬁ‘afw‘ﬁ g t%Fé‘p[}é%@n?Bb_Sa%?fi'?\%”ﬂ%ofb%ﬁeoa*_%ﬁreﬁl idity
(val i d Jiressdsdeorl aBdovakha 0 atigoil)ike e RlcoNIREF opdhiiR k! &f dser
provides a unique Certificate serial nunber for the |ssugr. Si gnhature: The
si gnat RREREO dhep§paBdCi YesEtigenerat duf ietettedChit irftetigert Auttharis y

CA) f icat hol ificate. The digest results f th
sohi naotHrRCRRHEARLANG hify WIohE: TRl EhER &olEad AR rat e O o
key. Theventrypisd ticitgestalwhivebrd snd hfeu§'pgﬁ@&wresof'fvc@rrettbfth@ﬁ;;p_r&é”@{cet. he

|

Subject is the "owner" of the public and private keys. Certificate
Verification The Certificate needs to be verified to ensure that it is

valid. dhhg dish&sadhptdrMcie:

* Increase in byte length of files,

—~——

* Alterations of a file's time stamp,

* Delayed program loading or activation,

* Reduced performance,

* Lower system resources, available memory, disk space,
* Bad sectors on floppies and hard drives,

* Strange or non-standard error messages,

* Non-standard screen activity, display fluctuations,

¢ Program inoperability (failing to execute),

* Incomplete or failed system boots, and

* Uninitiated drive writes.




process. The verification by an end user of a Certificate conprises Qh,é‘l U 2[][]4
checking of the following elenents: Valid (or any) Subject and I|ssuer

nanes are defined in the Certificate. The Certificate |s not expired
(checking of the Validity period field). - 2 Af..~~". ~200~r s The

Certifi d (this may be determned by obtaining a
currentlﬁi@eI 'pﬁgtsgéwg%vgg% olr@eLl st fromthe CA). The signature on the
Certificate is valid (the signature is not verified by using the

Certificate's public key but by using the CA public key). The method for

val i datDﬁgeqthw §|\Qn‘a$ure is qU| te sinple, and conprises the steps of:

h h
asuer UNRat Rt 350 B S BT VAR gl PR PR B e R eetee ) SR

key) .  cihgekingeidiah dditvapthaiseles. Terid bifeaties shgnatiweunasfigenematied by
the issuer (CA) using the issuer's public key ( CA public key). Certificates
are genigchidsd sbycial-gernass cdsebalachaPPlisaticos) APRIGaHans Gt ﬁ‘@b%dc\él H95s

used: Centralli Lon: The private/public key pair is generated by
t he enduﬁ'g‘@rﬂv adég"rﬁcﬁngtn bﬁe subject field of the Certificate). The public

key is directly provided by the end user to the CA software to create a

Certificate. The Certificate can be provided to another end user via any
sui tabl e chsngmturcrrﬁc:@rmamelﬂaj@e@eﬁ@@ paveates e sopta dleblggsedanst a

D stri bur ciptedngds 2 o ShESUP0 TP AhHRE (8hYRGs HiGuEh: BebRth

Distribute air 1's gen Brat ed Eythe end

user. The @ndhHseroleRuUestis ideatittation dfuidwland Cerhiingcgiyeatuned udi ng t he end
user public key. The public key is then sent to the CA for cz |f|(§:at|on

it the requededrity Gheckingreh s HaclORACATIRHES ANEH Pilpi AUE A8 4! AP he
user i den“irteé é%%wtspecfyl SEnRUR! LGa ke 0 o ht‘?\eggdsét'ﬁ'\%r 1tegs COME SEotbBRRE WO

nmet hods ca n any system ecause trusted keys are

gener at ed diyfetdrecCerialyfindahe Aut rmméry:e(ﬁiA)a vidy. e&hles:kofsumheng nyéheironst ~~
~ C ~~ ,~~n 9 Current_anti-virus t hod are be mn gkrmre and mor e
conpl ex duRPTEON BRE HURBEHNEhEFHRgedNTOriRaTelY ¢ lI”lt‘*:cgﬂ E64 g 90ER Yand

the fact that tBeirs. %%’}?511%8 ﬁps@%@ﬂﬂg@lrﬁl‘é%q $d TB9&r %B%@cﬁlﬂgnﬁw@aﬂsvhféis

are com ng r6m ever ywher e an especially fromthe Internet network. The
time requineeddédr check a di sk vvlthl n a conputer system becomes nore and

nore i nport . Furthermore, ckipg of a di sk invol.ve

resour ces wﬁ\n 5‘ SRRt At”h% 'H@Fﬁgltelﬂggeém@f TMORLO o T QFG ﬁétav'olrl UCCH
obj ect of é@%r@é&ﬁgn&eﬂtmemé@mtl Sel/Rek MBI QYenGMINENhiIREY | astidnys soel hmis
and to j;-- provide a new nethod using file Certificates simlar to X 509

Certifi cat egouseltingttke harddighent i cate an identity. A specific process

associ ates %o%Hérpb?cgté?%\fgt h gfgllé/bwdr[?hlgS\Hﬁfs%sugreta%qﬂ&tﬁprt(S)Vc?et{sg'teb@%usé" rus

pr ocessi ng resent 1 nvention assocl ate
files withyryCestdthhGabRande el phrpuidry nheh heepaté evicryseprooaessi ng

of said files.
they use stealth techniques to hide their presence. A polymorphic analyzer will
move any suspect file to a separate, protected, location in the computer and will
execute it there to see if it exhibits any virus-like behavior.
« Macro Virus Analysis: A specifically designed anti-virus software detects

macros in files and tests them before execution.

Archived and Compressed Files

In addition to the support of these five types of virus analysis, an effective anti-virus
system must also be able to scan archived and compressed files. Zip (or Pkzip) and
Microsoft Compression are the most common tools for archiving and compressing a

file. A virus can hide inside a compressed archive, and can remain dormant or




It is another object of the present invention to validate a file ag.a'?ng\t!.g,m' 20 }
all known viruses. A Certificate is added to the file. The Certificate "% U
i ncludes a signature made by a trusted server. This signature avoids | ocal
conput er systens to check this file fo all existing virus. The trusted

server vahbg&es, [ i pst ;all i his server can_use

one or several anr}ttllp-et\t)% L@e@%@cﬂ%r ’ssaqxﬁrjégge\é\g aofd g@\%a\s/?ér[ullg%%n?eysfﬁln%m'%he

certifi caniesurarfer ahastiggentaantupidal egbterhhe tomayalle as esanpaodarureshibypbHe s
| ocal conputer systemis to verify the file against the signature included

in the BErYY§S Caldentivijusessopreryighp dee filge thRe cpp@ent i nvention to
drastically sinplify the conputing resources used for virus detection.
Files on Wb Servers are downl oaded with their certificates suppressing the
ri sk of Fréquencyllo¢ DathbasaSignatiis Uisd#lene once instead of being done

| ocal Iy _on each conputer system It is another object of the present

i nvent i 6MaY YamaPitte of a/vinys spiwarae tire et Wrussaidesha isddelermined ibyeitasi ng

a trusted;An{d 7\ LEd : i i Server.,. . z ~ ~ zoos . Ip
't i anol RO i SFObhateh et als ARl Rs B0 M il rERR:
Certifibave am assooiakst, atagy adccasebi@nNEBNsiRNtdr- ¥omuSotel estliren soSaTRky of
the invention, K The ﬁéesent invention relates to conputer virus and nore

par t i culBPIMAYR. aWHelken BRPURdViFEsy dglehasatundptanganshadetiieved usrpdeetst ihiad

certifi hg.: f s, i n. LT ~1if] .aut hor it conpri ses
the ot enat e uTTaR ol Aeastf LBl KR L PL TRl Tty Ry o
server opwantirivenionsystcenrliebhedvamtagefin ees cegdrdf i cat e request conprising a

list of one or a plurality of anti-virus progranms to be executed on the
file by the certificate authority to determ ne whether the file is

Vi rus-f peg| imRoind S@We@'h'i@df\/ﬂ@s"@t%rﬂgﬁgt he file is virus-free or not; if

the file is declared virus-tfree by t irus-free certificate authority:
gener at Mgt anti-viuss sobeacecan fechare eompni s agoafutbe irsiogoat ty eefant and

certifying that said file is dec|lared virus-free by the virus-free
certifi BSg%EB{u%%? i ‘gﬁ; V'“é%er'?‘dif%‘ﬁdoﬁé kt%iah t%%‘pgjﬁ‘é‘fe W%C%Sr?e %/ 53)i§ S peaNing.
certifi cabAnimeOestpll® v liussdsr & 6&li-ficate. The method, for use in a
server or client system conprises the steps of: determ ning whether a

vi rus- f r edldeptiafitianals gnagsibeiconea! of @ kchediles:orif a virus-free

certificatg, | S rated with the file; ut henticating the virus-free
certifi catags, é'iél?]daél)ri%ﬁﬁé-O%Féaélogem?ﬁ??‘@a?)éecéjg rA'si ng a certificate

si gnat ur e;as ait harhi-eativaigdt bgerbtibe, (sakly Vinr wspohee &erddrhé calce gy si ng
afile signature, said file signature certifying that said file has been
decl ared villagsl thede@vigy by a potential virus).

In addition, viruses can be detected in real time, when they are received. This
capability is important because if viruses can be detected when they attempt to enter
within a system (computer, data repository, server ...), then it is possible to prevent
them from corrupting other files. Oftentimes, a scheduled scan may occur after

a virus has already entered within a computer and has corrupted other files.

Obviously, the earlier a virus can be detected, the better.

To be truly useful, an anti-virus software must have the ability to perform all types of

sCans.

Certificate

A Certificate is a structure that contains a public value (i.e. a public key) associated

with an identity. For instance, within a X.509 Certificate, the public key is bound to a




virus-free certificate authority; said step of authenticating the ’.t.lz gk‘U[‘ 2004
.conprising the further steps of: decrypting the file signature using a
public key conprised in the virus-free certificate; hashing the file to
generate a file digest; conparing the glecrypted file signature with the

ted file d t. B f d |
O o Efkare haEd L 0B Ve Samiedte, Rupldly o RRERE tar e phbid ey 10ve
forth 'Be%g g{bdﬁgeFW'XT@@Q'@@ﬂh@é&@%lém/e $&hial élQWr@ranaazdmed)ms% a
us

preferred further objects and advantages thereof, w |l best be
under st ddtkrbyt elefremesnce to the foll owing detail ed description of an
illustrative detail ed enbodi nent when read in conjunction with the
acconpanyi ng drawi ngs, wherein Figure 1 describes the different entities

i nvol ved in tdig, @Bk THis i $hSYRLHNREGOT @dgubfect Ben peeagnidentiverdlion.

Figure 2 describes the content of a virus-free Certificate according to the
present invention. Figure 3 is a flom/chart of the method of requesting

d t i f Certif] t
Mventton ~ Filasned Hacacen arE & fomihastyoa HERSEsH st Ll P e
virus-free O%Vetrflfda‘%ét?;?|§%1?d pﬁﬁ#%%l@é\mﬁ@&@rmﬂerﬁﬂdﬂqe present invention.

Pref erred enbodi ment t he vention Introduction Figure 1 describes the
different entities involved in the anti-virus systen1d|sclosed in the

t t t h e dij .
or kst at i o (168 (i Falus? Teis fof G FLRG Aot SePIEIGuE {0y
Certificate, a%ihs%ﬁd‘i‘eéj ek d&éf%’sofﬁé Wbl Nkdyhaigiginin FdtemSer ver L(sb@ll f)Dr is

associated wt Is file. The Certificate'is provided by a Virus-Free
Certificate AustaocitayRSér vieiffig-Hednaafard?SAdyléekeySai d request is sent by
the Wb / File Server (101 ) to the Virus-Free Certificate Authority Server
(102) through a LAN/ WAN (Local Area Network / Wde Area Network) (103)
whi ch can ani/é'#@:t}/hﬁwbmewsn&ﬂe NN defirENeeGhdrat oMealkiy dvalanirod00tet hen
downl oads both file and associated Certificate in a directory and asks its
anti-virus progtaaiidto dateck.-the file. This checking process does not use
any standard anti-virus programbut is based on the previously downl oaded
Certificate. The only verification required for determ ning whether tire
file is virnussbraeNempek THiSfitlaepuarddd gatiqre Obritflvates sgnatumebenimrthsed
inthe Certificate. All the above nentioned nethod will be better
under st ood wi tSRUfespect to Figures 2, 3 and 4a/ 4b. - 2~U~ 2004 12
Virus-free Certificate Figure 2 describes the content of a virus-free
Certificate according to the present invention. The virus-free Certificate
reuses the.st gngiadgdir&: 509 sﬁﬁfaﬁtilr‘bileareerﬁmmu dipestcgeneates] bhéh@iC@mftlQﬁt@ of
the file and therefore is bound to thég ? gg n? Nr |ffer§ncetS (%%e

X. 509 Certi f|é&i@ra}ﬁ&Cf\%éor\ﬁ%tﬂ%mfcraé@g ‘?Wf‘i @ spHTcaTs e HigESy Y
Certificate Cﬁﬂpbbéﬁﬁ a@éhﬂ%é&ﬁﬁ?@@ﬂ%e@ﬂﬁséﬁM@bkxi@yﬁgg%@toﬁﬁpQWa&me
file. The virus-tree rt| |cate 00) includes the followng fields: File
name (201): Thég. Tise eherypiahel geetfwhma is ithe signetwet wprifieg’ thatethgi $WldCEt iSe
Certificate protects suer, (20 This is the "nane" of the third parry
t hat |ssued/ggﬁ%§%W@ﬂ'PL EVPV@&’ Wiﬁgw ?PY?cate. This third party is the
Virus-free Certificate Authority (VCA). Public Key Value (203): This is
the public key of a public/private key pair. An associated field defines

t he publ Certiigatd Yerifichtiohhat nust be used to check the file signature, for

Ao LI LR B Y TR, gl

corr eSpOEg%(Ir&Spmh\éa\t/@rlflﬁ%Yoﬁ%be bﬂdtd’g%rsjf%@temﬂ%atﬁ cbirpeises $betdmecsm@eof
private/ key pair nmay be used to build several virus-free

Certi fi cdteblorony ehens@ise | ssuer. This public key within the virus-free
Certificate is preferably used instead of the Virus-free Certificate
Authority public key which is used to validate only the present certificate
signature and er AaielBldre degiviction tiste Cryifidang. t he

i ntbhedded S|gné&ﬁ&ggpgng’ggg&%ﬁ?ﬁ?ﬁﬁfhe virus-free Certificate because the
Virus-free Cerfitid Ceatfeatuishor iekpirpdithiaskicgyof the geatigitsineyioddied@r and nore
conplex. The validity of keys may al so differ between the Virus-free
Certificate Authority public key and the virus-free Certificate public key.
Anyway, because the virus-free Certificate is signed by the Virus-free
Certificate Authority, the use of the virus-free Certificate public key is
secure.



2 ~AU~~~00~r 13 Validity (204): Two fields are used to define the ?eégggzomr
.of validity (valid fromdate 1 and valid to date 2). Serial Nunmber™(
This field provides a unique virus-free Certificate serial nunber for the
issuer. Certificate Signature (206): TBe certificate signature is an

ted di t,ed by the Vi - f Certificate Authority. (VCA
For aot net 1 ot GRS R wvelipa (Mneay e dtidurd Brasihinees
hashing of themvirOsnficee @eTSidibeatie. roFhendigest is encrypted using the

VCA private key. The certificate signature results fromthe encrypted
di gest and "Eeetsigiadgre ehdlie Oeetifidate isvgithtioe eigmtencsypttedrifipdtthyeupnivat e

key associ at Lth the virus-free certificate public key (203). The
Virus-free C}g]%t%lgt@g?ge AOtREF WSS,E%W)JSIBQQM% ?Akggltaicskpdi)fferent fromthe
virus-free Certificate public key and is either preloaded in the web
browser_or given by a trusted entity. The VCA public key is used to

retri evel® REetopd denealidadiagiting stgnature is guite senplef acdarempTises Whe steds de
Certificate Authority (VCA) can use the sane set of virus-free certificate
private / public keys (203) for all the files generated during a given
period of tideexgratheg tieorsueneakineg X nhhe) hsslfle GUkigALd; cation can be
easily perforned tine to time, when a new set of keys is used. Once the
virus-free Cer{94atiegt &epigbyeis keytiffoste 4CAsSadificiie) valthdaseusr's publimkbe
reused far sev I ertified by the same i ssuer which reduces the
nunber of vi rugd-é?r%uewéeq‘setyﬁ‘fi cate public keys. File Signature (2D7): The
Fi | e Si gnat w echsckiegithhethalsinaguddie Q@hhﬂo@té(@héjn\éﬂlré%gé\@%'heiré‘te'dhlgy the
virus-free Certificate Anti-virus Checker (208): This field gives an

i ndi cati on of WSWer he A iUpiig-thedesuesstiubilie key (RAsPuRiciifayed that the file was
virus-free. The Anti-virus Checker conprises the nane and the | evel of the
anti-virus program Several anti-virus prograns and | evels nay be appended
to rei ffeoritieatasearef jerdretecybyoh GdrefientisAnhaoritg (GAY.€0lbONain methodscdrbe2bQ4.
m Certifigcate Structure (209): This field describes the size and the
contentS5 the virus-free Certificate fields. The number or anti-virus
programis defined in this field. |If the virus-free Certificate uses a
standard format (mninumsize of a virus-free Certificate), this field is
opti onal . CarftraligeiGenatatione Tier pgvdtesaiblerkeyf peiatie descabedebyheeséde of

t he standard format (above the mni size)., this_field is mandatory and
defines t Sg%i(géﬁﬁd vtk tbé;%c_‘ %ﬁ%a ‘ﬁ‘ﬁg"{'ﬁ%te_b/i Te U e 17 Fireatte.
Virus-freer&aatdfbeahe eenengdr en thkgone sar@saChbbesatd1es REOGESStOf The
requesting a virus-free Certificate for a file |l ocated on a Wb Server or
on a ng | eE ﬁe(mb?prmitdﬁidn@ @T@Véhﬁ@dvmel(s\tlata?psgI(at?@)cdmneéqu?F a
rtifica 0 Vil us- e tificates jn real tine
but the m)g%1 a%lpgé%% %é)t i%&/ayttot %nggoﬂge tbgggliue{é’ t%h(e:gﬁ@ﬁa;e Fi ﬁeseétp\r;ét?gngml )
send requesusture (ylven@ee 0A's sainatvkgi.hority (102) to build virus-free
Certificates and to let themstore the files and associated anti-virus
Certificate together. The nethod of requesting and generating a virus-free
certifi.calrgsgompid 10l i . 00); \Wen a new file requires
a virus-free Oer{ezofg%éiég?“% 'eI-rﬁgq@gﬁq%@%%g%)}ﬁ%'re\{%é{ré@eerrat(e\goliy)tESrGF%J
wor kst at i ore(.100) pndends raquestashd KFetdCbuitd hi CatiGcdtequestiessaged tteea
Virus-free gﬁf”‘l fifate @ﬁt hority (VCA) Ser_qver %22),_ Either the file is
sent to tHé# G¥- f PRE VT CPYiITHISE SRittherihe (A WeapTdisalien. (f loRyeavesdddi ti on
to this reauesheMassage@lhrid cfé}@@g ! LS, h /
File Server (.1081 ) or W(r)r kfsntsafgi on 16%)%83%%%@?@& Ef%iidggﬂ&@?@gbgﬁé\\gp
request mayblp&ey ty thdendntser.vi rus checki ng nethod or the use of a
particular anti-virus program (301 ) The Virus-free Certificate Authority
(VCA) Server starts by checking the file. (302) The Virus-free Certificate
det er mmesouwhel heketthe bl dsScafl b&SohlBf P Q@; g}lgétleﬁr},\éﬂercléﬁsbﬁr«%?ég%tEQ’

(307) the VCA Server answers the requester wt rmati on concer ni ng
t he detksysetrevignesated by the Certificate Authority (CA).

Objects of the invention



2 ;~'~J ~ 2a04 (308) Eventually, the VCA Server sends back to the-» Aé 200
.requested a corrected file. If no virus is detected, (303) A signature L’ U
the file is established. (304) The virus-free Certificate is prepared with
this signature. (305) The virus-free Certificate and the requester
identification, are then stored in the VCA. The requester identification

rnay include the file location within the Web / File Server or workstation.
The fil elesatdnvings keeddd amhescdihi@greauest €mdreedsmmex egeltar and

automatic update of the virus-free Certificate (for instance, when the

Vi rus- fr'eetf@a'ﬂ'tlmbrecaf errtesq& res or when a new |l evel of anti-virus programis
provi ded) . i (& It z Fe VCA can access the file and can update the
virus-free %P é/a{P ﬁ'@u?n ny action fromthe Server or workstation.
(306) Fl-natHé/racrlﬂ@at\rhérugrgfn@aﬂe@@htdﬁdn@@t@m smeeitervdohheritequester. For a
better understanding, the VCAis shown in the present enbodi nent as an

i ndependérits 8ee vominpidvev eeveryee CANG aaspissidllgcfarradthgi triemed nadwyork.fThe

oot vem 0 bl b S BRERP UG P AP RO T B ERBRAIRCAS Mrgpmee 1o
wor kst atikrpstanVi Fughdiese Cald Efiddskdi® obhi dibik ahiowbsHihaul &5 oft e andcdd valasir i be
the process of using the virus-free Certificate in a workstation accordi ng

to the prey@neveniveaniosnal wseplBeicongaviar sxdded. ntrl its free-virus
Certificate onto a workstation. The anti-virus program perforns a checking
on this incomng file. The anti-virus programcan also check all files

assi gnedaby penfdraueaiiceant Boartidn le® muyohavairamt assodiat edivbdsiantree —
Certificate, other files may have no Certificate. The gresent met hod of/a

usi ng a ArPsisley prew aBptoM BENE Tl GETBFKSE AIMHAT &rppPe dseitifieales) verd g —— |
st eps: 2 (400 n Li r gram
first IooLﬁhePtl‘Jcaﬁ h%ggcrj%ﬁny ?{eeBe Y?{hf:&ﬁ%{geé%%)&éé{agfaegé’rﬁﬂ W\{':Jr#% o\
check. THmeeaed apantirie@rder thefaraatieusmypcbesing. t he sanme di rectory as the file
or in a specific directory with all free-virus Certificates. O her settings
may be defined but the two settings above are the these used in the present
embodi ' iRLQaIAMd 9%&: ét%rfrteeQerr Uit

Certi frrnégi'se a”%fp%* é?}gﬁo rﬂqe%%r&?&t‘:ﬁlrﬁ !r\(/:ate for th I Ile |sI ngt eOl‘md © |?402)
The procesw cgmpd)‘ryrragstr@eesrurvrbaipnone&heg@éekgirfdead art. (403) The process
goes on by checking the next file. If the virus-free Certificate for this
file is found: (404) The virus-free Certificate is authenticated using the
certificatie shapat WigeAng the pVe%npumé&rdfoey@ vhhgat¥CA m@bhggml@e)éru Bndwnt he
wor kstation or if not nust be retrieved t Q/gh a secure channel. The VCA
server nyudss. dutieeificatatedddsd intichsle. (EAerfé Heptenecikggaiar ei@npiFi©akey .
(405) 0 i ?eih i t

Corti i on &SRB T Gaet FRHE P ATRIG 5ol PO R bA O TR AR LS and

val i dat efdr aTIh@xram VHLE USh P QG TeRIs e r alatsdzatbe tl@érér@egamsdailmrma\rrt veuses.
| evel s used to build the Certificate which may or not be accepted by
the | ocal higr¥arvei pass Upe Ggeath BEBEN Ity o Prectiatsel R Of GPBsvirUS only the

certificates are changed or updated. The only process performed by the local

computer system is to verify the file against the signature included in the Certificate.

It is another object of the present invention to drastically simplify the computing
resources used for virus detection. Files on Web Servers are downloaded with their
certificates suppressing the risk of virus. The full anti-virus is done once instead of

being done locally on each computer system.

It is another object of the present invention to generate a virus-free Certificate

associated with a file using a trusted Anti-virus Certificate Authentication Server.




(406) If the virus-free Certificate is not valid or authenticated Zigh @%
.obsolete or non matching rules, a log is perforned in order to pfoée VU Ull'
real time or on batch node a refresh action on the VCA to update the
Certificate in order to match the rules and dates. Wen received the new
Certificates will allowto process agarh0these files for anti-virus

checki ng. - 2 ,~UL~ 200g m (407) If the virus-free Certificate is fully
aut hent i cdt ag,anbther fabjeet sifgthat present Snvetioh | tedusestiig tits-fpaeb Certificateuen key
included in the virus-free Certificate, The public value key nmust natch

with the Y% St%ﬁ“ﬁh‘&tﬂﬂf@“ﬁlag@nilﬁb‘mﬁlé‘é@“l‘%ﬁ“ the virus-free Certificate. (408)

The file signature is checked. ¢fnhievbiig sl fhure is OK  (409) The next
file is checked. If the file signlgturye ¥s Hot&@, (410) Alog error is

per f or med.The( greseht invEngomaela@b t@ambmpuier vgupraod maore imrtaciariyatoed nahahenk

this suspect, file. 412) Finally, the next file is checked., The Log Error
(e te proteudbbeendig mfue aivims e DR ettty Drememg T oor iHata 25t o

check the ée|&ﬂm{é’hu&}{br[@?,%hp}i@eﬁhgg]klﬁseoﬁinOt her virus-free Certificate. If
a virus i/s found on this Tile, the security admnistrator will retrieve all

avai | abl’e i nf orematdcervirtga e acedtifidatr eequest for ruSlewlemi atservduored, cligho

introddced it ... Advantages _.The pr.oposed invention pr.ovides a better and
fastor way Tor chigs NEs 5 SPOCERg reNeHcCo RS g LSl Rl O BNy

_seeufity for all bhgnd ih€SplobRinsSBt dRclt@ebh fd fikMySthe cIARiChHY! Autlﬁi?’ft%/gi) rus

checking is perfornmed once on the virus-free Certificate Authority (
Server. A Certif detatneingpdiather thetflow vimisfreowr detd.  Nor mal ant - vi rus

_?_Lgcggses may be Hsed as baﬁ%ta{ﬁeg&% hgtr;dl e files without Certificate.
, mpat i bi | 1%y GETRHDELE Ehqhg i VP Ydihne i s easy because a
sof t war g SERRIMUE B echifdl viMBLAdabMhE Usad-r8Scdlfiddd hané@s: for files having
| one an e generating a virus-free certificate comprising a file signature for certifying that
said file is declared virus-free by the virus-free certificate authority;
e sending back in response to the virus-free certificate request the virus-free
certificate.
The method, for use in a server or client system, comprises the steps of:
e determining whether a virus-free certificate is associated with a file;
if a virus-free certificate is associated with the file:
o authenticating the virus-free certificate, said virus-free certificate comprising a
certificate signature;
o authenticating the file, said virus-free certificate comprising a file signature,
said file signature certifying that said file has been declared virus-free by a
virus-free certificate authority;
said step of authenticating the file comprising the further steps of:
e decrypting the file signature using a public key comprised in the virus-free
certificate;

o hashing the file to generate a file digest;

o comparing the decrypted file signature with the generated file digest.

Brief description of the drawings



-- 2 A~~~200~ rely on and call any anti-virus programto performawetzalt. )
.of the art virus detection for other files. The present invention is f@d@ ZUL
users, in line with current security strategi es based on Certificate '
Auti~ority and Certificates, and for files, an extension that can be

easily deployed. While the invention has been particularly shown and

describ wth reference to a,preferred. e di, e 4 nder st ood
that | var BUebiHanyed b rRuleS SEIERP FEDPELTTas dhutbivelfolonE St
departi reri [omd RepepbEltolaipfid T$eOPEepfiod Neclk VEMEIONas weltad aYrefe2@Rp - 19
Clains 1. A nmethod, for use in a virus-free certificate authority, of

gener at Mgl ofiusgs - tleer objecis prodtadveatagasythageethatill et ke vedeisteed fihee

at ! o o AR &t _
Fore st O RLARS (dhbind SRRt B e MRsfRlbe \ehdls® SRRURERCLET S
one or a/Hlnufeald ih)e opfurdfibh-wWithH the diceak @ itpdheiexeaiadiron the file by the

certificate authority to determ ne whether the file is virus-&ee or not;
determ ning whether the file is virus-free or not; if the file is declared

[ -f byt h [ - i , LtV i
Vi s fr oo cantV dabBSeiesy 1EF Kl bAPB R M in AR BRE 1B cai o

file is decl acedrdthg ustfd psbyt thenvbius-free certificate authority;
sendi ng back in response to the virus-free certificate request the

vi rus- free® cdrigite eatescribesThe aettkol cAct oitHfnget beaiicaimeaceprding ter Bxedi ng
cl ai rs wher ei he virus-free certificate request conprises: the file for
whi ch a vi rug}?%ee@ '&%#@Cﬂ'cate is requested. 3. The nmethod according to any

one of the. prmgg@ mg i€ lAaifksy Wharebh tsai shestoep odfredetsting nirng gehetdterg tshe
file is virus-free or._ not conprises the further step of:  executing one or
a plurality ofrugntee Gerifsapr byralilg asroEh@d e eeedBYeRiGhg viruses. 4.

The met hod, a%gg%sna tg?@% ange aomo%Nh@hQ.&@%@OlhBQm%hﬂM%fm;wvtrng-free

virus-free certificate further conprises: the list of t e or plurality
of anti-vi ms Qeigcamsintchabridsaterbeenrérgdatiedpasenhmventien. 5. The net hod
according to any one of the preceding clains wherein the virus-free
certificate further conprises: a file identification;

Preferred embodiment of the invention

introduction

Figure 1 describes the different entities involved in the anti-virus system disclosed in
the present invention. In most of the cases, the file that the Client Workstation (100)
requires, is stored in a Web / File Server (101). A Certificate, stored in a directory
within the Web / File Server (101), is associated with this file. The Certificate is
provided by a Virus-Free Certificate Authority Server (102) after request. Said
request is sent by the Web / File Server (101) to the Virus-Free Certificate Authority
Server (102) through a LAN / WAN (Loca] Area Network / Wide Area Network) (103)
which can include the Intemet network. The Client Workstation (100) then
downloads both file and associated Certificate in a directory and asks its anti-virus
program to check the file. This checking process does not use any standard
anti-virus program but is based on the previously downloaded Certtificate. The only
verification required for determining whether the file is virus-free or not, is the
verification of the signature comprised in the Certificate. All the aboveg mentioned

method will be better understood with respect to Figures 2, 3 and 4a/4b.



= ?r~ ~~~240 ~r -20 a virus-free certificate authority "ZAUGZDUIf
ddentification; a public key for decrypting the file signature; a g d
certificate signature for authenticating the virus-free certificate; an
indication of the virus-free certificatle validity. 6. The nethod according
to any one of the preceding clains conprising the further steps of:
identifying the systemwhere the file and associated virus-free certificate

are stqy.ed.. ' updates of the virus-free certificate. 7. The
met honleg%;rl ng%@ﬁg#%gone of the preceding clains wherein the step of

gener atfiggreacf iié e rbiegndleUs enteANRF iasasud-fiee fewtinestest @Rl to PasPid@ & he
file to generate a file dlgest_; encrypting the file digest using a private
key. 8.InyYertiarustie ssuedice Erddicataatausesithy, steoapich Xidy eedifisatadapted It or

i t f th t hod di f t di
oo vt O SIER, ol e St G er RubBr BT or Bs Qe JRRGNGH t ne
net hod @gs@dengeteania 0N80OfCEkiaLA® AnlOthé. vikis-frAeMEbRpatd 0f tHEE the @

server or client system of determning that a file is virusfree conprising
the stefpd'sofee §erdiGataicRpRilsesher a virus-free certificate is associated

with afilLe;, i, a Vi - rtificate is associated with the file:
aut hent i cgﬁiandél \{lﬂjes b%%%sg{#areggggerti ficate, said virus-free certificate

conpri si ng dAgeeutd bf tat fesi gnature; authenticating the file, said
virus-free certificate conpri sing a file signature, said file signature
certi fyiRyVirnatresdertificate (A9 M@%é@ﬁé@'éﬂ\”ﬂ?gﬁ'ﬁ?ﬁfree by a virus-free
certificate authority, said step of authenticating the file conprising the
further steps of: 2 A~-.~~ 200g -21 decrypting the file signature using
a public e camy iged):i Thishie ter Usarheeef apetfiléisatested hAshithg Wihe-féde to
generate a file digest; conparing the decrypted file signature with the
gener at edchri'féced?@é%ttedsll. The met hod according to claim 10 wherein the
step of authenticating the virus-free certificate conprises the further
step of: wvalidating the virus-free certificate.

« Issuer (202): This is the “name” of the third party that issued/generated the

virus-free Certificate. This third pary is the Virus-free Certificate Authority (VCA).

Public Key Value (203): This is the public key of a public/private key pair. An
associated field defines the public key algorithm that must be used to check the
file signature, for instance a RSA |, Diffie-Hellman or DSA public key. The public
key is provided by the Virus-free Certificate Authority which uses the
corresponding private key to build the signature of files. So the same
private/public key pair may be used to build several virus-free Certificates from
the same issuer. This public key within the virus-free Certificate is preferably
used instead of the Virus-free Certificate Authority public key which is used to
validate only the present cettificate signature and not the file signature. A pubilic
key for decrypting the imbedded signature is added within the virus-free
Certificate because the Virus-free Certificate Authority public key is generally
longer and more complex. The validity of keys may also differ between the
Virus-free Certificate Authority public key and the virus-free Certificate public key.
Anyway, because the virus-free Certificate is signed by the Virus-free Certificate

Authority, the use of the virus-free Certificate public key is secure.



P12, The nmet hod according to any one of clains 10 to 11 wherein the SAEft(?T
‘valldatlng the virus-free certificate conprises the further step 00‘?
determ ning whether the virus-free certificate is valid or not; if the
virus-free certificate is not valid: gquestlng a virus-free certlflcate

update or a t usf e certifli date to.a virtu
certificalt ewﬁ{%ﬁ&r&%ﬂy ﬁ Herd ] Cge(;'rnﬁ ﬁa H%'Ogrﬂ} Y ﬁ%‘%?v fjj (98 ddet o
12 wherein the,visusidf d8e g:)ertl ficate further conprises: a file

identification; a virus-free certificate authority identification; a
public key for decrypting the file S|gnature an indication of the

-f tifi t | t t
Teans. adapt &P NERIAE APt i EC Tk BiSS TS HE ik oS AE ol M S )P one
f cl 10, t t t f
carrying.out TR et PSS E00T i ng Lo any one of ol atms 10 Lo 19, A AN
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;?l;%;ﬁgf?w ca] c‘qa gg}%&% c‘a]; gf%%f@ﬁ%ﬁ&%ﬁezﬁgg llijv-er certificate signature
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, 10% comprises the name and the level of the anti-virus program. Several anti-virus
programs and levels may be appended to reinforce the efficiency of the

anti-virus detection.
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fields comprised in the virus-free Certificate.

Virus-free Certificate Generation

Figure 3 describes the process of requesting a virus-free Certificate for a file located
on a Web Server or on a File Server (101). Nothing prevents workstations (100) to
request a Certificate Authority (102) to build virus-free Certificates in real time but
the most appropriate way to do is to let the Web / File Servers (101) send requests
to the Certificate Authority (102) to build virus-free Certificates and to let them store
the files and associated anti-virus Certificate together. The method of requesting and

generating a virus-free certificate comprises the following steps:

* (300) When a new file requires a virus-free Certificate, the requester, Web /File
Server (101) or workstation (100), sends a virus-free Certificate request message
to a Virus-free Certificate Authority (VCA) Server (102). Either the file is sent to
the Virus-free Certificate Authority (VCA) Server (102) in addition to this request
message or the checking / signature is done on the Web / File Server (101) or
workstation (100) where the file is stored. The request may specify the anti-virus

checking method or the use of a particular anti-virus program.
* (301) The Virus-free Certificate Authority (VCA) Server starts by checking the file.
* (302) The Virus-free Certificate determines whether the file is virus-free or not

If a virus is detected,

* (307) the VCA Server answers the requester with an information concerning

the detected virus.
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« (305) The virus-free Certificate and the requester identification, are then
stored in the VCA. The requester identification may include the file location
within the Web / File Server or workstation. The file location is useful when
the requester needs a regular and automatic update of the virus-free
Certificate (for instance, when the virus-free Certificate expires or when a new
level of anti-virus program is provided). In that case the VCA can access the
file and can update the virus-free Certificate without any action from the

Server or workstation.
« (306) Finally, the virus-free Certificate is sent to the requester.

For a better understanding, the VCA is shown in the present embodiment as an
independent Server. However, the VCA can be located within a Web / file Server
(101). It is possible for a master Certificate Authority server to delegate virus-free

Certificate establishment to trusted servers or workstations.

Virus-Free Certificate Utilization

Figures 4a and 4b describe the process of using the virus-free Certificate in a
workstation according to the present invention. A File is downloaded with its
free-virus Certificate onto a workstation. The anti-virus program performs a checking
on this incoming file. The anti-virus program can also check all files assigned by
configuration. Some files may have an associated virus-free Certificate, other files
may have no Certificate. The present method of a using a free-virus Certificate in a

workstation comprises the following steps:
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Certificates. Other settings may be defined but the two settings above are the

these used in the present embodiment.
* (401) The virus-free program looks for the virus-free Certificate:

If a virus-free Certificate for this file is not found:

* (402) The process goes on as described in the background art.
* (4083) The process goes on by checking the next file.

[f the virus-free Certificate for this file is found:

* (404) The virus-free Certificate is authenticated using the certificate signature
and the VCA public key. The VCA public key is in the workstation or if not
must be retrieved through a secure channel. The VCA server may be

authenticated by another CA having the required public key.

* (405) Date of expiration, issuer name (VCA name), in addition to the
certificate signature determined in the previous step (404) are checked and
validated. The anti-virus program may also be checked and in particular
levels used to build the Certificate which may or may not be accepted by the

local anti-virus program depending on predetermined rules.

+  (406) If the virus-free Certificate is not valid or authenticated with some
obsolete or non matching rules, a log is performed in order to process on real
time or on batch mode a refresh action on the VCA to update the Certificate
in order to match the rules and dates. When received the new Certificates will

allow to process again these files for anti-virus checking.
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virus-free Certificate,

+ (408) The file signature is checked.

If the file signature is OK,
* (409) The next file is checked.

If the file signature is not OK,

« (410) A log error is performed.
+  (411) The normal anti-virus program is activated to check this suspect file.
«  (412) Finally, the next file is checked.

The Log Error file is processed at the end of the file checking and may ask the VCA
to check the file again in order to produce another virus-free Certificate. If a virus is
found on this file, the security administrator will retrieve all available information to

understand where the virus was introduced, who introduced it ...

Advantages

« The proposed invention provides a better and faster way for checking files
against viruses.

«  Servers offer a better security for all the files they send to their clients.

« The full anti-virus checking is performed once on the virus-free Certificate
Authority (VCA) Server.

+ A Certificate update method is provided.

«  Normal ant-virus processes may be used as backup and may handle files without
Certificate. The compatibility with existing anti-virus programs is easy because a
software supervisor can

« verify virus-free Certificates for files having one, and
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+ forfiles, an extension that can be easily deployed.

While the invention has been particularly shown and described with reference to a
preferred embodiment, it will be understood that various changes in form and detail

may be made therein without departing from the spirit, and scope of the invention.
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1. A method, for use in a virus-free certificate authority, of generating a virus-free
certificate certifying that a file is virus-free comprising the steps of:
e receiving a virus-free certificate request for a file from a system, the virus-free
certificate request comprising a list of one or a plurality of anti-virus programs
to be executed on the file by the certificate authority to determine whether the
file is virus-free or not;
o determining whether the file is virus-free or not;
if the file is declared virus-free by the virus-free certificate authority:
e generating a virus-free certificate comprising a file signature for certifying that
said file is declared virus-free by the virus-free certificate authority;

e sending back in response to the virus-free certificate request the virus-free

certificate.

2. The method according to any one of the preceding claims wherein the virus-free

certificate request comprises:

o the file for which a virus-free certificate is requested.

3. The method according to any one of the preceding claims wherein said step of
determining whether the file is virus-free or not comprises the further step of:
e cxecuting one or a plurality of anti-virus programs on said file for detecting

viruses.

4, The method according to any one of the preceding claims wherein the virus-free
certificate further comprises:

o the list of the one or plurality of anti-virus programs that have been executed on

the file.

5. The method according to any one of the preceding claims wherein the virus-free

certificate further comprises:

¢ afile identification;



109& ()-1& "109%& ()-F109% ()-2~{(}~?{\=0 103 !109%& ()-Y Z9 AlIG
0% ()-c. " 10%& () -1 FYYG 10%& ()- | FYYG 109%& ()- Y109%& () - (#ua2{\ =0 — & AUG 2004
101 <l . 4" 109& ()-1.4"109& () -1 & 4" 109& ()- & 109& ()-!Y$Z" 109& () - GY$Z" 109%& (
)-GDcz{|}uVv70 10@0%& ()-&Y10%&' ()-m 1 10&& 108&&! | F 8109&&& ()-16

109 ()-@.4"109% ()-5j aBuv70 10@ Z"169%& ()- 109 ()-!q

| 109%+& ()-FLF' 109 ()- 109& ()- 109%& ()-#U dBuv70 10@v Y. 109%00& ()-Y

+ "109& () - F, &% 109@&uf-frefoerfifignomnthyrity identigigation; | 3109& () - Ter?470 1

10YS8s10%&' ()-!<YS8sS10%&' ()-!c3 5Y109&. () - 3109%& ()-
1Y10%S&- ()- Fg)%LOO/'&' e})lslé?]fg%ét)or deCcryptlngct)he&ﬁ1@s1gn§tu9e;& ()-3
¢ acertificate signature for authenticating the virus-free certificate;

¢ an indication of the virus-free certificate validity.

6. The method according to any one of the preceding claims comprising the further
steps of:
o identifying the system where the file and associated virus-free certificate are
stored;

e downloading updates of the virus-free certificate.

7. The method according to any one of the preceding claims wherein the step of
generating a file signature comprises the further steps of:
o hashing the file to generate a file digest;

e encrypting the file digest using a private key.

8. A virus-free certificate authority, comprising means adapted for carrying out the

steps of the method according to any one of the preceding claims.

9. A computer program comprising instructions for carrying out the method according

to any one of claims 1 to 7.

10. A method, for use in a server or client system, of determining that a file is virus-
free comprising the steps of:
o determining whether a virus-free certificate is associated with a file;
if a virus-free certificate is associated with the file:
¢ authenticating the virus-free certificate, said virus-free certificate comprising a
certificate signature;
o authenticating the file, said virus-free certificate comprising a file signature,
said file signature certifying that said file has been declared virus-free by a
virus-free certificate authority,

said step of authenticating the file comprising the further steps of:
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o comparing the decrypted file signature with the generated file digest.

11.  The method according to claim 10 wherein the step of authenticating the virus-free
certificate comprises the further step of:

o validating the virus-free certificate.

12. The method according to any one of claims 10 to 11 wherein the step of validating
the virus-free certificate comprises the further step of:

o determining whether the virus-free certificate is valid or not;
if the virus-free certificate is not valid:

e requesting a virus-free certificate update or an updated virus-free certificate

update to a virus-free certificate authority.

13, The method according to any one of claims 10 to 12 wherein the virus-free
certificate further comprises:

e afile identification;

e avirus-free certificate authority identification;

¢ apublic key for decrypting the file signature;

e an indication of the virus-free certificate validity.

14, A server or client system, comprising means adapted for carrying out the steps of

the method according to any one of claims 10 to13.

15. A computer program comprising instructions for carrying out the method according

to any one of claims 10 to 13.



