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BRIEF DESCRIPTION OF THE INVENTION

[0005] The present disclosure provides a computer-implemented method

3

for correlating identity attributes of a cardholder on g pavment card interchange network,

-

the method implemented usine a computer device counled 0 a memory device, the method

£omp ‘3‘1}1("

recetving  first personally  identifiagbie information from other than the cardholder:

encryvptine the received first personally identufiable information: storing at a central siore,

the encrvpted  first personally  identifisble intormation. the versonally  identifiable

information encrvpted (o prevent navment card transaction data from beine associated with

the personally identifighle information: recelving, from a merchant., second nersonally

identifiable mformation during a pavment card fransaction: encrypting the received second
nersonally identifigble information: and comparing the encrvpted stored first persopaliy

identifiable  informeation o the encrypied  received  second  peorsonally  idenvfiable

information to determine g risic of fraud during the pavment card transactiondr—ene

erthedimront prpethodforeomeiptinesordbalderdenhvatiEbules on-a-paianont-eord
inrerehange-network-melndes-staringat-scentral-store-personathdentifiablentormation
frarn—pa-issuer-foe-g-plurp el pavment-eard-oardholdess-thepemssonalv ddenuiinble
information-onerypted-to-prevent-pavment-vard-ransactiondato-from-beingussociatedwith
the-persenaty-identifable-informationreceivingfrom-amerchant-personaliy-identibiuble

%@FEWW- G—peyrRent-sard—Hansteior—eneryphng—the—rpesived—persenatly
identifiable—ntormation—wmd —somparing—the—eneryptedsiored-personatiy—dentifiable

wmforsration-to-the-enerypted-received-personaliv-identifiabletnformation-to—determinea

sioleai-fraad-dusing - he-pa o ent eara- IR acten,

[0006] The present disclosure further provides a computer system for

processine data. the computer svstem comprising a memory device and 2 nrocessor in

communication with the memory deviee, the computer system programmed to:

store at a central store. personally identifiable information from an issuer for a pluralitv of

pavment card cardholders, the personally identifiable information encrvpted to prevent

navment card transaction data from being assoctated with the nersonally identifiable

information: receive, from a morchant, personally identifiable information during 2

payment card trapsaction: encrypt the received personallv identifisble informations and

compare the encrypted stored personally identifiable information to the encrvpted received

personallv identifiable mformation to determine a risk of fraud curing the pavment card
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mepory-devico-and-a-processer-i-comipunication—with-the-memery-deviee-wherein—-the
eomputor—System—is—programmed to—store—at—a—ceontral—store—pemeonally—identifiable
information—frorsannsuer-for-a-ploreHiv-o b pasnentsord-pordbolders—the-personally
sasegipted—with - the-semenalb—dentbable andfbaation—sesobe —Forp—s—mrorehant
persenstheldentifinbleniorpationdosne ppspmeni-sar tancactioneporuni the peouiopd
pessenaly—identifiable—nformation—and—eompare—the—eonerypied—stored—persanally

setermine vk oM faud-durine the-pavmentoard-ransastion:

[0007] The present disclosure also provides one or more nopn-transitory

computer-readable  storave media having computer-executable instructions embodied

thereon. whersin when executed by ar least one vrocessor. the computer-exccutable

instructions cause the nrocessor tor

store at a central store, personally identifiable information from an issuer for 8 plurality of

" . “

payment card cardholders, the personallv identifiable information encrvpted 1o prevent

paviment card transaction data from being associated with the persenally identifiabie

information: receive, from 2 merchant., nersonally  identifisble information durine s

. -

navment card transaction: cnervot the received personallv identifiable information: and

compare the encrypted stored personally identifiable information 1o the encrypted received

nersonally identifiable information 1o determine a risk of frand during the pavinent card

transaction, et —anether—embodin ent-aRe—ar R Ren- R e - somputerseadable

1

sterpge—pediaaseomputer-areentable-dnsiFsetions o badieg -4

executed

PeessOT-to-store-aha-contrab-slore—personatbv-identifiashlosnformation-fronr-an-issuerfora

plursbity-of paymentcard-cardholders—thepersonally

At

prevent-—saynent e ansietl o —aat o -—beine—associaied—aith—the —posanally
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CLAIMS

1. A computer-implemented method for correlating identity attributes of a
cardholder on a payment card interchange network, the method implemented using a

computer device coupled to a memory device, the method comprising:

receiving first personally identifiable information from other than the

cardholder;
encrypting the received first personally identifiable information;

storing at a central store, the encrypted first personally identifiable
information, the personally identifiable information encrypted to prevent payment card

transaction data from being associated with the personally identifiable information;

receiving, from a merchant, second personally identifiable information during

a payment card transaction;
encrypting the received second personally identifiable information; and

comparing the encrypted stored first personally identifiable information to the
encrypted received second personally identifiable information to determine a risk of fraud

during the payment card transaction.

2. The computer-based method of Claim 1, wherein encrypting the received
second personally identifiable information comprises encrypting the received second

personally identifiable information using a one-way hash.

3. The computer-based method of Claim 1, wherein storing at a central store

comprises storing at a central store located at the payment card interchange.

4. The computer-based method of Claim 1, wherein storing at a central store

comprises storing at a central store located at a third party service provider.

5. The computer-based method of Claim 1, wherein storing at a central store,
personally identifiable information comprises storing at a central store, personally identifiable
mnformation from the issuer includes personally identifiable information of the cardholder

received during initiation of the cardholder account.
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6. The computer-based method of Claim 1, wherein storing at a central store,
the encrypted first personally identifiable information comprises storing at a central store, the
encrypted first personally identifiable information from the issuer includes personally
identifiable information of the cardholder received during a payment card transaction

conducted between the cardholder and the merchant.

7. The computer-based method of Claim 1, wherein comparing the encrypted
stored first personally identifiable information to the encrypted received second personally
identifiable information comprises comparing the encrypted stored first personally
identifiable information to the encrypted received second personally identifiable information

contemporaneously with an associated payment card transaction.

8. A computer system for processing data, the computer system comprising a
memory device and a processor in communication with the memory device, the computer

system programmed to:

store at a central store, personally identifiable information from an issuer for a
plurality of payment card cardholders, the personally identifiable information encrypted to
prevent payment card transaction data from being associated with the personally identifiable

information;

receive, from a merchant, personally identifiable information during a

payment card transaction;
encrypt the received personally identifiable information; and

compare the encrypted stored personally identifiable information to the
encrypted received personally identifiable information to determine a risk of frand during the

payment card transaction.

9. The computer system of Claim 8, wherein said computer system is
programmed to encrypt the received personally identifiable information using a one-way

hash.

10.  The computer system of Claim 8, wherein said computer system is

programmed to store at a central store located at the payment card interchange.
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11, The computer system of Claim 8, wherein said computer system is

programmed to store at a central store located at a third party service provider.

12, The computer system of Claim 8, wherein said computer system is
programmed to store at a central store, personally identifiable information from the issuer
includes personally identifiable information of the cardholder received during initiation of the

cardholder account.

13, The computer system of Claim 8, wherein said computer system is
programmed to store at a central store, personally identifiable information from the issuer
includes personally identifiable information of the cardholder received during a payment card

transaction conducted between the cardholder and the merchant.

14.  The computer system of Claim 8, wherein said computer system is
programmed to compare the encrypted stored personally identifiable information to the
encrypted received personally identifiable information contemporaneously with an associated

payment card transaction.

15.  One or more non-transitory computer-readable storage media having
computer-executable instructions embodied thereon, wherein when executed by at least one

processor, the computer-executable instructions cause the processor to:

store at a central store, personally identifiable information from an issuer for a
plurality of payment card cardholders, the personally identifiable information encrypted to
prevent payment card transaction data from being associated with the personally identifiable

information;

receive, from a merchant, personally identifiable information during a

payment card transaction;
encrypt the received personally identifiable information; and

compare the encrypted stored personally identifiable information to the
encrypted received personally identifiable information to determine a risk of fraud during the

payment card transaction.
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16. The computer-readable storage media of Claim 15, wherein the
computer-executable instructions further cause the processor to encrypt the received

personally identifiable information using a one-way hash.

17. The computer-readable storage media of Claim 15, wherein the
computer-executable instructions further cause the processor to store at a central store located

at the payment card interchange.

18. The computer-readable storage media of Claim 15, wherein the
computer-executable instructions further cause the processor to store at a central store located

at a third party service provider.

19. The computer-readable storage media of Claim 15, wherein the
computer-executable instructions further cause the processor to store at a central store,
personally identifiable information from the issuer includes personally identifiable

information of the cardholder received during initiation of the cardholder account.

20. The computer-readable storage media of Claim 15, wherein the
computer-executable instructions further cause the processor to store at a central store,
personally identifiable information from the issuer includes personally identifiable
information of the cardholder received during a payment card transaction conducted between

the cardholder and the merchant.
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CLAIMS

1. A computer-implemented method for correlating cardholder 1 o

attributes on a payment card interchange network, the method implemented/using a

%

computer device coupled to a memory device, the method comprising: Vi

storing at a central store, personally identifiable informatigh from an issuer

5 for a plurality of payment card cardholders, the personally icieable information

personally identifiable information;

receiving, from a merchant, personally idgfitifiable information during a
&

payment card transaction; f

10

store comprisgh storing at a central store located at a third party service provider.

' 5. The computer-based method of Claim 1, wherein storing at a central
storc,ersonaliy identifiable information comprises storing at a central store, personally
ideftifiable information from the issuer includes personally identifiable information of the

received during initiation of the cardholder account.
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6. The computer-based method of Claim 1, wherein storing at a centy]

identifiable information from the issuer includes personally identifiable informatigh of the

cardholder received during a payment card transaction conducted between therdhoider

identifiable information comprises comparing the encrypted store‘ersonally identifiable

ddentifiable  information

the computer system programmed to:

store at a central store, person%}i identifiable information from an issuer for
5  a plurality of payment card cardholders, tlggpersonaﬂy identifiable information encrypted
to prevent payment card transaction data from being associated with the personally

identifiable information; f’f

receive, from a “ﬁff;rchant, personally identifiable information during a

payment card transaction; 4

10 encrypt thg‘eieived personally identifiable information; and

the encrypted stored personally identifiable information to the

encrypted receivepersonally identifiable information to determine a risk of fraud during

transaction.

9. The computer system of Claim 8, wherein said computer system is

tmed to encrypt the received personally identifiable information using a one-way

10.  The computer system of Claim 8, wherein said computer system is

” programmed to store at a central store located at the payment card interchange.
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11.  The computer system of Claim 8, wherein said computer system

programmed to store at a central store located at a third party service provider.

12, The computer system of Claim 8, wherein said computer s is
programmed to store at a central store, personally identifiable information ¢ issuer
includes personally identifiable information of the cardholder received during initiation of

the cardholder account. }5,“"

13. The computer system of Claim 8, wherein saig omputer system 1s

programmed to store at a central store, personally identifiable infofmation from the issuer
includes personally identifiable information of the cardholder féceived during a payment

card transaction conducted between the cardholder and the mgtchant.

14, The computer system of Claim 8, ‘wherein said computer system 18

programmed to compare the encrypted stored persgfially identifiable information to the
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from a merchant, personally identifiable information during a

payment card traflsaction;

10 encrypt the received personally identifiable information; and

compare the encrypted stored personally identifiable information to the
encted received personally identifiable information to determine a risk of fraud during

tife payment card transaction.
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16.  The computer-readable storage media of Claim 15, wherein e

personally identifiable information using a one-way hash.

17.  The computer-readable storage media of Claim 15,
computer-executable instructions further cause the processor to store at # central store

located at the payment card interchange.

18,  The computer-readable storage media of Claim 15, wherein the
computer-executable instructions further cause the processor to/ store at a central store
located at a third party service provider. d

&

19. The computer-readable storage w@dia of Claim 15, wherein the
computer-cxecutable instructions further cause the f%ccssor to store at a central store,
personally identifiable information from the 1);3 uer includes personally identifiable

J

information of the cardhelder received during ingiation of the cardholder account.

4
20. The computer-read 572 storage media of Claim 15, wherein the
computer-executable instructions furthef’ cause the processor to store at a central store,
personally identifiable informati<>%ﬂﬁg from the issuer inciudes personally identifiable
information of the cardholder éggeived during a payment card transaction conducted

between the cardholder and thefmerchant.




