2.192739 SELECTI VE | NPUT/ OUTPUT PORT PROTECTI ON. BACKGROUND OF THE
| NVENTION 1. Field of the Invention. The present invention relates to the

fi Sl dof controlling 5 data transfer between a data source and (rg]gl;?egg
dewets. Mre specifically, the present invention relates to azl_)i 40} of
protectisng certain accesses to an input/output device of a conmputer. 2.
Prior Art. In a typical nultiple-user conputer system a nunber of users 10
or a single user executing several tasks in parallel comunicate with the
conputer's central processing unit (CPU). This CPU, in performng certain

I nstruction steps, wll communicate with #nput/output (I1/0O devices, such
as printers, disks anrgrp+REINRAVHRRA kP prdmBo@bfler to allow the transfer of
data to and from 15 f'l”|_e§e—v_ar|'b‘l§§_u'r'n—rTTTe—CPU must promul gate :

i nstructions SAIKREROVNM OF oTNIR ENVENEIOKSi ng of these various units. It is

wel'l -known in the conputer industry that many schenmes exist to control the
accessing of an 1/O device. One such I/O controlling device is a data
synchroni zer described rpeld 5¢ that ei¥entQos. 812, 475, wherei n data channel s
direct the flow of information between |I/0O devices and nmai n storage so that

the CPU is relieved D EBRMAMS tatemftomiirrdttas, toi the fHrtddediwesratdnger nit
~data processy gkl QrofAertvRBR W 4R ES |bubbd fhnk/ fAARREALI ABP1ceBUl e N
mul ti pl e user environment, user security systens have been inplenented to
25 prevent ongpasdéicEllym the eresantniniantiien mepater) tot hdechnique of-or _
exanple, a ne | h [ [ d, i u wor k
areas and a p‘gﬁt%é(‘::gﬁgr %(Eggérﬁi ggéaﬂgggveﬁk?g acpggzg‘;t?ﬁgtdéu@tgrg' ‘2’ \%or é’rtgg' only
and alternatively is2al eoiqrarected fromentry by :

—

In a typical multiple-user computer system, a number of users
10 or a single user executing se§éra1 tasks in parallel communicate with
the computer's central processing unit (CPU). .. This CPU, in
performing certain instruction steps, will communicate with
input/qutput (1/0) devices, such as printers, disks and other
reripherals. In order to ailow the transfer of data to ﬁnd from
15 these various units, the CPU must promulgatelinstfucﬁions which
control the accessing of these various units.

It is well-known in the computer industry that many schemes
exist to control the accessing of an 1/0 device. Oné such I1/0
controlling device is a data synchronizer described in U.S. Patent

K,) 20.3,812,475, wherein data channels direct the 1f3w of information
hetween I/0 devices and main storage so that the CPU is relieved of
communicating directly with the devices and permit data processing to
proceed concurrently with I/0 operations. Further, in a multiple
user environment, user security systems have been implemented to

25 prevent one user from interfering or disrupting other uéers. For
example, a memory device such as a disk, is separated into a numbeg
of work areas and a particuiar user 1s allowed to access that user's

work area only and alternatively is also protected from entry by



-2- 5 other users. However, such I/Ocontrolling and nultiple.
user-protection systens have been developed primarily with the large . -
mai nframe conputers of the past, and are not readily applicable to them . % .
m croprocessor based so-called "personal conputers” (PCs) of today, wherein
the limted size of the PCs v+equir-e the CPU to direct 10 all controlling
functions. The first rfgﬂeneration PCs or’i'_g_iﬁnat ed as a single-user conputer

syst em VRS perss; fiveveRe SuAl L0 PPR3odting aAd I mIShPI®) of the conplete

system ijf4drigidticdlon lsybedsd RROE (tREn! foviel 8pddspr MDA 13 SwithOFh@ T rghOt N

operating systenms and applications software, have been witten for the PC,
al | owi ng #alnffremmiconputerd of ddesrdst,t ied sragiad weedilyHupmdieablendoPCs becane
nore prevgl

en its use has recentl een_expanded into,cC rcj al domains
beyond t HEMG PhGTARSetieogn BRath AR Tar RO BRI PO 8§ CPOREtax st 1 oday,
none provigiyt, Nenéeif NgHeV t1miNRA BifY B¢t {1 PO \HeqRbral\thb! Gy CotdireBe | arger
20mai nfranes. The few PCs with nultiple-user capability operate as a

ti me- sHEr#hg cpaerplldng RMRELoRke ful| user and many linted users. The prior

cart mul tipl e- useryRCes £ BBheARTbA I Rea"\bt 1k 13K 84 aHSErSilﬂg_-iéi\ﬁiePg t he |
si ngl e-user software routines unless sonme neans is used to control the full

syst em accewsitng symsebi [vieretn of sixgiscupem drdr fllsoperadienalogeatred. |t s
e hor &8, A bodliBhe! Srd1SRT thet by 17 FIGL! ddlnBEHAL ko MUY BB 0P

based conputer, b ‘opéera many ‘o e existing popul ar
sof t war aspPolraRes . bothUspera tEngyseémss had | dbphécpaionsr settwire f hive eent he
exi sting PC environnent. -ldeally, what is 30 needed.is a multiple-user PC

“whi ch pro¥FHdenaitRtipelt $1eH a8, e} gortralnaed @reesystie Siagte- user U
machi ne cagg,b_l ellQJreJe‘f'?hH‘Q’ch%came more prevalent, ‘its use _has recently

 been expanded_lnto commercial ddma;ns.beyond the single-user -
enviroﬁmeht. Although multiple-user PCs exist today, none provide
the exten#ive user'protebt;on devices available to the larger

- 20mainframes. The few PCs.witq multiple-user capability operate as a

tlme—sharing-maéhine ﬁaviﬁg one full user andfmgny limited users.
The prior art multiplg-usér PCs cannot operate"with e#ery user -
utilizing the siﬁgle-user software routineé unless-some means is used
to control the full system acceséing capabilities of these popular

25 goftware routines. |

' It is appreciated that what is needed.fbgn is a multiple-~user
microprocessor based .computer, compatible to opeiaté many of the
existihg pppulgi PC software toufines.. Such- a computer should be
patterned,to_f;t into tpe existing PC eﬁvironment. Ideally, what is

30 needed is a hultipie-user PC which provide; a persbective'to every

user that the PC is'a single-user machine capable of running most.



Y3 - s ngl e-user software routines. The nultiple-user PC, having a

m cyoprocessor as a CPU, nust be capable of controlling the rerouting of
cer{ain user routines so that one user_will not interfere with routines of
ot he"users. "Where a plurality of sindgle-user routines 5 are running

si mul t anéous| pin@loresareantivaret rpineed Toe owitiple-uger |HCO badegsang of

t hese routineg,; f € nbg M C n | i

and protecti o&lgl(%g’gﬁgé%fo gti"‘léeD’-‘rn(a:l“r’ﬁ‘ r gﬁgs&cggﬁo‘g&bﬁp%gggl lyltigga%t%eg&%g t? ﬂg PC
envi ronment . Af neErdapx juser | zaitiboés abf toiti vee msanswifldr né¥ Anéectessi withi s t hen

needed. The present 10, inventi-on pravides such L/O profection. - 4-
SOMMRY CF THESTRERTTOREHRE sBe or Mhott &b 160 BLEASSEsr, ouifHen; o
sel ectively sapé nmunhidg) sifieltaaecssly)gsdie adadd @usie\beCased td é&dfirbnsgheuct i on
controls the accessing of a pluralit /O ports for transferring data to

of
and from the E/®areepeing of thesp rqutipes.;jBecpuse of the limited Reope 91, 4hess

enabli ng bi tscpyChneNadnt38e11d30hba 28 t8c138R! S£RAD b1 8GRI RS rSIRALLL MDLDI T -
When an I/ O accessing Instruction i s generated, the enabl |1gg bit(s) for the
port(s) to bebacressiddy ddepted tp then PG| enwironment.y & moge\puigative Spksent,

di rect access | Il owed, byt if _a on al .S present, t

occurs preventeitgﬁa&iv?e%?"gcg%rssI.’o a%esynﬁaggvﬁeln é%‘ﬁgf pﬁghﬁ‘gﬁekgny access

or nodify theg inpeitioat pxuvifies smeseh/ protection.

—



anot her 1/0O port. Direct access trapping and rerouting provides for the
|/ O device to be virtualized. 15 According to the present invention
there is provided a mcroprocessor apparatus which is capable of perform ng

a plurality of substantially sinultaneous tasks, said mcroprocessor, ™ oo

apparatus for controlling direct access to an i nput/out put (1/0O devi “ceN
conprising: a central processing unit (CPU) capable of perform ng said 20
~plurality of substantially S|nultanqpus tasks; A plurality of 1/0O ports

coupled to said CPU vxn rein at_| t..Qne port is used to access said I/O°
device; first storage e Nsaid CPU for storing a plurality of
1/0 access enabling bItS wherein for each task a 25 correspondlng I’/ O

bl bi t d_i
cocess enabling, IS T8 ASe ShyRAshy LeEhtBeh. A0 Uoidbebll e Helghiet
|/ O port by that tastntrod]ing tln%tacsesaialeafmds’ﬂrm:ming. a aaﬁﬂuaruhs:rbetﬁgmh
storage |ocations al:b@ﬁ%&@@thfwécéeeem gr o pgefcagie* wraiid ofs erP access 30

enabling bits; control neans coupled o sal ttln gi ven

task to directly act®ansferting fabajtyiang fgeBnthei {0 c,q?i“ eefond ﬁgrq*/ eterasess

enabling bit isdenti k&t wtddesi 140 ﬁeﬁéssf ensab&a:h@l bﬁty@mchaﬂ-létlﬁacﬁf portf hast
val ue and prohi biting access when s gﬁéres ndlng O acc

enabling bit identifi SFTRITIPEL aﬁS??s ené 1&3&9 &R Sg 14 Fh BEResS U%h. t hat
an I/ O instruction fiostriction iy gepenstsidygtheaenbbllim dév(s)k fos therportis),

only if said corregpafiBessht Qs: LA BonKABL. NG e R Eeruf Pi1ue?is present,
direct access is allowed, but if a one value is present, a trap
10 occurs preventing direct access. The trap will either \/
prohibit any access or modify the instruction for accessing
enother 1/0 port. Direct access trapping and rerouting
provides for the 1/0 device to be virtuslized.

. | According to the present invention there is provided a
microprocessor gparstus which is cepahle of perfarming a plurality of _
substantially simidtareos tasks, sald microprocessor gpparabs ﬁm:cuwbxﬂling

direct esccese to an input/output (1/0) device comprising:

-
.o

e centrel processing wnit (CPU) cepeble of performing seid
2C plurelity of substentizlly simultzneous tasks
"~ A plurelity of 1/0 ports coupled to szid CPU wherein st
lE:St one port is used to asccess ssid 1/0 cevice; &;)
first storage means coupled to ezid CPU for storing a2
" plurelity of I/O accees enesbling bits, uherein for each task a
25 corresponding 1/0 access enzbling bit is assigﬁsd for each 1/0
port and in which a velue of seaid corresponding 1/0 access. _ _
enebling bit determines eccessibility of its 1/0 port by that task;
seid first storage means having & varisble length storape
locetions elloczted for storing of said plurelity of 1/0 sccess
30 engbling bits;
control mesns coupled to said CPU for permitting a civen
tesk to directly access said 1/0 device when seid corresponding
1/0 zccees enzbling bit idewtified'ﬁith its port for said piven
tesk is of e firet velue and prohibiting zsccess when said
g corresponding.I/D eccess enebling bit identified with its bort



§

corresponding task is of a first value. Al'so according to the present
i nvep{ion there is provided in a personal conputer having a m croprocessor
bas&d Atral processing unit (CPU) capabl e of being used by a plurality of
sj mul t aneous users to access an i nput/out put (1/0O port coupled to
said CPU for transferring data,  an apparatus for sel ectively
controlling direct access to said port conprising: a first nmenory coupl ed
to said CPU for storing a plurality of |/©4&cess enabling bits, wherein
for each user a corresponding 1/0 access enabling bit is assigned for said
| /O port and in which a value of said corresgonding |/ O . access,
enabling - bit *Bet®r mSFESTEccRBINBT | iqYFRof thEFd 37 OT0r t1RGtERF iR efor
said first nenorgihestbyg aceasisibige dadigtly ctdéviree | D§apeenitebipconas e
storing of said Qlugality of | .accessihg bits; a sec gﬁ nmenqry, coypled to
said CPU for sto%% acs%reosprr?[()a&?’f%/i n@‘?ns?FﬁEFFoniﬁag’ om%nsggﬁuplaed
to said CPU for permesppnginggtaek dscefta flirsttvalwmcess said |/ O port
when said correspondi ng access enabling bit identified with an 1/0
instruction of said given user is of a first value and providing an
instruction fromsaid set B8fSRoBFFPFAENG ke rthe iDIRSENt \inventioh thare =0
I nst rgct | f)n V\henpﬁﬁvﬂdaaCQ%(Sj _ eaabbrgﬁns;t cofipiteti advingh a5 ahitfsriodessdr a
second val ue: F”££sgé %%%%Eaﬁn%;ggé%sgnbn%%g IQ%queggﬂailgﬂgg(ﬁging used
by a plurality of simultaneous users to access an
U ' input/output (I/0) port coupled to said CPU for
transferring data, an  apparatus for selectively
controlling direct access to said port comprising:

a first memory coupled to said CPU for storing a
plurality of I/0 access enabling bits, wherein for each
user a corresponding I/0 access enabling bit is assigned
for said I/0 port =&and in which & value of said
corresponding I/0 access enabling bit determines
accessibility of said I/0 port by said user;

said first memory having a variable 1length
storage locations allocated for storing of said plurality
of I/0 accessing bits;

a second memory coupled to said CPU for storing

\/ a set of modifying instructions;

control means”coupled to said CPU for permitting
a given user to directly access said 1/0 port when said
corresponding access enabling bit identified with an I/0
instruction of said given user is of a first value and
providing an instruction from said set of modifying
instructions to virtualize said I/0 instruction when said
access enabling bit identified with seaid port is of a
second value,

Further according’ to the invention there is
provided



4B - A digital conputer device, conprising: a CPU for exe(‘:uti'ng'l_/.O_
structions; a plurality of 1/O ports coupled to said CPU, at | east" -bne
O device, the or each device being associated with -at |east -one;
|/O prt, each said ‘1/Oinstruction specifying one of said pl urallty osﬁv’
170 ports for transfer of data to or fromygaid associated |I/O device;"
menory mneans coupled to said CPU for storing a plurality of’IlO
access enabling bits, wherein each one of said I/O access enabling bits is

associ ated with a di fferg_rlai?ﬂ@apfcé,ﬁbgtgfggpi&gi é@,hgriég@ccess enabl i ng
bits determ ne the acce55|-b| %‘XB e}éeach sai d gort a nmenory accessing
f

means for accessing one ¥rCRBr eruting 1{0e1usERUBFIPRShHi t s associ at ed
with said I/0O ports of saiprhradileyi 6£; I/anﬂoatsoabﬁpieaeadSSsém Ui tting

I wh d bi d
TR sl e pERSY SR PrE o IReBReY  bhenoRES e RRR" A001EE ! BEIRG ' °
sel ect ed I/ﬁmiaMn widinl [dt0 deesss onebl 159 [prt, s each teaadot if:17
val ue. 'fksé¥ﬂ£¥igﬁﬁgﬁﬁgqf§§h§Fo;@Engggﬁggilurality of I/0 ports

for transfer of data to or from said associated I/0°

in
I/

device; _

' . a memory means coupled to said CPU for
storing a plurality of I/0 acceés enabling bits, ﬁherein
each one of said I/O access enabling bits is associated .
with a different one of said I/0 ports, said I/0 access W/
enabling bits determine the accessibility.of:each'said I/O
port; - _ o , ' _

a memory acce551ng means for accessing one or

more of said 1/0 access enabling bits associated with said
I1/0 ports of said I/O device; and

| a control.means for permitting access to.a
selected 'I/0 port when said I/0 access enabling bit
associated with said I/0 port is set to one value and

- prohibiting access to said selected 1/0 port when said I/0
access enabling bit is set to another value.




Figure 1 is a block diagramof a typical nicroprocessor based conputer
system 5 Figure 2 is an expanded bl ock di agram of the conputer system of
Fi'gure, 1 showing a virtual machine and a virtual 1/O Figure 3 is a block
di agedm of a’ conput er system showi ng the 10 function of the port protection
~circuit.*Figure 4 is a diagramshowngsthe task state segnent and bit map

segment of thgpy@y _ ' 5is a bit pattern diagram show ng
t he conpari sosn EgentbRion or e DA ction circuit. -6 - DETAILED
DESCRI PTI ON OF THE | NVENTI ON The present invention discloses an apparatus
for protecting the agcessi of an |/ Q device coupl.ed tg a m croprocessor
based CPU 5 havi ng gﬁrﬁﬁ’ffiglqg-ﬁs?aa!rocbr‘gta@(ff‘?o% &a é‘&f’ﬂt"{?‘."rﬁﬂ"ﬁ%%ﬁ ?’h%eq erm
mul ti pl e- user computeedsysitbmr efers to a plurality of persons executing

I ndi vi dual tasks, as well as to a single user executing several independent
tasks in pardllel, or the conbination of the above. Miltiple user is used,
because the conput er rigu@eS2 ARy a® Wxphaddd Bhbok hPasral bl ANOLSHIARELA! dy@led NPUL
as a plurality of user routines. In the follow ng description, nunerous
speci fi c det apf sFiguee sketshbéwinghasugttual mapbinsendfa yispwdi I¥e. bit pattern in
order to provide a thorough understandi ng of the present invention.

However, it wll be apparent to one skilled in the art that the present

invention may be prapiguredslis wi blweut didieaf SHacCédiputépisyském dhowdigd@he

i nstances, well-known devi ces have not been described in detail in order
not to 10 function of the port protection circuit.

K*/ 'Pigure 4 is a diagram showing the task state segment and bit

map segment of the memory.

15 Figure 5 1s a bit pattern diagram showing the comparison

- operation of the port protection circuit.



unnecessarily obscure the present invention. In Figure.-1, a bl ock d| .agram

of a typical m croprocessor based conputer system such as a PC or a . ~°
desktop conputer is shown. 20A conputer 10 including a mcroprocessors bas dt

CPU 15 is at the comand direction of a user- 11. The. conputer 10 is ai”
coupled to an 1/ 0O device 14 which may be of any commercially avail able 1/ 0
- device such as a printer, disk drive, etc. Al though only one I/0O device is
shown for sinplicity, many_suc;h 6/ O_'devi'ces may be coupled 25 to the
conput er 1(METAKLEM DESCREPIION OF THBIIMVENEEONShown by user 11 only, the

conpl ete accessing of I/0O.device 14 by user 11 is equivalent to a prior art

system Therefore, with single user 11, conputer 10 may process'prog.ram;

using prior art sirgl frdéant {HeROfsh aiPNREEE: a.yw;saa&qqstf&ﬂa%oe&%?g shown

by users 12 and 13, are 30 coupled to the conputer sone neans-of 1/0 14
protection msacmsplnpltsrmntw t!evimeevmledl to msetsroxaroiéassforomdeavcng t he

capabi l ity of access the f e, of ca art PC -
-7- multi [gjl eviag” é"i%?gne 2 *’F°é‘*"3%e st 5’8?’& 3ry %@’é?uﬂh%ﬁg $Hhi 1/0
accessi ng capabpld-ngennid aa&e,r 1t( sefersdidat ﬁiumetﬁ drapeFidnki e&é@dzwe _
capabilities in which the superyvi soty user established the limtation of
the subor di /&1 Easksp nag FathntRtoc UTiRele | usgEcP ey tbifeSaFeFdne of the

commer ci al | pha@yédeak! eassasn% Gadaeion! 88 ¥ c¥hviaviod ReCtdLhbsee Wi th each
other in accessing an |1/0O device. The conmputer 10 of the present invention

permits al [Mal$dpke usen 3is ysebebgeeuse theicogputsr glews @oyisupssangiadlyr ogr am
vet chanigllige dfieuerid AT1b D ShpHE "Bt RaREEY $2 ol rbiiSlebe fGRe O /O

-accessi ng by

following description, numerous'specific.details are set forth such ﬁ_)

as the use of a specific bit pattern in order to provide # thorough

nnderstanding of the present invention. chever,_it will Be #pparent

to one skilled in the art that the present 1nv9ntion may be practiced
15without these specific details. In other 1nstanceé, well-known

de&lces have nét been described in detall in order not to

unneéesgarily obscure the presgnt invention.

In Figure 1, a block diagram of a typical microprocessoi

hased computer system, such as a PC or a desktop computer is shown.

20 A computer 10 including a microproéessor based CPU 15 is at'thg |

command direction of a user 11. The computer 10 is also coupled to

an 1/0 device 14 which may be of any commercially available I1/0 | o/

device such as a printer,'disk driée, etc. Although only one I/0
device ls-shown for simplicity, many such I/Q devices may be coupleﬁ"

25 to the computer 10. In a single-user system, as shown by user 11
only, the complete accessing of I/0 device 14 by user 11 is
equivalent to a prior art system. Therefore, with single user 11,. _
.computer 10 hay process p;ograms using pri?t art single-user methods.

However, when additional users, shown by users 12 and 13, are

30 coupled to the computer 10 some means;of I/0 14 protection must be
.lmplemeﬁted to prevent all users 11-13 from having the capability of.
acceésing the full range of I/0 14. Typical prior art PC



Fi gure 2is an expansi on of the system shown in Figure 1 fromthe
perspective of the user. Sane users 11-13 operate conputer 10 which is

Co&%{ggd to I/O 14. The conputer 10 of the present invention operates as a
Vi rte3  nachi ne such that each user_appears to be in 15 full control of
conputer®10. Therefore, users 11713%are virtualized to virtual machi nes
+ 10a- 10c, respattiplerysensystemsppetaid edsoneosupryisdy neerdaiingcullll/D3. The

concept of virtual, pachi g?ﬁi’!ysaggtot ' - known (i n

ew d.is..well r the.c ter
ety okt ung bR o a8 othBts AhipblartRhe ) S nadubd'SAROERH DT

PC i nvol ves aséiddpabernitiset i @hoéh Rhebsdeeviddiy asyraleatditsiighed RRepr esent
i nvention al so uses the concept of virtualizing I/Gs. Virtual 1/0s are al so

not novel, hdhBYEYLOn oL Hhe; FuRsfinAtegussrer A BYs™HRLEL Pe® He B8P Deen

attenpted i §ofeslddPbhd 160 tRE RnhEFd1d By SHaD1d5 el Ef&gﬂf-u@efﬁoéﬂm@ gure 2,

each user 25.11-13, not only appears to be in full control of a computer,

but al so app&aFiouto iptantprirmnish qacty qther\in tagapsain@san Jo01devieqnsc®ean
appearance tQ@%-pxﬁath}%so‘?r tf:é-;ﬂjrgséﬁ '1Ev;&91|on019411mr19£ Qh Léerlf 13 to S
u I r p

1-
However, that con must be 1 n appearance only and sone neans
must physi calopgrgtecuetypica D mdoeserti nixglachsan pioygrasr getl thddne 1AL b oungh

I h 1-13 f I mplici
comput or 10, S0 15 tnstrucifns B FravGot Y, ntorkreiiibht cL/SBSTSRERERING i he

appar at us Qqp attlbeoorraeiergiventi on i s shown coupled to users 21-24.

Al t hough only four users are shown, any number may use the machine. The.
conput er 20 i ncl ude§18und @r bhradc 8xRaAGF1om fq thpgysten shppp dn Ehgyre: Lsirgm 5

vi r@al MAChigRE, pd¥speetive 8 Ahe2RRGAT 2Bhke WSt G3CTs G3EFatel coflputer 10

which is coupled to 1I/0 14; The computer 10 of the present invention
operates as a virtual machine such that each.user'appears to be in |
 15full dontrol of computer 10. Therefore, users 1l1-13 are virtualized
to virtual machines 10a-10c¢, respectively, which appears as computer
lo_to each user 11-13. The concept of virtual machines 1s not new
and is well-known in the computer industry, however, virtualizing an
I/0 operations of a microprocessor based PC involves a different set
zdof problems. ' |
The apparatus of the preéent invention also uses the concept
of virtualizing I/0s. Virtual I/0s are also not novel, however, such

virtualiéing of I/0s has heretofore never been attempted in a

simplified architecture such as that of a PC. In Figure 2, each user
2541—13, not only appears to be in full control of a computer, but also

appears to fully control I]O 14. Virtual I/0Os l4a-l4c causes an

appearance that each user 11~13 is in full control of 1/0 14.



10 has conplete control of conputer 20. The CPU 25 is coupled’'to a. renory
device 26 by line 27. Menory 26 is usually an internal menory, suchias" a\
ROM or a RAN, however, nenory 26 need not be constrained as an i nt er nale
menory. The CPU 25 is also cougled to I/O protection circuit by IlneO.‘SLS'%
Crcuit | e ng=Tanely Ng i d I/ on

~line 33. S&Xe$§€e?3?§8§ﬂ§4gﬁ%8h Con%ﬁaizﬁsbgaiée’{}‘?’g?&ﬁ‘?’g ?@%gﬂl nstractions.

i s al so cueapsemudtopbygically Irebynt iIf0saddesanthtébactionhCoy meeré%&le-@&pl es

1{Q.d 37-40 t mb 1/0d be
o or s tABR 551y *Hepg e A sor T R B b, e e T P°

perti nentmadyo ateskar ataﬂnﬂ:leagmhe present invention are not shown. _
Structurally, rrermr 26 of the Freferr-ed enbodi nent_ al |l ocates a certain

regi on 39 of mamﬂe)f TOmE AR H4§AFE | LuPaFORPREPT 20ARRRINILRE | LBRATRENS ogr am
of the COppYhe! praflefiCNivheidit'il Abyh! 4R % badrl TRIBLY EPuignany prior
art nenory schenme may be ‘used including virtual nenories. regi on 29
is furtheenldi ¥ouiewsers orevxehm.mse nambers mdg wared tH@ madhime .41Therhi ch
includes g r ar I od M€ 2 goupl ed
to CPU 25 %ﬁﬁe{r\)e&%%@d{g grr%pmgrg%%io? Ek%ﬁg}?c%rﬁ{pgl nés acg?oét?pgg m% Phits for
det er m ni o aI hﬁ'iamemmmgeambeeemtmgnn tappeatuticeq tiay ewl’pllﬂaerm-mg the I/0
pr ot ectj o ch of t resent invep is coupled to circuit 30
by 5 Ii '!;l i'f%ct |6?‘fhrf’$ €§°E?’U’e§5 é %ﬂ? é\% ggkﬁﬁ ﬁgt‘?%&l‘brf‘ step of a
parti cul aﬁemsraev@ew 26 vy’ 80fd 270N MehbFP LB 15 Nk ¥E 12ANSndr@h£d i N Segnent

41. Whenever an instruction in area 41 requires an accessing
memory, such as a ROM or a RAN, however, memory 26 need not be

constrained as an internal memory. NS
The CPU 25 is also coupled to I/O protection circuit by line
15. 31. Cireuit 30 1s also coupled to memory 26 on line 32 and to
various 1/0s on line 33. A hypervisor 34 whieh contains a set of
programmed tnefrucfions is also coupled to circuit 30 by lines 35 and
36. I1/0. line 33 couples various I/O devices 37-40 to computer 20.
Any number of I/0 devices may be coupled to line 33. Further, other
20 control 1lines which are not’ pertinent to understanding the present3e
1invention are not ehown. - '
atructurally, memory 26 of the preferred embodiment allocates-
a certain region 29 of memory for each particular-ueer. An operating;
system program of_the computerlzo controls such pgrtitioning of
25 memory 26 and any prior art memory scheme may be used_including
virtual memories. Each region 29 is further divided into two or more

areas 41 and 42. Area 41, which includes’other programming

. m‘f



of an I/ 0O device, BVMA 42 is consulted. BVMA 42 contains a bit map in 10
which a bit is allocated to each I/O port. Hence, an |1/0O device having a
pjuf'alrty of ports will have a plurality of bits assigned to that I/0
devr%%' As | /O access instruction is transmtted fromCPU 25 on line 31 to
circuit 30, circuit 30. also Iooks aL tgie bit state of the 1/0 15 port bei ng

accessed by cpqzsamwhmeysr ta ?ﬁ 18 elofrr Yea Yo chbi 2stdlf 1

al | owed direct access on |ine 33 cor espondr ng port represen?ed by
the bit. For exesmplazeai(BME) Qe eoﬂ;ubs ta g3oupinBMt S2teiflor ddtlednidiny PO t O

access port 43A of device 37 e val ue of bit 43 js Q. 20

Whenever a bit Pf° e%ﬁ/ﬁﬁ?ﬁ?agénzf‘g sz o‘?JASE‘ tog f%f""%ﬂ:téégsé’iﬁ Qé‘ﬁ Lo na
by CPU 25 is’prgy¥diecds bpheC piadnt s?nQenhrbnthlasrAl 42 t1@nesupleli M €dlich radfl tp8OWydes
a trap having two options. One option is for circuit 30 to prevent any
accessing to thatne /33- *port. The other option is for circuit 30 to

virtualize the 1/0 porgyndonally, as Coli 39 QxXéthﬂaiic%aidﬁ'?ubﬁoﬂeﬁiépe@f 2

circuit 30 traps and reroutes the CPU 25 instruction on |ine
hypervi sor 34 Hypaetiduar Mrcoﬂ:m!azastunptugnammbhﬁx sehtmcttm strmtadoms for
- 10 - virtualizing an I/Oﬁgye and the revised instryction is transmtted

on line 36. HyResPrRh 4134 W A%\ A0BETURASE 15 AESA A1 TRAVAESHAD AQSSPRIRE

device storing agh Pfo deeideyCBi0Rs 1ehcodbuTa¥d DEBRK O 36Htadnd)a bEE dapSiem
designer. Hypervisor 34, shown as part of conputer 20, 5 nmay be an

external nenory wdghce big %\EI‘I““'FHE @ BE?'&I”&S&E@'&? dlenepe ‘Hyﬁé? #esdge 34 i s
its ability to lt]arvtiﬂﬂl %ﬁuﬂﬁt?o&t DoV UEY £ hade GESuFIARY | 8 vokd ;Q@fg:?ed to

val ue of 1. Furt thou he pre erred
-/ ~ that I/0 device.
As 1/0 access instruction is transmitted from CPU 25 on line
31 to circuit 30, circuit 30 also looks at the bit state of the 1/0

15 port being accessed by CPU 25. Whenever a bit has a value of "0",
the CPU 25 is allowed direct access on line 33 to that corresponding

port represented by the bit. For example. in Pigure 3, bit 43 of BMA
42 will allow CPU 25 to access port 43A of device 37, because the
value of bit 43 is O. -

20 Whenever & bit in BMA 42 has a value of "1", direct access of
an I1/0 port by CPU 25 is prevented by circuit 30. In this instance,
circuit 30 provides a trap having two options. One option is for

K_; .ctrcuit 30 to prevent any accessing to that I/0 port. The other
option is for circuit 30 to virtualize the 1/0 port. |

25 1f 1/0 virtualization is desired, circuit 30 traps and
reroutes the CPU 25 instruction on line 3§.to hypervisor 34.

llypervisor 34 contains a programmable set of instructions for



enbodi ment describes a value of 0 or 1 for controlling I/O acceéss, It is v
appreci ated that any value may correspond to such accessing 10 contr\oi X
Assum ng that users 21-24 are all executing simlar single-user prograhs
which they all attenpt to access the same device 38 (a disk drive-in this

i nstance) having a single port 44a controlled by bit 44, the system ~
desi gner will have programed bit 44 15 to have a value of 1 for three of
the users, 22-24 (a bit map for, ogly one user is shown in the draw ng) and
a val ue of 0 for user 21 (a bit map for user 21 is not shown.) -As segnent
41 instrucﬂtmlsla%’alaexecm%mfbranéam usetsedpenstmaiqcclest;rdms'mattaelrmt ed by -
all four ugers 21;24. cause onIy r 21 has an enabling bit '
val ue 20 0?"0ﬁ (%rs%? Hﬁﬂer us'é“rw% Rl "Eg"gﬁﬁ STt tarpat memthss to _
port 44A. skifang devis, staunaga &Jeabbt N@sbidctidhs wndtn lndyObe (fiRkFammapect i ve
bit 44, will have their CPU 25 instruction rerouted to hypervisor 34.

Hyper vi sor PB4thg FYs*t‘H‘Peﬂe'?’&!PPFECtHVPHEV‘i’r?é't PHc ChOYR (38 BRTH RErcamPyter 203uch as
storage d 4 25 Gat e 52

~and 53, r?s‘i%g(%t ivel AM}QE%]D déﬁgf/ys\ﬂ%ﬁ%ala\iyzll'érlu thie*\el %%Lgugerggp%zt gg. t<'?1'|3;’pear to
control dehywv:seobm‘l ie ket ebd ity te oirthaddzecll/Q portyivbageiar kecepsr

device 39. Further, if- 1.i S, tQ have r her ‘access virtualized
al so, suche&'sblitlﬁg {jetalhgﬁ a vﬁZﬁed’ et g?f gh?)'i"t "thl!'?/ﬂ‘l?‘ b3 p§8§ e5r8d1 and. -
rerouted t gmbdiRmByPafestFliesdd. valueCot to 30 1ERArCORHUrol1 gl idek8sdOr1k

devi ce such as device 5 40. Segnent 41 instruction will attenpt to exercise

a nmultipl elpAnrragtaked thak pRRtYAdHe MY CPFRRAPPRRCFA\SEER 1366RS%198a plurality
of enabl iggokidod . in BVA 42 correspondi ng to the port's access. Again, \4.)

\-\

Assuming that users 21-24 are all executing eimilar
single~user programs in which they all attempt to access the same i
device 38 (a disk drive in this instance) having a single port 44a
_controlled by bit 44 the system designer will have programmed bit 44 _
lg-to have a value ot 1 tor three or the users, 22-24 (a bit map for
.only one user is shown in the drawing) and a value o! 0 for user 21
(a bit map for user 21 is not shown. ) As. segment 41 instructions are
executed for each user, port 44a access is attempted by all four
.users 21-24. However, because only.user 21 has an enabling bit value
.20 of 0 for bit 44, only user 21 will be allowed direct access to port
44A. Users 22-24 having enabling bit value or 1 tor their _ Qi)'
respective bit 44, will have their CPU 25 instruction rerouted to |
hypervisor 34. Hypervisor 34 will then redirect the instruction to
another_device. such as sterage device 39: wherein users 22-24 will
25 ne allocated areas 51, 52 and-53. respectively. Thus, by
virtualicing the I/O,.users 22-24 appear to control device 38 but in

actuality are relegated to regions in larger device 39. Further, it



any "1" value will cause a trap and rerouting of the instruction to the
hyper vi sor 34. Hypervisor 34 will then reroute the accessing to 10 anot her
nulf ple port device or possibly even to a single port device, by nethods
wel ¥%hown i h t he prior art. Figure 4 better shows the |ayout of the nenory
26 of Figure 3 as used i-n the preferred enbodinent. A nenory 60 |ncludes an
area 61 for storlng of CPU instruct+obs and BN% 62. Each word in menory 60

15 is a 16-bit word, alt an dIen used. Each word in BMA
62 is further™§ar?} &f oLnegl t &f)%t %"5“6 géf‘%ega&#‘hyf'é‘“%?‘sl o 6j ght
bits |ong. BeGawsss,cadrén Risbr 'APECEAUT FOQEHS kRNt Al afd RPohidd RO {ne €ACH
byte 67 will control accessing to eight different 1/O ports. The preferred

enbodi ment alhygeryiserudd4 o 64K bits (or 8K 20 bytes) of nmenory to each BMA

G2 | owi ng Tor ' PRSSLIe 89655 Sofirof W<HlY Bor PETSE 4K Jf QoA 1 ©

a highly unlikely situation to exist, conserve
havi ng a defaad.t smdhtlunmétrhctmn lwmspectltfanﬂd tawi&ctwm&ulfmeemrtpl e,
BMVA 62 coul d have nenor‘yqtégace or 96:bjits ﬁo 95 orts 0-95 and any 25

ports havi ng “HEeaHAAEEEIEPRARE RLrruds 7O g Lctpo Ho B AP Lot L am

any i nstruct i &AbRGHE %4 dnS HEA 42068:5reBbEnd18EOS &detwﬁusm&esshymm sor
wi t hout consulting the bit map in BVA 62. - - To access the proper.

access contr dArypi't's Meewi@lamssaMa wul Fgr%$l%fe(§h?)f1“&tﬂ‘éﬁtﬁf’ért%4
The pointer 64,4 Cﬂfﬁﬂv%o} g, aqﬂipﬁgﬁ %@%ﬁhttmpr ‘i:gsfheGQ%g&r hgAYNdi ng
ort y word or a

to the bit(s) representing accessi ng
specific taekartw)théhaxumblép&'huagviqe dr mssd.bby tesrenf torar et @ enportbe

ggmr /e% ?Llstwﬂ’gg?o(r)f)y %ggh%%ss v(l:eolr].t- novafin the pg{o Cg.ntll guous 1/0 ports for

Figure 4 better shows the layout of the memory 26 of Figure 3

as used in the preferred embodiment. A memory 60 includes an area 61
for storing of CPU instructions and BMA 62. Each word in memory 60

15 is a 16-bit word, although any word length may be used. Each wofd 1n_
BMA 62 is further partitioned into two bytes 67 wherein each byte 67
is eight bits long. Because each bit represents access control of an
1/0 port, each byte 61 ﬁill.control accessing 'to eight different 1/0
ports. The preferred embodiment allocates up to 64K bits (or 8K

20 bytes) of memory to each BMA 62 allowing for a possible access of
65,535 ports. Because 64K 1/0 ports is a highly unlikely situation

K~j to exist, memory space will be conserved by having a default

condition ot 1 for unspecified ports. Hence, for example, BMA 62
could have'memory space for 98 bits (0-95) for ports 0-95 and any

25 porté having an address larger than 95 is.given a default value of 1
and any instruction accessing such ports are rerouted through the

hypervisor without consulting the bit map in BMA 62.



Referring to-Figure 3, in actual practice, circuit 30 is a prograrrrnable

| ogic array (PLA), including controlling software, which is part of\the @U

25. In an alternate enbodi circuit 30 has 10 been i npl enent ed on- a&ﬁ B
SUCT

semi conduct or chi p, wherei the chip al so includes a storage device,
as a RAM or a RORé afcoesstmaampei- mﬁbécﬂdnmﬂ@ ks VEeC I /0-Webbél wobd is

appreci at n f so.b Iuddvmthln |
circuit 3%9 H]%Lm' : S0 a{)%r g%ﬁétegdsf r%ﬂ#mxygg Eut aﬁyspg d§t’°§§1 may be
i npl ement ed tie bbt mwrﬂmdesaﬁs@ortespeﬁdﬁﬁ &ﬂdth'iZbﬁt‘(%)l Beﬁx%&bhf:l}hgt he sane”

| ta bus. L | d
1 et or " G S5, P a0 Chbohie 45 L1ere, 3 S 8 ppeth 1S BB  $he | GRas o,

32, 33, S8Tnasd 1362y eVeItshet IWordSE8TRAY | IRE SoRRiTeaSETiovIgE (Rrdaddeass t o and
from CPU 25. 20 Referring to Figures 4 and 5, the advantage of '
usi ng a psPatral g4 bf 2ppxyf eontigyops |1/0: pentediem er'gdr/@ tustrpgtiangure 5, a

hypot hetical sity S 28 A gmql ei tagPad tern 70 for
bits 0-7 is shovmgﬂrggf‘%tsteor g%,m'of vvordﬁé ?‘é’(’:%gtgh lsj% stomgé bits (bits
0 and 1) ofroguamhabbe logic talrrsy eoampl elncdud ingt mdrbnsix%safﬁssel,eﬂﬂeﬁ '

al though 1, 2,  or 4 bits of word may be sel ected. Further, gﬁ%nter 64
may be of 1&nBAuteRb: theqERR AF- n@“d‘ﬂ f‘h’éﬂ?ﬁﬁl%&?’tﬂ"@t feirmalt A 1n the
exanpl e10fbekh GiupeeMontdiat 6n @ a&ﬁkc%naﬁwrohuﬁgces&-eaix tieOchOp ta3s@ and 1 of

device 71. Bits 2 and 3 are - - _not attached to. any device and
bits 4-7 dgftrdns actoraee deyires sG"!B o5k 2RAM OF & ROMe ctarc storAge79f or ¢

Phe whol e SSTE tRe Horsgiia® e dhepl 100" iteb il BRLCBup P Thil 32 63%
bi ts conbiafefiguread) @Ry also be included within circuit 30. It is also
appreciated that circuit 30 and hypervisor 34 may be impiemented'in
15 microcode also. Lines 27 and 32 are in reality the same lines
representing a data bus. Lines 35 and 36 aré'nlsb the same lines and
transfer data betweén-the CPU.25 and nynerviéor 34. Actuaily. lines
27, 32,.33, 35 and'§6 may even be the same lines representing data
lines to and from CPU 25. .. o _
20 : Reterring to FPigures 4 and 5, the advantage of using a
pointer 64 of Figure 4 is illustrated in Figure 5. 1In Pigure 5, a
hypothetical sitnation is shown as an'example, whetein.a bit pattenn c
70 for bits 0-7 is shown. Polinter 64 of word 63 selects the first
two bits (bits 0 and 1) of word 66. In this e:iamp‘ie only two bits o/
25 are selected, although 1, 2, or 4 bits of word 66 may be selected.
Further, pointer 64 may be of any length depending on the _
_architecture of the system. In the example of Figure 5 bits 0 and 1

control access of I/OIports 0 and 1 of device 71. Bits 2 and 3 are .



5*operation to ‘'detérm ne device access. In task A bit pattern 74 is
selegted for a dual-port device 71. The bits of bit pattern 74 are ORed to
detégnine it any "1" value is present. Al of the bits have a value of 0 in
t hi s<hstancé al |l owi ng accessing of ports 0 and 1 of device 71 by this
particular user. In task B, the user attenpts to 10 access ports 0-3 of
device 72. The bits of bit pattern 75 are ORed to determne if any "1"
value is present. The presence of any "1" value (all. bits in this

i nstance) causes a trap and prevents any direct accessing of the I/O Note
that a "1" value would have resulted iT &%y &f the four bits in pattern 75

was a "1". 15 ' not attBCREAIIVD OME ¥V hndlbits DB-7Dét61 attcesotaTpbitispbes
port transfers, the enabling bit for every port being used in a _transaction

must be val'id fowofakeviser 72 Jdevirest Tinidatte shvaiseily WFOM"ThLE?“‘FW' .
Figure 5, the ch%gpr'égt%;ntne.mctgalgegop.tt&h@a,oeedﬁ%salmp_wwedesmqqh 2

protection. Therefo y conparing a 20 nunber of bits, nmultiple port

protection is achiredetitisdrim coapixed. 1o¥% 340 mscess haTheitiss combined dp pHORer .
70 have a def aujﬁt val ue of "

" becauge .no devices .ar oypl IS nd
3 for control | i RPPECREIRD todeterming, deyics rogesp- Gﬁ rrg'y&og'a‘?%ohgﬁwgheﬁgiig
singul ar or nul tigi@cbéd £oordMua1Porscderdte My .amMeppitpiofablt (patteat Vérare

for 25 each bit map, sone I/ Cs are allowed rapid, direct access
particul ar user viiedetotdaterpinesif syt THpNeInG AR RASSERY, | Qgﬁ.“AltF%o‘ﬁéﬁ haye

preferred enbodi npnf, ,dgssy ioPes 1als ! {ntPstel a11oving lébcessidy OF E§dritdN0 and 1 of
apparatus in reference to a user accessing a particular 1/O it should be

noted that any dedéwdiee FThdivuthisgpartichisr user. ndp WsksBpsthe: peery sttenptacte

of ke user. 'Th?oiéﬁﬂéi SﬁréJ“%-EQMeﬁﬁJfgg 72. The bits of bit pattern 75 are ORed

to determine 1f any "1" value is present. The presence of any "1"
value (all bits in this instance) causes a trap and prevent? any
direct accessing of the I/0. Note that a “"1" walue would have
resulﬁed if any of the four bits in pattern 75 was & "1“.

15 Because every port must be protected from multiple port
transfers, the enabling bit for every port being used in &
transaction must be valid for any part of the transaction to be
allowed. Thus, 1n'Pigure 5,'the checking of the bit values of the
ORed result provides such protection. Therefore, by comparing &

20 number of bits, multiple port protection is achieved for a device.
Also note that bits 2 and 3 of pattern 70 have a default value of "1"
because no devices Qre coupled to bits 2 and 3 for controlling
access. The coding of pointer 64 may be accomplished in singular or
multiple bit format. By sclecting an apprgprlate bit pattern for

25 each bit map, some I/Os are allowed rapild, direct access by a
particular user while other 1/0s are trapped and virtualized.

Although the preferred embodiment describes an 1/0 port



resides in the ability of the apparatus to selectively allow certain.- '5
instructions to directly access the I1/O while other instructions are¢
trapped. Further, although the preferred enbodi ment selects 1, 2 or 4 blt

for I/0O port prot ection, any nunber of bits may be used w thout departi ne

5‘“\

fromthe - scope of the invention. 10 Thus, an apparat us

to provide |1/O protection and virtual i¥e the protected I/O|s descr.ibed.

-15- CLAI M5 Brotection apparfhtilsCi)REESIRGEO tcARDINEH WEcestlligh pirQRALDF € of
_performng a PI urality of substantially sinultaneous tasks, said

ni cropr ocessb -aﬁﬁa?'%&“dg be, moteshithat I‘Pﬁg“m*r‘%ct“&&%@% 2ePthar Bt P4t put
(170 devi Ceb&%&'ﬁﬂ ty O?QQ&J e &L 1 thé’%Eu‘ @Mh&?ﬁ@pllﬁ oftl

perform ng sal l'urali substanti a y Ssimultaneous ta a pluralit
of I1/0 portsreﬂq@lsetin tthessbidiCPlat e mpparatns| t;asblmnvpny talilev usetatno

access saiq L/ O devic ora 0 CPU for _stori
a plurali t)c/g 6?’?7"6‘5&%§§ éﬁ&ﬁﬁ%g"’gﬁsnggﬁ\/}éﬁe% ‘b‘é‘cﬁ“ﬂ; ugtipns are
cor r espondi Ngrd gfedaccrithenAhli tighghi the si-ramlrgmednbtw{mﬁacmldcﬁ my 8 end |
whi ch a val ue of said correspondin access enabl i ng bi t

y
ng

n.

/0O
determines afclis BPFitAP BPrY P§°H"%“b‘br fopyumher qfabkts may b pped storage

Teans havi ng y@enéut §Q$ﬁ‘tllﬁﬂ€irl3mshﬁr age | ocat igBpe sl Ml18dedtdonst Or i ng of
sal

10 Thus, an apparatus to provide I/0 protection and virtualize

the protected I/0 is described.

S S
A



plhrality of

for pern1tt|ng a given task to dlrectly access said I/

| /'O access enabling bits; control neans coupled to said CPU

corrééfondlng |/ O access enabling bit identified with it '
given-task is of a first value and prohibiting access wh ‘ﬂ 4“”]“1’ ! I“I
corresponding 1/0O access enabling bit ident]f ied with it

such that an I/O instruction for directly accessing said I/O

device is pernmitted, only if said correspoli®d3!8 /O access enabling bit for
a corresponding task is of a first value. 2. The appar at us as

second val ue,

defined in claim 1, wherein said control nmeans further

for nodifying

1.

rises a ne

6o g ) BHRAIRRATRRFG s SRRRERL Ry WHEEN| AS GHPARY

sai d access enafl i pgrfotmingofa spldraktend ofal sebsBantially 'Eimﬂrtwe@hlﬁs

as defined in glayg2 { ciheﬁhéP%PQéé‘QSSPC09;1831—8%996 Fogs ct%%%ﬁioﬁ‘im%

said contro

neans, 'sai SECOﬂ

rage neans ng a Sse

modi fyi ng i nst Mﬁ@n@%sgéimﬁat |1r1§>1§~'a(ct11'qm fodi/ify idemiae idompriisdmgsai d

correspondi ng access enabllgg gaﬁggaisﬂybéggéiﬁgmgﬂgtqu#b)4capab1e oFhe
apparatus ‘as defined in claim3, wherein said variable |ength 'storage

| ocations of
enabling bits.

Parforming spifdaRLvEALLtR, O suhshpREL bLY { GedapeRyess

tasks; The apparatus as defined in claim4, wherein

a plurality of I/0 ports coupled to said CPU,
wherein at least one port is used to access said I/0
device; '

first storage means coupled to said CPU for
storing a plurality of 1I/0 access enabling bits, wherein
for each task a corresponding I/0 access enabling bit is’
assigned for each I/0 port and in which a value of said
corresponding I/0 access enabling bit determines
accessibility of its I/0 port by that task;

said first storage means having a variable
length storage locations allocated for storing of said
plurality of I/0 access enabling bits; _

control means coupled to said CPU for
permitting a given task to directly access said I/0 device
when said cOrrespﬁnding I/0 access enabling bit identified
with its port for said given task is of a first value ahd
prohibiting access when said corresponding I/0 access
enabling bit identified with its port is .of a second
value, sudh that an I/0 instruction for directly accessing

- said I/0 device is permitted, only if said corresponding

I/0 access enabling bit for a corresponding task is of a
first value.

2. The apparatus as defined in claim 1, wherein
said control means further comprises a means for modifying



said bit map is programuable. 6. The apparatus as defined i ncl ai m
5, wherein said set of- nodifying instructions i-A—said aebunu srorage\nean&

i s progranmable. 7. The apparatus as defin ereih, p
said access enabling bit identified with its por ﬁﬂ!“ ‘gask
conpri sed of a'single bit such that said.fjgst v L gewo and sa id
second value is a 1 (one). 8. The apparatus as deflned inclaim?7,

wherein said CPU and said nodi fying instructions access a pIuraLity
of contiguous EDr¢BU Anstructiohhefeppaceéssing @afiden/onpekti whernrs®id

' & por sonal AR S 8 B A48 BT S8R tatten pr ocessi ng

unit (CPU) capabl e of belng used by a plurality of sinultaneous users to

access an i nput4{ out put éo)a g@i‘rattusco#'?l %fi a 53hd ofBh BOr fuzg']ther

transferring dat a, ectively contréll :
direct access tncldai ’fﬂ)rﬁe@ﬁ’lﬁlﬂw%’mgagﬁ quraé"cs nﬁﬁﬁp}eémﬁm egaid seertryl

for storing a mémé | t a9l | 46L6RGCFLoYRYY | REahbt FoMN8EBIrAnGOra CaRE USET
a correspondln ccess enabllng bit is_assigned for sald /0O
and - in mhlch Lrstructions c8pgnagfherating  Rails m°%h§%+?%g

bit determlwfhsxxnﬁfﬂdnlwhqnoéaidldob&@@pomﬁlhg sVdkdsS aEnabling value
is of said second value.

4. The apparatus as defined in claim ‘3, wherein
said variable 1length storage locations of said ﬁirsﬁi}
storage means are bit mapped to store said access enabling
bits.

5. ~ The apparatus as defined in claim 4, wherein
said bit map is programmable.

6. © - The apparatus as defined in claim 5, whereih
said set of modifying instructions in said second storage

means is programmable.

7. ~ The apparatus as defined 'in claim 6, wherein

said access enabling bit identified with its port for séidf;

given task is comprised of a single bit such that said"
first value is a 0 (zero) and said second value is a 1
(one).

- 8 The apparatus as defihed in claim 7, wherein -

said CPU and said modifying instructions access a

plurality of contiguous ports.

9. The apparatus as defined in claim 1 or 8 wherein
said control means further ‘includes microcode.



said first nMenory havi ng a variable length storage |ocations all ocated for
sto-r»%‘*.ng of said plurality of I/O accessing bits; a sec ry coupled to
sai dé@u for storing a set of nodifying instructions; coq

to saitd CPU for pernmitting a given user to directly acce g“w\mmm“wd
t

when sai d correspondi ng access enabling bit _ 3§nt_i fied w an My or ®
‘instruction of said given user is of a first | ue and providing an
instruction fromsaid set of nodifying instructions to virtualize said I/0O

i nstructi on when sgpd access ygnadl § L A ' apd | f
second val ue. 11. 2o° The gg“pgara?ﬁgsgga%ie%i%%?gftie%dc‘){ga‘%{rlﬁioé \ﬁ%rggf’n%g%sg%r

control means furtReFeoRENtIad PTACRASIABINLY ol FRULraRaRbei A Redng ysed
controlling instrugki oas. phdirality WE aPDRPtaedss dehseed | BoCl dcbeds an

wherein.said variable lLength stor ocatigns of said first nemry bi
nmapped to store saBHP&&?egl&P abl fﬁ§° i t POTT _cggpieg?) to' zald Th@gﬁ for

apparatus. as defi netansferzimgl?, ddterein @ai d sppavdtusndi f forg selectively
ey s ony aEbRRRA P s MR TP Ul b comoriathl
instructions access a plur @8l fdyss memeryyeouwpleds o sadd CPU for stiaring a .
apparatus as defingdyurdi1ghdy BAOr/ON¥RidEs enabling bits, wherein for each
user a corresponding I/0 access enabling bit is assigned
for said I/0 port and in which a value of said
corresponding I/0 access enabling bit determines
accessibility of said I/0 port by said user;

said first memory having a variable length
storage locations allocated for storing of said plurality
of I/0 accessing bits; |

a second memory coupled to said CPU for storing
a set of modifying instructions; '

control means coupled to said CPU for permitting
a given user to directly access said 1/0 port when said
corresponding access enabling bit identified with an I/0
instruction of said given user is of a first value and
providing an instruction from said set of modifying
instructions to virtualize said I/0 instruction when said
O access enabling bit identified with said port is of a

second value,

11. ' The apparatus as defined in claim 10, wherein
said control means further comprises a programmable logic
array having a set of controlling instructions.

12. The apparatus as defined in claim 11, wherein
said variable 1length storage locations of said first
memory are bit mapped to store said access enabling bits.



said control “neans further includes a programmable nme

said CPU, at least one 1/0O device, the
associated wth at Jleast one I/Oprt,_ fgch_sald “I1/0 instruction’

sem conduct or device. 16. A digital conputer devi qw&ng'"
CPU for executing I/Oinstructions; a plurali ty m“m Kﬂ“@ﬁped to?&
ei _ 2

speci fying one of said plurality of 1/O ports for transfer of data to or

from said bdsociated |FledepPeEatys aendefinedatn ctaipl &4, vhersing
CPU for stosdig sepl ¢ralnddidfind QASELEL £HAH! LAY JAilS sdbEH®i ReRESP ON

e

of said |I/O access enablj gg bits 1s associated with a different one of said

110 ports, sof PTIFFARRRRE®anabling bits deternine the accessibility of
each saird | /I3 port; a nenDheg appasatug asadefinvedainesyaiy DBg wherein of
said 1/ 0 acc, en in t Sg 2p§OC h | ris dl/O
devi ce; dggﬁ%on??gl %%g%s hgh???ngbac§§§§4%§€ﬂg& c§%%€§%

when sald pPlgahieesef @ﬂ%bigﬁgusbPPrEQSOC|ated with said |/Oport is s
to one value and prohibiting access to said selected /O port when said |
access enabling bit is set to another val ue. evi ce

according tol®tai m 16 whefRfn2BBRHARRALRS ﬁ%ﬁﬁ%e?SinFE?ﬁﬁllpo whegein

conput er devé£d contrd? means further includes a programmable memory
on a semiconductor device.

16. A digital computer device, comprising:

port

et
/O

a CPU for executing I/0 instructions; \;)

a plurality of I/0 ports coupled to said CPU,
at least one I/0 device, the or each device being
associated with at least one I/0 prt, each said I/0
instruction specifying one of said plurality of I/0 ports
for transfer of data to or from said associated I1/0
device; ' _

. a memory means coupled to said CPU for

-storlng a plurality of I/0 access enabling bits, wherein

each one of said I/0 access enabling bits is associated

.- with a different one of said I/0 ports, said I/0 access

| enabling bits determine the accessibility of each said I/0
port; | | . :

a'memory_accessing means for-aecessing one or -
more of said 1I/0 access enabling bits associated with said
1/0 ports of said 1/0 device; amd_

a control means for permltting access to a
selected I/O port when said I/0 access enabling b1t
associated with said I/0 port is set to one value and_'
prohibiting access to said selected I/0 port when said I/0
access enabling bit is set to another value.

17. A device according to claim 16 wherein said
memory means is external to said computer device.



18. A devi ce according to claim16, including a~pLHF&FFEfﬂﬂ;44*3

devi.ces external to said conputer device and accessed b
19. %, ~ A device according to claim 16, wherein sa m mﬂﬂm
iruﬂ?ﬁe-an instruction by which data is transferred to ed

- one of said I/O ports, and an instruction bylghich data S transferred to
or fromnore than one of said_I/O ports. ratus_for

controlling addss to an |Hbu@?BbFﬁUPQ&9$Qﬁ§%nﬁ%tEﬁ??ﬁlI 'a neudipg a
descri bed w t phefaxinceot OIFogaevﬁcés Ex(tferhlaa arc g yeompult e Ageice

and accessed by said I/0 ports.

19. A device according to claim 16, wherein said
I/0 instruction include an instruction by which data is
transferred to or from a selected one of said I/0 ports,
and an instruction by which data is transferred to or from
more than one of said I/0 ports. |

- 20, An apparatus for controlling access to an
input/output device substantially as herein described with
U reference to Figs. 3 to 5 of the accompanying drawings.




