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DEVI CES AND METHODS FOR ROUTEING A UNIT OF DATA IN A
NETWORK FI ELD OF THE | NVENTI ON The present invention
wo edoatiessgeneral |y to devices and met hods for POIABR00§/000535
a unit of data in a network. Mre specifically, the
present invention has particular - but by no neans
exclusive - application to toateing packets in a
shared network environment for |atency driven
di PEVIOESe ANDpMETHADSOFOR RACKERAGNR ORITHEF NWENTITONA
There is an energing claﬁig nput er applications
that require the use of a network of geographically
di spersed servers in order to inprove the performance
FRELD NEF PPk | BRHeSopY educi ng network del ay.
—ApprTcattons of this nature are sonetinmes referred to
as Latency Driven Distributed (LDD) applications. An
exanpl e @h@@ﬁ&%rﬂpﬁlﬂ\ﬁs’ﬁﬂﬂt&h ixfe?aﬁ%f&é&ﬁéﬂallg; hto
pl a a at_operates over e
af¥ices oS FnfRs | 47E BTURRIAS  BRLE 150 AP 18
netwotke Méee rgpdetfimalynposhd ipreséntitvertieon has
fr r o und e
pABLEL R | R A eI IR AP iR iR
reippeiratpaskets in @fsl@mrq‘fréc@@%mlykt@nwcpmﬁmt for
1K &8P ShPOv &R da £ 8 {h Pk d 0&‘%19]‘.1&’@%901%‘ servers that
are l'ocated near users of e LDD applications. For
exanpl e, perform ng processing and distribution of
BACK CROBKID cOF arHE CINVENEION!I | ocated in Europe for
users located 1n Australia nmay introduce a del ay that
significantly degrades the real -tine perfornance of
the LDD dFreais cns drrrgiued ralass ofecompuier hi s
1b£s"‘E’HAﬁ PE, é‘”&ﬁ‘&eﬁé*é 58 LedutiotRe fel ay

orm n ocessi ng
geographlcally dlspersed servers 1n order to improve the

performance of the applications by reducing network delay.
Applications of this nature are sometimes referred to as
Latency Driven Distributed (LDD) applications. An example
of an LDD application is a massively multi-player real-time
game that operates over the Intermnet. Applications of this
nature typically involve the real-time composition of
multimedia material from distributed sources around the
Internet. Consequently, to preserve the real-time nature of
LDD applications it is often necessary to perform
processing and distribution of data on servers that are
located near users of the LDD applications. For example,
performing processing and distribution of multimedia data
on a server located in Europe for users located in
Australia may introduce a delay that significantly degrades
the real-time performance of the LDD applications for
Australian users. In this example it would be advantageous
to reduce the delay by performing the processing and
distribution of the multimedia data from a server located

in Australia.
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distribution of the nmultinedia data from a server
| ocated in Australia.Wiilst it is possible for LDD

w@ppbitesi on provi ders to purchase and i nst al | P€TI&U2005/000535

own infrastructure to provide thenselves with a set of

geogr aphi cal | y di spersed servers, this option has the

di sadvant age of being relatively costly. A nore

cost-effective splution is to |lease or hire the

necessar YWebhpht+hgt T RTFHRES f Fom BPBarpplipationans
ptbeideryets pldchasyi dadt iespalhstBber. olAf hEYASLRLi¥ ture

di sadvantage-with this option_is that | Lcation
t%?ﬁ’\:/?‘é:é‘rgg V\FFTngﬁ:rLg%EbY@Qéh%r e#hgfpﬂ?QPEQPﬁggggg?’ces
disbhatrsed, sepwpusi nthissopties) hast hhet Hesadpphitagti of

[ - Whi ch ea a LQp. | . .
DBLRY eTarLYBLE o SPHLY TS n0rg GRGEOUBELARILE Kfucion e
tEE#?ﬁE#leth}r¢hE P ORPOAFABTYr BONEUSingf FARPHDASS Fom a
p¥ Bty OtBat CoWRsUERE LBEPEEEO0NLAt BLevEAECLALCBLERR: ete.

Rout ei ng. - used to_refer to the action of forwardi ng a
URRPTEUPSEELE: | S SORAUKREERYBrAEPWBRAS TRBLPRI AP Chat
appbitetholl psousédrsnwibl spspbaebiycahh®s theNphysical

LcLe a,particular_technigue for forwa a
TS EShELEL LR phee A R i Pl b PR ER Y e o B EReE
appbidathoughrovidevsr whiahgeapf leadhhbgaedegnabfiatiioyg, in
r 89Phes£! I e c i.n

theVRf S0 | G agp el il dns SR, PBCKELEOIRLPEePhys.

one or nore links in a communication network that are
DEBENITOORgansfer a unit of data between network nodes.

Consequently, a path can include a single [ink that

al |l ows adj acent nodes to exchange data, or a series of

| i,nks t hathenfdl Bowimy daitavidededekihbbjets bebineedrious

£8P0 &Q£§C€ﬂ£oﬂgﬂgatvkﬁigtQgécfggggtion.

° Routeing - used to refer to the action of
forwarding a unit of data in a communication network. The
term “routeing” as used in this specification is not
restricted to a particular technique for forward a unit of
data. Consequently, the word “routeing” is broad enough to
cover a range of techniques including, for example, level 3
network level packet routeing or level 2 link level

switching.

L Path - used to refer one or more links in a
communication network that are used to transfer a unit of
data between network nodes. Consequently, a path can
include a single link that allows adjacent nodes to
exchange data, or a series of links that enable the data to
be exchanged between non-adjacent nodes via other nodes.
Furthermore, the terms “path” and “link” as used throughout
this specification are indented to cover physical paths or
links, such as a fibre optic cable, or virtual paths or

links such as an IP tunnel.



Furthernore, the terns "path" and "link" as used

t hroughout this specification are indented to cover
w@bopsiteerb1 pat hs or |inks, such as a fibre optiBCDADR@®S/000535

or virtual paths or links such as an |IP tunnel.SUMVARY

OF THE | NVENTI ON According to a first aspect of the

present invention there is provided a device for

routeing a unit of data in a network / the device

conprising a processing neans that is operable to:
SUMMBRYI O0F 28R depkNtyoRf a first path in the network

that was used to transter the unit of data; identify a

second path in the network based on the identity of

the firstApavhdingdtboawbidst hespact of dhéappusenthe

: a e . t . YnNi f_data.in the .
1%2?&5?&3 Erg%grgglg?g¥ﬁéggr%cé§§%%g %8§n§gF%eéﬁgrgbﬁglt of
dppaj §Bnei netwhrksetbaddpuinebgompeiieingng rrroeseing means
th8eoid bpepnsie eh:nore first routeing records;

deterninlngBmhether the_routeing record contains a

r ef er encedE beHHER S 2Rpt€eREEBRCF oRit E1FGErRRBRJER the
nédﬂatﬁfyhag gae aeedndopeirinbyeexenenhngtt Be aag&ging
record upo ternmning that e, rout ei ng, recor oes
not contg%%e?ﬁéEYe?eFS%EQQ %ﬂ%ﬁub%ngéﬁt%gﬁVﬂFggb?ﬁﬁg on
theeidentbtmgofetbedfdoatapatht hendef er ence: sel ecting
anotNer roUERLRY ERCOLHLL! O 408a SGFOPILEQULELDNS path to
records; and 1dentifyrng the second pat y exanthng
thageby heputsutbenyniscefddappetar sBpynetnwerprocessi ng
nmeans i s operable such that when selecting the
rout ei ng e%grd Lion1t£e first routeing records the
processi ny- TEEHEP T HentPfi RECORESHRI 1 Hgans is operable to
identify the second path by:

selecting a routeing record from one or more
first routeing records;

determining whether the routeing record contains
a reference to one or more second routeing records;

identifying the second path by examining the
routeing record upon determining that the routeing record
does not contain the reference; and

upon determining that the routeing record
contains the reference: selecting another routeing record
from the second routeing records; and identifying the

second path by examining the other routeing record.

Preferably, the processing means is operable such
that when selecting the routeing record from the first
routeing records the processing means identifies one of the
first routeing records that comprises information that
corresponds to the identity of the first path to thereby
select the routeing record.

Preferably, the processing means is operable such

that when selecting the other routeing record from the
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first routeing records that conprises information that
corresponds to the identity of the first path to
wa b@sebnssel ect the routeing record. Preferabl BCT/ALIZ005/000535
processi ng neans i s operable such that when sel ecting
the other routeing record _fr,omthesecond routeing
records the processing neans identifies one of the
second routeing records that conprises the information
seRaRd chPrEepBAdEe BT EfcthacRTPEGSBinghBepRFstdpathfies one

oandhadae&bﬂaakouaé@ﬁgaféearasathaeresﬁpgm§§stehe

. I t t th
+{BOFREFLB) LBRECFOFRESBPRAF FOUEBPNOCPBESFY, Of he First
p@thfeaa@laddih&oapblhnﬁbrmatioﬁothatloorreapandsdton

%glegtioRf1H§£9m$QEB£ME8ﬁE§¥ﬁéQeEL'EhgaghQE 8F &ata to

ting device from
tbﬁrgbﬁaseaecprbherabh9r rautpingesstagdpeans i s
operabl e to determne the identity of the first path
by exam ning the unit of data, Preferably, the
proceSS|h%rﬂﬁ%ﬁéb*g'05%?aﬁP%l%%%hl?¥a}nﬁﬁﬁﬁan?ﬂﬁ?ﬂFﬁﬁlned

1hhehunﬁh1efoda&atavebmbbeSsecaﬁdlﬂahh1ficat&aﬂges hhe
gta,such t hat econd

cBRbhs gl 80 38 Brbur vibR EBR hiEocs SakRcrtinthrtea-

net wor K. Preferably the second path is one of a

P|Ura|ityPﬁ£féP£Q p@ﬁ@ﬁg%ﬁcégglﬂﬁ %Qéﬁs éPaLES to

second paths conprfses a er tun
daﬁﬁrﬁlﬁénthﬁuﬁﬁépt55Yh°ﬁntbﬁefhﬁﬁﬁopﬁtthﬁféF&BF?lnghéhe
uﬂggmgfkdhgabased on packet switching. Preferably, the
unit of data is an | P packet. According to a second
aspect of the present
Preferably, the processing means is operable such

that when forwarding the unit of data over the second path
it arranges the unit of data such that it identifies the

second path.

Preferably, the first path comprises a tunnel in
the network.

Preferably, the second path is one of a plurality
of second paths in the network, wherein the second paths
comprises another tunnel in the network and a non-tunnel

path in the network.

Preferably, the network is based on packet
switching.

Preferably, the unit of data is an IP packet.

According to a second aspect of the present
invention, there is provided a method of routeing a unit of
data in a network, the method comprising the steps of:

determining an identity of a first path in the
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invention, there is provided a nethod of routeing a
unit of data in a network, the nethod conprising the

wGe@psowst determning an identity of a first PEr/AUR5/000535

thenetwork that was used to transfer the unit of data;
i dentifying a second path_bssed on the identity of the
first path; and forwardi ng the unit of data over the
second path to thereby route the unit of data.
n@w%kagh?? vae veed é@ toensfeyi et heiseebndapat h

conpri sesig&er SELDSg o | s SRS e B d St COMOLRECHEn ity
%ngwoge or nore first routeing records; determning
© fieFL¥HE PBER&i 7 %record contains a reference to
one or noferexedinl rich eimit refodasa deent thyi Sgcdh® path
e th by e 1-0L N e.routeing record upon
t%e?%%ﬁ?ﬁ?ngo?ﬁ%téﬁﬁga?%gtégn%ag%éord does not contain
the reference; and upon determ ning that the routeing

record copigy , TELETSOGE o B e ' t
rout ei ng [egﬁgga%?%nwﬁée secoﬁ%ﬁr%€§%?ﬂgygggo€§é;S%%%nd
PRERNEPPHFLEeEhEhecebMRS pREh by exani ning the ot her

routei Nng $§8T&EEindr £f £ @bé ¥ng t PEc&F&PE Hbm SEhECEE NFot bE

££oU eing record frog1§he first routeing records
%Bﬁ%rfg EStHE EPER 9P’ i dentifying one of the first

rout ei ng decernbniiqtwitatipr sese | ndotathd ofeédad contains

. ¥ he fi ;
- EREESRRRNCL oot EOLL SRl EoL gD Sy
step of stdewrt]fiiadethe recondtpaly brcexaminbng t tee

r§ﬁ€@ﬂﬂgrQHES&HQuﬁSﬁOagﬁeﬁﬂﬂﬂiﬁéeﬁhﬁeetﬁEePoﬁEeinﬁ record
i denti yéggﬁone of the_second Touteing records that

degfprPte ipnkBenkefereRrai 8BFresponds to the
identity @bpoh hitetétfhineg thapderddi-duoddhg i RéSsF@L I ON

céﬂ@gins the reference: selecting another routeing record
from the second routeing records; and identifying the

second path by examining the other routeing record.

Preferably, the step of selecting the routeing
record from the first routeing records comprises the step
of identifying one of the first routeing records that
comprises information that corresponds to the identity of

the first path to thereby select the routeing record.

Preferably, the step of selecting the other
routeing record from the second routeing records comprises
the step of identifying one of the second routeing records
that comprises the information that corresponds to the
identity of the first path, and additional information that
corresponds to application information contained in the

unit of data to thereby select the other routeing record.

Preferably, the application information contained
in the unit of data comprises an identification of a

computing device from which the unit of data originated.
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corresponds to application information contained in
the unit of data to thereby select the other routeing
wo ewonal75Pr ef erabl y, the application infornatiBPCI/AU2005/000535
contained in the unit of data conprises an
identification of a conputlgg_device fromwhich the
unit of data originated. Preferably, the step of
deternmining the identity of the first path conprises
the step of exam ning the unit of data. Preferably,

the step mfefOFYRIF Nehd NEcdid e C&e@é‘&ﬁ‘l% tﬂtk_e 1dent1ty
n ath conprises fhe steg of arranglﬂg nﬂ
of 1R, SLCRE PR AT COTOTLERE | FRsStHe SbCORITHALHg The unit
oPrddesiably, the first path conprises a tunnel in the
network. Preferably, the second path is one of a

plurality of second paths in the network wherein the
second parefeoniplyscthargitdrrof ufprrardindethetuwik of

a&pd Svop nthé UQQ@&n@ %ch ”c&ﬁi?ri‘&é YOLKe E E&E; e&f‘%i‘raﬁ&fng

network i s based on ‘packet swtch |ng Pref'erably,
theiynde ehtdata %hcmpthekket identtEiag F%eaS?ﬁ?¥@ Path-

aspect of the present invention, there is provided a

device faq uni of dat a network, the

dovi oo coRpPTeraRlY it SrhoCofRriife ¢ runtel in
thletmetvozka destlnatlon of the unit of data; assign

the unit of data a | abel based on the destination of

the unit of data; select a routeing record from one or
more r out%’t‘?@el@l@hdsﬂtﬂmﬂwﬁtmth abe|ongref farekerplity

o£h§?&8h& ﬁétﬂégﬂnoﬂﬁé Re BRb Bk | WREEELL €8hb NsbB6nd paths
cé&%&fégg ggggLer tunnel in the network and a non-tunnel

path in the network.

Preferably, the network is based on packet
switching.

Preferably, the unit of data is an IP packet.

According to a third aspect of the present
invention, there is provided a device for routeing a unit
of data in a network, the device comprising a processing
means operable to:

determine a destination of the unit of data;

assign the unit of data a label based on the
destination of the unit of data;

select a routeing record from one or more
routeing records based on the label; and

forward the unit of data over a path identified

in the routeing record.

Preferably, the processing means is operable to
select the routeing record by identifying one of the

routeing records that comprises information that
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Preferably, the processing neans is operable to sel ect
the routeing record by identifying one of the routeing
WO e@onasst hat conpri ses i nformation that corr espOnab21068/000535
the | abel assigned to the unit of data, and additiona
i nformation that correspondz to application
information contained in the unit of data to thereby
select the routeing record. Preferably, the
copssnendontd riflee rabelh avhignettde thd ekl tobHfdakaq and

adIRHdRE5 Aed AR JA Cld O rds L NG gferi &8 {4:0m
,Which the unit of data originated. Preferably, the
1 Yathiony sRrRined ciferdlt dktic P | R tawnken glbﬁ%‘?ﬂi FRect
tHderatiding Fedsrdyver the path it arranges the unit of
data such that it identifies the path. Preferably, the
path is one of a plurality of paths in the network
wher ei n tihee fEtdislycongired sggpld dabimel dmfdrime riimordntained
. - P, j . blLy,.the
R R R O R R LS
cempytisig dlgvleonirems adhigh | e dudt of /dabr dphigienked.
fourth aspect of the present invention, there is

provided a nethaod of routeing a unit of data in a
networ k, THRESREAMNGE c‘i}?ﬁprl?‘%‘?‘?g?g”tw JLARS g¥s operable such
tltket eriemi Higrwa t@bhd Nethe AmDE ¢ Hedaita towér deha; path it
ssigning the unit_.of dat l.abel based on.Lhe
~HEee e Grt T 1ee et o, R PECTRRENE R s e
record fromone or nore routeing records based on the

pael ;NS d ALY NGAdDAH U OlodRISe W Y1 drRBly of
identified in the Touteing record. Preferably, the
pathy B the Retwerk Hehekrin| fiie paths comprises a tunnel

in the network and a non-tunnel path in the network.

Preferably, the network is a packet switched

network.

Preferably, the unit of data comprises an IP
packet.

According to a fourth aspect of the present
invention, there is provided a method of routeing a unit of
data in a network, the method comprising the steps of:

determining a destination of the unit of data;

assigning the unit of data a label based on the
destination of the unit of data;

selecting a routeing record from one or more
routeing records based on the label; and

forwarding the unit of data over a path

identified in the routeing record.

Preferably, the step of selecting the routeing
record comprises the step of identifying one of the

routeing records that comprises information that
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record conprises the step of identifying one of the
routeing records that conprises information
wa basaer’sesponds to the | abel assigned to the RPEI/AUI05/000535
data, and additional information which corresponds to
application information contained in the unit of data
to thereby select the roufeirng record. Preferably, the
application information contained in the unit of data
CRBRPIPIRGS ake | Heat Labeht aovigied tonbluei weltevf cdataonand

addi efok e ﬂ@férﬁﬁtﬂeﬁawﬂiéﬁl&eef@epéﬁ&ée£éb£yp1£8£tlon
1%%ﬁ%?0f forwarding the unit of data over

?Eﬁ%ﬂt%%nE%eﬁeéfl%rF%%gvmbtt%E daFe B? ngeeencﬁelect
théatontelingntéddes.t he path. Preferably, the path is
one of a plurality of paths in the network wherein the
pat hs conprises a tunnel in the network and a non-
tunnel pateferabiey nethwrappPrederabl inféima nbdnmordntsined

if 9&&k5ﬁ1§W6fnggangﬁﬂgftsegwgﬂei@%ﬁﬂlfi@&tﬂ?hg?ﬁfa

data conprises an Acc to a !
C%EB%E%nefdeﬁecer%%emtwhh@enﬁhenun%hee datproviginated.
comput er program conprising at | east one instruction

for causi ut i device to carr out the nethod

accor di ngP’?%fa?]ﬁé’rf}é R “% tERe ppkt of
dptasevér i thenpath. cémpﬁidé@gtm@ QtQpX6ﬂ asﬁaﬁglﬂé the unit

Prc?%@%tsﬁgﬂe&txégnittD&ér?tits‘%%e v ded a@ycomputer

| e"medium conpri co program
according to the fifth aspect of the present

i nvent i orprgfg,!.:{bﬂﬁsqzﬂé’@ﬁﬁqgf Todke REAW NGB, :H-.y of

Not wi t hst andi n ot her ments that” nay
PRFRRi 0t HRS seebeotk vherpinsthe PAGER( FRRPTAASE @ tunnel

ignbRdi netlofk 4AHE RN LSENEuMIVENDLEOR | h80MebRork.
descri bed,
Preferably, the network is a packet switched

network.

Preferably, the unit of data comprises an IP
packet.

According to a fifth aspect of the present
invention, there is provided a computer program comprising
at least one instruction for causing a computing device to
carry out the method according to the second and/or fourth

aspect of the present invention.

According to a sixth aspect of the present
invention, there is provided a computer readable medium
comprising the computer program according to the fifth

aspect of the present invention.

BRIEF DESCRIPTION OF THE DRAWINGS

Notwithstanding any other embodiments that may



by way of exanple only, with reference to the
acconpanying figures, in which: figure 1 provides a
waetvemen7sc di agram of a network accordi ng to tPEI/AU2005/000535
enbodi nent of the present invention; figure 2 provides
a representation of a device for routeing units of
data in the network of figure ™1 ; figure 3 shows an
exanpl e of routeing tables naintained by the device of
f3lhuwretlrin fheuweope PH ViR Presexaneentien naamor k
ethBo AL HANE S i 1 SN S n FIDOAUATRAL 1 DT nd W T ESEM ibed,

i nvention; and figure 5 provides a flow chart of .
by 2B RT 2P e rdl e P HYR t FREFERRRR KEC ofhT | JeF¥epanying
fhdirds, fh GwHEc1S: provi des another flow chart of

vari ous steps perfornmed by the networks of figures 1

and 4 AN EVMBCODI MENT OF THE | NVENTI ON Figure 1 depicts

a shared Tigymd e predwindds k) lsdhemtatcian disagrsed 4 & un
néﬂgmya%ﬁ:é@{h £ r&l@@&%é&:@?én@p& | CRd | gﬁﬁsezT €
_hetwork comprises a plurality of geographically
igyepereed sub- networks 103. For exanple, the

sub-networks 103 may be located in different countries

and mai ntaj ned by different organisations. The )

sub- net mﬁ’e&&lrﬁ)?lé?"é"é‘cﬂl%‘{ i HEERE{HMAREIG RF a device
foAt +ouied Bng Ratiit S b edabd kin 16ke CoEPidBle So PNELiGEr&DI £

conmput er servers 105 and a device 107 that is operable

to route data packets between the sub-networks 103.

Each devifiegudy,3 wihaors i sn el g ref erowliteing asakiles

rQut 0 L L chei 85 d he, form of an
m%?%ﬁ%?%%?éggésé%éaﬁiﬁé%a€%d§%%a¥%u?éing dat a packets

To exchange a data packet with each other the conputer

servers lfomand 4 RSrseVdES i) et dSEE o B UD RSt Wk K 93

are
accordance with another embodiment of the present

invention; and

figure 5 provides a flow chart of wvarious steps

performed by the networks of figures 1 and 4.

figure 6 provides another flow chart of various

steps performed by the networks of figures 1 and 4

AN EMBODIMENT OF THE INVENTION

Figure 1 depicts a shared computer network 101
that can be used to rumn Latency Driven Distributed (LDD)
applications. The network 101l comprises a plurality of
geographically dispersed sub-networks 103. For example, the
sub-networks 103 may be located in different countries and
maintained by different organisations. The sub-networks
103 are sometimes referred to as intranets. Each sub-
networks 103 comprises one or more computer servers 105 and
a device 107 that is operable to route data packets between

the sub-networks 103. Each device 107, which is commonly
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net wor ked together using, for exanple, high speed
Et hernet. To enabl e data packets to be routed between
wa b@ssubsnet wor ks 103 the network 101 al so conpeT/88%008/000535
plurality of links 109 that can be established to
connect adj acent devices 1Q7 the devices 107 to route
(exchange) data annngst gacdR Gther. The links 109 can
be in the formof 'best effort’' (no service |evel
refpuamtetd av a gatevayor reier dratswirtmh des dy ddpd rfegrm
of %\ﬁelel@‘ctﬁ%r \ﬁch%evg%feorcﬁﬂ%@t@ﬁ % PodlddiPRldieddfkets.

in the netwo the LDD appllcatlon prqvi der
Todp?aecéﬁwés g e tepdrahets Wit sashathsr (the computer
st kindl @hd Adviic® 307 iof ddih capaaidiwatk IS8 are

oSN (5515 TR L SRR T St R

Tco rdlwhi@ rd':mah ﬁdm%:sopm dde0 r:s:umtaﬁ Gorttwarn adhe sub-
|:1}03 | a
o app| | catl on prowe:}er W ?}%Hl {o have ap%[ll”‘i%ral“‘?.t%lﬁiﬁhty of

Ligtkse de) ihatamesi e eptabddghadrte aonnrect] galiaceniuch
adiated hLQ)'PHﬂ{eﬂt&Hv:LQfeé hLebvr 9:§Pe:£3dﬁ/é9 GBI Or ki 103

can configure _the hired capacity as virtual servers
aneRg sk @8t VRIBLT unmifify Hisgde &an ff v i i 9
‘B | SR HYS . (nd & aapfilde Al vl I didnd )& tunnels or

tahli shes the Iinks 109 that interconnect the
VI R e, o SRS ey b P e
application provider has virtual servers. For
het i
sorvers. I Sish O GERy e ol [0 Uenfl g o o e
n%mrléa&%rﬂpﬁ AR PRt RERNG RN aRRIAEThes ke
6¥E’éﬁmgjﬂdﬁH@ﬂ“ﬂﬁM¥H%FH&BUﬂﬁﬁﬁbrkéMiﬁﬂfEB'H%&éﬁsome

e L T D pnd
redduded unk e hbdwiasss SLO7 netyi ksl IW3athe application
provider will only approach those operators who control a
sub-network 103 in a geographic location that the
application provider wishes to have application processing
capacity. The computer servers 105 are such that the
operator of the respective sub-networks 103 can configure
the hired capacity as virtual servers for exclusively
running the application provider's LDD applications. The
application provider then establishes the links 109 that
interconnect the devices 107 in the sub-networks 103 that
the application provider has virtual servers. For instance,
if the application provider has virtual servers in sub-
networks 103a 103c and 103d the application provider may
hire bandwidth assured links 109b and 109d from network

providers.

Alternatively, the application provider may
choose to hire bandwidth assured links 109b and 109d and
establish a best effort link Sh between sub-networks 103a
and 103d. The 1link 109¢c will be used where delay in
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and 103d. The link 109c w Il be used where del ay

i nrouteing a packet does not matter. The application
w@e@gilales1 or networ k service provider establi sSPEFAUR®S/000535

necessary |links 109 so that data packets can be

transferred to the appropriate virtual servers for

processing by the LDD appl ildati on runni ng thereon. As

nmenti oned previously, the network 101 conprises the
rajedidiges B hacis t ey frythenattherei ngrlod  ajer i grtciaat s.
péWi%e%o%%]fﬂé&iﬁk dI8 M8 Ik b A S AT ARG dif

performthe tas routei ng the data packets for

NRRFIIAKY) Jtnéﬂtenel%pﬁco&'rhaaﬁ a3 tRpgk ek @3 (R TRpS FrRrred

tcLEﬁl@mﬁp ke WALl B4 OFd+ P Scssitp By ohe
i ces, 207 has, a flrst interface 211 and a second

he dev
[%[h?aéﬁ Polen RS FPGERWf ace 211 is capabl e of

supporting a nurrber of | P tunnels over a link 109. In

the previg pRly cat | vi-der

has vi rtua servers | Sl}%'-ohle%%'\kffr Eésﬂelggea%nlg{ %Odfs;l'c t he
canprigake| thewledide Blipporhich getfommyprouteintiiaf clata

A&é&@pq&swgsé&imﬁ , thee fdéﬁcéé‘tfﬁ afe 2é!:élréx§%ed to

al so capab supporti ng non- tunnel best effort
P%‘?ﬁ?@%t‘?%‘hstasl’ﬁ&%e‘ﬁ‘aﬁbe%#ﬂ drlted2ba paekels ko |gelivery
t&mq@&dpﬂ&@e Wiﬁwdl S AR5 thmm@ytlb@ oper at i ng
t he respective s net wor ks_103 . [Fach
a%éfb‘r% 43

T ay7 WD "r“é"e% P bt R prov %n"olt'e
deshioves i 20T hisad i gufosgt . irGemefat ¢ y2 Bhemkd nay, sédnmd
QUL ELTD FEPCoEy) FLEAPSILE, ad U ) 0 Bl

recei ved on the Interface

‘ sm%itnsng & arwekeyi of tFR Tymnekmerenra nbink  1fhel In fehe

FOPEES | 2EAmPES 8hOFe abhd liahﬁioﬁ é#ﬁ&é%wﬁ%soyﬁftual

V\hlchtheflrst interface 211 recejivVv t he data

SSENRET <10 ARk et P ARG Jc‘h%cf ot fgtunnels would
b as s EPhsd Hel 1t ¥ NOTPr&d@BSidM to supporting IP

tunnels, the first interface 211 is also capable of
supporting non-tunnel best effort IP connections. The
second interface 213 is basically connected to the virtual
servers that may be operating in the respective sub-

networks 103.

Each of the devices 107 also comprises a routeing
process (not shown in the figures). Generally speaking, the
routeing process is capable of routeing data packets
received on the first interface 211 (that is, data packets
received via the IP tunnels or non-tunnel IP connection)
based on an identity of the IP tunnel over which the first
interface 211 received the data packets. As is elaborated
on in the following paragraphs, the routeing process in
each of the devices 107 determines the identity of the IP
tunnel by examining a forwarding label (tunnel identifier)
contained in a field of the data packets received on the
first interface 211. In the present embodiment of the

invention the forwarding label is in the form a destination
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each of the devices 107 determnes the identity of the
I P tunnel by exam ning a forwardi ng | abel (tunnel
w0 deatof7ser) contained in a field of the data PEUKEL®S/000535
received on the first interface 211. In the present
enbodi nent of the invention the forwarding |label is in
the forma destinationl P adtf ess of the packets
received on the first interface 211. The | P address
IR cadidress oof dee i pychats Prégelved upmethe| fifst interface
281V SPQedrh hé&di-é‘sé‘”cé"hi&ré‘féé Vfd&‘i'gf’?ﬂf nEat n@f ﬁhfp
present invention the forward could al'so be
tuppeher $Beh%|?ﬂ%%S?ﬁe@hEhﬁack%ta%eahé¢r@atpﬁ?|g@h°d+ment

of htrserpg@ﬁdnttméﬂﬁmdtﬁabﬁérﬁ&baﬂngelwsl"éb@m also be
acket. The rout

[ ti [ | Pv n
e8I ST A B kB N Rsen s hapakLont- |
thfstnameré,othaoﬁbnnaea lédbebnoeeldobs bhsetfbowt bebel”

188801 Efy-of jthe iﬁ’v§ gggsﬁ%evefﬂg %EQ&%&B@&&%& such

were received, and Fecerve
thak kit simvelvenesebeeting <P1F?et<l>,|f1n'eh% BP hennelsnoe| nop-

t&RREECED Oé‘onrféé £{5aL I ¥8k¥a Sheché U.{&éﬂel@{rossSéh& afp
i nvol ve the received data packets being forwarded onto

tungel O%eT ErielR the dakackRERatF nWereareceivedorand
f@msms:h@ gthy hféiee L@iaa a«f@@té CpatREEs I 6@k NEhé heee@Bted IP
crease t ev anu arlty the routeln
edft i SRSt rFevSHE 70 b Brt Ent iat EetR e  fRIT L ofne
rd@7einy prescessutanditeopeekehs besetlved dpphi patkets

béﬂf@r?@ﬂﬁ%}ea—hgﬁt t e, sgﬂfu—cgf &QZ%SLK?EL' ﬁﬁgysg%ﬂaf ms

t unne |ng escribed In € previ ous
interErephd lanfonpprreassbng | ky ethe PR happligqations

rgﬁﬁgﬁ§19§efggnappl|cat|on i nformati on the routeing
process in a device 107 checks an application |abe

that is contained in received data packets. In the
case of tTe piesense ctibodiesl &f dhenhIweity oin t fige

rgggéiﬁgtﬁgocess s ability to route data packets, the
devices 107 can also route data packets based on
application information. Thus, the device 107 effectively
performs tunnel level switching (as described in the
previous paragraph) and application level switching. To
determine the application information the routeing process
in a device 107 checks an application label that is
contained in received data packets. In the case of the
present embodiment of the invention the application
information .is effectively a unique identifier of a device
from which the data packet originated.

The advantage of having the devices 107 route
data packets based on the forwarding labels (the
identification of the IP tunnels) and the application
labels (application related information) is that the
application provider has the ability to control Quality of
Service (QoS), implement multicast, deploy efficient

session redirection and flow re-routeing as well as packet
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information is effectively a unique identifier of a

device fromwhich the data packet originated. The
wa@owaneage of havi ng the devices 107 route datBCPATR®ES00535

based on the forwarding | abels (the identification of

the I P tunnels) and the application | abels

(application related i nf Or et | on) is that the

application provider has the ability to control
fidkdying einderinicear GYvicesHamesn mie ivastualeppoyers
wlHded %rﬁ-ﬁ%§%ﬂ&%i%&ép%&“%fé QW £ d QSO G Se1

wel | as packetfiltering and sim servi ces between
fynetisngual servers without burdening the virtual
servers W|th network |evel functions . In order to

forward apac s b on, the forwardin
| abel s a B SR el et RAPRE LS fifbed on the
fmamgm?abmimtmmsﬂae f et «h tigprh sh hiid b ¢ Tado) eeaeim of the

AR g A5 UL AL ey T Lo e

e COﬂ alns an rncomn
ofy whisth got rehdvor wen df Faptebkl The fomwardink laio%ﬂq table

c&miﬁéta:mr{éumgf&ﬁﬂ&ﬁ g Wihst #0f, %Hp\gﬁaet g?@e

f or war di ngjoqt ure 3 it Is envisa
Ry ding 1?ﬁjltl‘é'ulltvl énéoal Ellﬁ?‘s‘é%éﬁpPPgéécé ion
f%td:ﬂ?]g onfhﬂm.elwﬁi;sietn@md?m?ﬁpm | €1 Id pcsh:xhaia%ing table
) fwo, co onentsote rding,ta
STl fy THSTaRa e b A ST EHE b EE
cmeb@ia/lssb dm:@mt&i App bl cpeod | kalheél , Offizet and an
I ' set t ?g gg;g%e ofy
r%I?nr}'t' stlg\%]éof %ﬂ‘?%%g?vggedéc#‘ pac e‘tgfa‘E
fwwﬁwm ‘a’ﬁol? cean pffepllvely (e dieed Tpelocate the
agﬁi@ipié&@ié:@nlé@@:?' :&mﬁ&éﬁvé@%t@eﬁa&%@@ cukete the
H{g@l i cation | abel g appl yin %ﬁfeé cati on Label
KRR W APPLichton 2ppfeREeFeHEs the
niwtibet &¥ fIsptes EREdm afid | SEALTONOPrHVEEEEi VS dNEL IpAYKet at
which the application label is located. The Application
Label Mask is then used to calculate the application label
by applying the Application Label Mask to data which is
contained at the Application Label Offset.

Each application provider has their own
application forwarding table. If the link to the
application forwarding table is empty then the routeing
process will route data packets based on information
contained in the forwarding label table. If on the other
hand the link to the application forwarding table is not
empty then the routeing process will route data packets
based on information contained in the application
forwarding table. An example application forwarding table
is also shown in figure 3. The application forwarding table
contains an incoming forwarding label FL;, an incoming
application label AL;, an outgoing application label AL,

and an outgoing forwarding label FL,.
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application forwarding table. If the link to the
application forwarding table is enpty then the

WO ouwsa0rIgL process Wil |l route data packets baseRPCDAU2005/000535
i nformati on contained in the forwarding | abel table.
If on the other hand the link to the application
forwarding table is not éhﬁk Then the routeing
process will route data packets based on infornation
cont ai nedPate theckald | tawardddrvmrdiripaligerveys from

cBXEP| SRl Gat 10N f 06 el i ngh-£ APL €3¢ Sofb SOF SBRMNILHi ces
figure 3 . The application Torwardi ng table contains
1% nERAFRIgr e it di FRET BRFEEE jmay, ¢HJBH et have a
f@%?&fffﬁgona$@bslTy¢ica1n%pUtm?i%@T@Ef%éﬁatéomo&B@eérrive
LO,_.and an outgol ng, forwardin a . Dat - ckets
by R R ED TrY TS ROEr S 18 e aRrvat, OES i order
tonforehtd data vieackeoneohHfthhe wevuresed€ll. ofhese devices
' i av di -
107 S e R NG FEm S TR PO0L00) by B lubicn
imorlewn r out BlolgrordceBae | ingresacrapping otable eprepins a
déociRsvpsd ot faRRELSt Srof 1k (St NShelr 85 eacd Sémbh€er
devi ces_ 107 nmi ntains an ingress mapping table, an |,
SRREFHT e10? Whieh 13 ShRRrTHRg | BheevartigheSpRYpELsin the
fd(iﬁ?ptbﬂga:h ?Mﬁres@@t ahd Sbht deask Nak | ﬁdﬂrdr&’r@fhﬁigh e38b@l eFLX and
one of the £p ter servers.105 [ ch ]
2 (Elf fo e R ERTRLLPE EPTHRE &1 A8 h AL 87 1S g
dagtivstiomdaditessskf a datagpackgt| mdpethétOanngnbry in
LN pcat | o dj s de :
t%%s%?%ﬁ??%n a d%§§s£§§1% %ata %ggk%?ékg%%%e§£§§e%ﬁt??Slgns
aj forveriipd esabedphinda dhiee daten Rarksout B FPHRINS

pﬂ§§é§§8tﬁe£0f&@£3énﬂhéaaﬁtaFﬁgck@ttbéséatanpﬂﬁkéfmaEhsn
routelng. rocess thin routesfthe dgta‘pacggt based on
CPREIHBL EBft FPREHCR R PR FAPBRFELRY oh2P b WP R g S

pbahtedwho chyi sheotrmppdTabley Fheldl HpptHabirgrésel flapping

i ngre NRPRI bl,e, If e .App,Table” js.e
t%ﬁgeda g %g%kéggﬂp??ﬁg% is emépy tﬁg daég sackét QEEX be
routed directly to the tunnel identified by FL,.

The devices 107 are arranged such that the
application providers can alter the various labels
contained in the tables maintained by the devices 107. It
is noted that the devices 107 are such that application
providers can only alter tables and labelgs that are
associated with them and can not alter tables or use.labels
associated with other application providers. To enforce
this aspect, each of the devices 107 comprises an
application program interface (API) called the Network
Abstraction Layer, which can be seen in figure 2. The
network abstraction layer hides the actual values of the
forwarding labels used by the application providers and
ensures that application providers can only change label
table entries that belong to them. Furthermore, as
mentioned earlier each of the devices 107 maintains a

separate application label table for each different
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routed directly to the tunnel identified by FLO . The

devi ces 107 are arranged such that the application
w@e@silesss can alter the various | abel s cont ai PEDAUZN05/000535

the tabl es maintained by the devices 107. It is noted

that the devices 107 are s that application

providers can only alter t €s and | abels that are

associated with them and can not alter tables or use
apraldied & laws quientiedend t h ot her application providers .

To enforce this aspect, each of the devices 107

conprises an application programinterface (API)

cal | ed t FESNAUHWIRE BEARIIHT 138y X 19 e ifvhdhe
nERRIYR NLI1 PrEvLdes Reried ke vt addrimfih i deAeiode des

t he actual val.ues of the faorwarding |l.abels used by the
SR o T OVE oS S d B Y TR 9 1 =
dipiondlered cairioml sangmneie! tEdt elontpugsosdmtof this

A h ' ti )

PR G 0 ORI R IR A S SR
dirgnsionml audio erengli forreaghpplaves i oh rboher

pi{%%f@ldl%m Sipisies amexanmhs &f adwewkihes netapr k
1abgt

rovides a rich i mrersive, conpruni cations .
et BREFRH R ARRE IR -IARSEF Yankherckient;
(Zh Sthe hugedo i £étied rd&hng roalveEld . tdofrédnee prumosk sswitched

this e |l e the LDD | ication ovides_an .. .
parhets (L =nt Rt Pves Yot eol o cFonfindine veins
app bieat bdn al abel hewi phiy eflze e tworkearahdt (4 )Thapplication

ﬁﬁgﬁﬁ e CLl v (J4 g@gﬂ dng of packets with
capp |cé?€%ﬁ ?%éﬁ?éyat t%e c +ent; (2) the use of

forwarding |l abels to create tunnel sw tched paths; (3)

appl i catipn i£Ved et Nthatofador e 1 W pisdWilder A has

a ication |labels within the, net k: anpd 24) \
nEEE R oA CBRTTORS R LR 1% oF: i o g Phopg in
Fhgsteedl, t hagmappl sbseé o Prehe delidnbas(C,..Cx) of the rich

immersive communication service is examined. Figure 4 (a)

shows the location of these users in the virtual world and
their spatial location with respect to Avatar A. Two areas
are defined as the hearing range of an avatar as well as an
interactive zone (where interactive communication is likely
with other avatars). A low delay is required from other
sources within the interactive zone and a higher delay can
be tolerated from sources outside the interactive zone.

The physical location of the "owners" of the avatars in
relation to a subset of the hired servers is shown in
Figure 4 (b). The best position to calculate the audio scene
for the area of the virtual world which contains these
users is calculated by the application provider (possibly
as a compromise between delay and resource usage) to be in
San Francisco in server 8. It is assumed that servers s*
and S’ shown in Figure 4(c) maintain the formal label

tables and ingress mapping tables shown in figure 3.
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hired virtual servers at the sites S1 to S7 as shown

in Figure 4 . A small subset of the clients (CA-..CH)
w@Rooshe176i ch i nmrer si ve conmmuni cati on servi ce i BCT/AU2005/000535

exam ned. Figure 4 (a) shows the | ocation of these

users in the virtual world_and their spatial |ocation

Wth respect to Avatar A" ) areas are defined as

the hearing range of an avatar as well as an

i nt er act iRer Zunies (apmeiiea ity g tindenoomnatiaatibig s
aéglkggléa VEJ he Q61 AuAL arcsj)leneL\é ,0Wsdglay ghe of %%tte&d ID A,

rom ot her sources with he |nt eractive zone and

Cohilghassdanef eyrtee £ ér &Féd Fhds syatess TOuls etfhlé

£ d Nt e Gl piei Zion e ﬁw caldiocrtdv & tH® correct
"owners".  of the avatars reI atlezfp to asubs t of the

ST s} kst ST $HF BRI S hegrvics to
g:pm;luo cradly £lhdwll Bdaaddee aﬂjduts sw@]fnﬂsshetm ea of

t Ual t ai
AR L BN, LD A6 (o8 S soaeion
lahmlpr orfilyes mmmmmw@rﬂj thes el et ledoetﬂe ¢ﬁ1 each

b A S0 | thSEF V&Fat%’r ﬂﬂ ' %tﬁ?ewrﬁﬂ%éé‘aéf Sﬁé&%! Ssuch
Sl and S7 shown | n Figure 4(c) nai nt a| n orma

ag ARAL] AP ERTTA I JPRE PR 2%

figure 3 .For this application a unlque avatar IDis

"D A CB i ¥ SRt A1 RS S o TR

nagefGH thaougipe ﬁq@plne@mm 104 rtouseraedi ¢°f theg apet he
S&Pla S8 VAL ANdrd 0y def ﬂl{}?ei NG GO d eQd&‘u!@éé tye

serv; ce to give to eac ecause of

S%‘éﬁml&]ew thiee oadstiideatiPo hegdeyr @ad khes amr§s\$aque s° in
tﬁ@rlﬂméaﬂéa&@fl Ofhddbehe Jdliteteatr Lhd£M L SET THE

lication | abel of each audi o packet to fheir avatar

el} PR 198 63 %?MY%&%&P%&%?’&% If iR r e Rgsed
o:bazﬂabﬂhéwbsilﬁimmglwablés Bdend ahendadddi @ince D is

7l BRABS Fielple5e X LSyl dy PebeLE
required. The packet is given a forwarding label of a and
is then forwarded by application provider A's forwarding
table. The forwarding label will be swapped from a to b and
will be forwarded to S'. At S’ the packet will be switched
from tunnel 5 to tunnel ¢ on the way towards s?.

Packets arriving at S’ from Cz will also be
switched to $°. However, the application decides to send
the stream on a higher delay path (since avatar B is just
at the edge of avatar A's hearing range). This is enabled
by placing an entry for application label B in the
application forwarding table in S’ with an empty forwarding
label out field (FL,). This indicates that forwarding
labels will be removed and the packets will be sent on an

Internet routed path.

To keep this example simple references to

multicast and other switch operations have been left out.
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15

encapsul ated in an IP-in- I P tunnel wth the address
of server S7 in the outside |IP header and the address

wW®@R200S301781 t he i nsi de header. When the packet aPCT/4E2008000535
S7 the encapsulation is renmoved and the packet is
forwarded based on the ingress mapping tables S7. In
this case, since Dis wirhitd the interactive zone of a
| ow delay link is required. The packet is given a

THeortwar dieve 1 a@gill@fata.omdcfdmalrldamgf draherldewiiyching

li.cat i.Qn Vi S

Bor vt\-'/f:aLlcr6 l% IV%B% ﬁﬁtl)lél S%%SPSQE?%%H%@{% c\]agpgr?d wi |

pea%forrme\ﬂa Jtnot$@ ovaRrley miedwesdkdasgd 1othehdy t ched

apf 198t R 11 B 10 tHRRR] rayOhd R-oped,0WR-doutdkd, or
ackets arriving at S7 fromCB will also be swtched

mylFigRst BAREFe U SSHAT SORGH HERTIEF (DHERF tife the
aﬁrter &Ey@u:irremémt@e(ra iy mpat mdts imeemirwataarldy idelaistlink
t.he ed r A 1S hearing range) . This is
set?Qoly pl* g‘cq'hl gn' entry for application label B in
the application forvvardi ng table in S7 with an enpty

forwardi qgd "Jfg)”é" At RSl

f orwar di ngﬁ g)%gjlls?%v% I%Ee?sdf’%nove ?ystﬁéﬁgackets vvlh'lql)lt‘/l
anee shawn g dhe filawnahamia &0 pand 61%1 e figizes 5 and
g exanple sinple references to nulti cast and ot her

switch operations have been |left out. The two | evel

appl i cation/forwarding | abel switching operation is
very powdHode .skiHMed@er a:tlieoraﬂctcati]be gparfearingee that the

1l fbd e dRil Y MGLIL 4 DARECL AR A 300 1A Olbns and
mmmmamm themdi thases aneq:nr@rrgeiﬂsly rﬂqmm@}mﬁs It
sﬂc@ﬂf%]rwqfex(é’tééé’v‘ém M LRAHE SR 40 EelaYall Nkuch

oint in tinme) . The various steps perforned

VWEEW@IH%t%ﬁ# oo Rt ARt AR HR §h ot e t g opirit
ardb&Pe A£ fiarBsvéneivh .
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6 . Those skilled in the art will appreciate that the
i nvention described herein is susceptible to
wo a005a40176ns and nodi ficati ons ot her than t hosePCT/AU2005/000535
specifically described. It should be understood that
the invention includes all such variations and
modi fi cations which fall wi%hin the spirit and scope
of the invention.WE CLAIM 1 . A device for routeing a
WENCLADH: data in a network, the device conprising a
processing neans that is operable to : determ ne an
identity of a first path in the network that was used
to transflr the deviceffontrouteingifyuniteebndapathn a

néfwbhE, n@ﬁ%‘“&&v@@é%’oxﬁﬁrl@f%édﬁg&%i*&é!eé’éiﬁ embhhSt that is

ath;_and forward the unit a over the second
OREF#°1® ¥Pereby route the unit of data in the network.

2 . The(H%&éxmiﬁecAﬁniaﬁEﬁitﬁldtralﬂ¢¥men%aﬂhthm %he
0cess means_is.oper e Lo identi] t econ
nBLPRER HAds ERT weta PR EErRGEPacERa ¥rbh Red8Fahor e
fi rst romcbémlgif}ewm@qommmm nmgthdatdewothebased on
tﬁQUE&%HQiE CYE de fONE 208 §%£ﬁf?§ﬁace to one or nore
second routelng_records; enfifying the second path
by exam rnkerprar@ Fhritwriy ebcdrtR i9ver thedeeeerdneath to

th82bb{Neotifdt EhOGuREEOLE §R€8 DRt tRENhatRolRe
ref erence; and upon determ ning that the routeing

record contains the reference: selecting another
rout ei ng 2ecorthérasvibe aecebdimedt £hnglagmoldswhapdin

chdePLLELLOg, L NG 356000 BRLaBY X8 BLAY: EP°+RE L cona
rouctel ng recora.
path by:

selecting a routeing record from one or more
first routeing records;

determining whether the routeing record contains
a reference to one or more second routeing records;

identifying the second path by examining the
routeing record if it is determined that the routeing
record does not contain the reference; and

upon determining that the routeing record
contains the reference: selecting another routeing record
from the second routeing records; and identifying the

second path by examining the other routeing record.

3. The device as claimed in claim 2, wherein
the processing means is operable such that when selecting
the routeing record from the first routeing records the
processing means identifies one of the first routeing
records that comprises information that corresponds to the
identity of the first path to thereby select the routeing

record.

4. The device as claimed in any one of the

preceding claims, wherein the processing means is operable
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3 . The device as clained in claim2, wherein the
processing neans i s operable such that when sel ecting
wo b@snoursei ng record fromthe first routei ng rBCDAUS005/000535
the processing neans identifies one of the first
rout ei ng records that conprl ses information that
corresponds to the |dent|t)7- of the first path to
thereby select the routeing record. 4 . The device as
sudhnithat iwheansedreestoing Hehep rogted r:g:weaiin;s,re/dwdeiﬁrom the

sddind mﬁ%ﬂgot A d S ORI AR /s

selectlng t routelng recor fronwt e secomfnd
TRGR G F s yhich somprises dhe dmidmmatdeandbat

cdﬂas@damg Qe Waet Gy Sa% g difRdm!t iy t hat

r.es othe,ldetl y of the fjrst path, and
a‘%@dﬁ’ﬁ‘%ﬁal”ﬁ r}’F‘ﬁ%\ CRFITRPBIL FRRPIGE S on
iriﬁﬁmatatdmrco&ﬂm:mer&dn reHehewnin todfdaiat ad ahdiisby

' ' th t her uteln recoyd. 5 . The device as
R e et e R H 4R o T ot on
i nformati on cont ai ned in the unit of data conprises an

identifigati Ryl g 6§' r}gi_hafeﬁy'dlﬁrf f&@i\wi&h -ein

uni t of data originate device as claine
theh PRIV T itaRe iy t@n IognERingk gt thshamit of data

COMpRGGRS Rih TRRRL 1 f5 REIGDIE (0 ARERITIHE déﬁdedefﬂdr& y
o.f tg: first p?.qt %aﬁédexam,nl n he unit of data. 7.
FE 9 ERTRcchiia of the precedi ng
clalns, wherei n the processing neans i s operable such

t hat vvhe f Or R/ d| tcj%e alg]lct eqiat z-}hover otnhe osfectqlnd
path it ar ranges the unit 5 such 3 a1
Prefading «d aims .seéxﬂwlpnatﬂhe aarocfaﬁ@:»m,n/u:@@rss i aipesthble

td AR thd &%eqlrte._oc%,dum tHeAl fBrs VRIS by Nl iSitng

ath co rises a tunnel
the unltlg% data.

7. The device as claimed in any one of the
preceding claims, wherein the processing means is operable
such that when forwarding the unit of data over the second
path it arranges the unit of data such that it identifies
the second path.

8. The device as claimed in any one of the
preceding claims, wherein the first path comprises a tunnel
in the network.

9. The device as claimed in any one of the
preceding claims, wherein the second path is one of a
plurality of second paths in the network, wherein the
second paths comprising another tunnel in the network and a

non-tunnel path in the network.

10. The device as claimed in any one of the
preceding claims, wherein the network is a packet switched

network.
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in the network. 9. The device as clained in any one of
the preceding clains, wherein the second path is one

wobtooa/1ipi7ar al ity of second paths in the networ KPCTHABL@®S5M00535
the second paths conprising another tunnel in the
network and a non- tunnel path in the network. 10. The
device as clained in any~o & of the precedi ng cl ai ns,
wherein the network is a packet swi tched network. 11-
The device as clainmed in any one of the preceding

cl ai ns, Wﬁerafﬁélﬁéﬁgyé 2 Aakid ORS¢ Sﬁggﬁau% the

packet . 12 . routeling a uni ata 1n a
PLRSERdmg, tlfdmfet I’T‘B’%F"@G-@pr‘ql'@i itthe s daie gomprises an IP
pad@de®r.mM ning an identity of a first path in the network

that was used to transfer the unit of data;

identifying a second path based on the identity of the

first paflR;,. adrfedrhost d:imgrd:dteeuﬂgj ta @:‘md:ato’:f @sta tiie a

netfedid Q:@lth i c%%r:.s fl}le us'%eé: ﬂata 13. The

met hod as ¢ a| ne Swier e step of
i dent i f ydegerndndogond pdlentacm‘pplfses fimetspeyrd dfn the

netRIcRH It Wal Al troe%qraqlsffewt@{ée lﬁflhm@ dddSt

rout ei ng .records;, determ ning whether the routelng.
record c&#?&tlﬁyé‘ﬁgeﬁels@ﬁ‘@é‘dt Baghe bgresdora $dsoddentity

off alecifig steqRItls; drdenti fying the second pat h by
exaMningtherouteltg‘%rec rd_if i s de mnedthat
| el

the rout &PKYFERSd °§oﬁ?§1%°tvl‘?é' S&roed path
taardhenedy detdrarithiengutitatoff keatraqut ei ng record

13. The method as claimed in claim 12, wherein
the step of identifying the second path comprises the steps
of:

selecting a routeing record from one or more
first routeing records;

determining whether the routeing record contains
a reference to one or more second routeing records;

identifying the second path by examining the
routeing record if it is determined that the routeing
record does not contain the reference; and

upon determining that the routeing record
contains the reference: selecting another routeing record
from the second routeing records; and identifying the

second path by examining the other routeing record.

14. The method as claimed in claim 13, wherein
the step of selecting the routeing record from the first
routeing records comprises the step of identifying one of
the first routeing records that comprises information that
corresponds to the identity of the first path to thereby
select the routeing record.

15. The method as claimed in claim 13 or 14,
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contains the reference: selecting another routeing
record fromthe second routeing records; and

w0 destiof7yi ng t he second path by exam ni ng t he PCTaD2005/000535
routeing record. 14. The nethod as clainmed in claim
13, wherein the step of selecting the routeing record
fromthe first routeing reédr ds conprises the step of
identifying one of the first routeing records that

whegindm dde istam mf |S<ﬂietq’camg:cnheesmms teoittdiong crErTtdndy

£x@m e fdd®nd e R Bel Lo £i
Jﬁl qrd.. 15. nThgtJr?eri{hr%h?s cl ﬁed I'n c ?n:Lﬂl él:%p of

B e ot oS esanst HNFaimg mqvgrdfsomlwng
comporinse sf s tmmﬂ wiaﬁd ROIREYHAI L UPHRLS P ity

oS8R %flxjsq:entlf Eﬁﬁdﬁé the Sﬁc d rou,tel n rt;acords

t hat conprl o the
anﬁﬁﬂﬂqqﬁ&ﬁtqlﬂPﬁlﬂcﬁtqunlmnﬁmnMahﬂmﬂ|GMﬁﬂaﬂnﬁanmﬁﬂﬁhEW
untiftals £C YRS RN | nfQramt cont ai ned

in the unit of ckgne?%%b?g@ & yiléae:%é:c RSUhHAS Tedora.

routeing record. 16. The nethod as clained in claim

15, wher aign t @ AR tHAAL 28N d1f B LI 1CAR E21.5ne%ﬂeri'e:|.n
tj}he ug; %?fgata conpri.ses an identification of
o AT FOREH RS 450 hhG Adidd °f1¥1ata

comelmpghm aﬁaiwﬂmﬁumnapf_ eneoipudidgE rbh Whikh the
eg%lQak%eoiﬁ%$1sesg$tern1nlng the identity of the

rst pat he step of exam ning the unit of
data 18. The nmethod as clained in any one of clains

12 to 1731wher @i hﬁ&h%ﬁ?&sokl QH@%rq?h%n§h%n%p lalms

data_ogver _the second path conprises
125F Paﬁ&vn&hﬁﬁ@lﬁnFPethGQtQfsé@ﬁeﬁﬁéplmg ¢@@nﬂﬂﬁm¢&twh@f

theeddret! pakh tdmpieedPthad s2epCbd BRANiRiAY t2Re it of
a %Ialns 12 to 18, wherein the flrst path conprises a

tGrinel in the

18. The method as claimed in any one of claims
12 to 17 wherein the step of forwarding the unit of data
over the second path comprises the step of arranging the
unit of data such that it identifies the second link.

19. The method as claimed in any one of claims
12 to 18, wherein the first path comprises a tunnel in the

network.

20. The method as claimed in any one of claims
12 to 19, wherein the second path is one of a plurality of
second paths in the network wherein the second paths
comprise another tunnel in the network and a non-tunnel

path in the network.

21. The method as claimed in any one of claims

12 to 20, wherein the network is based on packet switching.

22. The method as claimed in any one of claims
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network. 20. The nmethod as clained in any one of

clains 12 to 19, wherein the second path is one of a
w@bwsabi’sy of second paths in the network wherBCHAUR®S/000535

second paths conprise another tunnel in the network

and a non- tunnel path in %ge_netmork. 21. The net hod

as clainmed in any one of clfains 12 to 20, wherein the

network is based on packet switching. 22 . The method
125800 R nBergianfbentndt efafasazcoppziseshereilR pPhgket.

unit of data conprises an |IP packet. 23. A device for

rout ei ng unit of .datg in a network, the device

conprisiﬁg‘a 6r98¥§§ﬁng°ﬁeﬁﬂ§t8&§9aﬁl8“95:oéeééFﬁiﬁQ g
nedlgstrknathendefritke conprisfingathaprassisginghaecaiist opbrable
todata a label based on the destination of the unit of

data; select a routeing record fromone or nore

r out ei ngdeteonisebasddsbinahiohabél thendnfior wérdathe

uni t of Q@Eﬂ%ﬁVEEeauﬂﬂEhofdQQESfEegaﬁgﬁtﬁsségugﬁiEﬂe.
record., 24. The device as clainmed in clarm23, wherein
depkdngtiepsSifnghresniti efopgerakl e to sel ect the

rout ei ngséee@tdabyohdenhgf ¥eBgranereh bhe HeULSLEY
orﬁcords t hat .co rlaes |g orEaL| n thgt corresponds to
TOPLEIPIhEPCRESPghEG o ORrNERENEAPEE FdBPE, and additi ona
i nf or mat Eonwahdt theruespoofisdabaappercat paBh identified
inigpgrgghkggngoFgggggq in the unit of data to thereby
u

select ther erng record. 25. The device as clai ned
in claim?24, wherein the application information

contai negain trhe Waktcef adaba ¢ARR ises188m 23 wﬁerein
identification of a_conput|ng devi ce from whi ch t e
thﬁnPF°SF38éPa BFF@FnéFeSPerab e to select the routeing

record by identifying one of the routeing records that
comprises information that corresponds to the label
assigned to the unit of data, and additional information
that corresponds to application information contained in

the unit of data to thereby select the routeing record.

25. The device as claimed in claim 24, wherein
the application information contained in the unit of data
comprises an identification of a computing device from
which the unit of data originated.

26. The device as claimed in any one of claims
23 to 25, wherein the processing means is operable such
that when forwarding the unit of data over the path it

arranges the unit of data such that it identifies the path.

27. The device as claimed in any one of claims
23 to 26, wherein the path is one of a plurality of paths
in the network, wherein the paths comprises a tunnel in the

network and a non-tunnel path in the network.

28. The device as claimed in any one of claims
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26. The device as clainmed in any one of clainms 23 to
25, wherein the processing neans i s operable such that
wobk@s/1bosiar ding the unit of data over the patPCT/AU2005/000535
arranges the unit of data such that it identifies the
path. 27. The device as clgined in any one of clains
23 to 26, wherein the path®™i's one of a plurality of
paths in the network, wherein the paths conprises a
23t ERnél - i Whereimeti6r Re&WATE A6n2a Pasket pwiftched hetwork.
networ k. 28. The device as clained in any one of
clains23,t0 27 erein the petwork is a packet
smﬁtchedzgetmﬁwfwgfg?c?hésdggﬁé@egs181éPﬂé&fiﬁléﬁFSoP3 to
28¢| whese2d the?@pnivhefedatbheompirti sek dat apcpapkieses an
| P packet. 30. A nethod for routeing a unit of data in
a network, the nethod conprising the steps of:
det er mi nBAg aAdwethnedt fon ybutkdngnat unfitdattadata in a

ne@ﬁ§kﬁ0iEﬁetEEtHBhtcgﬁpgﬁgﬁng Lakelthasedgn the
destination of the unit of data; selecting a reuteing
record ffBhPERENIRINBr desbimarhagnrefokhs Baibdodndaha:

| abel ; aadsigavagditng thetUBEt dafadat 2aB¥Er basBat Bn the
record. 31. The nethod as

identified in_the routein
deé?é?ﬁ%&°Pn°é|5¥ﬁ1§B}%mﬁér§Pﬁafhe step of selecting the
rout ei ngsegeotdingoaprosesihyeretopdofromeshef grngopae

rofitebllg FAULELAOLLEER" R PALCRAERTR Lags | nfor mtion

rresponds to t . asSi'gned to the unit of
dat a, anfonwardinaatheneotheefodathacveor aeppbhds to

ideRpliecatll 98 tALOLBRLLOAgCRAEAIREd in the unit of data
to thereby select the routeing record. 32. The net hod

as claimed in claim31l, wherein the application
i nfornat 300 cwhktameeHodnakheldiimbdofindatiai®moBp!, i w8erain

thgdsggifggagg Qc%§n8 %ggpgghggigsvngogaoggmprises the
step of identifying one of the routeing records which
comprises information that corresponds to the label
assigned to the unit of data, and additional information
that corresponds to application information contained in

the unit of data to thereby select the routeing record.

32. The method as claimed in claim 31, wherein
the application information contained in the unit of data
compriges an identification of a computing device from
which the unit of data originated.

33. The method as claimed in any one of claims
30 to 32, wherein the step of forwarding the unit of data
over the path comprises the step of arranging the unit of
data such that it identifies the path.

34. The method as claimed in any one of claims
30 to 33, wherein the path is one of a plurality of paths
in the network, wherein the paths comprising a tunnel in

the network and a non-tunnel path in the network.
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which the unit of data originated. 33. The nethod as
clainmed in any one of clains 30 to 32, wherein the

wa@et@ps/10f75f or war di ng the unit of data over the Pet/AU2005/000535

conprises the step of arranging the unit of data such
that it identifies the patg 34. The nethod as cl ai ned
in any one of clains 30 to §3 wherein the path is one
of a plurality of paths in the network, wherein the
paths conprising a tunnel in the network and a non-

tunnel patsh i rrgdienct®io0ds 3.2k MBE hod, an sl '&dams

of clains 30 to 34, wherein the network
3 gi?p?ﬁy%egv TRk dS MG TIOEFF fOmRAISe 3R PRIkt tied
netiwairked i n any one of clains 30 to 35, wherein the
unit of data conprises an |IP packet. 37 . A conputer
program conpri sing at |east one instruction for
causi ng &écongihe mptded o tcxiadarat%/ igutartyhemetdfod lasims

30 MR Wh AW PP ﬁrfllta'otfs gt d Lot A SQ Cfl:P’sgjacket.

38. A conputer readabl e nedlun1conpr|3|ng t he sof
as clainmed in claim37.

37. A computer program comprising at least one
instruction for causing a computing device to carry out the

method as claimed in any one of claims 12 to 22 and 30 to
36.

38. A computer readable medium comprising the
software as claimed in claim 37.



