PCT/1B2020/061735

WO 2021/152384

1/10

8€1

—

T
(SINOILONYLSNI
NYY904d
319vavay ¥3LNdN0D

SWVHO0dd

ocl
(¥s1a) 301A3a

\_Zowioisiv_~
12

JOV4d3LNI
NHOMLAN

zel

EINCEEE))
32IA3A YNY3LX3

o€l

VI 9I4
;
0zl
(SINOILONYLSNI
NY¥90Yd
T1gvavay nillRg
v Y3LNdINOD
(ndo) JHOVO gel
d0SS3I00Hd | TvOO1 llwlv >
v01 €zl | oz1 W3LSAS
ONILYY3dO RS
9zl 0zl il
—
(ndo) JHOVD
¥0SS300Yd | TWOO01 AAIV (SINYYOO0Nd
701 g2r | ooy NOILYOITddV S .
i vzl
3HOVD SIOVAMILNI
d3¥VHS AYOWAN ol
2zl 901 801 —|—
{
0c¢l 201 W3LSAS ¥31NdINOD

(IYNIWYAL ¥3sn “93)
JOIN3A TYNYILXT

o€l

00}




WO 2021/152384
2/10

PCT/1B2020/061735

COMPUTER SYSTEM 102

SECURE GUEST
180

HYPERVISOR 170

TRUSTED FIRMWARE 160

SECURE GUEST CONTROL BLOCK

162

OF SECURE GUEST
166

CRYPTO ADAPTER CONFIGURATION

HSM CONTROL BLOCK 164

168a

REQUEST &
RESPONSE QUEUE(S)

RESERVATION
INFO

169

168b—" 168

150

HARDWARE SECURITY MODULE (HSM)
S 152
(E.G., CRYPTO ADAPTER)

FIG. 1B



WO 2021/152384 PCT/1B2020/061735
3/10

TRUSTED COMPONENT OBTAINS REQUEST TO RESERVE  [~200
A SECURITY MODULE (E.G., CRYPTO ADAPTER)
FOR A GUEST (E.G., SECURE GUEST)

IS
SECURITY
MODULE IN LIST OF
ACCESSIBLE SECURITY MODULES
INCLUDED IN METADATA
USED TO START
GUEST?

202

204

SECURITY
MODULE ALREADY
RESERVED?

YES

RESERVE SECURITY MODULE FOR GUEST ~206

BIND ONE OR MORE QUEUES ~ 208
(E.G., REQUEST / RESPONSE QUEUES)
TO THE GUEST

!

USE OR MANAGE THE ONE OR MORE QUEUES, 210
EVENTS AND / OR RESERVATION BASED ON
ACTIONS RELATING TO THE RESERVATION

END

FIG. 2



WO 2021/152384 PCT/1B2020/061735
4/10

STARTING A GUEST WITH A CRYPTO ADAPTER

HYPERVISOR REQUESTS TO START ASECURE  |~300
GUEST CONFIGURED WITH A CRYPTO ADAPTER

!

TRUSTED FIRMWARE CHECKS IF CRYPTO ADAPTER |~302
IS ALREADY RESERVED (BY ANOTHER GUEST)

306
304 {
CRYPTO YES | CRYPTO ADAPTERIS
ADAPTER IS NOT ACCESSIBLE TO
RESERVED? SECURE GUEST

TRUSTED FIRMWARE RESETS CRYPTO ADAPTER AND |~308
EMPTIES THE REQUEST AND RESPONSE QUEUE(S) IN
THE CONTROL BLOCK OF THE CRYPTO ADAPTER
MAINTAINED BY THE TRUSTED FIRMWARE

!

TRUSTED FIRMWARE RESERVES CRYPTO ADAPTER FOR |~310
SECURE GUEST BY ENTERING AN ID OF THE SECURE
GUEST IN THE CRYPTO ADAPTER CONTROL BLOCK
MAINTAINED BY THE TRUSTED FIRMWARE

!

CRYPTO ADAPTER IS NOW ACCESSIBLE |~312
TO THE SECURE GUEST

FIG. 3



WO 2021/152384 PCT/1B2020/061735
5/10

TERMINATING A GUEST WITH A CRYPTO ADAPTER

A SECURE GUEST CONFIGURED WITH  |~400
A CRYPTO ADAPTER IS TERMINATED

!

TRUSTED FIRMWARE RESETS CRYPTO ADAPTER |~402

'

TRUSTED FIRMWARE EMPTIES THE REQUEST |~404
AND RESPONSE QUEUE(S) IN THE CONTROL
BLOCK OF THE CRYPTO ADAPTER
MAINTAINED BY THE TRUSTED FIRMWARE

!

TRUSTED FIRMWARE DELETES THE RESERVATION |~406
IN THE CRYPTO ADAPTER CONTROL BLOCK
MAINTAINED BY THE TRUSTED FIRMWARE

FIG. 4




WO 2021/152384
6/10

PCT/1B2020/061735

SENDING A REQUEST TO CRYPTO ADAPTER

A GUEST ISSUES A REQUEST TO A CRYPTO ADAPTER

~ 500

!

TRUSTED FIRMWARE CHECKS IF CRYPTO
ADAPTER IS RESERVED AND IF
SO IF IT IS RESERVED BY ANOTHER GUEST

~ 502

504

CRYPTO
ADAPTER IS
RESERVED BY ANOTHER
GUEST?

YES

508

GUEST
IS NOT SECURE
OR GUEST IS SECURE AND
CRYPTO ADAPTER IS RESERVED
BY THE SECURE
GUEST?

506
§

OPERATION FAILS

510
§

OPERATION FAILS

TRUSTED FIRMWARE PUSHES REQUEST ONTO
THE REQUEST QUEUE OF CRYPTO ADAPTER
AND RETURNS RETURN CODE TO GUEST

~ 512

FIG. 5



WO 2021/152384
7/10

PCT/1B2020/061735

FETCHING RESPONSE FROM CRYPTO ADAPTER

A GUEST ISSUES AN OPERATION TO

FETCH A RESPONSE FROM A CRYPTO ADAPTER

~ 600

!

TRUSTED FIRMWARE CHECKS IF CRYPTO
ADAPTER IS RESERVED AND IF
SO IF IT IS RESERVED BY ANOTHER GUEST

~ 602

604

CRYPTO
ADAPTER IS
RESERVED BY ANOTHER
GUEST?

608

GUEST
IS NOT SECURE
OR GUEST IS SECURE AND
CRYPTO ADAPTER IS RESERVED
BY THE SECURE
GUEST?

TRUSTED FIRMWARE PULLS RESPONSE
FROM THE RESPONSE QUEUE OF CRYPTO
ADAPTER AND RETURNS IT TO GUEST

606
8

OPERATION FAILS

610
§

OPERATION FAILS

~612

FIG. 6



WO 2021/152384

45—

8/10

PCT/1B2020/061735

3g 3§ 4%1
NATIVE CPU MEMORY
~EGISTERS i EMéJé/STEOR INPUT / QUTPUT
47j 483
FIG. 7A
47 MEMORY
,___2 ______ _ 49
I[ INSTRUCTION | GUZEST
51— ™ FETCHING |jei——
| ROUTINE : INSTRUCTIONS
|
| + | 55
| T'INSTRUCTION | !
53—~ TRANSLATION —L1—m NATIVE
| ROUTINE : INSTRUCTIONS
|
| Y |
| |
EMULATION
57—/‘|L\ CONTROL :
| ROUTINE |
|




PCT/1B2020/061735

WO 2021/152384

9/10

i

ars

[4°] \\

0S < /M_M—”_,r

& N¥S

8 Ol

VvS

ov§




PCT/1B2020/061735

10/10

6 Ol .
/

AIeM)J0S PUB a1eMmpIeH

19
89 L9 99 G9 i €9 &9
ol @ s [m &= (]
0L
/
UOReZIENMIA
SL WN €L 2L WL
N /

E
= ] ]
swabeuep

By Sy Sy ey ey

SPEOPHOA

WO 2021/152384



