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~ELECTRONIC BUSINESS POSTAL SYSTEM"

Description

CROSS-REFERENCE TO RELATED APPLICATIONS

The present application claims the benefit of U.S. Provisional Patent
Application Serial No. 61/101,200, which was filed on September 30, 2008, by Liam
Church et al. for an ELECTRONIC BUSINESS POSTAL SYSTEM and is hereby
incorporated by reference.

BACKGROUND OF THE INVENTION

Field of the Invention

The invention relates generally to postal delivery systems and, more
particularly, to postal delivery systems that provide electronic delivery of business
documents.

Background Information

In the course of everyday business, parties enter into contracts and supply and
receive goods and services on the basis of these contracts. The parties to these
contracts need to be certain of their rights and obligations within the contract and the
parties may wish to record activity under the contract so that each party is clear on
the status of the contract. In addition, each party may wish to rely on the recorded
activity in the event of a dispute between the parties. For these and other reasons,
contracts are often committed to paper and a copy is provided to each party. Also,



2 for these reasons, a concise record of activities wthin the contract is
often conmtted to paper and a copy is provided to each party to the contract.
This activity paper is often called "Transactional Paper" and is often viewed
as a formal record of the date and tinme that a contractual event has happened.
This nmethod of recording and creating a Gopy is balanced in favor of all
parties to the contract and each party can refer to a conplete record of
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separately fromeach of the respective businesses and, once permssion is

granted by "@Y¥en business, the user is permtted access to information
Postal systems within the Postal Network perform the functions of collecting

mail pieces from, for example, dedicated post boxes, business premises, post office
windows, and so forth, routing the mail pieces to postal system sorting centers and
distributing the mail to recipient mail boxes, businesses, and so forth. The mail
pieces of interest are business and transactional correspondence, such as letters,
invoices, account statements, contracts, and so forth. These mail pieces are paper
that must be handled at collection, routing and sorting, and distribution operations,
adding considerably to the overall cost of the mailing. Another important
consideration is the environmental impact of so much paper.

Certain businesses, such as banks, utilities and so forth, may provide user
account information on-line for viewing by the user. The user must request access to
the information separately from each of the respective businesses and, once
permission is granted by a given business, the user is permitted access to information



3 that remains solely under the control of the given business. This
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SUMMARY OF THE INVENTION

An electronic business postal system performs collection, clearance and
delivery of electronic business mail through a closed access, secure messaging
system. The system includes a collection subsystem that consists of access portals
that are associated with secured system nodes. The access portals provide
authenticated users access to the system to send and retrieve electronic business
mail that includes postal system electronic delivery addresses, physical delivery
addresses, or both. One or more messaging subsystems, which consist of secured
message servers that are associated with the access portals, process the electronic
business mail into uniquely identified messages for delivery over the system nodes
and also process received messages to provide the corresponding electronic business
mail to the intended recipients through associated access portals.



associated with the recipients' access portals. The delivery subsystem

i ncl udes one or nore address registries that associate the postal system

el ectronic delivery addresses, physical delivery addresses, or both, with the
system nodes and, in turn, access portals. The cl earance subsystem operating
at the system nodes confirms the integritly of both the nmessages and their
delivery and ensures that each nessage is delivered once and intact to the
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To uniquely identify the messages, the system uniquely identifies the system
nodes and uses the node identifiers to also identify the messages originated by the
respective nodes. The system may further include in the message identifiers a
monotonically increasing sequence number or other order indicator, which the
clearance subsystem may uses to ensure that a given message is delivered always
and only once. The system may further encode the messages using a cyclic
redundancy check code and the like, such that the clearance subsystem can detect
and discard any messages that have been altered.

BRIEF DESCRIPTION OF THE DRAWINGS

The invention description below refers to the accompanying drawings, of
which:

Fig. 1 is a functional block diagram of a system constructed in accordance with
the invention;

Fig. 2 is a functional block diagram that further illustrates the system of Fig. 1;

Fig. 3A illustrates the format of traditional business mail;

Figs. 3B-C illustrates structured documents that are utilized by the system of
Figs. 1 and 2;

Fig. 4 illustrates alternative collection devices;

Fig. 5 is a functional block diagram of a data manager of Fig. 1; and

Fig. 6 is a flow chart of the document processing operations of the system of
Fig. 1.



Fig. 2 is a functional block diagramthat further illustrates the system of

Fig. 1; Fig. 3Aillustrates the format of traditional business nmail;
Figs. 3B-Cillustrates structured docunents that are utilized by the system of
Figs. 1 and 2; Fig. 4 illustrates alternative collection devices; Fig. 5is a

functional block di agramof a data managér of Fig. 1; and Fig. 6 is a flow

chart of the docunent processi ng operations of the systemof 5 DETAILED
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"el ect r oni chbugstams sThegpropergsaddressed electronic business documents and
correspondence may be contracts, invoices, payment authorizations, letters, and so
forth, and are referred to hereinafter as "electronic business mailings."

One or more messaging subsystems consist of one or more secured message
servers 108 that are associated with the access portals 104. The message servers
process the electronic business mailings to produce messages that are uniquely
identified across the network 100. A delivery subsystem 110 routes the respective
messages over the system nodes 102, from the originating system nodes associated
with the senders’ access portals to the destination system nodes associated with the
access portals through which the recipients gain access to the system to, for example,
retrieve the electronic business mailings. The delivery subsystem utilizes one or more
address registries 111 that associate postal system electronic delivery addresses,
physical delivery addresses, or both, with the system nodes and, as appropriate, with
particular associated access portals if a given system node is associated with more
than one access portal.

A clearance subsystem 114 operates at the system nodes 102 to check the
integrity of the messages and also the delivery of the messages, to ensure that each
message, and thus, the corresponding electronic business mailing, is delivered,
delivered intact, and delivered only once. The various subsystems are discussed in
more detail below.

The respective message servers 108 and system nodes 102 include security
processes 103 that operate in a known manner to ensure that the servers and nodes
utilize only authorized processes to produce the messages at the senders’ access
portals, route the messages, and provide the electronic business mailings to the
recipients’ access portals. In this way, interlopers can not disrupt the operations of
the secured nodes and/or insert unauthorized messages into the system or re-direct
messages that are within the system. The system thus ensures that the electronic
business mailings are handled in a manner that satisfies the collection, clearance and
distribution requirements of national and international postal service conventions and



One or nore nessagi ng subsystens consi st of one or nore secured nessage
servers 108 that are associated with the access portals 104. The nessage
servers process the electronic business nmailings to produce nessages that are
uniquely identified across the network 100. A delivery subsystem 110 routes
the respective nmessages over the system ®odes 102, fromthe originating system
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Referring again to Fig. 1 and also to Fig. 6, the access portals 104, in step
600, authenticate users and/or applications using authentication capabilities
109, which 7 may be provided by the postal authority or third party host (not
shown). The authentication capabilities operate in a known manner using, for
exanpl e, conbi nations of user nanes and gasswords and/or other identifying
information, to penetrate associated | ayers of security. The user thus enters
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The message subsystems may further encode the messages to produce check
sums, which are then used by the clearance subsystem to ensure that the messages
are delivered intact. Thus, the message servers 108 use cyclic redundancy check
codes or the like in a known manner to encode the messages, for example, byte-by-
byte, to produce corresponding check sums. The check sums are then included in the
messages, as part of the system information (step 606).
The message server 108 also includes as system information a franking code or
other identification information that indicates how the cost of the communication is
funded (step 608). The users will thus maintain deposit accounts within their postal
system accounts or link their postal system accounts to banking accounts, and so



forth, to fund the cost of delivering the electronic business mailings through
the el ectronic business postal system The nmessage server may al so
encrypt the body or content/data of the business nmilings, using an encryption
code in a known manner, to ensure the privacy of the information (step 609).
The delivery address and systeminformation are not encrypted, however, so
that the information is avail able for nessage routing through the system nodes
and to the fag8ota fanddherseg ialeleeringrigie electronic busnege MajlEigy tg@b@?éh%m 110, in
steps 610, &dRroanthusddss po&al detévery address information fromthe business
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destinatio nodg @(r lﬂé%ﬂ% noge I $ den(i]l f %e for a given nessage, the delivery
subsyst em pEgoy oY YR 5 QELSIRY TIPS heP {HFbr mati on to the nessage as system
i nf or mati on andlf detdssivetysuhestegd 10 canne asextiatsyspiesicabdelivest epesIith616,
618) . a coPoRdifYy SE&PIIES Ly kA diBQRINE elRcPESSRESs, thbGenRpe determ nes if
t he nessage *)s nt act é%t_(;ch)“s%qzjoé 71%){ Thtgls, tgi ngdeﬁinqiodes the received
message to PPOGHRR 4 $heve e UnSalrGtseis BF MO SY RPN C R Ysum i s t he
same as t hexddhesslansappreiate hgbricholaildecessportae 102 g vad Thessugestedtthes
oper at i ons JaRYtPReRfbiiaRLEELsigrafdidt iOfsbBafd With 8ldost Bfick et dob@l eheck sum
operations, to ensure t?atI tﬁ%g coa} encf .of thghregel_vqig lr.ns*ssaa&r S iﬂe sane,
e.g., byte-BYHER G frloftde 298/ BrdeYy HatR IO RP G Ee NG MBI eSThENS y st em
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mai nt ai ned,aqWsds8 it e SHPHEIMERe BESRREIOh Moli@®r GRUPAURIC denkidibel abevdlet er m ne,
for exanple, t h% t hﬁa%geszsage i s the next nesSage .gx(ggq%t ed in the delivery
sequence (step P55 NfeLINALPR Pafs Or PELP NAdEds ic%?t' AT EY hYVER Megsqdte thiessage
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When a system node 102 receives a message, the node determines if the
message is intact (steps 708, 710). Thus, the node encodes the received message to
produce a new check sum and determines if the new check sum is the same as the
check sum that is included in the received message. Other operations may be
performed in addition to or as alternatives to the check sum operations, to ensure
that the content of the received message is the same, e.g., byte-by-byte, as the
message originated onto the network. The system node may also determine if the
integrity of the message delivery is maintained, using the sequence number in the
message identifier to determine, for example, that the message is the next message
expected in the delivery sequence (step 712). Alternatively, the integrity checking of



If the system node 102 determ nes the nmessage and, as appropriate, nessage
delivery, pass the integrity checks, the node sends the nessage to a next
system node along the route (step 618). O herw se, the node discards the
nmessage (steps 711, 713). The discarding node may notify the originating node
of the discard, and the originating node% hen re-sends the nessage.
Alternatively, the Ol’ld(%l nati ng node may re-send the nmessage if an
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t he business mailings can be entered and interpreted through various operating

systens. Traditional business mail 30, as illustrated in Fig. 3A, includes an
envel ope 31 with a recipient address 32, the sender's address or other return
mai | information 34, and franking information 33, which are read to route the

correspondence through the traditional Postal Network. The envel ope encl oses
correspondence or ot her docurrent ation 35, and Shl el ds the contents/ data 36 of
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11 The recipient address information 308 may i nclude a physi cal
delivery address, such as a street address or postal box, and/or a postal
system el ectronic delivery address, as discussed above. Fig. 3C
illustrates the fields that may be encrypted and those that renain unencrypted
in the messages. As shown in the drawi ngl®the systemencrypts the content or
data field 312, which corresponds to the content/data 36 of the conventi onal
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can not be trealiieraé8ostat Retwiorbholibe devalopd emloses 2orrespondence or other

documentation 35, and shields the contents/data 36 of the correspondence or

documentation from the view of the Postal Network personal, to maintain the privacy

of the content/data.

Fig. 3B illustrates an example of the structured form 300 utilized for electronic

business mailings by the system 100. The structured form includes fields for

letterhead or a company logo 302; a source language identifier 304 that allows the

system to interpret messages in various languages; sender and recipient address

information 306, 308; a date 305; system franking information 310; and

contents/data 312. If the system operates internationally, space is provided also for

country code 315. In addition, the structured form may include a message type field

314, to indicate a payment, an invoice, and so forth, which the recipient’s and/or the

sender’s access portals may use to direct the electronic business mailing or the

contents/data thereof to appropriate applications that require the data or to

appropriate folders for managed retention through the data manager 112, as

discussed above.



The system 100 may group the system nodes 102 according to gl obal regions,
such as cites, states or countries, and/or |ocal regions, such as towns,
and/ or associ ated individuals, such as sel ected conpany enpl oyees or
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present content Referangoms§igsBetite fystem nfagtopesate veéthembey dififeaerd typedseofpr et ed by

vari ous Op el ey suRh it by B 100 & é}e&?dﬂﬁcf .%'a.lw&@mz ) B bl sense

descri bed %/ﬁ Trans Atl ant| c Consuner Iﬁl’ ﬁ docunent
entitled cf VFE}‘SSH“ RS FF RRGRPEMURI@HWEN§ ?QFC%PPHa SMURW” IREesoc
37-38, issubd uMmscddeﬁb@&te Mttt ineluded hecusgd trensab@Gesatrs ahd egstelmmpodes, tbhe

consuner r'[ﬂ@é%s?ﬁ’é ele QtrrBrh\cl%s% §s ﬁqgilﬂ?%% e n@s?adé@taggﬁgau@ythgrﬁﬁ’%gngs'&f systens.

The foregoi escri n_has been t of this

i nventi on. gSV\ﬁtF'in b ea ieehpus ?Rﬁ&é%‘?"th frP%feC\‘z‘HF\P%ﬁpiaBWQe%ﬁe:” AaY§Seeat i ons may
be nade t o dboee toersure dimt thaénad dedrmessage pevatsi ovisnatey operapetiogeel at sone or
all of the [ t not all
of the cl eaﬁ%ﬁ%‘éﬂg’%ﬁﬁ ﬁgéég%sﬁjg%gi% R%?%c@o%ag@%\%&gg%g\?@togr may be
conbi ned arftfte% 'Q“processes performed by a given processor may be perforned by
conbi nati ons of processors, the processes may be performed in hardware,
software or firmnare, or any conbi nation thereof, certain processes may be
performed in different orders, the systemnmay be used to deliver electronic
non- busi ness mail that neets the requirenents of the structured docunent and
franking, with the attainment of some or all of its advantages. Therefore, it
is the object of the appended clains to cover all such variations and

nodi fications as cone within the true spirit and scope of the invention.



14 Cains An electronic postal business postal system conprising: a
networ k of secure system nodes having at | east one processor and configured to
comuni cat e nessages between the nodes; a collection subsystem consisting of a
plurality of access portals, each access portal being associated with one or
nore of the system nodes and providing, t authenticated users that set up
postal system accounts with user postal systemelectronic delivery addresses,
access points tdnerEstspst@nmay gsampdhgrsisteBrades I8¢ accemngstocdiekal §§aiersm of

nodes el Iectsru@ﬂilias ches iskass oreodritnes andpsr |bmlregﬂlensfi9rsacrogs W, @hdeser postal
Yoo o) SRk LY, USSR RN o RS SRR 2
servers corfyblgar @dytfor praperies Jtwe tak SystedmMasiep irs p eaieriaticagespangvitded by t he
access por trkstal NetwsrRdidaAtrliRe 6 g R /dhap cbied stderiasy eddedDfeR efficiéfte user portal
system el ecotprepa ,ocn oc}ec‘u'a \égﬁ\yer?dsgtgs%%m and, in particular, the address registries 111. As

discussed above, the delivery subsystem may direct messages to nodes within groups,

which thereafter direct the messages to the destination nodes or nodes within other

groups or subgroups thereof, and so forth.

The system may also include multiple delivery addresses for a given user, and
allow the user to set preferences for a given delivery or a given time period, and so
forth. The system may also allow the user to select different electronic and/or
physical delivery addresses for different types of electronic business mailings, e.g.,
from particular senders or including particular content such as invoices, payment
authorizations, and so forth. Alternatively or in addition, the system may allow the
user to select different electronic and/or physical delivery addresses for vacation
periods and so forth.

The electronic business postal system 100 provides users with all of the
advantages of the paper-based Postal Network, and also provides the distinct
advantages of not only eliminating the paper in traditional mail but also ensuring
delivery of intact electronic business mailings, that is, ensuring that a business
document is not lost enroute and yet assumed to be delivered, or the document is not
partially or totally rendered unintelligible by improper handling by the Postal Network.

In addition, the system 100 has distinct advantages over existing on-line services,
provided, for example, by banks, that allow an authenticated user to view certain of
their account while, at the same time, keeping all of the account information under
the control of the bank. The system 100 instead provides the users with control over
their information, similar to the control a user has over the information contained in
paper statements of their accounts, yet without the need for paper and without
sacrificing the security of the information. For example, the system 100 can maintain
the user's account data over time, such that the user can read back through older
data at any time. In addition, the user can send all or a portion of the data to others,
such as his/her accountant, at any time in a secure manner by including the data in
an electronic business mailing directed over the system.

As discussed above, the electronic business postal system 100 provides users
equal access to send and retrieve electronic business mailings, in the same sense that
the Postal Network provides equal access to users of paper-based business mail.



and the physical delivery addresses, and assigning to the respective nessages
identifiers that are uni que over the system a delivery subsystem associ ated
with the access portals and configured to include one or nore address
registries that associate the respective user postal systemelectronic
delivery addresses and the physical deliVery addresses with the system nodes,
t he deIive&é subsystem further configured to enter the address registries
using del i veyy vuﬁumsyuiahmﬁmm)wwtbnéed(@@s%f@gt thageigeristiavagndmiedt i nation
gotd_e utili @g@&s&dtﬁ@@bht@ﬁt @rfth@hagle;&nbozﬁcc@ism%b inveBIing spaeld esselsbeshit he pIhySI cal
elivery addr e Cl W orres ng _user. al system
S ectr oni o MRS FRMGE ARE s AEs A nthis o FRERRBAREN Y o PRk AR IR OV 3¢
syst em i nf Shafegardbe eRfRtc st BtarRectad by ygaous/enerating swstamse 89 sYEamol00nédes to
t Ihe desti nat n@nrarn@silﬁemSP&ﬁ@@ergseeuﬂesbnrbéfmw a’draas Atlegictensasier @itﬂoguh@ a
cl earance em.confi qur . rmJintegrity. Pecl&ﬁ i .
Cdent | 11 or & TRGT BTN ROq e Sl Eharnt b USRIk KighiSRe JRUEA Wy,
messages t HRAC PaddiFORECI 3Tt &y rissupd Mrseik 208D Fwdhere Sussysprm 1AM satisfiesThanysy st em
of claim1 gmigs ebmsumer righbesctfsitR By AL GACEItBa RSS! b esktty HoMPSsrigtccor ding to
one or nor %ygcle%bsal regions, local regions and associations of individuals, and
The foregoing description has been limited to a specific embodiment of this

invention. It will be apparent, however, that variations and modifications may be

made to the invention, the clearance operations may be performed at some or all of

the system nodes, selected system nodes may perform certain but not all of the

clearance operations, processes and processors shown separately may be combined

and the processes performed by a given processor may be performed by combinations

of processors, the processes may be performed in hardware, software or firmware, or

any combination thereof, certain processes may be performed in different orders, the

system may be used to deliver electronic non-business mail that meets the

requirements of the structured document and franking, with the attainment of some

or all of its advantages. Therefore, it is the object of the appended claims to cover

all such variations and modifications as come within the true spirit and scope of the

invention.



the delivery subsystemis configured to associate delivery addresses with the
respective nodes within the groups, direct the nessages between groups to
nodes within the respective groups, and direct the nmessages within a given
group to the system nodes associ at ed wi{h respective recipients 3. The system
of claim1l wherein the access portals ale associated with data nmanagers that
are configured to store and nmanage the el ectronic business nailings or
contents thed®MsThe system of claim 3 wherein the data managers are further
configured to nanage data for groups of associated users. 5. The system of
claim4 wherein the data nmanagers are further configured to nmanage the

el ectroni ¢ busi néselaettiphicgstabbuginessarstal shigteeafontaisé®: on one or nore of a

sender of the busines i) i - i Lling, a type of
docunent, and a dat ga rg‘?t\w? Qeéf%%gwlﬁ%?g&ﬁpabﬁgﬁg}g\/&dﬁr@%ﬁ?E%@?ﬂo%?gé:d aim1 wherein
t he access port ahrsd eordigomtf togomedunicate nessdged lnetivhen ¢het iaxtesi cat ed users

respective data entry fields far _.electronic busjness ilin ntent and
el | very addreas | nPlREIBre eS ke CayErBRTaT obf R o Biceh P mosage
servers are furtéash aszets gontadeiny avsooidediwith nsomess ofthd sygdemor t he

integrity checks, 16 The system of claim 7 wherejn th
further confi gur BAEEEHRPYHROL RAUTIEREY WF el TRISPRSE AP Tng.

accounts with user postal system electronic delivery addresses, access
points to the system to send and receive over the secure system of
nodes electronic business mailings that include one or more of user
postal system electronic delivery addresses and physical delivery
addresses;

a plurality of message servers associated with the access portals,
the message servers configured to process the electronic business
mailings provided by the access portals to produce messages that
include one or more of the user portal system electronic delivery address
and the physical delivery addresses, and assigning to the respective
messages identifiers that are unique over the system;

a delivery subsystem associated with the access portals and
configured to include one or more address registries that associate the
respective user postal system electronic delivery addresses and the
physical delivery addresses with the system nodes, the delivery
subsystem further configured to enter the address registries using
delivery address information in the messages, identifying a destination
node utilizing a locality of the physical delivery address when the
physical delivery address cannot be associated with a corresponding
user postal system electronic delivery address, provide routing
information to the messages as system information, and route the
message over the secure system of nodes to the destination node as

specified by the address registries; and



The system of claim8 wherein the nessage servers that receive electronic
business nmailing are configured to decrypt the nessages. 10 The system of
claiml1 wherein the cl earance subsystemis further configured to use the
identifiers to ensure that a given mass%ge is delivered only once. 11 The
system of claim 10 wherein t he nessage servers further configured to
identify the nessages sequenti all and t he cl earance subsystem further
configured to use t eclewgnen subsysterseanjeuragdatierien inteerits aBerks USINg nessages

are delivered. 1&%@#@&%5@ gneb ey ki M@sﬁg%%h&l%l&w*?ﬁ%é?%ﬁvé@o“f Hags

conpri si ng: authenticating a user an access port associ at ed
with a network omesméhMQMmmmlthQmm aceessoparials.cat e a nessage

bet ween t he nodes; receiving a plurality of electronic business milings
for delivery over the secured system of nodes, each of the el ectronic business
mai | i ngs 2. The system of claim 1 wherein

the system nodes are assigned to groups according to one or more
global regions, local regions and associations of individuals, and
the delivery subsystem is configured to associate delivery
addresses with the respective nodes within the groups, direct the
messages between groups to nodes within the respective groups, and
direct the messages within a given group to the system nodes associated
with respective recipients .

3. The system of claim 1 wherein the access portals are associated with
data managers that are configured to store and manage the electronic

business mailings or contents thereof.

4. The system of claim 3 wherein the data managers are further configured
to manage data for groups of associated users.

5. The system of claim 4 wherein the data managers are further configured
to manage the electronic business mailings or contents thereof based on
one or more of a sender of the business mailing, the content of the

business mailing, a type of document, and a date of the business mailing.

6. The system of claim 1 wherein the access portals are configured to
provide to the authenticated users respective data entry fields for

electronic business mailing content and delivery address information.

7.  The system of claim 1 wherein the message servers are further

configured to encode the business mailing for the integrity checks.



havi ng delivery address information, associated with a recipient, that

i ncludes at | east one of a postal systemelectronic delivery address and a
physi cal delivery address, at |east one of the el ectronic business milings
including a postal electronic delivery address, and at |east one of the

el ectroni c business nmailings not includi™hg a postal electronic delivery
address and including a physical address that cannot be found in one or nore
address regi $tri &8e sygiem of claim grwheiein ta¢ meassags seiversire flsthel ness mai | i ngs,

perform ng the fgl rL@ ee{&g‘(??}”gﬁ’%f;”ﬁ%”te”ts oHHa'b'uéh@gs Fn'éﬁmgel i very address

information fromt usiness mailing to entér the one or nore
address registries; in response to enterlng the address registries,

deter i 11 G, oY $nPLORERSE ks GCASHL HRL G083 hafgpgmd i on | ncl udes the

postal system el ec nic delrver ress or system
el ectroni c deli veleytrcadcibessemnalbeg Beucmhfiguredhe dadypethe mespages.i es based on
t he physi cal address;
10. The system of claim 1 wherein the clearance subsystem is further
configured to use the identifiers to ensure that a given message is

delivered only once.

11. The system of claim 10 wherein
the message servers further configured to identify the messages
sequentially, and
the clearance subsystem further configured to use the sequential

message identifiers to ensure all messages are delivered.

12. A method of providing electronic business mailings comprising:

authenticating a user through an access portal associated with a
network of secure system nodes configured to communicate a message
between the nodes;

receiving a plurality of electronic business mailings for delivery over
the secured system of nodes, each of the electronic business mailings
having delivery address information, associated with a recipient, that
includes at least one of a postal system electronic delivery address and a
physical delivery address, at least one of the electronic business
mailings including a postal electronic delivery address, and at least one
of the electronic business mailings not including a postal electronic
delivery address and including a physical address that cannot be found
in one or more address registries; and

for each of the electronic business mailings, performing the

following steps;



in response to determning that the delivery address information includes the
postal systemelectronic delivery address or that the postal systemelectronic
delivery address can be found in the address registries based on the physi cal
address, selecting a destination node based on the postal systemelectronic
del i very address; in response to determning that the delivery address
information does not include the postal systemelectronic delivery address and
that the postal systuiliFiey 8wetdadivery asiressdpipriaiinnefsem deampaleetreiic f ound in t he

address registri ?ﬁi'ﬁl)@%’?ﬁai@ %tmﬁﬁiogg:?rﬁqgé gagrz?s?g%fﬁlgtﬁégg a destination node

utilizing a |l oca / t physica ress; and ) the nessage to the
sel ect ed desti nati onn resgensel® ariteringethr @ddegssaegisies detenminieg, kyodpri si ng

di th - i ' inth
mssage as syst ATy HEd T ogy SRRSSTFI ARG AL 48 bR RFEHCLT 1 G ng”
managi ng, by dat eentoragdels/eryt dddressect wiogther tha postas systemlelevfysnior cont ent s

t hereof based on,gne or re of, a. sender of, the busjness iLli,ng, a content of
the business mai T5NgTY 20 Sssecay beolittahe Bte's radRliRs Pasedon i heas i | i ng.
15 The met hod of pleystdaraddedsir t her conpri si ng providing a user, through access

Cont ent " and adar ess ') AP [P eEabRe e feRebl PR paRelST 1 | 0

includes the postal system electronic delivery address or that the postal
system electronic delivery address can be found in the address registries
based on the physical address, selecting a destination node based on
the postal system electronic delivery address;

in response to determining that the delivery address information
does not include the postal system electronic delivery address and that
the postal system electronic delivery address cannot be found in the
address registries based on the physical address, selecting a destination
node utilizing a locality of the physical address; and

routing the message to the selected destination node.

13. The method of claim 12 further comprising encoding the message to
produce a checksum and including the checksum in the message as

system information.

14. The method of claim 12 further comprising managing, by data managers,
the electronic business mailings or contents thereof based on one or
more of a sender of the business mailing, a content of the business
mailing, a type of document, and a date of the business mailing.

15. The method of claim 12 further comprising providing a user, through
access portals, respective data entry fields for the electronic business

mailing content and address information associated with the recipient.



16 The nethod of claim 12 further conprising: processing the electronic

busi ness mailing into nessages by applying unique identifiers to the
respective nessages, and encoding the mailing for integrity checking. 17 The
met hod of claim 12 further conprising: encrypting contents of the electronic
busi ness mailing; and decrypting content® of the el ectronic business mai | i ng,
by an access portal that receives the electronic business nailing. 18 The

met hod of cl dBm 1iBe Methaskef ctaimpls frthey eameriisingg the integrity utilizing a

uni que identifier a j i ; gi ven nessage

is delivered only oﬁ§€é8§®§q%{1\%k?rg{jﬂggqgﬁé%]@fa&rllﬂggﬁme%ﬁéﬁ%ﬁnpri si ng

checki ng t he i nt agplying uoiqua iqsintifiersite yheofespestivagesssages iandng sequenti al nessage

identifier to ensur een%&ing‘ﬁ'?esr%gﬁﬁﬁ%%rgnt??*it&"c%@lgn%zo' The system of claim8
rovide delFv o

wherein the nmessage Sservers p ry rnformation for view ng by users.
21 The system of claim 20 wherein the delivery information includes one or

nore of a phyﬁl' C‘%e "rinde‘iir{o%sosf’clafirrnaﬁkfuﬂﬁer' anrr?ﬁr{'s?r;[d: on and a sender return address.
encrypting contents of the electronic business mailing; and
decrypting content of the electronic business mailing, by an access

portal that receives the electronic business mailing.

18. The method of claim 16 further comprising checking the integrity utilizing
a unique identifier associated with the message to ensure that a given

message is delivered only once.

19. The method of claim 16 further comprising
checking the integrity of a plurality of messages utilizing sequential

message identifier to ensure all messages are delivered.

20. The system of claim 8 wherein the message servers provide delivery

information for viewing by users.

21. The system of claim 20 wherein the delivery information includes one or
more of a physical address, franking information and a sender return

address.

22. The method of claim 17 wherein delivery information is provided for

viewing by users.

23. The method of claim 22 wherein the delivery information includes one or
more of a physical address, franking information and a sender return

address.



22. The nmethod of claim 17 wherein delivery information is provided for

viewi ng by users. 23 The nethod of claim22 wherein the delivery information

i ncl udes one or nore of a physical address, franking information and a sender
return address 19 24. The nethod of claim 12, further conprising assigning to
the nessage an identifier that is unique over the network of secure system of
nodes. 25. The nethod of claim 12, further conprising charging franking to the
user's accour®? ahe MethasdefredpimrEn irthgr comersiag pesigningd thiherraessgge an26 The
system of clai M benifie iRl LigudldriRe RefoiR¥pLsld & ddth hRbagENT i gur ed to
identify a destination node associated wth the correspondi ng user postal
system el ectronic delivery address when the physical address can be associ at ed
with the corrgsp i r ] - i i ddress or when
the el ectr onizg' bﬁ@?nHe%g)s&asrr(gflﬁ@ﬁ;@a:fuﬁﬁéﬁgg%ﬁ%ﬁééé%g@s ak‘n\s@é%{%% el ectronic

del i very addr essuysqrisaccdenttamd in@uding frankihg miemadion rothehreessagsages as t he
systeminformation, and route the nessage over the secure system of nodes to

t he destination node associated with the correspondi ng user postal system

el ectroni c deel vEnhe sysdeihas slaim 1, wherein the delivery subsystem is further

configured to identify a destination node associated with the
corresponding user postal system electronic delivery address when the
physical address can be associated with the corresponding user postal
system electronic delivery address or when the electronic business
mailings include the user postal system electronic delivery address,
provide the routing information to the messages as the system
information, and route the message over the secure system of nodes to
the destination node associated with the corresponding user postal

system electronic delivery address.



