WD 2011/ 003199PCT/ CA2010/ 001075 SYSTEM AND METHOD FOR MANAG NG ELECTRONI C
ASSETS This application clainms priority to U S. Provi sional
Appl i cat iwo 2bioi/oosbH 224, 823 filed on July 10, 2009, the eomcrds/io7dhi ch
are incorporated herein by reference. TECHNI CAL FI ELD 10002] The fol | ow ng
relates to a system and nethod for rranagl ng el ectroni c assets. BACKGROUND
00031Ther e SKETFMiAND MEFHMDFOR MANe (GG FRrEGHROMNICL4SSERSt can create
what is considered "waste". Such el enments may include defects, inventory

(excessive, reduyndan aver p uction, ment ,
transé@@tﬁti on, %%Pp\b\%ﬁ“ 6'%“5,&88”1?’ gr f} ‘V“S’t(’ﬂaé%é’ %ﬁﬁEOf@g 22?%%3[@8%

attri buted 10,@0extierddakntc aUSIES: e&&&bor@ﬁrat@cﬂ bertin Gy rd@pyteng, technol ogy
transfer, and theft (both physical and IP theft). 100041Al so, at the heart
of a wisdenvapi ety of consuner and commercial products today is a

Syste Chlp @P%OC%N ere many features a i nt eg ra ed on a single silicon
di e. act ur eedolpyng eiies it Yalim a%@eﬁhﬂ F*F‘éﬁgéﬁte eﬁ’i“ﬁ’t‘“f"i‘ﬁ‘% with various
features enabl ed/ di sabl ed in order to differentiate the final products in
the nmar'KdtCROHN hori zed enabl enent of features represents significant
revenue | oss to _conpanies. 1,0005Traditional methods of feature progranm ng
i ncl udd9¢Rut r i g U T BIPLHENGE DR MR SHOLITIFBIRR EMERHFH B Bf er ent  mask
sets; LR wlteSidubicQindiiSES hidte TRV QEvéﬁ)be(@;(deYS‘?Je}’rede%tc} gvgontrol a
feature; the use of junper wres on notherboards; and the | oadi ng of

di  f e rPetficEnENSPBITESSSiAR ANON PReRETABSHEEF0Br 494 LEfiing] 6é@6(1“FH7é BT OUF S1BriRdg of
feat uresLOReHISa torex?em%%augegxuc@ as DBAHE, %swdg RBhdoRERthQRS Whase dRci lities
perform a range production steps T ncluding wafer fabrlcatlon for chips,
asserrmnysmaﬂ)a@ﬁﬁgheﬁ@ test, and systemintegrati on where conponents and
[11maggare ! N4 ROT 0 0ded TR oBad VARl oPLAHEL AR cARREIRIY

odu&ﬁﬁ)ﬁ%lsa
Fing | ocations are typically overseas an of t

e control of
t he seﬁ%tcmnnibﬁinmﬁowwb@nylamuﬁe@om ok mgegrdiet @mﬁmgmhcnad@ﬂd@mfﬁcwms ney t hese

facil iu;[s'e @% sz%me So% %ﬁﬂ ?15'[.[@(%{1"1? Wi Cfﬁ VArwtu% ke%ufe%%e%ﬁ d%ralrl%c?ﬁ 0§a%m0 conduct or

conpany rust manu uring taci to manage the
distr id@ﬂmemuatba]mfmab}brb@mtsnmthe ofarkst. dprairébarey ceabtbnseing ifttahn'@ refagsantsuch as

feature Ffrow si oni,ng.commands, content protection key data,

sof t wal BT IARST S 'R5Je "I IRaNES . test results and yiel d reporting data.

0007] Gooes} t he vabigens Hﬁfho&ﬁgeahﬁe_&/@pgraﬂﬂdﬁdghﬁahﬁd’ee ﬂdn@lﬂl‘cuﬁtﬁmizﬁmn dfitht or

comman 2% 0, VARG RONLA ke AR ETand L L otk o of, thel

manuf aghidsliaTghné; A6LH86 BSjumper wires on motherboards; and the loading of dnfferem components
and firmware per product.
[06006] The provisioning of features occurs in a variety of manufacturing locations whose
facilities perform a range of production steps including wafer fabrication for chips, assembly,
packaging, test, and system integration where components and firmware are integrated into a final
product or assembly. These manufacturing locations are typically overseas and out of the control of
the semiconductor company outsourcing the contract manufacturing to these facilities. As a result,
there is little reason for the semiconductor company to trust the distributed manufacturing facility to
manage the distribution and collection of proprietary and sensitive data such as feature provisioning
commands, content protection key data, software/firmware code images, test results and yield
reporting data.
166671 Given the value such SoCs have, and the trend for semiconductor companies to
outsource manufacturing, assembly and distribution of their products, several new problems begin to

emerge due to the lack of trusted manufacturing processes.
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220123i 3.1 BRI EF DESCRI PTI ON OF THE DRAW NGS 0008/ Enbodi ments wi |l now be
descri bed by way of exanple only with reference to the appended draw ngs
wherei n: WOQoB/dBare 1 is a bl ock diagram of an asset mramapeN®WIEyst em
(AM5). FO0010] Figure 2 a sequence di agram show ng exanpl e operations

performed by the AVMS in FIE?Dre 1 for providing an asset to a device.
[0011/33@%@333313“&)}{3@55&1 RyWaN$8howi ng detail s of one enbodi nent for the

cont 1 oldgfky SNORRRb b Ol be/ OB A & ddlch P REK A BOKAR SHOW NG

det a|I one e or t he app i ance shown 1i'n Figure 1 0131Fi gure
4B i s @%M@ﬁéramr@gmmmml I ustrati ng state transitions for the appliance

Shomn{)dég gﬁ[ ef g%éret 4}15 a ll[(:dlggrlér% an ass&% m%lﬁe?%rlﬁen %! a{?\\ﬁg)ow ng details of

one e et es agen
0010] Figure 2 a sequence diagram showing example operations performed by the AMS in

Figure 1 for providing an asset to a device.

00117y Figure 3 is a block diagram showing details of one embodiment for the controller
shown in Figure 1.

16012} Figure 4A is a block diagram showing details of one embodiment for the appliance

shown in Figure 1.

10013} Figure 4B is a state diagram illustrating state transitions for the appliance shown in
Figure 4A.
[0614] Figure 5 is a block diagram showing details of one embodiment for the tester and

agent shown in Figure 1.

[0015] Figure 6A is a block diagram showing details of one embodiment for the agent API
shown in Figure 1.

[0016] Figure 6B is a block diagram showing details of one embodiment for the daemon API

shown in Figare 1.

18017} Figure 7A is a block diagram showing a configuration of the AMS for performing
serialization along with a schema definition workflow example.

10018} Figure 7B is a block diagram showing a configuration of the AMS for performing key
injection.

[0019] Figure 7C is a block diagram showing a configuration of the AMS for performing

feature activation.

{06020] Figure 8 is a sequence diagram showing an example set of operations for performing
serialization using the AMS.

10021] Figure 9 is a sequence diagram showing an example set of operations for performing
key injection using the AMS.

10022] Figures 10A to 10B are sequence diagrams showing an example set of operations for
performing feature activation using the AMS.

10023] Figure 11 is an example screen shot showing a quick status view provided by the AMS
graphical user interface (GUI) shown in Figure 1.

10024] Figure 12 is an example screen shot showing an appliances view provided by the AMS
GUL
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/90151Fi gure 6A is a block diagram show ng details of one embodi ment for
the agent APl shown in Figure 1. /0016/Figure 6B is a bl ock diagram show ng
detai | s ovoana/mab¥edi nent for the daenon APl shown in FiPGurGA2010/001075

/ 0017/ Figure 7A is a block diagram showi ng a configuration of the AMS for
perfornmng serialization along with a schema definition workflow exanpl e.
/ 0018/ E¥4gat e 7B higraldis o kxadip&graen Showongzan @mhrhzizoguwgwpmmd@tﬂ b%] the AMMS f or
erformnpg.: inpection, /0019/Figure 7Cis a block diagram show ng a
Eonfi gﬁjrjgltgflljgﬁxg Hjtbﬁrestﬂg‘%gg'f or performng feature activation, /0020Fi gure 8
is a selfiéhce difagram s howanglcareexdnphewset nefn epenatw posidédry theabor m ng
serial ization using the AMS. /0021/Figure 9 is a sequence di agram show ng
an exa%ﬁe set of operations for perform ng key injection using the AN S.
/ 00221 Fi0gat es 10Axiro13l0E: aaphaquende: dbagbansleSHaw p@viasd sxasphvs set  of
oper at b%ris for performng feature activation using the AVS.

10028] Figure 16 is an example screen shot showing a jobs view provided by the AMS GUI in
a three-line zoom mode.

10029] Figure 17 is an example screen shot showing a jobs view provided by the AMS GUT in
2 one-line zoom mode.

10630) Figure 18 1s an example screen shot showing a jobs view provided by the AMS GUI in
a details zoom mode.

10031] Figure 19 is an example screen shot showing a reports view provided by the AMS
GUL

10032] Figure 20 is an example screen shot showing a generate reports view provided by the
AMS GUL

[00633] Figure 21 is an example screen shot showing a reports screen provided by the AMS
GUL

[6034] Figure 22 is an example screen shot showing a controller view provided by the AMS
GUL

10035; Figure 23 is an example screen shot showing a modify controller view provided by the
AMS GUL

[0036] Figure 24 is an example screen shot showing an appliances view provided by the AMS

GUI in a three-line zoom mode.

10037 Figure 25 is an example screen shot showing an appliances view provided by the AMS
GUI in a one-line zoom mode.

10038] Figure 26 is an example screen shot showing an appliances view provided by the AMS

GUI 1n a details zoom mode.

[0039] Figure 27 is an example screen shot showing a ping appliance view provided by the
AMS GUIL

[D040] Figure 28 is an example screen shot showing a sync appliance view provided by the
AMS GUL

10041] Figure 29 is an example screen shot showing a modify appliance view provided by the
AMS GUL
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/ 0023/ Figure 11 is an exanple screen shot showi ng a quick status view
provi ded by the AMS graphical user interface (GJ) shown in Figure I.
100241Fi geoeoidos®oan exanpl e screen shot showi ng an appCramcen/ o0l
provi ded by the AMS GUI. 22N2313.1 WD 2011/ 003199PCT/ CA2010/ 001075
100251Fi gure 13 is an exanple screen shot show ng an appliances view
provi dd@d4y t he AuBe BUis anexdmpdasceskeesiot Parvingholshatigate affiliguee @ietdproddedy exanpl e
screenﬂ?ehws wing a main status view provided by the AMS Figure 15 is an
exanpl e screen shot showing an alerts view provided by the AVS Figure 16 is
an exanfb4]scr eefigghdt isshovaniple @rgenki®t shogwgprravddadplpycd ey AEdEESy tha  a
t hr ee- l&l\?;ﬁ(}{ﬁom node. [0029] Figure 17 is an exanple screen shot show ng a
j obs vi'ew provided by the AMS GUl in

[0044] Figure 32 is an example screen shot showing a products view provided by the AMS

GUT in a three-line zoom mode.

10045] Figure 33 is an example screen shot showing a products view provided by the AMS
GUI in a one-line zoom mode.

10046} Figure 34 is an example screen shot showing a products view provided by the AMS

GUT in a details zoom mode.

10047} Figure 35 is an example screen shot showing an add product view provided by the
AMS GUL
10048] Figure 36 is an example screen shot showing a serialization schema view provided by

the AMS GUI in a three-line zoom mode.
10049] Figure 37 is an example screen shot showing a serialization schema view provided by
the AMS GUI in a one-line zoom mode.

10050] Figure 38 is an example screen shot showing a serialization schema view provided by

the AMS GUI in a details zoom mode.

[0051] Figure 39 is an example screen shot showing an add schema view provided by the
AMS GUL

[0052] Figure 40 is an example screen shot showing a key types view provided by the AMS
GUI in a three-line zoom mode.

10053] Figure 41 is an example screen shot showing a key types view provided by the AMS
GUI in a one-line zoom mode.

10054] Figure 42 is an example screen shot showing a key types view provided by the AMS
GUIT in a details zoom mode.

18055] Figure 43 is an example screen shot showing an add key type view provided by the
AMS GUIL

[6056] Figure 44 is an example screen shot showing a feature control tickets view provided by

tbe AMS GUI in a three-line zoom mode.

[0057] Figure 45 is an example screen shot showing a feature control tickets view provided by
the AMS GUI in a one-line zoom mode.

J0058] Figure 46 is an example screen shot showing a feature control tickets view provided by
the AMS GUTI in a details zoom mode.

10059] Figure 47 is an example screen shot showing a users view provided by the AMS GUL.
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a one-line zoom node. [9030]Figure 18 is an exanple screen shot show ng a

j obs view provided by the AMS QU in a details zoomnode. Figure 19 is an
exanpl e swoeen/®B® showi ng a reports view provided by trhe/cAyBoRogase 20 i s
an exanpl e screen shot showi ng a generate reports view provided by the
Figure 21 is an exanple screen shot showing a reports screen provi ded by

t he AVEOBPYur e 2Pigus 48ns encampble sgemehat skhvobe shaviusgs e pravided byethe (v

provi ded by the AVMS Figure 23 is an exanple screen shot showi ng a nodify
controller view provided by the Figure 24 is an exanple screen shot show ng
an appl il@htles vi Egupridvs dadabyle sdreenAMS shd@ihg armdd ubdny @ew Fﬁoﬂﬂe&m notte,

0037] Fi 25 1 s an _exanpl e screen shot showi ng an appliances view

prov? de%ﬂg%o?lﬁlg Oﬂif@(a@eﬁqﬁn 5”05%85 i ne zoom node. 100381Figure 26 is an
exanpl ef0g6lleen shaireshovdmngadpic apphisaniichsying awmdphayd ded phyidtdig AVBMEUl in a

detai | SG%PS’QW%%%Séther example of an error bar.
10063] Figure 51 is a block diagram of an AMS in one configuration for utilizing the ACC.
[0064] Figure 52 is a block diagram showing further detail of the device and ACC shown in
Figure S1.
[0065] Figure 53 is a block diagram showing further detail of hardware components of the

ACC shown in Figures 51 and 52.
[0066] Figure 54 is a state diagram illustrating the sequence of operations executed by the

firmware in the ACC in transitioning through various states.

[0667] Figure 55 is flow diagram illustrating a boot sequence executed by the firmware in the
ACC.

10068] Figure 56 is a flow diagram illustrating a state transition sequence executed by the
firmware in the ACC.

10069] Figures 57a to 57d are flow diagrams illustrating subroutines for the four life cycle

states shown in Figures 54 and 55.

0070] Figure 58 is flow diagram for a command interpreter executed by firmware in the
ACC.
10671) Figure 59 is a flow diagram illustrating an error handler routine executed by the

firmware in the ACC.

[0072] Figure 60 is a flow diagram illustrating a hibernation subroutine executed by the
firmware in the ACC.

10073} Figure 61 is a flow diagram illustrating a single command sequence between the
appliance and the ACC.

[0074] Figure 62 is a flow diagram illustrating an initialization protocol between the backend,
appliance, and ACC.

10075] Figure 63 is a flow diagram illustrating a key agreement protocol between the
backend, appliance, and ACC.

10676] Figure 64 is a flow diagram illustrating an authentication with confidential messaging
protocol between the backend, appliance, and ACC.

19077] Figure 65 is a block diagram illustrating an MMO hash function.
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Figure 27 is an exanple screen shot show ng a ping appliance view provided
by the Figure 28 is an exanple screen shot showing a sync appliance view
provi ded W9 2bhiokiogure 29 is an exanpl e screen shot showrcmgA20redlE7y

appli ance view provided by the 22W2313.1 WO 2011/003199PCT/ CA2010/ 001075
100421Fi gure 30 i s an exanpl e screen shot show ng a deactivate appliance
vi ew pr 78kd by HigeesRRBLoQOF are [loe 43 LRmguleiingiageqrna b nplaioscreeemeshot

show ng v, [ ed by the AMS GUI. 100441Figure 32 is
an exa maaeegtg;rl\eég%ﬁg olltO g\?&dﬁ’gﬂé&é% cts view provided by the AMS GUl in a

three-|i Ai%@ﬁﬁ@@”i@ﬁ@fﬁﬂ@@ﬁémﬁss an exarrpl e screen shot showing a
T100a615 g0re 54 ) BOEan O B e T B BB WP 5 ovi e
by the ANB iGuIruiiey cavideteand, sanzb@@mtl:m@mgkelc@émg‘é} Ehdypeal3xaht BareaXgniplicescr een
shot s h%@@? an @‘990, R LiIE%ItTi re\é(i)g%\llgeaﬁ) 2y, clogn?tgrfg‘y ortdpsgarded chips are being treated as

new products with no way of differentiating between legitimate and illegitimate parts. In some cases,

defective chips designated to be destroyed are somehow being recycled back into the production line,

while good devices are siphoned off and replaced by cheap competitor or non-compatible chips. As a

result, chip vendors are beginning to see their brand being diluted while the cost of warranty

increases as these unofficial chips are returned for failing to meet specification.

10081] Another problem arises when considering the proliferation of content protection

schemes designed to protect the commercial rights of digital media owners. These content protection

schemes require that unique per device key data be programmed into each device somewhere in the

manufacturing process. As a licensee of these content protection schemes, semiconductor

manufacturers become liable for the content protection key data and need to protect that data as it is

distributed throughout their untrusted manufacturing operation.

10082] As semiconductor manufacturers begin to leverage the distributed manufacturing

model, they lose direct control of proprietary device and manufacturing data to the distributed

manufacturing operation. In addition to content protection key data, other outbound forms of

roprietary data, like feature provisioning commands, software/firmware instruction/machine code,

and device personalization data must be distributed and stored throughout the untrusted

manufacturing operation. Proprietary manufacturing data also needs to be stored at and collected from

the untrusted distributed manufacturing operation by the semiconductor company. The inbound

proprietary manufacturing data could exist as test reports/programs, process data and yield

management data.

10083] Opportunities to increase the bottom line in a given manufacturing process may exist

by obtaining competitive advantages through the secure management of digital assets. In the

following, a system is described that provides a solution framework that may be used to reduce the

above-noted wastes and obtain competitive advantages in various applications. The system to be

described comprises several software and hardware components that are deployed and integrated into

the manufacturing process across multiple physical locations. In this way, a manufacturing platform

is created that can provide a comprehensive infrastructure solution.

Asset Management System (AMS)

220123131



AVE QU . 100481Figure 36 is an exanple screen shot showing a serialization
schema vi ew provided by the AMS GUl in a three-line zoom node. 100491Fi gure
37 is an wpanmpl®3wereen shot showi ng a serialization sclremscAzdevopr7svi ded
by the AMS GUI in a one-line zoom node. 100501Figure 38 is an exanple
screen shot showi ng a serialization schema view provided by the AMS GU in
a det ai 118084pom notie.marpb Ll pjufosm39teil sbyn mex Anpsifeered 67 leetin sshotassshowi ng an

add_sCheliRahei PLay | Aad) i ifi g APl hurﬂ'eggi%jaﬂ}%l\‘if k3, AR ©

screen shot show ng é&types VI ew provi
t hr ee- |Iﬂ5rfb*’“2i@6llfﬁahlﬁé‘é”twnﬂ BaEFhegldméedétQa¢09mamd@«mhesem¢eeel?nrshmphs howi ng a

key t yp%&cuyske%vgefén)vo%leg@@s WC fn &!@ eﬁ‘"o g&eor lII{O I (i‘(fzsgr? rl?zar{%n q(e

100541Fi gure 42 is an exanp OWI ng pes i ew provi ded
by the ANSt@yand ??a%lfecfétlmﬁp@b}zmmiﬁmgi@e pm@@%bﬁws@nd@g assetanAleasaemiag screen

shot shewidg. ?é?er@gg]yl%‘?é{tat (Y&Qaethéft &Y 0 Q&éh,da%ghe%){o, aQs%c;ated with, or otherwise bound

to a device 14, A device 14 can be any component or item that is capable of utilizing such assets. For
example, a device 14 may represent a chip, circuit board, electronic consumer device, computer,
processor, memory, etc. The AMS 10 creates a control channel 4 to control the provision or injection
of an asset into a device 14, and an audit channel 6 to enforce the collection of logging data to track
the distribution and use of the assets. The components of the AMS 10 which will be described below
can be distributed globally, implemented locally, or any configuration comprising both remote and
local components. The AMS 10 enables 2 company to manage and control sensitive manufacturing
processes across a global, outsourced manufacturing environment.

10085] The AMS 10 comprises one cr more controllers 22, which operate as main servers and
can be located at the headquarters of an electronic device manufacturer to remotely control their
operations at any global location. The controller 22 can communicate remotely over the Internet or
other network (not shown) to control one or more secondary or remote servers, herein referred to as
appliances 18. The appliances 18 can be situated at different manufacturing, testing or distribution
sites. The controller 22 and appliances 18 comprise hardware security modules (HSMs) 19 to
perform sensitive and high trust computations, store sensitive information such as private keys,
perform other cryptographic operations, and establish secure connections between components. The
HSMs 19 are used to create secure end-points between the controller 22 and the appliance 18 and
between the appliance 18 and the secure point of trust in the asset control core (ACC) 12 embedded in
adevice 14. The HSM 19 can be a standard off-the-shelf component that provides the ability to add a
functional module (FM) 11 comprising source code to perform additional secure operations. For
example, as will be explained further below, the AMS 10 enables the metering of credits for assets
that are consumed and the HSM 19 when utilizing the FM 11 allows such metering to be performed
securely within the secure boundary created by the HSM 19. The use of the FM 11 provides greater
flexibility in which operations can be performed in a trusted and secure manner, e.g. in addition to
encryption and signing. The FM 11 also provides greater flexibility in which protocols can be
utilized, e.g. the ECMQV protocol used to communicate with the ACC 12 (discussed later).

10086] The controller 22 also provides a graphical user interface (GUI) 8 to enable
administrators, operators, and other users to interface with the controller 22, the appliances 18, and the

wider AMS 10. The appliance 18 communicates with one or more agents 20, wherein each agent 20

220123131
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AMS GUI. 00561Figure 44 is an exanple screen shot show ng a feature contro
tickets view provided by he AMS GU in a three-line zoom node. 10057Fi gure
45 is an weanpl®3mereen shot showing a feature control ®PCTkaRs10ENS

provi ded by the AMS GU in a one-line zoom node. 100581Figure 46 is an
exanpl e screen shot showing a feature control tickets view provided by the
AVB GUI 1§ iftegrage iy f $strpdrhoneiie reEugngating usies gk appliceticampteeanseingen shot

show ng 1@61(‘9&%@(@1’1}/2 ﬁé’ﬂd@ﬁ %Yﬂe@%o!ﬁ}ﬁefvtgg d%n%}u} 23 ﬁl%pﬂigc%}%e %%eéz?’g%@qullzl gure 48

I s an exanpl e screen shot show ng an add users view provided by the AMS
GUl . [ OB Rjpees AGidest g tesieahping wmé@mogzhw Fgwmaw@scasse@wm dée gstvi ew

provi dede By of 165 AN Sk nesimt%zﬂgf aoﬂgioﬁ)ﬁmgt%n(%ﬁat Noflkd B0 B ?ersﬁ;en 1' 62] Figure

50 is an exanple screen sh show ng an add users view provid y the AMS
GU s ho\maﬁ@fagwg{@ﬁ B)g&g_l(l]bq @rEfiagd ﬂéif ‘fh@fiengafester may represent any nanufacturlng or

production equipment that is used to inject or otherwise provide an electronic asset to a device 14.
Typically, an appliance 18 is located at a production site which may be in the same physical location
as the tester 16 or may instead be remote thereto and connected over a LAN, WAN or other network
(not shown). As illustrated in Figure 1, the appliance 18 can be deployed in a redundant architecture
(i.e. with additional appliance 18) to ensure that if the primary or master appliance 18 malfunctions
or goes offline, the additional appliance 18’ is provisioned to take over and minimize production
downtime. In some embodiments, the AMS 10 may utilize an ACC 12 embedded on the device 14
for establishing secure communications between the appliance 18 and the device 14, through the agent
20.

10087] Using the AMS 10, a systern of factory provisioning can be created and deployed,
which can lead to a reduction in revenue loss and can open new revenue sharing opportunities with
partners and downstream customers. The AMS 10 can also improve overall security and brand
protection throughout the manufacturing process, in particular when outsourced contractors are used
to produce high margin devices. Such revenue loss reduction in the manufacturing and distribution
processes can be accomplished by: using the AMS 10 to help prevent unauthorized activation of
features in semiconductors and other electronic devices 14, reducing over-production, reducing
inventory and supply chain costs, enabling strong built-in revenue and brand protection measures, and
opening new opportunities to profit from after-market revenue potential.

{0088] Figure 2 illustrates how the controller 22, appliance 18, agent 20, and ACC 12 can be
used to define, distribute, and apply an asset to a device 14 as well as collect log reports at various
stages for auditing purposes. At the controller 22, the manufacturer (or owner of the asset to be
provided) defines the product, namely the object utilizing a particular type of service being provided
such as serialization, key injection, feature activation, etc. The controller 22 also defines the asset
type which corresponds to the product and service being applied to the product. By having separate
definitions for the assets and the products, a unique product name can enable multiple assets of
different types to be delivered together in some embodiments. For example, a key can be delivered
with a set of features to be activated or a key and a serial number can be delivered and injected at the
same time. This saves time and bandwidth as the two assets would utilize the same instance of the

control channel 4 to optimize delivery on a product-by-product basis.
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] 00631Figure 51 is a block diagramof an AVS in one configuration for
utilizing the ACC. [00641Figure 52 is a block diagram show ng further

detai | ofwoOhelidesisgee and ACC shown in Figure 51. 10065] Prguraotdoiwsa bl ock
di agram show ng further detail of hardware conponents of the ACC shown in
Figures 51 and 52. [00661lFigure 54 is a state diagramillustrating the
sequencdd®¥?loper at nbmberekecut ed eyprateachiiranmapeivsetinporkdy e cortandisi 22 oni ng

through XafdeQuksts Fhethfif o &%%@Jd%a' »%{hecréﬁes b %ﬁ!)&%e{ ggg%&f&hér Aeskéggﬁo[ &Badagl a boot

sequence executed by the firmvare I n I's a
di agr amsi¢H thaaprlichting o4 thstsertiee injeshsr tlfid@) ﬁlemmrﬁl@@rmwﬂ eamtayelxm of i mpwwar e

in the /ﬁ%esﬁ%@%%Efogwegﬁor%@pfgguc%?ﬁleap&@du& @ﬁ/ 95&9&?@ L"i{? S @atﬁhgg

subroutines for t four fe cycle states s es 54 and 55.
r 00701 Firgrsiugt BB2lpsbettogud Winenge e psrapalicoeniteseh qhntttl@mpMétlé rcarehearoufi ek dby

firmar %xﬁﬁbu&%seﬁ%th&%@&ﬂng{ brg)ysrtﬁe %}?}hé&esal 8f lIPtWe Qnﬁ%ﬁ@fﬁédl&thﬁeh&g an error
handl er routine executed
produced at different fa0111t1es dlfferem products can be created, one for each location. For example,

a device 14 may be produced in several geographical locations, each having an appliance 18 at a
different production facility. A product may then be created for each facility and bound to the
corresponding appliance 18. It may be noted that an appliance 18 can service more than one agent 20
at more than one tester 16 and thus more than one product can be defined for the same appliance 18.
10090] The controller 22 then provides the products and corresponding assets to the appliance
18, and these assets are stored and the products thus provisioned at the appliance 18. The controller
22 meanwhile logs the event of sending the products and the assets and waits for an acknowledgement
from the appliance 18 of successful receipt and storage of the assets. The appliance 18 is configured
to communicate with at least one agent 20. The agent 20 is configured to utilize the assets in a
production or distribution stage. The agent 20 thus requests assets that it needs to perform this stage.
The appliance 18 meters and obtains an appropriate number of assets and logs this event to record the
allocation of assets to a particular agent 20 (and thus a particular tester 16). The assets are then
provided to the agent 20. The agent 20 may then begin a loop that includes applying an asset and
logging this event for each device 14 that it operates on. It can be seen that when an ACC 12 is used,
an exchange with the ACC 12 is performed, details of which are provided below. At some point, e.g.
upon hitting a log threshold, the agent 20 provides a set of agent logs to the appliance 18, and the
appliance 18 stores the logs. In other embodiments, the appliance 18 may request logs from the agent
20. The controller 22 at some later point (e.g. during a synchronization operation) then requests logs
for products associated with the appliance 18, and the appliance logs and agent logs, both stored by
the appliance 18 are provided to the controller 22. The controller 22 may then store the logs and
make them available for auditing and other post-processing or analyses of the data contained therein.
By controlling the distribution in one direction and enforcing the logging of events and collection of
same in the other direction, the AMS 10 is able to provide control over the manufacturing process.
10091} As discussed above, the AMS 10 can be configured to provide various services such as
serialization, key injection, and feature activation. These services can be implemented using the
control and auditing channels exemplified in general in Figure 2. In order to configure the

components of the AMS 10 for these various services, the controller 22, appliance 18, agent 20, and
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firmvare in the ACC. 007211Figure 60 is a flow diagramillustrating a

hi bernati on subroutine executed by the firmvare in the ACC. !0073) Figure 61
is a flowadizagrvasowl | ustrating a single command sequencecChatazesyoidre
appliance and the ACC. [01174JFigure 62 is a flow diagramillustrating an
initialization protocol between the backend, appliance, and ACC.

[ 00751Fi‘fr & B3udave erigncembighiesm pithen detpibefi thre sonperagr denerie dpregbacol

bet ween frgohackend, rapRtsawe, and ACC. [00761Figure 64 is a flow di agram
illustrating an authentication with confidential nmessagi ng protocol between
t he backKBWEl appl Tarestrolighel iacimwn iggrZeFietiirie FgBrei3s Tae bingokerdR agrtam

i |1 ustrat : LQQ. i c ;
50117 00a 1o Reit C%z\ég i‘gl/% 0 fg#g&}[’ 5oy zrsn]olg:‘?t 8%5%%%63%*‘5’}’:/%“ BBrenr s Puel AV Lyr ans

i | | ust r deFiige Fovagirante web bopetrdf¥.0Ae " pertworimBigure 3, the controller 22 includes the
GUI 8 which can be accessed by a web browser 100 at the controller 22 or remotely 100°. The GUI 8

sits on top of a web server 104 that utilizes a controller daemon 106 to communicate securely
(denoted by S) with the appliance(s) 18 and typically without security (denoted by U) with the
database 110. A reporting tool 108 can also securely access a relational database 110 to obtain
logging and other data for the purpose of generating reports. Service requests from the reporting tool
108 or any similar application can be made to access data in the database 110. A database schema is
utilized for efficient storage of logs, efficient storage of data as required by service modules, and for
efficient lookups of data as required by the service modules. Custom log data from all services
modules can be exported from the database 110. Before an appliance 18 is deleted, the controller 22
should synchronize with the appliance 18 to ensure that all logs have been collected. The controller
22 in this example also supports a command line interface (CLI) utility 102 that operates with the
controller daemon 106. The CLI utility 102, if utilized, should provide similar functionality as the
GUI 8.

10093] The controller 22 synchronizes appliances 18 automatically at specified time intervals
to make sure that any service-related assets are at their specified maximum amounts, i.e. the controller
22 ensures that the appliance 18 has the assets it needs to operate as intended. A read only sync mode
can be provided to query current credit levels without topping up any credits. The synchronization
operation can also be used to send appliance configuration settings, and to retrieve logs from the
appliance 18 as illustrated in Figure 2. This enables the AMS 10 to support high speed manufacturing
at each production site without interruption if connections are temporarily lost. The controller 22 can
also issue alerts to specified e-mail addresses to inform operators of conditions that could stop
production, ideally before those conditions result. The controller 22 issues an alert under several
circumstances, such as: when the controller 22 is unable to contact an appliance 18, if there are any
errors when the controller 22 sends data to an appliance 18 (and vice versa), when a synchronization
operation has failed, when the number of assets in an appliance 18 reaches a specified warning level,
when the free disk space on an appliance 18 reaches 2 minimum, and when an appliance 18 has
blocked a connection from an agent 20 - because the agent IP address is not in the list managed by the
appliance 18. The management of these alerts can be performed through the GUI 8, described in

more detail below.
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programmiwg 208/t0beb t hey need to be done in a trusted eme¢iroywiozsan be
costly to make changes, and typically cannot be readily undone. [0080]Al so,
it has been recognized that counterfeit or discarded chips are being

treat ed [88%4ew prﬁhﬁ}@ﬂ@dw 2hispbo werg tohomdiof ﬁléfoemunamg mghdaﬁv\ﬂeensublegu ti mat e

and 111 Qghd}drBhoRRhSonslfd &ﬂmo@ﬁﬁﬁr&a&% S d &1 hﬁ%ﬁaurb %%Fi%ﬁéndo whi | e

destroyed are sone el ng rec
good devhemogies l%g%dﬂ@dlf%ﬁrﬁmalmdﬂ beph@wdnlaby: m’meaiﬁﬂcso ffhetdntroller AP also

non- Con‘%&ﬂ@ 0%61%‘!3?3‘%5 addaﬁ%d ?en:;]oe/ls, 'déetr ro‘é:sh R SIS %an% g‘srsxe bc? (g%fgrgﬁtrll&%ﬁlt opSee their

brand being diluted e cost of warran I ncreases as
unof f i ciPATMIgHINGS 2¢tess cpedtal thyedmperents af the AYIS . rﬁ"meﬁogs gmemtadcbauheoms 10 are

0081] A en considering the proliferation of content
Lrot e!:t Pgﬁaﬂgféﬁ%ng?koggﬁs%h%g%%mprot ect the commercial rights of digital

medi a oWf@?d. Theble coonileni2 privt eetipbnuschetes aeiguie €g taiad! 2!950 que per
devi ce nmed Jnt ch,device so ere
nmanuf ac Eﬁ%{ﬂe %ggﬁzr@%ég% %g'}}gewer Teens éigato{kfioﬁggaedec%enfmhmbﬁsﬁof £ gﬁﬁ Sehenes,
sem condoetadier emublac tsgradn 8/2DEE G W iedbldent ﬁ)mermhtﬂukgwmgnmﬁm Qiuﬁpg}%a@? . k ey
data an e aaS|t i,s di.stribut t hr oughou eir
unt r ust gﬁagﬁ%ﬁ%% g%{%ur%&n%%ﬁ%’rrg{i?ron qufﬁﬁgﬁlf‘ﬂé’r%vésﬂﬁ”&r@nﬁﬁg’é’(?? eWﬁ%ﬁ% Wrers
begi n t aedues @T&@M e Sdli sttificlyert, eignin@nhe batificards bga ﬂad@l cenﬁﬁbﬁym Iggg@ltpl E)@ ,Lte)cg
trol ri Lce a i.n atot i stribute
(r:rgﬂuf act g‘ﬁl 09[91 élr%a |oar11]g%;éh&éeg§(?cta Ee%lrﬁ‘p()'t%g @%1%13“ B E‘? WEtSBiY ﬁ‘é’ﬁ/a”é[é@a&myot her
out boundemﬁﬁaﬁm ua)fqu@towpcrh Ié$Mr19 caladla, belusdde Theadsmtbecrprz GNdusd PRBIA genféﬁn%aﬂ@& dat
sof t war hi ne devi ce onal i zati on data
must be%fg;gés{or Ut éd*Il g%%ga%eoap &d rsgtﬁﬁ%sgfo niaﬂeapeﬂtﬁ ‘fP@?‘éE"p TR Ur i ng
oper at i aerouls gpridéde aroyided auf at-usdr pgmikaioas :aitE0 careRdSed 6 aley Stk Qﬂvgﬁt)l%sﬁnd
col | ect tiru di trl acturi t|on y e
sem conﬁ%é{%?i@c%ﬂgéﬁ& be en?e%n g%nrl\ § g’fﬁfr"fagt ?e‘%’ﬁ?ﬁfr&gﬁ‘ﬁ?gn@e @et @dcoul d
exi st adiffeent parepoirtsyipnogeahsser piovess: datde o, Yhepdmusagamidhodat a.

3 j ebttomllnel ven nanufacturlng
pr ocess o ol W B LIERRTSE Sk o W inivira e inougm o e Seur o

manage nﬁn@iffg&ntwt@SMen asset Ehe conrdl 1Iae22f adbbl@wnd gisalBesSysice mothﬁeﬁ@ %Qa{blebedt t gat
i des: WO ma ta red ce the above-note
%gres gin re%g%e%ée o Ctsﬁ |d\’?§neéid?/%lﬁ?ra%%§a?tﬁmvw YRR SFAE ARV IS ciFhe
syst em {loe betrdis G2 phﬁdboccomxresmerslesmm@sl fosf dpplainee B8 ckriaE dWALEnGRIPONENt S
rated into t manuf act uri ng process acr oss

t hat ar J

mul ti pl g’ P yésn?%r Oc?a%)g ati 8%%5 S PRUPAPE" get " PRt AEPE g r R e oH e

cr eat ed szératnddanofpgon Zﬂ)eiutiloﬁibﬂﬁmﬁmaﬁjlﬂﬁzeﬂﬂf rastructure sol ution. Asset

Manage ste Al\{-ﬁx) 1 222 2011/ ?03199PCT/ CA2010/ 001075

[ 0084] Tﬁ 3 nﬁuf ac PGPS R 2y Fﬂ“ﬁfﬁ‘@ oo oRpliRRey 1B at qopfsyadidimegintsieki n as

an asset.g. every 30 minutes. However, the controller 22 aiso enables an operator to force a synchronization
immediately if this is desired before the next scheduled sync. The controller 22 provides control over
the AMS 10 and thus can authorize new appliances 18 before they are added. When shipped from a
supplier, the appliances 18 should then be in a state requiring such authorization before use. Other
provisioning of the appliance 18 by the controller 22 can also be performed once authorization has
completed successfully. The controller 22 also implements a credit system in which the controller 22
issues credit to appliances 18. Whenever an appliance 18 consumes an asset by providing it to an
agent 20 (as shown in Figure 2), the credit is decremented. The operator can define warning,
minimum and maximum levels and, if the current credit on the appliance 18 is less than or equal to
the warning level, the controller 22 issues an alert. If the current credit on the appliance 18 is less

than the minimum level, the controller 22 tops up the credit to the maximum level. Ifthe appliance 18

220123131
-11-



managenent system (AVMS) and will be denoted by nuneral 10 as shown in
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Del | Zgé&age%?%(ﬁ %Q%Ubir%%uﬁwﬂ&e m&EduYeSanl $r B cRn Eoéku&)mﬂfedataég%guﬁ]éaaog core
5300 processor (& 3 . The controller 22 can also use a 110/220 V 750 W

r edundane sposeerodsdul e, a DVD ROM dual gigabit NI Cs, and a PCle riser. The
contr ol 2 regi bpitlal. ptovision - pfd. PKCS10
requestéﬂg %%%HSM gﬁ%gg%éﬁbégg}rﬂtﬂ )inca%?) }ééss,’ a‘%ﬁéﬁ‘gﬁaﬁ‘t’r réesg%crl ?&il P ?%sggieésls by a device
certi fiiomgiatA e biioith 4 qusto@A) s testmebgrarparstiipige dublem3gplicanah thiShd loeled pith eat es
into t I i.at: t ' £t ifi S

uni que Foandh ustyer e AR BELALE] 1R o APhL b B RBERES,
gener al ths edeni Hgsmtonigeteconf igred? osuoki /5 RAmViendorSiyiRd settiicngeadeor e |
alerts. ,unp@Lt &0k p! f 1Bl & é’e%t‘égor%%%é?g&&p%n%{&%“ﬂ 30,0 SenB rlé)g}‘ LRy A0, By
per-user pefm SSi'ons matTi X ¢an be used to allow access o Various parts of
t he AVMBLhAOgH osdoers §hhnommdcton. Hemidididn td the adantsARIAY, thad AMSellentpous te useolf@® can
be defi i 1SSl i 0 9 er

modul ¢ e EA L VAED S0 PELRLAR RIS Sk ER FOuRRER I SRS &
cust onmerdoarvidiefiseietosin ebplpereni8ssilims samd ofibé ivnek behng dpnerityahe tedterap@icationl es t o
di fferentdi t r ol 2. I Lsabl ervice
modul o Fo BT o PR Ch et BOR ol LR ERRNER ALY HRERA PR

seri al i Zatlioonthelkssiapphiagot 1 da, rufireiag ertbe metei Matcicomectgb en apphisce Ohtie olrlees 22
can als i i.ngs, f.or..an L. .an 2t 1 ] such as
nane, ﬁ%ﬁegggéb%tgyéﬁ?gﬁ%gg%? ‘iL %Fﬁ)?lgﬁcﬁqg'd%rc%sbs?%e%%? tﬂﬁ%ﬁ%ﬁf& gglol%%é%gra?e ries,
socket difeptsoutthe tseppilicgoeil Ve, bhiot kive @epletcamndidliostr hofv aagehtss@0 aadidger i zed
for t h%e ﬁ'%gkelrr%@ E&w 'thb[tgct’ %Iﬁ? thE %ﬂat]i%l?clells.r Ag geeg Y& rH}rg @}\éges 2 \émntt/%bl%?‘(:h

appl i ance at con |gura‘fe tine intervals, e.g. e%ery nutes.

Howev er qbiditsencenat datd faelrag 22 (afrswthe npiilans: 18 msopdiraabioriog ®qhar 6. dhe agent
synchropyzation |k iately | IS Is.desired,befare the xt schedul ed
aynor Ther A Pai AT S BAE bl G B PR 00 RS kb SR frB

aut hor i Bé19&w apphinaigees td BighefoBr fe tiivenon b 2 added usdifiscas b ppegnf ARIMIa

lier, .th | 18 shoul d_then be, | t at iri
Ut hor | 2AE1G <BBPSP EEER TerREE BT S URCP BN G BE” P S e T he
cont r ol keéneg@edian i 80 afyticpnfloste dndhceoavinhaficzatvitd B sdpacteiprpsettnd

successf ul | h ontroller.22.al so jnplenents edit systeminp which

S heC eontpy 2 MSe S araiRs vR b Pa et e G SR e Ry ance 18
Cﬁns uneﬂ?gmg@ngMekcmygemf@ssbmﬂaﬁgaafcmgésd 2a,noga@pcn§s 1f21_?), a(ss@ﬁre@nke@m 24, apd:lbgur e 221,
the credit | renent e e operator can. define warning,, ninimm an
i ooriEhisolsr a8 o SRy 2T B BREY bRy RRBS Tt S e P e 2
or equadaetnon Phss atackyraigd beveak., Al ftlewaonFiget kBl the 2ach®s WS 2Bfrodli@nh. | f the

current. credit..on the | i e 18 is less than the m ninmum | evel, the
control Irmgffg%f lfh&g%tegﬁpﬁﬁgtm@ﬁgg!? f Q?’@mt Wit “Ie%%g F‘?‘ﬂ?hfanfni‘?% Eﬁﬁﬂ)ﬁ ¥nce 18
runs out is@kncat@bduring bit at @@Rnd 6f dacinger The @¢mde ARESEMSs thosdphetcagemnin®s549. The
credits _should b |l.ocat ed per pl.iance 18 rather, than p a service
nodul e ﬁimﬁptg‘é?%fﬁa&?l lé@@%wcﬁ%?feog’%%‘%ﬁféfeﬁ aﬁ‘g PESIETEIPS %PO%%%MP? ors a list
of | obsapbbi#nceatto appliicase eppliatiod i 6 Haviagicasndammlcbirkhiremadeghidasiign whi ch
al l ows each appl.iance 18 to be serviced in endent of the others. In
addi ti ofi’ "f 8“82958?5 HRER™ ﬁ’b‘b F%V%é@elgherfgw% gSgg‘Béeqﬁ%sﬁ I"%?‘%&ft E5het? P8Rt 1y and
ib ndepe naﬂ;mgttwahgem ;gmel,mhm eelfliﬁfer abbvitsSas allely l@wslemélti&d Bt stkd 16&&%@@&&&@0@@% andl ed
y separat reads as wel | . nultiple a i ance 18 connections to be
hand| e?%ﬁ?a%%‘f)taa?%ﬁsé”et %W@é&%a‘gg% i ‘k‘?ﬁ te‘”c]ér?ﬁgﬁ}* B RMY B 8BRS Toes

not di shujpt wenirees: eglit@ion W ddondnetdas ittdifase indGh8ashngnitAewpathabielonsm of
the AMS 10. The health of each appliance 18 is also nonitored, including
the freenamd used hard di sk space, free and used nenory, health of other
har dwar e conponents |i ke the HSM 19; 14date/tinme of |ast conmunication with
the controller 22, and date/tinme of |ast conmunication with each agent 20.
The controller 22 provides a ping utility to check the network iiveness of
t he appliances 18, which uses the secure conmuni cati ons channel between the
controller 22 and the appliance 18. A time synchronization utility is also
provi ded to synchronize time on each appliance 18 with the controller 22 to
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0099i Renpt e upgrades to appliance software, including HSM code, as well as
| ocal upgrades of controller software, including HSM code are al so enabl ed
by the cowmonroilmsi922. The controller 22 nanages a |ist eCTagento/dR75
addresses and subnets that are all owed to connect to each appliance 18, and
enabl es service requests fromthe GU 8 and the CLI utility 102. ! NUMIhe
appl i antRI231gr etadning i assst iy fosmaviding relde Adamyhigel e aackadsouro ¢ lvemirgtire 1
for failuge, 8&@5&@2‘3% Nl @ 9V el da%&rhsz SHHALaRN 28RR dHANEES sb& baktBes: €aCh
appliance 1 ' can given a simlar quantity of assets with each set
havi ng @ﬁaﬁseérf@rrwbs\?%eab@smbﬂﬁr@n xthe tester 16 ap needed pid alve eachg 1 12p piore leh@tmgent 20
can sti|dg o‘ﬁ{%@& h@t&&%ﬁiﬁmﬁﬁ&ml%@%t%%é c&rﬁb@été@f&% oAdni M hiaub, fe%&l‘s 185, havi ng
over | ap]g%g assets, in particular where assets nust be uni que.
The applicanees: 48 Srkauplep léﬁvgéreé@lrseerewgwnh%ab@:véﬁ@@dRM%é%cw@emf@&rsystenrs
Furt herm@&%ﬁdehﬂ@ﬁnp%eﬁ%@’%h%g@s%ﬁlg guratd @%aé&ﬁenﬁ&o&@é& kv@:ﬁ‘% d%éndnszss hown in
Fi gure 4A. The "appliance 18 conprises an appliance daenon 112 for
contr ol ﬂhiswgiywﬁﬁmm igRtansASh et Wiis s ULds erapeas e resess2Rith dir e dagyEres) 20 t o
provi de;, & SLEUHS RIS ALt QMNANANRLS, AN’ ARRYAHANES - at hanait
dat abase 114 for storing | ogs and ot hér data. As di scussed above.
appl i ancestichgr gwdupercfiseat ed at a test |ocation, third-party manufacturer,
assenbl nt, I jance
zeserbl WORAN 95 M BEORUIRE LA Ok 3L DUELAA | QORI hg. asRance
one or #ypwagegePt kavaQ th dehmam2A@dna R, or pdchethe donnGdivn math [tlerapplernegpld, thance
communi tected
and it AT ot fearag o ferr e e R e SR AR R R 5 F0 an
agent 2@itaplen p sloredetirdnmenic t4lv thy dhasps 25 \Wiewtilizh tiseshdldygs cqm@l kot neot ed by
t he con h e iewed in
the GU T et o G e B O IS w58 ance 15
is addeéﬁetﬂm 2he wiiB: thoagent ARIS lithseapraiglyfobtairrencsit batcd of Tisess fppHticapdandsi 8 s
then ac&hl‘{cﬁﬁ gigru tlihOQﬁedtg{]m%grop H:Sa%? Wh%go%tlalﬂn mfv&xqﬁﬁe %g té tﬁatqrcsgill‘{xgs’ It

still needs to e “sync ized ore It ca egi n producl ng servi ces.
Fi gur e 4Boiil hagStandowd thehwheraniitpls asctaarquyfded hethappitiaeaedé dnr@:tlylt@tbiazt] The
appl i an r X 22 and
Al by Ry T Ee AR ASlink dRhch LI Rl @ KOG iR DB B
appl i angwligBonaksaatheh g4amingive ﬂHSMSiﬁQS totbe jost asdlree nertho diiprd nffghertasyer§uppor t

nore to. OY:& AN S d CMQV (use
o BV e e R B B S RS o

r edundarsespuandbang gebsoraibe abt.| By §epam1gth<anp19mpmm:§sm 118 tesi &plication 1 ffé)dta ndant
pair sh by L t ne.
Both gt BARLum o g RELbES AR SRR MR BOINAE: Y WELIEETY: |,
may be #hetestepphiation hébepbihat wrasshould! Brsuted withat 2bonke mpphiances 18, 18
have si ”%flo%r aﬁééﬁfxﬁa%ﬁ&tb' %ﬁ(eh'a‘ Fgﬁgﬂé dREIEL S shul RN LNE B f]%n%ln pul ew of
capaci ty pl anning, “each pair Sh e consi dered as one appliance 18, for
exanpl egenywisd eadretniey tatbe ﬁIIph@rweﬂ&ep qobirro thghlpitvenquattites pa, i ﬂtecapbi@am nmor e

han, L s olaily ol 981 1GLACHRULANNE ARy ALISIPREL, BCRIR, geauest from

cert| f|mam‘@meéﬁmmedlebenmngm@"dhdﬁystapu]emogé1@ The certificates are then

![ HEO[ teit%g?@‘z_o t h%h %gmjé?l A[P?Tg_%%aéljbf use t(t) (r:]rgatg' 9 Eﬁt da fg)ne eﬁ)pﬁlca%}én ! sns fe)vrvz? ﬁz:%g c Wth
Pr ot ocotB oﬁpntan radsz h¢ emimddsihmhl tble ﬁehep;ﬂfcwoa meb ma;der mmmanqms %bﬂ&moﬁ@lﬂ

exanpl e ublic keys can rate 9.for use
in the %ahplﬁﬁglbgﬁl%ee A 45 thef mm%em'ﬁg@ﬂg%?gﬁa iar%ﬁlgeel eﬁomhl%é tﬁf F‘Sﬁalpglﬁca’éfﬁl f or
conveyi hgpbclibe dmmdmﬁal Zihckn bogregled @ clitiout @ral sodd dn efrfdr aloeatit comears tnibi t o]

i npact th nee of, thea nce in.i |nterat|ons h t

agent 207° ?aijﬁce appﬁfﬁ@gcﬁlénﬁn?ﬁﬁ egresréerv\a}llocj:fgssfetéarﬁ(}etzl i 3 PREP 8%5\,\?[2? 1’]’Ier 22
and t heclagentds, 2Conusdtang ab hbeadpphnmgmvaﬂa@damaembﬁ amldatwsé@ AMS tmsal; endt hr eads
to allowc troll daents d 220123

i ndependéhit1y of * glac eantaﬁ{eg)rm(f N RS 18 o dr?emon EP@? uts%s C%S%ﬁ’f i @Pdﬁp aipe

oper at eon whqmmm tog hnatigh imgramgloff thpldsentdnr?éamKeadyrrummmg ThaylacrioneARE@htigesl | er 22
is given a separate thread and each agent 20 is given a separate thread.
Schema foe3itthe dat abase 114 shoul d be designed for efficient storage of

| ogs, for efficient storage of data-as-required by various service nodul es,
and for efficient | ookups of data as required by the service nodul es.



1001041The agents 20, shown in Figure 5, are software |libraries and each
agent 20 is integrated into or with a custoner's test programor script, a
cust om appbi2enatdosryet hat is | oaded onto a tester 16 (a ceomputaenioxonf7sgur ed
to test the devices 14) on the manufacturing |ine. Were applicable, the
agent 20 communicates with an ACC 12 or a soft ACC 12'. Wen configured to
uti | i ze fPheasageniiegpiondirectivieion e manggement pf Adiderrodustiessssts) ord logss dheset o
appl i anggsil& ANde 28NFoh @95 GfrotSEInAS SelompRAGKe t QUG 2 SEEY SL
connect i_on.I In adedi ti o% to theroagent&ZPl 2f, theé AI\?S %usﬁppor{cgveﬁhe use of
t he daeristidapre Fgnorgpirdit BigElfhsA arosep arodtecopiese s sampafibt $MStodigiethon 25,
that rethiRMRs AISRLE B ANSoRE HIIRS 18558k ut@ nflaARR)I ANEE 484 educi ng
sonme of the work being dggr?g%byot hgwtleste_r’ appl iucati o?lg%llap%l;&i gUreﬂ%eA
i 11 ust r WSS &CTEef ?WF%&W%WPWH]@W@@Q@H% usp@toupdrpgerthagsehemddgsnf thapl  21.
The agentodhilassddiadé Wans plohe. ties %ro@é%p!n'cﬁ@és'cgﬁhg%;a@%dir%&ﬂfgé 3010 stgtqu-ﬁpe ster
16, to connect to an appliance 18, to retrieve assets, and to return |ogs
to the apphiancescigd max apsh apbihe Beyhelth veltehehighylogs arapytonatically senttegheat ed
di rect | YodiandeNRat @35, application 116a, which gives conplete control over
how and when assets and |ogs are transferred between the tester 16 and the
appl i an¢@8] As Sessrihe appiRingrsrlé aBAypicails deliyersd iRiirs 2fle agsttionbowdhbeasset dat a
package fo6 UM LiRe P ARRL I ANG Both EppiASee Vet | UESE: i@ B o 1€
agent AI%L flf:eal SO provi des? an ?atss%% rceeé\ﬁée’siga%ﬁﬁy%‘}e?ﬁ(é’§%ep?ﬁp}éann3%§ﬁ T%lend
provi destretfueseedhiiapyispesfaiitrs Tirage 00 408 Feportiangemaw forexFnguighéent he
daenon ARl BHIER Lo H%%ge 6{*%1?4 a%ﬁﬁlangés l%h%’aﬂxe[ﬁlé capf (gf cﬁr]'negt?on%];‘r];glsot%g tm *gie
Iogs./&ssovvnln I BBS the

c
responsibilities for managi ng assets an gur e

daeron APt 20 wiits beferelgilayeed thermitlsr apdianced 8 slappl iccatfizombk16b to enable it to
comuni ¢@f@ow th : - n_25. that acts as a
i nter rreg@ar yw bet @gﬁ%ﬁgﬂ%géﬁglg%gi%ﬁcﬁn% 0 pt%%%%’?casﬁalr%%ngglﬁg?a?gﬁlg%gmf for
managi népte hehig’x dévingdhoNCaSISet ingatrd pac thagescel2Beink ognufepard smdRR, woakis et
request g, 1244 ] I n A 3 provides a sinpler
interface andﬂ%gﬁn }%gaglggﬁ]? %g%%%gjft% gn P g%ﬁ/{fg&ﬁgﬁ%\% Caﬁge 3568‘%@8? ?E‘)ﬁfhogip

pr ocess theAC(S RbsameidingRinghe appbBtion. Her daapbn seAPlizaBdn pridey thgsti@nmiynioer f ace
with the tes i j 6h. taiLn assets they. are nee nd
obt ai n 155 s Aok g Al bl o R AR e M A B oR AEER T e
The daerwrbeARtd i 3prlgsins heolsipp seratiatidaenioey 2bection.host t he agent APl 21 for

appl | ankl I8t o ol 0 Re DRGSRt BATY bRt S el £ G poasnat ant g

connect whahiseompgloh amdeted Sraditbbarg (RABD, 4ndStdnNGIPERERIFST infohuS1e6@iNg ti Ne.
The daenon an_r est bat of assets at a tinme using the agent API
217 and B e oy SEP YRRk ARATROR s nO5E R B Mo et B e oGO GGt he
daenon AR as38orsusGthat hatedasse tstiay, @hh woyis: cay ahdkabére chip ntahendiesd @rt 16

wi t hout having to conne appliance 18. In this , the test
appl i cat Ill(%ﬁﬁwef gg%ig%tﬁﬁ?g'ngltéedé& ggg?ﬁa&%‘ oA Btpﬁ??@”f’ﬁﬁgevéwgaﬁg?g@@? Phthese
daenon 220d238Batds Wikl fe23ref ak tobt@biléhgdaniassat baddatiar (peomkaivng, ihts | og

data (whi i s then packa into | og report by the agent APl 23 on the
daermnwg‘lg)%mzfﬁ%m gseerr}lgﬁs %?gﬁ%%trﬁ‘fté)flﬁ% Lﬁwggggg’tweééche 130 to store batches of
assets {IriisubsedqueMCaizst ddsuéd OMmahgetabsd ©8b@IoIdEe ASMBEEReHI) 23 a | 09
cache 132,@"[01:0C st.ore.| o? tga,@@MLES gutggut by the test application 116b as
tests al @ SoHprafEd™ Poih YR PYBHACHSTHY ey Epbiaeys 29 2TherHeC Haton AP
23 can aloside hav@naine gairaten SaNAGREBAceIDIBYSHEM th BMB)e IRl a @ik ourced f or

i ndependgn L npl enent i. nd r.egi sterjng_resource nanagenent processes
with théﬁ%éé%h%?SOIpﬁovt‘%?sgl?\ﬁ%lﬁ}?m%sg@?%mlf)ﬁﬁfF%P%"Hé%??ef‘ HBEFECHkN r esour ce
nmanagementmpri@aesshafi thh b Bedtéd somBr. dihe @€ VeBHull ensiRKR:t BRChSIRNST.dwhen to
fetch a sebﬁ.s i)}sﬁgnd bacg | ogs, etc. and can associate this process by nane
with a %‘éar PEL ST TBT Ba A UNPBITPTIE canpmer ey THeed arcst and s Afde rbhopd band
dﬁe rrg n AR 1023tias ostiebr dieﬂcd:siegﬁdfs@ aﬁ@h@mk&@&) rﬁﬁéé%[nﬁ |theﬁelé\/i%@§fq%%ot gey, hav Ih ng
t he daenon 2 i nt aj ca e connection with the appliance 18, the
t est ap%op]ip%rﬁ ‘."Vgﬁ @1%%8%8%83“ %P?‘?f%&]t DIGvEs ddERYFO} BReEYald coiaangearsi on

t hus saitheg TheaveCONR Slusédsio @Fcésk Ethminds &oeEd ApPBanO VS AnARRERY prodhiQed hhe
daenon 25 can utilize thresholds to control how many assets it stores in

t he ass&ti2¢d@che 130. For exanple, a | ow threshold, when crossed can cause
t he daenon 23 to utilize the agent AP$-21 to separately obtain a new batch
of assets fromthe appliance 18 w thout disrupting the testing procedure
and while continuing to forward the assets that it still has. Also, it has
been found that when multiple assets are provided by the appliance 18
directly to the test application 116a, for exanple when sending a batch of
keys, if there are |l eftover assets on the test application 116a when it
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001091The ACC 12 is a small and efficient cryptographic security engine
that is integrated into a chip's design. The ACC 12 is integrated into the
devi ce lawbenngosmauf act ured and thus woul d be establ i sketd/darzopaoal7sel but
separately fromthe AMS 10. The AMS 10 can be used with or without the ACC
12 depending on the application. For exanple, serialization and key

i nj ecti et eyl ofof it Aetetd ¢ weeihed nabenaf ingel ohemandsatlile ACECRIshatd brdesienadi ce
modul e {&/\pérﬁ?rlzi eggt?(ﬁncsmmﬁﬁmngtt&@eﬁ%&gﬁ Cialk tpgsegﬁﬁgféaﬂreggmhle (A%E! Rﬁs
invol ving serialization and key 1njection. 1001 Is typically
enbeddedo 9t ngcese@ydele on Rhingtbls 19 trupidhe Cﬁ?@dk’é&@’éﬂveﬁrmrtﬁpah@m B m@lhhee%{?@ $2.nmount ed
on a pr Em@{e%j s&'uﬁﬁ/% £uil QRS G ERGRInicABG p@&@&;‘is%ﬁl QI%HP}J %a‘r@stug BIAM

el ectronic devicé 14. Every chip that has an A 2 can be I 'stered and
| ogged i hirtoridescibneiisy feailoy et adyargdo oqfv@r B9 ss@oh agktable magper e ~ievirer
testi ngt%a%ac&@abh@aﬁoﬂmhgém{oqﬁ&%meqlsurp manuf actured that underwent
waf er testing. The A has a set of output ports, and evaluating the
aggr egat®1at] t hede omlalttputosrq thad cattesppihic toheaticatios cizanee!tthe b@Céﬁakﬂs ed and

Foot of "o RRRNF HnetP RS HBORSHRLE oy bt iHe SnBRRa BN H gl me a6
rr?n ?ﬁg aﬁ@ssefeﬁ btiweerohandchadppli@mceredrorhe aéywmtﬁﬁamptbgrzngmﬂem ug® ralpablrw kni?@C g RS
0 i gin fl m.Rek ﬂg;a %%&?é%}ﬁgat&\/e yO?ﬂ%'£MEe lég & dégt 04 éﬁ)%}g@cﬁgﬁi

provi de ont ai ned generation a uni
uni quel yxpogwint if ynnetﬁelvwﬁﬂ ﬂlQprIVIhé(eﬁ@@rQ@ctgchm agbsIce, bltgblvmj@eselslﬁtamcmlwg ned

gener at i,Qn N refhi e L& | CALL

Pr st o SarOei e XEC AR o IRRT AR REHIS (ERTRIP LRI, SRR S of
f eat ur eserarate donaie Py agkayr wsln eebnéqwlpmreﬁharmret and $irredars ourrctes tiarderettkey ACC 12
ShOL”d m S I E re T 1 € T e 1Ce Cipa CkS tO
make su?rg taolr%eg(ﬁ%% édg @4%@3&%% gsgéln&t r%;{),deg@r % %Cth%%%]% C%l Cﬂ%?& Q) &9

| ock outhetthaekinteanid peowsktramg\vé thetdodcaigtyronghviad ﬂdr}tptmmw vathahd apglirmde 18T he ACC

12 is usgd ¢, o LS - |, & mred
to 22010008 T P SB e FODS IO b U5/ BB 0h BUER e RaLY) £RATpE g

det ect s haewpe Erfurennimel mblats G150 egék ACGNPENd secuFhmnACCTARASAJAld be

desi gned. 4.9, 401 K] Ny 1€l i ctest environnent since
the securi ty\&? te%}%ec% ofbgltoﬁgﬁaki\?}%r%gre%%%?ﬁ%g?eggar| ly rely on being able
to tr uswmﬂéﬁ dat ald implempmittiveMSdA aaqﬁpduisadaieavi&aamd stduetyAGB ideZatiohniv@ad,
security is oth ni_catj.ons_prot 0c usin Logr hy. As
2 Fosul £ e danet Qb e a TR Rk TS B P s R A S B e "

a secur &ke alach itadd Hﬁiﬂnarm aary«v\ﬁmroe the af»plmmd ﬁlﬁevhm]fxetypfcalbmumaﬁg @nndtlert he ODM
to the %'\gr WQ[htv r%muﬁzvels rustlbé%l'el nthoel‘flgi%l‘lfaétgrers ae %lilhe en%& ez%o appl i ance
comuni €at1 on channél . 12 AN asymEt e cryprograApRy schene
for key s@»abtvamgehe @phhnscy ihebuld onlkéy ahfie ’gorgem@mapdml tumbersansl en thassthiges
between it, an pl i ance tric t heme uses a
public Key beK\/\%’ “ChR r“celg O!e%ﬁ[fm(rl glt” e E%’fo%}%r%% Suscecr Sl @east er elo‘%Tﬁgr%ry ivate key
is kept ns@@meltheaalp;ﬂhmb‘ﬁel &Ilhblﬂd 0nikb§/ahlstoe§)e@9}ﬁe}¢b sefutended keyspeteatd vieectin@dbmt he

pri vat e b prot ect sec resi st ant ting. An
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manuf acturer and the entity. When performng serialization, the appliance
18 shoubkdi2ohl y be able to generate serial nunbers based on the serial
nunber schema received fromthe contrl@l-l er 22 (such schemas are descri bed
bel ow). For key injection, the appliance 18 should only be able to decrypt
t he sequenced keys received directly fromthe controller 22, i.e. not from
anot her appliance 18. For feature activation, the appliance 18 should only
be able to decrypt the FCTs 50 received dlrectly fromthe controller 22,
i.e. not rece| ved from anot her appl | ance 18 The cr edlt or rret erl ng scherre
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WO 2011/ 003199PCT/ CA2010/ 001075 uni que asset is not used nore than once.
For the admnistration of the controller 22, the web browser 100 shoul d
only be aWbeotimoargess the web server 104 over haps andPpChEAormoni7eat i ons
shoul d be secured, e.g. mutually authenticated, encrypted, integrity
checked, replay protected, etc. |10011411 The comuni cati ons between the web
server TO@uesngt shet wehnereltioeendadroihe 106namdion ln&th€rdntnotlér|2Rt the W@Pbrawmebr t he
control wshgﬁ@mgbé%@%@&&&h%%ﬁ%%14 Rer mtwcf R, (%15 sﬁo%bus' ng
SSL. Simlarly, the comunications between the contro 5 appl i ance
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sub-root, & ¢ | d then be u et ween
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certifigat E'Uéf j ol2. Custoner nanes
shoul d be en %ﬂeﬁ%l %IQ'? fie cert?ﬁg@gftngtsﬂogenngmléﬁ) 3 Ig ecked so t hat
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appl i ances. I8tatserathin ¢le databdse kEyshbylp be polebied idaont @pphdresd adcbss¥@t  anot her
exanpl e, the assets can be a collection of FCTs 50 and a |ist of
correspon I'ng appliances 18. Service nodul es di scussed herein determ ne
what eaBho@hictshend¥e r¢drN e fes fB@theoA S 22, appliances 18, agents 20,
and ACC 12) provide in the production process. The AVMS 10 in the follow ng
exanpl e®0¢td def imibe senmpics disomshdlhesinf @proges isalrilczlat vbieh ploeided g &84S lon, and
f eat ur t e appre hat oth service
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14). The mh ted
connect ot § Rl Bt SR o B abaf iR i ol B P P

| ocat i o‘m"smf/pls@alﬁwmam ofwetialzaidnykeyuijenien.end &asynehivaioh gaticOnodyper at i on
takes p n th serla nunber val ues by product
name us%oﬁﬁ r?%@ggé}%alow%ﬁﬁ bdi it %]’tﬂthggn aen Apr ly23 The serial nunbers are
gener atedsby the appliance 18, nmetered, and provided to the agents 20. The
serial nunbers are then injected seglntially into each die in a chip

manuf acturi ng process using the agent 20. The controller 22 tracks how many
serial nunbers have been consuned for each serialization product, and nakes
these results available in the GU 8. 100118A serialization schema 134 is
an object that defines the rules about how a seri al



nunber is generated. For exanple, it determ nes whether the serial nunber
digits are presented in hexadeci mal or decimal form and whet her fixed
strings awewnalosded. Whil e one or nore serialization seoerniAasiok®@7san be
bound to a serialization product, a particular schenma 134 can only be bound
to one product. Serialization schemas 134 bound to a product cannot overlap
and onceerisbigatbr t he schemas 134 shoul d not be unbound. For other changes,
€.g. o8l t RGeS leditiGo PlolikeRASHE Ba LAY S &ﬁ@eﬂn&ﬁ%%&@&vf gfattaVif th
serlallgat?§ scheﬁag%%i %ﬁgued b% created. 911t nore-than oﬁé schema
134 is BYINE@ thap isttyed tg@rﬁélqgra@@rlwcetmeagp@frgewatmgp%ég@pm@rﬁh@s g athsiradsiranipe
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product seri a ers are given out ron1sc%enas 134 with t ﬁest
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t hen used. Serialization products can be bound to nore than one app I ance
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control |er 22568 Blcds 98 SNBULSERAT RN QUL Qi LRy
appllant§£018 ave noH@ov%r app?ng #%ngég o?gserlgp Mﬁ terg %henn eproduct
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fromthe épntgﬂ% 2 ' to an appl %ance 18, fhe sef?gf %:nﬁgrgig | ues shoul d
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serial punker..scbem. &3¢ghas several attributes: start, count, base, and
total characters. The start and count val ues define the range of base
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char act gr i en e 4. For
exanpl e gh§rp£s?l%g sl{o%ﬁd $Pod @%BS{% i:or olﬁl {k}?aé St dg { 4h'ﬂ§ e l}ﬁet stten% i%gsoiﬂ?th T there
shoul d bentiseed, @nemnehzaﬂnarsahmw@4 slhmlhﬁms;eeatehe scherra defl nes the range
[0, 999 t hr acter r.eguir to re sent, 99 01211 G ven a
seri al L n@% sc%@%ge ﬂmmsgmn%ggésva dgﬂhewmep%ﬁmtmm ﬁg?%ﬂhg |£%
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[00125] gs are’t |nser e resulting s
T1, omzaaﬁaganmhmum addfmafﬁmemme@ay Qes/blaﬂﬂae coniroil@da rin be k0D echarthat ers = 4,
base = 16

proziuc?s ounfp 10 multiple appliances 18 have non-overlapping ranges of serial numbers. When a
product is bound to an appliance 18, the controller 22 keeps an inventory of serial numbers at the
specified maximum level. Once the inventory has been sent from the controller 22 to an appliance 18,
the serial number values should not be able to be recalled or revoked.

[00120] A serial number schema 134 may describe how to convert a base value into a serial
number string. In this example, the term serial number base value refers to any positive €4-bit
integer, and should not be confused with the base attribute. A serial number schema 134 has several

attributes: start, count, base, and total characters. The start and count values define the range of base
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base value = 55, the result is the serial nunber 0037. This is because 55
is wthin the range, the hex format for 55 is 37, and four characters are
requi red wousiipmsdong of two zeros. |If the base val ue =p8T/aareivoesIbt i s
the serial nunmber 0003. [001271Exanple B -1f Schema B = (start = 1, count =
100, characters = 3, base = 10, staticstringl=(pos=3, str:X),

st at i cstiubsig@ateptiswdd ingitersshen)a) Thahde v ubsabervabuehdisr Bebasthdugesul t is the
seri al tr | [ is
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si gni f |Cham¢terpﬁei>htt¢ dmtipesghoek mang abdraqtery tojuse Wheneppresintate throwise vabie aiaéflﬂab t he
nost si t [ r ; string
becausd gl SR, PHBRL Bb & QAR hi By B P i P e =1 ¢ The
seri al lmm@m@nhamgo@h@lld(nwbb Iablt‘: mp%fyc@u@foer]deﬁd dhanghe MiQOLEBLTIver of

seriali Vi are
sent {1 omt R SRS RPN L ERLRR 1) RS Bt Bl BT EL SERATSF, &)

act i vi tsiert ok P 2ndvthe pouseisil 690, Hunthercshai@babree pated chyadtdis begapdeitlarscken®8 and
sent to o | ogs), and when seri al
nunber s egjl%g ﬂ%ge%tek@gtg éﬁg%é%%q?g&??%g#r gndﬁ agéi%ég%drtl?y%ctl vity logs). Al

| ogs arfédiddpt onGtvhxea st molbbexh@ [3akter bevaige, e slrlbotred) stamms can be used
to nonlc%ltl)srmcn ads ck serial nunmber use. Each tinme a serial nunber is issued
to an agent A P g ISSUIng appliance's credit is decrenented by one, and

t he ser] ﬁmzzmnbeai) therbaentabreymifsole it latrange ofiwett vhlse,deanvelrentedt-1Bot h | evel s

are re hed in hroni zati.on_ oper bet ween the controller
22 andpﬁbﬁ&:’ippl |@ﬁ&eeba%%vahﬁﬁﬁ&ﬁrf'@p”iléeé’&dfrbth 6 ‘e{iﬁ)ém%erl al nunber use of the
appl i anee8. 220123 dtdnt sMMﬂénQ@B&Q&HQTJd@MQ{iQ!e@O&W&t shgrmlﬁ’t%&logur e 8
illustrates a sequence diagramfor inplenenting a seri a(%:l zation service

modul e ‘bagEeden Paklipylecrimcaaqing At dedaGhHATEREW T A"Ei gure 2. It can be

seen i Mefigre 8atRatath@rifetlerahliQtreildn aRNGLALESriEr i al i zation schemas
134, binds these to a product, then binds the (?r%guct to the a E)I i ance 18,

and ser@8i36he pr Berple andScbehefassieh =tlheovaipl (Oarheactes hérebyl 61 He teer i al
nunber s,,ar g gensr at aduigi %e@@&a@ hEdber b@ﬁ]l 3[%3@5&35&9 S?Q%thh%é:ﬂaggéf fehé a
serialization ?roduct wor kfl ow 1's shown. hi s exanpl e, a business
managerfomeay fad &7 isd. adous epdragtdryae re@wr@dhérmd%lgg dovurs i hEctregaang 3.
comuni.gat.Lig. e Bf RReseshcschema to the AMS admi nistrator. The AMS
adm nistrator may then use the controller GU 8 to generate the
seri al i[2813%n schemw!B4 If Sthemblisi(sess Inameigel00cdnragkso dessk me 0t he
seriali 1R C t pr.ad fi] maypi cate
t he defslz?f}:étulo pgg% gtr&ﬁfﬁqa%g& mriﬁz {yro %tl gtpd atnd% Ia& r%ug%sst@g? Ber%may t hen
cr eat e sam@e«nmbemszmg PonXploductecaysedt lshtethd@hgmﬁ@w@headmsnlwge Hhen gontrol | er
Ri e ihdg.se NYybeg. schema
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22 to gyw@hgmﬁmépqsmn)séwem lsmmlﬁ(epadﬁhﬂw@n‘d nmnbtr strive beqapieﬁém:@l}mvo The
appl i a t o0 Hsesnkhe 898Nt 20nd QulitkRSt e 038K Al QYIRS s e g per
t he se(rql%grﬁ%grss ovvn&é?en Lfegure 8. ?00131 The serrslﬂglgl za’%(l on products, when
def i necbadding assi gned a uni que product 1D by the AMS 10 and a uni que
| dent i Ty nae Bl gl el -G ARELALAL b R IGH bl ShbRGUL RS Tom
ot her product or eac ser|a|za|on uct, the appl i ance
del i verﬁ'ctménesemoabr Ziumlagpltamcetllﬁéreafgéfrﬁas 20nidilerectivity legs), oden ghahli YMHIIbEL“S he
serl al I n FCT

then gragedé ET 1#n Olg a!n(]fi se P ﬁ e, elﬁ ZPgrlégg??egvais gpepglg% e‘é&[v%’ ﬂoge)a r?i
speC| fwa&nZeﬂm}nanbmq: yseo by ‘életage(ntm (h@)caldé@ argarht)aclwﬁbf i) tﬁﬂbﬁom Kept eshere t he
seri al | b@ st - | ue (i
hexa dec“lgrra n? 116{?3 %a%e% c%ﬁecgeld?gn(r:czlccgllx %‘SUS]%% ié)em(g%téle %ng%%&{ sgﬂ%lﬁlgrgﬁg’ € éaclp
pr oduct $hscirensmberomstued tacarigery R0.ghe im;ngraglslpt@wd@rtdm is éguestisd by om agent s
20 for S8 rial S & I n . al
nunber Scﬁhee serxa?gﬂmger H{Vﬁilglgry %r%zﬁ%mducﬁ erqr){)glent;eé‘l F%oglgeﬁtvégg asr% geg%&g%e@%u? %%Am t he
agent 2Qpchasdzasendsratiogbethenkha @ntrdikr Z:bmdrﬂ@l dpehian@218, Fivrappl iande tredit i s
reduced nunber delivered to the agent 20 and if the
credit reg%c ggeyzugerr%ﬁ%%}pﬁ% é?r%)re serial nunbers should be delivered. Wen a
serial mumber is to be delivered via an FCT 50, it should not be able to be
delivered directly, i.e. the appliangg&-18 should deny any such requests.
Al so, when delivered via an I FCT 50, the logging in the appliance 18 should
be identical to when the serial nunber is delivered directly, with the
exception that the ACC U D should al so be | ogged. A configurable receive
bl ock size should be accommmodated (nunber of logs returned in a single
bl ock from an appl | ance 18) When a seri aI nunber i's deI | vered VI a an FCT
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22012313.1 WD 2011/ 003199PCT/ CA2010/ 001075 00133i The agent 20 shoul d be
capabl e of requesting serial nunbers fromthe appliance 18 using the agent
APl 21 orwOhelidmgryen APl 23 by serialization product nameTandommont’s The
agent 20 should al so support the two nechani sns for delivery, namely
directly or via an FCT 50. Agents 20 should | og the use of each seri al
nunbergwmagletumngh@gﬁmhamkamankmedagpmthnamﬂ&ﬁmnmhewagenﬁmﬂﬁnehouId al so
| og di sc eria rs as nunber |.j vered
via an"E Qsegt”hte‘e Ibﬁsﬁéﬁsgseqhenfhég%m%ﬁ?ownﬁ gﬁrebe |CcT3hxf rcal F%évﬁglﬁ{ t he
seri al tnuohedllct B gebrvesadidiisrechdmes 19, bhnds tmeseemeqotimnhemtbatds the@rod®€ Ul D
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confi guratiioBndf udidie iAMEyhe ntalhafaropﬁaytnotﬁeop&rﬁ@elumeﬂreamngafsh frﬁjne)ﬂ{et ng keys

into products_(e. devi ces 14) rovide t LS. Service, the controller 22
i's used”@%w%efWﬁ%ghﬁ%ﬁﬁwxﬁﬁwemﬂe e?@% ngM1 ‘key’ﬁfﬁenT§§”ﬂ8%Fﬁ@§gthe

format 0f4ithe Jeysdditer@elsbli® nunth@s GORETOYd. ef thd ZerlaBnuintveinis dsiedreti oiadef i ne a
product nodel 140, and then to hind one or re ke &g %38 to each

pr oductFotehsn i oPHRLHRIR hiPe GEPPlE PEY KD m@ﬁFV%Pﬁ %ﬁﬁ YEBIEMOY has
been f ayng (akaddyimad dithe thee¥SC db taGE b skl piBisk Glto Bledibrad dridans aws bieut

separating key types from products, confusion can arise fromthe different

ways tHﬁ@”%WéF@E? ihpfryadec product types are defined by custoners in

d' ffereghy gﬁ?m i C@Bé %ﬁancg OF re€AATRrRI nirfbePbiblilcR) BhdsRY fibRRScoak@leatied to
product buckets en t hat roduct ets lowin credits, it can be

di f fi cuktpopds tolesgeesivifioe agRte %0 sqrpbnuEdy's. geserpighihs srpiat BMPRTidateA 60 AGhi ch key

types 1Q;i119RmYR- sclB¥haS 8P At Y sd- R BYrst ¥ R8RS ic%gbick%ttﬂ@ag@ﬁmt&tﬂ%nﬁéo as
shown in Figure 7B, an additional |evel of abstraction is ErOVIded to nore

cl osel ylogsgfeFeettharonirelise22 uShorpahiance FaiiEaradcsdty ong Br £458 SHRSBAET |y thi s

way, t h&h@&&} Qe a%Entaa afecBif tHe %reHﬁ ?Qcﬁe@ 786 gﬂ) ne tﬁor@ E&Qﬁﬁﬁnbﬁﬁé peuld} that can
form "bl obs" of one or nore as ot her assets

22012318 livered. oV hach saria! pambes it t@?@tﬂ riyw?eéataﬁ@ FFEéSrIF derldpeiRs 285 b better

track the,acidaky &t Y QR DpNank€YEIhoO dBACRY KaX régibes. 138, whtn c&ucdaed when the
keys are inporte on a DVD 136 as shown | n Figure 7B, %er S are

separ at &df pthths lﬁﬁggt&lh © apijignreebshond begpeting 1 whepdhe SteVi‘)‘él”’F"‘BtrH%‘t trying

to all ogale, keyshcbkESabd HadiRe £EE TADRKMOHUTobd. Ch il ReBvdBosef erred
to by different names w thout necessaril a Io ical correlation 50 t he

nunber #rrcheyldbeecermpedated auseber ol logsHERMES Bt Wf@mﬂ PALPEINE) the keys
are si Mgy, é&ﬁéﬁrrﬁkﬁ% iDYeikE¥d V¥ RE Fd380 andat beng GistOREInddRhioAesidasseed at i ons
are defined by way of the product type 140 abstraction. Al so, when defining
a pr odu@putweproeéte@&phtﬁe@eﬁ%gttbﬁgptélaweﬂé est abl i shed such that the product
140 only uses certain key type(s), e.g. fromcertain distributers. Since
certain key types 138 nay be provided according to various contractual

obl i gati.omss;1 better control over the separation and allocation of key types
138 ensures such contractual obligatRkbas are adhered to. 00136Al so shown in
Figure 7B is a key transform 139 which can be used to nodify certain key
types 138 in custoner specific ways. As illustrated in Figure 7B, a key
transform 139 can be applied at the time of inporting the keys, e.g. if the
keys of that key type 138 are always to be transformed in that way such
that a transforned key type 138 |s deflned Alternatlvely, the key
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file (e.g. via a DVD 136) onto the controller 22 using the GJ 8.

Oper ati ons personnel can then use the QU 8 to specify the nunber of keys
to be serwot2otizn3mppl i ance 18. |If a hash has been defi nedr/aarer/nigs AVS 10
verifies the hash value. The keys are sent over a secure, encrypted
connection (e.g. SSL) to the appliances 18 at a manufacturer's location, in
this ewaﬁfpﬂ alibommtti Z@aded bwdagabéa/ce‘rre@nesmg ehiabminthatsifom hpempiticons t akes

pl ace. n.be r rodu t nanme usin he agent API
place:  FSARAR, 530 LISD G SBooted . B odurt Bae, yol 00 e agant APt
and a ot eko efpponite swofhedbh@tmpioodiictry, ﬁﬁhelyamp&tlﬁm@a aiwcqlﬁer Agsmﬁid key
types th| roduct ., ~and .returns pec er keys for
enen kg uisRe e saB SPUPlmoRlR P HIRR 4t e BRERURM 18 O i M s el y

l'i ne bs)hom?helsaggrdﬁscﬁﬁbd 2240 b280BJas we@eaowm&mm&ém\a@m@mmagswoo138I Key

i njectio roduct to one 8, . With each
bi ndi nggg ﬁ Svissged” {?‘n ﬁ%er%slrg% %lﬁgel % Cﬁhtfh {?ﬁf%}}a nﬂ“&@% gnh Eﬁhréélcﬂﬁ’r‘?ﬁlﬂhct i's
bound beaaQﬁ&pmhnml@éImaﬂ)ﬂmﬂd@bmbémggﬁr 22 keeps its inventory of keys at

the sp Ximum | eve Cnce ent has been sent fromt
contro@@g$@22 t S&ﬁ“ﬁﬁﬁﬁ%ﬂﬁc%e%§“t 3§%FﬁhW3ﬂ°B§h?@8§mw€ﬂ“ﬁﬂ1?¥voked
The cong fdleh 84ing2iBe deaok 3 PNOIW IMBRYekEYsndiRa ereRBENCHAR)EE bR dfxmsy washikey type
138, and kes these results available in the GJ 8. Figure illustrates

an exari"a %%V&H@FF&@”EI?%O@‘F Yrhergde purredhamaiy aatuwawmﬁﬁs&cﬁqr swr%» VP, It can

be seestdtnatsent eiinio AL 1R 160 it 6theztadiér0B typk@My kitjwaeid 101l sandas a step
of |nport|pg t.he keys f a file, however, |t can be appreC|ated that the

keys cOGHY ArEeopEe aéﬁéiﬁ*tm BB FRITEEN 28 PP geesAlong G difeseRt "ERR L i e of

def i ni g dheddegyant ¥RBGIIT m@n@fhﬁm ion tshﬁ)r@egumau&n@mnm ElaGéHaBdathbhse  Or
|IIustrat|v§ purposgg only 08 JWhen i p nting the AMS 10 for key
i nj ect | 'onIn PHRevaed) 2 %fél%léme& Rdtt Sﬁéesgtn&beeﬁaan cwr% Poeset: tgrrlaionpl g

| Mpor t @ehbedt100 tAHebeGORLth Qbrtddte B2 serlBuiibRt dfAk: Bk vt 1ie Rappe R whant t he
appliance 18 delivers keys.to agents 20, unless the ACC 12 is used, in

whi ch ¥&<e hede patetgrmige Hé%wltawwatc@a%ms PEihe piogespplerdiend e Phe ACC 12
(i .e. BYchplBCassidigr bhgpkey imbddipbsaRiakETyide 200034 0dde el duyBer 86 has

several atuibutes that define the format of the keys in a file. A typical
key typed BefahialEnatcertah BOFROFETHR TABIRSS o7 Bar W%PJ SHAMBERTYER By
220. 1231 3:dliheV¥2 20311100338 IRCLG AR /600 ATRiodA Bk ale 11928 PbEutHRM by Pe

definition 1001411The key |nject|on service nodule is configured to create
| ogs WHERUKEHASMEHIE ag%ﬁtalyw ffimapyine apfountatglity apthior geptdyingaig reqttfxﬂng ¥gs), when

keys af@sSaMilutQ itMmadeRturidP plospl i ance activity logs), and when keys are
consuned by agents 20 (agent activity logs), whether they are successful,

fai | edXeplui¢gdigked. Such | og events are shown in Figure 9. Al the logs are

stor edﬁ}@@gé he canti! dofio ??guﬁfﬁge{he Rej Lﬂﬁcﬁ&ts%f&@%omfle §saecoaﬂ?g%4u@9&eme’t8 during
a sync ronizati on operatlon and can be used to nonitor and track key use.

Each tfle 18 thayroviies sged me@lsazﬁmﬁg@m kegpintofedugty pi-¢- dpdess e riedravides
decr engat mQ%héJ&%n?l?e?éz k*%lgedktsﬁeﬁn@\éﬁé'&ﬂﬁ&e fé;f 33883 PX RAUGTe 138 dIGLE gENt ed.

Bot h Ieve s are repl eni shed urln% ync ronlzatlon operation between the
cont r ofokregt of the kpies in héleaﬁ bt paaielter 28]s tb@iﬁdﬁ%ﬁﬁé defyed rofupfetaslel f§eandthen e

appl i e oxge%r mbrd Qé/ ﬂeg"l B {oeéracﬂi fgoﬁxe{ﬁlé’deiszl% LOMowi 8¢ Q/a}k@fyexhrﬁﬁlg Sﬁi& an
productlon IS assi a uni que pro uct
Figure 7B. It has been found that by adding keys dlrectly to product definitions without separating

key types from products, confusion can arise from the different ways that project names and product
types are defined by customers in different applications. For example, if multiple key types are added
to “product buckets”, when that product gets low in credits, it can be difficult to determine which of
the keys is low and to thus know which key types to top up. By separating the key types 138 from the
products 140 as shown in Figure 7B, an additional level of abstraction is provided to more closely
reflect how the customers typically utilize the assets. In this way, the controller 22 can be used to

define a product type 140 that can form “blobs” of one or more key types 138 as well as other assets
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by the AMS 10 and a unique identifying nanme provided by the operator. For
each key injection product, the two nechani sns di scussed above, nanely
provi di ngvheys/m@Brect |y to the agent 20, and delivery ugCcmgAhw/e0@rs 50
should be allowed. If the key is delivered via an FCT 50, the operator
woul d al so specify the 2-byte nmenory offset within the ACC 12 and the

8- byt eta@odrithdyagnialoadng Baetrckeys atrrylm@ber(s&reick tesstiugnedn@ryueiefoiecaldeleyt ype | D
by the Al 0, an e identifwvin Vld d b the atar. A key
is tr egltpggﬁ% YR swg%hgk@'sgge ard e;ééa @IF Olwzf)ﬁ,g’ il h?‘ st bat ch of
sequene@qusmﬁ1mame$xiMpbntEGUﬁwmmmaﬁfnmemMacamaUﬁngmanmmnﬂmmthMBQZ (e. 0.
t he DVI i e It may be
not ed P 3 % %ﬁlrog uShYV}]<lc W&lﬁd ﬁ’lse%bg%%ne? tqtu[ﬁ' aqiferﬁlg énslestvﬁ%ﬁt VT I\{Er?t if %ler in the
key. Therdiainid thesuml&natail tg@s bekdyrpod fedhaf prodecatype st énmntphﬁ l@lys gn which the
ganCI' gptﬂ%}(}j} unpaﬁ'%ﬂ&iﬂé(&a%(g@yl?% anéﬂl%en us Itg% diahne% afsoé%%? kgl}é de{’me%tby ﬁac f i | e
fornatpkﬂaﬁtmﬁtgmﬁpmmem.Abw\ﬂhﬁéﬁhﬁ@@@nwemg40EmnmﬁﬁﬁmMﬁonyphben GNU GPG
can be rtificat d |v i S. inthis
case tggﬁﬁagdﬁggﬁ&ﬁﬂmgﬂﬁuc1§09Q &%ﬁ V%%bﬁgg Eﬂ% iﬁﬁg%?%portatlon
of theSﬂﬁetmmmMayg@eyBBmp@b&Bﬁwumdmth@m@@ywnﬂeﬂkmﬁ&ﬂmlMﬂgm&ﬁdbﬂnhen t he key
[ dentifl er of

| dent | PEPLSYo P Sy RGeS0 554 Be b 1 BT Ao 0b1075

138. | wdirey the noted that thls mechani sm does not protect against a key
file be sed for_.ano ke e d. .t hus shoul d be. prevented
usi ng &%ﬁgﬁ i on ﬁ?QEUl%ﬁWth‘%%ﬁﬁ 5%§m5§8§@ﬁgéﬂ}%?“%b?nféﬁgfﬂPP a hash
i s usedgy tyhan3s heuhash sp&lﬁzatv@ul At eustaund iv Blglufel 780 fq@rtmatfbmkesman ghi s hash

cal cul ation i s not erfor sin ors shoul be
pr eventByct ?t&ﬁﬁ ﬁ‘%%#)tnf’%in% §ey8fe g ttﬁger Rfelyé% é?t kﬁycgpt S AV ¥ i s al ready
a j ob rufirmgd Inhdt wia$ sichpiar 4 irngfoseyskep type 88 BabEnek eMteh)élﬂeely, [(R0&4510ne or

nore keys .sho e allowed to be bound to a e i roduct. Each
oyt B R Sl Db P el e e B ottt e Koyt MGt Ry M ek each

Er od UCtspecffﬁWaslﬂ%(mém@ﬂ g;ltm@ﬁe s%&ﬁictb}é@ﬁ 313 @zét%nﬁtﬂétutlltérﬁgws nosikes nlaesfaﬂm?fchxﬁd A
eytyeso e a eto e _unpboun roduct uton.l t he
producﬂge PRPIA %tttf&@ﬁ‘aﬁnf%lga‘???r%&ﬁﬁyem&eede@ém 48K k&S %Unj‘g i%6H™PB-uct shoul d

be all m@zﬁ&epe«a&wmdw@a@pn&dogecm eongipihi AR 6IRSIdR mldashcapphicange 18 may
produ ts assigned to it and t sholﬁ ?gg able to unbind a
I*

have It|p|
key |%@6‘t‘f‘t Lublaed s %zﬁheag?ﬂltﬂa h ighe apiEngo b loyer Bpba d not
send dupl iocaloe. K@r)é§bé Qot@cpﬂﬁhtlb@l@%ﬁatlﬂ@key@&elﬁti keyrdias darenigglshowar gd to an

appllance it _should be d ed fromthe controller 22, 100146fSimlar to
seri al F#29Bn 3% 5“H§¥%¥¥ﬁ6§§vgﬁ§ﬁ¥§ﬁﬁdﬁ8”ﬂ?fﬁ?%ngﬁﬁg?%HgﬁoR@V@Hﬁﬁﬁ |ssued

to apphiapsesk ;;ebe kel din@er bRrdh&kdy @y 2 178 dal bOQBked ERaRtelRM,
revoked. Wheqégaﬁ ?gllvered via an FCT 50, the | og in the

appl i afeeered axhipe Ef‘gétﬂls o SHaGTTorMse PridenRrp st WPeoI‘\Rﬁ%ﬁVOECﬁaéidwgyetagma%r| i ver ed

d|rectk%”ypytﬁﬁﬁgQR@BQMQmaﬁmkn@ﬂﬁQ@thQe 100147] The key injection service
nodul e can _al so support the processing of keys at the controller 22 before

they an®idport e(éfwealk%mwb?gth%b%@%ﬁmé Kges %tlﬂtﬁ Pardn by inposisd framesikerd,

referreg ¢Q NeLeVD B3) KBY the IR IRNRE HRRITEG! DpekB¥nsiptRAHE] 3h agds0bj ect s
shoul d be able to be defined wherein each sig 3 ject is assigned a

uni que i GAetro spet the ppmpsy of ks MV ¢ t%t?ftlﬁpéh%?ﬁe &§- dﬁéhﬁsb@jl%{@?ﬂ i si gned a
uni que g dent Ay i1 DYeTRI B REAKL A ATV 1i2e g&%@wgecur!%c@b@@%n&%ﬁgé is a
shared obgect that resides in the controller 22 and is cr ptograp cally
pr ot ecttét) Withpraliagreyridets @aHUﬁachéﬂ?C@HOﬂawtbﬁéX@wé@r agoppjcallt. wheneyeien cal | ed

once f%ncﬁ%@fzéﬁt&ﬁ%¥et%nQ£l@s hltacé Sk tztg@rctr@tﬁert& @tdvgm tmo&t@%@fte% @t ransform
the key. It may be noted at the dentifier (for exanple V in the

case oPZHDER) 21591@9‘?%"%%?1@61)“@@“ 6&9@%@62(% fstehestiers, & @i Ao rspdugizng a puabafiay s
accessot&nﬁwﬁﬁmﬁﬁ&ﬁ&tﬁﬂ@aﬁﬂﬁﬂ%dgthQQMlﬂ%@wﬁgB&mhh%hh%n%@&Uﬁﬁ@&%qsmE Key

i mport signed objects shoul be ‘assigned to one or nore key
types 338igAduak Rl kg for s kmgp% hwlksyw By aicpted Hraechtic pp e apaBbdikey

i mport ;g gn@d .o Act assigned. The key inport signed objects should be able
to be unassigned fromkey types 138 as well. !10010gThe controller 22 when
configuyee;for key injection, can also support key transform
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plug-ins 139, which allows for the processing of keys at the controller 22
after they are decrypted but before they are sent to the appliance 18. This
may be reaelVernadosmoas a key-to-appliance transform ThePKexCA2oBv®ioosm
plug-in 139 allows, for exanple, a hardware specific or end-to-end protocol
specific nodification to the key be nade on a per-custonmer or per-product
basi s. [Thid]al | oksy inediidnipcatubto ns sbohndas ot ¢r nadrd gpditricon! & with esch binding

correction to.be made and the transfor i ons n be rformed upo
2012518 0 b st TE S o3t Gubch L0 b Dot e Tadr: PRaP R RESESBri or to
del i vercyntr@let iekeapptsiiaroeryl8 keySuc the k@yied mapplindacet Orcanstapythad@@nshoul d
be able tao be, defined d each tr formshoul d b ssigne uni. gue si gned
obj oot FETRY ThEHNET 70 snaremert B TrerG it ehtiratsl e deh e it G

i dent i fAZitngkshamengpy Guysdedt teyn infreted perathdey typh €38 ransikos tedesesaltsdvailabtt obj ect
t hat r%%hg I%nFEQ%%?ﬁQ&r<£L§&m226%gdeag ulg b crxg%ogrﬁghjc%}ly prot ect ed
with a SrgRatr & &R FUREBA" PRI “MEAFSHeEs] QeP T LeEPF 24" 6RES for every
key befsorveel 1t chrsbesseait thitovheh eorgppdditantielizbBort, @eyt ingrshaismhbdwstdpeyf impdrtingay be
noted that the k identifier, should copjed o so that the controller
22 can b vy Eome T AR s o PR i Ber B S e B b B8

Key- t oapptdlrnZeantirdaimnsdt drensnestidefindhgdoke adyltepet.oTHee:fas shagretntashowe indligtdr e key
types %ﬁg(y@ﬁgmgggnq,ggsgﬂfroduct. Each bound key type 138 shoul d have at
most ore: K&y PERRBRIPREE St ansf or m assi gned. The key-to-appl i ance

t ransf doek3sg houl Whbeinaddngentite the AMBASSh OIS thiédtiomtlkeaysy Uyp Souldhotbd@eiigt as
wel | . 1001491The key injection servigce nodule can also support appliance
signedFg%?gﬁﬁg&ﬁﬁfgﬁxﬁT$8%?Fﬁmeﬁémﬁgsg@ﬁyﬂﬁﬁ§gWWbmﬂﬁhﬁﬁvgﬁ%?tV%e appl i ance
18 af t epplaey]detivaderdyy plgentbd, ubiefsaieerth ey isasgl, Bemictasdthedagenst 20. Wth

respect  to appliance signed objects. key pass-through shoul | so be
supporf@ﬁypfgE@ﬂ&?%@o%ﬁgﬁﬁ%pﬁékﬁigv*ﬁ §§F¥ﬁfﬁﬁahj?%g@hﬁﬁng?é ~di sabl ed, it
enf or cegg et her AQey 39é 18801k bABGEatSIHABEH 1R RGhSforhALE the RE/ s £88N1 before

t he applLange 18 wi_ll send gggs 2@ the agent 20, This nay be referred to
her ei n "HEHK 6.1 GHBHED SiPETEEY §b] Bt 'SPeI001BOPREY- 1o Xgent si gned obj ect s
shoul d be abl'e to be defined dnd each_signed object 1S assSigned a uni que

si gned BBFect 1D by théﬂ%&ET¥O‘%ﬁﬂ“%ﬁﬁ%agmﬁﬁ%%l%ﬁﬁé%@Ch%?%%é%b%@ﬁ“%mﬁnique
i dentifying name provided by then@panas Saracthans ginedy RBit8E! the Reyayshar ed
object that resides on the controller 22 and is cryptographically protected

by a signature. A fun¢tion in|the shared object can be called for every key

bef ore P Fglsent to t A& appl i|dfeéotaigengd of 554851 ofrkey Rdekey. 1t may be
noted thatthe key identifier should also he copied out so that the

Gt

cpntrolﬂeﬁgnmg& i@amsaccegs even |afrk@hatdae tdi anet Qramntak&soyil aGere o€y - t 0- agent
si gned objects should{be able |{to be assigned to one or nore key types. Each

key type shoul d have at nost qrieenkEsrcenbaigeMt si gned obj ect assi gned and
key-t o-agent-signed objects should be able to be unassigned fromkey types
as wel lkey Thigudi@Yenkdhj €CBi On serVigenaddilie kepedlRe support a read-only sync
node where the controller only queries current key levels and retrieves

| ogs from the_applian¢e w thout dellverln%,new Keys. 1001511The appliance
18 shod@ﬂdﬂﬁPﬁggnd dupPi cat e key§ UitBsedGERT & DD stEal S KoY REFeisdkeheen
delivered, it should be del et ediafarcosmd Aen@ppl i ance 18. When a key is
delivered via an FCT 50, it should not be able to be delivered directly and
when a key injection product ijs_unbound from an appliance 18, all Keys
belongﬂﬁéd@Gkﬁﬁét proddt? shoul del@eder Bedey f3dm t he appl i ance 18.

[ 90152} Fhe—agent 20 should-be lable to request key blobs fromthe appliance
18 by pradugditmame andsgaunt anthe@adhideSinbhabs SbO He & idleftitpBeMmOr nore
keys, dependi ng on how rmany key types are bound to the product. For

exanple, if the product utiliZzZe€¥8%key types, the key bl ob woul d include 3
keys. Agents—20-should notsend duplicate keys to the tester 16 _Once a key

i's del ineef ®@eh 4rRe220123388 1 The 0-based offset in the stream of key bytes where the hash

can be found.
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WO 2011/ 003199PCT/ CA2010/ 001075 the tester 16 it should be deleted fromthe
agent 20. The agent 20 should also |log the use of each key in the key bl ob
separ at elwp 2anichostyoul d | og any keys that it intends to @#CITaanoio/oeedsur e
Activation 1001531The AMS 10, when configured to provide a feature
activation service nodule, as shown in Figure 7C,_provides a secure neans
of activat] or, deactiyating : a t ! l. fter
fabricéagﬁﬁggﬂljhg theb%CC 12.%E§%%%¥§gm§€%§éﬁﬂ§ %ﬁngg%ggggﬁﬁ%“%gy e used
with serialization and key i njeftiedmy.servi ce nodul es but is particularly
advant ageous for use with the (feature activation service nodule. To provide

this service, .t contpol l er 22.i . I , then
to def M BOBHSAGS: mbdel . Thd PETAIE me R E e O Sahhe S aaat
nmodel , in which case all FCTs 50marted.al so bound to the appliance 18

produci ng that product. The FCTs 50 are then applied to each die on the
assenb l%shl llorntgctlilc\%r\}:g{lllg th%%go‘c.c 1.2'Th|gﬁe%gtlﬂ%tf§ae%§lg upe% t@gwgtettf?e QRE or norée

appl i ances ) h each bi ndijng having a m ninum a maxi mum i nvent ory

| evel . ~YWher—aproduct s boundtoan—apptiance 18, —the controlter—22—keeps
i ts inveptibrhgadst leR@Hs | BO at t Helhs pagihfof 8d kmakiclreatel. evel . Once the inventory
| evel has been sent fromthe controller 22 to the appliance 18, the FCTs 50
shoul d not be able to be re . r ke The controller 22 tracks how
many FCTs 50 have been appl ?ggcil ?’gsagl lcet{g%fg%ed%@l?;g’gnd makes these results
avai | abjipeidin t heTtlhey8njedtiod &ovidd modulvas exxdigpke® wagdpgshddn ke eiersenttthar ACC 12

cont ai ns 25 it (32 by eature reqister 12 t registe and
NVRAM &PH@a“Feéggt @?‘gmﬁleergalcg%§ﬁg%; g %Ie% Ler?é ant° %Itjo @eagﬁgé’z 8%‘?8{%0 ontr (V)EI%’ lf) %gL)i’rarrl1 Ton or
of f - orwlpanktysakd gonomediby pamtsi28l(dggniokfiyitflea, wheberaheytdnesudevifidefailef, oExact | y
how t he featur are turned an,. of f .1 s device dependent CC conmands
pr ovi de‘ﬁ%g@‘ &%‘%ﬁ?ﬁ evﬁ’&ﬁ'%reggovg’r% FRsd tAgf t%‘ee;licés HarRF P 3%‘3 chgm\?lﬁ thea'%arat ato the
f eat ur ebefmggttsined by1@O aprlliage 11 & gurgtgersyndronieiRAMpefa@is aac bntwail o theatour e dat a
and a regord tag. feature data,determ whj.ch .product, features to
activat%ﬁgﬁgﬁgﬁgﬁ?E%%%?m%ﬁgwf%%gﬁ “%%ﬁgggg@ﬁgé%mg?¥%g8F%yggﬂx‘?%%ﬂﬁgatures
Wi | | beoracinid viatked inbyntdrp dorAGCpbAud & degretmbrged ebthuleeldat @plefiledidedtaur e data i s

programmed into the ACC feature reqjster 120 and t record.tag._is
progr an%%”?“r‘ﬁa%mf W@raﬂ%?‘gegen# egclog?r%lre? E%%lg jﬁ\lleaqufé]an%? h{?ﬁneaearme%sgcri%) 4G TS al so

cust onesriegeiigdent8. The two commands (which are described in greater detail
bel ow) ite to .the feature regj ster are SETFEAT and SETFEAT TEME . Wen
usi ng t@@ﬁﬁgt ter Tsmillhétofséﬁa?’ﬁ?t@nu‘?ﬁflgf(qy@}ﬁ%’t‘m§ BT 17 ARNARAR H”ﬁlﬁu%%qugtl\@e | ost
on powesy@owms 10004 5 9aidie dAGE id@nadle $EvERAbAtHA Spéritol. oS e X Atyphectivn64 bit (8
byte) record tag (register). The record tag.i.s neant to be used to record
what hal®° Eﬁ“eﬁ?’?)é“reﬁ}?ﬁ’éﬂs B%C“t“ﬁ‘ b n_f‘?l?lytpﬁ‘g”cb%lﬁyﬁdlfeégy foéhesa@f’m\%ﬂeai’?dusi ng
any of gdneer QimpnesSCTHsy shakild bealldvetl NE tAGGy Is2ie(iexaBpt anSETFRAT. bRivR): How t he

record tag.1s interpreted is applicationp- endent. The ACC 12 al so

cont ai n\gougﬁaipwgggﬁc’t %f%’YtSH’-eH’QﬁPéﬁ%@ﬁ*P&‘Hﬁgﬁgfgd? aﬂ%ﬁﬁﬂ-gﬁ?ﬁ@g@&ﬁ%%ﬁ% to wite
to the NVRAM yse WRACKEDSA 2AniiX kéipaibyithe QM SABtAd & Bd§ueGantiBtowaintt en i s
usual ly i nposed, e.g. quﬁebﬁtes. Wiat is itten to.the NVRAM and where it
'S wr i { PBRURCY rTETHE ATFHR EBLRIBA T PB S ST Y

2011/ 003899HCT/ CAZNLQEAQIAH 5f scQRASGIKINC afr 6 Bnpoflediiéin & BILIoQVBIthAobRALF €,
encrypted connection (ﬁ\.ﬂgg SSL) to the agpl iances 18 at the manufacturer's

L
| ocat i off Gt BeErilthHio)y FHE BT 12BEGR HERE SR 1Ay B ANSetlatt vay beed &2t FCTs 50

can t hefishgigheyastiesbt et shieaAgerd,SdR848)n BE QB Clhe RANEles $451aRE bE Morgent AP
21 or daenon API' 23. Wen an agent 20 requests a feature activation product

it woul QoBBFERGC gmpuiehen Tl s U Sunwntine t fakect Gavie to AR EUEYF {2t When an

agent 20, bebehesotfdGl$e POP iEQB@mnaRRh idfe@d. 18herd & 2 GhEHI: €% Binkat BTV Ce
nodul es for an ACC-enabl ed product of that nanme, in which case multiple

I
FCTs 50sursteBdordisss MR8 &eyso FanP@lyesstyrdien. ARUCEY &2t breticd g ctblichte |ec 12

i ndi vi dydlalelcey T8I0 Rl in Zils dMBY10 Me Hedl BIpbAGENMMANU Ghe AEdy12 directly
in which ease an inplenentation-dependent interface is required. Wen using

the feallitédlact i Varingimpoariingd epatrdar ehepe 3t it keatds s if ehdvehepe i n
pl ai nt ext, j@flift: Jr thelkBAW BFbl BB pHONOIA k& Toud? ARk DRI QB G itiErs BRLRE ReylfiR ACC
12. 001%%&%%E§%éﬁlbegﬁ seen iﬁ Figurg 10A,gthe feagﬁre activatio%wggrvice
nodul e greades | ogs when feature data is sent to an appliance (controller

| ogs), when feature data is sent to-af-agent 20 (appliance |ogs), and when
feature data is sent to the ACC 12 (agent logs). Al the logs are stored on
the controller after being returned by an appliance 18 during a
synchroni zati on operation, and can be used to nonitor and track feature
use. Each time feature data is used on an appliance 18, the appliance
credit is decrenented by one and each appliance 18 al so nmaintains a feature

. e o . .
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i Q0158 1lIn Figure 10A, the defining of products and feature data, as well
as the delivery of FCTs 50 and | og reporting are simlar to the nechani sns
used i n swoizalivmatwon and key injection. However, it carChesabamoved t hat
when utilizing an ACC 12, the normal |oop for the injection or application
of assets is separated into a pair of |oops, Loop 1 that involves key
gener at i38n Jt raryche oo thdy thw'frtehilanishntmps dat pwirccdgainnaddey 68 tematispdegpn &gr ammi ng.
Iag?gl ll %13?}18{,\, e%/lﬁf%)tg%{q% @{vlss a‘(rh\(eé b regentte}gieusnaug Bgerep[mnglngL S-Eﬁl[%ﬁrg Cglort 0?%%5#&85% In
cmd[ STORAGG, if Thash Izmprs tleen dmesﬁadwm caloulgedeat eerifgdtiai alil kr:n Fhybes cA0Batiddnce
prOV|d|n 1 2 rates ter sone
time t h’égatd’%%mfﬁ U C%e?tsé’pgg rp(%ra%oﬁss%%@% bggreve“%bft c"%ﬁ%ﬁﬁg‘g “mi[ REQRESP!

t 0 obt apantidulse ke@@@epﬂﬁlbnecs Heydy.a ﬁﬂhema:gg mat @@nﬂzmmgl lqdwfttfhaessme pobliec keys in

turn to appliance 18 and th t.hese t nerate a
shared IB9%IE"E, R FroE R eea PR e EBe s R MRREn PR Bald®
appl i angge h8y !bbaﬁsxmﬂ/t@memmd peods@c Ufe emhrke;e@m Dreaski ;irdsdubheouAﬁﬁhylcﬁ tlanekayan

et er apd encrypt ,the, featur %~ S ent E %P i anc PHbIlc
oy anbere Ehbeg Stal Fahrtrds Akrs PRt b TP et SRR E R SSet
agSFTNﬁgg&gangg?gg#ahﬁeo&ﬁeoh@&bpmaafﬁog%anﬂgggeﬁﬁ@pmbmn@emmnmgnm?ﬁtconnand
c in e e ures, are en

o AT EST Bt papdsh T GER i Sass 7 Y Bk AT e e S e D quest s
a I espoRSeand@absuldisd 4 tb ebitdElkdREGRIESPbrodbn fioespapsantchie. AtCedkolp0Vi des

<t ops al Brict BGUHPIE 1200 PRI i )onD s MEL e GhedrL CeBARUBRaR 1~

est abl i sheld,be deleted fromale comatliar 2. pr ogr anm ng steps can be applied before the
| oops term nate as not ed . bove 01591It c her ef ore be seen.th t mh en

i npl emﬁﬂ?ﬁ@ t he SRV K0 AN eeiagzsysteﬂé B 5FC B otre R g e de

del i ver ¥yp0fncasmahs, shsul8 hotibk @ble tbetrbramed 3&6Mdd9&&e¢dk@d WRennOley FseBUIG@ an ACC
12 with additional considerations ﬁ?d 31 requ red to establish the
secure ¥BAMETT PHAPIPENE HENoACR Y Sas%eék B b el Baheh FESiiated ¢ hat
t hese ogﬂﬁ@%a@@@ﬂpaﬂtﬁ&ﬁgg@ﬁsagamKeUHjo be used in the serialization and
key |nject|on service nodules to utilize FCTs 50 for carrying serial

number s ¥Ad7k ey s Thakeysipiesionveyice igd lﬂ?rfﬁneﬁ%?eﬁwewﬁer%ﬁemévgi<qyab’i the usi ng the
comon apphiiGab bOBreha MR Kdl Adedndyeyt lf@)eoe'%l\@r%ﬁ& e A raMeli B t he

ot her service nmodul es exenplified herein, for ture activation, each

pr oduct h&tibat }@mep%%e}jﬁehneﬁs dﬁ%ﬁl@%?l@&dePJe?tDSwldtbﬁéblAmefe iBdVIETeni que

i denti f ¥dcﬂ%gﬂé@%}@9§19¥§5%ﬁ@ mufu@@ gﬁ&ied'b_?ete% bﬁﬁ&ﬂMfSQ@taHJ Each Bigdedioiedtaf i ned can
be assigned a unique feature he AM5°10 and a uni que identifying nane
by the apenret acﬂmquEgts:ntlfweaeeﬁepraefiwé/stheonsmEﬁble 1556 obipd s 4 haehpRiedxanpl e,

a 32- byt dasa wvak e&mﬁmz%d ﬁ@g/ﬁmfg ﬁﬁlwmr&&%quthtael%hthew@dfura&mpeld@@und to
a feature activation I‘O uct an eacC feature ma ound to rrutlpl

pr oduct sheref opisgitiythen @aﬁe@we b cxgsy kevthsapett eﬁriemrﬁ*d t¢ 2Lion the prestice rasetmonl y

i T that ypREdUEH . S Rl DRURKT Re@Mr &&mxhﬁﬂe v meaehs fipabyaguacti vation
product can be bound to one or nore appliances 18 and each appllance 18 may
have nuPanigslost fogbat thesonealiey 2t 426 AVBr oiterst & cxasitgrbasignsd ppiccthasumieridlivet eri ng
process gal .0l B} fiRRLEH.IMIfLE shhifs GOMdObt 8kichdl tWbhd orbhQPe R @1 seat ure

activation product | evels on the appliance 18 during a synchronization

oper at i &ifl eaqihkey Syrerlad ghovifdaiable s et etk pierkgy IMRORiSiElPH RET BRI Bvel s
simlargt mtskéﬂe@e 'Es Sﬁ@lﬁy b&ﬁ)lﬂ@@b‘h@ﬁ&?&%@%h‘ el 8deBREL Qe A feature _
actlvatlon gro uc be nodified/deleted on"the controller 22 if it is
not boutitPi#s)] anyT@pgmmaﬁeé2r@waﬁ@ﬁg@8dﬁvégﬂnﬁWHmemn@bpﬁmmdmB@Héméﬁmbn t he
control LRk £33b fwilidn i3 ORE 1RSRIANARY of R @MMA] RALNIL AR URY LANRIRGHRE . AN
appllan%@gﬂé%ggﬁwte JeWeteaézncgﬁ g8on er 22 |% gﬁere§areeﬁ% products
bound tbd@h@kapptkmﬁ@§W£8ﬂmmWé8f@h@uwebesﬁwmﬁeﬂmméebﬂﬂamhgweﬁmdﬁmmt&h%hould
be prot | I e Qnl Syfc node
shoul d @ﬁhgﬂﬁ%%$@@ ﬂ?gﬁa?Pgmﬁge%£§¥§ggghgggﬁgﬁgkgﬁ%Kﬁggs@ 8 Ee g%talned
mﬁthoutrpﬂ%@ﬂ@hmwhﬁbnemﬁﬁms05@pﬂF®6®©@ITheE&%@Mﬂ@ﬁeeﬂm8ﬂbnpp@ﬁﬁ@mﬁE$|very
of feat MBS lpalrobﬁloﬁ% é% e/ou]@ctron% ROEN a&@thgﬁmgorﬁq%npgm Qo RfiLpgd i n

Fi gures escribed below. This includes receiving feature

acti vat peny;Products fromthe controller 22, responding to requests fromthe
agent 20 for feature activation prodgets, netering t he products, receiving
| ogs back fromthe agent 20, and sending | ogs back to the controller 22.
The appliance 18 decrenents appliance credit for each FCT 50 delivered and
when a feature activation product is unbound from an appliance 18, al
features belonging to that product should be deleted fromthe appliance 18.
22012313.1 WD 2011/ 003199PCT/ CA2010/ 001075



1631The agent 20 can request features fromthe appliance 18 by feature
activation product nane; can interface wwth the ACC 12 using the

above- mrenwpanadopriot ocol s; and can deliver each feat urepPcmaarelomoodsct to
the ACC 12 separately, log the feature use, and return logs to the
appliance 18. The feature activation feature use | og should include a

si ngl e wirartagtierkest aripngr tidelhdnfiotheppgliaoners. ISogh Idattaapilionavatat €atms 139

appr oprj,at 4 e 5Q illustrate l.e.,s reen
shot s f%)hr% @%a%?@g%ﬁne%%&g JCEItrgﬁs::foenzl S%g-uéll(lil a§51gnﬁq & U gpe gened %@H I?ﬁ)

exanpl eAMVs® Webd bas ednshppl shasd bmsigmad\ﬁimiiqrugldantgylaphama;browdﬂdaxyftmdamr t he
AMS 10. I ] stem
oper at orﬁ%gw%flﬁhn B%tsgﬁge%ﬁ&g{eg?t répﬁc?sﬁ# egonlrtrtgl\lfir %8UI§AB| frry? Ogr? IYlscaﬁ nect to
t he ANVSponied oith epig@yre.eAdunchyn indigghargd Dbjeqmstclalleat usefonare l<ayr defpnastsmor d. The
GU 8 e t nf, tion,by.pr ts 14
servi cegs%%P 0%ebatpp ﬁang&fétgtt%lr;%&% tt{%lgye?t“%t&ﬁ)?é‘ﬁ dg’f%? f@y ldenykﬁ”r Sg%lﬁ(gbetco%ﬂ j obs
cur r ent byt sadid rtleccmtrolﬂdn 82 cordiwaols IaWeSSZQevewaMlamdn@@nﬂraatakeﬂ ©epor Ksy-tovi ew
|nforrrat| t j the ntroIIer 22 t | i ances
18 and per rgr@%g}g%oéq?l Eaffiogirﬁlgb%ﬁglggog%ea SSI%In (t(hne ChESE ST tygﬁc%%%@ Qounggdo

product srodutt.| Pach heursfsy ope &sdhped horr ope pat ke@rt@amrsm manmimvmilgneti heise

pr oduct 4 r' henas and F manage
D o L THRPSRSEE AL 1, SSOSIRS K ORB IS O3 0,
appl i ant{m49§8 adbeksy iojttioneernet moﬁtﬂé catnhteo parpbn apilianceappéd chadctsarhichand

ctc.) ] OBLBR1 & -PhpErehrGa- Hhs GUBOPHLER Lfybtmed e

accessesknby theaagnehd ny/id r@spa:mdmpplhameéos@reom@ecrts aeydpapoihftuizh gtohh%lsb Lewser to an
appr opr i ; ate n,Fi gu n

status VIPBW® %)elpe\f\\,ﬁm%ﬁnw Eth(hre(e gﬁ'ﬁ ﬁ’é B eflgbl%%odélg?ﬁﬁd;&ﬁn fr&s ﬁ%ezlregP%nqtogged
of f or extplhercwsrgeed 'db@ck eltbubiiite"praaént bbferechaupplidace t 8 Rl sefbiteyetoaggent 20he qui ck
stat us Aﬁler{n}/aZQ £an %%eceonnfr ur ed tto a(g ar, after the GU 8 tinmes out from
i nact i vi by 8h 0T e SAR S P TRt S'c?ﬂg or if the user clicks a | ock

button @E158) ect Keg- usagm sagne@ ptje@msht)mam aama,rvé deMRY 28QWNignel BBjcBW CK
status vie wi200 is al so rra ﬁh&@? ﬁ r Vi ew ngﬁeven wi t hout a user
| ogi n. TP UGS sieaqdaP r‘}’fyélil Jn2 ?aé}r‘ pigned oRigetdt HENCA WAl nessages
can be uegwedg M\&rﬁehﬁbl\hdddh@ tl@lﬁ)eﬂatb@rTmygn&Qoﬁj&t ke shaeoaskct Mat EQdes 6XAEP! €,
when an a g@%%gce 18 oes off1ine or mal functions an operator or even

anot her °§§ Prfl i Ay Wl’er'ﬂraﬂly Ptoaﬁ%terlhréarga?tﬂérryAéeﬂca%rnéheosrarﬁrw@e%Fﬁtr@at i on

Wi t hout cdnay fongverPkdyibeBte it RGerit fo thd R lichek CK toSitaab e Wb @%W. 20QayesRihiunetons as
GUl 8suchth i f aprescrrbed period of tinme

a screen-saver fg rw %

passes WCHTHESEPYp!EqPG sqpichautepjtha ef"r’i‘HOI(ﬁet‘il RanACefsyiey e pigay thedragifepl ayed

200 andtaké%@)ld@@elé@t-@ragm|§1|gﬁledrtfbﬁdtsts%u|lcgga ab3 t@82dsBighed 16 Ot dr e ke%l'_lﬂjp@s protects

the AMS_ 10 fromii nﬁﬁvertent or rral i Ci ous tanrgerl ng Whl le stil rovi di ng
¥

i npor t antSPAPASSICHIIPYRA Mot 08 <Y - rgHY SigR\ PRI cpsTgned a@b‘@mw Tt k

stat us yije sBBd 6OLHN foBeSndsikif fReN el @peLR AN hakRAhLATh BQTtE QB A |
the top portion 20 servi cg?l cons 206 are displayed for the services

of f er ed®/BRSUPPRE JER-ADY S5 815 WhHe PR apiefieron i Aperissicumsnt ke lgvelsaad regieve ue) |
whet her iobhR6:8 tHeSpRidREObiLRM Rlivanghtw Wykh any of the 22012313.1 WO

2011/ 003199PCT/ CA2010/ Q01075 appliances 18 associated with the particul ar
servi cel0ialk he bobs Brlips6s (1§ BRudoat sepst Sulieate kerpiregns?0and oplegdenhasd for any

product @eeiﬂel%rfett rl?ﬂzoh B bk hﬁet%rorg the%hﬁﬂah@er 18t Quiteh g kE)QQ dplWete'dQﬁ A S@at@ hicon
208 i ndi cat es, 1%1 col our, whether there is a probl'emor alert with any of
5]

t he apptieadaasoerleitybs frdivarpdiismbodasn ﬁ&%)tliﬂlﬁPP%PWGﬂtﬁ witpoederasmant i cul ar
product gpplihiRe l}|§%tlQEysdJefoBﬁﬁ@%tthﬁ9*0@&'&%&9%6%?@%%0&9% %!lﬂl@@lgl ersus problem
states enabl es an operator to quickly identify a problemand drill in to
that apBiligHce 18hapgtnaidshpddbs dre oocadet kevtilehs folvehsaphaee 6% bt fredyst obl em
and tak t portion
204 can Brott do il T PERehUDERERARLN: mil SRR RS G AL ART

br oduct &vesgre foyndigrie @ﬁ@@ﬁlﬁ%mf@,}ﬂ% " eﬁecvpe*pattt@hzqﬁéyeb‘apqr the he}dﬂ@pwm for
definin r t f

100167] %f}M% ﬂ(:bk |p nzggéa&%yﬁgg&tlﬁim ?écngr? gﬂ% %étkﬁysq?q Ehllg gesﬁg% ‘gf(ﬂ@% \% ?(%5\5/\}5 gélgv\,ééeggou ser

| ogi n seseen (not shown) can be | aunched. Once | ogged in, the operator can
be presented with a status view filteyed according to the sel ected icon.
Therefore, the operator, upon determning a problemw th a particular
service in the quick status view 200, can G d( on that service icon 206
and, upon logging in, the next view would be filtered to that service, e.g.
serialization. Once in the status view, the operator can observe which
appI i ance(s) have aI erts and doubl e- cI | ckr ng (or ot her |nput) can take the

o o o, M o o, Y - I - A~



22, a main application 210 appears, which may be filtered if the user had
sel ected a particular icon 206, 208. One exanple, providing an appliance
view i s swoumiiva3Bpgure 12. To facilitate navigation, tRreT@4208/0010051 des a
consistent foiin of panes and nethods for interacting with the application.
111101691The nai n navi gational and information areas of the main

appl i catheosste? 10it shwutdhiesicleted monehd spehiidle Tanagpipllisbatid dro loethe ubeof e&bXey a vi ew
pane 214, .a i.n. inf ti ne. 21 st.atus  bar 8, and a version bar
220. Théﬁtg%%ﬁ?@ﬁ’é(&ﬁe aﬁés%l%ﬁ% Oélglq%?yi’%ysﬁ?ﬂﬂtrleeﬂ%t%%?rcﬁr?qlses five menus,

nanel y &eddord Aglvhten nenu, a Services nenu, a View nmenu, an Actions nenu,
and a Heln -genu. .Ih rol |l er .menu enabl es. t he erator.to dify the
cont rol Iﬁégﬂr"%, an@e?%\é? géjtw(%g C%nﬁéur O PEOVICF e EEF \a}?q@%téonrrsgr‘{hcefﬂr?gﬁ tidés an item
f or eachhserivirgereild, gloyidesn sehirs meaamplogiviting budiactsetingd pradict’ ofeatuleayt
injectian, and feature activation..The View nmenu en th ergtor to
sel et ArsmToDy Eas A Ral RGh Bpgids AVaF: TP SR PR PRSP | or
appl i aneejaliptioa uetiey ig@tivaterdat manmles blrasmpurtidodyly bygesgech et useavithal r ol

tickets, users, etc. The Actions ny. changes accordinhg to the sel ected
View THEUFBID HERGTES0TIHIS. P PRAE B SUT de ReCRLdet & § AT SuTRE P O
r esour cesrsECh asthaystdefinchedrglucadtichi BieFalfo 60 sre Gitch deynddeweh ppeiict :ogulj de,

duct . [ Vi t i ew, ’ id tc. 1001/70] T '
214" pr it Hee tor ek FARCERR S PN R8P el Pk Sina el 5t TEIRT v e

may i NCkitdeenappiiedtitiSack dewh tielageindiyvinewsing b 8O0 1@WPrddeotdnde boe\to ek r ol | er
view, appliances view, products view, serialization schem vie key types
Viow Roe GRER e i B RRGh e mE SR B i S Yo o PEhe
Vi ew papedddds bosnd@m adlhperanatligyle tatrube 22 kiwgps W4 avenn@nuf FOWienat dppletiGabl e, a
nunber besi de each_viewitemindicates the. nunber of the associ at item
CoroC namplgmn o bt it e R B S50t s e Pan 2RR8R R obe

Vi ew, etieBCTRGisMald ot bdubleAMBe fdalleNanyevelfed t ik doheviker 2amacks kov dusHcy t he

Servi ce ny al | owi t he rator.to, quickly fjlter i in the data
accor di ﬁag?evﬁ%faﬂ’eapgggfdggf%’g pgogﬁgi aélg.maif%frthegﬁﬁeﬁ‘g*sélyal a#’let“h%eé‘f iances viewis
active aggisa] ser ijakliezabhges deb@ibed Ser&gltacA@d 12 Borkdd® 2386 it CESy B Rdturd hen t he

appl i ances view can di spl appliances with the serialization service
active. TG g iPridg ff%ersa%@@\dnﬁﬁafeﬁ@f@f%lft%rrl?om@eag'ttahaaﬁeé FPrEiTEar can
be di sabhedoand: hirghdiedn oAskehidlly 0pteamRk ¥h 88 dsRECIAl FRadinfhow Meatingls #By be

di spl ayed for each jtemin the informati on pane 216 and_extra service

speci fi B GToNs SHal IBPFEEPRREN A5E CRMARG Kerdrd S8 &y Af Fhks S8eramsede nenu.
00171! Thea s froNf00 B LA R RERER 16 Hirapb, aySe&iRE0bmal R M. 30qybo Ed@iobj ect's
in the system accordi gg to the selected view  For exanple, for the Jobs
view, edcH's fdHAnds re90eT @&t Shedratye faa detsramnes which grodydd fegtres Thertingis oy

i nf or matgbRAvRAANEe2dBr 4 Vi8&S: 1SRYES B hidhEadbie£Fill bA aVihvaWd bl teevdvar 222

di splays the title of the active viewalong with the title of the formif a

g .
form i s RefPHEROTE ThedThrus def2 SEEReraxasiore e el (iapys reipiep! 25 4pd hoecpigiagy
" Modi f y iARBh@REEIntITRY ABD@M regiARPL ANGES VDL &Yl APRLANGI mer TbGn¥dnew titl e

bar 222 may al so contain a |ink to context-sensitive online help for the
current §&PepspmmRrdsefich gt dgseribebin grrpisy i sPelpwady Wi o PR BFerEt Bt o

qui ckl y SBORBAT Bn®SE LHER TS @EVIPC 8%heh RS Bk Batib IR &S LE€6htd B notKBRASENVRARS bar

223 in the exanple shown in Figure 12 displays icons in a horizontal grid
and may ai“%‘t‘f_f”t‘}@lé? ic"ISFé’“fPB‘YVFr()‘%)iﬁ_""l‘?g items: All, Serialization, Key Injection, and
Feat ur e [fgtssyat i ofhe A28t @L41Ed\Gniafk in this CRBVES, St (]fslbwe?feéma&g (QF@@}).&Y& the
results of the active vieww th no filtering. Se ectlg‘% any of the

renai ni AFONERSisEwantde Bptsed redred Wit hapdegn Roerrnmedeelie A EJRdI RGP e

sel ect ede:S@leN LGy ankQF the X&HRkRIs 1APRLiIANGE 3. CUSINGEASETEERE BOIPL HWCE. | ODS
related to the sel écted service, etc. In this way, the operator can nore
easi | y Aepprdgas & inderbistgd fs appliaiipr-depsudent clls /defd gl doatte an splamsgtagn-a si ngl e
contr ol l3efe 32y o AGGE b PPRAMS ahY LEEN SRS WhiteGo RNGF IR OWRIRYC RS, di spl ayed for
each itemin the data area and extra service-specific actions nmay appear
when selegiumgaBemnyplcel thaycanhs vaEey isceuaiyimporeb $B2WAPY et Vo ipwitepda
cont ai N$p MYk Q¥SanB WhtRMSs RRitdid i§ i3 hendhigRaMMchdind pul | down nmenu contai ni ng
any additional actions that are valid for the current view On the right

si de of >thesaction bar 224 is a search field. Typing text in the search
field filters the contents of the dat®-area 226 dependi ng on the view For
exanple, for the appliance view, the user may search by appliance nane,
22012313.1



manuf acturer, |ocation, or product. Actions in the action bar 224 may be
valid or invalid depending on the selected itemin the data area, or

whet her twenreliv®3mayt hi ng sel ected. If an action is invaciraA2ptooaTsbe
greyed out. In general, it is advantageous for the list of actions for each
view to be consistent, and actions becone valid or invalid. A data area 226
present B0ER@ | nf GhaBET o &8 SAPPICDPICHE SIETPeE PRENGIIENC & SPLep & agriiances

NEecess aF ¥at t er}nzgntl]fa%tu%’@ RL G, a@ﬁ)ﬁﬂtté’&t‘ll?WhWer%@?MHndé@ont c%eltahér@&"@rg ofgtevel s
to enable the user to conveniently d dowh into further details when

needed fbcanitipnlyk eaghestrd by thetagentydhity i wWemmwreétq 1eaRy <Pl ZoodrBoepBl nay be
one item p@terpﬁ%@m 9hfeq hésesry P8kre LOREGsH P LSe it @&ﬂd aler 'al'ft @@w@@t sd tdted tolhe
shorthand for thése zoont evels are: 1-1ine, l'i ne, detail. A pull
down netat 2odict individeallye tWhsn ap agenpabafeighqsdd's @@1@0@ ga P‘f%tthéﬂilcetl 8 is@icEestalla zoom
llevel . 4 paghagdd: %%@ttagl\eegtoh?ct OPE5ALAE, it tht@ﬁ-%e HOBRAR MBS bems when

there are too nany itens to on one g}ag he zoom |l evel is "detail"

t hen t hé¢lizeirdip ayageondl.pagercthivn seddhal pe Weliva@i{ ngretsagnt 2982 oy e

confi gu{n?é?fa%éjwﬁtp@@%b@%t&ﬂgaw ifr @Ihicx cygggﬁlﬁlyﬁgméﬁ%%% ggfeﬂden{ ﬁ'xte}fm:é 1§ I@algzleﬂl lation
to display tits on a single page, the paging bar does not need to
appear . Wi00573hOfratutreactiedtipn sirdes pfduldhihe feagirndptospuid pever ke iy plagqxt after it

descri pt/ a@égtl%fcoﬁtﬂmet%g ’ﬁ@iﬁk%en@e&%@ﬁ?%dlz' n the data area 226, with a

pul | -down menu to select nunber of itens to display per page and how it
shoul d B¥1§3) t ed.Asker bexarmlielighvil 8y thOfechtsmstiajioSeruiegrsduiewireteeloghe nunber
of itens,an tton to
ovi tcn BRPASERaE L kui b8 el P PE o T VB B e B e 4 o

t he pagiapglidves togﬂ&ndwéerp&guuwgiawm}ette tt@BWC Whiagént bas). iddighaides ar¢ gxed on
descri bi,n ! 1

26 buLLoE et B Bftelb TR ARG by EX IR Sron AR duchnnd 8

t he textxsettﬁagem%xamﬁtrawfeaumeﬁ eEXX ting f@tttrewtta fiuedddnah bephiamyg 184ke user to go
dlrectlytoas i I tton to
go to t Fead PR EBREY, ARG Ikeh SN Er AP hEL pRTRE G088 R U
bar 218 !ldvel, pbish t5|de¢rede1md Hytvee bxmhtlmmf@furetmM@oﬁhaﬁ@tualdstall@y@nba@dm
|nforna|0n ab cotroII to . e onis
made. anior E CaR i SpEPat bl 2f Syt e b C I B PRRRR s
shown fan’euaédtome@tl\/ﬁ:aturd)iahﬂﬁea'loalmpbh@(:ét1& he attenti on of the oper ator, the

dat d | ert h
F?gﬁr 2r E@E%gﬁl ch I}P E J@ﬁgtfté“% E\Rholé eman@aa e‘%g fiﬁ%ttas tvﬁlgas &y %e %ﬁmgr oduct
(shown iFaTk E\(Barﬂabg’iremr&@g #26)nilhas tHeowchamsen ieddyn eitiabzapat dridéey Rieca@pl i ance 18

naned bar can ven a disti.nct and. bol d col our
such as-{’r%gaéot‘b%@-gg@ésﬁtveé\ﬁ‘%% ﬁﬂ%ﬁ aélr&ésc 9% Srediogm? I?ﬂlté‘%ﬁt@tt&ie&totté)ﬁti on to
the al empplichtiontofihSetekasfalesd itiba pail ef lbofRALood 3 Zh kiveRekskep gémasion, hed bdpt h of
the datg area 226 al d._inc] udes emergenc | ated. i co further identify
the & ot den LOEn, SU68 IMe1 thEs HE BT dhir ST Eany BB o | aunch u
mai N st abiiSand @W[QB@RB@C@]hmmlbémmlabtgmbaoxit4’Iha/thb1ﬁhredbﬁmta?e;d9@y@mtd1@mes 18 in

PR i R b P e T T e

product cha@TRRAGEC]ithe hbDe 1mgeWrates phbltctkeyeﬁtd hﬁerebmel tet thehdent 00 reqitests he

2011/ QOEOSPCH Bt U107 ST ANESS b5/t BRAKE. Mol nipa T agmﬂaroups

appl i aneesidkSihbyt piBlReACHh Wird fo thd ARliSLE €8 ﬁhﬁhﬁé a@hm 18 ﬁlseEth@Mlkeys]té generate

or ot 4G et o B FE VY et SPALDS) SRR Lnag B b Sats

appl i agegech& o@ﬁﬁd@ﬁ&rﬁbﬂdth%ﬁb iLhed ﬁineﬁhﬂ@]tand drderygt ﬁ@fe@bﬁtd@@mﬁ]l@@tﬂ@eﬁéﬁ_s T48 ]
groupe manuf acturer, then e manuf act ure show ng eac
appl | an@RPIPRCeREEIFT Kt Wy ‘tnﬁryf’tﬁ@%%%tﬁﬁtﬁ%’?‘ﬁrpé?“‘geﬁto &p §$5’F‘%?3?/e%e 3%?8’?4 aiﬁ%?es 18
gr ouped ifyatésQBAehtOR prdch@imig@bp b@@‘e@ﬂﬂn@melcSmQBMH&MMTEﬂQM]ﬂEF{HQMmQDM i ance
18 associ at ed mn%? t he Iocatlon 1001771 Ila ce icans %gg i.ncl de service
i ndi cat orQdsshe Fof Shnieedwriars ben grgragay \Pet a‘tlﬁ’ere%%t?rtl Y &F 14 ance as
wel | as apd OV hgasreqitsts AtHspalst famfsingietReirR tdreEsmpin rapetse 1@ 0T repblijeshas
any active alerts (by colouring the icon red) or whether the appliance 18

i s operabizag:correctly (by colouring the icon blue). The service indicators
237 can utilize a col our-coded schemg%-or indicating various states. For
exanpl e, an orange icon nmay indicate that the service on that appliance 18
is lowon assets, ared icon may indicate a problemwth that service, a
dimor 'greyed out' icon can indicate that the service is not assigned to

t he appliance 18, and a green icon can be used to indicate that there are
no problens The status V|em1234 uses a S|ngle zoontlevel |n this exanple

o . 1.




[ 00178i The operator can access the alerts view 238 shown in Figure 15 to
exam ne any alerts present in the AMS 10. The zoom | evel shown in Figure 15
is a l1-1iweanansisevel . In the alerts view 238, the operararA2eavpovi’ew t he
alerts, ping the affected appliance 18, sync the affected appliance 18, and
remove the alert. The controller 22 can be configured to issue alerts under
sever al 2RFTP@IEAESPRISE BRTHETNE 8 faheh PrgramHishs 4 &Nt Bh 481 10epes3lis penhot  abl e
to cont 8gke &8 s@PRbAREEontiestdblisHeNALiGiHi Al AR REHAMBindBeR daR e &RNEJ Ol I er 22
sends data to an appliance (and vice versa), when a synchronization

oper at i 8HK4%e PeRsIERina{gie RO'thEPNeinber of assets an appliance 18 has reached
the assefogf Ni NG: LEVRkefolMBE Beeh R M&qwﬁte@%ﬂt&g%@xm 1bhanapplicancge 18 has
reached a warning |evel, when the I-1SM 19 onthe controller 22 (or any
appl i anéereryrotigonige gt dolisgre df 3seesep pimilar toipenseanicea Pt ¢eivt 291 MasChlbcked a
connect 1,60 afi&if?(gﬂa%nﬁgé?mqng Cha copl%%§€qutirg@toeégﬁﬂ§sh kife B &FFeclich VR N 1 he

|l i st managed by the aﬁlgl iance 18. If an alert iIs issued, the appliance 18

af f ect edrCapPethiogequiyed. Hié ca be ppryeqjited fhat3iges¢ pperaiensgrar alsabeadapiobio bfeedat ert s

vi ew 238, i L pLLOR i FEd t, ' for
i oh TR e B P e T s Pk e e Phea et AR ERe ™ The
appr opr ikaitse As sughorigieus impmeniers agapslibls usng thheoremorseppbfatiph Gamgveark .
1001791TheiRpsY AL Avisan access the jobs view 240 shown in Figures 16 to 18
to performvarious actions associated with jobs in the AMS 10, such as
cancel | ii#f68] | ob Anwipr bgpbesenivd modwevixagpidied drsine foe Gajuoinctiten,jealts vi ew

240 in I3 ; i 4 s.sh i.n.Figure 16,
1 g R L b By el e M e B S RN e e 2400
as shownrdvile@pOthe 8n@atdr. Bach REEE/ID031QORATACA2B1O10010Ee feFugUPéyl8. The
conpl et i [¥o! i 4 | £ job,
o nang i i fag Bl TR e bR ol BEGRRLR! Lol RO P A S il MR aRE I |

st at us, tgt awemplei nE-bysndhta vame. Gne esnpmitasuesshel:ld bavdlofved tode &ptnadld &Jeature
durati on,, I 42 ] rovi degl ; de
200 ¢ o A0 BGRB8 Sact L PR OB RN S b PRE, S BRI e
j obs vi epp@adiromheroiper At only dahat padse istoebjupt fo anp epnlbeteni® nEazb Gatunpdes,

resune the.j i O ' | I J w

conpl ete gfjaé(g&m(gﬁp fgig%%glgdjéoognfﬁlo}e[%ng}éya?\%%gges[lggﬂ%%gﬁ%ﬁ%%%%g 3}( ﬁ%gn access
t he reponitelafegwe24idvagbropmndicts afigged ® 19 t o generate reports supported by
the ANS gfleiFi oure 19.Ll Lustlates 2 daline zoom mode,for the, roports vi ew
244, Thé Foports vits B9 OBr o de S RIS VEET LOI AN &° WAREP PP K Ehor t .
The 1 epaecthatioi pudi2didvetam thd pplidree 18 dirieg edyayrosehteatopargticr. Tae vipeesoreivutdne
servi ce%eil:i)naerwazgg tqmlnlmrg tn%t ge I I SE gsf : ri%gor#]s thorsawgart ?lﬁul ar ﬁﬁ; ice. The
gener at € repor tact Ton T di's prays e gensr POV IBIM o488 in

Fi gure 28ehorA feltereapenabmoproduot @mnt iermdidificdrdaiated on theegrtiolled2tidit gewesoahdtoa

report. Once.the. rator has_co ed the form 246, the report can be
U bved 4 SREREE Rl DN R Rah P g b ek 5 1 R Sy By
report s fsonreanvada paldsa. dnapplascet Ileanpadtcitairontie: dovsllcozif BBF 206 2cCSV f or mat s

in this exa e. .Various report..t s can b ener at ed,, far ampl e: .nunber
of acsePTirabidne Kb SeBtFoRr o B8R Sithan. 0T Rt Sl MRuSig " Tor
seri al i Zatitanpering umbhe npgianasisehd a rcaduslg sy nttaly shoatd @ spaotteCidlaBsw & gGe;

nunber of assets appl | anc 8 (total, b .etc.); nunber of assets
recei ve eym%dgealﬁ% {s%gﬂog)?ﬁ*ﬁ?m @W%‘é"ﬁ pr&”@. %f“"}y]el}ﬁ@%ﬂ)of m ssing | ogs, duplicate
| ogs, : g@@géb}yhaSSEie ab;Dialﬁée IBuORRFts déoiiﬁ)&ﬁ of @htutes SPBE Aticgg vwméiégjht/z@gaﬁiﬂg r ?nge f
etc. 1811T ntral.ler vie 50, shown in Figure 22 provides details o
the con h@&r?t%%?%‘%fnfcﬁameﬁwﬁ 5¥ﬁ%gv%%éﬁf&€%i>ef% Ugniditsaehnenetdssa area 226,
I n thi s sexaspfrem tiehentedipt I0tdsgindb @WedRbks poAMhsnt20 Corfreinl-O¥tRgion
information: controller name, services the controller is providing, IP

addr ess PSFUTHESEERE F5PFERCts é?ce‘ﬁfﬁllgtlogégactkﬁ@”b@ﬁf‘?& 10epndponding\ires Gagk Rty esss,
SMIP pot:bniroSMIR. dasedpliance FB 8trend@Bragsitnce cfait fAOLEIESSE SEicSikerBealatvhen a
control l.er HSM status, HSM software version, controller software version,
number GTRIUAT ¥R Rrodpgt isipbp i fropt anraRelianeibie pIl BRtujep BEongng tg 2t Biousk syst em
10, ] obsetelicicaickted®onsysippmehegk i nterval, controller's disk space, and
menory avail able on controller 22. In the controller view 250, the operator
can nodifysshe controller 22, test enmmil, and log out. To nodify the
controller 22, the Mudify button in-t3e controller view 250 is sel ected,

| aunching a nodify controller form 252 shown in Figure 23. As can be
appreciated fromFigure 23, the nodify controller foiin 252 enabl es the
operator to nake changes to the settings and details for the controller 22
and apply those settings. [001821The operator can access the appliances
view 254 shown in Figures 24 to 26 to performvarious actions associ ated




WO 2011/ 003199PCT/ CA2010/ 001075 appliance 18, then that service is

di splayed. If nore than one service is active, then the service to display
can be sevecbadodrva defined order of priority. If a sercraa2s/mel7ected in
the services bar 223, then that service is displayed for all appliances 18
in the appliances view 254. The 3-line node 254a is shown in Figure 24, the
1-1ine H%Hé3b54b]msagﬁ@%hﬂmnﬂﬁﬁgﬁﬁ@“2®ﬁﬂﬁhﬁﬂmhewﬂé%@ﬁ%@ﬂW@@e@2®nﬁﬁﬁstshomn
N QUL fRriEa wnhes&@@ th Usifl @gttﬁov@%en&&ted bialcRs Bl O RiAk kARl e per
appliance 18 in this exanp i ncludes: appliance nane, services provided by
t he applaeancie ttt@&rocwatrmﬂmﬁtqﬁ & separgfelsit op e fqamrewaraeéseﬂa’nélogpoﬂbea igces (e.g.

onl i ne, ;o fld Dfyre 'a&f'%gttdn\@@aturgﬂ&rlg’é"*h%hl‘anz?cﬂ)de 2 S1RMe SRA ARG EnY BE §'f6?@ust(qllue§k space

avai l abl e, nmenory available, credit available, mninmum anount of credit,
nBX|nunﬁ&n%@n@ﬁoﬁkéﬁﬂﬁMﬁmw%ern|ng | evel for credit, appliance software
version,, 4y P of alerts, nunber of jobs, nunber of connection retries,
connect on %ut period, auto sync interval, ready only sync, asset bl ock

si ze, @ﬁm@pdat %gdréssttl t&§0 ﬁhiﬂ%@b&pl@&@% sftd?s Fok'@t@@tﬁyg AL Rs QTand st

communi cation with controller 22, date/time of |ast comunication wth each
agent 20, Taa&@U&rivichissponils, ipovebrhhsse Aetlicoivn Peoviflinggregrimicahinivfeqedor theys, FCTs
50). Cenhal Ih.oesy et Liang. debRiks: £30,ARAGAN s GRLhABLAOAME AYELa as
shown in Figures 24 and 25. In the appliance view 254, 'the operator can

per f or muger 2oMtIEe ks the20 Bt ‘tms@liesct toriha g-Mheongipisr wért:cgebﬂ@gglsg/mowthme

appl i ancg, 18 ,ad ?aséworép’ﬂké @@Pbeen%ﬁles ﬂﬂpg}%efréfoﬁ@vi@% 2hRAGG mhon BySIDH Ets 3R
appliance 18, activate an appliance , deactivate an appliance 18

[ 00183! Wieicesi ergpyapphiagines racty omwentalpceanage g rgcksiebsearret@cas osifown i n

Fi gure 20 ofi BNy ie0aR! 63 bR ARENALR(:HAxRh Btk bhRuSShARURL ARRL ANCe 18
over the secure channel to ke sure 1t 1s alive and to determne its

net wor k maptgsmaarpinecsg® npd ereforio apdrgionsesgociagedivathtthegpetitnees 1&; pamags pgfusts host
(appl i anee, 48yl e |oBerB6dn08S 0@ led »E?ltmts\égtégnuamt tiind B8 A oL
connection, seélf the network Interface c 0 t he conputer

bei ng usegmagp kemtsp% @ééé‘a s P gnanagehieerp ipatywern arebpienﬁl@teallpttecqeoﬁn dorttioflgys t i me,
general by .} 14tnc%ssl%c&@&§ onlinE hel %rlftﬁeﬁi%ﬁtcuia ficABH BE B rndheShBhbh 2l
sunmary mﬁ onplete 1001841T sync app nce actlonrpaunches a sync
screen EQGQtMoMnmphmﬂwg@@emﬁgd@ndhenabﬁes the operator to ensure any

ser vi ceyfled] o OPhaThS L fed QOREA B Lol AOSHI £ SN AS SR ilunfugber s
keys, etc ushes any appliance confrguration c
retrievegn@miwﬂcboWo@smfmmnmghetapohnanmawm@nmwhﬁdsyhmhmmmmﬂgmpBmﬂwon
mﬁgzr :Eﬁﬁ gtcgg ttnclag %,gs Vggva?éﬁte%}ét?]?!:arrrlgjfelsc% r%urea oe%o?)éar véfx%rp thg%se§ ﬁsrl%a%: bing
action aﬁsmo@wmo%romhﬁesfaﬁﬂapQMK@moé §bc®@nmkmmequmkmammeWZWM&mbs cl ock
and retrl ervice t he ce 1 diti

confi gur axtqvlgonnedg afﬁears?ﬁ G %é){;‘tt“a" St {ag,g hde Wi% Oggnr? pcﬂgr?et%l P Ato %ég?denc’tor éff ter

t he appMmamoehﬂeaﬂ@*ﬁyﬂ@hwodmzedmmﬂmweadn@mhyneym@moﬁnwaﬂ§be@mdp@mtmrned,
\é\gleclhf \MI | l I%)%Its a%so ma%e aBall?bl ?or VleW1r§gSe§feer{<w1ltIQ)fu gt?s%;[ lloot fﬂﬁsgveaga LL:_ 22?38‘3"80}[10
can aIsmﬁbﬂmn&edkﬁeambmhmmmsﬁmnmgaxbugﬁwhmmmﬂamhapﬂknﬁumermﬁmgﬁ®6&851The
modi fy g:%%e an%gr eact Ilgnwillealéltrqgh 1ance 1 oes éanep& nc% eeQra o or %Qnown in

Fi gure T@ epp de screé 260" enani Bet i & € appl i ance
18 to bemﬁhhrtperdorbty tltehectmtye:amhmnedtazajaﬁQQW df thtmuatlon without havmg to first log in.

2011/ OO%Q 9583’ éta. us éLVQ é&)o% 7f5 nctlons as a Creen-sav rf&'ﬁ'{ 1?398 %r }?th%trledl rtescn d
credit maxium cred t warni ng F i&%fto ena t'he Arof to set

t hr esholpésod @ik tpessesr\em xtosetc*gvltyem ttte@{tmethagmbk aaim:eue’bs 1sailt’ﬂﬂlayt1ﬁb2®0taﬂ)d ihssue a

| ow | evel I h controller shou omatically
synchronize" ovnoua&?eee-cE QF Mg 4o &Ry nF‘]ewhen Cﬁec tsap I&i@ga@e ?Cg’elgen%\chr oni zed,

t he contrrraé:blbmtalﬂﬁermg ethkls stilioreednhioworram yta@s Béctrmammmoan‘retah enla’pb)dslsance 18. If

the nu assets | ual or |lower than t num val u en the
PRl 1T Ry S ) S RS R e M B R TR
nunber afe t&@ﬁﬁﬁ& i0s, @@ht&hcoﬁtﬁﬂ@ﬂ’ar@ﬁbtﬂélyeﬂhﬁth&aéﬂlcﬁsgotfe@édﬁiy the A8 1bhBach

added 168 EBHEROY P 193 T of LR W P bl VB SIRPIS (Ree al so

FI G 4B:»escri bed above). The activate appliance action brings the selected
appliance 18 online (automatically i-filtiating provisioning if necessary).
The deactivate appliance action takes the sel ected appliance 18 offline
with appropriate warnings if taking the appliance 18 offline will stop an
associ ated production line. Figure 30 illustrates a deactivate appliance
screen 262 showi ng a sel ected appliance to be deactivated before having the

operator conf||||| th|s selectlon The remove appllance actlon should onIy
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shoul d apply, and the service the product provides. In the products view
266, shown in Figures 32 to 34, the operator can nanage products and
per f or m WIOI20U03991 ons associ ated with products in theprPAVEAROI0/BUTR as
addi ng, nodifying or renoving a product. The products view 266 is shown in
a 3- line zoom rmde 266a_in Figure , a_l-line zoom node 266b in Figure
33, and BPHEESi PS8k ﬁﬁhéﬁ@ﬁ%&ulﬁrﬁem@uFﬂeﬂ"shoﬁomswﬁmﬁ 264 rswslept ivans B%que e 34,

the prodiiglayvd RWad680R3R 1k QekH4E e MAGUDYS SifihPbitld t8f oA ALNIcAP2ds0 t he
product,. %uch as: product name, service, |D, assets available (displayed as

a meter, uéy\éﬁthf?rrfa?rersmwf%m PrAlTEY Al 40y 26 BxnapRliaates 2B Bce sybemor of

assets (@@*’@ﬂ@n sulﬁﬁdmﬁgyﬂi@ ruldr Gb3u@ 0 he sk 8t dlﬁgreﬁggllohﬁ@&%§nrla§ope§ﬂg J or
serialization ectlon - injection nethod (ACC or nor nal ACC

nd
record f‘ieésluﬂprélﬁﬁmﬁ?@@s B?alb & PREEYIQY o ﬂ‘HCl‘t]%@efﬁ}ffbéiB@Ple%aé@\ﬂQ%@ to thaieappli P%lt or

can per f Gra appAioQHh kel Bhe 2Q0MADEA e pr@g@nﬁn@{aQéjéﬁ?tremém@th%n & nPloduet, and
renove a_product, 00188) An add a product form 268 is shown in Figur 35 and

i s exenpf MIFEHYTBF PLEP ROFToPZ0F a9 Prisede IREYDIE WS ERTt SR V-Ite. when thrk ziamiaon
schema | Jr@duc‘hé@ﬂ” o e Eﬁ%cﬁﬁ@ﬁs We%perﬁtokﬁyy gé@?@%nla'oﬁﬁorﬁf@pdgfgf f\&@l?c‘}x%ro% &gnt rol,
the serialization schema would be replaced with an tg 3

2011/ 003TFOBLTIOAT (1 B OBTOTEU] OO 8HLA seri al i zati on schema in the AMS 10 | s
an obj eqhotdmt deﬁy eﬁmgagy 5Mh@§o&b)%'1'ﬁe c{ﬁ‘?chﬁtlé@feWOO%{ﬁpr% h&&ﬁg ;jat ed.

For exanpl e, whether the serial nunber digits are present &d in xadeci mal
or deci mEPVENA" hhiatihed. f@%@gqurm rlpsoparagor Fancernthsehtedwigher jtaths WohBitmed/i ew 270
I's shownciddifk BURER 1384 Ec@n 3§heréf5}e tﬂgﬁﬁra\{dr%g@m détg-ﬁnrﬁpgez{ ?r‘i)l%: ﬁgﬂ:ﬁgﬂ%
serialization schema and performvarious actions assoc ema in
t he AN StOyicedititm qwiek defen Yigyy 2%éanfﬁylplﬁ@1 Bt sprgive oon g0Gad eyran loEglegﬁx thie rmextz oom
node 2708ev $oSMOMAId: & FHBYESi3Be o LB Dad N h

Fi gure 37, a(r)ld thetéettal | s eZ(;omefgmS ea1 atdg pg@eg gﬂ;ﬂ"g&:{{% % Q%FQB%@ P@

seen i n EFGUR BhidgplisnscEiirns dersiaon deubktcligsng e sthehiepusiera ke e heeratoi i at h| s
exanpl e denqtdides of NP rH&RE TBoud B ppIREREFR ] Ong%?Jn& é'de{émg{ﬁ S(Ku?&g%'fﬁll .Ng (nOt
yet sent to appliances 18) from ?ot al pool, Start va total count of
serial riitheYeniegegernetan lagin giiesnisat be Gvangdoms batligsimder thdseuiLh statupyial

nunber ofpo GheSRG LEESs | hﬁlﬂ tglaﬁfe%%{lét@taet@%mﬁeﬁds(eta& RAL Qe Sg‘l‘méﬁ%%de\)qth | ist of
static strings to include with their positions in the er, and
sanpl es Girent Felerend Broyea seteha fo indicathwhaéy leaizipederimos. Ecvenmmaverew 270, t he
oper at or Rerdfifid sBe QoM e dify a
schemm, ?éeg%n%\}e ac’scheﬁge and S%%%F\iﬁl?é}tdg@%%s%@j z&e%@&lgigrﬁué&%%@% ?ghnt

sel ecti dff"but save with a new nane). To add/ nmodi fy/dupli cate a

serializ sch , hema form unched
as shown @iwn@gl gur 25]%9{}1&%8%%8&%%% eé%gﬂg Qléﬁnl%%&f%n%ﬁ%%%?%@ i B4R %Bfrgr@ 't hat
def i nes Zhempipkedicaiyoi0 Wpa@rs,t\xmélsnayfbed”ﬂty@d ggireaphi had keﬂgc&d&zhmﬂicdalbeoﬂ nj ect ed
f or a p@@k Iﬁgll @Be &aﬁgHCﬁIOVl@gggﬁ/aﬂ%}l]Qn%g VleW QNS]'I%\Z’I% ml 1?1"9 1[;01[:{& ur es 40 t 0

42. In theé key types view operatof can nag SEVIgHg™
per f ol i iha/a¥] oerevidesta consistes uoichpads wdtdrﬁthoéyfdrymmmglwiméle,ép@maiﬂmsuch as

addlng, y|n i e ne.zoo a i s shown
M g T TR IR RS gt bR e e SIS AR St o <
zoom m@ealm‘ﬂmc:iuée ztypphication xﬁergnmaez W22 vids phest4 &hﬁ)é/kﬂlmlfdfimElii(g:Lﬂaﬁe 242, 2 $thies
|nformat t hat y Y e 274 an i ncl ude: key type
name, 8 is}l%(aa\)vtgl{g %emél ﬁge oS men”%xrﬁéﬁb# ﬁur8 %@p,”s gfy CifBY i fier

| engt h ammelmfaﬁ@enrqﬂekmymdaSavicmgem :aﬁdwﬁﬂefnﬂﬁin Adibhsandmepdhdr Heﬁﬂﬁéﬂﬂ Thash

out put fis ash _al.gorithm h|n type

di agr am@fgg& epm@ﬁ% en%bl oW 2 fuérh0 br %13( tjﬂ%%ongokfirggélf’g féﬁbe %@ & hdestructure
of the @emcaﬂmemwndmaaledemﬁar pahaseiemsichrehidwmnggsld mfcﬁde komiizahen, weyy i n
161 0SS MBS IANBSE TR AR UGS o 2 T 8, SESLBLSL o2n,
dupl i cate keys, a}ypw)b@ rrqdﬂ&,)pomm’l]belpp aleemrbduon, RHilizaeneciintalked WWfé&ﬁiﬁﬁB) An

add/ nodi, cate tv.p rm 278 i s shown Fi e 43 _which can be
seen is éxl}%rrﬁi‘ggr‘e {St Uiserts’neéc él’rhteA FOHSZ%BHICW%S APk n%‘ﬁttheesﬁ%%l:‘i?e‘ﬁa?%? RBPEY o be
edited. j0O0191!'An FCT 50 in the AMS 10 is an object that defines a

particul ar feature or features that may be specified for a particul ar
product 208#3-FCT 50 includes an array of bits called the feature register
282. The state of specific bits in t¥é -feature register 282 nay be mapped
to features in the device 14, controlling whether those features are active
or disabled. An FCT view 280 is shown in Figures 44 to 46 and illustrates a
vi sual depiction of the feature register 282 with the active features
22012313. 1



bei ng di stinguished fromunactivated features by filling in a correspondi ng
cell with a different colour. A 3-line zoom node 280a is shown in Figure
44, a 1-|lwoeomoos9aode 280b is shown in Figure 45, and acCuata2bio®orosm node
280c is shown in Figure 46. In the FCT view 280, the operator can nanage
FCTs 50 and performvarijious actions associated wth FCTs 50 in the AVS 10
such as QHAICHYS 26t YATIRYS hedit rePRHEY PUSH 2Bsys e RIbelp, admgnipesar’ sehigariieyshorEl gur e
46, the guﬁegﬂr&ﬁfc{ @J@rvﬁé@@%ys@@rﬂo@ﬁnm QYérG%QldL it he FCT view 280 for a
particular FCT 50 may include: FCI name, |ID, feature inclusion value,
conmmand [PRbI%nent &b Vl?"agaf)@rzé‘bbrpﬁfdﬁsagﬂqkﬁéﬁeésépiﬂr?ghféerffﬂéalemeﬁbﬁr(‘@bﬁ Dich

f eat Uresnéws%yﬂﬁgm aQ&thQ?eWA‘QQTsl\a%w %QI &@E%Bﬂ%é@%mﬂﬁleﬂ \né\?%gzggg%} In the
FCT vi ew 280, the operator can navi gate bét ween zoom nodes s 50,
modi fy FGT$ PEuCt ERpverEETOnsohemanévdkipl eutvevEETss 5oy ap@@@’gmw It may

adm ni sty.aLRh 1HAR tiﬁg%ﬁéleath‘:@%{?vﬁ)aﬂé ﬁw@%@ﬁem té> Qseffhgkezﬁe%v ot QuiRES T orm
varlous actions associated with the users in e system such as adding a
user, r ewB¥GRRG. anuder besidnepce mwgiemgncaca%éhe @Hﬁarscsfmr@ésocmﬁd it éc. examnpire, the
users V'&\Meggﬁw '&h% aﬁhs ng@ Iiluﬂb'eln(% gﬁ%?(gptileﬁg wev&‘%tcc)%@m}%qn ﬁl@?\'ﬂdg fb E\I/Igl?/ro?th%7

the users view 284 |ists’ i nformition suc usernane, controlle

pel m ssi'ong, caappt fiameehparirssiconsllovisete peqrfﬁrprstg nwinkly fieriteab inthe daon

per mi SS'a@E@dmg%ythé JMG@&E Eé?acé)qfo%ﬁ %nﬁr’thfg?ﬁaldge% V%%E 5(91'\/6 Qlﬁirargeﬁaﬁlzgcﬁﬁ and

| ast login tinme. The various perm $si ons ctate what operations the user
can per fisimp seccipd imdhSayicer meranthon the apniazgep iPeneedisnirerdraapliangs avith the

serial i Zs@ﬁilf%ého%%t@fzgactgfg CWhlalpustlee[hé@e‘?&ées\ﬁﬁ ﬁMVtOZt%f]ér tlrlekk?anﬁg'g'f Hérsora{ 9&[‘1%5 can add
a user icate a user, nodify a user, ange a passwor and renove a
user. Arﬂw@gldd erstiddenr Ardigeal @r\s%dmlﬁmn@ng@wemsbeﬁlaplmé@r@schtm@ iANB 10 to
i npose s rol es.
BRI i Rt e R o et

di f f er enteri®§&le8u.0of access to particular parts of the system By creating

sever al (4§ Lf wi t 4y di £.5 er P ties,can be
partiti oned j\ll t hi eﬂjﬁel g,l(ﬁg%tl%gg g% ?ow s’oﬁag? g]t?o?rr?é&%hagg%j]e ° Je b Hbthe %teﬁ] nor e
ef f ect i \aecording toekfzmbbfed viehr Eer axgwplerfot tequbaweWeeaels i@ Ini tbeh@sa as if ojobaws:

Securi t %hgaffsﬂex%e Fi"hé 1%911 ’mf’ggrmt Qﬁ 5%.% % é) on%/A\pgs S%‘%Qﬁ] Be%?r a Ovrievx( YT%%) bar E sg?c h user

rol e, various perm ssions can
vi ew andhs@eef theiaghiyeamtv dpervathehe ﬁulﬁl df tedomsd a fetnds c@@ﬁ%&ﬁqlgﬁd eF049

' l l ust raerxgg%g Q& \ﬂggtiHéﬂ?aé 2%%){oen £ gdﬁ'y é;t})h nce’e@%}%ﬁogﬁ‘r l;lﬁ_tAN&egwp/ld F&'ed to

w t he ni strator on. ure es a similar error
WI t h a fARILAABEECI Theyidwidiedat 512 mzrals@%ntam ahiinkgy bl dogtakt-seinitive ankke hofp fodike

error, X l,ack corres den et ween.t he .password
and t he ngg’ﬂls‘?mn%%pg&ggsgﬁcregH'%lz%?ag%yld her fP rotgnspe(?ﬁ%g © g'ﬁc ?01]8 AhhEe feévdgéhed
for charilgyrg atersed ins Thasswiorsdaelid in drovinyle hows erEig00 1DdidMysdnhs ine hel p

service m%ﬁgon‘?all Egd %I‘PE&Q%AI%%Jfgﬁo 196 % Aﬁi Seria zzapili%?:%f 151%%6 nu item

or a help rcon~or in gures 'k to an
ANVS onl |A\C@V4¢@Inpsqwme“alé’ rgnowenariﬂmgrsfaod dmﬁa:ssmhﬁhesmﬂtabf th¢ aome seppithhed by a

web bro yser to.the f | e of
contents & %l % % lﬂI pe %ﬁﬂ”%m"lénsgﬁqwepg%agst?lseearc R elred i C?‘%né L
det er mi n;eﬂdvtal:@oﬂ@l gr ¢xemplacapplirmcenting ihewelbated slaencdagbes Iala‘eatmﬁsedacteé

cont ot “genaidi v BELE) 220101 . VO 2BRILSFIFREI 010 g1 sose
enbodi nenpliapfeststreediye shild @nindigr 22. Addltlonal service- spemﬁc mformatlon may be displayed

for each item in the data area and extra service-specific actions may appear when selecting services in

the service bar.

100172] An action bar 224 contains various buttons on its left side with a pull down menu

containing any additional actions that are valid for the current view. On the right side of the action

bar 224 is a search field. Typing text in the search field filters the contents of the data area 226

depending on the view. For example, for the appliance view, the user may search by appliance name,
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shown configured for providing the feature activation service nodule. In
the exanple shown in Figure 51, the system 10 is configured to provision,
comuni cawe wittde319pr ovi de data to, collect data from ardTaxRivwaDeI7seat ures
W thin an ACC 12 enbedded in an el ectronic device 14. As di scussed above,

t he device in turn the ACC 12 is connected to ester 16, which is
used i n H E)tt“ie& QP HoR ﬂ%?f%“é%t@t“f’??d?’é@é’é%lt&?r s vah ‘e‘”t"é]é‘t &P %l oy's
an agenton%h selobie€llerh & the @e@iatrmbﬁwmeﬂduthereﬁyﬁ@thh@ selctéd€f dhasitdlis halidThe
tester h in turq connected to an %plg g 18, which includes an HSM 19
t hat prd’f“e T FORENLT T GEHards HNATHEEY aede gL estipis 190" WY i b coRBe.

appl i ancad i8ionAscshovdlidioNinkhlgUredals artd 126 deeds tBme(ﬁﬁ)hthdnta@E@op@-taﬁe@r{-ﬂiee
comuni catl channel 29 belt ween the HSM 19 and the ACC 12 fo

crypt ogriaphitt @SYFW@&?&W My PSSR AT e MEh RPRYE RS Ee W@rlevfﬁéh?f@fﬂem an
FCT 50 cadusbeosentnibstpmrilliewappd fuah&icthSs wtvﬁbntnla&le&\mr&tglesh-t;hﬁ)r@cpﬂlaﬂtﬁlﬁCe 18
may be connected t a backend infrastructure 11, ich. may provide a

certi fyl"ﬁBO‘ﬁGftHWI 1@@;5 may RFA15 HEE B RaRH 0% TR BIT§eine2 3¢ e IEBHET o | | ng
one or nREe Tap atdnamesr th&e aSorMeldis e 18R] AliRgand @I 835@ldodet@dhl 2336} ow.
1001961|Q addi ti ?2 g) bei ng connected to ;he tester 16, the ACC 12 may

al so hEFoRber LR ORI PHAIOB SEECta ST [eEle A RABHE Do S D i ng

the pr Oc'tﬁgéﬂtrou@EmﬁI@ﬁ&@ﬁt\@Gn ﬂt@re&rd&&@ﬁtaﬁﬁt&fsft@-ﬁﬁon(dd{ })agév €lthélzoom level is

w de- ar e,% f wor V\Aay 24 or de i.ce programyer . The gew ce programmer

26 may al'§% cofinect be e PREETOT 3oy Fae GisRpEDA" 23 "g%wn gt ‘9avieRe

pr ogr ameionicalifn theteysiteddnt aMhECRMAALIontOdEHS GOV £ andédpaBdhddeinkBaisi Ng

any swt Ie connection, for exanple, serial, parallel, wired, wreless,

i nfrar edz ﬁ?ﬁslﬁo“eef‘gtoaipheaf his exanple, the ACC 12 is connected to the tester
. 6 ovepoer3gt anden ehetli@sdided tRIALIAE PAr2COPRNBGE UQBiARN PGP iBSmddAPrésdQbnt

Test Action G oup I)2 | EEE- 1149 test interface. The tester 16 and appliance 18

are connB&irdaagirar2e vafipralideve BamLE st len ISoUpE O HF Yo P RN BT Pagema PPV e

| ocat i onsshohiB bt K@ XANMBP1PFOME A0 deREDOWvit M EwRRPIhE 3RER $81dnS hPGaLGH at
t he sane th5| cal facility as the tester 16 and therefore the connection 30

may be a9C¥aPULTRR BEPWIFRE (SRR Pu g0 9T TehHsseringrrasingsand deqreapiag sown, can

CONpri se¥ar DAYS riafRes Pfhe War 25NQWBHRNGH thso&oﬂ ahligalimeky as
nuneral 34 in Fi r{L%re 51. Th@%%cgrm ug@a pogétl on of ) mgr to store,

ei ther pkpgid %@Wtqhyte@? arg JielrsdAfor §xampi | %@gﬂkblys%aﬁd%c)ettﬂhﬂ itq:@tte@e fitgur e

51 il ustab@beSonMaEd RUBe Y SusPaLk; B fdyk tpag@ms)fwt wﬁerr@xx%eytektrﬁetmotvﬁt | owi ng
exanples, A static private keyCS| a static public é alsoreferred
prarie

to as t HES JReCo Lo gireyly torhspesifiepase and i %heéowéymaeuof Pagss; g@ro thudski ¢ key

Qei, a GAgs aﬁ@ﬁ%ﬁt&%t@tmlga%@\] and appliance j's certificate CERT[APPj],
are shown i n Figure I n one enbodi nent, the static keys are stored in

non- vol afPl &l rrem)?l\}:‘e LAV 2181 it protighectan iy beiu of thewindek st Gdaambaset | nto a
ROM Menmop¥mdid, 3Rt m@tm@,@h&%n@gto infiQar DM mn&ﬁom%&é&q wdvilie keys can
be stored offline on either a hard disc or flash nenory or sone other non
vol at i | erpidiok bRk andrefphgations ¢rubn indivdsid deshofnfgrallA@@s12. 22012313.1 WO
2011/ 003@@ /CA%QQTQACQ%Q‘@%%%%@#%? 2153 B2 SEETR6 Jn B 9 1ﬁed5t§m gu'ag fCC 12
is a small dware core e ed | target systemon- c &

est abl i sﬁt@tsbaaﬂia%dmre n figgesdl 3pohipt indle axpmsle siomvntindicatds|thag ta Squ:ceed pTdrt@ctACC 12
can be cansi denedadal09is als bl npri ses
t anper gr oof K?eat (a}r gse_ ?hgt Sp%o%mglg/h&mg%glggag}%ﬁg%@?ggn t% Saélg%gpfﬂﬁ) i v@%dat

and met hdusbar 3 2menbé gecr edisnet aat beld calbironchaasded, ernisisiestatithorther Alsrtsaid dravbpe

expl ai ned i L) - e % t ni que
identifier e?lag ?%@% tog[ﬁéeﬁ%llﬁtlgg]lpg%eag&%i Erh g\%% 2Ié gidga&?fsgneeqfﬁtgloﬁta}% g&l n the
t racki ngrearddé pm@vtﬂstie@nﬂmﬂgerw-rtlﬁed ﬂ0®54@fwtﬂ1¢md@lhﬁfah@d@uaseuetnd aut henti cat ed
connunle chann a nc | n exa hown in

i gure 90D Er G haig Shpllhi0n s N AR e Bk i 4 B TR PG R
woul d t%gursbeé a@&emtbbb:ds dppliapce I(Smnﬁnmmsraydgmup@i b]yébrodﬁbtt mugtmfzemm,ddeyl as
such, the, can .contin seryv ar

and/ or thE }Tllnl%%t JE %ccisie&ﬁ%%gtjt%gat}l%c n?&(} by llckm%one ogﬁte énro%uct %)g? at e
m cr o- cow&rlﬁthé umivtis {idBtd) by4dRodnbis ¢4 oa:acmhdj@yu%@tﬂlctt ect@ensadalentsdtt tiendonteatupon
wth a non-tester, e.g. a device progranmer 26 by connecting connection 32
to the 1’240 'via a conmuni cation interface 48 configured for a suitable
protocol as is known in the art. It w41 be appreciated that, as shown in
Figure 52, the comunication interface 48 may also be integrated into the
IC 40 with a direct connection through the PCB 44 to the WAN 24. The role
of the external MCU 42 shown in Figure 52 would be to facilitate the
comuni cation of the FCT 50 between the appliance and the ACC 12 over a
network (e g. V\AN 24) by recel VI ng FCT 50 corrmand nmessages through the

o Y T T . o



W02011/ 003199PCT/ CA2010/ 001075 [00201] The agent 20 nmay be considered a

pi ece of software that manages the | ower-1level data transm ssion between

t he appl iwoce11l®3mad t he ACC 12. Each agent 20 is coupl edTtaa2e10test7er 16 or
device programmer 26, and is responsible for passing data transparently

bet ween the appliance 18 and the agent 20. The a %gnt 20 conprises a

t r ans potPnegEty PAPIUCWDERT iR 8 I8 AARPAEICt iR mrBURE e el Igseaenskpt plsipen
commands;@ad fR6eIiMe \A&@wé&iet q@él@glmou@sha‘h% 13Zroubtd W ;lr&dubﬁ‘asewnqﬁl ated
that unl ess specified otherw se, secure operations perfornmed by t

appl i andiguredtgreh prdicks diplyyed shqvonseah amntipncs 18 H@O%Rﬂ wigh th‘frﬁii?d’t‘fés}cfer 16 or
devi ce @gQ %r%mgﬁanzé EQ%Fbu B&i Ry GeduteY, (RANAGChEM A Rrdr Iikedlﬁ)ﬂblﬂj b RgRLt he
standard JTA EE 1149 test ports (e.g. test interface 46 and connection
28), or2PRHYICREP 2PPERIFLNH ﬁh@mrawfeefrecfé dgelgepgrmgatsss theowspby attioriberThe
agent  20ch ia@htih@tp1 &M o9 abE PR plidnSe SR LRdRliindgeotMent ransport and
physical |ayers. The agent 20 may be considered insecure and in the

exanpl e¥%4&8cr i béarivaericansdge sncivde speed indipternys Loy phioly pap s ercfagiiston dires

asi de from i ORi¥aRLOWERL m&%&m&e&}aﬁwhaﬂ 1B fnSM @0

rressages beut weg@nE Itlhel appl s|r}g%ce 18 and]t he > Ji%“ ncour see i%?ﬁcgje ired,

t he agettivogerdhy atlawing dhedepnirphedVimthd tferappita@ger @pﬁpw&m@a@reﬁiﬁ bes of

var yi ng. 4694283 idaReRMI 1Y Ot nemaemwemﬂée (O fléub%o@ee@éﬂeﬁe %Ca MV' The
back-end infrastructure 11, 1s a general termreferring to the entire
backendvareky @d¢s et erapehtoringe wgethay idicat dref te ecrivet oveibat aphianeralus et ur er
and 'tSori:é@c;t@g?erdsié&ﬂgaﬂﬁ%a@ea&gﬁ%%tﬂ%alt ym@evggmbglﬁgﬂe%% R €lon REL &éa%@d by
the system 10 and éqcgram‘n ng records wou

dat abas@aiihg %ﬁfﬁwvhenmwm todkeeppirRye U end agrgurerap cehbe mﬂe@tmn@»catﬁtheal@he part
manuf acax%egmbme tmsl%a%gtvﬁewgwueesm% ROBRRISE! lﬁt&%xaﬁgﬁeaﬁeiﬁe&&ghﬂ or ERP
applications and subnodul es, a feature control server (FCS)

e- commefelerdlighite eprdticar grrliance) kas dwsmerptor THbe enpsemmen G enagpalesd ofdApr i se
connect o ;b RE! Ged Qntﬁ%@@l&t‘r[ed doplidhc A% ﬁe%g%pﬁ d. thegctﬁ)ﬂ cha?eéif%@\ntﬁe Ay
server. 'Fhe typi cal system environnent may have the back-end server |ocated
at a ceﬁ@tiﬂ?a‘fle‘ff é%daftfif ofiev-dhkiredyct By mﬂlﬁmrﬁramﬁe&mcmma custoner's
manuf acfgarhglg sit

(550) - BLTE0 7, e e G ek R Rl B S SRR s
t he i nt @ewetin t@o@@&ﬁ@'élmzepmd%’bbﬂhbwmmrﬁgmiﬁg at‘HeneMi@l bReli ﬁlthh&iwts mew Fi gure
53. The ¢ 0 dar uch
Chat any ober ot ran pan e derk iy A aR R PERRLEE, oS PRt B

t r ust edandP@RO4 ThvealKCO b 2oiitellenBiceabd gonfigured tatlssmlgnssun@dr Isevhat diffecet core with
custom ' ' ROM) t he exanpl e
shown |§&E%n§a%e§£ wgsﬁr@&%@%go . r%ggscné)g e ﬂgg%aés{ﬁ%fl;fp Irnnclﬁc%izrg()”(L:t(r};mrzi tFr6er 54,
an el | i ptarewbanrtheecooryljst @%Jwapm;ata(tE@@ppaancb Ifamétvlce verm)xwl&ﬁasmch@ndmne based

random ener

nonvol a{)}%‘é 153 hg Qﬁda\k}%kxl’tﬁeg\y@oﬁrhg’a%%%%@?pﬁ asr ac rE[DtLé/ %Sgetp%qgg?vﬁgt ein
the ell Wbﬁm tbe eerdisk spavp lor thenpeitanoni 8dfks tehréletwe wemeg—l@gl WaersmaeﬁéM(Mé)

pr ot oco r 2313, al gorithm
(Ecosay 52t 1% 4 el 61 Sl lch Ao S Al IR {8 Bl ancea
encrypt ¢<mn60$ﬂt>laﬁdialanl ageAER)~ &bﬁaeedthalagmt iPtddrwss it @@mam nmm@ci b;abmmmhahdee ACC
12 is d 'i@gheﬁet{lglsgl?mg a@%&&e%%ﬁec?&%a e[e)lrs m ale 5,8 v1gv0v tﬁe da aarea@%? ster 16
or sonet siml evi ce progr § h or er o SEAT hi s
conmuni Eﬁw aﬂqm V@Iwazhﬁ etOVE@ a tieherlpu@d:oﬂme atery, Emeﬁanheaswmmbnwmcmhq/zpémgmp hy
schene n YR e ography to trans
rressagegssg{g%? \% ﬁ%ﬂgﬁh? ﬁeglggpl i a%ufcei ﬁ{% %F fg‘?ongestéﬁ%m deépen({s on

crypt ogthapiwys Ofahfmmt ic key (e g. QS| ) is generated based on a secret

rivate e. rtant t th e ke rot ect ed
Pn a se @f@fﬁz (hl gﬁf“’" eég}mec?n? gteéo "é‘f&’t%“b EW“AH%@%X%&S %:ée Ps able to

ful fil Ivatmlousacnaqmssoaaemmtbwbbeﬂtthml 1®, $uch asrﬁaﬁdenﬁglayobaﬂ@ro@t@tsm@mwin)g
generat e, ) ue pri.vate v \M a_conbi natj on of hard nd firmware
to protect’ ecﬂsecr S0P k%él”ht\%s e%?fﬁ@%ﬁjppﬂ’ﬁeai TS7808 "Iy, §a§f tPdtically
uni que Figura lﬁzar tieuban nubdwrtﬁe aldhoandn Figuper maedtthy z@ssocdeat daswhdvih hhat

devi ce 14.
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P02071The private key is kept secret, whereas the public key is shared. For
the ACC 12, the public key, or sone nunerical derivation thereof, can be
treat ed awotzha/dog19s uni que device ID (U D) as di scussedprabaazoio®onre t he
private key has a one to one mappi ng with the public key, the UDis also
statlstlcall uni que to particul ar device 14 and is permanently

associ at'ege \h%/ t?hq%@pletfé% of enfarmayiginias thafistay ipem EoRey 0 g vae PEVRY I P@Pﬁ a
static ;g Hy%%ﬁenk@%@ 1ant66£k2&%anﬂyuaz ?Smﬂyﬁélﬁ)b@fatdsgtdrdﬁﬁﬁ bhd 6Rd drQBirdi@Ng Wi th
t he conflden | and aut hentica

fon provided by the provisioning
pr ot ocoqndd%éiflabf’é]ﬁ %MWOHQW&OD&@S&Mr@rO@feSﬂ‘@\r/P‘é?eﬂsv@ﬁt%# Intepeh Zgalinmdsr to

regi st ef408¥ed Yroft NenpbiliGl Pakfie Br de dalaRASS ob. twltﬁlﬂ acdjoRNfQY LRMBAbLpIRASUT €S
in order to detect and prevent inprop rlet%iln t he manuf acture an

di st ri b@hiPate 81 Jeheodelhnen 120 weFPSa@swre& G carf@! Pe8l YIPhgioBves [98kuct i on
parts. D208 Thep itk Bobamhdembnednfiddasds. of the security protocol to

establish a secret between the appliance 18 and the ACC 12 through nutual
key agr@8h¥Ht. Duh¢ pryratepamigeese MEAPOripYBY 284 Koy i iaure 4 3 Hegntiale fPers t wo

parties, F@&&Hb @{et&ww%ghﬁg fushased. 1m@xodmgempﬁg§épxnmle$ hey ather,

using on ublic keys that were exchanged in the open, and his/her own
pri vat erckasis vidvatd4dipsovidspn saseles ieen anftigarame &y latrensft- Eé@rea@ﬁé@ﬁe}% cpsalscHt t he

two par g 88 sk Mo @ledics gﬁz{hgger%b@:rbgfzbﬁqg Yfﬁﬁ theQiY o réﬁ&ﬁs {o%aﬁfcultahémwevm' le
any thlrf parties ?rylng to l'isten in could not conplete the agreenent

unl ess tlreapndraly eepeid pitos d@ﬁlarsrﬁegemrﬁt@aqpéﬂk@% 244 shogp ﬂoﬁlmﬁ@%@pm@an@@w@ and
ACC 12 can lﬂhﬁﬁm&?{eéﬁl&hwﬁeﬁeﬂa@ aquoﬁcl&ﬂef éﬁ%e@ﬂ&qﬁmplé&ﬂﬁ%mw g

generates a secret is known only t he two gartles i nvol ved. The
shar ed se¢ten bgéﬁ@/ﬁéwdio‘(ﬂem& iguk Pl ipghet e tsa@fi5§craml24;§r PREaT siPPEs feoen

Ssymet rig alfs%%nﬁﬂéé,%e%'éﬁ{%p% dobRhd PBF of Es¥ Sorkis€ch thR e?ﬁﬁp@@ I $Rure r&p

&%
tanper resistant encrypted and authenticated conmunicati on channe %
bet weencapihe gengerigsator pagplep pontzgefiasset\ipper 1y DE8TITPETMEAZD 0P r0d EOFDY

1002111006, D10 MBIk 9, AN Pas0ll B0 8Y VBTG Kkl AfeRRhLRBESs Ay can

start issuing and receiving signed confldentla nmessages, al so known as

FCTs 5020ptignct f divtehby dECetd. R npmbey of assels wedyrd by Gt dyaay. pisanambereT 50
Commnd;%‘hs%glogg%ﬁ@&%@ 1%9 NLAIH0G: B drighndCRLULE: Q;reaﬁééﬁr%uc{)&te Iréﬁg%délw Ite

access to proteécted 62 menory regions, or any other conmand or nessage
to be pld¥BHed t dht betrABE viex 150 skoveon Fizotd ?éwrovyb:@ detaly odthd commderal3lte manner .

FCT 50 &ﬁ;%}?%@%géatg{ i?(o)&%%&éﬂﬁﬁle di?iétafegﬁ%ggm% %&A at‘ﬂ%&m@ﬁér% Ql2sgny ot her

ommand or rovi I'n order est abl i sh,
rral nt ai provresgonipl! Wh\gmﬁortnlaﬁome@mloéerpmmwssmmm thgcqmtrglﬁ@@qimvnﬁl@g)mzdﬂmwﬁ | eges

can be AT utoﬂerl%b%w o‘f‘?kl&’coﬁ%glfz E?@ Y G218k e ?J‘%‘ﬁ’&%%t Lﬁ&n’“ ae: O

enable ures ‘upon reconnecting a server or device progr amrer in
the aft airdmmt‘ Ket addEbe dblakltofeogralivi H¥Yestve atS M eofiwedvaregatinnellsr sofmm sabl e

non- aut ?e?!x%n% GO Ak MERS, b gﬁte%y%ﬁl%tnu%%é’ﬂ ggdﬁg%‘gé ﬂalec he éey teﬁ{% Qb 5‘ {; ?
counter or ot herw se St en device y se ure ure
prOV|S|amkmgh@&nm@@ﬂaqmneWEﬁdmhsmmghndmgnmwmmuhatpmnxmbﬂa22 In the
controller view 250, the operator can modify the controller 22, test email, and log out. To modify the
controller 22, the Modify button in the controller view 250 is selected, launching a modify controller
form 252 shown in Figure 23. As can be appreciated from Figure 23, the modify controller form 252
enables the operator to make changes to the settings and details for the controller 22 and apply those
settings.
100182] The operator can access the appliances view 254 shown in Figures 24 to 26 to perform
verious actions associated with the appliances 18, such as adding, modifying, removing and syncing
an appliance 18. The appliances view 254 can support detail, 3-line, and 1-line zoom modes. Figure

24 shows the appliance view 254 in All Services mode. In All Services mode, each appliance 18

displays service-specific information about one of the services. If only one service is active on the
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various cryptographic techniques, exanples of which are as foll ows.

[ 002141Each ACC 12 may have a Root CA public key stored in its ROM 52 or
NVM 62. BsiohorppBivance j may then have its own uni que cecridA20B1001075
CERT[ APPJ] produced by the Root CA (not shown). The certificates may be
relatively smal|l and the certificate fields bit-mpped for easy parsing.
The appPPAHREY T8UEUPASATICat €¥ P ES el Potechinee Moceas apyesbrdhnignace to

certifi gapryteh teheleAblCnhAcRSdRalt oQfriotiRe 1S SQNP&QJ selebRd Qﬁhgie%&% 86925 N
greater detail below). The ACC 12 uses the CA root certificate to verify

the i dedtSo(yAt 8FViEHi dﬁ%ﬁdéﬁw@ amlanfﬁ‘eééfs@mhaf&abw\a%% Thg 3diap Thés254a

cCust Oners IhBwh & BYurass itgnethelode L54thiathows, i Bidtire2k ORE /M dbfijd fh@decﬁﬁé isficate.
The CIDjn the.certificate should match one of the CIDs stored in the ACC
12 to enSUFERTHETE % pureh Rurest NAPrs 4nbe mamstpoglabieper mrelipics piin this
owner / preegtiaeinc QfiestapPBdct ﬁéﬂl'leaﬁerq@éé'pﬁﬁnd%ébﬁﬂlg abﬁiaﬁéétl@%éﬁﬁqm}é? igﬁmﬁ‘? cate
with the enbedded ACC 12. I\/UItlﬁIe Cl Ds on an ACC 12 |l ows for different
vendor s 261°% 219 B¥ e s Ha i AuPGrage-irastes eIy igns vk Elﬁwrfoft‘é@f?ﬁl?fé@natdkﬁét t hey

own. ForpeXamahiee, nitthodPRlalifdd Lo SReMIS hﬁminﬂﬁ]%gfoaﬁt%@c&&{ Gk kSRl dahe pendor
woul d confjgure the %OC for a_particular original equipment manufacturer

(OEM), W6 HEHnE XTIy ey PRAngeiiip@re6rsioar ieberofslerts. |%‘I§‘F’§r0féﬁﬁllﬂpwhﬁm

seller or ccﬁﬁédﬁbﬁ;&mﬁk@%hﬂs@ﬁm abuf ;ieﬁ@(li laYto s n%@r@alcﬁé%}p(ﬂ{%r syH& Q&Et t@&k%’ L oved
to actl ate yet anot her su set of confi gur ations based ‘on his/her service

pl an. DAL T AN RERH 1B SR Rte T S e 8850 A GoBFOID2E he t hi r d

party V@E]&G@nfne@%@t@ofnﬁﬁhid&tﬁ)ﬁ vaheahdighd ZUChn@s%Géﬁ;ﬁcnﬁgﬁl%rhféﬁfo qggasel(lgl D) of
t he parté%]%}o%é}?ng vendors. The ori naI owner of the SoC could potentially

| oad a Uir B Eet!)-cCOMRITGTFefithRte Heatls saappppiin coppinizeam [y psshow ig.

QOZl?l_Ea"e;gde@Iaﬁﬂzsf 10 e apiaARPhdvariaethd 8pdr Aot A pdem 1 20418 b&RELYRLE hodes,
integrit prot ecte aut henti cat ed and pr ot ec?ed agai nst repl ay and

spoof i n@ynigﬁ SHRPIE éﬁ%éﬁnﬁﬁmapp Rt Srede apapiis)cen's: RediBchnteaplisnes 18 Defe 2

speci fi apfNaheelid, 2cBide £iLbGe P, lavd dBGRS U BFPi8LEQRI Y On a per device basis
cess of unlocking the FCT 50 with a device's private key. A

on th
1l‘J Iroaudul g@]@ g%w celhsringmpelides actoppeEba pPing sciepr 26ce provarin E@Tres0. Wiodked t o
anot her eMb@sW@p@a&)h@%ﬂﬁhé sele@rcd @ﬁﬁﬁfr@e 1& B@er BfeTeas ch ¢ %hoﬁg&%ﬁg‘?&ah% so be

provi ded a serial nunber associated with it such that an can only be
used oné@ Pt retEkldmem Beirrg eopiiedcdio rephajed paEadh IBET 50 may be

si gned byplibge aPR ARG g&osrs batp lessiedhd tB 130t ¥R oh e FCE1R ﬁl@g%%ékbe

altered in_an undetectabl e nanner. [002181The response fromt 12 back
to the appficasceMNE) elihe wepsisnbaieised of & draced test.sBreipale cu pientcadtomndmes sage

aut hent kealhoRcafe il M kod s sk AMERILNE £RPOD En&gg%% PEngl tered or

repl ayed. Since the FCTs 50 are linked to a speC| e appliance 18
can keep°@pcgudi t Iog showi ng where and what a particular U D was

progr amMSQghe aithglsgrnc a3 Aaﬁgé’héﬁ%mu ﬁ‘Rﬂgs 2&0n gl% Eﬁrsﬂgxgrb mtl:hgttr%%ang enab%ljs' t O

t he SoC manurt acturer? ven I nst ances
det ect eéheionerator e\enayg afy S?Iﬁ@geelfr‘t@bobﬁqctsetse tomted wo (¢ gl abyess anh andriclatindarst hat a

chip hag, WISOSIOO@@ erhescé{}? Qépgfagc%ls pxg%u][a[tlgg gﬁ]ag% %d l#estr?%/e% sew%% OV des an

encrypt ed tunnel hat I'C appriance
12. No @pmepcegdr 96 warhrgrasies astipamekes pure Hiasanp soioe slatarobjiess byphetc sxm’rasn d s

sent dugérﬂgnﬁ%epsn&ryyﬁtd%w%@ gLar L t%aﬁglal%la%%imtg C%{Q\/gncrﬂm%?zg Ll agtlil(inalis(g mey be

chosen as the technique to crea ince’l wn to be
| ess vuFYiepapies ap gpiliaecerrenipck nvith e aviiddless elbtkank retwdvecieniie logsdroadhbl e t hr eat

in the %\{iiaﬁcgngMadﬁQiQMny configuration changes made to an appliance 18 can come into effect
after the appliance 18 is synchronized. A read only sync can also be performed, which will gather the
status and asset information of the appliance 18 to see if it is in sync, but does not make any changes.
The synchronization can also be used to obtain service logs from an appliance 18.
[00185] The modify appliance action launches a modify appliance screen 260 shown in Figure
29. The modify appliance screen 260 enables details of the appliance 18 to be edited by the operator.
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100220j The ACC 12 and appliance 18 can be configured in various ways to
suit a particular environnent. The follow ng di scusses various features
t hat enabWe 28uat3menfi gurability. The ACC 12 shoul d uti PCTECAZ0M@OWT7S MR |
total silicon area, and should support on-chip (self contained in ACC 12)

generation of a nd on-chi enerati on and storage.o

publ i c- b‘f%ﬁ}’z?f’vé ”?kg'y”rﬁﬁlgf‘?c %ft F’@%eﬁf‘ﬁlﬂ?l%lﬁl“érﬁ?@ﬁfedBVa%rﬁeH%é‘? meplede ng of
t he A&o@&atsmuétdhrbﬁoﬂyairh}&t&ﬁltpgﬂv@f to t1@ apEIen&OG dke WhpdolissGeNRhHALPN t O
prevent the r vat e ﬁg‘y ?Qﬁ‘ pﬁEI n reVﬁaI ed. Aaﬁt hentl cation/integrity

prot ect i"GH" @Sﬁﬁ’fﬁrﬁ P ABhTRPENCE PP Fiog g tomsticaly syshiReiee a2 whgen tgsipaid.

provi deekhearnd aggiandei BYs ShitrbGal, BOmReas 25 Biaukdo b HaW 1S atsers aesR@Ri fic ACC
12. FCTs \/\E,tegle an ag{))fl i ance 18 and the ACC 12 shoul d be encrypted for
conf i deAtYy QT’ﬁ@ it SRy PR ‘R ALBY Fdhagrbe BinEREP Eyus, then phepantesder

provi dedz fi0s thB epp%%eﬂs%ssefseé Qﬁ/nibﬂikﬁmﬂ%l 12 tHeBmb b F bésem isAgu tPsrGLRGAhe
enforcer - if ecel veq gima ds are invalid, the ACC 12 can reject them
and opti 3%?5@ RAe RESRATS T & FRISYHBI BFT0f i nval i d commands were att enpt ed.

There S@M'S@ al SOWB@} elnhi@p}@ilﬁbé ]%Yﬁﬁs@a@@@ﬂéra%oﬁtr@ﬂer DNG& ddb& BEGntdachise | ocked
out, (as in the case when the device is to be retired permanently, or if

the systBi 155° et BEt 4B frreribpdbs) nHs 2paels applinpes astomprings jhreptlectsd@eriEpccannot
be re-enabhigd.(a 1czﬂ@ftm1|t15tmg§)$ov1sticﬂ%g'%§§wésgar@h auk gea@ﬁ‘va@@a%ﬁ@n@e QbioPQVES i Ng

down to ver% | ow current drain, and the ACC 12 operation should not rely on
ext er nal"(GFHLet Py i PV ithrapBiAPTEAE WAL IERKINE Sregaplatd i dffise pilkie

functi ons assh@Q&PAbdRoABRNTIRR %@mkﬁéteﬂ%a&ﬂhﬂé%Félﬁnéer&l%éﬂc A08hdenga 46, 48)
can prOV| de the flexibility to aAovv. custoners d their custom

pr ogr andi S RPENFRE S8 deastiTatRd bRlors Peyine jisicppraigr sqnivEm Bliyselkricowd ho o313 1

cust Omﬁﬁpih@ce@@ﬂiﬂéﬂblﬂ@-blﬂym hhilkheir MeGelddedtShMBicds Vial dnBhy o@Erwd@ViheCRtion
progranmer port, 12C serial Interface, Ethernet, etc.).

Si m | ar F§PY ?dAh@@ Sf@le%r%%‘F&?ﬂrﬁﬂl’f&”éeﬁ66?“6‘”5épiﬁﬁbﬁﬁ%erb?“t“é{k‘ihﬁ@S“ﬁﬂﬁé‘émﬁt nul tiple

| ocat i O@sactiddte z[ﬁph:lfic@k&eeh |2BE§11‘th2@ HRwteaeh dpblismadn: @@%“ﬂﬂ)r@r &6MErfation of the
connunlc%tlon channel a trusted appliance 29. this wa

pr ogr amii ffgoR BWhBQPeﬂ@?re r“rré%i/ ‘{?rﬁofefi ‘lfaﬁ@e pRRygtced sty dﬁﬁagféecbfhoﬂﬁén icate

manuf actiig byng. gc&ﬁﬁgﬁhf chhr appd As@@@rﬁplﬁﬁd ahfde tt@ﬁro‘é@@a %h@la&@sulgecuUMe to
secur el yeegro gram and store_additional information such as uni que device

i denti f{° f‘tProrﬁg%ﬁ‘H%@Fém‘@%O’b‘he 2NPECF EF-N for nobi | e phones). Hardware Details
. 00223Fayiighier def giohu®f %ﬁﬂ}n . 53

WI | no&lf\)@ﬂtr)e Er ovi dgilé) uT ntw%ghﬁqa%mr%%g%lt S g&%&&e%}%&? Plgg%ggae%

i cr ocofter/BYIP éf Wil a ngmevorthe pradug. aacerng Berlferthaarodust, aéléfeﬁgsssfé feet- shialletion r am

60 and BML6Zey @@Q o3 ¥ @158 doPRIAm ngGn %Q%erﬂnktghgﬂpﬁh&es fo%lldﬂQhGrlgse%n

arithmetic unit 56 (configured for EC operations) 58 accessi bl e

t hr ough skpulerrpyhad she ssoire sl reducsgoaded, Inghg m@rgﬁ ViRt 26§>mmmn inopgirerdlthy an
AES and 3 St §RF8r Chd midige AOAR S anP B FoPh VR |

Addi ti onal | @étahé ACHCIJ 1%6 l%an ﬁg\r}esar? opt i oﬁg&{og%%éﬁaféedpgtrhﬁ?ﬁ @Le@le

i nt er f ad®1BE alid apadderenapdifidnees seopymgiaireivttadac sedecs ver 244 ietiobinlit 2 §- f or
SoC desiighgfom: mé&Q@@d‘l}h'ﬁgu}J@ Q@ﬂﬁ@Eoonfméd%96MFlﬁaré§3 Elthe%({&a?lg 9&%5&' ler

54, which plays an integral part in all the tasks that

acconpl P&4tes Fisrctuds Ay beatrrhie Rigesat' ﬁthfaﬁ‘éFt sigw e Parlilgn@mwa@frl@mfﬂ‘glan@mnds

and enf Q&G @m\@r&du@mm% P%%Gd{%nﬁ& sV Q0 TH ENE)s SEEBI (Y IWeQEQ&QFér
assi sti ng I n sequencl n the ow | evel ardvvare Cr ptO rapnic acce er at or

f unct i o dalay i iHgy ﬁa@?&@?@mﬂ%k@@uhﬁ ofasset Qhe@m l@ampes'pr FCTs 50),

confi gur; ﬁtdf%lla&:@m alﬁﬂaﬁﬁ&%g@z@ﬁ@n ﬁ@@e@ﬁﬁbﬁ&n‘ njgj&ﬂbn'?@e'tﬂbﬁ?ﬂ@@%?n&#\h t in self
test (MBI ST) and a RNG Bl S during wafer testing. The mnicrocontroller

shoul d BéCREEehcHrrddET P§fseﬁ geld; insth%wz@lct tieR6® ﬁr@mere@r ¢20 PR stverd

per f or MBAGE. 6K Sndes iR, SGRRESRAMNy o ﬁmd&@%ﬁ@;emee {pehgdrarithmetic unit 56
provi des har dware accel eration of | ow | evel
[00188] An add a product form 268 i xs shown in Figure 35 and is exemplified for serialization.

For key injection, the serialization schema list would be replaced with a key type list and for feature

control, the serialization schema would be replaced with an FCT list.
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cryptographi c cal cul ations. Specifically, the field arithnmetic unit 56

shoul d be configured to performa binary field nultiplication efficiently.
The fi el dwerntimeetdpc unit 56 may be consi dered an i npor ramtcArarotooof7st he ACC
12 because it allows the conpletion of an EC point nultiplication

ot (B el S S TRt S g il Ru SR er e

respect isvell yumiddtshemdrat€atiod Bxaaiptt, Whithia kheakrtid @ivhbeg aicito#re prebteded ai | s of

R e e L R e e

per f or memGeesFBtd 38 In HIROHEDMS opafettad mawdkaberitikadtio &hb PR by aridus

e ot b e h R B PGB R B et BT Thrrs o

tester Bi—ﬁﬁ%zzo@ﬁldmﬂehﬁoeﬁﬂﬁhm BrHigugat & teadbk z66h Whe8e 17108 iCs@Swn @fFigure 37, and

20111 003 KIBHCTF CRADLD) BL0 780 DEEIFEI RS SB.1 WER bl Harigh g

sof t war eleGen dictst:i edhelhl 0L this BaMple BaBdD ereusiRthattomgeaRmatp, stidtugbircal | y

publ i ¢ REVSEPS Lo Sphy eUReed & b il el idug sePehBmirei: o

key, _ an_@eﬂﬂ’ﬁ{&ﬂ whkthbrSto il Haisepi(l: @GaseUB| 1ogh] Llohtieptf daGitéry éh t_ﬁ@ébhaquuﬁ@iaﬂ'(to pad or

A T T N A

when t heilAtkie I sgenar ai @6 sdribSzatbbichanview a0 the@yerpai dan \phifah o o8 badvieen

o or savhtn Porereti g Pedbat SO GNBBH AR AL i BT BRI A e 18,

Whenevercutriie sdédtor BUiveedtha neewastatToaddmosiphiepticad o sealylixtordehgeanar at ed,

to generd? eorRe T Fuatdedt i dRf ufenar B iy ST Tandom bit stream

feeds inMooiwn AESAREPEHKe BitRheNSt10 icoandjetd tbn dtits hawenbophapysduced by the

St at] o BRI S50 it S BrilieEibbar AUHE o ROy A5 PREE g Tk S0 AES

bl ock cimhigess10the. Nandaey Bipts Séw ERIMEe dperkter a8 thahdpl Qe pafabivpdrRmbasesds | | near

dosi gn_ F6FO ESPABT] iy BER R ES Mg SHLS AL POUGH o "Ha eSIeB e per f or m

a heal t i ghigekooaf médee 7Rl Nhd. in FER28 LT hendXobmIdode D746k ShoBXaPkBeadnnbave a
i from Q0Q0h - FFFFh, byte addressable ne paces.

16-bit address, rangin ] nory

The fol Wﬁ}a%m?%m%ﬂ%zﬂ% S PRORGIV tEHE Hremd PSSt Elonadn Wgyrene e piogadion ﬁ%‘ﬁl

il BS t2 |2 g (1: tk% egkoAsy DT hil fljr(l)@ﬁélim iiﬂEﬁidE]:-kegr abk ﬁ?rieﬁﬁ),h@m_ Mi?]aSR%gﬁe Akilig (laﬁ,i on ]
e mcrocontro er scrat space n the above ta e, Ccan e

used forctENP&Pargy dattiieseovhand direh Fy dadeebane pioteh dfe hsader fepgthaipsihe

i mpl emerdugtl: @sghast offshNighkiRalenahe, AQGaHhSepud- Didy Y Badel P BS'S albd Sowd2 bi t

data stati.c RAM The actual anpunt of houl d be defi ne% based

: cratch space
on firmHe RiREGE 2 Voot fomaied ol t WSO £ B0 STOTB T RASD TP s change

to show the way in which the structure changes. In the key types view 274, the operator can zoom,
import keys, add key types, modify key types, remove key types, and duplicate key types (modify
current selection but save with a new name). An add/modify/duplicate key type form 278 is shown in
Figure 43 which can be seen is similar to the details zoom mode 274¢ but enables parameters to be
edited.

[60191] An FCT 50 in the AMS 10 is an object that defines a particular feature or features that
may be specified for a particular product. An FCT 50 includes an array of bits called the feature
register 282. The state of specific bits in the feature register 282 may be mapped to features in the
device 14, controlling whether those features are active or disabled. An FCT view 280 is shown in

Figures 44 to 46 and illustrates a visual depiction of the feature register 282 with the active features
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E00230] The ACC 12 may be configured to have a generic interface to an NVM
storage el enent 62 such as OTP, MIP, EPROM FLASH, etc. NVM 62 is IC

t echnol ogyodepema®nt, so an NVM interface 70 for such NyYET&A20i080kd7Rel y
defined according to the specific application. The NVMMinterface 70

provi des abstraction and should have the capability of witi n_% rewiting
and er adFiigdehreushe fFon washraipddeaturimerfiingp 2 cerrespaiding calbapt aaTiesna

propri etay:. MMihdt R AER 2B0O% 9. in ERLLaU N L-WRESBImAIVM B2 aena@ne-ti me
programmabl e (OTP): which nmeans that once. the argl "bur ned” the%/ cannot be
erased Gre¥etniicta dsils Aoy Pad2She sy 18@5&“?80%: Iy Pe &P VirsmsF; BsORsF T us ed,

then fi raynaeegt scnesaed phigorBkaoSUkRonk Babeibttd kBIEPSTY J0a€ ke OfM VG gloh BEMOr Y
| ocati ons have already been witten to and nmintain a chanismwhich is

used to #fiAg ”ﬂ%‘@cyilnétoégﬂc‘noéf%é et @RPSTVIMTETIEUTE ARt IBloEmalpahabBREe £ 1 ee

space. 10028%) Me FOT Sie@M30dd B At IculbTRI BSBhE, hblt@e FAT ShhdCh, MM pRIFLESI ONn
| evel s, each perm ssion ,evel having different restrictions placed on them

First, pRisgaemSphcwIqRrT sias GrroIeieindicfiierdrar Rvivice? T8 Feder yRIEY Br t he
ACC s usg. gxclipskvebii nuliber AGGedtdns an ik ad and2 faike Whdrdtr, cab bdviQichRiweagent s
are prohibited to access this reIgi on. Data s oreaei n this regi on may

t
i ncl ude %of8 mo8ey 8dd KilgpPonedly FGIRa0.upppved id s ehanhewplivts 8t 1Y st ate of the

ACC 12. Beppnd, asph@hechRs RANBLS SPAE R ORIMIBS hANFibRY 8l ©» BLelMicext er nal
agents can only wite data in this region using the FCTs 50 and the secure

messagi g StBEEFS itk R Uit ARy EHPi B ASIUPS ¥ IR THRBRAYEY: BEICBRENTAI S
region ig.f&adable h anahiple IMARRALy 284 ikl LR RACESA LR Ealis S0.
This regionis also readable fromthe parallel command interface 66 with a
nor mal MEEG? §7 AECEYSViCHS AT InfEmiion SURDACCESSPFETEOBY PO CalaPR anthi s
regi on cRALAAS, S8U:fhisEat actiliBhtich Bernb Ut MRY inyHbtheWRMiors Ofefiti@tEntioN NVM 62
that are only allow accessible by on-chip logic, assumng the on-chip |logic
does notPereigkonstae lagblpsn tigeo hbsyRreU AFEMEHITS. IR YRl ORFrERET BRIy space
perm SS'}Q!rf@nﬂ,%.‘é.eéddin%@m&ioﬂinggn %ﬂﬁ@ﬁce%@aﬁr@ a6 St I8 dcHema NV 18 dhetubiad ot haf[
the ACC 12 does not need to protect. External agents can read and wite in
this regioh? PREFMIRSTHOT 18 2 SHARRARRIC-SFOt KA Ve SHARBRIVIVRE) 27dor by
usi ng di£86¢c JBEDAN A8 68S HrhNOMstshevPRFukels £0 enmnd teines { @Camp&e The
"cmd" commands will be explained in greater detail below. At .a mninum the
ACC 12 sHHUINIPHATE IO HTNNFBINS [fEEnef ot ralev o v e fsefinssnercaPevel to
store Ontghd PussLeleal Snable or BURIENE 10E1s bR TBRpaRRPhI it bORSs keh. Bye ACC 12
is to provide a way to _enabl e and di sabl e features based _on customer
requi r errsfiisg soaprekiserg v ith HETeespbeymPEatsuthe RS QBHIPTRoRG® At oneanita the
enabl ed/ dijsaRl 86w bferki@ghR GO0V e thublY mbRefEeUSE OTBF sxafpPR, thb Lwidng clescr i bes
how a provi si oni ng! interface 74 &Z% f?e used such that adaptations can be

C >

made accorblisies ¥ &olopecieriey Ofiden driniF AL 2nd RPERST OF)akorsatieticrabove,

the ACC 12 ¢RI jesfSsihsSat belkt REIHRUbVRALL For QNG E dicR)ant R 8nabiRMENt
controller and interface 74 in Figure 53, and eval uates the aggregate of

t hese ouﬁpﬁﬁf%fﬁllﬁﬂ‘ieégaﬁfés which features are enabled and which are disabl ed.
I'n one emposhi;ment ri lReb e jsSalNte &AL o BBRihIRERGIRA RY LW her-gRaRhemENt
controller and interface 74 per feature itemthat would need to be 22012313
enabl ed/ ¥ sEppisEiorFEerian Higrs P Hasrdetasimlaegon i kgl dgscibatngiset it he
enab l enen +& Qigﬁlgg(ﬂjt 1h€Ea RNk thg'érﬁ);,fiﬁ-ﬁl% ezgmglﬂgﬂue_ct@ I8 ck BPM%nMM Q4vech thel S

possi ble to encode or scramnble the enable signals such that there is not a
one- t o- orfeseappidrle wonfiap prarvaré isldy Fthertdterms (29 shova prgibe lavpdist éor shagaiag2 | n
this casgeyomh W shairBadgead need to evaluate multiple bits of signals to
determ ne whether a particular feature has been enabled. It can be

appr eci alf8#4lhat e onlingl hélptrervisp carprifordiptdvitigd for thesFdife high pani coapissr mepu
det erm r‘n?en&"%%,t@g)ric&nmr%oﬂl%e. %Q.%%GA’F@& 223158 Bhict] Ml tD L ANRYon iRy hori zed
feature enabli ng can be

nmade nore difficult, at The cost of some additional
| ogi c. Howkveg. in WAdiLhiermas sychisl itigsupmoried bne nelckrowenry Tbapendismean tehdthact ual
feature |J r [ e
consi deruﬁg%ﬁ%ﬁ%&%%;}a??%tﬁl&éé%% fré@)%ggw%é@ b%%%]pe“?{%}ﬁggg%%&é?%eﬁﬁrgge expl ai ned
bel ow, idetdrgyingd saegidingdniid cimrnbyviaw frobk dsurresizt(es comet-eimitivhecliPeat ur e
enabl enent is automatically set to sone very primtive value where only a
bare m ni’thiM!set of features are enabl ed for debuggi ng and post-nortem
anal ysis. The feature enabl ernent vat %@ when in the lock out state may be
different than the initial feature enablenent of a new device 14 dependi ng
on custoner requirenents. 9234) The anount of tinme for which the ACC 12 is
active is typically relatively short, and therefore power consunption while
it is inactive should be considered nore inportant than while it is active.
The ACC 12 can include power managenent circuitry provided by the

—



- 0923711) Software MBI ST of the RAM 60 and NVM 62 can be initiated by a
command i ssued by the tester 16. MBI ST for RAM 60 and NVRAM i nvol ves a

fi xed patwerniizws®ss t he rows and col ums of the menoryPCham20®a0i0T§ t hem
back to make sure it contains what is expected. However, if OIP NVM 62 is
used, it is inpractical to test every address |location, so the pattern may
be appl Pedet Comtlrgl Glogeaddress | ocation. (1) 02382) Partl al scan chain
testing inserted for the registers inside the A initiated and

control 398y t he vfraag o te 61CuRey: @ﬁé?réeta&ﬁfw%@nﬁ@méﬂ&f}%é? isgPWcont r ol

and confd gircatiRRdrePrSli@hSthd Ralufe dc0nibSerdide mOBRITER 1thOxa@Pk AhdWnSENSI ti ve
information are excluded from scan chain. The fol I ow ng@regl sters may be

excl udedigPiecr Beanteeniheonfige! OPEIEos: srumEifdiesydr BRY Reddy or €YFd et s,

220123180, ankieadMteGeRN80L IR ACETD $hBdd¥ed @S SlectRMARICicE €0I AL @Jcussed 0SS- dock
domai n synchronization |atches, and DFT enabl e/ di sabl e register. [ 0023913)

JTAG Bodifdiartye duign 14 and js 8y the ACEsH if FRENERSHRR ST B 3PP Ie™FCP40. This i s
added 5%HEdm%ﬂ/mta@uﬂ%@!&ﬁlg/%bgeﬁlb%Q%CB&QCTKQEW%SI6%{})1(5% scaRneot elch Whisshvaid ght be
an indication of an attack CC 12 FT features are controlled bﬁgt he
ACC s oWRIFAPIRGRET Bielsier Yo Higdesteadd s toReeckd ieteareliaro Ul #1isB gB€Fgned
so that .4 hevDIisknd @Rkddf:a8nsRAB RE 2RNAB)I &L 2308 dbsaRlianl iRagard Qn st he sgfwat e of
the ACC 12. An uninitialized ACC 12 powers up into a Test State and has DFT
f eat ur e&® ‘WEUBICbE 15 PAFARIRTeS AREHC FHEM IRl hameb PR Rebveen dhed [ X ES

sof t war @c@@% @g’ialﬁlchﬂyaﬂ&hrtdgQBmf‘nﬁﬁ’iB&tfoﬂ@th&@&?tw&habeertcﬁaﬂngleE' pitd@dg zat i on
St at e. a result of th transition, dware can determ ne that it

is no Iﬁﬁ‘gk@rsefi“rﬁmf‘ﬁée apé%%ms% %{Oéhf‘afﬁﬁcdizs%l *’é’gh@l@rl%%}t‘aﬁ%mﬁﬁ@ fq 2 fapkend

enabl ediggatdrurd 002404 by bhkSle @a&ﬁ@n@nﬂmmm@m ANEEBbaLS 2RONTRAESr a7 BrSeNnt
serially through the JTAG interface to the ACC's TAP. controller 72 as

descri beRIRHEFANe (rimqrgapphaseh) s pilabe ?@13@69@ HFANTTidEaY PO, it woul d be

desi r abl m@@gph av e aMiiddntt6 bAt &n@YedQd the S8k} N ueMINOS A Asd BitheAPthel 2
besi des a TAP controller 72, and thus a second interface for comands to be
sent cafflse T GV w2 tpral i (§r efhej&ime P EngheBioaiTHI PEONRRCE forceer igeRrea

gener i ¢ (pf) 0o aNNad M ed- Nk afaN) 34 sz{'@évii%@grahﬁne?% STHREYicPordGafhe3d h it
processor interface. 902411The parall elized output fromthe two command

sour ces MeK AP eomBect bt PpldRad tb?LWIAJNﬁ@)ShQ% ethR EpVigrRIC BN P R e ¢ onrand

interf a@@cﬁh@%e@t Benagticy & b any 15&5&% an%ﬁﬁta&l@%}ﬁ@c%oh %Ieerxﬁxﬁﬂ%@ Szg;alchosen is
the one that issues the first conmand e TAP controller 7 be chosen

as the @&pEHYiIrgnvEdee bffraede RED. gtot ﬂre‘fh)s crHerle dhectt e d? isnprctiat e thestetdie
active iptehhagRikitng @r&&gpmgoﬁmg dush £OMRAL&R 1@51 mo@@mupmm 1149

cmd[ STOPACC] is issued or if device 14 resets. pur pose of the
command 55t BeEas; Age sttat '@ aﬁﬁé?ﬂllﬁ@e 1fmsechniested pysr éﬁ‘ﬁﬁ?‘éﬁor}nﬁc‘iﬁﬁ 6P deneading

firmar g, GRG0 afidE Méém leSpbPdRESA RN, ed: %araﬁ&el 1% 0RE¥eOreRAEnaNd
filter of the commands i ssued %e appl i ance Ii to see how to handl e them

Sequenc&hfcaldpeliyes B destento WéheA@@e thecopuegiiqs Yuray b4 lecsl acaiiegterk vy state

di agr amy @@‘é@?ft rattIdd e SEIHSRGCE c&%ﬁa@hée%ﬁo&sq’ype@ beR&hd-l, Qpdiig from one
life cycle state to the next. Throughout its life time, the ACC 12 can

oper at e gpsradendfolipgiyely o6 atressal B4 sk 2R ShhiBe M 1%@9@@1@ pestion of npeepAEst , t hus
they ar @ﬁ[ogeaglkh%p@etrﬁﬁerﬁ% &h&hér@llyqégrkoﬁs @y@ta}%@certﬁfcgtgéa rﬁéuré’ 51 B8ihAL DarREL 1 ONS

are only pérmssible in particular lifée cycle states, as enforced by a
conbi natpsEnéferhgamnineare et inghe odgiving axentidsr Mviatie PivrdRekey dsi, a static public

kev Qsi (also referred to as the ACC’s UID), an ephemeral private key dei, an ephemeral public key
Qei, a CA’s certificate CERT[CA], and appliance j’s certificate CERT]APP]], are shown in Figure 51.
In one embodiment, the static keys are stored in non-volatile memory (NVM), although they could be
mask programmed into a ROM memory. In another embodiment, no NVM may be required and the
keys can be stored offline on either a hard disc or flash memory or some other non volatile bulk data

storage medium outside of the ACC 12.

22012313.1
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0&243: 1The firmvare shoul d have sole control of the state transition based
on commands received fromthe appliance 18. The first step of transitioning
to a newwoDana/iosiwo wite the new state value to a fi xedTi@eatwwn7sn
private NVM space. The definitive state value would then be kept in WM 62
so that if power gets cut before the state was saved, the ACC 12 does not

revert (AR t o Asstbbeseemadigure Rade ACCelddy srasrdiastres Hedisgn upon power
up. | nta%’éf@ﬁteMdﬁ (E(k@ thidt EEAYiGLeS o Bl Sre %gs%%])tgt I trub BRI tilcBRNgiRNE e t he
update to the fecycle state regi ster should be executed as an atomc
oper at #+6f.12 App tw@tt eEsf) Ao Potiof Bt e the[cpisamendelige 51 e TPHERMEMNST FPgfur e 54

wi T new, e Rl &M@t@@ﬂrysé@@%%t’k&%tsergtﬁg @at§81d meliMs é%\/]f& teSot BrtdsRGord €St

state 80 when it brand new, un-initialized device that has yet to pass
t est i ngdandiiggeq. whith llbﬁ exraipedn gratprdegglielow; the ARICs1 25 aleto gereratepimieus t hat
the A%ertltgiep@ﬁf)?ﬁ)rr o&&%%&%@@n& 31-6) 4@%@ ﬁ%tctﬁ&tpﬁrthé@a%kmg S&B%Q&ﬁ nd i's

thus presuned to not yet be ready for t I'nitialization State 82 Duri ng

the Tede E@sft%théoush)amh@ amt@ﬂmtl@éﬁé cexawtieaionsyannel R evithdife aphliascs/H. ilelei on
tests. oLABRALGH ¥ FidurdCESSANY s nRRy B o bARSEi KGR b RRP U iRl one

internal registers and nenory content, erefore It 1S foreseeable for the
t est piheypearsamdledenfoi censpmptdepce 14 e‘élétoumb@édeﬁet ok thothyg [demecontie ACC 12
shoul d e 0651 BEHAUCH ulfiRls J4anlBAL RRgdBilde, Test State 80 thr ough

mul ti ple reset cycles until tester Issues one particular comand,

namel y[00ha9] crml[ Exe CTEST)y domvamdse adepaste hedo-baloimnit MHALD Camidheadesi gnat ed

acc 12°F8 o B b I A T B SRR R R LR S 2et i on
St at e 8@pedsief 6)1‘ ‘@ ths[@tﬁﬂrvga acogitniceeaenteriBic 98 lodrifpgreDIT afsaigabisrpegoqer ®ient s an
adver sgry T %@a#ﬁkt%%l,]_.&.@?piy?ec 2RI @9 shiongttit?ﬁgl?r% 8#“6%4‘ &r[}fﬁti&%&%n%ttell?&% g

aut hor 1 zati on atures dre are explicitly
enabl egawklshbeaan®Gited itd bs {0 twh anirgutdnestipcthtagh alp[BCB&HctfetthAIétZér on in
the Fu e, ni.& egi ster
can be Jerots R BhE Sy B R R AR rbphe M Al £

shoul dF@660 bewedsl tke a:p@tuatlct ardtheh@CCtle QV@mEWOﬂ(aneWM) hawicagnDETT be- enabl ed

shoul d not cause t e to cha ft, r l.
R R S e S IR
f uni wathés efrondyile bearaased bytes, umdafoenathlmt ltichdd @se b‘eer Et @beeMUEI YenempryNVM 62

bef ore issuyi sof sur 12 . es! its
or oecleot raary T Ehle PRI et R bt AT RIS it AR ©

100246LkChi i @oheatciyahe &@ﬂéwBﬁldfetttm A repatse rrteimega&@ﬁérltz p@*elhaémmt@se its
static [ co rdtnate f th ubl atic key
may t hg%i%)"o/%‘ t%ragliégt’ ﬁg%%l&f’%bgl%% Slat“ lﬁeam e ?rﬁ%ﬂs IL e” 12 can

updat ecdoheudicnenahaitiick 88 backeo ty emmamtteafzteTB@Attﬁ ap ntah eormeottto o @gem/aol dndpr oceed
to the Functional otate 84. [The sp to |nth|s
exant 65 BEAERRS B D0 R orist AR g bk b e ¢ he

ACC 12ihpesdmttive 2Basi ¢ heal th checks, updates the feature regi ster and t hen

goes i bern | on for t C START, bsequent
dormandloBplh ot nahe BBlinin b 1o i S ahb ey AR FE e CohEnds
fromthea atmglsspametoﬂt&nacsre OVﬁtbteChgaﬂﬂZ(pa%I’ b0PRT Whe dnh SETtloads on-line, the

conmmuni cati o | f r ever reason the 2 recei imted number
o " whato S el SeBE HUAT B R RUETS e Ahy P ERg B050¢ et at o, |t he
ACC 12:gmiBnc@U B andhe 8.8l 1 nidyansipkdcodt tb Btdhardke koL ifdkbtiochtaad epeBp a Thepet east

significant bit of the feature reqgister allows DFT .in the C State
84, DFt@StS@—atﬁaPtgtmgtttﬂmcaamétz b@hl%ﬂkwa‘%t% trapgfgrrqd;ip é“cé\?é‘iaéli?t %t 3@
havi ngt%&m He@e@lﬁ%bﬁ?tg%_h}&?@tdaﬂ@tﬁth(&éﬁﬂ@@g’ltﬂ@e 38, aﬁ@‘]tchE@ptﬂﬁaﬂd’ége-cmﬁbeﬁgﬁr&lg rray Ibe
required to set the eature bit It zero o ure, so that on
Under SECUREOEGHEE (bR 2CHEERT: WAreHY R e he StStﬂtn@ W IRed that
this reacenaafbe RECYFSTS HPhiBIrbYidd FURrevidhak whih téataie p@bis@n@@emhma
22012313.1 where DFT capability. is |ost when the device g rs. down. The
vol at | FEUR ARGy &Y OT PR AR e St tnét,tgtat%tanttﬁttt%tréméﬁts PG B Eito
|'i f ecygiogideto, bl slevioser, @erntshervicanshtes hug ithethdseviaf 1anogendal.ati| e
menory to store enable bits. [002481Lock-Qut State 86 - This state may be
r eacheeboizfiz.t he ACC 12 has encount ered one of
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the follow ng conditions: i) been issued the cnd[ LOCKQUT], ii) detected and
exceeded a maxi num nunber of allowed errors, detected an unrecoverabl e
error. Theolotknosisy nmechanismis intended to be a det er PEMICA2YRNOOBILTS
repeated attenpts to attack the ACC 12 and the entire system 10 as a whol e.
Once the ACC 12 is in the Lock-Qut state 86, the ACC 12 ceases to process
addi t i GREI ] commikrpgentAfynaiie eorptdered 2 ISANLIP Eatre hasPHGLACT lewrriaridata

ther eatHh?fhtSMe@l«véep% bHsYld 19 g %ehﬁ%@ﬁ%&h@fg% 2@% RupIESRANSEy 14 B addi tion,
the firmvare can either revert to a pre-specified feature set or sinply

mai nt aderice heghpatentfe aseis reggonsivle fpr ey dafafrapfrarendhbaigess hegrplacs Badr e set
or prohe %eﬁtdzos?ﬁeca%eﬁfzotc&ﬁ pr¥YM BhspdEfR: ahptmﬂmttah etaqp,afanterttsqnalgnb@@teeatl on.
1002491LiTe cycle state transitions are pi cal Z progressive and are

non- vobatsig @mntahéﬁtandgecme EPARONSAy e Bom [ 1212“ it} bet%parﬁeﬁtﬁt BAcklesy a new
state, gLbig {&Pdﬂhe%ﬂ@tsecg% Age%tiortsga%ramy oy %@t@&%%}é%ftr%@ B rRAVRSniANd

reset cyc he "excepti on hi s can he transition to the Lock-out
St at e 86HSWhi% hiwitester he ondstvige plloéraﬂﬂfheﬁ_‘taﬂ@e WX,SIC@”}Sthﬁ@WQGO thhatip fisongkored in
NVM 62, l, ch that the
AoC 12" TG BEE T hepg ;3%%29%*‘%?%%2% e res oyl o By

pr eventtrpgrgmm@mmwcaﬁ@t?M@g orbe appliedies. T aganige. in epier prfiewrtitnosiseie of t he
ACC 12 t o | ed
nadver ety RO By ARl SYER Tk et AT RS BRLTR DRI 1 S

har dwadescribed h@@as)ioqsmat perfgym W@Vmﬁtgrétphtﬂ-ﬁl@‘ﬂom@@dQQOm sohoperidarg ag normal |y.

If the f, thes hendst is
possi bﬁfnég%ejcg%]ﬁ%qﬁ%%&n%ﬁnﬂ%ssg‘ %r?%g&%gc%ﬁ%& lgta}act?%é égtpgl r?ifanent ly.

A counteersedf forat &d agant BMVnGGo hayqume@webl cyplogrepipe tapaliktico P Yeovingrany error
condi t} reset. Each tine the ACC 12

encoun Fle%s EJ@S‘&‘ %%rn]t%eo’}r%%ﬁte?)g&%%ﬁgv@lj%%t hen increment the error count.

When tﬁ@zw@c 12 Thedediesidanfmaxicuen hnismeenergfteral kowed tethe ontse backend ACC 12

transi t %O%rﬁ]t%ctl ;pettﬁattshuesecy U lmq% acg b eregelh @M hand: %&1 er §1§d 1?@%%8&15r9/én§\g9r@t er may allow

any speC| e errors ore out the ACC 12.

Fi r mvagenceptBoigt evSQ/qiﬂelncever ﬁt)aﬁtsedw amsysmm)ih@ ny, allamrtgrd_mrﬁleg Cyoilewstidbes
1002511The f.ir r I ng groups: a
LRSS S B0, AR ORI G RRIEL L Y01 505 Shhano

arit hnmtmxfacpmmtttm Mﬁfsitmauﬁelﬁay&bmﬁhﬁ'ﬁ Cpﬁt |dmatbawe&;nebEibR ap@h@hmsnmﬁ up

sequenc cle State f »and a set of func nterpret
and pr f)gwglé’gmf ﬁge%he FOREHhENE stI8 d rreaé1 SAGRQET %om AT "Be‘“r‘%‘{e é}&r%ﬁﬂm tives
will be/edestermdyeﬁolcahmsefcmﬂem Ingic & cdmmwsm anno of Ether m@mmu:medatn ad
protocoal s, d t.h rimtijves di SGUss si on of
the ¢ OWh d ?ﬁxﬁ;{ 1r<?t3rlteln% ayn}éav\el\}hl lba\t end S r(\s%ruoscateg\nattahcetat%aqo g %{%ﬂ&ﬁt d start
up 220&a3de30 Jm a@aéku:ermesa cubth@erl’d fhmu@,tmheg Stea/ltaeseéumy:pmwn@s anblag $reurset  of

10025216368 ot R i e R KRBT Fglns o AP Bary ACe 12 Phatari, the

m cr ocamiial | er 54 enbedded in the ACC 12 automatically starts executl ng -

firmvare ot caqode upon. power oy out of r

progr at @ggbl d a@w&v&etﬁ%@?ﬂ%efa%gmt%g?? KETBEOP FEu ng'h fi%p?‘ﬁ%’” WOW%VW ng
order : 713 Pe5 Qnbies 9 FRRuR BEERISEIsYch thwahesRtatib@edbi@ied iihini thik baatiirpas and
configurations; 2) Read the feature enablenent |ist stored in NVM 62 and
det er mPHEHHMiR B F$%ur es needs to be enabl ed or di sabl ed, then drive the

appr oprgabe; f eatieecenshk %/pﬁ:hlgﬂﬁtleﬁttw@ stiRgiadrdwae: IV 820 btomgetie Filewdrast
state the ACC 12 was in wth before it was power ed- down/reset and 4)

Tr ansi £P6A 1 KeborracapprEFMace It exaepe Séo‘@t BFazsg el 2 85% he Life

Cycl e Al 4 8BHISHEHARGIr YITRh RBiptiOci@veSiitd@ithl (ﬁi@)rh@thn{bﬁﬂdhe% gverything
needed to be done in that particular state. [0025 diagramillustrating a

st at e PFANEFORBA FPEefBHBRET B RIBRYEN Y ﬁatFFedél’Wé‘taS‘Bem‘EV 3P4 "Pansi ti on

nmay begh il otN&vivg d20Who dceadwenseabifiy kSartidifi@ 8 tate@iptit ansd tion
subrouti ne has an InE/{et parameter indicating the new state it is

transi EPEARHEOD oBhE MeAwRs-BBeentians (FeMWBPHiLcol frCheBRPI Ui St at e
against the current state to make sure the state transition is valid; 2) If
the new state is different than the last state stored in NVM 62, update t he
NVM 62 miz2til t he new state value; 3) Wite the new state value to the Life
Cycle State register; 4) Decide whetddier this state transition is the first
state transition right after a power up or a hard reset. If it is, then go
automatically into hibernation node by default; and 5) Otherw se, call the
correspondi ng state function to start performng the required operations in
that particular state. It may be noted that, for step 5, each state has its
own subroutl ne to handl e the operat| ons necessary |n that state The

o r o . . o o p—— .



1002541The Test State subroutine is shown in Figure 57a, the Initialization
State subroutine is shown in Figure 57b, the Functional State routine is
shown i n WogQurieo3ide, and t he Lock-Qut State subroutine PETAAMV/OM7FI gur e
57d. It can be seen that the subroutines generally follow the high-Ievel

bl ocks.shown . in.th ife cycle diagram of. Figure 54. 100255]|t y be noted
Chat - At ssBor Sorsg. & HoGn oR s S ey o SRBIE Ay I ur o

i nvol \e@&ywdntstaﬁ@ara peEDppdcopIgbathesval ues to a set of hardware registers and
storlnﬁ %@St value in known | ocations in NVI\4 62. L may al so be not ed
that ilF%8t ai napPrd AT G5 CY e ABEEnsd aay s satesye ARAFIIES Fo stor e

non- vabatded:@ ik der IObPsdRMRIYsiHD8 %0 HAvica bl @Wnfnkdr DA rdeptREaSEHAN eVi ous| y
witten data. Tcgl cally, OIP menories can be thought of as fuse circuits:

Every SSMnupigatio %ﬂﬂale%fﬁw AGC 1204y U5t F1ASY MGG SERORRPE S forkeYt o a certain
bi t | ag@ahed and Hakmelritd@y LS pRERBNGE Bhister BldtaRY baRdeCioalddhd ByRincbes. T est or ed.
For this to occur, the firmvare shoul d consider: whether a piece of data is
val i d 18f2%t | mﬁ@r@@*&dﬂ%@wwﬁ@ﬁp%wub&}ﬁkttyd@aa@@léla%ﬂﬁratew’?é%eé CRREIELi s free
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while any third parties trying to listen in could not complete the agreement unless they have copies of

the private keys.

100216} The appliance 18 and ACC 12 can also participate in an ECMQV key agreement

scheme, which generates a secret key that is known only to the two parties involved. The shared secret

generated (e.g. kij) is the basis and prerequisite for symmetric key cryptography, that is, it is used to

establish a highly tamper resistant encrypted and authenticated communication channel 29 between

the two parties.
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32- bi t3,,10026513) uEe@%%%s%; e A8l Ron-REAS QLTRSS SSALYORET R WaBSe iequest ed
by the command; 100266i 6) Prepare the response payl oadpto t he hardwar e,
wher e e & Y oneenteEagt Gatherveisq yolemdesick.or mat : <status code, data>, where

' stat U@@QMe' C%%ﬁie{%ﬁ/ s%aﬁ‘écpﬁégtgre\ﬁ%v%?on(ngmhie&égltﬁmuéﬁrthc,z&%%éé&llof

various cryptographic techniques, examples of which are as follows.

1006214} Each ACC 12 may have a Root CA public key stored in its ROM 52 or NVM 62.

Each appliance j may then have its own unique certificate CERT[APP;] produced by the Root CA (not
shown). The certificates may be relatively small and the certificate fields bit-mapped for easy parsing.
The appliance 18 authenticates itself to the ACC 12 by sending a certificate to the ACC 12 as part of
the protocol (to be discussed in greater detail below). The ACC 12 uses the CA root certificate to
verify the identity of the appliance 18§.

[00215]) Each appliance 18 can have a customer ID (CID) assigned to it that is sent along with
the certificate. The CID in the certificate should match one of the CIDs stored in the ACC i2 to
ensure that a particular appliance 18 belongs to the proper owner/producer of a particular device 14
and is authorized to communicate with the embedded ACC 12. Multiple CIDs on an ACC 12 allows
for different vendors on a tiered manufacturing process to provision features that they own. For
example, an application specific integrated circuit (ASIC) vendor would configure the SoC for a
particular original equipment manufacturer (OEM), who then configures the device to target a
particular equipment seller or service provider, and finally the end customer might be allowed to
activate yet another subset of configurations based on his/her service plan.

100216] The ACC 12 can be made to enforce access control to the third party vendor owned
features according to a secure identity data (CID) of the participating vendors. The original owner of
the SoC could potentially load a CID/Feature Set configuration table as part of its provisioning.
1802171 Each FCT 50 from the appliance 18 to the ACC 12 is encrypted, integrity protected,
authenticated, and protected against replay and spoofing in this embodiment. Each FCT 50 may be
keyed to the UID of a specific ACC 12, and feature privileges granted only on a per device basis upon
the success of unlocking the FCT 50 with a device’s private key. A fraudulent device attempting to
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should utilize a very small total silicon area, and should support on-chip (self contained in ACC 12)
generation of a UID, and on-chip generation and storage of ECC public-private key pairs.
Enablement/disablement of scan chain testing of the ACC 12 should be available prior to ACC ECC
key pair generation to prevent the private key from being revealed. Authentication/integrity protection
of commands from the appliance 18 to the ACC 12 should be provided, and security-critical
commands should be unigue to a specific ACC 12. FCTs 50 between an appliance 18 and the ACC
12 should be encrypted for confidentiality and features may be enabled and disabled via FCTs 50
provided to the ACC 12,

1602211 The ACC 12 may function as a protocol enforcer — if the received commands are
invalid, the ACC 12 can reject them and optionally shut down if a threshold of invalid commands
were attempted. There should also be the ability to ensure that once the ACC 12 is locked out, (as in
the case when the device is to be retired permanently, or if the system 12 detects the device has been
tampered with,) the ACC 12 cannot be re-enabled. When not in use, the ACC 12 should be capable of
powering down to very low current drain, and the ACC 12 operation should not rely on external (ofi-
core) firmware or an external CPU to perform its basic functions.

{80222} The agent 20 and/or any suitable interface (e.g. 46, 48) can provide the flexibility to

allow customers to add their custom programming interfaces to the ACC 12, which ultimately allows
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100273! An i nportant aspect of the ACC 12 is incorporating protocols to
decode, verify, process and respond to commands that are sent by the

appl i ancew0o114089ar dware and firmmvare need to cooper ateThiaA2cmvnounTscat i ng
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program and store additional information such as unique device identification numbers (e.g.,
IMEVEIN for mobile phones).
Hardware Details
100223] Further detail of the hardware implementation shown in Figure 53 will now be
vrovided. The ACC hardware in this example comprises a microcontrolier 54, a memory bus
controller 64 to access scratch data ram 60 and NVM 62, and several memory mapped peripherals,
including an arithmetic unit 56 (configured for EC operations), an RNG 58 accessible through a
peripheral controller 59 and, although not shown, optionally an AES and SHA core (if the area /
performance trade-off is feasible). Additionally, the ACC 12 can have an optional generic parallel
bus interface 66 and external-access NVM interface 68 to add flexibility for SoC designers.
100224] At the center of the ACC 12 is the microcontroller 54, which plays an integral part in
all the tasks that the ACC 12 accomplishes, including: authenticating and executing provisioning
commands and enforcing provisioning; executing high-level security protocols; assisting in
sequencing the low-level hardware cryptographic accelerator functions, performing management tasks
such as initialization, configuration, power management; and assisting in maintenance built in self test
(MBIST) and 2 RNG BIST during wafer testing. The microcontroller should be chosen primarily for
its size, then enhanced to meet speed performance where deemed necessary.
1060225] The field arithmetic unit 56 provides hardware acceleration of the low-level
cryptographic calculations. Specifically, the field arithmetic unit 56 should be configured to perform a
binary field multiplication efficiently. The field arithmetic unit 56 may be considered an important
part of the ACC 12 because it allows the completion of an EC point mulitiplication relatively quickly.
The field arithmetic unit 56 can be used to accelerate both the ECDSA and ECMQV public key
protocols used to provide, respectively, authentication and mutual authentication. The details of these
protocols will be explained below.
106226] The hardware and firmware typically trade off in terms of area, code memory,
complexity and performance metrics. Decisions based on what will be implemented in hardware is
typically primarily gate-count and performance driven. The performance of the ACC 12 has direct
cost implications measured in terms of tester time, and the equivalent gate count drives the cost of

implementation as measured by silicon area.
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100227]

generate statistically random numbers used as cryptographic keys and UIDs. In elliptic curve public

The RNG 58, with the help of a software conditioner (not shown) can be used to

key cryptography schemes, a random number is used as the private key, and when it is multiplied,
using elliptic curve scalar point multiplication, by the previously agreed upon Generation Point of the
curve parameter, the product would be the public key. The RNG 58 can be used when the ACC 12
generates its static private key pair which is static throughout the entire life of that ACC 12. In
addition, a new ephemeral key is created for every secure session between an ACC 12 and an
apphiance 18. Whenever the ACC requires a new static or ephemeral key to be generated, the RNG 58
is asked to provide a random bit stream to be used as the seed to generate the private static or
ephemeral key. The random bit stream feeds into an AES block cipher to condition the raw entropy
produced by the RNG, producing a uniformly distributed random number that is used as the static
private key. In some embodiments, prior to feeding into the AES block cipher, the random bit stream
can be fed into a software-based linear feedback shift register (LFSR) to condition the RNG data. As
part of design for testability (DFT) testing, the ACC 12 should be asked to perform a health check of
the RNG 58.
[00228]

byte addressable memory spaces. The following Table 2 lists how the memory space may be divided

The ACC 12 in this exampie can have a 16-bit address, ranging from 0000h — FFFFh,

into distinct regions in this embodiment.

; # of bytes
istart addr jend addr _ jallocated )Name Description
0x0000 OxOFFF 4K XRAM General purpose scratch data ram
0x1000 Ox1FFF 4K - reserved
0x2000 0x21FF 512 NVPRIV  |Private Space of the NVM
0x2200 0x23FF 512 NVPROT |Protected Space of the NVM
0x2400 Ox2FFF 3K NVSHARE |Shared Space of the NVM
0x3000  |Ox3FFF 4K |ACCREG JACC registers
‘\
10x4000 10x7FFE  |16K |{DBG |debugger storage (reserved)
i
0x8000 _ |OxDFFF__ [16K ROM Instruction Program ROM
0xE000 OxFFFF 16K - reserved
Table 2 — Memory Space Allocation
100229] The microcontroller scratch space (XRAM) in the above table, can be used for

temporary data storage by the microcontroller 54. It may be implemented as fast, single-cycle access,
8-bit byte addressable, 32 bit data static RAM. The actual amount of scratch space shouid be defined
based on firmware usage.
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1002307 The ACC 12 may be configured to have a generic interface to an NVM storage
element 62 such as OTP, MTP, EPROM, FLASH, etc. NVM 62 is IC technology dependent, so an
NVM interface 70 for such NVM 62, is likely defined according to the specific application. The
NVM interface 70 providés abstraction and should have the capability of writing, rewriting and
erasing the UID in a secure manner that is easily adapted to a proprietary NVM interface protocol.
Certain types of NVM 62 are one-time programmable (OTP); which means that once they are
“burned” they cannot be erased or re-written into that memory location. If OTP memories are used,
then firmware is needed to make sure that it keeps track of which memory locations have already been
written to and maintain a mechanism which is used to find the latest data content and where there are
available free space.

160231} In this embodiment, there are three distinct NVM permission levels, each permission
‘evel having different restrictions placed on them. First, private space permission level, wherein
NVM 62 is reserved for the ACC’s use exclusively. The ACC 12 can read and can write, but other
zgents are prohibited to access this region. Data stored in this region may include the secret static
key, the UID, and the non-volatile state of the ACC 12. Second, a protected public space permission
level, wherein external agents can only write data in this region using the FCTs 50 and the secure
messaging protocols with authentication as will be described below. This region is readable from the
JTAG port 72 with the RBACCESS type FCTs 50. This region is also readable from the parallel
command interface 66 with a normal memory access, as well as with RDACCESS FCTs 50.
Typically, this region contains secret data that the customer would want to store in NVM 62 that are
only allow accessible by on-chip logic, assuming the on-chip logic does not leak that data to outside
the chip. Third, a shared memory space permissible level, containing other data to be stored in NVM
62 that that the ACC 12 does not need to protect. External agents can read and write in this region
either with the cmd[SHARENVMWR] or the cmd[SHARENVMRD], or by using direct memory
access from the parallel command interface 66. The “cmd” commands will be explained in greater
detail below. At a minimum, the ACC 12 should have enough NVM 62 space with a “private”
permission level to store on-chip secrets.

160232] One of the many applications for the ACC 12 is to provide a way to enable and disable
features based on customer requirements. Although the exact feature set defining what can be
enabled/disabled is to be provided by the customer, the following describes how a provisioning
interface 74 may be used such that adaptations can be made according to specific customer
requirements. In short, as noted above, the ACC 12 comprises a set of output ports, denoted by the
enablement controller and interface 74 in Figure 53, and evaluates the aggregate of these outputs
indicates which features are enabled and which are disabled. In one embodiment, there is one enable

signal detected over the enablement controller and interface 74 per feature item that would need to be
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gnabled/disabled. The raw data that determines the values output to the enablement controller and
interface 74 may come from the NVM 62. Tt is possible to encode or scramble the enable signals such
that there is not a one-to-one mapping of a particular feature to a single enable signal. In this case you
would mstead need to evaluate multiple bits of signals to determine whether a particular feature has
been enabled. It can be appreciated that it would be up to individual customer application to determine
whether this is necessary or feasible. In this way, unauthorized feature enabling can be made more
difficult, at the cost of some additional logic. However, whether scrambling is even necessary depends
on the actual feature list from the customer and which threat models are being considered.

100233} If the ACC 12 has been compromised, as will be explained below, it is transitioned
into a lock-out state, wherein the feature enablement is automatically set to some very primitive value
where only a bare minimum set of features are enabled for debugging and post-mortem analysis. The
feature enablement value when in the lock out state may be different than the initial feature
enablement of a new device 14 depending on customer requirements.

100234] The amount of time for which the ACC 12 is active is typically relatively short, and
therefore power consumption while it is inactive should be considered more important than while it is
active. The ACC 12 can include power management circuitry provided by the underlying silicon
technology to reduce power when it is inactive. For example, techniques that can be used to save
power when the ACC 12 is inactive, include clock gating and power gating may be used.

[60235]) The ACC 12 shown in Figure 53 also provides a bi-directional generic serial command
interface 76 1o a JTAG test access port (TAP) controller 72 as defined in the IEEE 1149 (JTAG)
specification. The controller 72 is simply a state machine and implements the feature provisioning
commands as JTAG user-defined commands. The JTAG specification provides a nicely defined tester
interface that can be used by the tester to translate high level commands from the provisioning server

into tester commands that are communicated to the design-under test (DUT) through the tester

interface.
(00236} The ACC DFT features that can be implemented comprise the following:
106237) 1} Software MBIST of the RAM 60 and NVM 62 can be initiated by a command

issued by the tester 16. MBIST for RAM 60 and NVRAM involves a fixed pattern across the rows
and columns of the memory then reading them back to make sure it contains what is expected.
However, if OTP NVM 62 is used, it is impractical to test every address location, so the pattern may
be applied to only one address location.

166238] 2) Partial scan chain testing inserted for the registers inside the ACC 12, initiated and
controlled by the tester 16. Registers, which may be a sub-set of control and configuration registers
75 in the ACC 12, deemed to contain sensitive information are excluded from scan chain. The
following registers may be excluded from scan chain: Life Cycle State and System_Ready registers,
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feature enablement registers, reset enable register, cross-clock domain synchronization latches, and
DFT enable/disable register.

[00239] 3) JTAG Boundary scan is used to test the primary I/O of the IC 40. This is added
security to make sure the ACC 12 was not disconnected, which might be an indication of an attack.
Al ACC 12 DFT features are controlled by the ACC’s own TAP controller 72 and, as such, the
hardware should be designed so that the DFT features can be enabled and disabled based on the state
of the ACC 12. An uninitialized ACC 12 powers up into a Test State and has DFT features enabled by
default. When the ACC 12 receives a cmd[EXITTEST], software then causes a transition from the
Test State to the Initialization State. As a result of this transition, the hardware can determine that it is
no longer in the Test State and disables DFT features until it is enabled again.

100240] In this embodiment, appliance 18 commands are sent serially through the JTAG
interface to the ACC’s TAP controller 72 as described above. It is possible that is some applications,
it would be desirable to have an alternate way of issuing commands to the ACC 12 besides a TAP
controller 72, and thus a second interface for commands to be sent can be provided, namely a generic
programming interface. Such a generic programming interface is considered to be simply a 16 or 32-
bit processor interface.

[00241] The parallelized output from the two command sources should be multiplexed
(MUXED) together and only one command interface should be active at any time. The command
interface 76 chosen is the one that issues the first command (the TAP controller 72 may be chosen as
the default in case there is a tie.) The selected interface is the active interface until a cnd[REQRESP]
is completed or an explicit cmd[STOPACC] is issued or if the device 14 resets. The purpose of the
command processing state machine, which is implemented in protected firmware running on the
MCU 54, is to perform a preliminary decode and filter of the commands issued by the appliance 18to
see how to handie them.

Sequence of Operations for the ACC

100242] Figure 54 is a high-level state diagram illustrating the sequence of operations for
transitioning from one life cycle state to the next. Throughout its life time, the ACC 12 can operate in
one of four states based on what has occurred in the past, thus they are called the ACC’s Life Cycle
States. Preferably, certain actions are only permissible in particular life cycle states, as enforced by a
combination of hardware control logic and firmware code.

160243] The firmware should have sole control of the state transition based on commands
received from the appliance 18. The first step of transitioning to a new state is to write the new state
value to a fixed location in private NVM space. The definitive state value would then be kept in
NVM 62 so that if power gets cut before the state was saved, the ACC 12 does not revert back to a

state that it has already transitioned through upon power up. In other words, the lifecycle state
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transition and the update to the lifecycle state register should be executed as an atomic operation. An
overview of the four life cycle states shown in Figure 54 will now be provided.

[00244] Test State 80 — The ACC 12 is in the test state 80 when it is a brand new, un-initialized
device that has yet to pass testing and sorting. If an ACC 12 is still in this state, it implies that the
ACC 12 has not completed BIST, Scan or other test operations, and is thus presumed to not yet be
ready for the Initialization State 82. During the Test State 80, the ACC 12 can execute any number of
chip validation tests, repeatedly if necessary. Some of these tests can corrupt the internal registers and
memory content, therefore it is foreseeable for the test program to require multiple reset cycles before
being done. The ACC 12 should be designed such that it remains in the Test State 80 through multiple
reset cycles until the tester issues one particular command, namely the cmd[EXITTEST] command
{described below), that can be designated as the way to exit the Test State 80.

160245] The cmd[EXITTEST] causes the ACC 12 to disable all DFT features, and transition to
the Initialization State 80, before issuing a soft reset. Disabling DFT features prevents an adversary
from using those features to tamper with the SoC without authorization. The DFT features are left
disabled until they are explicitly enabled with a FCT 50 issued by an authenticated appliance 18 later
on in the Functional State 84. The least significant bit of the feature register can be reserved to allow
DFT in the Functional State 84. DFT features should not be able to alter the Life Cycle state, and
having DFT re-enabled should not cause the state to change. The soft reset can be helpful to ensure
that there are no residual DFT data left in the ACC 12. The ACC’s firmware should be used to update
the Life Cycle State value in NVM 62 before issuing the soft reset to ensure that when the ACC 12
restarts, its proceeds directly to performing the initialization procedure.

1002461 Initialization State 82 — In this state the ACC 12 generates its static key pair (e.g. dsi,
(s1). The x-coordinate of the public static key may then be used as the ACC’s UID. When this has
been done, the ACC 12 can update the non-volatile life cycle state so that the next boot will proceed
to the Functional State 84. The response to the cmd[EXITTEST], in this example, contains the UID.
100247} Functional State 84 — In this state, the ACC 12 performs basic health checks, updates
the feature register and then goes into hibernation, waiting for the cmd[STARTACC] and subsequent
commands from the appliance 18. The ACC 12 can verify that the commands from the appliance 18
are valid and participating in secured communications. If for whatever reason the ACC 12 receives a
iimited number of what are deemed to be invalid commands in any of the above states, the ACC 12
can automatically transition. into a Lock-Out State 86. The least significant bit of the feature register
allows DFT in the Functional State 84. DFT features should not be able to alter the Life Cycle state,
and having DFT re-enabled should not cause the state to change. A FCT 50 may be required to set the
DFT feature bit, bit zero of the feature, so that only under secure conditions the DFT can be re-

enabled. It may be noted that this re-enabled occurs typically in a volatile FCT enable operation,
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to be la%gekt%g A%Htm has transitioned to a new state, it could not go back tc a previous state even through
power and reset cycles. The exception to this can be the transition to the Lock-out State 86, which
will be volatile. The Life Cycle State 86 that is stored in NVM 62 should not be modified by going to
Lock-Out state 86, such that the ACC 12 will be unlocked if it i1s goes through a power or reset cycle.
By preventing command and protocol errors to cause a permanent lock out of the ACC 12, this
scheme can prevent the SoC from being permanently disabled inadvertently.
100250} However, there are certain errors (mostly due to hardware defects) that may prevent
the ACC 12 from operating normally. If the ACC 12 encounters any of these unrecoverable errors,
then it is possible for the ACC 12 to be stuck in the Lock-Out state 86 permanently. A counter
aliocated in RAM 60 may be used to keep track of how many error conditions the ACC 12 has
observed since reset, Each time the ACC 12 encounters an error condition, it would then increment
the error count. When the ACC 12 reaches a maximum number of allowed errors, the ACC 12
transitions into the volatile Lock-out state 86. The error counter may allow any specified number of
ailowable errors before locking out the ACC 12.
Firmware — Boot Sequence, State Transitioning, and Life Cycle States
[00251] The firmware can be organized generally into the following groups: a set of
cryptographic primitives, which includes various underlying arithmetic primitives; a set of BIST
primitives; boot and start up sequencer; Life Cycle State functions; and a set of functions to interpret
and process incoming commands and messages. The cryptographic primitives will be described later
foilowing a discussion of the communication protocols, and the BIST primitives will be discussed

with a discussion of the command handling. The following will thus focus on the boot and start up
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[00258] Figure 58 provides a diagram illustrating a command interpreter subroutine, which
outlines what the firmware does for received commands. The firmware is responsible of processing

the following commands, shown in Table 3 below:
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Table 3 - Valid Firmware Commands

[00259]

Table 3 (even valid commands that are hardled by the hardware), the firmware can treat such

If the firmware receives a command that is not in a predetermined list, such as that in

commands as errors and call the error-handler function. The commands indicated by (*DFT) in the
Table 3 are used to validate the logic on the silicon is manufactured without defect. Some DFT
commands have their own protocols and behave differently than the regular command sequence. A
description of the actual functionality of these commands will be described later. The DFT commands
remain invalid in the Functional State 84 until the DFT features are re-enabled through secure feature

provisioning via cmd{FCT] — the command associated with providing FCTs 50.

100260] The process of handing ACC commands can be described in the following processing
sequence:

100261] 1) Poll the register NewCmdAvail until it detects the bit value ‘1°, which indicates a
new command is available;

[00262] 2) Set the CmdInProgress bit to notify the hardware that the firmware started

processing the command,

100263]
[00264]

3) Read the instruction register (IR) to obtain the command code;

4) Read the data (if applicable for the command) from the registers (word by word,

where word is 32-bit);

[00265]
100266]

5) Process the data, perform necessary operations requested by the command;

6) Prepare the response payload to the hardware, where the response payload is in this

format: <status code , data>, where ‘status code’ contains a 4-byte value (SUCCESS, FAIL, or
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pur poses only and may change as required by the particular application.
[ 002901 follows: The additional response payload, if the command is
successf wwormy/dogi9ar r anged as (40 - 552 bytes) 16 byt e®CT/(BR010MODTS i
100291] where:
LOCKED) and ‘data’ contains is as many bytes as required by the command (it can be empty for
some commands, and it should always be empty if the status is not = SUCCESS);
[60267] 7) Set the RspReady bit and clear the CmdInProgress bit at the same time by writing
to SWFLAGS register;
100268} 8) Wait until SendRspNow is set to *1° (indication that the hardware is ready to receive
response data from the firmware), and write the response data to the registers (word by word, where
word is 32-bit); and
160269] 9) If instead of the SendRspNow flag you have a NewCmdAvail flag, abandon the
response and handle the new command instead.
[00270] As noted above, Figure 58 provides a flow diagram showing the steps that the
command interpreter firmware code may take.
100271} Figure 59 illustrates a flow diagram showing steps in an error handling routine. It is
possible to jump into the error handling function and never come back because the ACC 12 has
reached the maximum number of errors allowed and has transitioned into the Lock-Out State 86. In
this example, as noted above, there are a total of 8 error count markers, allowing up to 8 invalid
commands to be observed without locking up the ACC 12 throughout the entire life span of the ACC
12. The error handling can optionally be implemented via the MCU traps, which are interrupts that
can be triggered by programmable conditicns such as counter thresholds, read/write operations
to/from a specified register or via an external signal. There are some benefits to using the MCU traps:
uniformed error handling from everywhere in the firmware code and handling exceptions such as
invalid MCU instructions, bad addresses, and such (so that the hardware can catch these exceptions
and ireat them as errors).
[60272] Figure 60 provides a flow diagram illustrating steps performed during a hibernation
routine. The hibernation mode can be implemented via an MCU “stop” instruction, which puts the
MCU 54 into a low-power mode. In this embodiment, the only way for the firmware to get out of
hibernation state is to perform an MCU reset. When the hardware receives cmd{STARTACC] from
the appliance 18, it can reset the MCU 54 causing the firmware to boot.
Command Handling
100273] An important aspect of the ACC 12 is incorporating protocols to decode, verify,
process and respond to commands that are sent by the appliance 18. ACC hardware and firmware
need to cooperate by communicating with each other through the use of memory mapped registers
that are set, cleared or polled at the proper instances. Various commands have been introduced above
but the following describes further detail of all the commands the ACC 12 accepts in this embodiment

to illustrate an exemplary protocol for command handling.
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the fedthti & gklevi si onPHg nessagé. When pr EparPmy t heerdedSoRyend EN6gl D+1
shoul d |be used for the nonce|n. [00299] I f*HIHCI8E t hecrsibwve steps are
successful , the firmvare may . then send the status code
STARTACC 0x03 TEST, INIT, *HW-Only ACC reset/ wake-up from
FUNC hibernate
STOPACC 0x04 TEST, INIT, ACC hibernate
FUNC
LOCKOUT 0x05 TEST, INIT, Go to lockout state
FUNC
INITIALFCT 0x06 FUNC Establishes shared key session
and process the first FCT in the
session
FCT 0x07 FUNC Process an additional FCT in an
existing key session
TESTMEM 0x08 TEST, FUNC *DFT RAM test
TESTROM 0x09 TEST, FUNC *DFT ROM test
TESTNVM 0x0A TEST, FUNC *DFT NVM test
TESTRNG 0x0B TEST, FUNC *DEFT RNG test
SCAN 0x0C TEST, FUNC *DFT SCAN test
SHARENVMWR | 0x0D TEST, FUNC Writes to “shared” regions of
NVM
SHARENVMRD 0x0E TEST, FUNC Reads from “shared” regions of
NVM
} EXITTEST 0xOF TEST Disables DFT features and exit
1
220123133
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SUCCESS and (ERn,,, MACnu) back. O herw se, _ :
code FAIL, or if the error counter has reached its maximum the firmvare
transiti oNe 20nrom3tdbe Lock-CQut State 86 and sends the statcumagAazon@iLI@EKED.

the firmvare sends the status

-00300] cind[ FC11 - This command is used to instruct the firmvare to process
a feature provisioning nessage. It is simlar to the INITFCT command except

that it] reuses an existing shared key instead of gererAsSingta new shared
key. The request payload may|be arranged| as follows: 4 bytes 2 bytes EM
16 byte d len len E MAC, * [ Q ef

[003)62] %%aﬂ;@%éa len is|t g Ienqltw% of the payloa %\Ehv\hl iﬁqsef)tef? es%s 6how many
32-bit words are im the restof the paytoad. —(tf the paytoad-ends—on—=a
fracti g ofA%® word, tkefpayl oé‘&Len i s ropffdWVdpnlyo néM@@tYPlAﬁ@eger)

[ 00303]EM Ilen is the|length of the EM nu| i¥WHsyfes (e.g having a range

[ 74-5841)

Table 4 - Command Summary

100275] First, some general comments regarding Table 4. The commands indicated as *HW-
only are ones which are handled by the hardware only and the firmware are not aware of them. All
the other commands are passed to the firmware to be processed. The commands indicated as *DFT in
Table 4 are used to validate that the logic on the silicon is manufactured without defects. As the ACC
12 transitions out of Test State 80, DFT commands are disabled and considered invalid. They will
remain invalid until the DFT features are re-enabled through the secure feature provisioning with a
FCT 50. The REQRESP command is a special command, designed to be used to get the response of
another command. REQRESP requires hardware and firmware to work together. The commands
indicated as *SPECIAL are low-level hardware commands. They do not follow the command
protocol sequence (to be described later), and they do not return data using the cmd[REQRESP].
SHARENVMWR and SHARENVMRD are optional, and either one or both may be omitted in certain
applications. TESTMEM, TESTROM, TESTNVM, and SCAN are optional depending on the
application’s DFT strategy. The use of STOPACC may also be optional. In some applications, this
command does not need to be used, e.g. if it is intended that the tester/device programmer issue a reset
when it wants to disconnect from the ACC 12. Finally, some commands are restricted to only certain
Life Cycle States (80-86). The ACC 12 enforces the validity of the command issued for the current
state, keeps track of the number of invalid commands encountered, and if the count exceeds a
threshold, the ACC 12 is to be locked out.

160276] emd[REQRESP] — The purpose of the REQRESP command, as mentioned earlier is to
provide a request for the response of some other command and, as such, it should be issued only when
it is preceded by another command. There is typically no request payload for this command. The
ACC 12 drives all ‘0’s until the response is ready, then it returns the following message: (Start-Of-
Payload marker || STATUS || <RSPPAYLOAD>). Responses are comprised of the Start-of-Payload
marker, a status, and the returned data payload when applicable. The Start-Of-Payload marker may
have the following form: OxFFFF0000 represented by 16 consecutive bits of “1” followed by 16
consecutive bits of “0’s or, if the appliance 18 is using the parallel command bus, the values ‘OxFFFF’
followed by “0x0000” if the bus is 16-bits wide, or a DWORD containing the value ‘0<FFFF_0000’ if
the bus is 32-bit wide. The response comprises one of three status values: SUCCESS, FAIL,

22012313.1
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[ 00304] and MACnu represent the encrypted feature provisioning nessage
(90-600 bytes). (EIVInu, MAC) = AES COW (FCT H SIGiij, n, ku), where FCT
is the fesouna/memdrol ticket nmessage (2-512 bytes), n PeTidormeoEsbui |t
as (nmsglD 4 zero bytes) (8 bytes) - e.g. always even, increnenting by 2
with every FCT command, nsglD is the nessage counter for the current
messagelPAKbPt dby foHSW@g CEEP8AY SleGhe (i B dsigagt De rdsppadditngs: ISUGEESS =d) (72

byt es), t e AGK ( @ t he sane as above (4
byt es), %ﬁﬁ?‘ﬁﬁ c[glflfprl gg}s?Mz()gif:oa gyt es (8 )%glg ds, is the APPJ's private

key cor [82pdindi ngf thostetheis cUG{HSCathere CERER, reapnnlselpuylosi Habeg od dreiivied
encryptlon k 0305 d I |onal res oad i onmmand
o suc eOUpi s e D B Bl REROPEE RAL R oplrtpd Rglnia
ERuuMACHje z{p@ﬁ&@é&} mmg ha@20 k@@l@cﬂof h® 1@ @%m@% th€CARO10/200he:7 5

O 30386 PR RLh LG RERRLE A S BANSR LR L8 [GALYY o
r espons8UCOEShao RECHtigehimndatiokwviil e tehened einsteagldthe ACrCletcamnpéaey strimg ofSOkhe
nonce b%l t as D114 ze D.is he nessage
count er "f 1P aél&cﬂkr%%éﬁ i Oreag))(( )“f”g SSCC%/S eﬁ%a‘?}) Itlﬁgqg%af'ﬁhen G n the
r equest cigayteoadr ghoushe obt r,athai hespmemhds the[a@ﬂ%&] rBhsayRﬁb"osemm&rﬁté ﬂnesA(\‘/@IlI din

e Fung L ghal B 86y 8PS LUNSIS IR e SLRUNE ot AR, aperal o

r egar dl egsiack 18hatdeerted lpediChitsk attsmpta deftcoin HhE)P\ﬁCadStdf it S/amaiol ddatnetissidn | e

Process i{h%%e\;ipee "ﬂfhg?atcfij Fmgre?n\é{gﬁjtf&mt SR mmppy s%atus mezssages may be used to
prevent divulging information about the internal operations of the system, inadvertently vielding an
advantage to an attacker. The REQRESP command in this embodiment is valid in all states.
160278] emd{EXITTEST] — This command may be used to indicate that all DFT are done and
1o transition out of the Test State 80. EXITTEST will disable DFT features, transition to the
Initialized State 82, cause a soft reset, and reboot the ACC 12. The static keys are generated in the
Initialization State 82, making the UID available as a result. The request payload in this example is 4
bytes, wherein Payload len = 0. An additional response payload is then generated if the command is
successful, which comprises UID; — the x-coordinate of the static public key of ACC;. This command
is valid in the Test State 80. It is recommended that the tester 16 initiates a hard reboot immediately
prior to issuing the emd[EXITTEST] to remove any residual traces from DFT testing in the ACC 12.
In addition, the firmware should assume that the RAM content is corrupted and unreliable, so it
should execute out of ROM 52 as much as possible.
[00279] emd[STARTACC] - This command may be used to cause a soft reset, which effectively
wakes up the ACC 12 from power-saving mode and reboots. Once the ACC 12 resumes from reset, it
may begin executing the entire boot sequence. If the ACC 12 is in the Functional State 84, it
automatically generates a new sphemeral key pair in order to prepare to establish a new key session
with the appliance 18. There is no request payload for this command. If successful, an additional
response payload comprises Qg;, the static public key (73 bytes), and Q.;, the ephemeral public key (73
bytes). The successtul response is sent only in the Functional State 84 (after the static keys have
already been generated and that it was verified to have been written to NVM 60 correctly). This
command is valid in all states. It may be noted that STARTACC may require time for the soft reset

boot sequence, entropy collection, and generation of the ephemeral keys.

22012313.1
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10031012. Decrypt EMiij, verify SIGiij, then process the feature

provi si oni ng nessage FCT 50. [0031113. Prepare a response (ERn", MAC) to

t he feat uwe 2priows®poni ng nessage. When generating the respanelo/pnegl D +1)
shoul d be used for the nonce. 10031211f all the steps are successful, the
firmvare sends the status code SUCCESS and (ER ,,, MAC) back. O herw se,
the fir fEB8] sendgdf O AY ushic oofem@aintay torsddfto pleparethe¥C(cBUnber has
reached ;i ts f ' t Lt ons | ck- Qut t.e 86
and sonds Prit TR I8 b LN kAR ES ERRH AR KRS Labab R nt s
t hi s cormmuendmplegonpress 4 hidts veheondPayMad BETT €oliiendivos isueresdf nel ddyitiprabcessed

previ ou . | 00, i f . I t he
Commmnd ot Those difip FRRLR Tl eHay hExn e bk d SBRE s W P e
ACC 12 asnqpard! Sofe nmii[naNIbFECF] thaieb respd{ie Gvaidable fofMpjsicemmbyd. donsgruct ed by

t he appl,i ahe i HIBY. - i fLG L rticular
ACC 12. @%ﬁgpﬁ%q@e@;@? 2% h%ib rgglt ty&gegn%wg%w%nb tg%vﬁ%ses of the

f or mat t engnpoihg tdretridid £ respente. FETfitoypesshoal sbe alefdcred dag ifi tie N 62 PFOE2313. 1

WO 2011/.003199P; / .Tahl - nd]

et ds EO0S tamoberdior HUORERLE (TR Rp Lol hYRGR LRI LERRARALD0 o
i s onl y b@othydueselinihg firmMivae hojest! dFETst 5@oain &VO 62 hiter WRACCESS! bylos, whi ch
can be 512 b tes 2 and 3, for t her det ai | 003151Not e
e ActRaEd > % XA LSS b el oo [oibAL R R10 A Lade 151 1)
Byt e 1 nEraen®®ntThe refiheat gagthaé 8:13his howiptk doenpakds g iveds oherdin Bytleadboundalfites, and

the amlflerg;%es?]:s sgcaé%sasfu ,%%%é(ﬁ@i(?nlaﬁpa%qogy !s%rogledeg.i “Maiissciogllmean(? % Véﬂ'id i% %}%%%?tjs%é%\e 80,
the Initialization State 82, and the Functional State 84. Executing this command results in a permanent
lock-out of the ACC 12, where the ACC 12 then refuses to process any additional commands. In this
state, the ACC 12 goes o power-saving mode and only responds with the LOCKED status when it
sees cmd[REQRESP].

[00282] emd[INITFCT] - This command is typically the first feature control command in a key
session and it is used to instruct the firmware to process a FCT 50 message. The command contains
all necessary information to derive a shared secret for the session, o secure the tunnel between the
appliance 18 and the ACC 12 via the tester 16 and agent 20. It may be noted that a key session lasts
until the ACC 12 is rebooted and the INITFCT command should be issued only once between ACC
12 reboots. If another cmd[INITFCT] is encountered once a key session has been established, it
should be treated as an error. To send additional feature provisioning commands after a key session
has been established, the appliance 18 should use the shorter cmd[FCT] commands (see below) for
subsequent feature provisioning messages. The reguest payload for the INITFCT command may be

arranged as foliows:

4 bytes 73 bytes 150 bytes 2 bytes EM len 16 bytes

Payload len Qg CERT; EM len EM,; MAC,;

100283] where:

100284] Payload_len is length of the payload. This field can be used to specify how many 32-
bit words are in the rest of the payload. (If the payload ends on a fraction of a word, the payload len
may be rounded up to nearest integer).

100285] Q; is the ephemeral public key of APP;(e.g. in standard ANSI external format).
22012313.1
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WO 2011/ 003199PCT/ CA2010/ 001075 [90316] Note 3: The m ni mum anount of data
accessible is, in this case 4 bytes. The maxi nrum anount of data a WRACCESS
can acceswoiiofvaxi num EM I en) - len(n) - len(TYPE) - PCERARMNGB)001075

|l en(ADDR) = 512 1 1 8 2- 500 bytes. The maxi num anmount of data a RDACCESS
type FCT 50 can access is limted by the maxi mum |l ength of the ER _Ien,

whi ch i 002860 hi s €hRR6ds amemi-cetefidared APE;, betBi28 CERAe= VER]CIaY| Q9885 p), ated on
t he maxi EM.l.en and Ekl en i o the fact t there should be the
b 11ty Lo here e e R B e bR s L6 Gt G a0

avai | abla APPf(7hrbytes).dat 8lhegd ietsgniere da¢lesSIRIT;, signedibothe roaoOA dwineetiGL.Q =br eak

it up i [t 4 _ 0, unt.i fit. within these limts. 1003171Note
4. The \%@%ﬁg éﬁk@%}%@éﬁ %&h‘é smétl(;@é %rmag"i%%l y be allowed to access

pr ot ect €00Z7¢as oEMt ke isNvMet2h oBINIE Ipdsitas ge. £ a @6 L £ 2agadTY T4 18g])0t her t han
protecte 62 | d en be consi dered an error, One exception to
this ruﬁ%}%%iﬂ be W#ﬁ“ﬂ%@a&%@% 8 PSP oG ProTAEMNG 58 Fnl it tat e NVM
62, whi clo-608 bakd)omeee (E0L,; Mrese copsratds* (Falty Basigh, khercusemgafe MRACCESS
shoul d be avar e t hat TAG ﬁgg DATA, are writtgn at the sape location in
privat e RIVT et E’Sﬁ%ger{é_lj YE&dv O Rgthy 76T FRTRURE K- | Bobie? R OR bFer at i on
resul t afnsdiAG aneh IHEFABWRIetessgIDGRBE 8 1Nk & &untSEbHEAIurblSebe & Bi1as5ed t O
perform permanent feature prQqvi.sioni whi | e SETFEAT TEMP. FCTs 50 are used
Do perf Gt HEOF AP SPENISPY S SH BV SF ST G 9F Apameridrt S/t SKoNED |

provi si amghy)| pidieg FEATSE] (12 Hyses aHereWil & e ATt 0 UNYM 6B tes WS DL END i Y
feature provisjoni 8%"5{51'2; FEATSET ¥al ug in NVMM62 is ORed with the FEATSET
field of>tHE® EC 60 PAUME BEPLSST TDPY e PP e Ysh & AsATHiE PHET Y. FEATSET for
as | ong «agedbeliAGCHhE2ettiitaas OBRpower ed on. Once the ACC 12 | oses power

and/ or rg&&%ﬂs the_%e or a,r%/} FEATSET is | ost and reverts back to what was
stored il 62. L 930 PREeT P AG2REE ByRpber ofyees osesater abaye af Ty bgaiiei ng FCTs
50, (nawwsessayﬁma@MHM%% Ey}’tﬁ@ﬁa}t.icu.!@a#ﬁi@ ioAS a history record of
what has _happened_to the ACC 12 in the past. T003201Each progranmm ng FCT 50
may reprié a stispdfitonaheespagsrslopd: il thycqrmensd dsssucesssét mey Epatpagedsesbi t i n
the TAGgpes@ard associated with that step. After a FCT 50 is processed, the
corresponding bit is set to indicate that step has happened. Wen the

appl i ance 18[constructs the FCI 50, 1T wuld then need to know what is the
content of thelBCP356Y4MNd |set thBY*8ppropriate tag bit. The ACC 12 then
keeps a TAG recordin—a-specialreserved space in the protected area of NVM
62. Wien FCT 50 ier,successf ul Iyapfrocessed, the ACC 12 may then bit-wi se OR
the FCT's tag field with tlhe previous TAG record and store the new val ue
back i nmt%‘g?%){y 62. g% Jjust looking at individual bits of the TAG record, the
progra t eps™Whit'ch were taken can be deternmined (if the bit ='1') and
whi ch weoezazet (i £rJ Bei AL, Feflleht thderlh B0 rddSWse UARd itk abhasH ASR 12 I
this case woul d have a TAG record of all CO's. The tag record on the ACC 12
i s updat®dCas™ AEPSTME Ugf TR ece kot Wharg F ot DYhas sithrgemopse sybhafifi A c@ams0, or
al t er natyivedhy derdBd adcBiptibRkady, ¥ &laUBn&anidg (wid | l 0 record
if you kr%ow t he addr?gs oféyt he ta recoréﬂﬁl%m@gr%%é%eéﬁhg{%g%ﬁg TAG
record SHOHREHCHBET 56 the sprIommgssage (g putab éde-ivelue highooseBan da ssgurst eavipadnlver r or
whi | e processifngdy.he FCT 50. The tag record can be read out using

cnd[ SHAREDNVMRD] , and the read data will be unencrypted.
[00293] This command is valid in the Functional State 84. If the firmware detects this

command in the Functional State 84, it can perform the following operations for this command:
160294] 1. Reset the message counter, msglD, to ‘0°, and use it to validate that the ACC’s own

message count matches what was transmitted while processing the feature provisioning message in

step 5.
100295] 2. Authenticate the CERT; and extract Qg from the certificate.
100296] 3. Compute a shared secret key and derive the encryption key k;; with ECMQVwWKDF

(dsi; dei> Qci: QSj: er)'
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10032111t may be noted that care should be taken when issuing an WRACCESS
FCT 50 that is to wite to the tag record, the tag record will be witten
tw ce, orwe tim3mgecuti ng the FCT 50, the second tine epdatazng/iigs TAG
record. If this were to happen, the DATA field should be the sane as the
TAG field or one of themconsists of all "Os to prevent accidentally
corrupt i[fgg%he TAGDeevorEMni, 0632 3|CHCheRewpon the deaturE@Pvisiesippmssszealr €I sent
after prgcessing either ernd[INITFCT] or cntl {FCT]. The conpl ete response
may be arranged as follows: 4 bytes Flexible Size STATUS ER 003231where:
KO3241ERCEZIRES CCMPrpa:SFATPSHEI(ER 5dEt\& ) jo the felkiire panevienigAEkdSe i Whene of t he

status codes |.ist b | [ he igque | D of the ACG, the
x- coor dimat e %’f “’“g% “%aﬁ%%i%&) §1>0u:id2be ésfdaig&gar&%nscf ed by the FCT 50 conmand,
where: fl00B251i f FEI of fipebove SEPRFaESTiccemdul ethd [iDO226nh{ thExCGEnt yhp etams GEEFEAT:

10032711 T Gty pEs (ooess: Ofsnet S0 a3u Ty e Y padeeEheup (o
512B of drhecqueguies teachedé@ chagiatuan, tht GO39 mransstichh @tdrbaeckbtit [Statects aparsgidHA
zero byttﬁggtatﬁs8009¥£85?<}3®and msgl D, as above, is the
100300] cmd[FCT] - This command is used to instruct the firmware to process a feature
provisioning message. It is similar to the INITFCT command except that it reuses an existing shared

key instead of generating a new shared key. The request payload may be arranged as follows:

4 bytes 2 bytes EM len 16 bytes

Payload len EM len EMy;; MAC,;

100301} where, as above:

100302} Payload_len is the length of the payload, which specifies how many 32-bit words are
in the rest of the payload. (If the payload ends on a fraction of a word, the payload len is round up to
nearest integer).

[00303] EM_len is the length of the EM,; in bytes (e.g having a range [74-584});

100304] EM,;j and MAC,;; represent the encrypted feature provisioning message (90-600
bytes). (EMy;, MAC,;) = AES_CCM* (FCT || SIGnij, n, k;j), where FCT is the feature control ticket
message (2-512 bytes), n is the nonce built as (msgID || 4 zero bytes) (8 bytes) - e.g. always even,
incrementing by 2 with every FCT command, msgID is the message counter for the current message
(4 bytes), SIG,;= ECDSA_SIGN (UID || msgID || padding || FCT, dg) (72 bytes), UID is the ACC’s
UID (36 bytes), msglD is the same as above (4 bytes), padding comprises zero bytes (8 bytes), dy; is
the APP;’s private key corresponding to the certificate CERT;, and k; is the derived encryption key.

100305] The additional response payload, if the FCT command is successful, may be arranged
as follows:
(40 — 552 bytes) 16 bytes
ERy MACy;
100306] where:
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nmessage counter for the current nmessage, and should al ways be odd (4
bytes). 003301It may be noted that STATUS is sent out both in the clear,
and al so wenbiiah3the encrypted response. Even though thecurearerooiwd st at us
should match the encrypted status, unless the status is authenticated by
decryptlng and verifying the ER there IS no guarantee that the unencrypted
status i€ %WdrectE&e@%Méqnlﬁepm@égemm@lddeShwetOUe@f?ataﬁetcem@dmeWﬁl@at e. Some

appl | catk.ansyiey, vats bonpl Eekish 0ok, Akctiep UoRNGYALEM Bl ALYS !
PAE ERAHsR OOk P rsp i,

qui ck check’ on success they s
it ift heskedprezev&nemqrymlgn k@y, o isube nambebuwib artonagSdt4 o bmh@éaly‘iesmrei mgﬁgtsh of

the SuCcESALULLE3PONMe Lo (akabYs: FR) ahouldche Koo da.his adent  when

i ssue 50 command, yS assu t he
ACC 12 r@tsud ngvalratddamount of data in the response, and reads that anount

of data 100 T TROM, 1TESTNVM TRNG :
These cé%ﬁ%ﬁg ca§§ us§g£ﬁg§‘%§ éﬂ?%ﬂ%%%£§%c?urér§§ﬁgmp§ Fane Cf%§ﬁ§ DFT
tests on%tMHngmkwmmmﬂhr@wmomnaﬂﬁ12313 1 deternlne mhether the chipis

faul ty. equest | oad ent i fied ad 4 t.es and
i's eqﬁaﬂé?%%%e?o.?f%%ﬁ%ﬁfg?&$ §?W§W§“fﬁ§ %§ £ ﬂﬁ% hffgﬁéﬁ
responsespamkmad:mﬁﬁswmemQDWMEdeeSHQMQGE3m%pka&nmg@ﬁﬁmgﬁﬁS@ﬁlif TESTRNG
t he addi nse l. oad the command is successful is bi t
SRl L R R A R AL U o O S e

gener at o30. These connands are valid in the Test State 82, and the
Functi08@5%ﬁ@ate 84 if that particular DFT feature has been reenabl ed usi ng
a FCT 50! ena%léq@ﬁeER%Pgm&%%eJ%ﬁ fil PrivfelFaureoIReTHg nseee 2V iy execut e

one of thgerb@gliRiVeHOnRAGREINON ) sRRICRMIENG: thy Réice 0033511. A nmenory test
program marches a sFecific data pattern across the entire RAM 60 to see if

any of t 1883 nor ylf Bl the steppare é_{ﬂces?f_ul, the firmware sends the status code SUCCESS and (ERy;,
MAC,;) back. Otherwise, the firmware sends the status code FAIL, or if the error counter has reached

its maximum, the firmware transitions into the Lock-Out State 86 and sends the status code
LOCKED. It may be noted that in some embodiments, this command requires that a
cmd[INITFCTcommand be successfully processed previously so that a key session is available. If
that is not true, the command would then result in an error.

[00313] FCT 50 messages sent to the ACC 12 as part of cmd[INITFCT] and cmd[FCT] are
typically constructed by the appliance 18 ahead of time and may be non-specific to any particular
ACC 12. There are several different types of FCTs 50, and examples of the formatting of the
different FCT types may be defined as follows:

FCT Type Field Name Size (in Description
bytes)
SETFEAT Setting feature provisioning bits to some

values

TYPE 2 Type=0

TAG 8 Record Tag (See below).

FEATSET 32 Feature provisioning data as a byte stream of
32 bytes (The definition of what each bit does
is typically application specific)

22012313.1
- 64 -



[ 00336]

t he NVM 62.

CRC- 32

but for
[ 0033713. The ROM 60 code health check involves running a
orwOhelignsipe ROM 60 content and conparing that

2. ANYM 62 test program which is simlar to the Menfest,

agaiaav1020ies dwi r ed

check sum This is a sinple check to make sure the OM 60 is accessible and

faul t-f

ree;

with, |
of the
RNG 58
post - pr
progran

5 has a DFT conmand associated with it. The command triggers the

it is not neant to secure the ROM 60 code from being tanpere
ooptAT A RNG 58 test to check the mepun hofea@RtgrORYodiRCRINEd Out
RNG ring oscillators. This involves ¢@kdnggtdrg a bit streamfromt
over a fixed per,i of time, then returning the randomdata to be
ocessed off-chiﬁ&% 0033911t may be nqgred that each of these |IST

on-—of oacpn t Nnr-oor ne o

t
T

he

execut i
respons
Lock- Qu
given t
comrand
t he app
subset

is typi
agents

i nsecur

contr ol

desi gn
mul ti pl

on—ef—thesetest ogr-as—and—the passifatt—test—resutt—witH—bett
EWRALIAKSS | f any of the BI ST programWaingslatathBrokagi Wy Ment ers t he
t State 86 automatically on the first failure. They will not be
he ability to agegpt nmultiple additignal.txies like other invalid
error conditions. It can be appreciated that in other enbodi nentsg
lication may dictate other DFT strategies,. i ich case only a

of these command<$‘iray be i npl efrent ed. 6ﬁgﬁﬁi@ﬁﬂ%gﬂ%RENVAIMR] -
cally an optional command that allows the appliance 18 or other
20 to wite to tAleDRshared" redi on ofAddives i B2 th hedmingorihdiMs g
e, but they allow open access to the NVM 62 t hat
Typi cal reasongywhy t hese eomands shayhdwhged BERUAe: b sdcfmbhe
of the SoC only has one NVM 62 that i shatgdh petneen di fferent
e functional blocks, the ACC 12 woul d be The gate keeper to that N

Thi

is within the ACC

e

VM

62 bl oc
t he NVM
to inje
est abl i
WO 2011

kK and hel p enforce access restrictions; b) if_a syste to use
| BDAGSESSmai | box to and fromthe ACCBf??n%ﬁﬂa%%nPFm¥ngﬁgzter need
ct information to the ACC 12 before a secure session can be

shed. The requestymayl oad may be arranged-mas foll ows: 22012313.1
003199PCT/ CA2010/ 001075 4 bytes 2 bytes 2 bytes

ADDR 2 Address offset from the beginning of NVM
memory
: SIZE 2 Value = [4-512] bytes.
|
| SETFEAT TEMP Temporary feature enablement
| TYPE 2 Value =4
FEATSET 32 Feature data as a byte stream of 32 bytes (The

definition of what each bit does is typically
application specific)

Table 5 — FCT Types and Corresponding Fields
[00314] Note 1: The shortest of all FCT 50 is the GETFEAT type, which is only 2 bytes long.
The longest FCTs 50 are of the WRACCESS type, which can be up to 512 bytes (se¢ notes 2 and 3
for further details).
{80315} Note 2: RDACCESS and WRACCESS FCTs 50 in this example can only access data
in 4 Byte increments. The address should be aligned on 4-Byte boundaries, and the amount of data

accessible should be divisible by 4.
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SI ZE Payoad_| en ADDR SI ZE WRDATA [00341]where: 1003421Payl oadien is, as
above, the length of the payl oad; 1003431ADDR is the the starting address
of f set frwon20hiewodlyd base address that the command i s trPCmgA20100008SS,

whi ch should be aligned on 4-byte boundaries; [00344] Sl ZE is the nunber of
byt es being accessed, in increnents of 4 bytes; and 003451WRDATA is the
dat a st iéd&Hol o beI\TWBﬁf@ml@m@mt?@mgt @Id%EaWGﬁ@éﬂrlsaolﬁ thwta@sd hersgThonl y

appl i cahl AR ]Q/%(\Bt E f sful,
tﬁgre vvo é{k@remﬁé(;{mW| ona g%%%éﬁ‘gdggég% g{g S _C qenéﬁ) l&ggﬂ in the
Test St &€l 82 drdADRE) Fudttilonat 8 sEatoel 8yes. ﬂhemamummcanmfrd@ta@f data t hat
I'S aCC€§@ﬁR}%§S§y§e‘F@]{%apX0&QQ 1%dw%re 1 Ou%@gﬁ%@{hle@ OUR, é&H?% NVM

spaces aval Up to B4KB. The fir check t ress and
si ze of th‘hgrlrv@q@@s#ef@qhﬁowgtﬁ@ prelipigipnaraed ONVMngﬁérmnnsEMor@ntalabEMe@ﬂd make

sure t h%u@&tthef Bordbt B shéulcpﬁer {1 §ifd o ﬁofld ﬁQXm}?@E&ylo% WPl 13 giﬁﬁﬁeg alSuR U ST de

of Shared NVM space, then it is conhsidered as an error conmand
fails. TidléReepeblont meradalageedsit b dsessiiether emdiany I@P@O‘b}@(ﬁe@@ﬁ‘d, which is

| ocated | ngy e P@Fs%@%ngaﬁe%ﬂfﬁt%ﬁﬁhrﬁﬁ&% %ﬁgtgd area of the NVM 62.

1003471c f SHARENV his may al so be used as an optional comrand t hat

al | ows t[B@317] Note 4: The WRACCESS and RDACCESS FCTs 50 shouid only be allowed to access
protected areas of the NVM 62. Attempting to access anything other than protected NVM 62 would
then be considered as an error. One exception to this rule can be writing/reading the record tag,
TAG, stored in private NVM 62, which is allowed for these commands (although the user of
WRACCESS should be aware that TAG and DATA are written at the same location in private NVM
62, causing the resulting value in NVM 62 to be an OR operation result of TAG and DATA values.
100318} Note 5: SETFEAT FCTs 50 are used to perform permanent feature provisioning while
SETFEAT TEMP FCTs 50 are used to perform temporary feature provisioning. With permanent
feature provisioning, the FEATSET bits are written into NVM 62. With temporary feature
provisioning, the FEATSET value in NVM 62 is OR’ed with the FEATSET field of the FCT 50, and
as a result will be used as the actual FEATSET for as long as the ACC 12 remains powered on. Cnce
the ACC 12 loses power and/or reboots, the temporary FEATSET is lost and reverts back to what was
stored in NVM 62.
[00319] FCT TAG Record - The TAG field of programming FCTs 50, (namely, SETFEAT and
WRACCESS types), is used as a history record of what has happened to the ACC 12 in the past.
100320} Each programming FCT 50 may represent a step in the manufacturing process, each
step has a bit in the TAG record associated with that step. After a FCT 50 is processed, the
corresponding bit is set to indicate that step has happened. When the appliance 18 constructs the FCT
50, it would then need to know what is the content of the FCT 50 and set the appropriate tag bit. The
ACC 12 then keeps a TAG record in a special reserved space in the protected area of NVM 62. When
2 FCT 50 1s successfully processed, the ACC 12 may then bit-wise OR the FCT’s tag field with the
previous TAG record and store the new value back into NVM 62. By just looking at individual bits of
the TAG record, the programming steps which were taken can be determined (if the bit = ‘1) and
which were not (if the bit = “0’). A brand new, un-initialized ACC 12 in this case would have a TAG
record of all ‘0’s. The tag record on the ACC 12 is updated as a result of successfully processing a
programming FCT 50, or alternatively, an arbitrary value can be written directly to the tag record if

you know the address of the tag record with a WRACCESS FCT 50. The TAG record should not be
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appliance 18 or other agents 20 to access the "shared"” region of the NVM
62. These commands are insecure, but they allow open access to the NVM 62
that is wohlon/wB®9IACC s control. Typical reasons why tresaAoromands shoul d
be included are: a) if the design of the SoC only has one NVNM 62 that is
shared between different nultiple functional blocks, the ACC 12 woul d be

t he gat epkaebéehet’eG chcmvwrswm@wr wint piime;ﬁmérﬁhed?@e%c%é% recestgap be ficahs;  b)
if a sy fromthe ACC 12; and
c) As pg)flﬁ%gen ﬁldt a ove MHQ%SQ%d%amlh Qgeéne?%&%%%sed to read back the
FCT TAGIP@Edrld t hiamay e h@@ﬁh@dan@ﬁhcaﬂds@e@ﬁeawhyn segerapedRAreaSefCt ﬁ‘éthN\IM 62.

lﬂgurﬁGﬁ%% %getg\t/&}}lr ?Efgr rgﬁ% \?(l/ieﬁ #%ﬁ?ﬁéﬁ%&%&%‘? %R%e\%{rgg(%%g@?gpayl oadQ nay be

ar r angede@sd fiok bplssng the hperscopd. Whl@svezz tharesn. FeyiP A B4l f1kld shoABDR U181 ZEe as

Los34siyher e, A0E15AA A0y, PN AR B0/ B DR LEIALRE e Baphoac

address | @@Z‘vﬁét f r BOT RespoidedM B2 bmseadﬁ&%sﬁmpmceistmg etiommaddNI TS CHT g ng to

access, @30%& lloneﬂe?ere r(n)gs% on bgag ¥ edasoqudarl es; and [003511SIZE is the
nunber o P A CESSEd Vim i ncrefent s of 4 byt es.

4 bytes Flexible Size

STATUS ER

[60323] where:
100324 ER = AES CCM* ((STATUS || UID || <data>), n, k), where STATUS is one of the
status codes listed above, UID; is the unigue ID of the ACC,, the x-coordinates of Qy;, and <data> is

data requested by the FCT 50 command, where:

[00325] if FCT type = SETFEAT: none

100326} if FCT type = GETFEAT: the current settings for all the features on the device (32
bytes)

100327} if FCT type = WRACCESS: none

100328] if FCT type = RDACCESS: up to 512B of the requested read data.

[00329] n is the nonce built as (msglD || 4 zero bytes) (8 bytes), and msgID, as above, is the
message counter for the current message, and should always be odd (4 bytes).

100330} It may be noted that STATUS is sent out both in the clear, and also part of the
encrypted response. Even though the unencrypted status should match the encrypted status, unless the
status is authenticated by decrypting and verifying the ER, there is no guarantee that the unencrypted
status is correct because the message could have been altered enroute. Some applications may want to
simply look at the unencrypted status to get a quick check on whether the FCT 50 was successful, but
they should only do it if they are willing to trust the communication channel. The length of the
successful response, len (status | ER), should be known to the agent when it issued the FCT 50
command, so the agent should always assume that the ACC 12 returns that amount of data in the
response, and reads that amount of data back.

100331} Cmd[TESTMEM], cmd[TESTROM], emd[TESTNVM], [TESTRNG]: These

commands can be used by the chip manufacturers to run functional DFT tests on the silicon die to
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[ 0035211 f the command is successful, the additional response payl oad
conpri ses RDDATA which is of flexible size. RDDATA is a data stream of SIZE
nunber ofwbybamosag, only applicable for cnd] SHARENVVRELT/dA20Boul7d be
presuned that the agent 20 talking to the ACC 12 can calculate the length
of RDDATA beforehand. Al so, the appliance 18 that created the comand
shoul d I9&ErmRiARWAGsHEheZhIPRNGWER oWe Aisees! Barlaadt identiBed DeRasloghdtr. mey Behbiesdown
t he SHAREDNVNRPLRmrand. This command is valid in the Test State 80, and
the Functional State 84. The maxi mrum anmount of data that is accessible
shoul d H&0332k t edif BYSTHEMBRP MEMaHBBRY Vi the eddiiimguewrsnssivaylead. i1Vl spaces
avai | abl gy up & 84KR: isThgefi rmwvare checks the address and size of the
request agai nst a pre-progranmed NVM perm ssion table, and nakes sure the
entire d8e¢¥ss is @@Eﬁw@ﬂhe Mdlta)ngi rggaeitse pfyleadeif the ceBBaidss putsifdes oB2-Bhar ed

NVM Spacty, F@Rﬁdn& g}_ar@ SONSLAES %?bc@apd Bhdd atmgr gemsra§9%9 omn%an&s

[ 90353] I'S comran cates t e"test r want
scan t estiihig theheesioge §2 andthe Fn@qg@éﬁtawa%hﬁad pagicdaiylf leGatardhat bren Pay | oadl en

: i C | response payload is
ot et AR REERAL Weck RAGRIAIAAGIR T SSPONSE, PaY

IS va|d|n ate 80 and the Functi onal
St at e 84003¥}t hi sTipaQ:(EQ tUay eXoFFe freatf thedo hagndimeni anelenabinedd usé:ng a FCT 50.

The ena eck done firmwa e A 12 should s t.h nibde
e i ghO 0581k TG T B e AN oy S ST S0r G D € he
ACC s veesifery dfBe ndmahbitssaraikeldy. t o 1 dentify the har dware and software
revisio he hi s comman an. b us In cases where there
needs tg@@ggﬁi ?C%oﬁgwsq tﬁséﬂ'iogﬁmp?wg’f’ﬁgé freiag ?‘E?Sécb f BF SYOLE% bet ween
di f f er ende3agy si ons T@f RONE6ALTe Adith Thepk GRbhys ruﬁrmgsa CROMBOA the SnitrB ROM St
comand sent t(ﬁ confirmthat al/ parties are_jin agreenent as to the exact

pr ot oc ol EM dRECINPFRE DHSR S ARIAT Keft She A umThES B 3|5§HH%%CE’F%‘I8@%6 payiead for

thi s commando isHe:siiBs pRNSEl-Fray ithen@ikea ¢edc@s ik ®’ON¥S code Rb Bl th 44 0]
Ox0000FW.VER1I D HW VERI D, (reser ved) [003551Both firmvare and hardware

versi on ‘' are both 8 bits. The actual values of these fields are

det er m negkyzased oM ROGGH tdseMichIcR Mol RO F @k%pfl?ecgeﬁ Ao iBe RNGYRE. REQVERID
shoul d always return with a response inmedi at response wll not

have a @é%?%toréf”fhpdw%‘@aC%‘P&W@@ bitygtgpanpfrom thet%é%m&rgﬁéqmrwd@ﬁtwe %Y Ver si on

| D shoulrgu@ﬁlgm@rlgﬁd@h{(@gg t@ggposaﬁm&ggea,of@h\@@ys avai l able. FWVersion ID is
initi allé al | until the firmmvare | oads the correct value from ROM 60

and wri ta433 ﬂ1at vlémaéb% eptedibat EyphERIese RIGT stogramathapoBY T e¢mmpand|apsopinied FW
Ver si on iR ii $ne Qm an%lfgge,ts tﬂe@%cﬁi%rﬁ&f tﬂe@@%esttpp&ra%‘?s%%g ﬁ%%aés/falﬁ%@résan Rag,not

started to run yet and Should try again |ater. response Is anyt hing
ot her t HzresoresfsiasREERY of the %ﬁgﬂﬁr%faé@ﬁ@@%@éaelégs éleﬁa@ie@uteﬁﬁrw% Thi s

command ah8mMadaliflof fhe &ld: £3LALBR %J"]@}M% b!: ngﬂ BULR1RYo 3&9& ?Jgahlk M@
This command returns the | DOCDE of CC' s tap cont ro
like other invalid command error condlmons If{ czm be appreciated that in other embodlments the

application may dictate other DFT strategies, in which case only a subset of these commands may be
implemented.

100340} cemd[SHARENVMWR] - This is typically an optional command that aliows the
appliance 18 or other agents 20 to write to the “shared” region of the NVM 62. These commands are
insecure, but they allow open access to the NVM 62 that is within the ACC’s control. Typical reasons
why these commands should be included: a) if the design of the SoC only has one NVM 62 that is
shared between different multiple functional blocks, the ACC 12 would be the gate keeper to that
NVM 62 block and help enforce access restrictions; b) if a system was to use the NVM 62 as a
mailbox to and from the ACC 12; and ¢) if the tester needs to inject information to the ACC 12 before

& secure session can be established. The request payload may be arranged as follows:
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| EEE 1149 spec. (further detail of this command can be found in this spec).
There is no request -)ayload for this command. The response may be arranged
as foll owso 2bD0®5P2The | DCODE shoul d be a hard-w red comstram20swvdid’Bus
shoul d always return a response i Mmedi ately. The response will not have a
Start-of-Payl oad marker, nor will it bave a status field. The actual val ue
of the 1DCODE kS, lypi cad l;gyesaapygﬁ@t onggpecific. This command is valid in
all states. !003§8Icmj[B PASS] - This command puts the ACC tap controller

i n bypass node, per 'EEE 1149 Spec. [ Ever it that gets shifted inis

del ayed by 1 FPreRecldck eyeRe aﬁgZeEsh f‘%@a%%& This command is valid in all
st ates. Conmunicati-onlProtocels003591Ahigh'|l evel description of the
comuni g@Bikpn preieeol s is now provided. As has been discussed, the
appliance 18 comuni cates securely with the ACC 12 using nessages known as

Feat ur eli@8Atl ol PryRast knéy a2bTee, o levgth of e Payeadem 10, there are two

interfaggs o th yﬂm@m&mﬁ@ﬁmih R sl SrCAROrE QMMM 6AE Sast thal HE AGANE2.
(00360i One interface 1s the JTAGtest Interface 72 as defined in the | EEE

1149. 1 stuaindde ercforvhigsthodd beslenpgbet 4-bridbbodndsry scan architecture. The
| nter faggaaandandzi NGhUAGRe! N8, I8L N LN, Rlndforfik ofh baQALIOL and data

signal s, st access port con a nechani smand 1 nstruction set
t o supp@Bdfiest i NGROATHHethe Hate stiehm 1Abd Rowghnt hang JAG numberof bges 17, by
typically.. to ? ed circuits for manufacturing defects, the

used esh | USEK
st andar 7 SeTUge L B ov}dsﬂl(}ons 5r individuals to extend the command set to

i mpl erefio3yser debt medommacd, ifonsessk00B64d ivouladend addniohd réshensd fFAGaii Niher f ace
72, this enbadi ment provide secondar. o) nd..i nterface 66 f
Connect PGP agaraR P Sk OB 2 aRp g PR i A R b BRI Er P St o ng
af t er - maraseksisie priogreabniba ghax@run fmduhesfeoni@une saaeESEM padeh evaddAGup it er f ace
72. The ond co interface 66, can.he configured to | ook like a
il o SRR e e pisah Ph L SR SR PG SRR Bt Brsfiiney
i nt er f atie/MG pertdibal tadb e, £dmiakgsirethe bairbeccSss ii@rmined. 3Zinpiptrs of thependisng on t he
application's. requi nts 22012313 .1 WO 2011/ 003199PCT/( C, 0/.001075
Db 8652 P S b B SEHa R RO ATEHE ™ PR AR ARG 5 i PR T
Commandtd thisevohiEde when reading the TAG record, which is located in a special reserved Protected area

of the NVM 62.

100347] emd[SHARENYVMRDY] - This may also be used as an optional command that allows the

appliance 18 or other agents 20 to access the “shared” region of the NVM 62. These commands are
insecure, but they allow open access to the NVM 62 that is within the ACC’s control. Typical reasons
why these commands should be included are: a) if the design of the SoC only has cne NVM 62 that is
shared between different multiple functional blocks, the ACC 12 would be the gate keeper to that
NVM block and help enforce access restrictions; b) if a system was to use the NVM 62 as a mailbox
to and from the ACC 12; and ¢) As pointed out above, the cmd[SHARENVMRD] can be used to read
back the FCT TAG record that is located in a specially reserved area of the NVM 62. The TAG record
is readable in the clear with the cmd[SHARENVMRD] but should not be writable with
cmd[SHARENVMWR]. The request paylcad may be arranged as follows:

4 bytes 2 bytes | 2 bytes

Payload len | ADDR SIZE

[066348] where:
1603497 As above, Payload_len is the length of the payload;
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66 are physically different, one being a serial interface, the other being
a parallel bus, they share a common set of commands and responses. The two
i nt erf aceso2B11/@619ar e nul ti pl exed toget her in hardware @EeracAaorvomnds
interface MJX 76) to present a uniforminterface to the firmvare. As such,
the differences in the physical inplenentations can be hidden from

fi rrmd@%SGlOO%BWBhS the yianigs tdirése bifoiiroh ehedbvivhidibestal grssprothecohmatescr i bed
her ei n the f ol e )...The appliance 18/ agent 20
shoul d“z?(%)?ac%ess %S%S‘%gx %%in&% g?ytgggl%rﬁ%]ﬁgcag ion with the ACC 12, through
a testje3sié or sizeusthonenbedependende desssclieinprogranmér b2es. 00365] b) The ACC

12 can onsidered a slave in e command protocpol, such t can only
g 1 7 P s R R Bk v SRR R R D BTN

conf i gufiat ik 9ngexttiesiACRDIA DRSS daqtstr@WMest $BEldu1ﬁlﬁ:Spﬂﬂ/$e@ dd@; @1wupt;>h@sute bei ng
pronpted to do_so. 0366%@@dThe m cr, o troll 12 is single

4 In t
t hr eadeEmrEARRYY r 4§ eﬂ?"f%%”@‘% th¢ ggcg “WB?‘QSS 5t task at a
time anduelde Q@W@oﬁ@]@ﬂﬂ@b%&hidﬂa%l%%kaﬁﬁﬁmQB ItHat &%&Sﬂ thnydintriang el se | f

anot her conmand arrives before that task js .don need
to be SgHbEHe 3gOIBFIOR)PK wﬁéﬁwﬁ%@irww “CSSPCFS)QO @fﬁ%wg@ wast e
time Waidi.ng 1108 cdnhi undEGatid it e Téshbst g0tsd tieMRnaRAS WG Cat eukiakinons.
Instead, it will want to npve on to do ther. thin s agd cone bs}ck when ACC

12 is %ﬁ%g@fﬁéagﬁ%@@ﬁsﬁﬁe Aogld herdimded Bgb3ERTRyY ™R eTRE P Hed 72

speci fHirgat Qs FRAMIE 88 tRPURIBY T}fg@iﬁn{vﬁ’@ Ic@damhaﬁddodas Ravee anht Rghdstighinen
Regi st er IpR) and a Data Reg |ster%d( . Both registers ar g%e@dabl e and

writabd Be’eiﬁgpgfaﬁeﬂqdé‘é‘ﬁ\érpe%“‘qnﬁabﬂ%f‘ BREHPIEhe EHET BFoaF & Re(ly) eé’of | R/ DR

regi St&ﬁheoa%bersé‘rs o@@ﬁe bssHaReaed shdie, TR iaDEbndilib hhnekbaga tedombdaed pither in
the parallel interface 66. The Cnd Interface Mix 76 arbitrates between t he

two vell8ddHs andndlSGHas- TheconrpmR intinakes HetB? BFAGYPLL e SEH &cap &18HRT al
controhfen,5%. i\,%st eshas lsl@yeé@mddhéfwalyrosd Q&J@eﬁ{h%cgﬁmﬁm ik sovbdsed, gormand to
execute. I't can dFequest” dat a writin he DR and it can capture
t he residiosd raatrae wlqaémr%gde@rﬂm %Qﬁeﬂ@ﬁiﬁs ‘SP‘M“I thy TS5t Stptr &0 puréril el conmand

I nterfac gn‘%’tﬁ%ﬁ% €31 tﬁaE g§m@1§5ﬂ§@]gfghtﬁ§: HIUER, ASnfR3SkiRL € P8P sbiThWehdblcal so have

an IR an y can I npl enented as a rrem)ry mapped regi ster on
t he bu@ecm@@m@e@@ml Afe 8RCtIRshadhivhiiel Spdlglabfigl reading the DR after

uri tinggkant not, aetiback) LG SaNEGONL Dol RALyARMEELED TS tester 16

may re d wit’ at any tine, his may result in
cor r upthidatsasatto ientfythedfrdsyrecnil fofomereaision nhpAGHriZathes eommesd capte

Lransagkhon BLRlAeRln ACREE! BB0, bey B2 Rgﬁ%fgg&§co}¥@§g sLEAiRmaat-Md &S can

occur af THE X hetted resuf 1Turni ng now to Figure
61, andi&kanplesiss n@heA@@rtf?raTupns&n m%enwm@d sitbwhst chhenaneé stngto confirm that

all parties are in agreement as to the exact protocol to use in further communications. There is no

request payload for this command. The response may be arranged as follows:

DR[31:16] | DR[15:8] DR[7:0]

0x0000 FW VERID; | HW VERID;

(reserved)

[00355] Both firmware and hardware version IDs are both 8§ bits. The actual values of these
fields are determined based on which revision of the ACC 12 design is in use. REQVERID should
always return with a response immediately. The response will not have a Start-of-Payload marker, nor
will it have a status field. HW Version ID should be hard-wired and, as such, always available. FW
Version ID is initially all ‘0’s, until the firmware loads the correct value from ROM 60 and writes that

value to the FWVERID register at boot time. If the FW Version ID is “0”, then it indicates that the
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16 initiates one of the conmands listed in Table 4 to the ACC 12 by witing
the instruction code to 22012313.1 the ACC s Instruction Register (IR at
la). As sworon#ostye | R is updated signifying a new commeot/dazoiog®ugd, the
ACC 12 decodes the conmand and prepare to absorb the correct anount of data
associated wth that conmmand at | b). The tester 16 then sends the data

payl oadd @B lsinat watevid tn yéienhehwuic ormmanid labyy. Uithetrespgnsdataythmetoher RGC s dat a
regi st,e e yl e ACC
12 i IO BANG R R s MRl LR RBY Aol gPR (R o RS 11
be re%msﬁébl e for sarrpl ing the data register as fast as the tester 16

sends nd sto ntire I oa at, 2b)
beforgb@(ge(’gutl C?['ﬁ@@%%%ﬁ’ IR dth%@&qi@ggﬁén ngugs%%g’ %E) t he
DR, andeEnser stpsC V@lrﬂtet&iﬁ&il@ﬁtlﬁﬂosﬁﬂaﬁd ¢in botiduna ir eadpey Clhercintad teqeest eady

si gnal lnd(gg)aﬁﬂes t hat nﬁﬁy dat a has arr;r vﬁeddeJ]p0371JThe actual throughput
limit PEOpROER SR PRAG HRdTREES L P TRk [F°8Guenci es and t he abil | ty of
ACC s m crecont+olHqr to nove data fromthe DRto its RAM 60. Wen using
the custom pargiil:@l |interface 66, there is the potential for data to be
sent faste‘ than the ACC 12 can copy, in which ease, flow control to limt
how fast th ﬁé ﬁ quld be witten. In any case, the ACC 12 shoul d be
configured suc ? incom ng data is not dropped. [003721After the entire
payl oad has been sent and absorbed, the ACC 122 starts to process the
command. Theaysie 20 waits until the command has conpl eted before issuing
anot her command at 3), and this could take a relatively long tine. Each
Comnﬁﬂgmak?hy®d®@sﬂohm%g A RN PR e B us Sl E8whyQ r@Xagut e t hat

type o the appliance 18 waits this maxi num numnber of cycl es,

it cancemsurimmediativt Fee rapoisevipoihaty pfiahohRayioed girgr fafeviE GRS | e t he
ACC 12:1i5 RE 9%&5%1@&0@& I%boﬂé@tﬁpﬂh}'f %ﬁ&n%é;ﬁ&%@tnﬁ@é&nﬁ%ﬁs Afia pByl use the
vvaltlng period to opportunistically performother tasks, e.g., testing

ot her passts of the SoC, if possible. If the tester 16 does not wait and

i SSUESag w con O[CE% §]OI’T%IS ch%mQﬁ dﬁﬂt HM@@’HCB?’&%&% b?i;)a%bﬁgde bér 1ESE

consi d% a pro violation an e new nored. (The
exceptit@ﬁ speo. Ehérs bit hat gees bifef REQRESRH bﬁﬂﬂ%@k:@}ﬁéﬁ@ﬁhtﬁ@@m‘ﬁn%@s handl ed by
t he har d\/\ﬁe&rn ] vaﬁd%"seht"saltéé) [ 003731When the appliance 18 is ready to cone
back ah b e response, it issues the command to
Requesteshmunﬁeeqaohmegcokrrd[REQ?ESPl at 4). Wien hardware | ogic detects this,

i ot D8aTng t Ao GNETT aecrisep! v ¢Syl Ftghy MosERRaeh P iaries' | 20"

fini shedn ﬁrsaﬁ&ﬁsﬂhagaptxheecamndnm stdue:tywemlﬂhe ACS IReady mefsagemiarver san check
t he SepdRes w, f] t i.f .the e been | I f the
cnd[ RE ?01?“?} {rl§€%§eﬂ%@e g? & feYAEE %@E 5 B%élgte%(cg%ﬁ t VH‘E‘C}% %g comand,

the A nh&xcse&d&c\dﬁmnmtcmbvmthttfemr(EGh:eS and have the full result ready at

s 1t CroESER pEaNEET BBl 18 dRecepondBipn O3 BheELRE  ne”

[ eSPONge AbktsChLrCRIBOINRS stanStcitécnof.- Payhotde smideat inclidb ﬂﬁ\&é@nﬂﬁ)ﬁs af 4 esponse
status, and then the re onseg}éloadlf there's . an di %l) ),

2011/ omww/aes&%w 1DFE 4§ Poirolisy & t@“ﬁhé%%'ﬁﬁ% jn &Ct‘%@a fata to be
sent, oRGEink2f aRRIraS:. dsaﬁqaug‘hrtmmmeﬁs@msetypluittyelrsed(tb msstﬁtregmeh RAM 60)
tothe as fast aStEt Ilane18readsfr0ﬁ0 (ﬁQR JhLS gntlnues
unti | EHERIE RRIGFEEDS 5%“86‘1%5 “lrfléncglg?ﬁpmvﬁtsd?ﬂs or ipdiEdugs ﬁg}f HPOughput

limt b&ntﬁﬁﬂ%@tt@ﬂngﬂétﬁé}lkuief@ﬁlﬂ%ﬁlﬁctﬁﬂd the ability of ACC s microcontroller
54 to nove data fromthe RAM 6 the DR Wien using the custom par.all el

i nt er f {866k, t Hepditiap tt)ﬂ‘éj%@é?f?‘ifa&F 73 &s eralod gt HEVIReS PR PO ¢ he

ACC 12;.6aR.COPY%r cdnBediR@l p&@&@bus“t@@ﬂaﬁle@ﬂd a@&ﬁoﬁa@-ﬂe)@lﬂlxt}?'o@-@lﬂd\n@hfﬁﬂmlalﬁ(atst t he
bus shoul d read dat a. he tester 16 shoul d read rfDR unti|
it See&PrIgEATSiAS-1r Bithepaly PO AR ’ibél”%@ iggriacs fed heRPNAY SOPRGER e entire

r eSPONgE ca MCEnidifd R QBIE rif = Rayk (%ﬁ'eric%e%ﬁ)W—de E)@ﬁqih@c}’atalxhﬁthtcﬂ%eer it
shoul d not issue another conmmand before the entire res Onsﬁ@ﬁ@%/l pad is read

or el seecprnsEtiamntGoHape suhiaved Gpselds et it depsrding g i @
i ndef i pigtgdYents
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10037611 f the agent 20 continues to read after the entire payl oad has been
sent, the ACC 12 will resune sending all '0's. Should additional

progr ammiwg 2be/a08pai red, the appliance 18 can repeat thesg/@Repaold7ss no
addi tional programring is required, the appliance can finish by
transitioning the ACC 12 to hi bernate node with a end[ STOPACCL. [00377Sone
addi t i [6632] commmas be eged tiknghdugh tREQRESRerimy 7hendigtdldl CEnmad Intediger eason
for t ex ICIt uest res t and the
ACC 1 asr/e Ig)gan Cfge goPe Eetmgrmseri llrg%r?aac s[he 8{1&?%@1 %E\ Fﬁalﬁ:ﬁfg\k f?i@)?s%atgegir m ot her
t asks uomrrpalsalolfaimmemslk eaidv.mbnsna‘ﬁlcn’g) 1ht§rfaqeh@ A@@emlmmemem@h@ mijf a
command ires so fro |.j ance 18
noul d TS e A O L e B A e R e e
res porth@mﬁieﬂehcemmtthéa;ﬁaysneainmlamdenmﬂohs@ebdh@de[rfdmdﬁmwarQ he appl i ance 18 issues

two c back t hout .a va tween, then
this 2@%@% c ﬁ‘e‘bgyl%ﬁosff)@)é? %‘8 comYB‘r‘m 2gRBPT ilolccgldg Clgg%drheﬁehn the%?l "ehavi our
of th&m:ﬂ%rﬂ)%d\/\l)m d then make it appear |l i ke the second REQRESP is
] i's reco nd be.foll owed

Ju§)t Thegprljaps ?aﬁ@t E’@%(W FO58™ 8 LH”“F%%O"B?‘B‘%%%W i | ows
omtti ﬁQACbQZQﬂH)bﬁEQ%&&HE drk cﬁgﬂﬁne@ﬂﬂieh@dﬁﬁ&vﬂcg phograder c@Ncerned with the
status or return data. The ACC 12 shoul d aIvva S prepare the fuII response
assumi #8363 wi | P>H@4%%@Fé’8 CoftsIIEISHB I3 iAh eCSWW“ ProRFRngEht P ERE i tti ng
it w t&@)uvte @n@f@ﬂoﬁﬁ%ﬁl‘ambﬂ@ﬁl@%ﬁ@oae@mg[eaﬁmhgmﬁmd@&bl&@(: and the
Start-of-Payload is sent, the appliance 18 needs to nake sure to read the
ent i redqeeeﬁié}‘@éeanﬁspﬁﬁ?dﬁ@t”’i@@@é‘“éﬁ@f“ﬁ@f“‘b@ﬂﬁ?and before all the response

s fea@@%é el Sec}ﬂﬁe Y3t STLAL Sﬁmyth@@;@@ 1Izra§|§ dgwh;eedlaa witff nd @ferr8@® reason the
appl i anc does not get a Start-of-Payload after the expected wait tine

has exPiorders il qanmky%w&ﬁ@kehﬂ%@%ﬁ hays e tdRige he! twkc?ﬁf@redh@?ef hat the
ACC 12, ] 8 St e K 1A RoRQBmHBKIAMILs BEBEANd: sk UHKROW 1€ 38ARSd WNeBed b8t
happens the safest thing to try when attenpting to recover from such error
is by icswed. ng a STARTACC command to reset the ACC 12. Although, resetting
may no a gugy ehaftt oMl imPRsahblemt heiesegabl e or
unfore@ee&@l e) ok %a?egg“% R R s o5

| 00379fi stEgﬁwtene&@nwllﬁlwatcataE@salnstfémis it vall Werdtd meveando fideheritipesans sissequence.
The injtial Q I ow a newy fabricated ACC 12 is
brough% ack g %%%%ttz ﬁ&g?&"@%ﬂ%ﬁﬁ%ob arnlgugh the Initialization State 82, to
t he Fum@ﬁﬁ&ﬁnal 8} el 184 meffeceﬁﬁ|quca]camtr¢qmnemqluéﬁéé imhisukdatse heyesout ed

bet ween an .a APP), 1 d an ACC 12
as shot’ ?Cﬁo‘gﬁﬁgus ?@{)(a (goir)r%tagﬁ %r%}era(bt}lﬁ é&ﬁ E?S%QS Q?Ee%danﬁfﬁs‘lﬁgwaglée Hihe At the
concl uskteni 60fin thivesxhmplt,itaré afatwmm@quéMER r¢gmger AUG. I)ZneVﬂIDCta‘I@IdaM‘éapg@derat ed a

statis ich s oC di e and
wil oo FEa S G sl Ml 385558, L e 0B PE RPN

appl i apﬁ@eehahem wkdioneadroit¢shize IRADR idath hatdingly teemerighac! ¢atraler Shelhe
informatio in t, of th I to the
dat abgge e 2“‘6[‘6%8@%% H?tr?ftFelg\gknF L ﬂ&e%% h:% (E)érn?m %ﬁgagﬂg)ﬁwgé%fhe part
nunber o mb@DRnetmlﬂ‘tﬁltelzu;a ca@afr@ﬂle FeSponbe dnag; byagzaimtg foon} B¢ DIRo8atiladn,thegperilat or | D, and
such are valu bIe| foiillation that wo rack the

hi st or O BFE4d ﬁrfalcﬁgl FREGAT B5EE & S ngb(?sﬁlge&%“m%f ﬁagg%aﬂgr&fitgr[%ﬁce
[0038lwnmtcaipf>e 1ptp®nmmdd bd onenghoubebdfrégigdr ob¢hedonsi dered. A newl y

fabric ovver and_connect ed to AP ou h a

t ester ?@%%f 3‘& ABE PrORARMES T e t‘? I:HI{ aflet “%m% Flnegq”r£§ Stg ate
80. If bﬁcﬁl@he%@ﬁe &aamnsthamaslmnﬁemaﬂmter Bim}ere&oandmmmamamm atiahy hias,

revi ou been i |.tiaIiz . If the. ACC.12 is.in the l.nit zati.on State
B e S BEUa Lraw e B B ESTea N btig o e iy el 1Bt ARIGER ST RLS |
t he FupetdconaberibtdbetoBépecitifionlph eaedaideviaiaan odchr dnid guhneth6&pwoud suittinp to 6).
If the ACC 12 is in the Locked State 86, the ACC 12 would remain in the
Locked S 4t %- 86, go to power-saving node, and return LOCKED status when a
r espons@3i7g] r equesti®duow to Figure 61, an example single command sequence is shown. The tester

16 initiates one of the commands listed in Table 4 to the ACC 12 by writing the instruction code to
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1903821A set of feature provisioning bits may be used to control whether
certain DFT or debug features are enabl ed or disabled and such bits woul d
be appl i caoizon/®pmei fic. i 003831As anot her preconditi onpCARRIA2010800075d
obtain the ACC s version ID (VERID,), which is conposed of a hardware
version nunber and a firmmvare version nunber, in order to find out which
ver si offic 8L Hesteehenitigster (1Bnatpebt tcepn ssghuRels vpdated [igaifyiaga rrt coymeid done

yet, §Jféai [:MER dé@%esc%nﬁnahmdtaa@paé@éiabsm mé%%a ahem\&&pmmea al | ows

the APP) to account or slight protocol variations between different
gener avitotst ommznéppgioh gT}@fteSRC@ then GOBANMY payivay 2vpdBehavelhassur ances t hat

the ACG, HB%?Wa @A@Qtoftﬁw&@d:%% re%yst J‘ﬂz@uﬁﬁhé Iteqmspaaeécﬁﬁqo@kdt aPFT

tests aval 3851F| nal |y, precondition may be that ACC, does not
have af. hedCHUAIwikhaig weitise fhibe ﬁemwrgmdaimp%m@be%ﬁ%@ widm def ect

testi n,%r@)ﬂ%@le% %gﬂ&gm% gté{“ a?kagt-lés thFJs’Jr @@Eéﬁﬁ?§ aﬁ@k’tb ff‘lﬁ@&tﬁré) be

carefu esi gn |s possi b 86The procedure shown in
Fi gur epRagiritd scr@hcb@%épﬂb@dbef@ie@wuﬁm@ CWW@MS%TMC%E@@@S that it

is b OOISM%%@E(EAS%BC]’H@ ﬂi@%ﬁh 15?6?@ twnt ?tgﬁse &)Qﬁ&tclﬁ mgut aiaﬁtc{éc!lé ur!tl V' I'eQ@y s-[ﬁéf m‘ﬁt:ﬁése 80. As

|l ong as t 12 I’'s stil Test State 8 firmvare ensures that all
DFT f etitrcesiatarhes aniadyl ed. ACC shoul d be 2202313 1 able to performany DFT

tests @}ag%ﬂ andg, %é%u lmﬁ*o gg&en@kﬁ; tpa]s&j Hardd SRARC sgg&g&%@ic%vn&{;% o<§fd ecting

its ability to pro ater 1nits |i cy 871At sone
poi nt, thAEWmoéM@és ralceml[tE)(br‘lif}’E@Tq daget frdrp thePRsfogn FAM batWhenhysigg theset  of
tests ha fini I 14l sone
Losts D%l LRNEC SUTESRSE W %@@gﬂwﬁ%@ fenpﬁétg Ehfdade glaabhe

regi st mrwitxch qzlsms ﬁb\w @o@léil'tOfiaat homegst thy)bug Frmnigers wiritten. i iy c@yecthe ASCaltZe in NVM 62

to the_ '”idt’& fzg{] ‘ch% orﬁﬁgdﬁ?%n’oﬂ% da soft reset at 2). 100388] Upon

rebootlng ooting due to a soft reset, by
| ooki ngpoaf2ia } - Mef thagmlrb))aylctad $as et $pet dndiabodiel 2t HOC $2%1$th8<2 pioyess dadi ng
the state st o

b) are %@?’Pd eeagaflt %{Vanﬁmﬂ%ﬂe Cﬁm ,&E%%f 25 lgttecégefé%? fi:n% tne% a%g:l[ ? Z) ﬁl(]/ﬁ/l
62 to Bndidiakeodithake & i‘eilaﬂslvdlﬂbng ﬁmhd‘mciemmre@dtchmtalfem to Stﬁatdemmrpura mdmperoceeds
f,]gxf e,[ ;%Wﬁ%sexgczn%%%a[t ?algtﬁ a Irr%a%gi &g{glf a}%{)r ;[ar? e8s% \x%aﬁi{gx?s n(a§(§§un€' )Jung)%; gf\@ycleif the

it can ensure that the ACC 12 will ﬁmsh processing the command. While the ACC 12 is processing at

3), the appliance 18/agent 20/tester 16 may use the waiting period to opportunistically perform other

tasks, e.g., testing other parts of the SoC, if possible. If the tester 16 does not wait and issues a new

command before the previous command is finished, it is considered a protocol violation and the new

command will be ignored. (The exception to this is the cmd[REQRESP] and some special commands

handled by the hardware exclusively).

1603731 When the appliance 18 is ready to come back and ask for the response, it issues the

command to Request-for-Response, cnd{REQRESP] at 4). When hardware logic detects this, 1t sets

the SendRespNow flag. If the tester 16 reads from the DR without first sending the cmd[REQRESP],

it will get “0’s. Once the ACC 12 has finished processing the command and the result is ready,

firmware can check the SendRespNow flag to see if the cmd[REQRESP] has been issued. If the

cmd[REQRESP] is issued before the ACC 12 finishes executing the command, the ACC 12 sends ‘0°s

until it finishes and have the full result ready at 5a). If the cmd[REQRESP] was issued and the ACC

12 has finished executing the command and has the response ready, the ACC 12 can begin to send the

response which comprises a Start-of-Payload marker, followed by a response status, and then the

response payload if there’s any at 5b).
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the Exit Test is already set, then it means that the initialization failed
and the device is now unreliable. in which case, ACC, will transition to

t he Lockewl0oSvate3®8 i nmedi ately. 1003891Whil e in the | nipCralA2asmttoonts St at e
82, ACC, attenpts to generate the static ECC keys (ds, (s,) at 4) according
to an EC key generation function to be discussed later. |If key generation
fails, [403é4ACC 1Dthwoatedesppangitivadniatado bawenil he KEE QuiopiSt dtefr@bthdi rect |y, | f

oy oad havt e, S SEAGRTI D AR AR S s aPRLR R 3 PP BT RBOTE |

62 suchortihes upfighavaxte repboopayipdd s sau éeam,hee AREE! thpugipustimatt is hagdion t he

commange ar S affme Sy S I B b B e B B R o Tonat 1y

i ssuesDQ Byl pREQRESBjomgtardllpl igtefgic b, thirh & theampuohs donwoialtdbbmakiastérahan( hOCKED%
SUGCES

or ( 1“ %%l: Zeg)j (;(r)]@P nthat\%ge reét Qoﬁﬁéaln)ée {glkég%%thgqugst t& Q&s s‘% %ead Eizgg chips i

has ini suret ey are v S an orward themto
t he ba¢kEifd] dat a”ih}asmteaw Gajld adad g . tuhiil ﬂtsémnhel Sﬂa‘mmflﬁmy]o@chmdmiarmd) then be
lﬁe];rgly sr{% ueat%Itr%#dtt%}%tl}err%ﬁgmg HCG% taI he ap feéln%nelrg% btyp%ettgsl%)r it ﬂlgegbagﬁgnd
i ncr emaditissae gevhecenpraad befbieoie tmﬂten‘bspoﬂ)s)s@&gdaﬁﬁs catiprSFTAREAGEm i $mbihe next

coma i ssued i i zation sequence at 6). Alternatively,
t he Acg,ﬁhfﬁeLﬁ%redbcmbﬁ'o\f\léiux(g%c?néd’g qt lnleIl tinmes at this point, and the

behavi ¢ao376aN eﬂpﬁebgemozdmwhm ®Saem. aftAGﬁE; eﬂwpa@mmahaal%encsémmsetg leun its
boot se ence, e Functi onal Functi onal
oot e oAl ERGR s BRge DTS, Shon b Erder e b ig Hotmerats T8 1 hHonar al
key, (dess sidge,l) naidtiofi] petamitineis Egulcey thgepdiaatd an fifisinby do8itibdnde descr i bed

bel ow. [|f. ener ati.on t he response w |l be (SUCCESS X
11Q)\,N ¢ W% G‘E‘ﬁ%“‘rol&%% %&m%%%ﬁf‘?‘&?h be (FAl LFL)JRE) o\rM(LOCKEE). 22012%3.1

V\f]B011/gm31p9PCT§0%a@&QéxﬁD&QfE&f nﬂsgﬁg'i&ﬁﬂé tBT( Rhghmlsmmay B@notédhfmem& %so}hﬁ has |
the option to.go on to perform ot her tasks 11.e or .t enera
key to! %éhegeéﬂjécgtéf‘e’&“ TYHEROBRE b Bespahe SpBnge }Seaa‘dﬁh%é‘fr W PreteniteEBhener a
keys, infayWsb hildvsSb@s@r tIve pERELRRER] tadils ﬂbarar@dlm@aatoffw@rtmgfdr@epmeezﬂ‘or om ACC, .
1003931When gCC has .t he response ready, gjh S i%eeen t m%[ REQRESP] , it
wi |l sENEPE SEHPIMEPY BAYIS A niF e FesPYPe e e&f{ TR agplEAce ad back
t o t hei®dRa cntl RBORESIOBIRA) iARRMs 1hS néhesmiexaes breiht espotibd aittnot mehm@r mat i on
fromthe response gnd process.it accor %@éﬁsﬁt 9). If the return status is

a FAI LYot b5 §55%pHled ApBF prpfese 18 stusn At © H’édh‘ﬁPéth Witowha¥lidecei ved,

APP, hasmkhes i@ Bttivedh, then thssSdueaceCdBl bd-£dKEAH] a protobdlGlolRidh. A stual BiRViour
initializatiaon pr oc %s may .t hen gerfor m post_oper.at i ons. The appl i ance
18/ agefit 1o O e Euloigenmirei'oner skfdnt 765 R€sGrdedi dddnnect, and t he

ACC 12 :4B¥ im0 @88 @ HCdnAlah€ be LUNBRIWS dnfli RIFGRESM Gist @Ra)se St ahRadn
loop, but the protocol allows omitting the cmd[REQRESP] if the appliance 18 is not concerned with

the status or return data. The ACC 12 should always prepare the full response assuming it will be
requested at some point, only it without transmitting it without a cmd[REQRESP].

100378] Once a cmd[REQRESP] is issued, and the Start-of-Payload is sent, the appliance 18
needs to make sure to read the entire response. It may not issue another command before all the
response is read or else the system 10 may hang indefinitely. If for some reason the appliance 18 does
not get a Start-of-Payload after the expected wait time has expired, it may be an indication that
something is wrong and that the ACC 12 is stuck in some unknown state for unknown reasons. When
that happens, the safest thing to try when attempting to recover from such error is by issuing a
STARTACC command to reset the ACC 12. Although, resetting may not be a guaranteed way to

recover from all possible (foresceable or unforeseeable) failures.
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100395Sone additional features regarding the initialization protocol may be
noted. First, the entire initialization process can be streanlined down to
be conpl evedouenyidgui ckl y because tester tine is very c®STICA20A00806N as

t he appliance 18 has ACC s U D, the appliance 18 can issue a cnd[ STOPACC]
to have the ACC 12 run_its power down routine and go into hibernation

(1 ow pdBEYP! modeligwpbhilipfeteaerintlisyieg apdyded gt STEPACKSE, The ngRkygliep

expl i Cistd¥n@WUIcWhdsth8walnewBaschiey R cdabas bb @M I ord SleAteG BB i¥odeR (RI event
exposing secret data if at all possible. However, it can be appreciated

that i fliipEdRiReheasb Rt dgEed, Thnisitatriapsareh ot dhexcaBre to
neat |y nuRe, AtdprpSees elrP)i19 amRiMendo ShutesdOWLRLAREI M- 2s kRAZAP RIS i L he
initialization seguence is conpleted, the ACC 12 can reconnect to the

appl i afe®e 18° fHigulfHaruEcrTas BRtcsageibe poclationel|hiaiakzale sepipttas f urt her
down' t eI oduolayanubRE L Whiidigallyl yARue BYGRICAS RAGK 3BhMG o pd¥ithiR%RQR! d
assenbly, or even after the device is fully assenbled and being activated
at the aé@\ﬁlif@tr%dlyt@?fé%&si%ﬁrsbv- an end customer. The U D is defined to be the
X-coor qu of @zhe%&p’ didd, {hpla?ph@fl@q@lsﬁou'lcﬁre@or@@x@ir@ﬂiéﬁzﬂ%ﬂ@%ﬁ arldtrclh}s not ed
that the U D of chips should be registered as soon as convenient I n order
to det detinforngsn whieedithsl rwirete UIDIiZEEN Aguerse bidk te He dptrlaselin tOBIFTT Ur ni ng
NOW £ 0 ifGHGUERDS). PhokiBhRRER sJRhs S LADLIERL G nRn BRGHIE 1DOFRLALGAL 19N
session using key agreenent i1s illustrated. Up to this point Tn the present
exanpl docatgr, opdgonIBsaridrigchennelvalunbieiinfpimaaiph BAt wohlvdshbendrénttent tappl | ance
18 and yan,-AOGalRintil Al RV QidRER H88EE | bRl of DR fRL are sent "in the clear”.

In order to start secure conmmunications, the two parties will need to
particilp@d®d]i n askey! pigraaditient shpeldficse bl considrded: Henavid fabNFaTEEI]Ci¢can be used

to d 9 i T ' an i - th
fior s'? ygg%reﬁglggrgﬂl cﬁ%%e%%@ﬁog%%%g%f% J[;iﬁl tn o%hn%tt%ftgﬂ%ﬁggec}g% %&%ﬁ%&%&%@??t o] dgri ve
a shar epuiietif ée irf toy Test bleiw SRelf teset oh isantintivelesletun 8. pantancoritidians t he
first %%l}io%%gtb%tim%&%@& Itfﬁ‘neg;%cp{ﬂgmgﬁmiaﬁ%ﬁoﬁ RERHOHOGALedut hb e 63,

several preconditions may exist. First, an initialized ACCl would have

al r eadyigren@r wtwdijivinpgo st af the Adfd 2290 1RF1Bgongiiandt. dle pkevydure wwn@ , (de”

Q. ). A Ldehamge heeehved ndoval difasedQec 18hatrtinWoul d be
abl e t?@%?égg’ﬂ%?&tgr%m&,. 'f tﬂése f“?e?dsgtt ?\A%q%r eco}l%??? o%grfaa{lrlg not

sat i sf itedockfieStitnBé.igaltd pater-ervingenieiod ralro WY CKEDRitguy wheg 2 respgnsbes  execut ed.
The ap%gugg&g 18 has its static key pair, (4, ), and a certificate
CERT[ APP, ; 'signed by the Root CA. Also, AHD, has sone indication that it
needs t[80IMuNi sattef Watule pAGGonifghis ne bk dsed ¢ @intrblevhetheneentsihddTurer want i ng
to pres S def au f eat s. before shi ppin . could be a custoner
Fequesting St Stblst bPE A I ST hE R R BRI Anot her
precondoissh i s AhatothbCiecondisio @@, Ppoald phaigniamed swetshntth€V BRInL), @ics publ i c

e R SR el S B T A BT

was | astrsioalad ok emmbiicdtion gtotheoli td us. GORB hakatoebkeaSo yRI, atMADIEREDT @hy beFi nal |y,

i -acts: T 4P B trkD. SRRl PG R RO BRI o b has

conpl ettedveah Liffofeavdenetstidnasiksspp@apdt A6Cpow wai ting. [003991The output wll be

.. 1 OB The noPbaivRs hORA RS e B e SN LG o AEEMAEPEBEE he

count erit Y ARRE al NSOk avABIbiget reset to zero, and both parties could have
gener at @8 t he shared session key, ku independently from each other.

00400 THEVFd c edut 82 6hdMTeIiAIRR Gy 8° B3 Hrlodewsds! by® py roRe! artize’s 3pishi ance 18
gener at£gnl i;m@aceWﬁ%aﬂf@é{r&tEe@ﬁn'ﬁtshb}sas&%sah@ﬁleﬁag@m}s@elzh@etamlés-wome _
appliance 18 then issues a cm KINITECT] at 2) with the request data being
(Qe, CERY PERrenEfsizgyd tompke ke@Oisdls-ecei ves the conmmand and validates the
certifi 188385 a_nd"ﬂtxenﬁo&&m: Liowhay Flggx@@@%@alym B ERLd. Fife @C@@@vers up and

publ i c_key_yalidation (Q 3%3, respectively at 3). The ACC 12 then extracts
Gsi  f r okicCERT| APPIPtingffom hearpreattgad hat gguil Estherbest P §O0ar dost HerA¢D (Cl D),
izCI D fibgl dini iR teN@st SERTs M ChrD8YErel RafTRISHT RAMDSE cAddRICKPCSHGRgde i N ACC
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100401 The ACC 12 then conputes a shared session key, ko, w th ECMQMWKDF
(d,,, de,, QJ) at 4a). If 3) and 4a) are successful, the ACC 12 conti nues
on to prowexsiidesrypt and aut henticate the FCT 50 in thecrasowmiooidie

payl oad at 4b). Qtherwise, the ACC 12 may stop here and prepare a FAILURE
response. If the res}ponse is FAIL, the apFI iance 18 can ejther_restart the
sequenéde grperieguaylichigtis eroend © urdrseoBl P Hd rebgol Ao IBHERFPA Sy t he

error Ly lgyngp@&hag}a@ﬁ@dau{QQAQ@%MJ@Weaddl tional features may be noted.
First, if every thing was successful, the shared session key ku conputed at

the end®®B7t his %téam@ﬁ@ét ABP s sReHSXIS TESH %) tletens) e e AsicuRTRieslssi ng
symret BiCrdi8¥d GlcRRENS, Ratweeltd, Likicneran iR Q280 f@meg INER ALY L5 a

speC|f|c ACC 12. Any other ACC 12 or appliance 18 woul d not be able to
parti cilpaXidESh. daywiites Plhér the SRl niedsdr iotigdblsdtiidetivend) ehipeepdrdisévkla i s

known @nlhyin ok BE «d HOmAKIIRGHL 28R sPalliii&Ses 2 [hi Res§@ptience may not be repeat ed
w thout a reboot, by using either a hard reset, or a cnd[ STARTACC]. There

shoul d {#B88b | i rﬁlnona@‘w@@lglné@Cnﬂmldf inridgt 2) s bAOD 2IdPe Epsobecsele Bolopln athut
each ti, %Fwtﬂﬁg gﬁ?@l ﬁ\e 'irﬁt@{?%&t BcR8W, ?egh‘xﬁgg.l"eélate%?oﬁ)é‘d%?f%@w}@ ‘éﬁa’g)‘%ak lneed to

be regener at cou e a noti ceabl e anount t he range
of hundyteel§rsofmerpdth ﬁ)@éébh@gbothfmﬁtﬁé)mﬂ@e éﬁ@dam@sgnﬁﬁﬂﬂ@ﬁmﬂmdp failures

duri ng \any 631 ERuiLke hienK /Y- e%GNangRs LAt %Pa'te sd End%li‘&lééél t&ﬁér{?nﬁ t}&ﬁ&r or

Handl er subroutine, as descri bed above. step 3,

verifi éxsu@emqnm@&?- fasds fige &) kebpy)- l:ffthqn@ét tR@mﬁC@;Ae@op@bqﬁ Peand byare g ln@the ACC
12 has I{@q t 2 know
t hat tFtl}lLeerEr%oIféSt eg@ Saeg?ﬁe%ﬁ etgg{tg %qulyl i ﬂaﬂ) aﬁ?nﬁ)g dlﬁ‘gérqtslls}(l: éﬁ%ﬁ%i i ance
18 to ilswhich cavemfei{dsyil tanshios toyeglqcked Sthtﬁ§6ﬂr3m@<batfiyevent unt r ust ed
applia 8 fr I .

porti oo ok ool | R B 08 BE0S il 8 SRR § st DB WPl 0GB g
a Cl D ik eh) havsrding torat EQ key geheratic@l inatipotogd disausaedt latbd. df ey getreatin@@ils, tROM 60.
This is ’tQO 1%&%& %rg)r{sﬁi\ég R)tﬂ'lf[aﬂ c@p(i)bﬁtaﬂﬁgSé'(ﬁ e@t?f'lgp Bé?atﬁ)n uEéegsl[‘lelatBe cust omer
frombel ng ‘use to

0 connec parts manut act ur ed T or ano er custoner. |f
t he Cl BGG12 prepapsntsidcesagseoriss perydnad hound SURCERS || QD). tA(k éheniupdapdsiie Ibie
treate ' :
aut hent o ISR R BIPACRLOHER R L8] RS SRR LR, 1 beat
Af t er tSteee 34 Clhe 9$TUI2 et ihtn wait mfprCtChﬂe aﬂ@yoragcrosermdi gndshldx@Cgd 2tcand t he
appl i a@%ernagow |1 have established the basis of a secure channel between
t he two, an jl'ihey are now able to share authenticated confidential nessages
i n the [§@39¢] of HCls AW, opTﬂnmllfyodsh@\mng[Rﬁ@mﬁmla‘ftthlep&m;rm; rebxeonsewumldb@l First,

APl oul (o ivate. k

i ndi cati‘ (ﬁ(ﬁgﬁéﬁ @%ﬁ&@%ﬁ)@nﬂé} fﬁP %Wlmylpfcal?%%ogf({}éhegﬁ {Eﬁrtge% ont'r af ticket,
FCT 50. wﬁﬂ&@d}@hak&@@;re ﬁi@paﬂed/ahramm%s agl fotvard tepudothi badkayisi,ata@p at Sand ACC,
shoul d be rea W, CO ans in the
Funct | oge &t Bprapin ot T he SEIR Rl xa0RARG b i BB, 1 o
previ ous) tﬂ&ﬂiﬁckeﬁmmﬁ]aﬂ' here ARIUID, aovd thaQT,of Haupplizhei 18 tiowwacopd, @sd mf:remhlﬁ

foll ow ng vari abl.es d the two copies should match: a shared session key,
K,j, tha‘acg lﬁ%HO%UH co“ Aerated as a result of the key agreenent protocol; and

msgl D, [otB91igo mﬂdmﬂ@'ﬂAQZITAIﬂQ] tid1ht nest eohinsant] ieimd' iDthe mldarfﬂ{tlhﬁsﬂaﬁmhueam

;33;?2% P S e A S R T R R T

10040 GEb@expla@uds bd the &nECKCSZQnﬁy’Id)rﬁd’lﬁnt oty tud is Hobse@teadesmdkAlnk upin thdhe st at us

ata that est e side effect
| s t hat ‘“‘8%‘5)8\#@%%%/ A" gﬁfﬁf‘%}‘ﬁ@al ST gg h ‘lﬁg ﬁ&‘l}/ﬁy? aé‘i‘i“??fraégéﬁﬁg%%engg@ gets
enabl edhdlipsatdreidey,qd.;, QR colaing ths EdGeegsedtiaLfundion tdie dddib&lbelodAndt her si de
g;: Iegj[ ﬁgggg‘g{%ﬂ%ny g;[s“cggs}sgl, t F;Fr)*lespgr?sg w'%:lg:e’ (SU&HE%% I&i ))t i Iothelg\%g)él thg ;esgo?ls% v(v:iﬂmmnd
just be (FAILURE) or (LOCKED).
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?00407) The procedure illustrated in Figure 64 may be summari zed as foll ows.
10040811. APP., constructs the INITFCT or FCT payl oad. 0040912. APPi issues
t he cnd[ IWOBRGTjo3199r cnd[ FCT] and sends the requested daca/qayiomat7s
10041013. ACC, verifies the authenticity of the nessage using ECDSA
signature verification. 19001!'4. ACC, decrypts the rressgtge to obtain the
FCT 50[00328] 123 11 the meapymie it 19530 39 09 HETHPEAR0 RO LO CLBTE ) 0O ARk Swhijef

everyt Biago Y2 bcleb R ERKELE bk Yen AR WRE! HOLUE; {16+ @:ﬁ[ﬂ'&»@%hr pitgsyed by
the FCT 50_% Oanéegregaresﬁgheg%& 50 r_espor?ser nes%%&? 604136]62 AP%), at
some pbintit Eiseres a amelRFQRRECRES Y] and[vpa4 e rpspopeBonsahds t he prepared

respon nit SA (50 : %LE | . REQRESP] .
[ 00415§Q@§%§PP3 W%@é@%@?ﬁéﬁ%@%ﬁ@% A %%ﬁgeé’:%? 9& S ?%Q%FW géghtahe

r espon§ert-offayiprl regoidr ifeloeed bBthe egpinsesaybedbichge roAELoofands or tries
resendi he s conmmand, . it I Q. wi..t heut rerunning, the key

or comiEo8l', oo BRRTR Rkl lo e R IRPH A RS SN R 8 ) as

| ong ascchhiinghomiphithsenialtatmusb EAllgetiSthi agiiemen 8 eshnot pr&BALAGIARRPE wabhen

‘;} NI SNEZei0d, ABPALL D9pn' sl S RML RBEEUT P bR oRBEEEN Frd il AGcdsESUl t
may then perform post operations. The appliance 18/agent 20/tester 16 may issue additional
commands or disconnect, and the ACC 12 may process such other commands in the Functional State
84.

100395 Some additional features regarding the initialization protocol may be noted. First, the
entire initialization process can be streamlined down to be completed very quickly because tester time
is very costly. As soon as the appliance 18 has ACC’s UID, the appliance 18 can issue a
cmd[STOPACC] to have the ACC 12 run its power down routine and go into hibernation (low-power)
mode. When the ACC 12 sees the cnd[STOPACC], it should explicitly overwrite all sensitive data
from its scratch memory to prevent exposing secret data if at all possible. However, it can be
appreciated that if the device was hot-unplugged, the ACC 12 would not be able to neatly wipe out
secrets in SRAM and shut down properly.

166396] Once the initialization sequence is completed, the ACC 12 can reconnect to the
appliance 18 through a different agent 20 at a later time, perhaps further down the product
manufacturing line, such as packaging, during board assembly, or even after the device is fully
assembled and being activated at the end retail location by an end customer. The UID is defined to be
the x-coordinate of Q; which in this example is a 283-bit number. It is noted that the UID of chips
should be registered as soon as convenient in order to detect chips with duplicated UIDs being out in
the field.

1603971 Turning now to Figure 63, a protocol for establishing a secure commurication session
using key agreement is illustrated. Up to this point in the present example, all the testing and
initialization commands between an appliance 18 and an ACC 12 that have been described thus far
are sent “in the clear”. In order to start secure communications, the two parties will need to
participate in a key agreement protocol, and the cmd[INITFCT] can be used to do that.

[60398] The emd[INITFCT] is broken up into two parts: the first part has all the necessary
information needed by the ACC 12 to derive a shared secret for a new key session and the second part
contains the first FCT 50 that needs to be processed. For the protocol in Figure 63, several
preconditions may exist. First, an initialized ACC; would have aiready generated its static and
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this transaction. [1004171Various error conditions may be noted. First, if
ACC, encounters any error or failures during any step of the key exchange
pr ot ocol ,wotoslmosdsd call the Error Handl er subroutine (®eg/d2gumwiBGS). For
step 8, if APP, receives a FAI L response, APP, can either retry the

sequence or |ssue a crml% The appliance 18 can opti onalhfgjy_ | og the

error icAMREN BatdBade) ( @@4&86}1%%’%%%1 e p Eceiy Wang valatee dar G g it hi s

pr ot OC QloulmBy aﬁl%%exl@r@ctﬁﬂbeﬂgom 651" Flihesd het &@Wmltﬁﬁﬁ hrdhod Eis S gﬂeD starts
with '0' and increnents by 2 with every cmd[FCT] in this session. It gets

reset BHENZp{pD spruCHie SpovE BGHIFT BT eé“ﬁ@fh Sesipplipica 8 bps fegpfictkeppain key

agr eement Qpy, Mdochifiche\wererAPH Qtgnbdsy ﬂheaear@@sm&@ A8PHaECGohle indlBibPHaSit equal
to the nsgiD in the corres ing, command plus '1 The use of this ID

on
pr event'§ed HeCS B @B M n@l%@eb&ﬁeéhereﬁeeufﬁféwewmlﬁg oeptseypong fefa it

attac k%eat&&rbeﬁ%@ﬂ@(g?)g, bR did 'B@a@rﬁ!;t&&‘{ eerqﬁarm{g PANShiOre@NARNIES: &QIYE (J1RAL Ur es,
t hen capture t he 50 nessa i medi ately asks to disable the

f eat ur 8830Y- gepthyr repptiton lémagAE?G htaErPfﬁ“ areoq%arr%dnwﬂa\}raﬁo%& b Bligyet he
enabl i g, EGE &6y 68! betisatiy, \A@oris ;ﬁ@py@g’éﬁﬁl%@ﬁvﬁh b @ﬂrsttdn?elr Iy (195 68 Kdwe sappl i ance

18 to issue an invalid comrand T3enerate a resbonse then ask to be

i ssued it Birawt srraved amrersedflwféﬁ Riger Bces fat r@%@@éﬁékéfd dibdt hersifeied 3@mand

was pr oeRsSesRr PR8N ¥ pret fRiRE KBRS AIOC, GAd] tSRHASE MUER cenSMEC eSS mEggpONSe
with the recorded FAIL response thereby successfully pretending to have the

enabl ed®Hht Chot g8e FHcBghState 641 97t Thbamation fiods hisfeme st @ <Xivls R¥sponse to
one ACGnd ZnotvQvaRligvent an adversary from being able to replay this nessage
on anot her ACC 12. The key pair 3 and ), uni i dentifies the
speci f 18031 i antie ruim Hﬁalretﬁt%lisé“af%d”}}? stafs SY Cagp edweal sessi on
that crgated,tde r&%%%é}{@néﬁ%(at Kér(oué"!]@@ef%e@@)éar%c@uru%%@: 'sﬂre§slél% oL b fl OCESS,
it can be used to positively identi e originator o e nessage.
Fur t hermgHa may gpigeghtozre ‘H’ééo@fpaﬁlemﬁlﬂ%qﬂe@ﬁéfhelsgar‘??eﬁeﬁ%kéﬂ kpy the Root
CA duringptdagnkewnpatesaEnt protocol, the ACC 12 has the assurance that
this ap Irance 18 is permtted to be issuing FCTs 50. 220123111 WO
2011/ 008449PCT/ CAROIGLO0d PHnE0RREE 08 Preasedbes fallavesd Tﬂlhanph@mﬁ&gmeetqsm
possi bl i

Ené?r%?z!ﬂ kgﬂff&)r‘%&s §é§§9{?‘(r6d?,, &c{ Df.z':_rgg sp?)g | §§ﬂ%§§sﬂ%£§crﬁ rr}e)% 3

backen 11 on er use evi ce ﬁas al
t he retvaihl rh@pﬂ@@ daggriging i(% FOIRTHEM danl [ENbe)- slhareétd§i geeelies thaekemehdiend

bat ch- Ganfiaulsy A0 anpl haReRichs, WATRR LORINAUERFBLLFAL! Y apply to an

entire batch it encounters. Dependl ng on how t he
FCT 50 nubliaukedyalidiemd Qpayesipstichn 33 efhee¥CGE | Hbeoptraeit Qafrpo ¢ ERAM PRI t ake

pl ace [ ic
A gor it Bo DA TR M R o BB Lp o R R YT A0 LR ¥, g
used hegans hwidIP siwow ibéCprigvi ded. As noted above, EC arithnetic is

advant ly utq ] I mMyst-
securit aﬁgﬁ%ﬁ bi thbefAéaérr’l% the}bfénipu eg%ﬁé%%/%%%s%rn 2‘1‘ tkt‘:’ scr?gh%ﬁoﬁﬁbgg%{j?‘i"?ﬂi it
can be G pl eieht3ednd 42) hnarscmaﬂsen ahei AEC &2 fancinenbh 1o, préessdienypitaod autheatigates mal |

core | f SI Lhe system 10
are i n PR S s o R e ORI EEL S b LSS Sl ve

r econnéime?Etﬁm@: afitherrchporfsors FEHLJ tb¢ gnpliarCe yP tawgitbghssta@rioupqeBEGE)ssucThi s
curve is bl 1L | I, st is equivalent to
128- bi t” sde‘f $ﬁﬁrf§ h% %p%ngcé?&eFanaognglg?%rﬁllgtme |ng)?ﬁ%§@%ate3§§§ed in a particul ar
appl i cdto4iz) t heAffévehdzﬂmp)aaiafmtreirmamymbe Fre@l,uﬁ@/drytmgrsae sscrcaslsfuerthemhﬁrbzer s
1904221The b(l Or? % r“}g ung H%n choser} th e e #

this exanpléey” SnRESTSymmett i’cRey Bl Gk Ei p“heaL?ls i tf“ncgrp Yet'Al us“%%n b

f ound tzymrrmrerkey nghdrsbebﬁei?smalﬁga]n a‘uﬁibrmdtiezpﬂﬁﬁceslrsecaﬁpecéitm 2a3ny\ethér as the
[ SP800- SP8 1 N | ock
cipher Aoaa T TR b anarars oF i Ree Rinalut b i BN R R 12
will, |mobé’na85earmocdomm1y toxke @vol adBobiet! plo@iys. Tbﬂs@mnmcefna;’ka& bbrretpcatecf data as

i t bl ocks,of .128-bit, bit st t t. dat
St T oaim B8 HOETTT TR G s Brd b LA T 138 Bt s ki BBy S BRTAT P ot o

time. howmany times the ACC 12 can be rebooted, but each time the ACC 12 reboots, a new ephemeral

reached
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100423]In the context of the ACC 12, the bl ock cipher may be used in
several different ways: a) condition the randombits obtained fromthe RNG
ri ng osciwbarow®3tee produce the random strings used as pCcrxaRelckenss b) use
as a hash function in the Key Derivation Function (KDF) when generating the
shar ed key in ECMQV;, c) use as a hash function when verifying the

aut henteh il yeed o be TrEETed sihighaewld Bke gyotgeblaaARRHg AMECT 15Ga12A o8 ount er node:

and e)nu%%&sv&tmx%@&omsovﬂﬂ@w@%@%%uﬁe&g Q]%r@r}o?@;fa%e@cfur&%'%}yrs I%@ﬂl%%g} o a FCT
50. 1 Q04241AES CCVr node nay be used to ‘provi de authentication an

encr ypﬂxﬂéﬁﬁgﬁf@@m?%@ theyld srs &8 Errer Eotles gibsyiffiantidcscrdeiritdtle, as described in
[ SP80 ' Sh%?e}%”“e%dd’lf%ﬁé’%%ﬁ'ﬂg@?]ﬁ ne@gfoﬂﬁé kE‘cﬁ@A UE@ 8Q0- 38A],

t he Co nte nd t he CBC- MAC node oget her, sone
addi ti %maﬂie A(c‘ﬁﬁ r%réhztsnmgs RO 40 Errsdedifivate W@Fﬂgﬂwt@é@&ﬂlﬁ lé&ﬁl i2rimam@@ndﬁﬁ %00A of

[SPSOOCAF?%%]&\ Iea-tﬁgteé‘%ﬁ%\r%% tﬁx?é&x&{]}?% R s STRL S TERLS Mls%% s CCM

node wt tiona anstormation to ecorrplant wth
ot her Treak twetedt intrp$techantiancesoidroot is QO spvtiee combndat the ALCE ldeaeri bed in

Zi ghee, 9 to the
AES G PR by BN OCHI AE ORI SR St D S B Qo

[ 0042741 a @I Serby tner teidnmehe ART FROM 60.cldigts e aigeevehizn aps@gcet lﬁ@S%m key.
The nonce._ is i i st 4
byt eo RaTal Pl LbR it fed B2 MRESF S SO H Slra TR AN bl IS}

x=( X0, CHOlis the, cexifipate [s()x@ﬂizgrldﬁhdmedﬂf)pmle iitgvid bphieatedtagxt ¢rrc@€ol | CLHCr 1,

follo t he.encr en or the.ta as; referred
to i n Dasalo. seEpmd e i O TR P T Rk Com
speci fwheial wiimoal He@iasmbm Afreetho pﬂidc@stsful exctmmn obthé k@ugre;mbmt;me AChd2AGC 12
Z_Eoglp'? ‘ﬁhggpéjll%% lfgat 8 ast%)gi%\{ga\é%}?e%aﬂf XP tsec rec 15) ét&/lee% I Og aar‘lld%}?g%rlreln%\\{v\s for

np PV Ebodi ment chosen not
to be mt&efdsh&@alsmhqatetdhenfa&stmhmieegbsdalhafcsrhrof H@TWG IThalfc\AEyvmghave a length

0. 4301Turn|n as er-
|Vbd| fl%rﬁ‘fol" HOBR RS H?ﬁ‘c))\é%ér 5t @EE%H)E% Q% Er‘itcsz Wns Cynvﬁtwk\;\% ang?ﬁb%algedbased on
AES- 128nhl:aidatict mhtefxcclamich &VﬂshﬁDh&Sihresm)mmdlepblﬁmdckenFCWéOASKEOﬂdZ inthis
exanpl i conprise.an i nd the output .is a
hash d? 8833?‘ IQ\Q% tpaﬁiqg{?ﬁu@é‘ﬂg > e g\ctc u@%nea{}y Fré nqlea?ﬁwa(fm\gec or
(hashoJhis medns @acACH]iomkhelFunttidnhiestate &uhs it tn ISher@don mbde ali Has sdnipdaed itsext X,
gets sent. in as the input to the AES along with the previous bl ock's hash
val ue H§"'f1 asgi pher key. The output of the AES block is XOR ed with the

i nput, [pe408j0 f ormm ke, dR@alCreseitikir oRashbies oThieS“ol!@ng&&ﬁafi}&dmﬂlﬂklﬂvot he entire
nmessage i s processed. After. sendi nght he entire ssa g t he final
hash vEipife shay! ddﬁﬁtﬁhﬁs%edtsﬁ%wﬁl ke &y aib%siziogi%@era e @H‘t "the ACC 12

in thige-gnhadi-pmal; i klsglihaye caRmeRehalPD B garts from 0° on cmd[lNHFCT] and
increments by 2 for each cmd[FCT] (always even), and for responses it equals to msglD from the
corresponding command plus ‘17 (always odd).
1004061 The input is a FCT 50 and the output is the status FAIL or the status SUCCESS and
whatever data that was requested by the FCT 50. One side effect is that depending on the type of FCT
50, either features on the SoC gets enabled/disabled, or some data was accessed out of the NVM 62.
Another side effect may be that both APP; and ACC; increment their copy of the command serial ID

count, msglD.

100407] The procedure illustrated in Figure 64 may be summarized as follows.

100408] 1. APP; constructs the INITFCT or FCT payload.

[60409] 2. APP; issues the cmd[INITFCT], or cmd{FCT] and sends the requested data payload.
100416} 3. ACC; verifies the authenticity of the message using ECDSA signature verification.
[00<11] 4. ACC; decrypts the message to obtain the FCT 50.
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oscillator source of entropy, which relies on the fact that there is phase
jitter between the oscillator sanples. The ACC firmvare col |l ects oscill ator
out put dawve 2alawwe®efrom the ring oscillator hardware, ardTze810a00105ES bl ock
ci pher for conditioning. The ACC RNG hardware 58 provides at |east V2 bit
of entropy. for each bit read fromthe RNG hardware 58. The ACC 12 in this
exanpl E’%ﬁ% f oIt Bwraurthyre spgze carredy iy G priforms e ampatiops tgperaree by the Fhlct i on

wi |1 bey def hbeskasoardiggshofseh®sded - 2 (NI ST SP800-90). [00433]2) Cbtain 256
bits from ACC HWRNG 58 (entropy Input, to be used in 3)), that contain at

| east [P41Bits 6f ABReropy pom0duea ey REGRESH. 10. 2. 1. 3.1 (NI ST SP800-90) for

CTR b pst antl afj "I S. r | ati e.,.FuII

Ent ropi LTy ot a0 P (HEerRh R ERe P ERE b BRI SRR
Not Ustd'tindH&IRESEht ropy i nput is a randombit streamfrom 2),
personald.zationstping is null.and Udpdate function, specified.in 1). it
ay bo TR ©hat Abhaelt Bhiews 05 reRERhRk A RIS BT B TP e ol ep

| ock _EhE reyytes Keyim@ moviedbmmaatdorBli@ckse kiiny hptapiéeymbabd/a)ay doanwiikout

pre-conput ed faqr speed- ups. 012313. 1 )03199PCT/ 010/ 001075
D01 et Yen BEF Gt W iond R g o P B TR B S04 Pt &

I nst anthe abimoandoyrig@an@batekihcrenleyic@ of random data (see 5)) and di scardi ng
it. 00 j Def i ne CTR.DRBG Cenerate al garith ), as 10.2.1.5.1 ST
SPB00- S EN The A oBELE o PTG By S g S UG UOT SRt B DETTHE o

Der i vatHigamnkudnet i on is Not Used for the DRBG I nplenentation"). [004371The

procedure ﬁy be summarized. as follows. The firmvare enabl es the RNG 58 to
start E@&é i ng QAP CTPhEPNRIRES A eaicd BESLERRF brReouEsITANE T TSF BEEH wi t h

r espectyti@ shih Qe Ske§ ¥2dn8iBe Gk AEHK!, i1 3RcLIJeLIeRNERE $1ahAY sTBBYins Y&t Bukl ock
cycl es_are needed hetween sami)l ing the ring oscillator outputs. The

har dwar®- ¢aptdrted Ghercentes 8 pylbiceoes ASRifpl ethseie b e SFYCHE O] BIUEE fi r muar e

when i tmiReCRE N DRY:pRlidhs: Q%aﬁ’-ﬁﬁt%&lgﬂggﬁxe Beady okldagbasdhe firmware polls
the RING 58 for the RNGReady flag and reads the 8 bits. The filinware

repeat &AL untSomepdditeps! lspvias rreudingivireiecd perhlace wirNGTggthe Meanwhi | e,
F 11 mMAaE Sy GORLLRH AN Shprry &fabtd LRS 0 B intBBANG NAEVRLEBRE S RBA fdiibnbY
checking the RngError flag. The TR DRBG Gerierate algorithnm( ) as 10.2.1.5.1
(VBT SP8eB oe)batistor hehthe ResdrninecP Rine i STSHED pia AR R §<) desemantapree!
00438" Blyw bRt 6 (eYRnd ¥ GRNBFAL QNDTBYubIe) BE nfsA R MAKEpoRBlF 1S created
fromr ggrgrgamnd plus “1°. The use of this ID prevents the same command and response to be reused in

replay-type of attacks. For example, imagine an adversary pays to enable some features, then capture

the FCT 50 messages, and immediately asks to disable the features to get a refund, only to turn around

right away and replay the enabling FCT 50. Alternatively, an adversary initially forces the appliance

18 to issue an invalid command to generate a FAIL response, then ask to be issued an enablement

FCT 56. When the ACC 12 is asked whether the command was processed properly, the adversary

could substitute a success response with the recorded FAIL response thereby successfully pretending

to have the enablement not go through.

[00419] The UID; ties the command and response to one ACC 12, to prevent an adversary from

being able to replay this message on another ACC 12. The key pair, dg and Q;, uniquely identifies

the specific appliance 18 who participated in the shared key agreement session that created the session

key k;;. When they are used in the signing process, it can be used to positively identify the originator

of the message. Furthermore, through the use of a CERT[APP ] that is certified by the Root CA during

the key agreement protocol, the ACC 12 has the assurance that this appliance 18 is permitted to be

issuing FCTs 50.
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nunber stream A prerequisite is that previously agreed upon EC curve
paraneters have been selected. The input is a randombit stream and the
out put i swLCGESSIYand a key pair, (d, Q, or FAIL. 1) cea3tcAazcto/@i@83- bit
bit stream by performthe random nunber generation descri bed above, to form
t he prlvate key, d. 2) Repeat step 1) if d == 0. 3) Performan EC poi nt

mul ti pl00é2d]i on Vinedy betreted dvethere pisd™ podsablegprlicaeonBeegapane Car ftes¥esat e t he

public ) poi nt on
Phe ECT BTy G 18Ln JRPCRL M ROIL IR ke Ry BRRaD @A PO

Q,) imnwtalvMceznd ) F¢Fs Sézrvoelﬁl e pongsitlideg the Backend; Id gatabryordicasss ot appharcpiocess,
return, Bl Len Q&t&ﬁe{t}%@ﬁappfv% %&ta%&ﬁ%?f&@ben%@&’deﬁ hgs k8Yit BRbindd, Q.

004391 ECMWNV agreenent is for two parties to

i ndepeﬁ@k@ndlhg/oxd@w nhe FaT$harusel, s‘re@rr@qy teleme eeaver tiReeptivazaligedalagn Bkapmtet ri c
key fo ryption. It requires each party to use two pairs of
keys, %%ﬁée%llﬂseffgg?{‘: a‘ﬁ)nﬁone epheneral , where each key pair conprising of a
secretDpwswatﬂeﬂie@eﬂymgcpiapmmﬁéﬁMegwthm t he present enbodi nent, a vari ant

to the ppass 4 E&.};\/%/c g IS il LRR . X key
confir %@%d’n ste ° cﬁ’ ?h%gnglri]erfp%ggélﬁ% fégﬁf ﬁ%?ll @ﬁgg%gbgg@%ﬁh%&lbénp licitly
conf i r predidehets nmgh@esliﬁéamthmttictieadj/emweuti)pmtdpe& | 1/is widedy, heldmbankiClq offerrow i f

the keys don't t o) t il t.0 - fied

unsucolEaRa SO P ER bl TE) DERRRRRE AL AL of ol Bl PR BIBRCHERLL PV,

key fr mxrhaa;iwstmaqued e&iemtezt lebdhtlg staniengmall ok fretegort edicorofreat Hing E€%anpl e, t he

shar ed ekr%%etets%ttﬂ @1@ e}%\é% m% fnqg E}%(r\h ﬂ:l g?ltlgc mtgqg hlég)el:tZSIlbleF tgn%b’t%)tti s a 283
se ue t 12

bit st cret va , It strlng
as thec uﬂh@ﬂeadnrk@)yl by Ith:e Fandar¥for MDC{ex) CryQ@Mﬂ@]@oﬂp (SE@C) This curve is selected

2011/ O%Bflcgzgtme a gAZQI]‘s%[e &191?1? L%Q%ﬂe}k?‘t%-w§ bﬁﬁe?lgha]tfﬁgs i\é?ell HPS@EH@}F its Ith” (AVF) is

used to oor ic curve polnt according to
ANS| xeeeeei nﬁ@l‘;@%cwmppﬁ'daeorh ﬂgtﬁehlaiafan@ferstwe/ bc-r@bmdd-p n@tselallg mipbfisat ed and
then t west f the. h| rc b | ] vVl

bt ai nig2al o de beBoshd SR IbT sy R ARGE Shof gy PR RS | e
t he pubjngetkeleyihekgphar ateitr anall craerefouedibpreﬁqnmgty[FWﬁ@Réqr theahESlat i on step

Cneoks A b BT BRI SREL AP O B Sy T o

ei t her bRECEREr alodRET E@'ararﬂé‘ter&/éjr AR vthhﬁ:tev@ ilis u&d HQT)]e XX@ICI Rywitthathis () and yQ

are eIe s of t f Verlf fies the EC
equat i 6% ?ﬁ%@?%&’& ng'gﬁge% 0818 %Be%g g?‘r%? ‘)’esr”slpult er |s'1LO y %éibl{bl?%réa T2 0. p)
Ret ur n tAGGERT ifithe gt dsh s@amalobs m)f[ fit ine aall®ve bloek siés %]cﬁﬁfﬁe bieRO43t The ECMQV

shared key generation is a way for two parties to derive a shared secret
key. AfP&r each party derives the shared secret key, there is an optional

addi ti @M@Iz?spx change c'bﬂe)ﬂ roomle ck@d<eyme onti sipm ma;a be ULRe irf sabdrﬂ\&iffb@ndﬁsysr i bes

how party istq c key a i.nputs are
EC Dondi W%Pi&%fﬁé\ Qm bf t%ﬂd o B‘a{‘ﬁ% R aéOf&E@Pé %&%% o4 ‘B“ t&%? % owned
by par tiyed(ad psivakaiRyy @) hd@&ﬁ eBaskEGnptidd] ih EhekiRy reriCdn oL A DRYEEn @gheﬂﬁﬁg y (2).

The out puts are sess| r| vat a_sta FAI L. The

o ocadiperral S 1 B MG o) i S Rsb bt Toh B ek byt M) x de1)

(rmd Nkignahre QOB Rink BECEGO POt dIhter dadXaride) X8t afdptdidd Eyssage 8) ) 3) Check
Z = , output FAI L and Stng Let xz be the x-coordinate of Z, and

corrput @u@?&“"?}om’ areRYye R 1g¥heration is sometines fol l owed by an

expli cifggdoay config @@M*Qﬂibdtaﬂl ?Bkesegwﬁohﬁﬁﬁtmmﬁ&h@ﬁmreﬁdryﬁﬁn &r thehe sane ku,
but may be omtted due to ormance concerns., One can al s]&]l mplicitly

rely oﬁ@SE’W@eSﬂagPTPHé?mWFH%e@/%MMé 3R gescrted s TE00- PR S ETRBUME Mot be

decr yplede MhARE! deYined i Peb44dT: kxﬁ] fak IcoRAeb:GCORY M tha @B C-BIAShgnataienedl gori t hm
(ECDSA) is an _efficient nmethod to check data integrity, data agtslhgntl cation

and pr ¢RE°HES Wifb soTEpsduoRt! fmatty andAensiemnatass ay descibrd 'EEpR e g  wher e
t he hasfcf aachien 26t ihlslea@ddimenplbXes dese! whedis e inehe wiDAldRAAS

di scussed above, the root CA certificate can be signed usi ng ECDSA, and the
formatting and transformation to be compliant with other real-world implementations 6 CCM mode,

such as it is described in Zigbee.
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Appliance 18 can sign FCTs using ECDSA, as such an overview of ECDSA w | |
be provided. The inputs conprise EC Domai n Paraneters, private key d, and
nessage MvORhe/mwstput is a digital Signature (r, s). 1) pBgl@ebvioaor@adom
nunber k in [1, a - 1]. 2) GEnerate an epheneral key pair Q= k x G 3)
Take the x-coordi nate of %%: and convert it into an integer, x1' =

i nt (Xi j%ﬂﬂ Conpiiés tp thegeECCYY, ictngpambedimenymenDC (M). 6) Conpute s =x (e +

d x r))g f oto step 1. 8 Return (r, s). LO04461For
each ssaqe tha%2?ﬁ29%£%£§§[g6C6Ives fromthe appliance 18, it will need

to veriif2the sﬁ@ma&ﬁﬂen@uqnmkmesumdmmhs%mﬁmﬁageme@mﬁgw&rﬁmwmmeiappliance
18 it t a?lléesd_lvlrgll% tﬁee rrﬁgs::s?r:% coun?er n {lﬁqdrsttél%a concegena w1th ezxeer%sgilttr?hr ?d whi | e

in transi pur bs e Si F ORI N R AT SR ™S ep.” The
InputSéﬂmﬂﬁylSecEEpBQﬂﬂbﬂhﬁﬁf&ﬂE&Q{S”MQMb|IC key Q nessage M and

ver 11 RHERS st WG OB DB s Tal i Wb 20 UGS OSPETAERI S O1095 My

pr oceeeghodstddaih oW thel)g Mekfefad kb hafspgocadsd ], chﬁ;llcﬁbel fme@gﬁfea 28Bitd mg i nterval
[1,Return REJECT if either crlterualfalls 3)

M.

Conput &pueh heddd nspeaficBsrplits fof Om@nﬁpw%wcwpﬂ@) 5}&:@%@ b (r x w
mod N. c&figGeRHI®ays ¥haryt i)hespe(cuibamn@sotn&wﬁfoxan@pno@ “dsioc(a%édﬂa@) inpithen
return REJECE P% Take .t X- coordlnahg, and cogyert it Eto an
i Nt egef¥Nicg 11 this emgpditpyt is PSPIOLID b ysed awé] AR ACRER TS §1EVPSt ur n
REJECT havexasmptil & ‘Gequence of Operations _004471Turni ng now to Flgures 66a
through 66f, an exanple sequence of operations is ﬁrOVIded whi ch

P

i |1 ust PHEY] t he TusEnGIO RETBRelbe MM e srotipdigeatiorPrigaiop hgde and

i mpl ementid @asC Flctiaf islsRova) wheE isldsed DR SX BRI Rk 0886 dnR @ShénadRYenbhe
utilizing virtual inventory by permtting controlled and secure feature

act i vatifrtret & ih@AFﬁé2A{U@szamrée4ﬂmwwmpﬂﬁ anjipret bit Yrepmngi prd BBAPYLES can be
seen t hatsptdhrsibackafsht vkd Ftd UCE UER addhe iMMI €8btor (hashy). For each block ‘I’ of the

input bit stream, the bit stream text x; gets sent in as the input to the AES along with the previous
block’s hash value as the cipher key. The output of the AES block is XOR’ed with the input, x, to
form the hash result, hash;. This is repeated until the entire message is processed. After sending the
entire message through, the final hash value is output as the digest.

1004311 As discussed above, the ACC 12 in this embodiment will have an on-chip ring
oscillator source of entropy, which relies on the fact that there is phase jitter between the oscillator
samples. The ACC firmware collects oscillator output data values from the ring oscillator hardware,
and uses an AES block cipher for conditioning. The ACC RNG hardware 58 provides at least }% bit of
entropy for each bit read from the RNG hardware 58. The ACC 12 in this example will follow NIST
SP80G0-90 such that:

100432] 1) Update( ) function will be defined according to 10.2.1.2 (NIST SP800-90).

[00433] 2) Obtain 256 bits from ACC HW RNG 58 (entropy_input, to be used in 3)), that
contain at least 128 bits of entropy.

1004341 3) Follow 19.2.1.3.1 (NIST SP800-90) for CTR_DRBG instantiation ("The Process
Steps for Instantiation When Full Entropy is Available for the Entropy Input, and a Derivation
Function is Not Used") where entropy_input is a random bit stream from 2), personalization_string is
nuli,and Update( ) function, specified in 1). [t may be noted that the following values inside Update( )
during this step Block Encrypt(Key=0,IV=1), and Block Encrypt(Key=0,IV=2), can be pre-

computed for speed-ups.
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may represent the original manufacturer, would first define a product,
define FCTs 50, and assign such FCTs 50 to the product (e.g. refer back to
Fi gure 10woand/wswoof the controller 22). As discussed abox@20tomeiEystem 10
may conprise nultiple appliances 18 at nultiple locations. The backend 11
woul d then assign a product to an appliance 18 and provide credits for
producil®itf3sh agrieéthcaperiivdi exroppisinat ead printie i Bf RERSHSAIOY el | as

t he pro L DioR 0 EDEs T GilseiRlal@ i@Ppl i ance j . The backend 11 at this time
may q)k}%ec{eve%t t% T ec)gr |rc %éilpp| iance 18 is associated with which

pr oduct ﬂﬁéﬁé@v many DefiedCTR_WRBe @anowicddghritam(d as hR2 Adri @IS ahPORRP LI Ehcof t he
FCTs 50 ARR AR, ¥ ‘ﬁ&%‘n@stN wWRL £, gkore the
productrﬁ%rss%%gmg%ggH fg%gﬁﬁ a r%%gg'méﬁwahe nunber  of %redltg it has

r ecei véRB({ Dod4ehTlen’'agent 20 then determi nes the product | D associ ated
witht ducthei n [ t e
connanz&%%ngXIf¥E§Tjg?R raﬁ%ﬁ?%%n%£Hgﬁgﬁ¥glgﬁ?ﬁ?%ﬁ%he @%ﬁ??ﬁ?gﬁg%?on
State 8@rt cafrerinh@@al The BYOrhatdvansidtiedmimmge!f gdhefiat egh ietpcist eI/ (s i vat e key
gzl in?is/:_ tsscl?tt,kagrltdp cif:P lflrmnlischogve%ar% éslteﬁl}rg 910%%%”%' !icrg ﬁ%:r%f:% %E\Q%Eg%rq!: fﬂg ?tte' thal State
transacﬁmdm&wmemmeﬂwtmhbmappwnanwmeﬁ&w»d@emtwzmkamdmﬂ@@n@@kﬁﬁanwmepresent a
conpl et tu e I.oni rat4d onde NIl TFCT or
FCT codﬁﬁﬁl% n%~&m& y@ﬁmggégﬁgmﬁiﬁg T%%loui H%%e E J%on%a singl e
1N|TFC%@@ERm&wﬂgﬁmduthmaBbZelhmﬁemmny@pemﬂh@nmthQQOMQnﬁbMébeeﬁmmg FCTs
50. Loo ed for e i ne),

or anytire tRE S SEnb e E b on BRIy R B SERTRUBNAL

shar ed csesingtthaitghrrandECVIV TR APRBE gkaehtt sie@ithnes ACC 152 (aitﬁ%if &tﬁﬁ@m%hlee 18.
The derj vation .of..the requires the INITFCT conmand. Loop 1
begi ns %ﬁfﬁmWEdthmep%%ﬁ%gng%%£§%STARTACC comand to the ACC 12 and, now
t hat tHe4¥8C 12 Elastld @xarmesketwgemmiton ntag rdféreo Fane ké¢ygnalis &taaetdeﬁo&ﬂm(tdmw ng now

to Figure,66 enerate an e ner al at e ke dei and an

ohenorarogaHe § gyrams s SR e B s e S T 1075

I 00450]s¥tae;ecag‘ﬁmtm;ﬁ015semﬂSmﬂahetrmﬂnmnde cutplft REWESE]S and a kéyepaAOQ, (QB oto obtain
resp onds |d|ng such

the A p CcC 12 b
keys thcj; 4%%?%6’8?“”%&/&3 % b\}ts et“%éy %tmg’ﬁ? hlﬁéanﬁ Suined e%m CER e event and
al so pmeﬁnde&nﬁhemmfpduatRﬂEMaeedaﬁaee@ @bPhﬁmhenAC@omﬂmamwhwmsnwmmmec keys

ephemoral TS PRI Bl e aegana sl ee ek Rar 43 ka) Rk BhtcLBdl Snes FCT

1 by priodsitvak dnd off Iﬂﬁle(B 5} adis kheait 8ab b SedsshEitaicady Wickd(dEQ) irsvvmt ended

to be used int ct. The a I|ance 18 t nerates the Rﬂ usi ng
a conbi$at) b %’FOI ‘%ﬁﬁng@y St‘?i’rt)g YeRECCRIS LR ] %‘ﬁi’ %ﬁtrﬁ’i‘sg rﬁta?emfﬁ?%

concat endtiegy sAE(a, @pnponents The U D, nsgl D, sone paddi ng, the FCT 1, and
t he statlc rivate ke of the appliance 18 are then conbined (e.g.

concat é@% ) anéC® rfé‘d’etﬁgellﬁ‘ﬁ KEaeTEeaISRIAS 1 K PAHE {9 BACPERCHSNFNE R t he

si gnat U greSkdaht fhat &Qﬂx‘éﬂ-k@hs@@ ad DEhfetrickey Tdi%ulﬁfﬂatﬁ%ﬁk ¥%n Kt dequiteB€acRORGE N,
and SIGij; (Enij, %? is generated using the AES CCIVI* ENC function
as showfi uﬁelttwplp@iﬁfé?k%bo“e? He prdons gphicareiah ShefERd Y PO ERP'E EURS uNpt i on
of one gredit aﬁ’d"&ipﬁbkl@k@phﬁﬁ@ﬁr@ientmwﬁlekﬁyV@hb to TtH'éQW@—@QJS E@MIBV Srotocol
certificate 81’5 the encrypted nessage/ MAC pair (EMhij, MACnij), and
EM | en ﬂéﬂ@l%ém@@&tbeﬁbpleﬁéemeﬁwﬂw R Heh aé&é%fe%m%% tif5 KGR B¢ Fi gur e
66C) . BciBP RO WM Intksda8G chitlioBbeBited BRGerB), 89, wERNT Khb® iTORITENEN t
cnd[INIT CT] to the ACC 12 to hegin the feature activation procedure.
100452] e wee M7 Pegisteeviprvél IG%IPHQV%@RGWHSH%%%&J WERT[CA] to thus verify
that it @@@4@]0”””@!1&@5}1 ﬁ&w‘éhdnn:ugtaﬁm@mpﬁ@ u%% B@H@@ké}&ron@'%fe@%@ét bitS
verlfled t he t hen generates the shared ke FCT 1, SIGiij and
t he non%@lgnﬂnéh%cottﬁé’rpfﬁ}e&welt’@dmﬁ§113Ff‘§ kﬁh@aﬁﬁstmqujéé"%ﬁ%}t“ﬂ%‘ﬁ astigi ng t he
pair (EM3E) 1 kd2)2330d s{rllﬂg aSakRLKaYer |$!ﬂhe x TR S bOPatits 53iGidg o et hen
verified using Qsj obtained from CERTj, and the nonce n is verified. The
FCT 1 ngref konkbe~@dMdeubME(XAn encrypted response pair (ERnij, MACnij) is
t hen generated using the AES CCOM_ENC function, which takes the FCTRSPni ,
the nonce n, and the shared key kij as inputs. At sone point, the agent 20
then sendsithe commnd cnd[ REQRESP] to the ACC 12, from which the ACC 12
responds by providing the pair (ERni$3-MACnij). The agent 20 |ogs the event
and forwards (ERnij, MACnij) to the appliance 18 (noving now to Figure
66d). !'004531The appliance 18 then decrypts (ERnij, MACnij) using the
shared key kij as an input into the AES CCM DEC function to obtain the
FCTRSPni nessage and the nonce n. The appliance then verifies n and | ogs

t he event. Next an opt| onal second Ioop, Loop 2 may then be execut ed for
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Summary of Advantages 100454!1t can therefore be seen that the ACC 12

provi des a hardwar e-based point of trust on the silicon die and using the
syst em 10wdestwiob®wd above, can be used to perform vari orsTiGakB/MN78ughout
t he manufacturing process, as well as the entire product lifecycle, from

manuf acture through retail channels, to consuner consunption onto
"end- ofl04446p" ; | Theahssesiatndealyedivpelione( A4 isaisel] P abhesiefiashFendingi ofgan al so be

seen that,l hﬁv%t%&o&ﬁ& tml\%@%%@%mv RRAY irglen; Lingaf @hil- o g Ganabi 1 ti es:

managi ng accesses to 2 and protecting cértain regions of the NVM
62 fromub@itﬁ@né&@@%m%wblmféhﬂﬂwﬁti@@lsafgré?ﬁtg esie‘lofdy@@)hl?téépﬁéd”@éner ation of
a ub &Qg g)o U%x%g)%hycﬁg%%datlgnét 8s Q% ib%hat fum?c% %ﬂg@%eﬂ{%@%@t' on of
keys u ed to open cure co nicatiron c nne a trusted server;
ensur i nepetvh@propdiby. ’éhfa@b/ velglaaerchtadi cbedbb forsge Bt rfesttsomebasameorddnecisiehg trust ed
equi p S i ] e devi ce

sel f ng Sﬂ}éﬁgﬁ‘t'sa&?ﬁ%%ﬁa&%ra%@%&?asé&%%‘]dagé’ dlbg!ék Es2 gg% ‘ggé%?l%tgﬁpered
with; addCHRckiRigEGUL!) Viealydear iXle Ghvae el that woandan yreictenghts df Gommaridas ar e

at t enpt t

oxt enadn s 7 PR LAY L BX0PEAl BEuk AR WohIf KRS HAMEE

i nj ect thdné* QA =D0| DReemd AGEEPT rrﬁStimsrﬁgs ethﬂ@ai}bam ¢tipe RI§ECH o onI y a

self-g cu n hentl catin P!

upgr adzﬁ&gz% oughlhée %&\qgl g%?rhcgkey(gﬁlbeag b‘% ysglijssé)amesttﬁ é% &?el §semgtegpl cally
enbeddéedy.axfdr ea@h@gnadeedesnhe SaiSo okt éey, thiadeghan @tibié midgackiagddngerit proadehi p
40, whi ch i S _nmount inted circuit, .board (P ey aI |y
assenbl &d“T E R e OWI rﬁo CEes%fleb\‘ﬁd]r(':e 3 g (gb & tOr“S‘é‘B‘(t‘f’ %.e \5éelaﬁ( C%P Barﬁ'nﬁf has an
ACC 12 Tiha mmtscamf:(bﬁomagﬂ)srtameled md/ahdza@gé?@t prwatbheysh&@)la@dldieldawmdas@am soon
as it h as erte tr

manuf aé‘? iF”‘ZOd a?ﬁg M %brh\(/:vee S \d;\?g? °€es Ed%a pg an&f g;%ﬁa ; %gsyocrj\émwhed to
wor Kk i meaﬁtyz,ehdamtatomlo‘,@Cmet minq mocetigs s aelfnllow&rm@nmpm fieentédees ’sé@url ty

ol | anc AR i RAET)  SORRE POEE BT ot Rt B GRLt 70y VATl 11 n

t o the icprRLRatiAAD afid 9b0APL.E xg byt egoa@phnste af £ ynd tOOARIkRUFkiecoke, 1f an

end- cust onmer wants .to rogramthe. feature set of _his/ rticula

Govi oot iEron O RbS PERT O AT R kR LGt 1T s ok PEIRPR e (o
connectihd @ma mél @ppi&amamﬂs% dus gm;]fﬂﬁﬁleél/@hcdﬂﬁvﬁﬁecamraﬁg ErapivRyy 126 oh the fact
GQUIan endor deens t and the appliance open up a secure

channel Q"B)’/ﬁy KeYBfTF DOLARS SAMP-JRTIFAESs PRI “85%%‘%%?/&% P)r%a.{f}des the ability to allow

22C 123bB444) pr Ovhﬁlﬁﬂicr@r‘I!@@ﬁ&l@Egnhtﬂre%l@&ﬁ]%@E@S/A)Seﬁrm’fﬁmerﬁuﬁthbabi e manner
anywhere- romthe wafer fabto Mto end use

For t hethfPapRRdReE Y- Saiganricttispapd Prf’h‘%? &hugl?mﬁ nge f*FSXHZB?aY.W‘hﬁeans t hat

the fabl@ssa ghbRhvONERS (he BRh BEREUCRIIBASEMND PEDa g ctibatahare them
provi si gned at the distributor/ODM CEM as theé need specific features
¢

enabl ed®P#3spec s Hiecusies dbee BrrortsA catfictesea f‘?“eflééfﬂ%ggl)%eanﬁﬁ??ber of

nmask tUfgﬁﬁlaﬁ%rwx%gnWTsQ&QQE@bSN RGN NGV IVPREEDS AR 688 lvidtd THeduces
SKUs and sinplifies supplpé@chal n managenent. It can elimnate grey market

over st OERISHITPEISHEC BERIN PREBSITSePTRE k&hflﬁé}d esrg A Beo iy Shatiziehey wi | |
not V\Dréﬁgﬁéﬂjrceéss)t Wle@(@raﬂfo@g&ﬁ{mﬁquy nsygt BehGate b bshemaial @/iphi 0at e

illegal overproduction by foundries. dition, the solutlon descri bed
her ei n effaB} eﬁﬁ"e‘t@ﬁﬁ‘?%@@ﬂb&eﬁiﬁé@\‘eﬁrﬁ pleen dreEen Eer @iChedl Cympwe the’

f abl ess I 59%1 %{ | Siedifdt cubt, 4if tqhMRessih g,.Hsing
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Security Model i004601The objective of a security system such as the system
10 is to prevent an adversary fromtanpering with the device 14. If a

t hreat i swoaotiwosreat ed seriously, it would have to | eopardiazeiotdoen7ACC 12
fromperformng its primary functions. To this end, it nmakes sense to

consi de f .ack. There .are t arts, to the co i on:
0y The” et PRoRA% by el P Hln - SASLE BB L PR B R B B o
t 0 havecidrecnoui thiled) Chnpte anbiMy_MRE (MaC) Enenttaly ef hod 6. 4 Comppeat ={dat

i iR if.: h Lt of the initial_ effort was
ok o SAG SHSRR L Ul B B LB TP R LA By
necessany, tha rpemfREJACT h® Takd @ek-co@aidatt )k, avatdnabl 8 intd @046 1kAN at@oko)iis

considered to be too djffigcult and -effective if the increnmental cost to
enact tHe attBekMir m%éée&r}ﬁgﬁls?ﬁgmi‘gg% ‘cost of the chip, or if the attack

is |im Eesmple SaqepecsfiOperitbat ure, then the retail cost of that feature.

Thus, we,.C t hi of an attack as too djfficult if: $(cost to repeat the
expl oi }[’ﬁqq%ﬁi > gﬂ%(%??déowotf’%égufespg%l@{ﬂ%}ég@anaFX?J‘BR’}F SR P OIRHPS 18 _
per specbiovled, avhihe@ktrithedhe ﬁs%(wihﬁ et ﬁaxpmgicﬂa@meﬁhérmgj dnd iimm@lﬁ?lkibga USIt ng
t echni i.nvol vi F|.Bs or E-beans is not a concern because it is no
cost e19 F gitsp\‘/‘ba“ “fdfeg%njﬂt?eex%‘ﬁlﬂ? doratead venat viligngaryalineaey PREHEESs onal
si ngl e bsgaked Sdacesptait ecthegausagite Moulzl not affect the manufacturer's
revenue Gtérégﬁm signi ficantl The nost serious threat would be a

re

system KA HERE WP Gisuri4hi-¢t An Ragekn that hebaskesdinreaciat . whishd al | ow

many pe@pl eept@ert: 8R@ALINkINENSLER% Wdull aTi¥fild a drdRicCIIME FeTHMBYESssigd T an
adversary. is_to spend the 22012313.1 time and effort and somehow manage to

successfiPiy Taed Babe Rradict jeestelg Bk e Eicyg 104 pndysg oftha sertislerpdt HAsgtiscissebncer n

i f he i sbavBahd §sitt@ 10kdak ic@@prish ek PMpBEG8:NS 20ALMEE 1QBHdnBeTHd HaSilendl t €npt and
repeat on s%:cessi ve devices, in a cost effectively manner. 004621Basic

Assunpt GRS BT IEUTHE Aneneliane il § and REpEeerdecdly & SATHHRE A1 AT EHIIT ve

oper at i ofifsilaeddthudaradf BatprBduc 88 ReiBidhd HEGLESDS bl B FERM0Ab B§liakRYi gheon the

di e. 1034i4lb) The rest of the s%st em 10 is secure and is not Sub ect to

t anper i RY<e¥G!  GhBISAEA Tvries the eveabioaeqor! waeh applignse { (s apspeigieeviaghckol | i si on
fi ndi Ngproli®Q46%)Eony TREItSYSE BV idBd, W BB nddier MdGakee biSherbaddes tﬁ@%roﬁ@éﬁen t he

proper g{gca Jtions suc‘h that it does not bypass t he suggested/required
secur it y "nERsces upuaeetdyorihdoraHierradpets. ¥ekidb O9nd wtdt erestrdef € menor y
el ement sutisd BPcr&HR@AM REeilaasers and ot her
[00449] The agent 20 then determines the product ID associated with the product being
provisioned or communicated with and sends the command emd[EXITTEST] to transition the ACC
12 into the Initialization State 82. The ACC 12, upon transitioning, generates its static private key dsi
and 1its static public key Qsi and transitions into the Functional State 84. A first loop, Loop 1, now
begins, which comprises a series of transactions between the appliance 18, agent 20 and ACC 12 that
represent a complete feature provisioning operation defined by either the INITFCT or FCT
commands. Loop 1 in this example is an outer loop based on a single INITFCT command to initialize
an encrypted tunnel 29 for processing FCTs 50. Loop 1 would be repeated for each ACC 12 (e.g. ina
production line), or anytime the secure tunnel 29 needs to be established by deriving a shared secret
with an ECMQV handshake between the ACC 12 and appliance 18. The derivation of the shared
secret requires the INITFCT command. Loop 1 begins with the agent 20 sending a STARTACC
command to the ACC 12 and, now that the ACC 12 has transitioned into the Functional State 84
(moving now to Figure 66b), the ACC 12 can generate an ephemeral private key dei and an ephemeral

public key Qei.
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simlar techniques is possible, but it will be difficult and expensive.
100467e) The ability to read or wite epheneral nenory el enents outside of
ACC 12 prworamniosry9i s out si de the scope of our securityPood2010000488] A
list of techniques an adversary rright physi cally attenpt to break the

T concoNeSH T cRbbaT ALt 5P r Ut YRRl S b AL F R kP 85 obi mg

(GCsci | | psidiopes, Qdiagi @si anitadhyA@C 12\Neshexdds By @ro‘lf'ﬂmgen&)keyslaﬁa}re(ﬁpbl@med 18 vIdGe

ool bigab e o R A LGB AT Pt R Es R SRS TN SRS The”

ACC 12 wad i mbikekelyc® thdraplidicd 1 ©10fhehapnant 8A5§§tm2¢veﬁuvg¢mptamg xmm\en ghkgeral t h
th I P OEf
modi 1 A8 G- EockneBhr B EbhP i Be S s Fob katnmodi B WAV HE loc 12

and i nj éaturhgs@latddctiasdQIn! & hreengedwerbe and icihakodicg rMak appihinde @ 8 ACE gdri2rates

90460 AT AHATS § ok BRRAT A 0t B B AR B i RV G5 AT Use

to br eakomdmmysﬂerﬂm msg‘moﬂﬂi@amﬁﬁg dleFoThean thdeaticiptivaekeyAR; @dieer sary

br ot ocoPi Bl da e ARAGP MRLIVat I SH HRCURGE O GIETE: LR Ch aya oty

nmessage gemetad thesiyiange Sigagsi ve attack; identity spoofi ng; key snooping; and
timng reats, such t be. consi der ed
L SRR AR Rl S0 3 5y Suh LINSALS B0kl g, e, cons

provi de gseedtsdaising FRAEY | cewstmc&g&n@; astsh@vCA Pl?gnlael 6. KEble, FaThs) @Eﬁ% 12 shoul d
provi de secure.tanper-free storage.o CcC air, the ACC 12

P houl o BETRE S B B RBParEHe 6t STt el T e ap i PP RRer 50 for a
parti cukat: ﬁd?&/(l:m_;l[ﬂe eﬂch@tee nSRQud/MiATepa (MlleA@&g)abﬂdE\h lan aonkh eenioi al and
aut hent i cat nel en the nd_t he a ce 18, there should
be. & wey/eCts LEU8 PRREHOA R PEdoE dhrEHASoH L Hedg PLyoUh Codht Py tiBsage

i Nt egri to temameapphiaahaed M TFOT ACThJA.C the tegmnsttaat a@matmﬁcpme@ire bet ween

the A th | i.ance 18 shoul d_Dbe des such that_ it can prevent
regl ay (@%{g@égﬁma d]g é’?‘fg: %@ﬁ@\?\/ﬁ %?ERTW@E%&QA]UW“S verify thae 2" P7Y
2011/ 0036&8&5@&1@%&@&@@%@;@@5&@% t@kce 0 ERY;j R eadkedOmne ABCT 2 kiZen Ganials tRe
replicated cos%}éeffec ively nor does it lead to a system c break of mass

quant i t SRESGEY Bl thﬂaﬂﬁn’éié‘%ﬁthf‘e%oné?l‘bﬁﬂeéf’eﬁé‘V@V%?dd‘tsl%tﬂ?ec%@q SCORi-REE private

keys andufpud, hﬁng wepdii (Everis M gpa&g&he dhfire@k40Y T%%Ez'}attﬂél BB iOfheCthipSed
(est. <500 &arts end u with duplicated UDs it should still be

COI’ISI der&Be S¥CBBIAHfem C éém%\’ﬁ%‘i‘*clelnt‘? wEifighnisd Jr lovpdas By*iwisPeftdnt i ng

t he enb@ﬂdrwmrsspdhs%@uﬁm NeAIng) is YA 4dnktakdIBMEHRIAES BEMS ESCRERUHEd a
nmet hod for mana% g,trele roni c assets, the nethod conpri sing pI’OVI di ng an

appl i and@ B&HEL Ry umee pabine shagdkey kints iBpyier tSPlﬁ‘éU‘a?}p‘l he age2%bei ng

confi guried séfs BRtahRaf] R ROORESIASSHE 30T QMbHencamd At d ef sesfdis BPP! i ance
provi di ng comuni cative connectjons to a piural |t%fof agents, the plurality
O

of agentpﬁ‘wlff’érit‘ﬁb“ REAEREUMEY 1D APprgytHdoss Id?c;etV P AR Qﬁ%@t@R{% MG and

enabl i nghesppianad B tdtaadsw tOriBee bét)t | ated on the appliance for the
controll er and for each aglggnt to enabl e the aﬁpl iance to obtain assets

from t hdU&45dt r ol 1 'de 2BRgner Stihinsiaets Hetngl ¥dCnphiseredbesbrred ke Kirfe 2agewt s i n
par al | eling hi:eadscclBOBER fHRes o bbaRlROr AITAYh A8l s e GRMANL S hetglabb@inpedi um
conpri sing conmput er execut abl e

thett verifies n and logs the event. Nex‘t an optional second loop, Loop 2 may then be executed for

FCTN =2 to M additional FCTs 50 as required. Since the INITFCT command has already run,

namely in the outer loop, Loop 1, the ephemeral keys and shared secret already exist in the ACC 12

and appliance 18, so further provisioning can be done with the FCT 50 command or multiple FCT 50

commands. Once all FCT 50 commands have been executed Loop 2 finishes and then Loop 1 can

repeat for a new ACC 12, It can be seen that for each additional FCT 50, that FCT 50, e.g. FCTN is
searched by product ID and then the appliance 18 can proceed directly to the generation of SIGnij and

22012313.1
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instructions that when executed cause a conputing device to: provide an
appl i ance comruni catively connectable to a controller, the appliance being
conf i gur esot2o11alo8®PN el ect roni ¢ assets from the control Per/cA2hm/@ppsi ance
provi di ng comruni cative connections to a plurality of agents, the plurality

of agents_being contigured ly the electronic assets to devices; and
Onant o REuARA S FROLAANE fReA 2 RRY bl SHEFIARILE SR EhR R L0 OO0 BN
and f orCERag hnead)aditbe sénoagaiabLeot handajupl licap ¢ endsendidual 6ca$seing nbw ontitire
control ) er, and distri but.e the.electroni c ass e agents i rall el
R T T b S R A R T i S B S TS

pr ocessbsiyoyathaephemgral kgyseinQeaThy ezestinientsaais its bocumiiiiad g wrthe gpliske devi ce,

and co icativ onnectabi Lilty w a al.itwy. of ents, the appliance
Gevi co Boi HooEba G SPRE BRheictoatich e et M B bl AOT Ak P o1
el ect r dhincthasgebsceflB0ithd dppligont § Gkt ends the gaendegscndrhanpdabdcdegs¢otinect i ons to
a plural LY, 9f 2980% %l ﬁc%'l%a PR o?%es%tvesmbei ng configured to apply
the el eCtioni c "aSsers to devi ces:* difd “Rabl e Seéparate threads to be

i ni ti atSedemarytdidadappigeance for the controller and for each agent, to enable

t he appl,i e to, obtain.assets framit ontroller, and distribute the
el ect rg{%%&@sset gc?rbt%?rﬁ@re;bﬁéﬁ?“stL}t epﬁ&gf%C%rfmfi??raé’ﬁﬁlgv.areﬁaée@ﬁﬁ #315%015 s al so
provi dede dlicertdleadd hong tanaghng eleidtd Ol < cassats to ph®rmebhad t3npri Si ng:

provi di controll.er configured to obtain electronic.assets. and to
D ovi dePDHEB) BE PROHECrRe SRPS s "Ghe: BF S5t HOufplFRMIEaLo PRERONE r of | er
conpr i shivggioreil ohanhEs,eo tisi@imdr Abethed opld “knd-afiife’e iadbieturg rs@prnad e t hr eads

to be initiated.on . the controller, f ch U, connection and for each of
e ondugiardi S Mool 8 it Ce R SRR SRRt i B MIBEPe o

asset s apgbilhandiaadihg dcndsessacthe DIV bNandaf@tdtial cdraingagisns o1 ORI Thebe 1S al so
provi ded.a co er readahl e medium conprising ¢ ter executabl e.

ot r UCETBHE A RAPS IR L aTin " TBETE, REUTT fig AMVIEEOUBLF 86ty o

cont r ol thenCcdnf defubadintdgeprhiinrof A6 1213 dpen\P a28hid BOFLIARRCH/ cEARBIEAM001075
el ectroni C, 3§set s and tto &r ovi.de ttgie.e%]ect r?ni C asls?et s to Qne, or . nor e

appl | antESC CHE Y SIS e EBTREPS YiE2 0 05 PP 8798t VR BFFLERIRY . and
enabl e Baparatardehrieadditt ® ib@ate i difahteeldviohsetfhasean héatth bigkckS o makagie Ul

cont rol 16 £l 8tr FREsT bk B BaFel lndN G AP OR iR o R FR R it a1 o

t hr eadsare §t0¥#G1There is al so provided a controller device conprising a
process L mMenry,. one or re uyser interfaces, and conmunicative
connect@@f&ﬁ%ty {ngéh?ﬂaﬂi“di P ed?tegﬂﬁﬂhéﬁggsl,z Cﬁﬂge %Wg?%tf)l‘%ﬁ’le‘a%\ﬂhée bei ng
conf i guieelyihe feafhts Aaling R GHFIAAEC] 3agsR R 1ADAndidd BY BMitE e the RS- a8lliastth 6Rl) &
assets tﬁ_one or nore appliances, the controller conprising one or nore
user i PR Uy anchyserreh antiee subafErecating Waere Werees it Haroees gHng he
control jgpeasdjor eagRistdsse@ONNREE 101 GHichify RnbERLH aRf infeR8t@NE: QIC A Kich is
appliances to enable the controller to distribute the assets and handl e U

i nt er actiorE aeR Prreaniredl. vhirk garounted ony prinfreiiiuit soad €6 B Fowiddeerteihiet hod of
cont r ol sidadiddnmo dh sitdicRitabane 0f or)BelE ORI &Gy a8 Bhthat & Actastn @RRIJeCation in
a manufacturing process, the nmethod conprising: providing a daenon

appl i catPofepABYPEITHITG® Pareeidriaeease Apryn &t hndasestaleppiite atichin B8 @Povi de
asset s HRRBvEeLRShkNGactiré BAMASdert R hvefePlestindNThet AL ORI Abybd REAlALAWHAQM t he
test application during testing; initiating a daenon in connection with the

daenpn APFIFE SRR HATHE S 'S oA Shvet escaginbaser! Gpersts 9devite the
assets &g dnhie daammBedlo it NSRS TOIMANRSE h NG RAAEE Bt ARLr thOdecz@PIUNI Ccat i ng
with an appliance renote to the test application; utilizing the agent API
to obt af'f& BACCATBEHEHICE PREPeals shatogiphiallst assets and to provide one or
mor e | oggs$AOT t S FGARERLDING hSud A dak@ 1 SERBLAL Sl dh PR LB hEST
application; and caching the assets to provide a quantity of the assets to
t he daetiruapilevisggohere edurelexitilie by pitemd Oénalisheimies herdesminccARlant o provi de
the assghg.d014 g o v@RlevARRILEFLLAAMENR BV U Rh ARG FESRIHR I SRL AlibRBMENT.
between the test application and the appliance for obtaining the electronic
asset s. | { OBATFB]UPlHep@rg danleky igeibvisdeasul. Bonplemel nreiabicebifedp afavconpri si ng

conput er execut abl e
22012313.1
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i nstructions that when executed cause one or nore conputing devices to:
provi de a daenon application programmng interface (APl) on the test

appl i cat iwo 200/q89i de assets upon detecting a -request pCiara2bovoo1Ead to
obtain | og data fromthe test application during testing, initiate a daenon
in con brain the lo aenon
a1 “and b S ket 13 SEEERD €5 kR AR TR B B R T e
agent AHN%ﬂ@meéﬁhﬁmnmdaktng mnth an appliance renDte to the test

applicapj o, uti r|s| urality
of Pass P b8t ot bESHIE: SR Pr it 1B T P R BS R RE g RS data
separ atceipyefidon mntm@tut:@imse el aind ateh bave tladprovisioned at the distneareh@DWi@EMSas ets to
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provi ded” '3 manatgﬁmal%f grcmgeellénii"rmet ¥ ol n[?fu VEserhg 6881/?833127 %5??8?6 ti’ilshs R5AR 3 ed
nodul esndda sathaabgetill managk needs tt&yste@mgririﬂeecfmftsnﬂdn cOnpE t&iemgima&nmghni ng at
each nodul e 123 11/ 99PCT/ 0/.001075 in t

har dwar’e®" reoghﬂcr%io? & %Oﬁa&ieé\&\oﬁéi(\)}l‘mf FS 'étfqﬁlgig?ﬁclﬁ%qseéeﬁsir’ta ]\/Seaft?f)r%ardg"’tt fea V\A t hi n a
secure fﬁmunhelawdwseiamdcttyrtomedMI@s tiip eadbr %%thmgftm&tdifﬁaat if padup@sibleNPri si ng

source cod enenting.non ition er ons to prote t he

oper at i"6f g f(n“alnpnp%e %‘é“éﬁ?‘g“%‘éuh‘é‘it%@e 5y tf’ffqbzfg%ﬁ’ ?’%ef éﬁ“s’g tﬁie?ﬂ%edéd a

har dvvarf&nsecmamteﬁ omadtmlpee ¢ HaMnceogpplisicagbilay Sat tfseidoo undakeycah ofdep@itf or m ng
senS|t| operatio nctional, nodul e .conpr.i sin ource code for

i npl enenat%irﬁglengln afc]id @I g‘H%Fe“ BePA{THHE ?Oémrbainggoeecf’ta&f ée“g%§¥ ations within

t he sed@g459%ou nd&t’ryi devz%d&ﬁhebdﬁeﬁts cal t&@mﬂ[a@v bﬂ@dﬁéﬁ SrEUIwd nfodd efficient

di strihuti, n%t el ectronic asset s to devices, nl;e hod. conpri s!ﬂr;g defining
a first RSEP B BE Ky dE T Ee B[e’vis’é’amgéféioﬁli ?1'(5 A fSIRYE £12ES Ihe added
t 0 t he odivd cevendef ofmvngm@opasm@@itnpm;i@ewan@le assacioakidg: thhenfpohsits @nde second
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t oget het 6P edat IR ATEY PR i YF”P%‘@“%FBB{?(E&F%{@%C&“?SG A8%3There is
al so priodivdedioaseayipn the deviea dahl waikeizdweQnpri si ng conput er execut abl e
instru |ons§%‘%2%j when execut ed cause a conputing device to: define a first
asset t6°B&Y to a device; define a second asset to be added to the

devi ce [o6ledoil ne aH&rdbﬂ:ldﬁxte otfizi@a;ulat@d ASSaeh af thagysteher ofit foshevandn s8R assets
X ute the first and second assets together

with tg Hﬁroduct té‘ ; ~and dlfftrl
for ealif dBPPEEEIELNR Gisy  wiltHthieres s diseed teypely: Tomasdars ojiopirdie
appr ecitat £9C tth abmaRyforhlilseriar,CRAMGAEL M 18XSAP infite nbebebiidePAL cfXGCUL €S
instruction ,rxrg% i ncl ude or otherw se have access to conputer readable
S

medi a <uéHee DAL pRsdithe eashiuRtEn: Btlde Ayl T 1 Prefie igssrmb opd Fexgee

devi CESenéiﬁ@ﬂﬁMaﬂah@l BMdVeine ARBIEE emg«/ ahl @) TIRUSRerRSital tﬁtrrt B XPR Sy aREBEL i C
di sks, optical or tap r storage ned amayinclude volatile

and nofAVoPEEFTS, Cﬁ’rpéfnﬁvaﬁ’ieé“ha?{&herigﬁalreéfﬁﬁ\W&E)P‘é’ inhsdicad Prsi e R i) hp hagny

et hod s6desd 06 AINGE 0@NpridE ndtREragELpeabroh ik aftiM a1l avalke. as conput er readabl e
instru é@%ﬂz data structures, program nodul es, or other data. Exanples of
ra

conput ge itk isicARsidsErd ‘WWP ﬁ@iﬂ“ﬁEmffeFWVﬁsﬁhWﬁ*ﬁm?me‘rcoﬁtt(her

Menory oheeheakedys m&PriROMe relhigldsdds ehiabi if B ditk s 1Rl PHealibREWRPL i cal
storage magneti C cassettes, mag netic ta e, na netic disk s torage or ot her

magnet i¢"dbora]eoalipa deturg rTha‘F'ry’Vedtaﬁ @i‘“krféé‘ri‘ BitAc ks eh d’éféﬁ*ihb%%ssé@ ERsakt or e

t he desid &giottataT TBlvhRA oCINCe b Lo afaencéiemfﬁnﬁﬁ%aepeeaveaﬁlb@whtt(}@cfuh-@@
nodul e, or_ both. Any such conputer stora?e medi a nay be part of the nodul es

shown HRACEYRE o35p chip duskadusiiausine tedniqaestinpieng HES et &beamsys pespEencami on or

modul e thah) iis 4656k icBBdivEBY vl PRLENBNM S, HahN\DsGORPHL ional single break is
r eadabl e/ execut able instructions that may be stor ed or otherwse held by

such cORPEERF "F@atiaby @ tasdpiect o aBRaAtYHGUG e hEreap sigsifisynsy shhetienst been
descri Regbuwtdht (6h1€beNGRicONBEbleAl MarSRRE dnhifle 2 hack to be published that would

allow many people to repeat the steps with very little effort. However, if an adversary is to spend the
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enbodi nents, various nodifications thereof will be apparent to those
skilled in the art as outlined in the clains appended hereto. 22012313.1

WO 2011/ owdren/ms@bns: PCT/ CA2010/ 001075 1. A net hedTiomwaagsng

el ectroni c assets, said nmethod conpri sing: provi ding an appliance

co nl‘tl%flaét In%f etlfcy @Qr%et abl e?nat eotoas‘uc%gsrs]{uﬁlg :gié:fe at ’the%ar%}%evaip s|1|4,a \ggulg r%t B9 much
configure a|n el°ect'6ni ¢ asse Fom sal d con er, said appliance

prOV|dwﬁgc@mmﬂWHwoamwbbt@mnnedkmomse@@hagmhu&th&ﬁm@ﬁmmg@mﬁsmmsand

pluralit gents bei n nf| ured to apply said electronic assets to
deV|ce§U°e$3@% ‘“ﬁlnaco%?ﬁanvg% arate threads to be initiated on said

appl i arje@d2or saBﬂunmﬂmﬁmkher and for each agent, to enable said appliance
to obtaj sets fro d controller and distribute said el ectronic assets
to sai d'MRts | A PAAGT Bi's f RpwAquiem e it ﬂ%eaﬂﬂga%lfig*fltﬁ@mtpawﬁ am 1,
MhereiHm&&hdb@ﬁ@hk@ﬁﬁﬁgﬁﬂﬁde&es a server at a manufacturing facility

r enot e ééo said controller he net hod according to claim1 or claim

2, wherl ai d parsreseet ﬂfﬂﬂrﬁ?/étaraéoefdé?%? Wi Rl SEPRIER TPt IBS. S@ P itk net

connectyeqme@%s@m@fgcmﬁ@e Kb eaek; (ﬁnrfglmn@not her thread. 4. A conputer readable

medi um co r|5|n conput er executable instructions that when executed cause
a Con‘plﬂw 1devi ©/&'he gystem in which the ACC 12 is embedded has taken the proper precautions

such that it does not bypass the suggested/reguired security measures.

100466] d) The ability to read or write static memory elements using e-beam or lasers and other
sirnilar technigues is possible, but it will be difficult and expensive.

100467] e) The ability to read or write ephemeral memory elements outside of ACC 12
programming is outside the scope of our security model.

100468] A list of techniques an adversary might physically attempt to break the system 10 have
been identified. An adversary might utilize multiple methods in concert with each other to attempt a
break, such as: Inter-chip probing (Oscilloscopes, Logic analyzer, Wafer/Die Testers); Board level
JTAG debugger; Modifying ACC ROM 60 (content tempering/replacement at the mask level);
Device removal and substitution — (replacing a chip that has the ACC 12 with a device that did not
kave an ACC 12, swapping one chip with another, connecting multiple chips in parallel); Off line
NVM 62 modification; using a forged appliance 18 to communicate with the ACC 12; and injecting
glitches on the power and clock signals while ACC 12 is running. Such threats should be considered
when implementing the system 10.

100469] Additionally, a separate list of techniques an adversary might use to break the system’s
protocols has also been identified. An adversary would need to use one or more of the physical
threats to attack the protocol: side-channel observation; message forging; message replay; message
interleaving; passive attack; identity spoofing; key snooping; and timing attacks. As with physical
threats, such threats should be considered when implementing the system 10.

100470} Accordingly, the ACC 12 should provide secure tamper-free storage of the CA Public
Key, the ACC 12 should provide secure tamper-free storage of ACC’s static key pair, the ACC 12
should be able to enable the default set of features without a FCT 50 for a particular device 14, there
should be a way to establish a confidential and authenticated channel between the ACC 12 and the
appliance 18, there should be a way to issue authenticated commands with ability to verify message
integrity from appliance 18 to ACC 12, the communication protocol between the ACC 12 and the
appliance 18 should be designed such that it can prevent replay of commands and acknowledgements,
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provi de an appliance comruni catively connectable to a controller, said
appl i ance being configured to obtain electronic assets from said

cont rol | ewp 20m/ad3®ppl i ance provi di ng comruni cati ve conn@cTiaa?s10t001Es
plurality of agents, said pIuraIity of agents being configured to apply
said electronic assets to devices; abl e separate threads to be

i ni ti at BePsErkeR i kieek 9Pt fahde crret %earraiwéte%qubrfrfeéw%@rfie‘rs idgrdrio agekic t o

enabl e saiithrapR! & ARGRs bOHAD LA B3RS @Io§ldfhﬁ@r§ta$r§ﬂré§.ll€9;ﬂéﬁe%rlvﬁé ke?@qn(d}m,r i bute
said el ectronic assets to said agents in parallel threads An appliance

devi ce WoHpErssitoyesrof dEss gvrl!l nugdaeefships. <e6rﬁ%%r>aeé} PR PoB YR ogtsd ] y with

a cont r gkl vk cohsiaaRd 1O BRtd aégabmragr%tbalwdvrdea Yy Wilidheaanl geal ity of
agents, said appliance device being configured t comuni catively
connect RRPIENEEHHSCBISFEerCB bt ai n el ect r oni ¢ assets fromsaid controller,
provi de{%@ﬁﬂ“”' Cat bdheral %F&Q%ﬂo@l’a@d 4 Betﬁod%k‘frn@ﬁégin& eREr@QeRtSs e dlethoR! ur al it y
of agents being configured to apply said el ectronic assets to devices; and
enabl e s@paBALPPHYiaRPPEANSRCIHP TG ey ernecHibl tappritaHeetne aiplignge feing

contr ol J“(%'ﬁ rﬂ@&it og{ame@&k}oﬁg &l #bQ t}%rl%ptlrrﬁl& %{e ﬁlpalﬁ!:é ﬁ@\g@n% Qonqp&rﬁdaﬂveasset S
fromsaid controller and distribute said el ecFronrc assets to said agents
i n par atdnegctivpyte aabralingof apenipthsplirslisy ofpaerdgicing cerfesradinprrinids eledronisaj d

met hod cQOpY, d%{/r@& and enabling Egp%{e@;r@zgis & &qgﬁrgt% J)@l'he Qﬁﬂtj\ﬁcg whesk doQurQRt 2lan
el ectronic assets and to provide said electronic assets to one or nore

appl i antesachgging te bl did agplissemiprpginmgsetienvihe prvtrellqigeg diprbde thaglectamic) :  and

enabl i ngsepanaind Haads dQ.lke initiated on said controller for each U
connection and for each of said one or nore appliances to enable said

control 8472l di sheietnale rsaiidedassepyerardaiamgiiongpmpiiitgrqepitonsequrbpar al | el
threads msrrr?crror-llshﬁa’r %EH‘QQCLQ&C&EQ'&Q@&H% ld@\hé@ t@ 7 prm&r a?r' Sa"ﬁ&éjco Qrﬁlhfcgt \Jef—;r

COh‘pI’I ses a server renote fromone or nore nenufactu facilities
conpr i stmgeqtabigie etcpniellemths apiflianegibding cenfighiet jo @ralra@mrfoalﬁeesrs frogr theThe rret hod

trolfer crod mu ve cohng&tions rality o
accor di ng.1,0..chal thQ ClaBeohim MG E L BhnS@lots BarRlch MM %‘9(

i ndependently to par “connection del ay on one thread th ano her
t hr ead. 2ge9ts bAng eenhiguied tqaealdamﬁ ecireitlf epsteOfpYiESs| ang coonpigpaipte W@dmoé?bl e

| NSt T ucCtions o @r?etapié\f&‘a%e for&e H&ﬁx@ll&%é Bor Bach AR E}Qbfé?ﬁée'na%ﬁhaglge to obtain asseRl OVi de

a controller confrgured to obtain el ectronic assets to provide said
eI ect r oAb taeseopgler @ddfrlﬁ@flhfslre thmiectraplp la$sain e agenis ¢h rrorlel tbiekdsr  conpri si ng one

or egﬂﬁ%@@} | nt Ei%gseals(ol\#rgwd @ga Ela%cegf\%&%h risifh 9{)1%5 330% %ﬁe‘%jo to be

|n|t|at on sai control conn ctr n-an ‘or each of said
one or poreUEEHr: ancesbtlity emlabb@ltrs&qrde‘ammrd@lornemntcand|csrmectb¥uhlef widid assets

and hangilugath ofa | etn?sr s Eggpq)lgr?ceIngIpeatreﬁ‘{%lr]cgﬁf}éxper(ﬁ@%§mmu&9atwﬁl %?E’EHB&QJ) .l«x gc[nt gﬁe\y ce

conpri sing §sor nore user aces
connunreavaemuwmneemﬁbnd%tymmmﬂa;pbﬂde@mﬁwmuhhﬂpphman@es>aﬁamﬁWe@ntroIIer

deyi ce g%{llggﬂ’)g @Blfa g/%%ggen{s%emg conﬁgureg Po @Efg tﬁe e?&:h&%@ lcls%e@ﬁbsa%lngesa%% eErz?oléD rovide

sai d el roni ets s, salid
conpris squratynfg‘e@;ﬁs tMisrieitigisé pn fha maqhhm:@éor(thﬂi c)omndhad and for each agent, to enable the

appliance to obtain assets from the controller and distribute the electronic assets to the agents in
parallel threads.

100474] There is also provided a method for managing electronic assets, the method
comprising: providing a controller configured to obtain electronic assets and to provide the electronic
assets to one or more appliances, the controller comprising one or more user interface (Ul); and
enabling separate threads to be initiated on the controller for each Ul connection and for each of the
one or more appliances to enable the controlier to distribute the assets and handle Ul interactions in
parallel threads.

160475] There is also provided a computer readable medium comprising computer executable

instructions that when executed cause a computing device to: provide a controller configured to obtain
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enabl e separate threads to be initiated on said controller for each U
connection and for each of said one or nore appliances to enable said

cont r ol | ewotet1diostopi but e sai d assets and handl e U i nt eattdazns/tom7par al | el
threads. 11. A nethod of controlling the distribution of electronic assets
to a test application in manuf act uri ng process, sald met hod conpri sing:
22012313gctronic assets apg @WF‘H”dﬁgjhf‘ael%f&@% ASSEP 1 € AT BT 2PRIBRTcarine YRR er f ace

(API) Orbn%ﬁisﬁlg%f»?@&r r@&phgepﬁxe&f@& (U9); HVhElesRsaRtiSedp A bedBlifed bfle @ T equest
t heref or, to obtain |og data fromsaid test application during testing;

initiat Ffr’i‘&(’%”é%?ﬁﬁﬂﬂl RnResAtTeR ifgradhi A Fhewar ar e ﬁfﬂ%la%f’? tcgaldptiarentsld | og

data fromisaek Ha8800n0Rhn 001 he-REMidde.raRl tragsets to said daenmon API,
sai d daenon hosting an agent APl for conmunicating with an appliance renot e

to sai dl#08<él appliihergti absy;provided a confeqllpy deyigg cymiriging  SFACCAP| a PemPlt AeRT a bat ch

conpri sipg @er@ﬁtk&ff&laé Eni/d Qhn@SRehS c@Mcﬁaﬁ%hE«&@Xbﬂ%h% aﬂﬂlaﬂ&é 8nd QG diRPOrts
containing said | og data separately fromsaid test application; and

cachi ngd&#icdeins §‘éﬁ§m’@@ tp PGP GlecEOTfLASHRES ANy [orogdd e elsefionis apsetséagng cdaerron AP

upon reguest .t herefrMm Lthpftabhe it daemmpaAtlnt 8dREAY deraditt.asgets to
sai d test application thereby avoiding session establishment between said

test appt rdater onthanentedrdongeh Dasroecdion ansiprdanh eighsaiedr ebecpplonics tasset s.

12. The nelhnd AcARF & diGidu® Gl AR drlhadddl UNGler L0 ﬂﬁalrm h&aghi ng said | og
reports; and providing said log reports to said appliance. 13. The net hod

accor di H@‘W dl cl ailfrere s adyo pepvadechapthogivé ewirpllisaihd didmtem oARlectemimmsietds 2 a
resour cgy @%ﬁ&fﬁ% ﬁ%éﬁa&ﬁ% rode TP TR H rﬁﬁ@%&ﬁmﬂ?(ﬁ‘ é&ﬁ%@ph@&%ﬁes S€es

and regi st sai rocesses W th sai cate nto fetch
said ass@g@mamg lg@ﬁ"@FelééBk oh 8y tephrmmlicatipgto W%@d@rﬁéietﬁomoméf@@ﬂe@ ngaqtest cl ai m 13,

wher ei nygakgd Jn@%&&b&&@io@%&%%fmﬂéte&%ﬁﬁiﬁmoﬁ%ﬁﬁﬁgn@%%g iRk %rqﬁ&ﬁo"?nszﬁs by name

with a particular product profi| ccording to claim13 or
cl ai m 14onnpgien gith thealeendaifon obteip diedes deta fepp g dedfmoas’'dd nrd taorovigsélet asksen sai d

test apphCakih8n AbeiH Aah&shost an %&Qg@pﬁoﬁaorﬁlﬁa%mégwnm &bg)l&e@}emo@zgg

conput er executable I nstructions that when executed cause oOne or nore
conput i iy tefapplession: gtilizing the agepi 4¥itelebtain daetrberrapising e aturdity Peoygisandriong

interf agl%vﬁé&e)or%ré@g sﬂepmé&onaﬁmtﬁ@ﬂo%@aa alg{e%%ﬁhggeg&ggh#l Caa&?t ecting a

request therefor, to obtain om sai tion during
t est i ngeaching the asqe?ﬁm ivratflée aq@a@wwhp asselo ifee ddcomn Wbt bposadqied derebomAPl t o

obtai n saibd 40803t ’p 15 sl JARNDR ARN 1,30t LRERV AR SALdiAsSet s to
IR S

sai d daenon APl, sal enon hosting an a nicating with an
appl i aneebligmsnebetiees éhede% eplicagiop hmd:th@ mﬁancgﬁmpm?,mmglhe electronic assets.

[60478] There is also provided a computer readable medium comprising computer executable
instructions that when executed cause one or more computing devices to: provide a daemon
application programming interface (API) on the test application to provide assets upon detecting a
request therefor, and to obtain log data from the test application during testing; initiate a daemon in
connection with the daemon API to obtain the log data from the daemon API and to provide the assets
to the daemon API, the daemon hosting an agent API for communicating with an appliance remote to
the test application; utilize the agent API to obtain a batch comprising a plurality of assets and to
provide one or more log reports containing the log data separately from the test application; and
cache the assets to provide a quantity of the assets to the daemon API upon request
therefrom to enable the daemon API to provide the assets to the test application thereby avoiding
session establishment between the test application and the appliance for obtaining the electronic
assets.
[00479] There is also provided a method for securely communicating between remotely

separated modules in an asset management system, the method comprising: providing at each module
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utilize said agent APl to obtain a batch conprising a plurality of assets
and to provide one or nore log reports containing said | og data separately
from sai dwoesti/mppbi cati on; and cache sai d asset eCT@AIINIOOTS a
quantity of said assets to said daenmon APl upon request therefromto enable
sai d daenon APl to provide said assets to said test application thereby
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device; define a second asset to be added to the device; define a product type and associating the first
and second assets with the product type; and distribute the first and second assets together for each
device associated with the product type.

100483; it will be appreciated that any module or component exemplified herein that executes
instructions may include or otherwise have access to computer readable media such as storage media,
computer storage media, or data storage devices {removable and/or non-removable) such as, for
example, magnetic disks, optical disks, or tape. Computer storage media may include volatile and
non-volatile, removable and non-removable media implemented in any method or technology for
storage of information, such as computer readable instructions, data structures, program modules, or
other data. Examples of computer storage media include RAM, ROM, EEPROM, flash memory or
other memory technology, CD-ROM, digital versatile disks (DVD) or other optical storage, magnetic
cassettes, magnetic tape, magnetic disk storage or other magnetic storage devices, or any other
medium which can be used to store the desired information and which can be accessed by an
apnlication, module, or both. Any such computer storage media may be part of the modules shown
herein, or accessible or connectable thereto. Any application or module herein described may be
implemented using computer readable/executable instructions that may be stored or otherwise held by
such computer readable media.

[00484] Although the above system has been described with reference to certain specific
embodiments, various modifications thereof will be apparent to those skilled in the art as outlined in

the claims appended hereto.
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20. The nethod according to claim19, wherein said first asset is one of a
serial nunber, a key, and a feature set. 21. The nethod according to claim
19 or cl avon2B0/00%dver ei n sai d second asset is one of a secralAnwmoer7s a key,
and a feature set. 22. A conputer readable medi um conprising conputer
executabl e instructions that when executed cause a conputing device to:
220123mBost define a first asset to be added to a device; define a second
asset to be added to said device; define a product type and associ ating
said first and second assets with said product type; and distribute said
firstl dndebetiontamsinaelcraipesiats salidmetbeldompavinge associ ated with said

product t@ﬂ?\ﬁding %%gﬁ'&g’c&nmunicaﬁvely connectable to a controller, said appliance being
configured to obtain electronic assets from said controller, said appliance providing communicative
connections to a plurality of agents, said plurality of agents being configured to apply said electronic
assets to devices; and
enabling separate threads to be initiated on said appliance for said controller and for each
agent, to enable said appliance to obtain assets from said controller and distribute said electronic

assets to said agents in parallel threads.

2. The method according to claim 1, wherein said appliance comprises a server at a manufacturing

facility remote from said controller.

3. The method according to claim 1 or claim 2, wherein said parallel threads operate independently to

separate a connection delay on one thread from another thread.

4. A computer readable medium comprising computer executable instructions that when executed
cause a computing device to:

provide an appliance communicatively connectable to a controller, said appliance being
configured to obtain electronic assets from said controller, said appliance providing communicative
connections to a plurality of agents, said plurality of agents being configured to apply said electronic
assets to devices; and

enable separate threads to be initiated on said appliance for said controller and for each agent,
to enable said appliance to obtain assets from said controller and distribute said electronic assets to

said agents in parallel threads.

5. An appliance device comprising a processor, a memory, communicative connectability with a
controller device, and communicative connectabililty with a plurality of agents, said appliance device
being configured to:

communicatively connect to a controller, obtain electronic assets from said controller, provide
communicative connections to a plurality of agents, said plurality of agents being configured to apply

saic electronic assets to devices; and
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enable separate threads to be initiated on said appliance for said controller and for each agent,
to enable said appliance to obtain assets from said controller and distribute said electronic assets to

said agents in parallel threads.

6. A method for managing electronic assets, said method comprising:
providing a controller configured to obtain electronic assets and to provide said electronic
assets to one or more appliances, said controller comprising one or more user interface (UI); and
enabling separate threads to be initiated on said controller for each UI connection and for
each of said one or more appliances to enable said controller to distribute said assets and handle Ul

interactions in parallel threads.

7. The method according to claim 6, wherein said controller comprises a server remote from one or

more manufacturing facilities comprising respective ones of said plurality of appliances.

8. The method according to claim 6 or claim 7, wherein said parallel threads operate independently to

separate a connection delay on one thread from another thread.

9. A computer readable medium comprising computer executable instructions that when executed
cause a computing device to:

provide a controller configured to obtain electronic assets and to provide said electronic assets
to one or more appliances, said controller comprising one or more user interface (UI); and

enable separate threads to be initiated on said controller for each Ul connection and for each
of said one or more appliances to enable said controlier to distribute said assets and handle Ul

interactions in parallel threads.

10. A controller device comprising a processor, a memory, one or more user interfaces, and
communicative connectability to a plurality of appliances, said controller device being configured to:
obtain electronic assets and to provide said electronic assets to one or more appliances, said
controller comprising one or more user interface (UI); and
enable separate threads to be initiated on said controller for each UI connection and for each
of said one or more appliances to enable said controller to distribute said assets and handle Ul

interactions in paraliel threads.

11. A method of controlling the distribution of electronic assets to a test application in a

manufacturing process, said method comprising:
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providing a daemon application programming interface (API) on said test application to
provide assets upon detecting a request therefor, and to obtain log data from said test application
during testing;

initiating a daemon in connection with said daemon API to obtain said log data from said
daemon API and to provide said assets to said daemon AP, said daemon hosting an agent API for
communicating with an appliance remote to said test application;

utilizing said agent API to obtain a batch comprising a plurality of assets and to provide one
or more log reports containing said log data separately from said test application; and

caching said assets to provide a quantity of said assets to said daemon API upon request
therefrom to enable said daemon API to provide said assets to said test application thereby avoiding
session establishment between said test application and said appliance for obtaining said electronic

assets.

12. The method according to claim 11, further comprising: caching said log reports; and providing

said log reports to said appliance.

13. The method according to claim 11 or claim 12, wherein said daemon API comprises a resource
management system for implementing resource management processes and registering said processes

with said daemon to indicate when to fetch said assets and send back log data.

14, The method according to claim 13, wherein said resource management system associates said

processes by name with a particular product profile.

15. The method according to claim 13 or claim 14, wherein said daemon retains a record of assets not

used when said test application terminates.

16. A computer readable medium comprising computer executable instructions that when executed
cause one or more computing devices to:

provide a daemon application programming interface (API) on said test application to provide
assets upon detecting a request therefor, and to obtain log data from said test application during
testing;

initiate a2 daemon in connection with said daemon API to obtain said log data from said
daemon API and to provide said assets to said daemon API, said daemon hosting an agent API for

communicating with an appliance remote to said test application;
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utilize said agent API to obtain a batch comprising a plurality of assets and to provide one or
more log reports containing said log data separately from said test application; and

cache said assets to provide a quantity of said assets to said daemon API upon request
therefrom to enable said daemon API to provide said assets to said test application thereby avoiding
session establishment between said test application and said appliance for obtaining said electronic

assets.

17. A method for securely communicating between remotely separated modules in an asset
management system, said method comprising:

providing at each module in said system, a hardware security module (HSM) for performing
sensitive operations within a secure boundary; and

providing in each HSM, a functional module comprising source code for implementing non-

traditional operations to protect said operations within said secure boundary.

18. A hardware security module (HSM) comprising:
a secure boundary for performing sensitive operations; and
a functional module comprising source code for implementing non-traditional operations to

protect said operations within said secure boundary.

19. A method for distributing electronic assets to devices, said method comprising:
efining a first asset to be added to a device;
defining a second asset to be added to said device;
defining a product type and associating said first and second assets with said product type;
and
distributing said first and second assets together for each device associated with said product

type.

20. The method according to claim 19, wherein said first asset is one of a serial number, a key, and a

feature set.

21. The method according to claim 19 or claim 20, wherein said second asset is one of a serial

number, a key, and a feature set.

22. A computer readable medium comprising computer executable instructions that when executed

cause a computing device to:
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define a first asset to be added to a device;
define a second asset to be added to said device;
define a product type and associating said first and second assets with said product type; and

distribute said first and second assets together for each device associated with said product

type.
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