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FI ELD OF THE | NVENTI ON The present invention relates to a
. conputer disaster recovery and repair system 5 In particular, the present

I nvention relates to a conputer disaster recovery system contained on

a renovabl e high capacity nmedia, which includes a subset of operating

syst em conponent s and which detects and repairs system defects.

BACKGROUND OF THE | NVENTI ON For as |ong as conputers

have existed, system adnministrators and users have 10 been concerned about
di sasters and di saster recovery when conponents within a conputer

system eventual ly fail. Such disasters and failures are frustrating because
they may cause data | oss, conputer |ock-up and crashes, or total
failure of the conputer to boot upon restarting.

- SYSTEM FOR COMPUTER RECOVERY USING
REMOVABLE HIGH CAPACITY MEDIA

FIELD OF THE INVENTION
The present invention relates to a computer disaster recovery and repair system.
5 . In particular, the present invention relates to a computer disaster recovery system, contained .
on aremovable high capacity media, which includes a subset of operating system components
and which detects and repairs system defects.
BACKGROUND OF THE INVENTION
For as long as computers have ekisted, system administrators and users have
10 . been concerned about disasters and disaster recovery when components within a computer
system eventually fail. Such disasters and failures are frustrating because they may cause data
loss, computer lock-up and crashes, or total failure of the computer to boot upon restarting.
Historically, there have been two approaches to disaster recovery. The firstis
a backup solution whereby data from the hard drive is periodically copied to removable media
15 (e.g.,tape orremovable disks) in effort to minimize the impact of such failures. Such backup
solutions are relatively straightforward, but require that the user or system administrator
implement a plan to routinely backup selected or all files from the hard drive to the removable
. media. In the event that files become corrupted or are deleted or lost, an archive version of
the files can be restored from the removable media to the computer’s long-term storage device

20 (e.g., hard disk). If the disaster is of such a magnitude that the computer is unusable, the files
may be restored to another computer. '
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cause of t heofrédtthe cause of the failure.

A problem with conventional recovery utilities is that when a computer fails

to boot from the hard disk, the bootable r'ecovefy disk only provides a user with a command

line environment. For example, the disaster recovery software may boot the computer to a
20 prompt (e.g., a DOS prompt such as A:\>). Therefore, the user is not provided with a user-

friendly and familiar graphical user interface (GUI). This is a particular problem because of

the popularity of operating systems that utilize graphical user interfaces (e.g., Windows 9X,

Windows NT, and the Macintosh OS). Further compounding the problem is the number of

newer computer users who are unaccustomed with the command line syntax of the operating
25 system commands.

Conventional disaster recovery utilities may add to the confusion by requiring
the user to remember yet additional commands to execute the various recovery features. It
is also likely that recovery software may includes only limited documentation and on-line
help. These problems increase the level of frustration experienced by users who are worried

30 about losing sensitive data, and lead to a large number of telephone calls, facsimiles and E-

mails to technical support personnel. This is especially so given the ever increasing number
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! is that when operating systens such as Wndows are installed, they are
confi gured t othe most basic of functionalities (e.g., Windows 9X “safe mode™), such attempts are lac

because they do not provide for disaster recovery, require that the computer be booted from

the hard disk, and do not provide access to all of the peripherals attached to the computer as

not all drivers are loaded when the operating system is launched. Further, such attempts are

20 generally limited to resolving incompatibility problems within the operating system itself

(e.g., incompatible drivers).

In view of the above, there is a need for a disaster recovery system having

~ enhanced capabilities which is capable of booting a computer to an operating environment that

is familiar to the user. In particular, there is a need for the capability to launch the operating

25 system and graphical user interface from removable media so that users are not dependent on
booting from the hard disk drive: Further, there is aneed for a disaster recovery system which

may be quickly and easily tailored to a specific machine and capable of detecting and
repairing errors with little or no user interaction. Yet further, there is a need for a disaster
- recovery system which will enable a user to gain access to computer system and transfer files
30 from an abnormally operating computer system to another computer system. -Such an
enhanced disaster recovery system will reduce calls to technical support personnel, allow
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setup (e. gwo 93sa card, modem hard di sk controller, s®CRASBYIRIE -
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In view of the above, the present 1nvention, through one or nore of its

various 5 adipiveupomeaiogntering theiabaenmal pperetingscopditioniestaring the CORPRRSHSBHE or
more obj ect Sfro%rllgxe removable high capacity media such that the operating system and the graphical user

interface are loaded from the removable high capacity media; and launching the recovery
software to rectify the abnormal operating condition upon successfully loading the graphical -
20 . user interface. The computer is restarted from the non-removable storage media- after
rectifying the abnormal operating condition. |
- If the a high capacity removable media drive is bootable, then restarting the -
computer system comprises executing bootstrap files located on the removable high capacity
media. However, if the removable media drive is not bootable, then restarting the computer
25 system comprises executing bootstrap files located on a bootable floppy disk; loading
~ software drivers to gain access to the high capacity removable media drive; changing a current
drive letter or a current volume label of the high capacity removable media drive to amodified
*drive letter or a modified volume label, as necessary; and executing an operating system
instruction to continue loading of the operating system and the graphical user interface from
30 the removable high capacity media.
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Changi ng t he paitifionedmedia byperfarmingthe fallowimgs detegminingifthepagitioned semovablghigh
capacity media is valid, and if the partitioned removable high capacity media is not valid, not

~ presenting the removable high capacity media to the operating system, and if the removable
high capacity media is valid then calculating an offset from a beginning of the removable high

20 capacity media to a beginning of a desired partition on the removable high capacity media to
be accessed; for each request by the operating system to read or write to a location in a volume
of the removable high capaci_ty media, modifying the request by adding the offset to the
request to create a modified request; and determining a type of request by the operating

- system.

25 - The process of determining a type of request comprises determining if the
request is to read data at a beginning of the volume, and if so, performing a read operation and
modifying the data to reflect a. format of the non-partitioned media as it passed to the
operating system; determining if the request is to write data to the beginning of the volume,

- and if so, modifying the request to reflect a format of the partitioned media and performing

30 a write operation; determining if the request is for user data, and if so, performing a read or

write operation using the modified request; and determining if the request is for a media size,
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i dentifyi ngygdosser current drive letter and the current volPGRAISISRRIVS of -
t he high capacity renovabl e nedia drive; and adjusting operating system
data, initialization files and registry information to indicate 5 the high
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request 2 fv%jcﬁ the d(;pa ' éesymem will be running when the computer is restarted from the

removable high capacity media. Further, the method may include determining from the

computer system if the high capacity removable media drive is bootable; and copying
operating system bootstrap files to the removable high capacity media if the high capacity
removable media drive is bootable. : :

25 Where the high capacity removable media drive is not bootable, the method
may include creating a bootable floppy disk by copying operating system bootstrap files to
the bootable floppy disk if the high capacity ‘removable media drive is not bootable;
determining a bus type and adapter of the high capacity removable media drive; determining
software drivers needed to access the high capacity removable media drive; copying the

30 software drivers to the bootable floppy disk; and installing instructions to continue abootstrap
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and if so, returning to the operating systema size of the partitioned
renmovabl e hi gh capacity medi a. ' Accordi ng to anot her
aspect of the present invention, a nmethod of creating a recovery disk
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Cinitializati opertifig teitén.y files; and searching the non-renpvable nedia to
. determ ne executabl e programfiles, libraries_ and programfile |
" dependenci@®s. The met hdecaidingioadeature of th present inypiien, thegpparatus giay alsodpeiude

initializatiqn and regi files ont har i | % . | &0
. reflect a driRESF taglg %eﬁﬁé\égltﬁrf‘élﬁ"gcg &otﬁgﬁgﬁﬂ*%ﬂ ogg%ac t%@%?r%ygﬁe@%{eg}ea
- drive from 2Qonipdtes BysidiR; t6 Retoré filtd tehishéitenidvhbil thedia i gn ioRive dhd t€ Rl T

is restarted fromthe removabl e high capacity nedia. Further, the
nmet hod may i rtbé apesating systenntorthe ponyremayable media; orput er systemif the high

capacity renovabl e nedi [k ' f ; . £Q '! gﬁ ey :
- system bootstrap files g%cq’f‘#%grt%%no@g |§Q‘lr'f%gﬁ‘%gg‘ gcclgi‘y r&fngv?@gﬁﬁ‘g&%:agﬁe 18
capacity 15 bdotdb,ahd the Abdbitral process s fepfoired I8y exébuting bootstrap files locatedionrtie
- the high capacity renovable nedia drjive is not bootable, the nmethod,
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t st t .
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- software drivers needed to access the high capacity renovable nedia driyve,
. copying the bighsepaciiiremarahle mediaodriveisibenged te o megifipd driyR lettss @r a modified

| nst .aI Hin gzoi _ n\%l{nlﬁ%tl;b%ﬂsas Exgcegé%?};.i 'ﬂ%ebo%g?r% files 3k initially executed from a bootable floppy
disk, and then the execution of the bootstrap files is continued and the operating system and-

‘the graphical user interface loaded from the removable high capacity media.
The process to change a drive letter or volume label identifies a bus, adapter
and drive ID number for the high capacity removable media drive, identifies the current drive
25 letter and the current volume label of the high capacity removable media drive, and adjusts
‘operating system data, initialization files and registry information to indicate the high capacity
removable media drive by the modified drive letter or the modified volume label. If the
~ modified drive letter is assigned to another drive by the operating system, the drive letter
changing process further adjusts the operating system data, the initialization files and the
30 registry information to change the another drive to a drive letter not in use by the operating

system.
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-7- Pr Qiedgn3séom t he hi gh capacity renovabl e nedi a dri v@®CIisgselNns -
bootstrap process is initiated fromthe floppy disk.

According to yet another aspect of the present invention, there is a

provi ded an apparatus for recovering froman abnormal operating
condition in a conputer system 5 corrpri'sﬁng a processor; a high capacity
renmovabl e nmedia drive; a process for |oading an _operating systemfrom
the high capacity rend g tacet anather feature pEthe present inygntion; the femovable highdi ng
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conput er  sygirfifibied r@m&@dbl%lﬁh capa&ﬁ&h%@ﬂﬁh@@@ﬁi&tiﬂg@ﬂsmﬁ@s non-partitioned media.
According to a feature of the present invention, the apparatus nay al so

i ncl ude The presentation progessdetennines ifthe partitionedrempvablehigheapaeity mediaisyalidg
condition persists in.fhe C ter system.to restor.e. files to t

non- r eno ab?’s‘:‘f }é‘&}F Papitionsd, ﬁaﬁ?‘?ﬁ{%ﬁﬁ ﬂﬂ#ﬁg 'H%q"h & 3&1 valid, dpes.d Stpgfﬁf‘?ﬁ'ﬁ
systemto t HRSPeAPRLIS HEEA @ -th ting system. If the partfticired ehedih ik Qalit) eeher
feat ure, thghﬂnﬁ%kcapac?t ;@rermvablee()prfe;adi gsjc’irix\‘}e S p15 boot abl e, and the a

“bootstrap ppreserstionsprpeass caleulated gn offsat firoma begioning pfithefremoyable bigheenpagityt he

removabl e hi gh, capaci ty .nedi.a., \Weyre the high capacity.renmvabl e dj
drive is nofoediatos %Pfed}??'mfpﬁg%n B’Bg'_?es{epg’ﬁa F%‘E@sgaﬂagl_%fﬂ?_ 0 B g
fromthe Tl gpaycadr ﬁlKﬁﬁEQafegﬁeshbﬂﬂe operatifig)Semity réal BPWARItE a [RR4Héh ifalveRimeind
a current drive letter or current” vol uneé | abel of the hi gh capacity
r enovabl 80 meflile removablé bigh lcapagityl niediacbyrasidirfg thel offsst yetheaequest; end detemmaings ad
20 vol une | abel,_ as necessary..The bootstrap files are initially executed
froma boot émeé’ffrFW y the op @&fyﬁtﬁﬂl‘then the execution of the bootstrap
files is continued an%o%@ﬁi@%%ﬁdnﬁﬁe?%?&&%fﬁﬁﬂmsem invenfioR (AR iSprovide®in
e reno g

interface | oaded fromt vabl e hi capacity medi a.

"The process apparatuaifopecreatihgi a/recoery diskdor a obrapuser syisten hajing anf operating,sistem -

adapt er and drjve | D nunber for the hi.gh capaci re abl &, nedi
drive, i Qent"l"l’f‘f‘ E‘f"f’ﬁ’@‘“ E‘h??eé?ﬂ“g(ﬂwwtﬂc a%ﬁ?ﬁ%é%%ﬁ' @B?T?g%j%!%bel
of the high 4P Hicnides eEREAP SSWRE A §lhbtévabRHigh(lapidiy media. VREappdrais
systemdata, tnitralization files and registry information to indicate_the

- hi gh capaci toomprises a precassarba highweafiagityiremayablg media drive)  preeess forgengratinga lishr -

the m)dl f ! edofvigoltrlljprI)?u’.xlxtzsi t}Féle:dedl tfo (t:ortlr?pletely load the operating system and the graphical user

interface from the removable high capacity media; and a process for copying the components
.and the recovery software to the removable high capacity media.

20 According to a feature of the present invention, generating process includes a
process for scanning a list of files on the non-removable media; a process for examining.
configuration, initialization and registry files; and a process for searching the non-removable
media to determine executable program files, libraries and program file dependencies. The
apparatus may also include a process for adjusting configuration, initialization_énd registry.

25 files on the removable high capacity media to reflect a drive letter or volume label of the high
capacity removable media drive from which the operating system will be running when the
computer is restarted.

According to another feature of the present invention, if the high capacity

removable media drive is bootable, the process for copying copies operating system bootstrap

30 files to the removable high capacity media. Ifthe high capacity removable media drive is not
bootable, then the apparatus may be provided with a process for determining a bus type and



: nmodi fied drive Letter is assigned to another drive by the operggﬁw o3k em
. the drive | ¥©89/23561 changi ng process further adjusts the o F@y

systemdata, the initialization files and the 30 registry information t.o
change the another drive to a drive letter not in use by the operating
system WO 99/ 23561 -9.

PCT/ US98/ 22975 - 8-

-~ Accor di ng to V.

nan Ooap b Otihe el Rl SeRbvabli Rl A6, ap X SRickll oy HeEA IR R,
process for pirReftdeded tdiscess th@ihigh ¢dpacied renfivabizthedis deibe. cama%pyﬁngqﬁd;@ss o
t he operating si/%tem g‘slgnon pa;étltloned tg:g];; The pr%;(:{l]ttgatlon proggsss
det er m nes i fcopies opemating systese beetswapiiles WM , angll ingfruct
and if the pa}rtitl ned vabl e hl%?? a medi.a is nag)ﬁ val does..not
prasent the o' SqsRle % bEHRAR el o 8 e eRenE smetaile HiFA GrivRy STe
- the part'tBO%ﬁh&&ﬂh@td §oﬁt§xhb‘ﬁ1e bétstrap prBEé.%%fbtéieb@t@d%@é’ﬁﬁesb&&bﬁéﬂﬁbS&s%

of fset froma beginning of the rem)vable hi gh capacity nmedia to a
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medi a. The appadr conpri ses pr ocessor; capacity r anab
nedi a drive; deyicoforiondingthgeperataig system dndthe graphmzdfusmmeﬂh&rﬁmnnhemmbvame

conpletely | oad theoera ste dthe raphlca_.l |nterfa,ce
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According to a er aspect o the present mventxon, a removable storage

]

cartridge is provided that includes high capacity storage media for use in a computer system

having a processor, non-removable media, a high capacity removable media drive and an

operating system which includes an operating environment that provides a user with a

20 graphical user interface. The high capacity storage media is configured by a method

comprising generating a list of software components needed to completely load the operating

system and the graphical user interface from the high capacity storage media, and copying the

software components to the high capacity storage media.

_ According to a feature of the present invention, the list of components copied

25 to the high capacity storage media is generated by scanning a list of files on the non-

‘removable media; examining configuration, initialization and registry files; and searching the

non-removable media to determine executable program files, libraries and program file

dependencies. Further, the method may include adjusting configuration, initialization and

registry files on the high capacity storage media to reflect a drive letter or volume label of the

30 high capacity removable media drive from which the operating system will be running when
the computer is restarted from the high capacity storage media.
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configuration, initialization and registry files; and a process for -

sear chi ng ywo@9Asss1 " ENOVabl e nmedi a to determ ne execut aPCEUSISRIOTEM -
files, libraries and programfile dependencies. The apparatus may al so
i nclude a process for adjusting configuration, initialization and registry
25 files on the renovabl e high capacity nedia to reflect a drive letter or

vol une | abel of the high capacity r&movabl e nedia drive from which
the operating systemw || be runni _n% when t he _ conputer is restarted.
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WO 99/ 2356 Icapacity storage media if the high capacity removable media drive is bootable. If the high
PCT/ US98/.22975 ,

adapt er of (PRI rgmovahleredis driveispathogtable,then theimethod ineludes creating a bpofable
determnin f . 'éfﬁﬁni Rarflil ki ie .
renovabl e %@#&%@é’?"?ﬁ%@mw nsgaglgggcé%s Eﬂ?&%@%ﬁbﬁ Egﬁgfyﬂsi%gl%h
boot strap féapecity fehovale nediandrive)is hetrbootabjzy deteinsiningracbusrtgpe amt adapter of thet o

continue a bootstrap process fromthe high capacity,renovab] e nedi rive.
The 5 ot Righ aRSRRY rempavBh PIsche AP SR GUREIS APV AN RS IeL{D STRESHBAED ¢ he

into the | ow*ca oppy drive. _ _ Accor still
anot her 1@s phgtalling ihstactissiecintinoyetiiotstap provess fijpar the high tapacity remoyable tredjapi ng
a conputer system fromrenovabl e high capaci t%- medig :is provided for a
conput er sydEesRRca kA PROLUD PRRCEY 1S HEUY g%‘ﬁhﬂc‘ Hornyfliskides an operating

~environment which 10 A%%g@r?%’g%m 8f WAPREGR ! inVsiftion) RieChleftfod of NE

appar at us conprises a proce capacity renovable nedia drive
oper at'i vel ycofipueing €t High dapscityrstorageamedia comsbrisescapyingsecavery softwatde thediighor -

| oadi ng the operating syst.emand the graphical user interface fromthe
“renpbvabl e capacyy éW‘%péEA‘WMW%@ &mw ghem, M&F‘t 'HE%F igh

i ncl udes; gl %g&ggg?%?ﬁ{gén %@%%%mem&¥%%wonent s to conpletely |oad

the operati the graphical usér interface 15 and provide a
user with access to alAccordingtb get apathenzspechbfthe present invention, application sifwareli ng

to a further aspect of the present inventjon,.a remmvabl e
| ur Vi high

is provided for use on a computer system having a capacity removasbtlg media drive and
- an operating system which provides an operating environment including a graphical user
interface. The application software comprises system components needed to completely load
20 the operating system and the graphical user interface from the high capacity removable media
drive, and recovery components which are run from the graphical user interface. The
application software is provided on removable high capacity media which is read by the high
capacity removable media drive. B -
According to a feature of the invention, the application software further
25 comprises operating system bootstrap files. If the high capacity removable media drive isnot -
bootable, the operating system bootstrap files are provided on a floppy disk and the
application software further comprises an instruction to continue a bootstrap process from the
high capacity removable media drive. The instruction to continue the bootstrap process is

executed once the bootstrap process is initiated from the floppy disk.
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capacity renovabl e nedia drive and an operating system whi ch includes
an operating environnent that provides a user with a 20 graphical user
I nterface. The high capacity storage nedia iig configured by a nethod

conprising generating a list of software cOmplnents needed to conpletely

| oad the operating system and the graphi cal user inteyface fromfhe
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~of .the preseﬁ%élil%vzdrﬁgl on, dt e |ds°tn%?re(1:r(l)°r¥pa%lﬁgl sca %cpl) e to the r{i gh
capaci ty storcagfpo®stsa i s generated by scanning a list of files on the non-

renmovabl e nmedia; exam ning configuration, initialization and registry
" files; and searching. t Hather featurgsnf the-inyention are.degerabadbeld.er ni ne execut abl e

program filLe ' ' ' SWVINGS. dependenci es. Further, the

met hod maygi %m%m@%%g%m Fr% tialization and

: registry files on the hTEd{opcpoaip summidry) A0fell@the follbwing dewileddsttsiption oftither
or volunme | abel of the 30 high capacity renovable nedia drive from which

the oper at i ngprefested renviodimenss, e hetten gindgratgod when readein conjnpetion withthe eppendad
LEZ?’?USSS / glzgggx%%%?gcsl tl'yor%fxeo ;r) g esen(%dﬂh?straﬁng the im\r/e\li)m%g,/ %%%6'1% shown m the_dmv_vhgs an
~ According to gheéddiffent @adid ??eseﬁtﬁ@prﬁﬁh’é@,ch QfhicOlle r@ftrérites hferdistBpresune sindilar

storage nedia conprises determning fromthe conputer systemif the high

capacity 10 patsthevighowtestie sewdral wiewssoflthe drawiings, drhgingomderstoadp heweventhat the
t boot st fil tQ.t igh . ' ( ia L.f.th '
chpact - enoyaBo ops Lt B8 sperifh Edfods LR AHRAENE ditciogh. adhe

removabl e nedggwihgs/e is not bootable, then the nethod includes creating a
boot abl e f1 oppy di sk by copyi ng operating system bootstrap files to the
boot abl e fl oppy di sk i f Figuze fiigia block diagrani of;a computepisystemdwhich includasa high
" bootable; determ pin aﬁgrs %#%? and adapter of the hi gh capacity
renovabl e nedCaPagHy Fenoygbledi Y9 software drivers needed to access the

hi gh Cppaci ty. rendv e T8¢k Hod chi illERRNTgEh SVRPviER dr i Srobliss bEfeRoveRing

t he bootable floppy disk; and 10 installing instructions to continue a

boot strap pr odwesan ewon infaecdriayice ovithean amybodament abthe presgntinventions i ve once t he

boot strap proces; 'S ImFtilgl?rEtg(iIsat 8@cﬁar}%llgéu9a%ggtl$b%tstrappmcessofFigure2ingreater

-detail;

Figures 4A and 4B are flow charts illustrating the process of creating a rescue
20 disk in accordance with the present invention; - '
Figure 5 is a flow chart illustrating the processes of creating a bootable floppy
- disk under the condition that a high capacity removable media drive of is not bootable;.
Figure6isaflow chart illustrating the processes performed to change the drive
letter assigned to a selected drive by the operation system;
25 Figure 7 is a flow chart illustrating the processes performed to present
partitioned media to an operating system as non-partitioned media; and
Figure 8 is a flow chart illustrating an overview of the process of recovering
from an error in accordance with another embodiment of the present invention.
DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS
30 . The present invention provides a method and apparatus for disaster recovery
of a computer system using a removable high capacity media device. Typically, the disasters
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The foregoi rignednterface/, Inadditieh) thesser rendt odriderer impapaditated ovithothe cecopery salutibnt he

preferred enbodi nents, is. better. understood when read in.conjunction wth

t he appendeo"fﬂ‘? P@?%PW@?.“’.“FEXP?IFF@ H‘sﬁﬁé’éayol?ypﬁsltﬁ%?"g%‘f’? f'#‘]v(?nf %‘ﬁetslﬂf}h

there is §hoymedse nify/fdk W¥AlGRodtin), LAN/WAN applications and files, printers (local and
networked), run operating system and third party recovery software, access safe mode

(Windows 9X) state for testing. If the error is catastrophic (i.e., non-recoverable) in nature,
the user will still be able to run the operating system from a high capacity removable media
" drive until the user has an opportunity to correct the problem.

20 - Another advantage of the recovery disk of the present invention is that original
equipment manufacturers (OEM) may be able to create a single recovery disk that supports.
all standard leading configurations. Such a disk may be created by including all of the

‘necessary files for the leading configurations on the high capacity removable disk. Therefore,
OEMs may easily provide support for all of their leading configurations by shipping

25 purchasers a copy of the recovery disk.

Referring now to Figure 1, there is illustrated a block diagram of an exemplary
computer system 10. As shown, the computer system 10 is divided between internal and
external components. The internal components include a Basic Input/Output System (BIOS)
13 and a processor (CPU) 12 that control the overall functioning of the computer system 10.

30 A memory 14, a hard disk drive 26, a floppy disk drive 28, a tape drive 15, a CD-ROM drive
" 17,and a high.capacity removable media drive 11a are also connected to the CPU 12.
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it being understood, however,*:that the - invention is not limted to the
specific nmethods and instrunentalities disclosed. In the dr awi ngs:
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~ greater detail; Figures 4A and 4B are flow charts
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. present invention. DETAI LED DESCRI PTI ON OF THE PREFERRED ENBCOD| MENTS
30 10 computersysteny19agy be hopted oz the highi capacity remeyable media dpye, Hag high
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. PCT/ US98/ 229 7§torage media contained within a removable storage cartridge 19. =12 -
i are the result of operating systeminstability due to corruption of

“critical files caused bsremovihighigsgapagitymedigpentrolier 2osesvesss aninteréics bewyesn
- (e.g., a har dth%I réllﬁ))vﬁfle In%ﬁi&%%& 1£ findthe dﬂf‘fif For example, the high capacity removable

15 disk controller 27 may comprise a Small Computer System Interface (SCSI) or Integrated
Drive Electronics (IDE) interface controller. A hard disk and floppy disk controller 25 serves
as an interface between the CPU 12 and the hard disk 26 and the CD-ROM drive 17, and the
floppy disk 28 and tape drive 15, respectively. It will be appreciated by those skilled in the

art, the disk controller 25 may comprise separate floppy and hard disk controllers (e.g., IDE
20 or SCSI controller), and that the high capacity removable media drive 1 1a may also utilize the
disk controller 25 as an interface to the CPU 12. -

_ An exemplary high capacity removable media drive is disclosed inU.S. Patent
Application No. 08/651,321, filed on May 21, 1996, the disclosure of which is incorporated
herein by reference in its entirety. In the exemplary embodiment in Application No.

25 08/651,321, an IDE high capacity removable media drive 11a is described which may
comprise several subcomponents, including: a 40 pin IDE bus connection; a CPU, for
example, an 8052; a 1k Data RAM memory for executing local programs; a 32k ROM
memory for storage of programs; a controller circuit, such as an AIC-7166 manufactured by
Adaptec, which controls buffer management of data to and from the media, media interface, -

30 and processor interface via the IDE bus; a Timing Processor for providing timing signals to

the servo motors and the read/write channel; motor control circuitry; an RLL encoder for



access nmenory) storage nedia. The physical and |logical errors may be caused
by a vari eipoopnsséif different sources such as power surges, PEFMUSSS227INd .
hardware i nconpatibilities, and 5 degradation of the storage nedia. In
addition, disasters may be caused by conputer viruses, .~ whi ch )
intentionally delete or corrupt critical files. The present invention is
directed to resol ving di sasters and eldors, particularly in an
envi ronnment where the operatiﬁrll‘? system i ncl udes a graphical user

ARc A

interface awdtingidata toithg npdiay Frsieegdet ffortreading data fromethe media. Therkigh -

address space i.s defined wi.th.one 32-bit (0n e) reaqi r.wi gt hout _
segnent s o.rcap?ﬁigﬁﬂﬂ‘.'a%iﬁm adnve 11aor lﬂmc&a%nﬁw@%mﬁﬁgﬁéomm?he
recovery digkh &4atit} Media (DE) cOttrdMRpédd 2T da cylindef, hedd; Bhd @R AL Ehereinafter
determ nes registry differences, and creates a new registry (if necessary).

The recover@HSahoderoe logical diesk addredss mode dhereinafier kB4 meds). dp (S sodectrands
t d i interf. . n,.additi th | d

capaci ar el parh 7 ERegl A GEice) ipi, head B jedfos F5 whith Alte et Fefia

Experi encedisige. " divearansibdes ﬂﬁk’hﬁéﬂdﬁﬁnft@ﬁ%h?ﬁ&%lrc?ﬁd&,%aa@ﬂd &torasCess

E-mai |l /fax (local nodem, LAN WAN applications and es, printers (local
and netetviaviechd data fromche median dmperiandly; the dylinder beadsand\sestor information set

f : .(\Wnd . ing..lf.th
rror s AR ORI fa deings the JopitalaBBOEF ol lpderh, bk ipg 630rs B e e e | |
still be ablgsle0 He\tfmbiiforPiked BY HRWVY & RRrini WiferdloPhy SiddIRCletrieve RiEAMADNE

medi a rive until the user has an opportunity to correct the problem
20 10 the medimdiniBA auvdethecontrofler dard 2 Fconvmwnicat¢sewitlvthednive ptatheongha - '
i nvention ig that origi.nal _.equi pmrent nanuf.acturers.( e able .
to create aflg?qamwg&é SeHIQrS FAng ﬂ#ﬁ%ﬁ?gm“mg {°aﬁ5‘F l”%%é}f/g’é gaﬁgﬁnaﬁ’& My

configurat. ?H{yrh Fhe _may be created by including all of the . :
necessary fi | esp 0 tfhe eadi ng configurations on the high capacit

renovabl e di sk. Ther efther controllersaiéonnentedtashic GPL 1 toi prevideppinterfatebetapen of -
their | eading configuratiqns by | PR . purchaser s,.a_copy. of. t he
recovery dj @uanety of txternal devices'and I{l’dp(%@g?r &%@ egmfl& ﬁi’aﬂezp&‘? c%(;htéc]leer ?5’ a

i 11 ust r ajed gobloPedntrbilieOividdo @hrdy 18,848 AREHoard and mouse Gontidler 30 8dchPrdvide A5
shown, the conputer system 10 i s di vi ded” between internal and

ext er nal corijserfacet betw@neCPHt B and arc orteroalchigh capacity demevablesmedip dsive /1dbbt(ptit
System (Bl OS), - 13 and a, prqcessor, (CP 12 that control Qver
fﬁnct i oEri ng @Wk@%ﬁ%e@%%ﬁ%ﬂdifﬂd %B‘éé) dev, n%‘ﬁfe?fm‘ée? atr‘lzlg g '“’%H ve
26, a fl Oppycoﬂi;pg{(r?{)%sgeﬁl(?gﬁ igre P gs &hﬁg&e&@ith?wmgﬁz@ﬁaﬂfd' teenovable mediadrivesid a -

hi gh capacity e nedia drive 11a are al so connected to the CPU 12.
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. Referring now to Figure 2, there is shown a flow chart describing an overview
of the process by which a user rectifies problems encountered during use a of computer
system in accordance with an embodiment of the present invention. - Through the written
description below, Figure 2 will serve asa general guide of all of the processes and functions

25 perform by the recovery system of the present invention.

Step 100 is generally indicative of the process by which the user creates a
recovery disk. The recovery software determines which machine-specific files are necessary
in- order to boot from the high capacity removable disk into the full operating system
environment. In other words, on a computer running Windows 9X or Windows NT, the

30 recovery disk will contain a set of files, drivers and configuration settings to fully boot the
operating system and provide the user with the operating system graphical user interface.
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- system 10 enwmﬂﬂe W ndows 95 or W ndows NT operati ng

. (avail able from M crosoft Corp., Rednond, Washi ngton) and includes a.
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- cartridge 19.in Figures 4A and 4B. meu&rmmedwmehemeqamakatmwﬁdbarmw&;er
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. Drive E ectronl ¢S (Jf I'n er? ace conlk%%ﬁi O&(‘E l%} ;l'ﬁxleg{o?g qég%?tec?hlﬁh
. contral | er 25capacive@covery disisbeging atktep fze&wh&ethmer stleets tHil drivé/veliing toRrdaty the
- disk 26 and the CD-ROM drive 17, and the Ioppzl di sk 28 and tape dr|ve
: e

15, ‘respedi veescue disk mpdia. Atstendi2ethe asmnssqs the, highrapacitymeedia, contained

controf ler s ( Bl e ipRp, SRR A gee BRI el eovabie metis

- renovabl e medigveéll1aumdihe fenitivrblelhigh ¢arpaé1tyz;ﬁed1m prepared! I Bie pi@p’!iritidrﬂ By Qﬁluas
: an interface to the CPU 12. exerrplai/ hi gh capacity
: 1

renovabl e medformattingcon erasing any, datg qnithe), rsnowé?!eehugh capaci aath )4 it is

herein by rer SrEmmEeH i e Bl hpedity B 1TaTELGTANE, W Eflifefioh & koA B
~ Applicatiors Nehecking tﬁ@&ﬁ&éhﬁ&lass@mwﬁnh dehigioapatitydrivvmua it Be GEdé Ritef is\ee

11la is described which mprise several subconponents, |nclud|ng:

a 40 pin IDE mmtb@mgb@apamy dawelm 1th99table, othewamﬁbpélnvadlam censideragtobe

- RAM nenory fo cal 0 for e

- of 'progr ans;  2oFREr of B8 Gopfhr e Enef coutieed e wERING o aTh 0

¢ Adaptec, whi clhos@tthp Bbppyptisk s crearag R Proéss dftrafiy abdofstrapibpey Gk iwill be
medi a |nterface 0 and processor interface via the |DE bus; a Timng

Processor for descsibed belgw inigrentersletpilavith reference to Fignee Ser vo notors and t he
read/write,ghannel ;- mot G G QUL b Al high Whdelty nidlia drtve T15 20otdb0E, then at step 208,

the master boot record (MBR) code and basic bootstrap files are copied to the removable high

capacity media. This includes copying, for example, the io.sys, msdos.sys, and command.com
files to the removable high capacity media. At step 210, a list of files necessary to launch the
operating system and graphical user interface (GUI) is generated. The list is generated by
25 - initially scanning a predetermined file contained on the hard disk 26. At steps 212,214 and
216, system configuration files such as the config.sys, system.ini and win.ini files are scanned
to determine if any additional drivers or other files to those listed in the predetermined file are
necessary to launch the operating system and GUI. At step 218 (see Figure 4B), critical |
‘Windows registry keys are scanned to determine if yet additional drivers or files are necessary
30 toload the operating system. In Windows operating system, the registry is comprised of the
user.dat and system.dat files. At step 220, based on the drivers and files determined at steps
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| ogi cal bl ock address node (hereinafter LBA node). I? CHS node, the 5

control | er 24223 8zrditionalaeessary sulyfiles(i.co flynasically inked libsary fles,* <l forpranshi ch

o physi cal (BYRRRof e pbln s o el ThRRpl Sl bl SR B0 10
medi a. | NP Qfepéiidfahdies inftRe file ieBdkRs of e Jartsid faGind drivers pievidusynidetified. i nto

CMOS 13a defines the | ogical nunmber of cylinders, heads and sectors on the

drive and def i neAfidrecomplatiogataps 212520, and athef thej fles necegeary: torlond theere

to physigally retrieve the data .0 the nedig, |n L e .
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mappi ng of 38EhIN3, AYERpLRNGh&pathest Rives) d@ivers@aa Hledurdddjbsted Aendcasshrys dait or
dependi ng on the capacity of the drive. O her

cont rol | er spastienlarpentriesin the rogisty sysemini and win.ind typicadly inhede 7 hasd-codad path,

Conirof | br ;e pEvRERSENEO WS e SRR G el BB

mouse cont rﬁ%h%& ity GREdRa, RO WFide.s98 file will bBloR! FakCékalple)deive GRU Thas,aRdhian
a%amty renmovabl e nmedia drive 1 |b (or _printer),
noni t or 192, exanplé; dheopeth thusiie ¢houged td eeflestthe docation pEdriversys/in arder topsensriyr v
conmput er syst 10, of Figure s confiqured with two high capacity -
renovabl e M;ﬂedg}%ys file m%%hﬁm‘ﬁ@f’ffg“‘?‘fﬁdt a high capacity rempvabl e
nedi a drive can be i nRk gi¥BU2BU thereBbveh bpplitaféiihre Hdpied" tottht @EmdYable hiph
Referring now to Figure 2, there is shown a flow chart describing an
overvi ew  capaoity niediap anxt atssterh28stai operating systane command isged b minsthe HecoyYeer ed
during use a Qf conputer system i.n, accordance. W t . e -Of
the present aP‘ﬁ*Féﬂ?‘?so‘ﬁ.’e“fh? BEF@?f St !oéaﬁe&)f‘rom %EC(FHVBPEM%%%& | gg'r e 2
will ser 1653 For ékaﬂ?i@;‘ i) proassl6f stdp 28! ma3 vetpeffofihédifsslatingihe rédconeéryiapplicatiais
performby the recovery system of the present invention, )
Step 100 i simtn&stattiUp ifoldes attistep 230, addisiop resovery files argropigdtothe remapvabledigh s o
recovery disk. The recover .e_det erm nes. .whi I_ne- ki
files are n é;egagg&pgﬁdla, sucﬁaéf Cmg)é\é\@({mgs, ﬁar&dﬁicparﬁh%'m‘fmw, e A&@&B'Z&ﬁﬁhe
creation of the recovery disk is completed and the recovery disk ready for use if an abnormal
_ operating condition should arise.
20 If at step 204 in Figure 4A the high capacity media drive 11a is not bootable,
‘abootable floppy disk is created at step 206. Referring now to Figure 5, this process will now
be described. At step 250, the driver which controls the desired drive/volume (e.g., high
- capacity removable media drive 11a) is determined from the operating system data structure
. orregistry. Atstep 252, the driver determined at step 250 is then compared to a look-up table
25 to determine associated bootstrap drivers, if any, that are needed for the bootstrap process.
At step 254, the user inserts a floppy disk into floppy drive 28, and the floppy is prepared at
step 256. The floppy may be prepared by performing a format operation or by erasing all of
the files on the floppy disk. The basic operating system bootstrap files (e.g., io.sys,
msdos.sys, and command.com) are copied to. the floppy disk at step 258. The drivers

30 determined at steps 250 and 252 are then copied to the floppy disk at step 260. At step 262,
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. 1la and the renpvabl e hi gh capaci té)ﬁmdl a is_prepared. The preparati on may
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nedia. At step 204 it ig f
boot able. This determ na |on %?Efﬂr fpc?)glgcrrég’%%r&%g&bc eck| ng Mgg%#élé\%ﬂil etter
i associ ated wi ddsctibed. Wmhaaeaemcbmtehs ia\désadtbfior Soineldilier@irioy t bestdrmcted(step 102),

I then the high capacjity drive 1la is bootable, otherwise the drjive 1lla is
" not consi der ethetusenjaserts the highcapacity disk coptainingthe disaster egovery seftwarg af step 404

 conerdered, o8O o SRt BBe o oo PAOLBAR DB Hih

' descri bed 13el Sapakity tonfvable rﬁk&ﬁaﬁﬂﬂlvd/\l Ttaornab éy sol ®Geotable-then ke User ih@erts a bootable
: I'f the renovabl e high ca aC|t nedia drive 11 a is bootable, then at ste

. 208, t heflapes difk flomBRIrived8ao hoet thrsystems s if s veey Textaris the
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by executing the bootstrap files located on the floppy disk. The drivers needed to gain access
to the high capacity removable niedia drive 11a or 11b are loaded from the floppy disk and
20 executed so control may be transferred to the high capacity disk which contains the necessary
drivers, libraries and executable files for complete launching of the operating system and the
graphical user interface.
Preferrably, the user restarts the computer at step 104 directly from the high
capacity removable media drive 11a or 11b, and, at step 106, the computer executes the basic
25 bootstrap files and completely launches the operating system from the high capacity
removable disk. Under both scenarios noted above, users will be provided with the same
functionality at step 106, once the operating system has completely booted and the familiar
graphical user interface operating environment has been launched.
The processes of steps 104 and 106 in Figure 2 are more fully described with
30 reference to Figure 3, where at step 130, the computer system bootstrap process begins on the
device determined by the BIOS 13 as the bootstrap device (step 132). Ifthe bootstrap device
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- proceed automatically after the computer is booted. The user is prompted to run simple, easy-
to-use restore and rescue applications within the operating environment of the graphical user
. 20 - interface. The recovery applications may detect and repair; for example, invalid CMOS
settings, missing or corrupted system files, partition problems, boot sector problems, file
allocation errors, and directory structure errors. The recovery applications may also detectand
repair Windows registry corruption or errors. An exemplary suite of recovery applications
is commercially available as the Norton Utilities, available from Symantec Corp., Cupertino,
25 California. '
- After the recovery applications have executed at step 108, the recovery
- applications determined at step 110 whether the error has been corrected. If it is determined
that the error cannot be corrected at step 110, then at step 118, the recovery software may
prompt the user to ascertain if a backup of the computer’s hard disk exists. If a backup exists,
30 then at step 122, the user is prompted to restore the backed up files via, e.g., tape drive 15, to
the hard disk using known software applications such as, Cheyenne Backup, available from |
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. lines to, for censidaps the probleinite beaofrected,ythe ast contimes the processiat steps 118-122, as
i At step 264, an application to control the drive letter assignnents is
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system The proper dri vg)‘#glgttgﬁe\?é u J'o:egssk‘ge%&ggo’?\eg%ggdé nbu@ﬁg%rﬁféﬁg&iﬁoﬁﬁeed
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hi gh capacity .renovabl e nmedi a drive. The process of changing the drive
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' the graphi oal AEpEbreae tAroRREREE KIS BUESG IR RaY B papidaSe Bl iy
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Referring again to Figure 2, the disaster/error recovery features will now
be descr insetitiongsh media. Jiach of thesrprogessesavillinpxebedesgiibesdore ot her error to

be corrected (step 102) 'Referring to Figure 6, there is illustrated is a flow chart of the processes

performed to change the drive letter/volume of a selected drive to another drive letter in
accordance with an aspect of the present invention. At step 300 the drive letter program is

20 loaded and executes. The drive letter/volume program may be called by another program or
by the computer user. At step 302, the desired drive letter/volume for the selected drive is
input to drive letter program. Similarly to calling the program, the desired drive letter/volume
for the selected drive may be input to the drive letter program by calling program or the
computer user. ‘At step 304, the selected drive is located and the associated bus/adapter and

25 drive ID number to be changed are also identified. At step 306, the current drive letter
assigned to the selected drive by the operating system is determined. The location process and
assigned drive letter may be determined by examining the BIOS settings and operating system
configuration files. Atstep 308, the operating system data, settings, registry, and initialization
files are adjusted to reflect the desired drive letter change by changing the assigned drive

30 letter.
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drive letter a: or b: in a system where the BIOS is not designed for such partitioned media, the
partitioned media must be hidden from the operating system to ensure proper interaction.

20 = Computer systems 10 having a BIOS 13-that do not support high capacity
removable media drives as drive a: may support such drives by utilizing the method of U.S.
Patent Application No. 08/599,346, filed on February 9, 1996, the disclosure of which is
incorporated herein by reference in its entirety. It is noted that Application No. 08/599,346
discloses a method to configure a high capacity removable media drive 11aas drive a: during

25 the boot process with out the need for installing a separate driver during the boot sequence.
It will be appreciated by those of ordinary skill in the art that other methods are possible to
configure the high capacity removable media drive 11a as drive a:, such as loading a driver
during the boot sequence, or invoking an executable file after the computer has booted to
configure the high capacity removable media drive 11a as drive a: Such methods are available

30 because operating systems such as MS-DOS, Windows 9X and Windows NT do not have any
" inherent capacity limitations on the size of the floppy drives, therefore a high capacity



| f the boot device is the floppy drive 28, then the bootstrap process
. begins by wol9gasséng and executing the basic operating syste YYSO822978
: the floppy drive at step 136.- At 10 stiep 138, the drivers to gain access

to the high capacity renovable nedia drive 1la are | oaded via, e.g.,
the config.sys or autoexec.bat files. At Stﬁ? 140, the drive letter/volunme
for the high capacity renovabl e nedia dffve 1la is changed (to be
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at step 144 a recovery app tions are |l aunched at step 146.
Referring back to Fi gur&ccdrdingioche methBdidisciosedinnAppitatioreNost8/599%346;, theBIOS

to proceed with the recovery procgess at step, 108, Alter | yely,.the
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. recovery appl {edevie®specified at ENT 03it 8015 Whichiy dohvditionaily, filied disk t0However, as
+ Utilities, available from Symantec Corp., Cupertino, 25 California.

' After the l0ecnuted pboysstiis pessihle theenfiguretheremovablesmedia give at fs locationer Yhus, -
. applications determned.at st 11 e error has been corrected.
1f it is det egﬂ?tmgc?mceeds wgﬁgm&gﬁ%ﬁe}b@%ﬁ%& be corrected at step 110,

~ then at step 118, the I fARiethy BIOS! (#ad ENTHY) attempts A6 Qtblevé e mastér beot record
* ascertain if a backup of the corrg;it er's hard disk exists. If a backup
B

. exists, 30 (MBR)donthemedin a subssitus master bent aeperdhis providedsnsead. thos insancedn
fil ia, e.g., .t dr 5 t hew. h ' i ng.
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99/ 23561 15 record (referred to herein as a custom master boot record (CMBR)) from memory. The
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. formatting requirements, size and the like, so that the BIOS, believing the CMBR is authentic, -

okn)]

passes control to it.

20 .~ The BIOS thus executes the CMBR which, in turn, requests a supplemental
boot code (SBC) from sectors 1-31 on the media, referred to herein as SBC-A (to indicate that
it loaded from the media). Conventionally, these sectors are unused by the PC system. By
storing the SBC at this location, the removable media boot code can be modified and-
upgraded easily. The SBC-A code is comprised of two main segments. The first segment

25 remains resident in the random access memory 14 of the computer system 10 aﬂer- the boot |
process completes, providing removability support for the removable media drive in the
absence of a driver. The second segment, which is no longer useful after the boot process
completes, releases its memory locations to the system 10 after booting completes.

Briefly, the SBC-A first moves the resident segment of itself to the top of
30 memory. A sector map is created to determine the location of a Boot Image File (BIF).
Currently, the BIF is a 720K floppy image as defined in the Microsoft RIPL specification for



organi zation (e.g., the conputer vendor) or to reinstall the operating

syst em sof iégRakeiom e.g., a CD-ROM using CD ROM dri ve PCR/USHS/22975 -
If at step 110 it is deternmined that the error has been corrected, then at
step 112, the user is pronpted to restart the conputer in the nornal
manner (i.e., boot fromthe hard drive). If the probl em does not
persist, then the user continues as usual2step 114). However, I f at
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PCT/ US98/ 229%810.SYS load status will be checked and 10.SYS patched accordingly.

After the computer system 10 has completed booting, a segment of the SBC

20 routine remains resident in memory to provide support for the removable media drive. This -
segment of the SBC gets called each time a call is made to the patched I0.SYS. On the first
call to this segment of SBC, drive letter swapping (see, Figure 6) is performed. Thereafter, -
this SBC segment checks the removable media drive for a media change and makes
adjustments so that the operating system recognizes the new media.

25 Also as noted above, a removable media driver may be utilized that is loaded
and located in an area of RAM in the top of conventional memory to encapsulate the DOS
driver in I0.SYS associated by DOS with the removable media driver. Additionally, calls to
INT 13 and INT 15 will be trapped and handled by the removable media driver to hide the

- partitioned media from the operating system if such a capability is not provided by the BIOS
30 13.



- -20- | f, however, -at step 310 it is determ ned that the
desired drlvwolsotzm/vol une is be| ng used by another drive

- step 312, the-other drive is.assigned to a different driver

Ietter/vol ume by adjusting itS related operating systemdata, settings,

regi stry, and initialization files so that the selected drive will have
. the desired drive letter/volunme. At step 5-2T4 the desired drive
~letter/vol une correspondl ng,to the selected drive . is assomat d with the
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executed with the modified location on the media, and then control is passed back to the

operating system. The modified location is based on the offset to the beginning of the
partition. Ifthe request at step 406 is for a media size, the partition media size is return to the
operating system instead of the actual media size.

25 Referring now to Figure 8, there is shown a flow chart describing a general
overview of the process by which a user utilizes the recovery system of the present invention
in accordance with another embodiment of the present invention in order to rectify problems
encountered during use a of computer system. Steps 100’ through 116’ are substantially the
same as the steps 100 through 116 in the embodiment shown in Figure 2 and, accordingly, the

30 descriptions thereof will not be repeated herein. However, the present embodiment is

particularly directed to an environment where the computer system 10 is part of a larger



PCT/ US98/.22975 WD 99/ 23561 . s ;

-21 - weyeamakdie nedia drive 11 a may be initially confi BOTAIS9822975 -
recogni zed by the BICS as a fixed disk drive c:, and then set to floppy
drive a:. According to the nethod disclosed in
ApplicationNo. 08/599, 346, the BICS attenpts to | oad the operating
system from a storage device by invoking'ﬂﬂ? 19h. During the 5 boot
sequence, the INT 19h routine | ooks for a bootabl e disk beginning at INT 13

unit 0, (i .eorporateinfrastrueture:Assushegorpoyate system adspipistratorsdypically resolye eseossand) e

floppy disk_is,found . I ' . ' I _
Fromthe 11 BB ol foce iR v baop or iR Rloh MO RERRE cR Ul
wi thin the Theghesthilentf éncounteRd by e uséricontiues topeisiaide.5.)ft staps 1 £0° 220 04°),
record from the device specified at NT 13 unit 80h, which is,

convent i onathepserfis promptedsat step 15Ritneantact thg system adwinistratos dorassistancastogesolven| e
to confi %JI’ the%lrem)vabl e nmedia drive at this location. Thus, boot i ng
proceeds “fr RRE*Penovabl e nedia drive. When the BI OS

(via INT 19) attenptsThas, B prédet inventioRSprovided al ndver @pphratus anb/Bithéd dor ¢ he
medi a, a substitute master boot record is provided instead. For instance,

in r es pdeteaminingall effhe siecassary sempenent, to chmpletdoadsncoperating syistemeaand it
provi des a substitute master.hoat record.(referred. to hereip.as a _
Eliat om naot S5Ot SRR e AT T DTS ARk canacs Biedlash HardBe oo

record may ﬁ%ﬂﬁ%ﬁ@f&iﬁ@bﬁ&aﬁﬁﬁnﬁﬁ@&hﬁ%ﬁﬁéﬂtﬁeﬁé ¥&®ustomed without the

Addi tionally, the CVMBR conforns to all superficial requirements of an MBR,
such as 10 neédtoxiot fiog the dard dislo ninsadditionethe presentdnyention psavidesor lanachigs,

bel i eving the CVBR | hept i . | to it. 20 .
The B 0Bt hiScorRRaafiarrmd themmnoypbleii abacit et fr b Budrating syironsanent pf
boot code (ﬁﬁﬁ%&ﬁﬁ&h&ﬂﬁ&&m&&m@i@s sd @b tRSlevent B4 Riiliredst thBC A

(to indicat | oaded fromthe nedia). Conventionally, these
sect or s . ar e compaited tdoboat fironie bgrdtdrive, Wers may easilyaridepnfidentiypectify thewrsors. -

casi |y, The SBC. A coddt AR BedoBEoESREPIE Banesirato e perely B,
25 renail§s figsdsd eéxpldhatiPaldRSNRoAF6 be EBHTRN akdintfing HFhe Bivesiticil, em

10 after the boot process conpl et es,.tgr oviding renovability support
for the renoWhile gherinventionr hasebeen daseribed with iseferebee & peeferred, embodimenis ot dnd

segrrent WA I?nrzleli's%ooﬁothlato Cworlds ev]:rllﬁlch ‘%E&ee Beénh&egq?&eiﬂ "a8& Sords of description and
illustration, rather than words of limitations. Further, although the invention has been

described herein with reference to particular means, materials and embodiments, the invention

20 isnot intended to be limited to the particulars disclosed herein; rather, the invention extends
to all functionally equivalent structures, methods and uses, such as are within the scope of the
appended claims. Those skilled :in the art, having the benefit of the teachings of this
specification, may effect numerous modifications thereto and changes may be made without -
departing from the scope and spirit of the invention in its aspects.
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conpl etes. WO 9923561 Briefly, ¢he , st noves ng?%%%nt
segrment of itself to the top.of 30 menory. A sector map is created to
determne the | ocation of a Boot Image File (BIF). ‘Currently, the BIF
Is a 720K fl oppy inmage as defined in the M_figgsoft RI PL specification for
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. di skl ess mr@{‘a&t’?gﬁ@dﬂ%‘v\ever,' those skilled in the art should appreciate
. that any fornat coyl,d bgn Us @emipliteR Csy/8eRI comipAsifig i IpAdcesior,Pa sl BT

- the SBCG-A maps it. The SBC-A then = hooks int_erru%ts 13h (I'NT 1%1)%?% fh
~ (I'NT 2f). - Af tremovahle inadia drivgnongemevahlestorage metia and aw dperating$ystemcthatincludes

- SeCr oo e b et D e SRSt
avekened, & heykfdth ohd s4i@ gtaphRtal user inRifatbediss 1885ed HonVsaid Sif-fedvEble enRES

it into menory at |ocation 0:7000h. The boot - process continues fromthe
Bl F. The BI F undgr mymabopegatihgiconditipns, aniethpdfpstorrecting @y abnoynaloperating condition -

ST o S R o SR s e
- When t he pat t%ﬁﬂ?ﬂ?&l&ﬂh&@ c?pél?gﬁalﬁag%ﬁesﬁge%utﬁ%g? P%%}n&éﬂﬂfﬂe me |a‘é\lrltg°f
i change capabi daid opesating syltemy, sait wrethiod corprisingr i ve. This patch remains in
e T o R M b A e
. call and mkygﬁ}%??gﬁ%g%é?%%ggﬁ%ggo ﬁﬁﬁ%ﬁ@ﬁg&r?mvabl e media |
- handl er FirSt doterm nes ther - GBstinal Lo drive Of 1nG {cauest.  Baced.

" on the drive thabsaiPRATAIING SYSST acsalg graphieal ypes tmtgeface are lgaded e said removable
differently. | L |l s hti met hei nt errupt handl eri scal |l edto read from
. adrive, ' ﬁ%gc%@@éﬁ%i%ﬁgt atus will be checked and IO SYS patched

- accordi nglys launching said Adictresry bdfeware toxeétifly said absormbDoperatinpaoptricad

booting, a segnent of fhe SBC 20, . roufjne remains resident in nenory to
provi de suppompor giccessiilly doading,said graphigal yiseriptertasg. o segnent of the SBC

gets called each tine a call is nmade to the patched 10 SYS. On the first
call to this segnent of SBC, drive letter swapping (see, Figure 6) is
performed. Thereafter, 2. The method according to claim 1, further comprising:

determining if said abnormal operating condition persists in said computer
system; _
20 - restoring files to said non-removable media from an archive if said abnormal
. operating condition persists; and
reinstalling said operating system to said non-removable media if no archive

exists.

3. The method according to claim 1, said ahigh capacity removable media
25 drive being bootable, wherein restarting said computer system comprises executing bootstrap
files located on said removable high capacity media.

4, The method according to claim 1, said computer system further
comprising a bootable floppy drive, wherein restarting said computer system comprises:
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this SBC segnent checks the re drive for a nedi a change and
makes wo%gﬁt ments so that t EM em r ecOqRCAMSIBRYThew -
medi a. 25 . Al 50 ast na 'rem)vabl e media driver may
be utilized that is | oaded and Iocated in an area of RAMin the t op
of conventional nmenory to encapsul ate the DOS driver in IO SYS

associ ated by DOS with the renovabl e med?é- driver. Additionally, calls to
INT 13 and NT 15 will be trapped and handl ed by the renovabl e nmedia driver
to hide the paxecuting heotstrapdfiles flocated: dnea bpetablei finppyydisks isaidf bootable a

(F:)aC_Ip_;';llL:)Jlsl‘ng} ggls{chgr Oé”a gvger%xpéc?t? thBaIn%d rg’rgovz&)le high capam\{\j?mggaag356l_ 73 . -
Referring now to Fi %oﬁ%ﬁ&vbﬁtd%ﬁ:ﬂﬁ&c&ﬁt@ gh%&ba%ﬁi‘iém&&b&&ﬁ&ﬁ&ses _
performed by the routin€ to present the partitioned media to the operating

system i n dgivepon- partitioned format in accordance with an aspect of the
present invention.

the neda is a vali &Wﬂ%%ﬂﬁh‘f"dﬂ%mﬁﬁ‘ﬁj S&“Pﬁ?h?hf? %ﬂ@n@ned et ner -
det er M nalel ffvirle AEAiA B0 » RiodHAAYE Rk Ur AERINEAN o bel Sl mb bl and -

nedi a' s ma recor st erbootrecord contal ns | nformatlon aboutthe
medi a and I S Corekeduting mopdnatmyyﬁapms&h&qn&o continoeloadiag of daid opsmtinglat a.

At step 402, the offset to_ the, nipg ofthe. desired pa ition (i.e
the user cﬁastswdtsnﬂi%mhlqa&uﬁfé!@#ﬁcﬁga %{] ‘tl Bkﬁg'e‘é‘i’ ‘the -
operating systemto read or wite to a |location on the volune, the offset
to the 10 beginning of the partition is added to the request by the
operating system at step mtinethédambrdingtoddimm,mreimblmngmgmmtdﬂvslém t he
begi nni ng .of the volune (i.e., where the volunme definitions for _
oper at itflg wgtde\mlmﬁhbehcomw%cat ed), then at step 408 it is determned if

e et TS 0T  Adpntyink 8 AR RO DS SRR BB MY

conti nue amddialdeiveiata i s read fromthe medi a. Before the data is passed

back to 15 the operati syst.em t he vol une information an
nodified to reflect ldﬁ@‘-‘gfwa‘ mﬁé’?‘f’?lﬁ“ﬁmw g%élgs%glgi‘he

request is , awite of the-- vol une
definiti ons%p%'tt‘ﬂnﬁ{&%ﬁe rofnﬁdhe operating systemis nodified to
reflectisa - parti mjmﬂ@oﬁmMSmmkimlﬂanmﬁlssandlregmm&mhaomt@di a.

The _dat th tted to be . . . .
e-data | ?ndlca(taensaeo:(la rhln;h caﬁ)acltyoremovable media drive by said modified drive letter or said

- modified volume label. —

6. The method ‘according to claim 5, further comprising: -

" determining if said modified drive letter identifies -another drive in said -

20 computer system; and =
adjusting said operating system data, said initialization files and said registry- -

information to change said another drive to a drive letter not used by said operating system.

7. The method aécording to claim 1, said removable high capacity media - -
being partitioned, said method further comprising presenting said partitioned removable high
- 25 capacity media to said operating system as non-partitioned media by performing the
following:
determining if said partitioned removable high capacity media is valid, and if

said partitioned removable high capacity media is not valid, not presenting said removable
____/—————_—_—‘— -
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! envi ronenment of

-_wri.ttentothe medi a. 20 therequest | f i;;or
user data, twemsasssiread or wite om“ “ﬁ&mh Xecut ed RGIUSIRZ297
nodi fied | ocation on the nedia, and s | S passed back to the
operating system The nodi fi ed Iocatlon i s based on the offset to the

begi nni ng of the partition. If the reqlitest at step 406 is for a nedia
size, the partition nedia S|ze is return td operat| ng system

- instead of the actual ne erri.ng nQw to

~ Figure 8, ¢ hHEA FapaCk,Tedia I Fei copaRRE st apdl Hosaid rrmey RE big Chpagtineia s
: of the proces‘salg)fhéﬁnl ch a user utilizes the recovery system of the present
|nvent|on “I'naccordance with another enbodi ment of the present

~invention in order to recti foalquiatinganeffset from abeginnimgofedidademovable ligh capatity

. comput er system, St eps 100" t h 116, are sybstantially, the |

~ as the steps P ARFGHNINE;O tﬂhﬁs sheed giamision, Al mswab hsga?@cgymam”ge |

~accordi ngl Fy], &30 descriptions thereof will not be repeated herein.
However , e presen’ enbodi nent is particularly directed to an

Cenvir onnent where the conput for eashybquisstly safll aperating systerh & @ad or write to a 16ation
¢ 99/ 23561
' PCT/ US98/ 2297m a volume of said removable high capacity medla, modifying said request by gdding said

corporate infrg uct : em adm ni strators
. typi calIy'reSBﬁ%éE%?a#%@ugﬁ}(s'l%gégang‘g‘{lg%sl%é&c? Eel user does not have a
. backup or installatiaon di sksdétemhialiigQlt§pd 6FreGedPbY Sdid operating$ystemihen t he

% error encountered by the user continues to persist (e.g., at steps 110" or
114"), . the user is pronpted at step 152 to contact the system

adm ni str r for assistance |V
. Thus, theaﬁfesent i nventT on 8‘?1 eogiaggor{gl gﬁ‘?“%‘d‘i?ﬂmﬁm&n‘“’&‘ ef‘%'ﬁm%?type‘)f

i determning alréquggtcbﬁ@m@:essary conponents to conpletly |oad an operating
i systemand it associ ated_graphi cal user interface froma renpvabl e h@gh

i capacity nmedia so that dgmnmgelfsmdrmuesﬁulﬁ@dew data atracbeginningefsaidynivme,
envi.ronenent t

the hard di sk} %Psﬁﬁ??l ﬁ’g?‘ﬁ?%g?qhz‘gag‘ﬁ%% ou d%?q%t?l%gg&fee auncglidné&?m

recovery softWﬁ,ohe@fﬁeaﬁehsreﬁmﬂhb@mhlog&aﬁﬂg)@@tany media, in the operating

: raphi cal user interface, to correct
. errors so dhat in the e\dgmmynng;}fsa;drqqu@su;ﬁown@edatatothebegmmngofsaldvolmne,and

if so, modifying said request to reflect a format of said partitioned media and performing a

write operation;
determining if said request is for user data, and if so, performing a read or write
operation using said modified request; and -
20 determining if said request is for a media size, and if so, returning to said

operating system a size of said partitioned removable high capacity media.

9. The .method according to claim 1, further comprising restarting said
computer system from said non-removable storage media after rectifying said abnormal

operating condition.

25 : 10.  The method according to claim 1, wherein said operating system
comprises a multi-threaded, multi-tasking operating system running in at least a 32-bit flat

memory model.
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S st (IR b

exanpl es have been provided nerelty forttht 15 *purpose of explanation and
are in no way to be construed as limting -ofthe present invention.

VWil e the invention has been described with reference to preferred

enbodi nents, it is under st ood that t®&-words which have been used
herein are words of description and illustration, rather than words of
limtations. Further, llaltAouayicomputer systemi eomprising,@cprocessor, cedigh bapaciter ei n
with reference t arti.cul ar_ neans terials and enbodi nents, ,the _
vent | on GoyEbieBRdia iU Ao p N BRle FRTREE B ot R STRAPE SR Wi Behes
herein; ratiﬁf‘%era&ih@eﬁﬂib%ﬂieh@dﬁa%ﬁﬁé&%userwﬁﬁﬂ ftphichlikes infiRfakt, SaRDpedih Nt
structures, thods and uses, such as are within the scope of the )
appended clsystem andlsaid graphichluser interfadedeingioaded fromgaidmonivemevable stdragdpedia
teachings of this speci fi.cation, ef fect nunmerqus nodi.f.ications
ther et o andindERAmEl oReyAHIE CoRAiions: { MEPd Of creatig s epyery APk SARPTINE BSPYFTY 1
SPiT L Of 1 {dGenlaft/ Mc@vable high Tapaohy Ghel ising:

CLAI M5 1. A rretahod éhor co rect%’rﬁ%mgrrl\s%%norrral operating condition
of a conputer system generafiig) listiofi goftware\composerits needed b woepletelydoad saidabl e

hi gh capacity nedia (19), i.n a ,5 conmput system conprising a processor
(13) PR opecaimgsy wimm ab 50 graphiae goey crthcg g 1A STOVALR M DS S 2o
medi a (26) and an ope | XSGR i &J‘%ﬁﬁ.e : ' ioe

envi ronnment whi ch proé@gglggaalaéser w t z;iegérézltip |caﬁeﬁ%bé$mg§t€£ﬁ%i%,edlg’zﬂn
operating system and cpyihggarirecavaty sofisvard totseidfremevdbis Ingh capadityl nfediam sai d

non-renovable storage nedi a under normal operating conditions, said
renovabl e high capacity nedia (19) 10 conprising a subset of a total

nunber of conponents ¢f sa-gg?@gﬁlpgtﬁ%g%gaﬁn§ﬁi‘%m- sﬂﬁtélﬁéi-a_ !li' h.iﬂg:

inserting (104) said renov Ity nmedia (19) into sald hig
capacity  compomeussitomprieest a drive (1la) upon encountering said -abnornal
operating condition;

. . estartin 106)..sai d. conputer system from
sai d removabl e high péﬁ?&ﬁﬁ“ﬁ?lﬁﬁﬁqé"ﬁ@%ﬁg}% °%§FH‘ Jfer ati ng system and
sai d graphical user ipiffihfigRoffigurhRi fftdl{zA0rS@ddegistry files; and '

15 searching said non-removable media to determine executable program files,

libraries and program file dependencies.

13.  The method according to claim 11, further comprising:
adjusting configuration, initialization and mgistry files on said removable high
capacity media to reflect a drive letter or volume label of said high capacity removable media
20 drive from which said operating system will be running when said computer is restarted from

said removable high capacity media.

14.  The method according to claim 11, further comprising:
determining from said computer system if said high capacity removable media
drive is bootable; and
25 copying operating systeﬂl bootstrap files to said removable high capacity media
' if said high capacity removable media drive is bootable.
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renovabl e .hi gh capacity nedia; and ing (108
recovery sofWQAPRIS6H rectify said abH“m'Hl’I_!Hl ”mnmﬂ con | sﬁngg?]
el

successfully toading said graphical userci ace. » : The net hod
according to claim1l, further conprising: 20 . determ n| ng (114) if

sai d abnor nal operat| ng condition persists iqysaid conputer system
restoring files(122) to said non renovabl e nedia froman archive if said
abnor nmal oper ati ngjg£on ar

(120) said operating sys"tpem 0 sa| n%dﬁafrdzn ?dq mg&é&dfs%xdﬁomr{% a%e%er
exi sts. caolnprisingldfloppyt drive, satatmedloﬂgﬁmhembmpﬁsﬁgm 2, said a high

capacity renovabl e nedia drive ei ng_ boot abl e, wherein restarting said
conput er system conpri s@€atingAleo %QW%‘ YCOWQPWEWIPQS’&%@E legito

chaim 1. 5 or it bR RReY P RELE gk papiyemoyAllf iy S S S8 SRl

fl oppy drie, wherein rGaéﬁmhing(jhB\ﬁt@p@ﬁi@hﬂ@fer%f%ﬁxﬁfﬁl%pﬁﬁabﬁﬁﬁemovable media
executing (136) bootstrap files |ocated on a bootable | oppy disk, said

boot abl e dfiveippy di sk having a | ower capacity than said renovabl e high

capacity medi a; nadi 138) soft e drivers.t0o gai.n acces
to said high capacity rﬁ?‘ﬁ%‘ﬁ%”ﬁg’é%@ﬁ%és%ﬁp% ageess smd%lgl{:?é Pyn ?I@f

a current driygdifdrdvef or a current volunme |abel of said high capacity
-2 - ‘renpvabl e medi a drlvetoarmdlfled drive letter or a nodified
vol une | abel, as necesssopying said softvare drivers to saidheatahle ﬂgpmidlsk and operati ng

temi tion t ' | f i
a2 or aphiGar user i nt SPAEE e GiHoRe 9 foniBycaon HRE RIS e i Bigh Sapacity

removable media drive once said bootstrap process is initiated from said floppy disk.

16.  The method accordi_ng to claim 11, further comprising installing an
operating system command run from said removable high capacity media to execute said

recovery software.

15 17.  Anapparatus for recovering from an abnormal operating condition in
a computer system, comprising:
a processor;
-a high capacity removable media drive;
means for loading an operating system from said high capacity removable
20 media drive, said operating system providing an operating environment that includes a
graphical user interface; and
means for rectifying said abnormal operating condition to return said computer
system to a normal operating condition.

18.  The apparatus according to claim 17, further comprising:
25 means for determining if said abnormal operating condition persists in said
computer system;
means for restoring files to said non-removable media from an archive; and -

means for reinstalling said operating system to said non-removable media.
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5 nedia. 5. The met hod | m 4, wher ei n. changi ng
sai d dri vewdédagsior said ”mﬂﬁ }ﬂmlm—‘ﬂ ses: PCT/US98/22975 -
n

identifying (302) a bus adapter wiber of said high capacity

renovabl e nedi a drive; . identifying (306) said current drive
letter and said current volune | abel of said high capacity renovabl e
nmedi a drive; and adj usting (388 operating system data,
initializatton files and registry information . to indicate said high

capacity rempvabl e med a drhevappetatusaacdonding foi elaini 177, whexein emddngh&mcxty
nodi fied vol une .l.abel od_accordin claimb5 rther
conpri si ng: femovable média ng%qu}%a“{lﬁ‘g@a&f‘g %@F’%F %oatrsg%pqo § .

identifies QRekliRIbodistdp filed 16ated on saidTEMBVEL high Shstlity altdia.
adjusting (312) said operating systemdata, sard ini t lalization files and

said registry I nformati on to change said another drive to a drive
| etter not used by s

ratin system . ., . L. The net ho
according to one of i#oal s a%msﬁF?}%ﬁ“@ﬁB\?We”hFﬂﬁ °8H’€Hﬁﬁ¥s%d?&her
bei ng parti ¢4 r@%%@n said met hod further conprising presenting said
partiti oned r aFo high capacity nmedia to said operati ng system as
non-partitioned nedi aabgotddeﬂoppmdly/et he follow ng: 25

determning (400) if said partitioned r bl e hi gh capacit

valid, and if | PR DO PETOVAB PRoRrR RS EpraliihoR FRE
valid, not t ek dhigh capacity rredl ato sad
operating s%‘?g{%ﬂ&ﬁ%ﬁ??ﬁgﬁa& rem)vgg‘{e | gh capacity nedia is valid

t hen: means fordhanging a cuyrenddidve letter of 4 uetent valume labelyfisaid highof
sai d renpvabl e high 30 Clt medi a } abe inning of .a desjre
partitiolf oﬁa@&ltﬂr‘?“é?m]& %Fl &%&que‘ge e“erm' 18°‘E)‘Z‘¢&88ié'§§ bel, as
for each re%&% y said operatlng systemto read or wite to a |ocation in
a vol une o ai d renovabl e high capacity nedia, nodifying (404) said

request by addi ng wherein said leading meani iditialy) erecutds dbootstrap diles looated ioach - -
request ;

an %ootable floppy disk, and continues execution of bootstrap files and loading of said operating
system and said graphical user interface from said removable high capacity media.

15 21.  The apparatus according to claim 20, wherein changing means
identifies a bus, adapter and drive ID number for said high capacity removable media drive,
identifies said current drive letter and said current volume label of said high capacity
removable media drive, and adjusts operating system data, initialization files and registry
information to indicate said high capacity removable media drive by said modified drive letter

20 or said modified volume label.

22.  The apparatus according to claim 21, further comprising means for
determining if said modified drive letter is assigned to another drive by said operating system,
wherein said changing means further adjusts said operating system data, said
initialization files and said registry information to change said another drive to a drive letter
25 not in use by the operating system.
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35 . . det er m ni ng (40 st by said operatin
system WO 994381 | 00165J0i 16545 mlma’ iﬁ 09: 41 - m%ls”'m’g
- 3- 8. -The nmet hod accordi ng in said determning a

. type of request conpri ses: det ermning if said request is
_ to read data at a beginning of said volume, and if so, performng a
: read operation and nodifying said data to refiect a format of said non- 5

Beter i ning 11 said reciber  The Boparies aroHSiS toctlui | ogidhrrmeyeble high gepacity
; I d

\S/g.l grrgar ?Pt | ljng‘ciil rr%e}l?gapgﬁgi&w n%éé% ng %nﬁﬁ?{:kgﬁ%%%%ﬁﬁh;?%r iszQﬂtﬂﬁt Sfﬁa
det er mi ni ng i partitiontdremuestie high tapacityrmediatisaid operating smmmidxqsaim@eﬁﬁea)a,a

. read or 10 wite operation usm sald nodi fi ed request;_ and
' deternining if said reqWbstelnspid presexting meansdesermings af said pastitionedaempyable high)

0 S B A e R B I B

. further conpr s4id peesémtinigandans GodshbPpresent sdiditethovable high ca Eaﬁtyﬁmdiim;ﬂraung
. non-renovabl e storage nedia after rectifying said 15 abnornmal operating
. condi tion. system.] Q. The net hod according to one of clainms 1 to 9,

i wherein said operating system conprises a nulti-threaded,

mul ti-tasking operating systemrunning in at |least a 32-bit flat

menory nodel . 24.  The apparatus according to claim 23, further comprising:
means for calculating an offset from a beginning of said removable high
10 capacity media to a beginning of a desired partition on said removable high capacity media
to be accessed; -
means for modifying arequest by said operating system to read or write
to a location in a volume of said removable high capacity media by adding said offset to said

request; and

15 , means for determining a type of request by said operating system.

25. The apparatus according to claim 24, wherein said means for
determining a type of request determines if said request is to read data at a beginning of said
volume, and if so, performing a read operation and modifying said data to reflect a format of-
said non-partitioned media as it passed to said operating system; determines if said request is

- 20 to write data to the beginning of said volume, and if so, modifying said request to reflect a
format of said partitioned media and performing a write operation; determines if said request
is for user data, and if so, performing a read or write operation using said modified request;
and determines if said request is for a media size, and if so, returning to said operating system
a size of said partitioned removable high capacity media.

25 - 26.  The apparatus according to claim 17, wherein said operating system
comprises a multi-threaded, multi-tasking operating system running in at least a 32-bit flat
memory model.

—_—
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11. A met hod of creating arec I ng recovery. software on
a 20 renovl) eRBkdih capaci ty medcim’m i WSystem (1®CcTAIS9$22938 Ng a -
awl es

processor (12), a hi gh capaci t*y renov a drive (11la), _
non-renovabl e storage nedia (26) and an . operating system which includes
an operating environnment that provides a user with a gr aphi cal user

I nterface, said operating system'and sai d3§i‘aphi cal user interface being
| oaded from said non-renovabl e storage nedi a under_ .normal operatin
condi ti ons, the 25 medhod Awnsnparatysiercreatingarecovery digofosagompyfey sysiom havings ¢

andsal d o SLAPERa R ROEP SR Feficke ATfoRRk nolynBER Bhirih i’ o

nedi a; interface, said SRV dfs&%iaudiﬁg Kedvey soRivarcuaERanovible High Capacity medinabl e
hi gh capacity nmedia; 30 and - copying (226) said recovery

sof t war e t oceraprisimginovabl e hi gh capaC| ty nedia. .12, The net hod
wherein said generating a |ist of conponents

r(D

accordi ng to claim 11a

conpri se p?&%ﬁsf?ﬁ’ng alist of files on said non-renovable

medi a; a high capacity removable media drive; -4 -

exam ni ng (212 214, 21 conflguration, |n|t|aI|zat|on and registry files;
and sear chmgmsﬁ;memﬂmgearbstaqﬂ@mmnms necded te completely laadtsaidl e

et hod accoPRiiRe yeETLoaa il S Pl fpR SRR LG Ehien capacigfi; 1”

(224) configygation, initialization and registry files on said rermvabl e
hi gh capacity media to reflect a drive letter or volume |abel of said hi gh
capaci t y10 r enovabl exeansiifor ehpying $aidcomponstssandi said arenveny sefwarertoviaid  be

runni ng when sai uter is restarted from sai d renovabl e hi gh
capaci tgy nedgaova%lehlghcap 1tymed1 9

28.  Theapparafus accordiné to claim 27, wherein said means for generating:
a list of components comprises:
means for scanning a list of files on said non-removable media; -
15  means for examining configuration, initialization and registry files; and
means for searching said non-removable media to determine executable

program files, libraries and program file dependencies.

29.  The apparatus according to claim 27, further comprising means for
adjusting configuration, initialization and registry files on said removable high capacity media -
20 to reflect a drive letter or volume label of said high capacity removable media drive from

which said operating system will be running when said computer is restarted.

30. =~ The apparatus according to claim 27, further comprising means for
determining if said high capacity removable media drive is bootable,
wherein if said high capacity removable media drive is bootable, said copying
25 means copies operating system bootstrap files to said removable high capacity media.

31.  Theapparatus according to claim 30, said apparatus further comprising
a floppy drive, _

_
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14.  The .method according to cl aiasiki QAT Eumurt her conprising: 10
- det er mi ni ng wé®4p3se1om sai d cbrrputg“m “ﬂ“““‘ AH: hi gh capa(ﬁct'rwq”g’ﬁwabl e -

- nmedia drive is bootable; and - = ¢ lcopyi r?g (208) operating system .
. bootstrap files to said renovabl e high capacity media if said high
- capacity renovabl e nedia drive is bootable. 15. The net hod

. according to claim 14, said conputer systerﬁ"@ﬁrther conprising a 15 fl oppy
drive, said method further .gonprisjng: - creat| 206) a

~ boot abl e floppy disk bw@eﬁﬁrﬁgteea%wﬁwmpfwéﬁlgebﬁfﬁg@WM?‘@ble
" sai d boot abl . .Qi.sk if said high capacity renovable nedia drive is

- not_ boot abl efm&i&aﬂ%’%& deternmining a bus type and adapter of said high
capacity renovabl e nedimeasiforedetermining software deiversmeadetdto noédssaaid hiigh capacity
needed to access said hjgh, capacity renovabl e nedia 20 drive;

. copyi ng sai d 6Bovakle medigdrides t o sai d bootabl e floppy disk; and

cinstallingeinstruction ot : ' ' | ' :

. capacity > r enovabl eswn%‘g‘le%l %{rdl g@éﬁgﬁ%%ﬁoﬁ% s %{Sﬁéﬁ%‘ﬂ% %atlded
. from sai d fl oppeyatitigskstem compdsents, ankd iastimtibasto 2omtiriudiabyotsiramprocess frohesaithigh

. to 15, further conpri si ngi installi mn .25 operating system comyand run

. from sai d reneApasiferemoyable media driye ibsaidhigh capaeity emoyablg media driveds potpootable,

csoftware.  eoidiflrl Gl BhlDsithooRrkfTBLADb And bAEASEoIREHA bIGE LT Sess
- conprising high capacity storage medi Or us® In a computer system

- (10) conpri si fxdnitiateddeons a BootaBle Yloppp disk insertédiiy/ siid flop@ddrive( 26) , a hi gh

. capacity renovabl e nedia drive (1la) and an operating 30 system which

‘ includes an operating environment that provides a user with a graphical

method conising o 38 Hhe SERRRS beBEbBY8 IR &1, G Sofy S uobler®
- conponent s ne gt a Cofihdedn/ sdi@ 3embtdtlle high caphéifytinedid tdySietife il fotovery

- graphical user interface fromsaid high capacity storage nedi a;
f software. : . S

33.  Anapparatus for bootstrapping a computer system from removable high
- capacity media, said computer system running an operating system that includes an operating
15 environment which provides a user with a graphical user interface, comprising;:
a processor;
a high capacity removable media drive operatively connected to said processor;
and '
means for loading said operating system and said graphical user interface from -
20 said removable high capacity media,
wherein said removable high capacity media includes all necessary operating
system components to completely load said operating system and said graphical user interface

and provide a user with access to all computer peripherals.

‘34,  Aremovable storage cartridge comprising high capacity storage media

25 for use in a computer system comprising a processor, non-removable media, a high capacity
removable media drive and an operating system which includes an operating environment that
provides a user with a graphical user interface, said high capacity storage media being
configured by a method comprising:

—
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-5 - and 'copylng re conponents to said
hi gh capacyigiopaggiage medi a. "I ME Eﬂ?abl e stor rgE/USesN2YSige .
r

according ta claim 17, wherein sal* gene i st of conponents
conprises: 5 scanning a list of files on said non-renovabl e nedi a;
exam ning (212, 214, 216) configuration, initialization and registry files;
and sear chi ng said non- rermvaﬁ‘l‘e nmedia to determ ne executabl e
programfiles, l'ibraries and pro ram fil e dependenci es. 19. The
renovabl e storage cargentmating adisb qonwpmwnmdedgo completely load said

t ti.al t d
?23?2&?;“?.9@%&%%%%%%3%% Edingf b it b ARl Re .
letter or volune Iabedop%g%ﬁu@oﬂw&bcsﬁ@aﬁénwmrsmgbé@amysmgeﬂle& ve from

whi ch said operating systemw |l be running when said corrput er is
restarted fromsaid hi gh capacity storage nedi a The renovabl e

determining (208 11 o sai PeSmEVRS bades Bnfies attoy thie‘a‘bg%%% 'n% |
eterm ni ng r ofi'sai i #9abl e
medi a drisvegdnardfiagadft 6F coffpdnents comprises: COPYing (208) operating system.

boot strap f| les t0 said high capacity storage nedia I f said high
capacity renovabl e nestawnig ahetoféilm;ts;m@n-rmvamqmedm:rhe renovabl e

storage cartridge accordi.n | ai.m 20 aid co further
conprising a floppy d?’?%mgg ‘Eﬁ t@? g? rﬁ% éma]urthe

conpri si ng: m&mmrﬂéﬁm meheaﬁabhetc“ BRR¥ &tai'bi% Mﬁx‘iﬁpﬂk.@g
operating system bootst rap files t% sai d boot ab ]g t?)ppy dﬁ I f sai d

hi gh capaci librariesrandairbgramefile dephndensiéss not  boot abl e;
determ ning a bus type and adapter of said high capacity renovabl e nedi a
drive; 25 determ ning software drivers needed to access said high

capaci tyyg emovabl e meg The $&daYPable stora torage cartridgé QRYéraheS e GlakRf 34)Bfufiher
drivers to sai d bootable fioppy disk; I nstalling

i nstructi onsomprisiogt i nue a bootstrap pr ocess fromsaid high capacity
ferovabl e edi a drive gge B pa0hs iR S S o Bldk oB'ug i paal

storage media to reflect a drive letter or volume label of said high capacity removable media

drive from which said operating system will be running when said computer is restarted from

15 said high capacity storage media.

37. The removable storage cartridge according to claim 34, further

comprising:
determining from said computer system if said high capacity removable media
drive is bootable; and . ' _
20 copying operating system bootstrap files to said high capacity storage media

if said high capacity removable media drive is bootable.

38.  Theremovable storage cartridge according to claim 37, said computer
system further comprising a floppy drive, said removable storage cartridge further comprising: -
creating a bootable floppy disk by copying operating system bootstrap files to
25 said bootable floppy disk if said high capacity removable x_hedia drive is not bootable;
determining a bus type and adapter of said high capacity removable media
drive; _ \
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30 22. .The renovabl e storage ca to one of clai to
21, further WO99R36pri si ng: l!!]'ﬂmiu)m wnﬂﬁﬁ) recover q&%ﬁgs

sai d high capacity storage nedla

- 6- installing an operating system commnd run fromsaid hi gh
capacity storage nedi a to execute said Egcovery sof t war e. 23
(former claim44). Application software fof“tiSe on a conputer system (10)

havi ng a hi gh capacj 2D | e di a_dr.i a ratin

syst em whi ch provi des 3#%"1 %??B%egﬁ f%é"ﬁe S)Lﬁa}%gﬁ‘:@ﬂg’s}ﬁ ‘gﬁgeer
interface, sghdhip@d;cation software . corrprl si ng: system

- conponents needed to >compl etely | oad said operating system and said

graphi cal user int erfawpﬁmilsaldaoﬂwhneghuvempasmdjuootahb\fhippydlﬁdaud drive; and

recovery conponents whi.ch from sai.d i.cal user_ interfage, 1Q
~ wherein said applicatidhs Wéﬁﬂ‘q %ag‘?f’ StEARRrotssirpm At %%PPW

nedia (119 drRRGnbY said rGERERI; TR rive
(11 a). b mfgmwhhe appli gat?onbssbo twar e a%%omgmfr?g to (%i"glﬂgﬁ% ?urther
conpri sing operating system bootstrap files. The

application software acgordi to clajm 24, \/\herel n sai opera I.ng, system

15 bootstrap files are Ptovi r‘?H’P‘?% Weo‘?‘%tkl gh e gafﬁ)lci%'&t ?"g farth
software furtfer .conprises an instruction to continue a bootstrap
process from salpaj““'hrl h capacity renmovabl e nmedia drive if said high

| capacity renovabl e rredl coptingwecoverynsuiftwapotosaidchigls eapcity storags niadéd; and t o
contlnue sai d bootstrap, process being executed once said bootstrap process
_ installing an operating system command run from said high capacity storage

10 media to execute said recovery software.

40.  Application software for use on a computer system having a high
capacity removable media drive and an operating system which provides an operating
environment including a graphical user interface, said application software comprising:

system components needed to completely load said operating system and said

15 graphical user interface from said high capacity removable media drive; and

recovery components which are run from said graphical user interface,

wherein said application software is provided on removable high capacity

media which is read by said high capé.city removable media drive.

41.  The application software according to claim 40, further comprising
20 operating system bootstrap files. '

42.  Theapplicationsoftware according to clz;im 41, wherein said operating
system bootstrap files are provided on a floppy disk and said application software further
comprises an instruction to continue a bootstrap process from said high capacity removable
media drive if said high capacity removable media drive is not bootable, said instruction to

25 continue said bootstrap process being executed once said bootstrap process is initiated from
said floppy disk.
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install ed on said renovabl e high capécity %edia,*to execute said recovery

conponent s. 27 (former claim44). An apparatus for recovering froman
abnormal operating condition in a conputer system (10), conprising: 25
a processor (12); a high capa'cﬁﬁt“y renovabl e nedia drive (1lla);

an operating systemwhich-is | oaded (106) from said high capacity renovabl e
medi a drive by said pfbcesErsapplisationsplyvateiageprdipg te alaim 40, fyrther compsisigs i ng

Syt om r ocotupipabdmaled RSB riobRellen S5y MhBMATRT B SRl recovery 0

condi tion tgompénents. sai d conputer systemto a nornmal operating condition.
-7- 28. The apparatus according to claim 27, further conprising:
an error determnation application which determnes (114) if said abnormal

operating condition pegjsist,s, yt e . ..
sequential access devi Ce mﬁ@hgﬁréﬁlf)?%w ed %ﬁ@ééﬁg‘ﬁ%’%%“%ﬂﬁggnﬁg%gﬁd

non- 5 1 T0BMPIEE Syyséent, 'cBfip#iBings Chi ve; and a random access
device is provided to reinstall (120) said operating systemto said
non-renovabl e nmedi a f AprcE’OBvabl e nedi a. 29. The apparatus accordi ng

boot abl o, ~and an_ oper AEFRRLTLHPRRHERPR drbicess s executed by 10
ﬁ;glc;t ing (148) boot stah3perhtingystemtticitis Riadedfrém sATRiphlkthacity sénGRBRGIhédia
drive by said processor, said operating system providing an operating environment that
10 includes a graphical user interface; and
a system recovery application which rectifies said abnormal operating

condition to return said computer system to a normal operating condition.

45.  The apparatus according to claim 44, further comprising:
an error determination application which determines if said abnormal operating
15 condition persists in said computer system; |
a sequential access device which is provided to restore files to said non-
removable media from an archive; and

a random access device is provided to reinstall said operating system to said

non-removable media from removable media. .

20 . 46. The apparatus according to claim 44, wherein said high capacity
removable media drive is bootable, and an operating system bootstrap process is executed by

executing bootstrap files located on said removable high capacity media.

47.  The apparatus according to claim 44, said computer system further
comprising:
25 : . abootable floppy drive;
a control application which transfers control of a bootstrap process from said

floppy drive to said high capacity removable media drive; and _
o - : This Sheet Has Been Replaced -
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. 30. The .appar at us according to H,mmmm 9, said corrputer system
further WOISpRISEL NQ: ’ ppy drive (REIUSIS22975

a control apptication which, transfers cdnt#olsof*a boot strap process from
said 15 fl oppy drive to sai'd hi gh capacity renovabl e nedia drive; and
a drive letter assignnment application which ghanges (140) a current drive

letter or a current vol une | abel of sai"@’Hi gh capacity renovabl e nedi a
drive to a nodified drive, letter or a _podified. v Iune | abel
necessary, Mfré‘feéwprgéﬁlm%mh%oa eﬁﬁpwqdyws%@a%

(136) Trom sahgreppRliait fatk mﬁghéébﬁag %ﬁﬁﬁ%ﬁﬂ&&ﬁ%m@ﬂh&iﬁ%&uﬁ@ letter

transfers contro oot str cess. suc execution o

boot strap fi | @ modified sdiung laliel,seindcessmyat i ng syst em and sai d gr aphi cal
user interface are perfor froms |d rem)v bl e hi capacjty medj a.
31. The apparat us accorw hergin gt oamag wrsmﬂ Yesgeent fgﬁrpmal bentabls dlogay

identifies I

capacity rem)vgl% gtrr?l\allgﬁﬂ%gﬁl dentiTi esn{r%@f?@%bg%&&aﬁ?r?c%# g@%h that
letter and Saexécﬁukm Gflboomirapnﬁei aid loadingsofl sdidorghating systetnyand said graphival aser
medi a drive, and adjusts_(308) operating systemdata, initialization files
and regi sintsriace prs pesformed fram; saig remoxabla highicapasity ﬂﬁi’éﬁ-ty renovabl e nedi a
drive by said nodified drive letter or said nodified volune | abel set
by said drive letter assignnent application. 32. The appar at us
according to claim 31, were'rrnes;?ashmh"acuemhgttberauﬁas,lmiaﬁtsmaf&ontwmbpnaﬁmﬁn
detem I nes (310) if said nodified drive letter is assigned to another drive

by sai d ilentifies m@%mﬁa drive ¥D sumber fox said high rapacity removablesmedia drive,

't or mat (oY ¢ BRHERG Ged Rt dive et B4 A Lot i BSeEBY bl b by

8y4t1h6722§r at irfovabld edia drive, and dd]ﬁ&%“@ﬂith@s&@t%‘iﬁﬁ&ﬂ@@n fildsl & RPistry

information to indicate said high capacity removable media drive by said modified drive letter

or said modified volume label set by said drive letter assignment application.

49. The apparatus according to claim 48, wherein said drive letter
15 assignment application determines if said modified drive letter is assigned to another drive by
said operating system and, if so, further adjusts said operating system data, said initialization
files and said registry information to change said another drive to a drive letter not in use by
the operating system.

50.  The apparatus according to claim 44, said removable high capacity

20 media being partitioned, said apparatus further comprising a presentation application which

presents said partitioned. removable high capacity media to said operating system as non-
partitioned media.

51.  The apparatus according to claim 50, further comprising:
an offset calculation application for calculating an offset from a

25 beginning of said removable high capacity media to a beginning ofa desired partition on said

removable high capacity media to be accessed;
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- 8 - 33. The appar at us acco | aims 27 to.32, said
removabl e Q{igdpAasaaci ty medi a ,ml,,ﬂmwmﬂbm sai d apCIIusesr29Psir t her.
conprising a presentation applicatienc sents said partitioned
renmovabl e high capacity nmedia to said operating system as

non-partitioned nedia. 5 34. The apparatus according to clai m 33,
further conprising: an of f set-38al cul ati on application for

cal cul ating (402) an offset from a begi nning of sai d renpovabl e hi gh
capacity nedia to a begi nna request m&ﬁmﬁomdpmhaﬁdﬁmhm&ﬁéshrequestmmbl e
hi gh capacity nedia to be accessed; st no ati _
appl i cat | orONTRIAE SYSIEY P %M}temmmwogmo m%ﬂs@x Wi o |

read or wijhg Yaadhﬂ% K\ sai d renovabl e high capacity
medi a by d% ng S |§iqﬁs§§?%tmgqé ?B{edquest and a request
type determ nation appli caarequemperda&mammmepplloéﬁﬁ)wmmﬁeteminesamf

by said gszeratl ng’asystem ] 35. The apparatus according to claim 34, °
wher ei n Spidioppratipg f¥sfe®nat i on 15 application determines if said
request is to. read data at a beginning of said volune, and if so,
performs a read operation and nodifies said data to reflect a format of

sai d non- ~partiti62ed Thdlapparatustacm&agctotclm&ﬁﬁdi oherei isaig regadsetype
determ nes if said request is e data to the begl nni ng, of sajd
vol ume, and deptermination application dq_ti-yms%ﬁ 1& w@mﬁt 1§ tp yead |data;at a begmning, ofgaidy¢

said partl ! nst B, Bato R @k Beith b §Eﬁrﬁgéd(1§%ﬂ>%ﬁéeag?&§nak£fs§?d d

request user SO, pertor or writ

operation usxbﬂgaaﬁaioﬁed mediaRs it pasekd It@ﬁﬂi@ Bjserata{g(kydteﬁ@ teteiiines #f saidirequestds &bt
is for a nedia size, and if so, returns (416 to said oPeratlng system

a size o0 saifedatate thpb%anmeﬁ&ﬁabwmmgn iapamodifies il request to reflegpa format o
apparat us ac?gélgk)%tl&?emﬁlg d}rﬁr fot: da?\Zn Pé‘g%lo gtreﬁhﬂesg"? d ﬁéﬁiﬁ&%ser

system conprfses I'ng operati syst
runni ng i n Qafatd, &Rk so3 peforhista réddair wiite operation vsingshid modified request and determmes
if said request is for a media size, and if so, returns to said operating system a size of said

partitioned removable high capacity media.

15 53.  The apparatus according to claim 44, wherein said operating system
comprises a multi-threaded, multi-tasking operating system running in at least a 32-bit flat

memory model.

54.  Anapparatus for creating arecovery disk for a computer system having
an operating system which'provides an operating environment including a graphical user
20 interface, saidrecovery disk including recovery software 6n aremovabie high capacity media,
comprising: | '
a processor;
a high capacity removable media drive; and
a file list generating application which generates a list of components needed :
25 to completely load said operating system and said graphlcal user interface from said
removable high capacity media,

wherein said apparatus copies said components and said recovery software to

said removable high capacity media
Sheet Has Been Replaced'
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operating environnent including a *  §raphi'tal® user interface, said

recovery disk including recovery software on a renovabl e hi gh capacify
medi a, the apparatus conprising: 30 ' processor (12); a
hi gh capacity renovabl e nedia drive (1la);”~ahd afile list

generating application_which:generates (210) a_list of conpo ts needed
to conpletely |oad sai 82oper F&P&?‘%‘?%?“@Héﬁ&@%ﬂ“&%&’ Fﬁeg‘aﬁa“{}gGrhsFWe

fromsaid  gpfRARYRRkESY 86 GEARRS! d sﬁEq{oﬁdrengxé%le medip; examines configuration,. |

-9- erein sald apparatus copl es sal d’conponents

recovery sof §Mfilezation and fegistryr flesvaid sedichgh saitb acn-remowableamedia to WterminEhe
apparatus according to claim37, wherein said file lList generating

appl i cation execu&bimoarmﬁks&qu@gdmw@Imwﬁmm&m e nedi a; exani nes
(212, 214, 216) configuration, 5 initialization and registry files; and
searches said non-renovabl e nedia to determ ne execut abl e program

files, libgaries and pryggr arfHelappargt@Pascoiivg t6slaim 54, furthé comprisifig apadiustinest
according to claim37 or 38, further conprising an adj ustngent .
appl i cati on \eppli¢ationjwhich adinsts ponfigwrations mitializatiomand rggistry filesom srid rerpevable,

fil id. high ' ia t I .a drij

or vol urte | athigh eapaSEy e dp erfict £ ERATHIS of Silsthcfet REtsFEhigh oBieclF stribiefle,
sai d oper ati Ngediy Hiv8 férh | wikich lshiddpeeatinB ystem wiBibe rafviRg tvilfenl said @6inpafer
40. The apparatus according to claim 37, 38 or 39, further conprising an

appl i cati on trestarted.det ermi ne (204) if said high capacity renovabl e nedia
drive is bootable, and if said high

10 57.  Theapparatus according to claim 54, further comprising an application
to determine if said high capacity removable media drive is bootable, and if said high capacity
removable media drive is bootable, said removable high capacity media comprises operating -
system bootstrap files.

58. The appafaxus according to claim 57, said apparatus further comprising:
15 a floppy drive, and
an drive identification application which determines a bus type and adapter of .
said high capacity removable media drive,
wherein said apparatus copies operating system bootstrap files, said operating
system components, and a device driver to access said high capacity removable driver, and
20 wherein said apparatus copes instructions to continue a bootstrap process from
said high capacity removable media drive if said high capacity removable media drive is not
bootable, said instructions to continue said bootstrap process being executed once said

bootstrap process is initiated from a bootable floppy disk inserted into said floppy drive.

59.  The apparatus according to claim 54, said apparatus further installing

25 acommand on said removable high capacity media to execute said recovery software.
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capacity renovabl e nedia drive is novabl e hi gh capacity
medi a 15 woyPehbssEsS operating syst a ;lﬂgﬂu ['; PE1/USIS/ DTS -
apparatus according to claimd40, sai t her conpri si ng:

a floppy drive (28), and an drive identification application
whi ch determ nes a bus type and adapter of said hi gh capacity renovabl e
nmedi a drive, 20 wherein sai'd appar4®uos copi es operating system

bootstrap files, said operating system conponents, and a device driver
to access sai d hi gh cﬁi}pac|Wmm&'b®mpmacwmsymﬁommmlehahsa| d

Sara i gn comabRR s atel e Hhaghlorkhe b Baf RNt sihsvtine.

~medi a dri Veedv&onmentvﬂﬁéhﬂ%@fcﬁ?hﬁsermgtﬁﬁﬁéﬂﬁ&dr%&ﬁ& Ectprisinge sai d

bootstrap process being executed once said 25 bootstrap process is
| n| ti at ed froma bootaalhrbeesstbrc)ppy di sk inserted into said floppy drive.

t t f 37 t t
further Bnatarl ing  SHghepn ﬁgmﬁt‘ﬁ%t%lﬁﬁ?enmiw& v SR b R

execut e saighg ecovery software.

an input/output system which loads said operating system and said graphical
user interface from said removable high capacity media, '
- wherein said removable high capacity media includes all necessary operating
10 system components to completely load said operating system and said graphical user interface
and provide a user with access to all computer peripherals.
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