CONCURRENT EDI TI NG OF ONLI NE DRAW NGS BACKGROUND [ 0001] Soci al networ ki ng
services provide websites that help people to communi cate with ot her people
in their woeoelo3s@swor ks. People tend to communi cate i npsoaisad11ipwmsuoor ki ng
services primarily using text. However, there are tinmes when it woul d be
nore conveni ent or enjoyable to comuni cate using drawi ngs. Unfortunately,
it is not convenient to comruni cate using drawi ngs in social networking
services. For exanpl et:oﬁ@tﬁklﬁmf @bmmwﬁommﬁm&ﬁw@isl ow people to
upl oad and send draw ngs to other peo However, these draw ngs are not
editable by the recipients of theE@KHSﬁRQEWH&ORather t hese draw ngs are
typically c i | e, sone
soci al net j\D@H ng %%?“&ﬁ%“e@% %@Ilﬁggrogfdggeg%{ eaélfl)} gi%%@ r%ﬁmﬁi%pdurl ng a
chat or i ngtithnthenpepigh tigirsesslinghyorkutPegple tﬁndlttawnnglgn@@ ineecigler si st beyond
the co ni canvas. The
canvas n’ggnt gt?}r?gg% %ﬁg%sﬁﬂnﬁaﬁgwg%&ﬁig‘g%l Ahe?«ﬁ?r@ﬁ?ﬁs &bgwﬁld%ﬁ a user of
a client demrmpnaﬂdertbyr mmblemtsemMMQntmgaiIMngmlwrﬂ‘mturdew gesndto open
webpages t hat |nctt elt ggﬁ | s open on the client
devi ce, t héo‘a’reﬁﬁn“ &C?‘Em}imﬁ ?ﬂ*%%ﬁ ﬁ“a"” 8%%588‘ B erect Vel ST Hili® o the
drawi ng by sbhesdtiehetandkingysetvives mlldvepeop&eo gplaid aalﬂpém«irm‘hgd tp otees t hat the
user and the sers 2 t he edits t he .drawi ng, The drawing is
atored on Heuls JEMSFEHEN CHURST HAECLRGHE e Do S mE e bpage. t he
ot Ber user ﬁlaﬂa@ﬂ IEONIrk WS £1Q tﬁﬁbﬁllygﬂaﬁc Ghiagwd, E\Qbh;WE(Boi b %Sﬁrlnﬁﬁ@ﬁ)@ns t he
webpage, the vas contai ns the drawi ng as edit t he ot her, users.
[0003] Thi s eé%w@%rsw SOCHH BYAVEEN & STVIGeE pliyegrsdo s%l(fage&af@&q Wfaegadebtss These

concept s arc@atfoklfntsﬂaﬁtrméiﬁa%ﬁfg's@@%nb@lt@ﬁﬁﬂdﬂavhh% Qatoapdras vops@rthet i on. This

sumary is not 25intended to identify key atures or essential features of
t he cl ai neﬁo@ﬁllﬂ]l‘é@tonﬁﬁqtstoér nor is this summary intended as an aid in
determ ning the scope of the clai megiysbieet matter. BRI EF DESCRI PTI ON OF

THE DRAW NGS [0004] Figure 1 is a block diagramillustrating an exanple
systeml5  [0002] webpage contains a canvas. The canvas contains a drawing that is editable

within the webpage by a user of a client device and by other users who use other client
devices to open webpages that include the canvas. While the webpage is open on the
client device, the drawing is dynamically updated to reflect edits made to the drawing by
the user and by the other users at approximately times that the user and the other users
20  make the edits to the drawing. The drawing is stored on a server system such that when
the user closes the webpage, the other users can continue to edit the drawing. When the
user reopens the webpage, the canvas contains the drawing as edited by the other users.
[0003] This summary is provided to introduce a selection of concepts. These
concepts are further described below in the Detailed Description. This summary is not
25  intended to identify key features or essential features of the claimed subject matter, nor is
this summary intended as an aid in determining the scope of the claimed subject matter.

BRIEF DESCRIPTION OF THE DRAWINGS

[0004] Figure 1 is a block diagram illustrating an example system.

[0005] Figure 2 is a block diagram illustrating example details of a client device.
30  [0006] Figure 3 illustrates an example browser window.

[0007] Figure 4 is a block diagram illustrating example details of a server system.

[0008] Figure 5 is a flowchart illustrating a first part of an example operation

performed by the client device.



[0005]Figure 2 is a block diagramillustrating exanple details of a client
device. 30[0006] Figure 3 illustrates an exanple browser w ndow.

[ 0007] Fi gwoeor/i33608 bl ock diagramillustrati ng exanpl e #€TAiISE&I1087830 Server
system [O0008]Figure 5 is a flowhart illustrating a first part of an
exanpl e operation perfornmed by the client device. WO

2012/ 033608PCT/ US2011/ 047810 [0009] Figure 6 is a flowhart illustrating a

second par fogeb) t herigx@mhl £10PERALINARaMRr S REMRPak BEHE bkSRic SRYiHRE-
[0010]Figure 7 is a flowhart illustrating a third part of the exanple
oper ati on peieraweds chgntdpece| i ent device. 5[0011]Figure 8 is a flowchart

| Lustratt g {1 risbugarl . Aby e HATRLE ORGY Bl AMNPELAQITREY Lhe server

system [O igure 9 is a flowhart |l ustrating a second part of an
exanpl e opeederimgd bpéhefcbemeavipy t he server system [0013]Figure 10 is an

exanpl ecscr, il t.] . e i ndow.
[ 0014] FlsgwI@ﬁT]l isﬁgﬁ&gigﬁg?‘&%&r@g% [ glaalrﬁrtgt)ri%ﬂ% (%%n %gl\tﬁes gpf/go%mhe webpage
when a canvedorigd 8y gplsayedsystama st at us update area. [0015]Figure 12 is an

exampl e SCufn ||| HaLeaLl o, L0ak RRRE NS SIHR LV BRRRRS ALY e canvas

performed by the server system.
[0013] Figure 10 is an example screen illustration that shows an example browser

10 window.
[0014] Figure 11 is an example screen illustration that shows the webpage when a
canvas is displayed in a status update area.
[0015] Figure 12 is an example screen illustration that shows the example webpage
after the canvas has been added to the webpage.

15 [0016] Figure 13 is a block diagram illustrating an example computing device.

DETAILED DESCRIPTION

[0017] Figure 1 is a block diagram illustrating an example system 100. The system
100 includes client devices 102A through 102N (collectively, “client devices 102”). The
client devices 102 are computing devices, such as personal computers and handheld

20  devices. Users 104A through 104N (collectively, “users 104”) are people who use the
client devices 102.
[0018] The system 100 also includes a server system 106. The server system 106 is a
system comprising one or more computing devices. The client devices 102 are able to
communicate with the server system 106 via a network 108. The network 108 is a

25  communications network, such as the Internet or a local area network. The network 108
can include wired and/or wireless telecommunications links.
[0019] The server system 106 hosts a social networking service. The social
networking service includes a social networking website that focuses on building and
reflecting social networks among people. The client devices 102 communicate with the

30  server system 106 via the network 108 to enable the users 104 to access the social
networking service.
[0020] As described in this document, the users 104 use the client devices 102 to
open a webpage in the social networking website. The webpage contains a canvas. The

canvas comprises an area within the webpage in which the users 104 can collaborate to
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15[ 0016] Figure 13 is a block diagramillustrating an exanpl e conputing

devi ce. DETAI LED DESCRI PTION [0017]Figure 1 is a block diagramillustrating
an exanplwoystai0800. The system 100 includes client de¢irasg01102214¢ hr ough
102N (col l ectively, "client devices 102"). The client devices 102 are
conputing devices, such as personal conput ers and handhel d 20devi ces. Users
104A through 104N (col l ectively, "users 104") are people who use the client

devi ces 10Z2ycal-QUB)iTHeTRYELGRY ¢A0naL&OvkiBe YdRStAsRBLY SaiSY Fham 3G The
server system 106 is a system conprising one or_ nore conputing devices. The

client devilisgssresRpeley 6ireeh ext areBTHHIFECE AN SQPT HFWhernyss, yierongy st em 106 via a
net wor k 10%mb&?]?neﬁ't ttﬂ@&r&wﬂ@%aﬂ ﬁcﬁd%ﬁcﬁ%ﬁ@n&atﬁc@ﬁ@ lAGHR 5}%5)1% h as the

I nternet or ocal area network e network 108 can include wired and/or
Wi rel ess t éhegsemyidaitheatrivong TherﬂasvaS[cmoa_lgq mhledes@nsvre@n t99ls thaheipOB thost s a

soci al @‘Et‘ﬁtg’érééidlﬂo% é!llelﬁ ts the HRGng! Pﬁdéx {31'%' ?Véaﬁ%lcﬁdh%'oﬂé%? n@ soci al

net wor ki ng website t ocuses on I ng an ecting social networks
anong peopltels fiitengile élntuseuié(%i wesld t@@lefcmqrtmglﬁs:éama th hnd ¢ther3nmepier system
106 vi a the nett\é\/ggotlf1 %108 to enable the users 104 to access the soci al

net wor ki ng gl’(ranre%l ce. As described in this docunment, the users 104 use

the client [@2¢] cesWhi@thiovebpen icopae bpdgelicm dbviecssoz, thd clreﬁtdwrcks ng website.

webpage | n v bes e BROSaie LA SR ERsParE 4 B R Bt T HralbRal e

dr awi ngocampprogindcey tiesdn@uimethereaisers lﬁﬂlmkaﬂle%haf@bgbtthd driveing. numged | i nes,
rectangles, circles, text, arrows SO O Furt her in sonme

embodi ment FaVtihEe HW(gﬁQf QP&H1%W8|%&@f$?f§ﬁ%91@n‘e4%% ; hejugqryp @Fements are

bi t map i NnagR&t UBGEdQart 1€ 1AM B Yto tHNGraGBI\UAThe§ R b@ing@ndde chodga@pIsGE een
tools that enabl e the 5Susers 104 to add el enents to the draw ng. For
exanpl e, t B rebRegsds ereq 1 thecligid dpreciV24nd the client device 102B and the user

104B makes a change to the drawing, the user 104A can see the change at approximately

15  the same time that the user 104B is making the change.

[0022] Subsequently, some or all of the users 104 can close the webpage. When the
users 104 close the webpage, the contents of the drawing are not lost. Rather, the state of
the drawing is preserved such that when the users 104 reopen the webpage, the users 104
can continue to edit the drawing without starting over.

20 [0023] Individual ones of the users 104 can edit the drawing without the webpage
being open on the client devices 102 of other ones of the users 104. For example, a first
one of the users 104 can be the only user who has the webpage open. In this example, the
first user can edit the drawing and then close the webpage. When the first user closes the
webpage, the contents (i.e., the elements in the drawing and the attributes of those

25  elements) of the drawing are in a first state. In this example, a second one of the users 104
opens the webpage after the first user has closed the webpage. When the second user
opens the webpage, the drawing reflects the changes made by the first user. In this
example, the second user can then make additional changes to the drawing. The first user
then reopens the webpage. When the first user reopens the webpage, the contents of the

30  drawing are in a second state. The second state results from changes to the drawing by the
second user while the webpage was closed on the client device of the first user.

[0024] Figure 2 is a block diagram illustrating example details of the client device
102A. It should be appreciated that other ones of the client devices 102 can have details

similar to those illustrated for the client device 102A in the example of Figure 2. In some
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tools that enable the user 104 to add circles, rectangles, lines, text, and
other types of elenents to the drawi ng. [0021] Wil e the webpage is open on
t he cliemwodewisa®s102, the client devices 102 dynam calPCy/uspaatog7sihe
drawing to reflect changes nade to the drawing by the users 104 at
10approxi mately the same tinme that the users 104 nake the changes to the
drawing. In this way, if the webpage is open in two or nore of the client
devi ces 10%mb5<!nﬁleht§%@foﬁswing%en@ldm&hm\éh&esm@mmﬁetﬁ@ﬁsephﬂmes to the
drawi ng as they are bei ng nmade or exanple, if the we is open in the
client deviegeally@pricalle withaesesqt inthe aen s abaclentidavises ug?eaﬂdilmaerﬁrakes a
change to thg drawi ng, the user 104A can see the change at approxi mately
15t he sanme tine that the user 104B is maki ng the change.

[ 0022] Subséi2&ht | yThosabinet dgvical 02201 amh@pmmrdevimzﬂncyaﬁome@@edimgtw@mage.

When the u e are not
oot | Rat hepor pack (PR3 bEAGERARR RFUERUEARS FOl abi L IRUAE 2 e
users 104 rdeupaewmhenhebpetgmal ¢dm@utﬁs,@rlsptmdormalmrmimmdhﬂl¢cmnpu®djat t he

drawi ng w ¢ %cl)Jotk csotmalil elrrgl a elll‘one tquoz?’lnl Qt%} \é}lgnugarcg eﬁ hesmussgt;rs 104 can
edit the drawi ng WPt G n}ﬁ[ ’b ag &P ‘openon The® Nt deVi ces 102
of ot her om@sbo@fatuhm gmercsns’kﬂbﬁ}ahﬁmheldwmplganeaevﬁaer&tanouhertgpemfhe users 104
can be the onl Ser. who has the webpage open. In this exanple, the first
user can e(‘j?‘i“p‘i/t & Y9V ng and then close the webpage. Wen the first user
cl oses 1bhe [002BpageAs flheraqrih ertcsaple of Fighe, ik el@intisvital (A otihaws ag and t he
attributes of those 25¢| epents n inaifir st at e.

this exanpPEWosk BETBeL eO pRet H 15@3?@33%9@ a@%éﬂ?cthﬁ‘ét%&bé@?@tﬁfter the
first user chamuficas ev@thtother YERRNEFE doviRe Bvdr iR IReERR0YISE ciipRRIsvith2webpage,
the draw ng reflects the chan es made by the first user. In this exanple,

t he secondalﬁgéFOV@éhaP‘f?@’ﬁerr?QKe helbrowss RAE is@qfyais apeficatien thatehites therhe fir st

user then rReENENS td fiRn WERRRAR; shENWEdPRedi Vish cHBRLNIERARRENSWEME IVRRRAgE, the
contents of the 30drawing are in a second state. The second state results

f r om cHangéembedmenie thy elishidsvisy 10He paidenide bysisergil wher herosebipageitabs cl osed
on the cli %tchgﬁ\ﬂe{;l@e P(f2At Q@eeJtésrc%PtalH%%put[:lo&%éuteﬁb'l@l‘rlgtﬁlcaoﬂs%tcﬁecpe O@E og' agram

illustrating exanple detall he client device shou
appr eci at e@wﬁmmmtdﬁénora@né@d@f Et<=|trep1@ bipenef hn@we@esclumh@wlh@\?:@m@ ai | S

sim | ar toﬂ]ﬁ*ﬁﬁﬁﬁﬁ'é}éﬁ@}]@ﬁ@@ \Jegrbr(?}%%gf?l}'hﬁggﬂléjﬁ Ve GEw MG AW ¢ ;u?éﬁ 9”p| e of

Fi gure 2. sone enbodi ment's |'owm ng escr| ption o i ent
devi ce 102&hamat wibebrowssr, tll@Apple§afeqwblb;ovaptpthed?éMI lélawliel‘ryrv@bmmseto t he
other gpes of the cljen ger a%ésg&? 102 and the users 104. [0025] The client
devi ce Xl a conp ut' ng device. In various enbodi nents, the

[0027] The browser 202 receives input from the user 104A to open a website hosted

by the server system 106. In response, the browser 202 causes the network interface 200
to send a webpage request 204 to the server system 106. The webpage request 204 is a
request by the browser 202 for data that represents the requested webpage. In various

25  embodiments, the webpage request 204 is formatted in various ways. For example, in
some embodiments, the webpage request 204 is formatted as a Hypertext Transfer
Protocol (HTTP) request. Subsequently, the browser 202 receives a webpage response
206 through the network interface 200. The webpage response 206 contains data that
represents the requested webpage.

30 [0028] When the browser 202 receives the webpage response 206, the browser 202
processes the data representing the webpage to prepare the webpage for display. When the
browser 202 processes the data representing the webpage, the browser 202 determines

whether the webpage includes a canvas. If the browser 202 determines that the webpage



5client device 102A can be various types of conputing devices. For exanple,
the client device 102A can be a personal conputer, a | aptop conputer, a
handhel d wornpLssq8a net book conputer, a smartphone, a trabluszoizowsue er, an
in-car conputer, a television set-top box, a video gane consol e, a handhel d
vi deo gane device, or another type of conputing device. 10[0026]As
illustrated in the exanple of Figure 2, the client device 102A conprises a

net wor ki ntRifieELcA08, thmwgetmrskarﬂs RlchE 26 200 80AH %efch&lt%ﬂv@@t devi ce
102A to comunicate wth other conputing devices over the network 108. The

client devimedule@Ohmanagss heeeivdes a browser 202. The browser 202 is a
sof twar e aFP(WZbF ati Qnddhal m%ﬂ%@lh%%aﬁxﬂ? th’escqirentjcgﬁlés tnrﬁ)dﬁl@%@&% ARGRIRY SepSuch as

webpages, Vi a conmuni cati ons network. I n some nmbodi ments, the client
devi ce 102quplollpd§be elivat medpha K} coxisestiate tlaatpm@selstsadglwm vitlsh thehe cl i ent

devi ce %OZ%MéaCIHtvﬁﬁo&%Hb%gwﬁ&”EE%(JEI% ﬁé@e@%i@gh% %%Sthé &&%Iwin%rh?v dfﬁEEd on one

or nore conputeér storage nedi rowsers include the
M CROSCFT @aVNTfEIRNEEﬁlIE%F?L@RER Imdmeblomammpmsetaih@rm dﬂX:MFIeIBHfGON thae b

browser, the b bro r, er, the
R M Bl ackB éﬁ:’prr%/ser\?[\g he drawvl\g% nV\@be)%aﬁlé)Wsﬁl hlerarc Ol\gfvlgggements 8an con?orm T) 0 027] The

br owser ZOﬂwﬂBQQHMEEJﬁﬂﬂﬁﬁp&ﬂhﬂhﬁﬁﬂ(HEE(ﬁﬂ@ﬂ@MLQE@pﬁh3Hﬂﬂﬁb$ﬂdQThOSted by
t he server I.n respo . the caus t et wor k
ntertace 00T goEBRG Anelie R diel SoMES ettt PeiteyLta 108 The
webpagaor egleerht tRA4epr&efts IRYuBSHg Dy Wide. DWanmehis X02L f:l@lﬁleldateaothéila{ML
represents uested web .. In varji.ous 25enbodi nents, e webpage

r equest 203eP?“@%ﬁ%ﬁ?F@ﬂ“Pﬂ‘@ggfﬂﬂgmﬁ%vgmnéﬁﬁF@WB%p ‘n¢ﬁm§§ HSodi ment s,
t he webpagevith@auesatawaddah sicfuae Hﬁést Retadgesatekly PRd1E%id THrANSHET ofREOK VT

(HTTP) request Subsequent | y e. browser 202 receives a webpage response
206 througﬁeﬁﬁemH%*%BPﬁ“@%?%?@é@%ﬂiéﬁﬂﬂ*ﬁ@ fsi515aK85r esponse 206 cont ai ns

data that NEBOESENAferldheorbRH2H3 6CtnVERRABFage 3RE Ql%%%amﬁsﬂn&dﬁf‘e dogowser 202
receives the webpage response 20 t he browser 202 processes the data

repr esdit i MFeVREINpEBaYEC é?‘b“p@r@lttﬂkﬁsdr%lﬁﬁaﬁ‘ef %mpl@i B Elppt capfissn t he
br owser 20%109{11%026§§a§15re$eh\% 191%?050%'1 {éttbﬁlgdmﬁng’\%%ﬁ?%mlﬁbdﬁe% 0%9 r 202

det er m nes whether th bpage 1 ncl udes a canvas rowser
det er mi nes clehants nrh@evlzelwp@géeletﬁ aeibtingecderaentsefrpmathe dravang pedwoern. 202 st ar ts a

cl i ent Ca”Y%Eoﬂ%P‘?o“éu@h gﬁr th%%ﬁen(f AR m;c}ﬂgé/gf&l d(;(i‘il&'t‘éé B eRSht %gé%é f he canvas.

[0029]In or to nmana e canvas, nt canvas no 08 mai nt ai ns
a client nodkkt ifges deaet betite inmtlteFurﬂmﬁn@ertm¢1'@eecad‘a@tsanctdh@t2089p¢ae®ent s a

dr aw n%OWI tt i Qn\}fg ?Vlt%?ﬂqﬂ gb\Pa!i;Q su\éﬁ‘l‘zha%)ﬁll% dfd m?r?gdrleﬁgcts fhe cﬁanges dlg éd bml[ﬁi 210

represents
input.

[0031] In addition, when the client canvas module 208 receives input from the user
104A to make changes to the drawing, the client canvas module 208 causes the network
interface 200 to send client messages 212 to the server system 106. The client messages
25 212 specify the changes to the drawing. For example, if the input was to delete an element
from the drawing, a client message indicates that the element has been deleted from the
drawing. In this way, the server system 106 is kept abreast of the status of the drawing at
the client device 102A.
[0032] In various embodiments, the client messages 212 are formatted in various
30  ways. Forexample, in embodiments where the client model 210 comprises an XML
clement hierarchy that represents the drawing, the client messages 212 specify the changes
to the drawing by specifying changes to one or more XML elements in the client model

210.



ways. For exanple, the client nodel 210 can conprise a hierarchy of XM

el ements that represents the drawing. In this exanple, the hierarchy of XM
el ement s warropasB@sm to the Drawi ngM. format specified iPOTIUSROIDPETS1ES i ce
XML (ECMA- 376) standard or another format. In this exanple, the hierarchy
of XML el enments can include an XM. 10 el enent that represents the draw ng
as a whole. Wthin this XM. el enent are other XM. el enents that represent

i ndi vi dual [@)3grent BhdikRicAntal Sodhid WD Bso EBGvdsREY @&@Agegbm&ﬁ%ew thin the
drawi ng can include |lines, rectangles, text, circles, and so on. Each of
the XML el &preertsystmdPQdEICAREer Mesesss L hipeeibedianges arede fashe dewir byhe

el ement s LARSALAT HEE chAPILAMRGIICAR BRERIN ARNIEBRRIR Wlibfectlibent canvas
modul e 208 15receives input fromthe user 104A to edit the draw ng. For
exanpl e, t lskangps S@mlﬁ@hln\ﬂweﬂv@dmbféag@@gl%almthl@wey,\ﬂee ¢ligpianyas nzpdule@0Birent s to
the draw n t’lﬂl%hsft%éfﬁ%{aﬁ%h%é dfilvifd s&gxeleé %@%6 M‘adtdl?%ndthé‘meﬂﬂ _delete
existing e ements rom t draw ng 5 on. "I'n response to Suc i nput,

t he cI|entcmanwmsmdoaﬁhbm@®®ampdah®sﬂmwgwom;@ﬂﬂ%mddem62$@10®Anemﬂent
changes in 1! erﬁwg%her re, the client canvas nodul e 208
updates 20 ?% age such that the drawing reflects the
changes i n@é034i ed ]lnwahm embpdnﬁnen{sﬂﬁeie]rvan naddits 04 arathemttclhé cibent canvas
nodul e 208 receives input fromthe use 4A t e change t he

e i g MBS iog poril PO s BEE T et o T ESPR S At 8Mace: 200 to
send clibentleRaSagashy? hat epreidi thedriveihg Stis teever idtsagdklta 4 gpdcnthenessages
25212 speci t he changes to t drawi n For exapple, if the input was to
del ete an éf‘%’ﬁ%sn ]Ter‘g?ﬁglflﬁéy éﬁea\rklh’lﬂé"ha&g‘&?q? et OrrP%@%%JéL?lﬁIBFIE%WéEe ‘%&‘t t he

el ement hasndaeenodel eted fromthe drawing. In this way, the server system
106 is kept abreast of the status of the drawing at the client device 102A

[0032] I n valBslis eREBEICTRHERS UtHeae PF EHtngBE dEgens ororeprdy.copieiteed in
various 30¢ éscaE%Ec&Xﬁ&mxﬁnplbrbn@rab@l%g@m@ (agergr i hea Ghidyepy tonedela 210

ehc%ar%’ggs S emtﬁec?

conprises an el enent hlerarc t hat resents the drawing, the client
messag é§ 2 mrt@ﬁércqlwenﬁ Wéﬂ@:mﬁgé@nw‘ ﬂ@eh}éerd r1 oy thyussph HMB) y5 thgnktRanges to
one or oﬁé & H?(I)}E §tt1'1‘tﬂltés Q)? th% ﬁl@ﬁlaf?%ént ZI]IaneVﬁ'Pere 1s a onﬂlct betw en
2012/033608P Us2011/ 047810 [003 The client canvas nod SO

recei ves sdérovchpnggerxia g thesadr 104 and the chango eadglysthe mel@%B T‘Frea@eir &n@h

214 i i I t
Canvas: modoluiGGH e SRR TR IS oYy BT ulRE iRt Cf f en
speci fied ﬂﬁ4ﬁnexéﬂtﬂ@ﬁbnemsa@@@n@@ﬂmeunxiHMsemawknwheimﬂkénvwmaﬂuas nmodul e
208 1s ?ke%hen?ﬁew th? §enh lock%—t:qu%&ssto(%he %gv%r %/rs%w ﬂ% ﬁ’fh OCE deZqE%r S stpﬁcslgfsJ[ em 106.

I n addi'tion canvas nodul e nam ca dr awi ng
di spl ayed Mﬁnkhefm@emmmﬁﬁmhMOmee&waayMﬁheO@hmmgﬁgl&ﬁeemkmedan@nghe server
messages 2 ]pgfrtlcular element in the drawing, the server system 106 locks the particular element such
that no other user can modify or delete the element while the particular element is
selected. In this way, the server system 106 prevents a first user from modifying or
25  deleting a given element in the drawing when a second user has selected the given
clement, and vice versa.
[0036] As illustrated in the example of Figure 2, the client device 102A also provides
a clipboard 216 and an application 218. In some embodiments, the client device 102A
provides the clipboard 216 and the application 218 by executing computer-cxecutable
30  instructions. The application 218 enables the user 104A to edit a document. In various
embodiments, the application 218 can be a variety of different types of applications. For
example, the application 218 can be a word processor application (such as Microsoft ®

Word), a slideshow application (such as Microsoft ® PowerPoint ®), a note taking

application (such as Microsoft ® OneNote ®), an email application (such as Microsoft ®

6



[0034] I n various enbodi nents, the server nessages 214 are formatted in
various ways. For exanple, in enbodi nents where the client nodel 210

conpr i seswarrod3zed8el ement hi erarchy that represents thecCinsaing47sihe
server messages 214 specify the changes to the drawi ng by specifying
changes to one or nore XML elenents in the client nodel 210. [0035] Because
mul tiple users can be editing the drawi ng concurrently, conflicting changes

can occur. d%l@lBolxe@?mha%ranp&ﬁtn%f%\)Eh&u%@ﬁ& KdtickRol ® VHRED), d0HhbheBYe LTy O
del ete a 15particul ar el enent | e anot her one of the users 104 e g., the

user 104B) 0 @I’Pﬂlﬁ%ﬁloﬁghatt enaptsd tleysey @4 to et adogiimeitbut es of the particul ar
el enent . t h?ﬁe%stﬁloﬂA%Qﬁ'fnlo'vfaTe cQ% \A’if%tﬁrt'o B Br LML WRE S SWVebhise user

104A and the c rdtge made t he user To avoi d such conflicts,
el ements i s aeei awowgerc?@anbtvatlym qrltodymdngs, the dbdriledA egn Rfevide e coml ess t he

users 1Q4 ff pqu{o tﬁfﬁr@%er?ﬁfm% %&e& ﬁ‘é‘ tfm?ﬁ MPEScahQdedGhect el ements

in the dravm n I ent eV| c requests to the server
syst em 106 drafhieg drxd(tkenr[eq&ekcssccsm:emtrby (& gtecosetblett)toecd keytwaeintls andfifzen t he

server system 4 uest s in atic Iar el enent
T the ar e tRaTEEel 8P BpuRE A B R RER L NPT B PR LR B e

t hat no ot IaarvamslerthismnrﬁnjtlfeylsﬂrIOdAIpetvedesttecej)}emiputtto vikibk@vech202dar t i cul ar
el enent is eI ected. In thi the server system 106 prevents a first

User from AOGHE P AgCTomSE TN M PP DEM ol ennt i n the dr awi ng when a
S ﬁ: ond 10se glod.’oa]s S ﬂn&éﬁp@ﬁklettdﬂ&fcgwi‘ﬂg Iﬂleﬁioﬁﬁﬁ@trl]t, tha lfbd)WSblcﬁn\Ceplsﬁthe O3 I6] As

i ustrated in the exa of Fjgure the client device 102A al so

provi des antﬂd&r%gé‘?gleﬁfl@ma‘ﬁi&lgnlr o sid] E%%‘i?ﬁﬂ?fé’a“? e dpvane it ment s, t he
client devijeeund?atlt Oyende thetaPflicalioPD@anihed e @ uheyaaePint a@wufgnm%w by

executing conputer-executabl e 30instructions. The a Ilcatl on 218 enabl es
the user 16Aopymeny;the applertigraht ncorporaiss fhsgEens madeli 7HAte a dp@Encahpl i cat i on

218 can be nﬁ)dtqarﬁhewcmenﬂmtée@t&ﬂ[snstwﬁasth@tfre BRhis Rl doefiSient FP6r £XAPRI €, the
application 218 can be a word processor application (such as Mcrosoft 0

word), 1& sitheqdiskangdabplo;aad thestecymaeit modd cap eqnasise hicgr f Bdllnglemynts.a not e
taking applhj &?stéx%pltstﬁgttip@éatl\én@r@ﬁfattpo&e%m&ec@ of RN &iBlchtsaR P cation

(such as Mcrosoft diagram editing application (such as
M crosoft Oliajt siodel@L0 inge tharh@tfhehy afydL glemgpitp it he doaumenthmedebnafitrdke t he user

104A 10 ed?&er%{j&%‘ﬁ& Qe dg[u%g?rltéf B8 dUEent Ot AsGADARTQY LARiInGORYalt BRUL tO the

br owser
drawing while the drawmg is in the document.

20 [0039] In some embodiments, the user 104A can provide a copy input to the
application 218. The copy input instructs the application 218 to copy a drawing in a
document that is open in the application 218. In response, the application 218 copies a
model of the drawing to the clipboard 216. For example, where the document model
comprises a hierarchy of XML elements, the application 218 copies the XML elements

25  that represent the drawing into the clipboard 216. The user 104A can then instruct the
browser 202 to paste the drawing from the clipboard 216 into a canvas in a webpage open
in the browser 202. For example, where a hierarchy of XML elements represents the
drawing, the browser 202 can provide this hierarchy of XML elements to the client canvas
module 208 as the client model for the drawing.

30  [0040] In some embodiments, the user 104A is able to copy and paste some elements
in the drawing. To do this, the user 104A selects one or more individual elements within
the drawing displayed in the webpage. The user 104A then provides a copy input to the
browser 202. In response, the browser 202 generates a new model in the clipboard 216.

The new model represents the selected elements of the drawing, but not unselected
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is open in the browser 202. In various enbodi nents, the user 104A can
provide the copy 5input to the browser 202 in various ways. For exanpl e,

t he user W04/ 208s608el ect the drawi ng and then press a kegTasediiatsion
(e.g., control-c) on a keyboard. In another exanple, the browser 202

di spl ays a pop-up nmenu when the user 104A right-clicks on the canvas. In
this exanple, the user 104A provides the copy input to the browser 202 by
sel ecting g|ceRAY of BEARRGNS MUt 0PRRaBicPBVide PREOAZR]S helapiiReASE tO
receiving the copy input, the browser 202 copies the client nodel 210 to
the clipbodtd Prepomsethedeplicatpnl e insornestes phestcs meds! tamilarymeriterdsl docunent
that is opgfaiibubiif PERI GEkiphlRhS1s WAGH: Wae HSGicuhfRoRERL G2 the drawi ng
into the docunent, the application 218 incorporates the client nodel 210

i nto a docurenng repednted Py éhaiwaimeds (Livo dhsl sclootap elemenss)d ¢ amiliraroqesynersent s

t he docyne 0 \; |1 | ment nodel
can congriggmﬁféfgféﬂygéﬁé?ﬁﬁﬂ%ﬁg?%ﬁ%ﬁ?ﬁ%&?ﬁggﬁgéggggﬁ%ﬁggn9ﬁgyapplication
218 i ncor pepplicetontHé it e deavaiyinafwekiMgeapenmrthsbiowser382.cl i ent nodel 210 into
t he hierar f el,epent s i n the docunment .no .oAter the user 104A
past st ne 106 ng' EwES TR o brmelPe PR T e CToRy T PEh o edi

t he dr aw ngo0vsial veinddvedidplayedibg thesbrowscr R@2. dieibn®er w2ldp®089 Fomprsosre

enbodi nent s

.the user A.can provide a y input to e application 218.
The copy i ApETIRSERT S AEe A REh oD pa ey PSRRI
docunend t hatigittnopen in the application 218. In response, the application
218 copi es del__of the draw to the clipboard 6. For exanple, where
t he docune#ﬁ”gﬁdelT%H%$W$§§§3@Wﬁ%8?§?Eﬂymﬁ?s&N@m@g% 4h€§ﬁwﬁﬁ@maﬁﬁ%ication
218 copi es Fidiee XMe WRIPIRIH0S cdMpAL tokEPIHESB06. haddbaw hgtekiBlocks hgs,cl i pboar d
216. The user 104A can then instruct the browser 202 to g&fte t he draw ng

fromthe clticpBOargs pelwles AcHvas ¢Xn Ve cryan3Wfeppludss 2dieving Hl& Hdepr owser 202.

For exanpl @rawhlet ® iAcidc8h st IcREnXMo. el ements represents the draw ng, the
browser 202 can provide this hierarcR% of XML elenents to the client canvas

modul e 1208 [#&3t he Ehqantasdtielo meludesbavdpagpmigls dopooaegh HEomre
ebodi Ment SeolblifehS el oidis Bk e, 18 AR ciBRh RFRE SRR (@] RERNLS 1N Lhe

drawing. To do thrs, the user sel ects one or nore individual elenents
Wi t hi n t he 18¢Aawlent aicophayeatvingcantielsvidd pllepauseTidAubarusgomanpidavipr iovi des a
copy i nput I ok e rates a new
N A g S IRy R A
of the drawrawg lilbuthemedr 1044 edlentt bd debvargonsoldfil4fhén disawemige, tihecuser 104A

can | atgr i,d te in he ication 218 .1n re e, the
ol i 001 oS R 4BRSE LR b b A ABE P hb B R TRERR o 2
docunent ophareitie fileeshayhphtag atd eivald he buttot When thayyrsdri3e2 dot aipent wilont ai ns

t he draw ng repr.es ﬂgeg b ?he ne d Ig&i.e. tgf sel.ected, el enents). A
Simi Lar pr SEeEEVERAIbERag oS Sy o Thube sl sl & Eafve iy 2
drawi ng i n3&a0,deCcusseIidAGRRES ke driivEn@pgitdoCHMAD0 Mn ZikBexafiplz, the dsc@aW0Hy i N a
webpage open in the browser 202'ﬁ#2041 Figure 3 illustr s. an exanpl e
b oeer i ARSI Th &g BEBFoR Al PoSEhdhepriy gl SMEBREYEd by ¢ he
br owsens2023f a R oRisAWEFIeavdnddevas3OBe BAMANWIERE Shebakbsdl i9 Bt LyMtathsn 302. The
navi gation controls 302 enable the user 104A to control ,

the drawing 310 where a diagonally opposite corner of the textbox is to appear. In this

example, the user 104A can the use a keyboard or other input device to enter text into the

textbox.

[0044] In various embodiments, the user 104A selects elements in the drawing 310 in

30  various ways. For example, the user 104A can select an element in the drawing 310 by
positioning the cursor 322 over the element and depressing a button. In another example,
the user 104A can select an element in the drawing 310 by repeatedly pressing a particular

keyboard button (e.g., “tab”). In this example, a different element in the drawing 310 is

selected each time the user 104A presses the particular keyboard button. In another
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10navi gation. [0042] The browser w ndow 300 al so conpri ses a webpage 304. In
the exanple of Figure 3, the webpage 304 conprises text blocks 306. In

addi ti on wo 201e#38@8t bl ocks 306, the webpage includes aPcarsasi18@B10 The
canvas 308 includes a drawing 310. The drawi ng 310 includes a set of

el ements 312. 15[ 0043] The canvas 308 al so includes drawi ng controls 314A

t hrough 314F (collectively, "drawing controls 314"). To add an elenent to
the drawi ngxa3dfe, tﬁmows?e%n;le@%oaed ﬁgﬁlas/e@e@a@cfucﬁ @&sﬁ&@wsﬁgy cpnkigol s 314. The
user 104A then uses an input device to nmake a gesture that suggests a

posi ti on asgerie.dhraer KA capecleat anplpment mipthe és@émﬁ 0 btvdowhah&ﬂs@ qlgrppat ¢ he

user 104A %ﬁlt}?e%&hts&ﬁ‘snﬂfe%ﬁ‘tpﬁg control 314A. In this exanple, the user
20104A then depresses a ton when a cursor 322 is at a point within the
dr awi ng 31(D00ftﬁbre Whde b dlemeri guind seleeted staipdhe ekeeHddscan deletguha demanihen t he
cursor 322 oul d end.

I n anot hlézag?otu &n@é?fnﬂé é%\ﬁﬂ%egfﬁé} lioggtp glr Swrl%gﬁ%%wﬁ%ggmg re[%%iﬂ sel ects

t he dravm n@ocmatnptﬁl, thsmﬂ104mcmﬂe®t@ﬂaaﬁbmem hyhleessusga kagyaAddeporesses a button
when the cursar, 32 s_at., vvlth n.the cor ner
250f a text%e?)g[elosr aCkapaCe rhgn ﬁ]l el"8ase esth?ﬁser%?)gmcangd\/\ﬁe%eth?ﬁemglﬁtr Jor 322 is
at a point smdtinglanbmecrda’naxmm@ (ﬁ;dt@hmere a di agonal ly opposite corner of the

texth . In this. e, t 04A can t keyboar d
or otner 1 67 Gee ok bbbl Aot SUE b Bl MRS Bl S Tafroue

enbodi ment stribuie of SerelchAA "H%lu@ﬁtl@4ﬁ|c€rnﬁﬁﬂl$y diffefeheatdibated GRIhSdOmém b30

vari ous way For user 104A can eI ect el ement _in the

dr awi ng Sl(ﬁerlg‘gf%cfﬁi’rgﬁlaﬁbm‘@h O%W@Bé 159 35 %qa&r?é?‘?tml%ﬂfth‘_épressi ng a
button. In e@%hﬁ@usﬁé&lﬁﬁﬂu&orBIMO@%&hé—Q%I@@J‘th&Q&S%& p&itical efBidkhek N t he
drawi ng 310 by repeatedly pressing .a particul ar board button (e.g.

"tab"). | nCEHR eéb@&f%ﬁq@4A§aﬂmﬂé¥éH?e@1@rPéﬁteqlqm% QRCRREAGORI0 i s sel ect ed

each tine Tsél@ctiéﬁ%ﬁnem%@1@%5{%§3G%d@aéétin@d'd@&reﬁ%bfﬁpard button. In another
exanpl e, the browser w ndow 3 di s on a touch-sensitive display.

I'n thi d5exdk, Iﬁéomémqupnt@;ahp @@p@gq%&ns eAretfaneciplnetrakige agbsig 310 by
touching t g gl B?en{he%b;%a%@ 3bPUAIbea0Sh K orbh e Blofe pab ORA Bl 194an €l ement

isin a selected state he user 104A can del e enent I n vari ous
enbodi ment € sombnqn\g@kmmmﬁl@mgﬁ@rmehpagq tbmoaf@tns ewsorlablnﬂﬁémém@l atbh@t ag| ement .

For exanpl gt 'i‘g‘ 1'1‘%?5 ﬁo]c%ﬁgtgr@ﬁ%r%ﬁrgﬁ@f&é%%a&L&'&?ﬁhligﬁé{l rgﬁ ﬁ%ﬁ{aﬂ&h&‘tﬁeeyboard

button (e.qg. ace I'n anot e user 104A
can del et e usdra idinétyerin aipyhes exagils, nig= veabpage-39d caee :cwhpa@d in(timotocishown) .

00407 i | S AShETBM k3 B ELRC 1T BhS orhiRe YREN B RAC AN, IRy one

or noré 10attri he *USer rent
attri but es acfebpdre nethelsrmm nbyyogend webwmita fnictid fid 2 penp waltagomsa usEﬂS pefienpl e, the
user 104A can nodify a position of the elenent by using the cursor 322 to
drag the elP&ffent to the desired position. In another exanple, the user 104A
can nodi fy [@048] ne Tigd @nvaaB0g hieo ekRasnishy copaNBng Wheotheuses edLctdlan pane

within the tl?eaé Xr%scorﬁg ?3%1 dh ?év&els%E b&gdls%)laggzlcgr?tgct(flstl. c%rh'e contact list is a list of

25  people who have been designated by the user 104A as having direct social connections
with the user 104A. The user 104A selects people from the contact list. The server
system 106 invites the selected people to view and/or edit the drawing 310. For example,
the server system 106 can send email messages or text messages to the selected people to
invite the selected people to view and/or edit the drawing 310.

30 [0049] In the example of Figure 3, the canvas 308 also includes a permissions control
318. When the user 104A selects the permissions control 318, the browser 202 displays a
permission interface. The permission interface enables the user 104A to select which

other people can view and/or edit the drawing 310. In various embodiments, the

permission interface can include various information and can be formatted in various

9



15[ 0047] I n sone enbodi nents, the webpage 304 is part of a social networking
website. For exanple, the webpage 304 can be a social networking profile
page for wbeole#ssc0804A. A social networking profil e pageCrasaomelsage t hat
contains personal information about a user. The user's social networking
profile page can act as a digital representation of the user's identity. In
anot her exanple, the webpage 304 can be a webpage in the social 20

net wor ki ng wWeb st dr 8xdnffic, #h<AeRMPsyRfemUDB ey schid aY@ttof@HbosBH@lrneﬁ%&mlg @@ma&ge
webpage 304 can be a webpage in the social networking website linked to a

group webpafthegper 3044 & the clignpdevics 183¢e The sobpawerkagponisctsoha s i ncl udes
a share conbmhre%l,@ple mgﬁa%%%eryfesfgngtg(ﬂﬁyeﬁl@Iu?egt1§41§ H&I@(ﬁfe@t &egfrol 316, the

browser 202 displays a contact contact |ist | 1st of 25people
who have beemeeleoss giththedispyl Othe lytheycxaoala, tasumxlf@%cacmtm@hecmﬁseﬂr

cont act 51 1 Stk G IEoHAR 1o SRt W IR AR AR R ST A BRI A TE
and/ or edi tdit the ddavang hi§. 3d Bnotlien ﬁxmmme@ermihéorsmtevfew xy distgreoilohcarr send
o oSO s TR ARIE 0 el B 508 BB erar
of Fi gure 3Jijew dnd/ot adivihs d308ngatiebrowset 202e8nds anﬁrmmsmsmBsagemmeber&'tS When

the user 104A s s the perm ssions. cont 318 dlsplays
L ber m ssi Of SR TF { 1B £t RET ARSI hb bEb uE isn i FurleP R B0’ o
sel ect 10hi ebit oicheswipeopl e can view and/or edit the drawing 310. In various
enbodi nent e perm ssion interface can include ious |nfor on and
can be formgd i 15 agdifipey e GRavas 30%5@“3%%% CO‘it’f‘Pégg(Lr‘g’ﬁ?n I%h%ieéw%G can
send a | i skeledts hBeosaoh@bl 3NeHMOBASIVRG 20D B3pactise ent MIUSEY fol Bd Arafsand he
client deV|ce 102A.. The soci al net wor ki ng contacts of the user 104A are

peopl e who Sh&(s 2Radpl TaRveieging sstpctsd clementy &ethe e ighaslipBeard b al

connecti ongoosiif h th uﬂewaﬁl%émagramtﬂms%aﬁfgaemhﬁe bl USRS schQf kN use
checkboxes or 5 ot types of controls to specify which ones of these

peopl e lare la@t%mielzt@aed ghoyp.éhe AT ostead} 00 CORETiEs &1 ignIT QOMPHINgnot her
exanpl e, 1t REeR]! M $2o80ehBYdGhdRC the GARed s'y§tEmF1§9 E’Aneco%?is@«&a%o\ﬂ@{yb&' drce

col | eagues of the user 104A. After the user sel'ects one"or nore people
to vi ew andpwputadidevicdse Far exainply, the h@’vetrrsmsﬁs‘erlo@cy@ comptise gandelord sssicons

message to g%?g i . i pdi.cates which
users are g%?fgﬁﬁéﬁﬁ to %%gg%éggTMJ &J @%gggggﬁﬁﬁgggﬁﬁbgg%1n addi tion
t he canvasﬁﬁﬁﬁmuhemuﬁb@dhdwupy,n@mgaﬁwwsﬁendMM@nﬂwhefumqmﬁm@¢ﬂkselects t he
copy. contr esi0, ADGLREOUSFG 08 GeRE £y LNCyELLEDt RdShs GROGer the

drawi ng 31 rep resent ecte IDVMg?amnng 310)
to the cI|p@bamﬁmzmﬁanqﬂﬂ%@#cﬁn@umemAeME dnbhmsMMQMagﬂmnﬂwbhu&hwabmng
exanpl e de

erver sfem 15106. As ntioned above, the server
oyot bm 106 106y Renbe St ST AR BTt RE et b B 0P REG PR Sotpodt rent s,
t he server csmpﬁtmlg\d&(aﬁesciﬁme@aﬁrafsuyaanvlaﬁ bxudtite cyppRercixcamiidiink thgtiogyi ces. For
exanpl e, server 106 can npri se standal one server devices,
bl ade ser vgﬁe Wﬁrégegzgg}%?m%%% %ﬁr@ ?‘b‘(ﬁr@%em P8¢ ¥y i dges, hubs,
firewabk dewilgesconRady BaliRNGahH, thScBefGBtedLM6GaSe thalgtabdsb 804, t ypes of
conputing devices. 20[0052]As illustrated in the exanple of Figure 4, the

server syst¥hoe ProviteesaUereessr vebpagptraany Qodwm bf Cle%%@%{éceﬁodm e 402.
In some emhodli TRV SpadcBquet Y64 arS Y& UEM to open webpages hosted by the server

system 106. In various embodiments, the webpage requests 406 are formatted in various

ways. For example, in some embodiments, the webpage requests 406 are formatted as
30  Hypertext Transfer Protocol (HTTP) requests. The web server 400 sends webpage

responses 408 as responses to the webpage requests 406. The webpage responses 408

contain data that represents the webpage.

[0054] Furthermore, when the web server 400 receives a webpage request from the

client device 102A and the requested webpage includes a canvas, the server canvas
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106 provides the web server 400 and the server canvas nodul e 402 when one

or nore conputing devices in the server system 106 execute

conput er -wReo1@kio8 | nstructions. The server system 106 PaTAS26i1087830 a

dat abase 404. In various enbodi ments, one or 25nultiple conputing devices

Wi thin the server system 106 store the database 404. [0053] The web server

400 recei ves webpage requests 406 fromthe client devices 102. The webpage

requests 498 dakos @M%&leﬁﬁe%@mozwgwss%n{a@&mmm Ifﬂé%ub%@ﬁl}’t{%lh |8y st em 106.
In various enbodi nents, the webpage requests 406 are formatted in various

ways. For ék%Hﬁ$@wspﬁm§6h%“éﬁﬁ%ﬁﬂ ﬁﬁ@WV?W@n%é%ﬁd§@g¢ﬁﬂh@§ﬂ@34@% are
formatted ag, 30 Hypertext Transfer Protocol (HTTP) requests. The web server
400 sends webpage responses 408 as responses to the webpage requests 406.
The webpagd0W58k ponSubscano8lye thetvesbrnerdent 40 trdsatvey disnemesnagss ¢ efrove Hisadient

[ 0054] Fyrt r . V] r st from
t he cllentggéggégzlggﬂﬂwﬁ riﬁﬁégﬁgﬁg%%%gggg”ﬁﬁﬁ ugﬁ?ﬁggggggggg t he
server canv@gto adreiwuing 1124@2 cad/ds; Hdnexamhpl@rﬂte qﬂiemlmsaget?ﬂm@n spesifipther i pti on
list 410. Th ! 410 sts of client d V|ces 102
that have opOIGIPIRRBHA08 addivinc sl ar Bufbuam heaubibati GEn. 1
the web semmntm&ebr@mr WBre@eINeelt’l’te dlnemsmgmesdéﬂlz the esrvdricenval medile B0lzvi ces

102. The cli nt ness e nges nmade er h cllent
devi ces 1030 F g R T o Glahs 0T3RS i gt 4ff oS s ages
412 canospesirdsyntt the daskdhgd. | THe sefvertdaneds @nginle 400 updites diiccvstvidgimodel €4 ®ct i on of
an el enent | raw ng, and so _on. \Wen fhe web seryer 400 receives the
client nes$ 8%tnﬁi}?ng‘{sﬁ%g’§élfa\)"é‘i‘g @Qﬁ?&%b%‘g‘ﬁ ﬁf“’é“ H@%*a%d‘é¥ Eorae"%l@?]\?et ° nodel
414 in the sglatrabares 4Q4n cdiisriss @h XIL Bosieht h{’elﬁfclgﬂtﬁit&bp}&eﬁit@'&@ drfidhg. 1B
represents the drawi ng. The server canvas npdul e 402 updates the server

nodel 414 this ?)@mp&etmet Hfdheqlignignessagss 4 Herap indigeieghat thyi useit WAAHs delgtedt i ent
nessages 41lZen ERmcAMNAIPING drdwis. Slﬁ&M@éxaﬂ?ﬂﬂhe@%e&%ﬁ'va@%{Haﬁl'e&m BfuattWVL el ement
hi erarchy that represents the drawin hi s exanpl e, one of the client
nmessages 41i® XMk clamgnthiearchi iy the qusigwielﬂjﬁﬂo reaovel XM dementyihdien el ement
fromthe drawpgnd dvdibign&ranpl e, the server canvas nodul e 402 updates 15
the XML el enent hierarchy in the server nodel 414 to renove XM el enents

t hat repred@3ol t heWdew tha sesvervamias nl[OOﬂi%?W@fﬂrtesH@swm\/@@deéémtageﬂmbm e 402

updat es t hey SeCyeno TGl A4 el Bt PaRae O LIS, HLAY Adkach e ST Ver

canvas nodu sen erver nessages to eac Vi ces
listed in ttlkaeplsmtﬁsmmsrjtstedm1hbsubsdlﬂmion‘l‘1hte41§eﬁ"he$ervmwaigg@ 4 ¢6pspeci fy
ggﬁhggggs f nthsetoqge raw1gg in Va¥id) Sod%l”%%d{h”ggrgesr messa eAl6\cqh spmg‘?sages 416

changes to the state of the drawing in various ways. For example, if the server canvas
module 402 deletes an XML element that represents a given element in the drawing, the
server messages 416 specify that the XML element has been deleted from the server
model 414. By processing the server messages 416, the client devices 102 can keep

25  abreast of changes to the drawing made by other ones of the client devices 102.

[0057] Figure 5 is flowchart illustrating an example operation 500 performed by the
client device 102A. Although this document describes the operation 500 as being
performed by the client device 102A, any of the client devices 102 can perform the
operation 500.

30  [0058] As illustrated in the example of Figure 5, the operation 500 begins when the
browser 202 determines whether input has been received from the user 104A (502). If
input has not received from the user (“NO” of 502), the operation 500 proceeds to the
circle marked “C” in Figure 7. If input has been received from the user 104A (“YES” of
502), the browser 202 determines whether the input is navigation input (504). Navigation
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changes to the state of the drawing in various ways. For exanple, if the
server canvas nodul e 402 deletes an XM. el enent that represents a given

el enent iwoOtbhe/d38@8i ng, the server nessages 416 speci fyPrChatS2eihe478hA

el ement has been deleted fromthe server nodel 414. By processing the
server nessages 416, the client devices 102 can keep 25abreast of changes
to the drawing made by other ones of the client devices 102. [0057] Figure 5

i s flowchagfyyt sl u&b%lt {hattlhﬂglc@rﬂheea&amrgom%aw%b@Q ReLHMERbolYhchie client
devi ce 102A. Al thou i s docunent describes the operation 500 as being

per f or med Whr%\é%eeii(??efr@p refelye yariong yRes afpvigptioiyap] Feifxagalgi he8roregr can
perform the, 99@@&&&%@@&%&% %éltﬁ%ubér'm&& E&éc%daﬁa@kb%ne%?o{ﬁéﬁ of Figure

5, the operation 500 begins browser 202 determ nes et her i nput
has been ré@'@@wmﬁkf%ddmt@m@nt91§@rne$’@4¢re§55@Z)I?Vlgﬁtlonlbplut?h(ﬂfagn abypatlakepved from

the useg (| Wdfeg’ﬁnoﬁ’l?e?}yﬁg qu&ﬂﬁa{t%sitrﬂ&s %Q;Bro%s%c 48 Oée(l)l 1\8%38%{ @E@g marked “C’

in Flgure I nput en receive ron1t e us of 502),
the brows ermleOQ ndﬂg@romlmmls( W}E(Sf’ k€504 Hee brapedr 2D2 sanev i gabpagnraqngtto th&04) |

NHV|gat|on |n F t Lstruct .1 he 202 to open a webpage.
' vari ous *ERSout R APEE0b aMB sl Bt BB TR AR Rt T pes of

navi gati on Subﬂeqmentlfahe lexanp I292 rebh%sblr\ta&@m'e r2@2nedront the etrve spasth @@t i on 1 nput

when the u elects a ba a for rd but t a rel gad
buttonent o SN el o B 1B Bl B Sptks s BokFhaB ok, o
5provi des am:ﬁtrhelérstth/emi‘ehpﬁgd snphithat thatvebragé i’sldl(iSbBlyéd’lte iy eesEuAZ0) 0 open a
webpage. If the in is_navigation. input ("YES' of 504), the browser 202
sends a webpshEnid é@?wﬁwmﬁh coprigiion Wdestars106 (506) . The webpage request

i's a requesdosbp Opentd JIRPRAWEI tHRURSE GURNE hitigdibe ilphowser o208 reeei ves a
webpage resFonse fromthe server system 106 (508). The mebpage r esponse
i ncl udes d&Hent £ames madiled08etermpngs WaGRHdRe MK wradvRsereaseppe $Han render s

t he webpagensbaRad Hékioh MPpurBBRASEShIheP] AXETar o tiSudd2REnvh #iné 510) .
After rendering the webpage, the operation 500 restarts. [0059] On the ot her

hand, if t Webpagguin Yasiomormbediveapisgte uems L Hpaan rowdy the pars@ugreation anpglf foent
canvas Nnodl.§, 08, 861 GRISRSv et BLLahNIE ih &Hﬁl@emt?odﬁnéh?s”iﬁ@%veﬁﬁeﬁg@tchpn I nput

(512). The canvas creation input 1ndicates that the usér 104A wants to
i ncl ude a ceetdag copiral that, mmb@@g@ promidesathe eansassargroidh mant © thatiewspser 104A

can provi dgoj hﬂt}%ﬁ%ﬁ‘% g 'c%’an&)d‘lﬂ it ( XQ%§ N 95 Oi@{%‘%helﬁgﬁw'aﬁmwdlé Ways.

&
For exanpl e, in so I ment s, webpage én inc a cont t hat,
when selecB@dﬁaph@WndesgdhmqmmmgasmumeaEMGmrmmpuﬁoﬂmsmheﬂbmonS@ﬁ 202 | f

the i ”Bg 08 2 (?14 PR Yas %%e%tacgn r%é]uelstnlgé{{’uct(s"theEs% sgst% 1)0’6 t$ %atg ng\gtcan%%nvas

nodul e ids a Client nes canvas. creafion request to
t he serverw&&sﬂhﬁwﬂﬁﬁgQ0@5¢m¢emHhhmmﬂmVﬁsﬂmmeammsnmquaegtmmmsdﬂmcts t he
server system 1 a_new ca sone

Srbod mont SRS o8 TR S iR Bl R B o fhe

user. For instance, the client canvas module 208 can send the canvas creation request to
the server system 106 when the webpage loads. After sending the create canvas request to
25  the server system 106, the operation 500 restarts.
[0060] If the input is not a canvas creation input (“NO” of 512), the client canvas
module 208 determines whether the input is a permission input (516). A permission input
is an input from the user 104A to set permissions for the canvas. The permissions for the
canvas govern which other users are authorized to view and/or edit the canvas. In various
30  embodiments, the user 104A provides the permission input in various ways. For example,
the client device 102A can display a list of users of the social networking service to the
user 104A. The user 104A can then provide the permission input by selecting users from
among the users of the social networking service. In this example, the users that are not

selected are not authorized to edit the drawing.
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canvas creation request to the server system 106 automatically w thout

i nput fromthe user. For instance, the client canvas nodul e 208 can send
t he canvasocneAB3B@R request to the server system 106 whenTiuseomwesage

| oads. After sending the create canvas request to 25the server system 106,
the operation 500 restarts. [0060]1f the input is not a canvas creation
input ("NO' of 512), the client canvas nodul e 208 determ nes whether the

input is a@®in ssirar 1hﬁ]i@%taﬂe§r;x§§10n ﬁpﬂqr‘m@%ma ARWichiaAs 3@kt from the
user 104A to set permi ssions for the canvas. The perm ssions for the canvas

gover n whi M8 ganHete thesersr asenal fOHOTiEnterestage WabomipoY PeEdistionyiaestdivas. | n
various 30%@1‘%9d’f1{%&1ﬁrss1f)&%ééﬁa%€ ifk A Rk QUL dessthgoRRy a%b e i NPUL PN

vari ous ways. For ‘exanple client device 102A can display a list of
users of t pernysidnaforles Guoyasi ﬁételswndﬂngélembentmsa;g@ﬁhqmmom@ gsfeits. 104A can

then prgui ‘i’f-‘tPE nguﬁ%i&‘;aﬁ%h{?’s‘s@{‘ﬁ{gﬁt Wos ﬁf A8 gy ‘éﬁtecr was LRLATBRPY the users

of the social networ servic Int éxanpl e, e users that are not
sel ect ed amperforots tieutontomi of ek dperagehi §00tiHestrdted wi Fugure 6\@rting at the circle

2012/ 033608P e/d 2011/ 047810 [0061]If the input is a perm ssion input
("YES" of 516)°" the client canvas nodul e 208 sends to the server system 106
a client ngewape tﬂ?igﬁre(édnpﬂbxsmrtalhpeatﬁrig&séem pae s8tgepdraidd)500The

perm ssi on ssage S L erver Ssys to .set or date

Do oo onEolETREHE iR vhtuel OFe ey IR T8 3 BB RE ™ per at i on
500 regvar tigput Blah elehent sl]ét:tionl ifpud (300 @EélﬁinSﬁlschtioﬁmqﬁlt s"abN@pubfrop 1) , t he
client canvas dul e 208 perforns the paorti.on erati

i |1 ustrated§d Br%" E@C%a“sele‘gp’f‘g Hgmeht i WE dpawing. eI?WﬁF @’ac TRas m[bgg%%gﬁ gure 6
is a f|0mh@t@fmlhés|th'ﬁttﬁeﬁfll?] G 2 K@ERANEIdRast inplt (tVES 00, tRR1i&AQanvkd| | owi ng
the circle marked "B, " e client canvas nodul e 208 determ nes whet her the

10i nput i s Maquls@Resids & gt MRSASY OPIRFSing BRCK Togest (e SRV SYEER 1 i nput i s
an i nput fr(&ﬁ‘)t@ﬁ)sé{ﬁl@ﬁtlyl%%h&rﬁc%@ﬁ%dﬁé‘z@(ﬂe@éﬂf&s‘gs@ﬂv@ﬂlﬁ‘&'ﬁa @oﬂlﬁ%&gaw ng.

If the client canvas nodul e determ nes that the input 1s an elenent

sel ectildn iadgslitresponsegongthe @F@Yﬁ)r SY@‘E% 194 (08h: Thateksesnoamesspg8indispies a cli ent
message COW%!h%I‘ tﬁQ séi‘yér Kerk GEHAES bi v%ﬁ’tﬂe'&ﬁerﬁ%éﬁ(z% maYsL 868 406 £:5R8) -

Subsequent | y, [ en canvas recelves a server nessage
conpri si ng e&lsfalgl etb@kent elég@ns’ehenrﬂ@mhtem@a@@ﬁ werluls P88 enaeiyGEhq BOdcspomke | ock

response n%gﬁg{ggblﬁ%eg%g@s fb%r tht Efr’en? EIYE mSH P eelt ﬁi@u%@s%{@ék B Y0 t he

client canva oh the existing enent nce, t he
client canmssag@mewrmms whetheu theservdneySIte@m:kO&l@ngnséiewbsﬁagUa$ modmlt he server

St eTA0S DR A SPRLAP RS A SR, 00 DRSS PRRIBR TS0 1

20208 a | o«:knvammb&hﬂe 204 slotchon ﬂnle exietinte o GiH) (“Y[EIS”tof]éDée ehe/drensgastzzem 106 has

given the Cl lelfg:t208 updates the client model 210 to indicate that the client canvas module 208 has
a lock on the existing element (608). After the client canvas module 208 updates the client
model in step 608 or after the client canvas module 208 determines that the server system

25 106 did not give the client canvas module 208 a lock on the existing element (“NO” of
606), the operation 500 continues at the circle marked “C” in Figure 7.
[0063] If the input is not an element selection input (“NO” of 600), the client canvas
module 208 determines whether the input is an element unselection input (610). An
element unselection input is an input to unselect a given element in the drawing. In

30  various embodiments, the user 104A can provide an element unselection input in various
ways. For example, the user 104A can provide an element unselection input by selecting a
portion of the canvas that does not contain an element or by selecting another element in
the drawing. If the input is an element unselection input (“YES” of 610), the client canvas

module 208 updates the client model 210 to indicate that the given element specified by
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canvas nodul e 208 a | ock on the existing element ("YES' of 606), the client
canvas nodul e 208 updates the client nodel 210 to indicate that the client
canvas nmow0l2e122B3608as a | ock on the existing el enent (6@8YX/USAILOU7SINE
client canvas nodul e 208 updates the client nodel in step 608 or after the
client canvas nodul e 208 determ nes that the server system 25106 did not
give the client canvas nodule 208 a | ock on the existing el enment ("NO' of
606) , the QREJI@dnOM SRR ttqeao@gter tett%teal(mb emRKieH th&éhehttal%wgur e 7.
[0063] If the input is not an el ement sel ection input & of 600), the
client canwmesulipltirendopgliciemersasarosipitias e rnlodecquspile the§elémr hiemdAp

unsel ect o iyPtfe (rfkRrequilt KGR hb O A SGkdR fod MRthe biftnBlin [ ARNuLO

unsel ect a given el ement draw ng. vari ous enpodi nents, the
user 104A é@ﬁhn@}oemreteedara 1@qkeqiiféhﬁ givgnsadreant. @ﬁerlthemlteni qan‘_(ﬁérrmdub 2Bys. For
exanpl es t Q&ldﬁ't\h% 11&9%8&&%@1np§[€% élqethﬁgﬁpe?%]ﬁ‘)ﬂ%% c&ﬂiﬁﬁéseaﬂh'e%ﬂclt: Hzedb&”
selectlng a portion o e ca oes not contaln an el enent or

sel ecting anbigher7. el enent in the drawing. |f the input is an eIenent
unsel ect i on.d nput YES' .of 610 the ¢ V@S> updat es the
ol ent  moddt0eRo kT RnsP Epdment Bl B wFRTAS TR ety e

el enent unsaivecibduic Q(V&Jdﬂtermmemwhétbﬂgba’1nﬁtﬁ|1:€ﬂitﬂﬂn€(rﬁiidh)monl mpta(i@u@ i ﬂn:, t he
client canvas le 208 sends, a i ent. nessage i an. unl ock
Fequest 1o EREMSER TBYLR FHE5aef & Y e TRE G AR R P R R it o5 to the
server 1eysteemeﬁt&ﬁdtubatnphh(emtsremmgtalm/caentmad\wk enod0iB 20©uﬂ)(ﬂfbg€1{e dieds a | ock
on the given ele er the cljent_canvas nodul e 208 5sen e client
message |nn§9@&1§e mc?ﬂ%tSBEWSEPGH“?@ﬁﬁ%ﬁﬁFﬁ ﬂ@@mﬁﬁgphﬂl@PWé?ggniﬂked "C
in Figure GEiert 0484 hbdihgos thiikendsse dlidht rAdsfk @OMPHisinEeldg GlehRht reqiRMt (" NO'
of 610), the client canvas nDduIe 208 determ nes whether the input is an

el ement add PF s5veraptiem (BAEP0)- Thie add elrment remait eRosicH Hﬁ@tew'eéemeﬁbut ¥o add a
new el ementpd @ichitgn Ak BuiMe 204 fenlihe bmvtnetsﬁ @i stbfeb@nRdpeaddh s6con i nput
("YES' of 616), the client canvas nodul e % updat es the client nodel 210
to i ncllide coniamupreaivthel caslsmarlqde €7 in Biguisy/- the el ement addition input (618).
The client &ﬁgras HﬂﬁHhﬁn%ﬂ%t&h&&néﬁgﬁﬁnéaﬁé ?ﬂﬁOHEQﬁ 9%m&%@ﬂ%h§h§9 an add
el enent request to the server system1 The a el enent request
speci fi es mivduls@(B détermpngs whatheethe iripot is b elnmemamﬂefs:ah@ump@ (0198 dends t he

mar ked o Srep A fEH0R iy AP PRAE AP AE RN el DERBICTT E
("NO' of 618y} alretahseemts arthe drawngs [iitbe npat 12@861@!1@@13mndrfestwmeplhéfYESi’eoﬂ nput is

an el e%nt 6 he cFea}ltt Ica?nQ/as! ngd"ul %(% tlg))d%tesﬁlﬁe ?llie%%ael %61 fy t A Il{e IS an
i nput t0 no one or nore a €s 0 'ven e enen a already
exists in tn’(we airrﬂmtemgf the giveinelemepic24). sThmclehte:rmms nioddief208 dteh eends aput (" YES"

odi Ty € e IS TGP SRR AP e RS rRa: BFE SaroAL SCEBAS (TRE cf i 0 o
canvas noddhe nddfy tlbeemtseuds iftlicikds @itchpmes aghe ithidlutes 0MbE gszeﬁ clamemdi f y
S T RECR S a7 AT G P U M
cli ent 2eanvagini®d kiR ZOR nselds (" heFigliegnt nessage in step 626, the
operation 5[(?066] If the input is not an element modification input (“NO” of 622), the client

canvas module 208 determines whether the input is an element deletion input (628). An

clement deletion input is an input to delete one or more elements in the drawing. If the

input is an element deletion input (“YES” of 628), the client canvas module 208 updates

30  the client model 210 to delete the one or more element (630). The client canvas module
208 then sends a client message comprising a delete element request to the server system
106 (632). The delete element request indicates that the one or more elements have been

deleted from the drawing. After the client canvas module 208 sends the client message in

step 632, the operation 500 continues at the circle marked “C” in Figure 7.
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25continues at the circle marked "C' in Figure 7. [0066]If the input is not
an el enment nodification input ("NO' of 622), the client canvas nodul e 208
det er m ne8OWhEA 138608t he i nput is an el enent del etion i NnpRCT(US2@)1/0478m0 el enent
deletion input is an input to delete one or nore elenents in the draw ng.

If the input is an elenent deletion input ("YES' of 628), the client canvas
nodul e 208 updates 30 the client nodel 210 to delete the one or nore

el ement ( 6%&%7] TheFlghﬂeerﬁ a BARMAR iITREER a2tQ§d bhresr teeHRsaidn 6bd, €AY Message
conprising a delete el ement request to the server system 106 (632). The

del et e el emtintrate@dgire 7 1be epsrasign SAQeontinges ghiic siclppreed( emelitglindle been
deleted 1 Qi Al AIG A FhicDENGhIr Y CIEANNER, TRHUKR radficd 8 0G%eit he
client nessage in step 632, the operation 500 continues at the circle

mar ked " C' niessaBe ik NSGWWW&Q!S@B%%PW bsterave4sY8HD PO06HE Figgure 7 s
a flowchart,.i: r f 0 ustrated
I e R T
In|t|aIIy,rmhﬁeéhB@wﬂnmangaéﬂﬁﬁdufﬁxﬁﬂﬁedemeWmvwemMMhémﬁdmﬂnmemnI|ent

devi ce 102A h s ecelved a server rver & is a
nmessage sent Seryseérn}ﬂsésragesglos?fpnses%gléslf gestsé% (9%2) AtIO% evrEs % - I f the
client canwl&sthmduheyﬁélﬁ lo@h®ariockaé s giveatleinbi@ i the e erdastict €141 02Ae has

recei ved a server nessa YES' of 70 1 | j ent canvas

et or m nes STRETEHE Fangoryarme gt dbmml Bof i Mni R e Ch8) A

| ock maesagpddmdhd:caie@tsnédwn1(Ithen®@re\/tﬁit tﬁ@/@ﬁ@rﬁlelﬁbatiaasckb@gbeﬂ a given

el ement in sery. nodel 414. |If the serv nmessage_co ises a | ock
message (,,@% I of I‘fg?)ser"?%esé?geéjﬁfs NOA RVBRIISRE éneﬁ%ggmgg{@g)’f e client
nmodel 210 tcBernt BaliveaiBddih208 defemBicy & RetRdraiiENatvet Medsoek@ehplid@4) unlo@O68] | f the
server message doges not caonprise a lock nmessage ("NO' of 702). the client

canvas noddeesagpg0 ebt%klwp%lsewg@tlwatqsﬁl@t&srs%?r yeeudge hegmiickeds an unl ock

message ( 7%%1 cBmidft Pde %%%ag@%rﬁ[ﬁfs%santdﬁ%km%aﬁ@( YIS 9y Fi6§hd 06 has
unl ocked a given elenent. If the server nessage conprises an unl ock nessage

("YES" 16f Phey canvaemadds 20fupdetantha slignaaiid 2298 ingdieeie et hpgiver plementipdel 210
to indicatguf,pal vdg 9iven el ement is unlocked (708). [0069]1f the server
message does not conprise an unl ock message ("NO' of 706), the client
canvas nodl®t9p0s8 Hélte@pmm@sﬁsm@pbﬁerrot toreprse py enIOd‘e@sﬁw (8P et Koy thm

el ement ad % rent Qﬁ@ tes that
the server glSI%/I{st'tg %%Qé‘i%gﬁgcgzé? &fgwg&ﬁew el e@@ﬁgfﬁl&sﬁ’% ﬁ%gg\r}mefr%gfeﬁt?f t he
server nes sdxgeorcmﬁqaages(ébo)aAn@lemvemdda@d intessage mds‘siagéla‘(thé/@fer @ffstemm6 t he
client ,ganvas |l e dat the 6 1 t he new

el errentzﬁ( 7%% adq?(g% %lfg 1%? 'ﬁgo @gr%{ia&m%eslshﬁg%we oesgarge COI%%HS%? anseg Ig%ﬁel enment

addi tion nmé&aQEm@wuﬁ(mﬁES7&ﬂm0)ﬂh@hmﬁmenmsnmmMasommﬁbkeﬂ@@Bmdamdﬂnlnes

whether the, R N aladTRESAIGEaMRI 12585

[0070] If the server message does not comprise an element addition message (“NO”

of 710), the client canvas module 208 determines whether the server message comprises
25  an element modification message (714). An element modification message indicates that
one or more attributes of an element in the drawing have been modified. For example, the
clement modification message can indicate that the line color, position, size, line width,
fill color, font, or other attributes of an element that already exists in the drawing have
been modified. If the server message comprises an element modification message (“YES”
30  of 714), the client canvas module 208 updates the client model 210 to modify the
attributes of the existing element as specified by the element modification message (716).
[0071] If the server message does not comprise an element modification message
(“NO” of 714), the client canvas module 208 determines whether the server message

comprises an element deletion message (718). An element deletion message indicates that
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25an el enent nodification nmessage (714). An el enent nodification nessage

i ndi cates that one or nore attributes of an elenent in the drawi ng have
been nodiwoDed12/Bassexanpl e, the el ement nodificati on negscags2aan4isn@i cat e
that the line color, position, size, line width, fill color, font, or other
attributes of an elenent that already exists in the drawi ng have been
nodified. If the server nessage conprises an el enent nodification nessage

(" YES" 300%y &ihkat Habﬁeeﬁldbr@{éa ﬁ%ﬁnm&awmiéuImh@g@véﬂm@gag@camls@é dient nodel 210
to nodify the attributes of the existing element as specified by the

el ement nodlepicetxicicgan ﬁ@@ﬁ%@é‘Y@ 164 718), O]@?Cil]elltfcamé modplg @P8 H@Bﬂéeégl@ Hes not
conpri se_at kB ofRelk cfAichABAREPATRC Heleh BleidiAlwaldiag! [ ent canvas
nodul e 208 det er m nes vvhet er the server nessage conprises an el enent

del eti on ni®¥3he (IFiR)cliegariapmedile det dat¢romnertnspgeervondicesagesas hat an

el ement sha o f - AW e g coMpri ses
an el errent §%§ﬁg@$§?ﬁi@s Jﬁ&{{é 5%@91%%;% ?%8‘)1‘,51!6[31':%621 r(?g‘é?}%’frgé%ﬁﬁﬂmgul e 208
updat es t heligit ceres modidd 2@IOnders tHellmvengtiiven Bk ehetimodged? 7280 Ioythis he el enent
del eti on ness 720) 0 th i 208 determ nes
that no ser vg’ﬁg?rgléwmé dlwgegé]tﬁe e @éd% rfﬁ?ﬁ&ﬁ tﬁe?le?gﬁlj%)egra (gf ter performng
one of step@73D4, X8, renditdng tht Arawadig f@AO thetchientahddent10chn vkt canctad e 208

renders the fromthe client no 722 I hi,s t he

ir awi g i Sy EnP B S St S So b G Cabi e ditee

[ 0073] Abt erclolseaxéewcgags tw{hen the amﬁng# mﬁgatté%gmy Ifteﬁlltthmaﬁiag&bm;rl]e bro@see! | enéI
canvas no 8 det er et her age. cl ose event as occurre
(724). wéb%é(é@ n i “éi’ro1 éAé S RIRWRH &1%55@%03%%@? WeRpARC, Hé\?’ﬁ@h’g‘és away
fromt he WRhPageA biheti& RLRWERWBPZe tVAEnkdtDe WHET in hAAAVs RE@SW ATDIr owser
wi ndow cont ai ni ng the webpage, or when the user 104A ot herw se causes the

webpage t 0 "HBONS Ayt CTBE IR & WFORAISIUNE BYHRR RSO 1 YieS s the

det er mi ni nghérﬁ'@&nv@s l%éan@m &h&&@ﬂ%\é@&& @@t§mqgsuenaﬂn{e§sxg§mn9dﬁnn¥ #), the
client canvas nodul e 208 sends to the sérver system 10 client nmessage

cont ai APng “@bmﬁél@%kgéw@tpb@é@i nde eabinge efpzealpdlcqtﬁ@nd\%w@éheeﬂew@sysﬁw cat or
i ndi cates tgs {h€ns %l}élﬁ(ge %Bﬁ%tl&{ge#&%ntoﬁ%e c‘h'&% MELPADA. '&fté?@eddﬂ%gﬁé clRREN On

the client device After ing the client nmessage to the server
syst em 106 njegsage wphgseeven pysteit IO idetep r/AG ofi erﬂtgr dataminieg thetoyargbpedesbse event has

occurred (' NG nQfocdfdh (“TEI(PI o %%eito%g?ﬁglgs(goeﬁt% [0074]Figure 8 is a

flowchart illustrating a an exanpl e operatl on 800 20
per f or med H807#he slégweﬁlsa}lﬁo\ecrham@@strmm firstgtartat edeiampldpeaxanpdl®e of Fi gure

8, the gPer gllfor%ﬁgﬁo%e%glgflerns%stelaell% t glly\?t?at cF 1n\{heerexé1"191glf:dﬁ<;§urrg g‘lﬁls whet her the

server systp as recerved a nmessage rom on cIT ent devi ces 102
(802). For opasteoncﬁoo bxghawbdn tharwel feeved |4@(l:dmarrmres ohetherghie esveB saeth Bltassunes

that the server stem 106 recei ves t he cl.ient device
I A Tl it e e R 3 f R S
client devitlgahsch@2n(ofMIureaf aa@ﬁhssutnhethsﬁhyeaw@aﬁvm10mdw1‘&sﬂ&2nw@agte5 to
receive a I}% ﬁgghefn{ ev1ceq82£f Ift t ese?velr seyr;%emdle()\élh('c:lse rslot]fgc%lvgg gﬁe'ssage from

25  any of the client devices 102 (“NO” of 802), the server canvas module 402 waits to

receive a message from one of the client devices 102 (804).
[0075] On the other hand, if the server system 106 has received a message from the
client device 102A (“YES” of 802), the server system 106 determines whether the
message comprises a webpage request (806). The webpage request comprises a request to
30  open a webpage. If the message comprises a webpage request (“YES” of 806), the web
server 400 determines whether the webpage includes a canvas (808). If the webpage
includes a canvas (“YES” of 808), the server canvas module 402 adds the client device
102A to the subscription list 410 (810). After the server canvas module 402 adds to client
device 102A to the subscription list 410 or after determining that the webpage does not
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[0075] On the other hand, if the server system 106 has received a nessage
fromthe client device 102A ("YES' of 802), the server system 106

det er m ne§OwhEA (38608t he nMessage conpri ses a webpage request/us8ab)478The
webpage request conprises a request to 30 open a webpage. |If the nessage
conprises a webpage request ("YES' of 806), the web server 400 determ nes
whet her the webpage includes a canvas (808). If the webpage includes a
canvas (" YERfudeh BR&) NI 368V fik weBUAS 400 dLHIS 2 4RBpREASpsE1che ent  devi ce
102A to the subscription |ist 410 (810). After the server canvas nodul e 402
adds to cl icheitt derdes OBAIBERA e welwagutssRaNpqrAN NS |dptgtthag 1epresentuihe er

determ nin i : 3 " NOL . .808), the
web servergf%%é%énggr%ﬁﬁgggggggﬁégg%hgggggﬂgﬁgﬁéﬁﬁgﬁﬁééé9®%ép€%§§ (812).
The webpagd&09 esphse contains data that represents the webpage. After
sendi ngcth pa I [ » operation 800
astarts.  SYEERE] IF deRRRE Badshol At B B PRy a0 RE RO o
of 806), t kenveemyéule 4ehdcasmmes whethetOR: wessegens melsenivmetsh@rthitijempessage is a
client message: L0l FOIRISES R FADY AR ERERNLAN T SANERLa{ BidhyqcA caNVaS
creation requesf |nstfhc%§ e Server “tanvas rodul'e” 452°18 €rédte a new
canvas W t lmiodula 402 hpacpe a hdw tdneasolitlemt wagsmga gl tiearipiiti sesaga ce@prikasa Cr eat i on

nmessage ("YES' of 814), the.serv vas nmodul e 4 eates a new 10 node
o ha’ dat Abes i okt YIS Rt faler el R Sue el TR elr esent o a
dr awi ngoi n n@delEwtiRansBse 40N 168 MM mewamdabeomptlisdselathQRat rdpeReddadratvirg cl i ent
device 102A to the subscription list 4 818 Next, fhe rver canvas
modul e 4021%%ﬂ?i‘écad‘é{‘t‘saqﬁ‘86 %réﬁ‘?‘iaﬁalofiﬁé%‘&%é\’/e‘&a%é@ Cﬁﬁn&f{?@cﬁf‘?%‘to revi ce 102A
(819). In vayst@neRbadi( et Sext! e scddr @alv@PMO AR HO NG n i Rt &ANNAS 1S
formatted in vari ous ways. For-exaggle in sone 15enbodi nents, the data
repr esent i B EHSARENIC R §ht feviqed D F K Hevagousambofimayis. e diant s and sent
to the cli effresdiMizGRe fQZANWRIING AN it SERNOLREY FofblatiplSANGRg the data

representing the new canvas to the client device 102A, the oEeration 800
restartld. POO7IPERs.tthedaty fepistenipg hagew qougs dermesepisisset of Xdhvlesrcebeat i on
request (" NOY s to@ﬂe‘lél‘renttc{%@icg?62’/@{@&?&}@% téEHx@di'&&t. ‘A?%r gﬁhﬁ%@ﬂ%& whet her the

client nessage conprises a 20perm sSions reques 2 perm ssi ons
request i nsepresentimngtihrencsieqaneas te g ghent dodes W2A0the pperaten 8P respeitat e per mi ssi ons

for a canv The hSS : I Sy
authorized%tﬁ'g7 iemﬁgﬁﬁ?%@1%%§¥g?ﬁg%ggﬁgﬁgge?%%ﬁﬁgx%ﬁPgﬁ?ﬂﬁggéggégconprises
a permni ssi Ghb), the sgagealvay BESule #HOBEArminch avhsdentbe cleanmeasagrodmipased @2

det er m,pes whet her th 4A .| thorized.,t t the rm,ssions for
Checarios SIS LS HORL BRI RnEHSIR hEE e SFter tIRaPROAIEIL DS, | OF
for the camvssoUpdkShemfiss@RR fqr atchivas.eTheperoasivasfonpcinve gb®&m whikdt es t he

perm ssions for the canvas as indicated b z erm ssi ons _nessage (824).
A tor updattig e AR RERTEErE fud Pt thE R al, Le o PR P e G uPRR R Ang  hat i he
user i s nobpemuishdk needgd CYEST of $09),pky Fh&stHNSs thaduld 402 deemiass Whddr of 822),
t he operati_on 8&% restarts. [J0078]1f the céi nt nes e es nqQ onprise a
per mi ssi ondITHESHGR 1y anegrizgd bogsgit pos e EGer e Ay iaure 1265
det er nmipes auhgtiRalo {ch e pbindiontBESIRIQNCANPY ESES 8aM), thaédatdafihs IGRIE
(826). An invitation nmessage instructs the server canvas nodul e 402 to

402 updates the permissions for the canvas as indicated by the permissions message (824).

After updating the permissions for the canvas or after determining that the user is not

authorized to set the permissions for the canvas (“NO” of 822), the operation 800 restarts.

[0078] If the client message does not comprise a permissions message (“NO” of 820),

30  the server canvas module 402 determines whether the client message comprises an
invitation message (826). An invitation message instructs the server canvas module 402 to

send invitations to specified users. The invitations invite the specified users to view

and/or edit a drawing. If the client message does not comprise an invitation message
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send invitations to specified users. The invitations invite the specified
users to view and/or edit a drawing. If the client nessage does not

conpri se WO 201vi3B@BI on nessage (" YES' of 826), the servecTaspmas4tsoeul e 402
sends invitations to the specified users (828). After sending the
invitations, the operation 800 restarts. [0079]If the client nmessage does
not conprise an invitation nessage ("NO' of 826), the server canvas nodul e
402 deter m(( Res’ mgmeﬁlegmer%@mnoa% 289 E&nGOMPHdRRS10ah \PPARGEuseR| OSe

i ndi cator (830). If the client nessage congrl ses a webpage cl ose indicator
("YES' of &30)., Aftprescading@p invipions, thmmvraéwa 00 yegtptiyes the client device 102A
fromthe Slf(hﬁ*}f' PR diikst e%éla%e (832t c&nibn%@ér?m%mn%@sv\gé 1“ 7 0@%2'6 Ce 102A
does not receive server nessages regarding the canvas t he me page
cont ai ni ng thelrervengpneas mcsiuledtowpfemmww@ther trsliénigictdage edningises ad\éehpege 102A
fromthe s j she ot her
hand, i tEfé%%{n?%%\ﬂtop@e@éZg%léé%éléh%%ta ‘(g)e(?oﬁg)rllkéééendl Vg &e%eoclia&g ﬁ%@é(%}t I cat or
("NO' of 830?30)1thesezs‘e%rrvwammndztd@40?0dmbms4l&zllpmrdemcm02cﬁhﬁorpohet| on of the
operation 8 gu [ I that illustrates a
sboond par c g tise TEE0P Pran PaBg Y Uit ih rR LEETet s bt conpri <o a
webpage cl m&:esag@demdlmg the'thEhs hil8BO webiiadae cardivies thb&emv&monmm e 402

det erm nes ether.the client. age co ises a.l re 00). A
ok T bauo e iR e i Bl TPE AR S8 R B 205 oGRSt &0mant v
t he serger ravagiel Od ik othdr hidieifahd Riaht rﬁasesgageesemnwm;&‘ssaaveblwgkclroeaquest (" YES"
of 900), the serv s .nmodul e 402 deternm nes whet her . the server nodel
414 i ndi cat“?éjécafqliét %.rg%& gleziFrVEra“(W"aé n'lloéilf‘e? 4@% P?fﬁ%méﬁ@r?@monfg@a fied by the
| ock requesherhi@R00 id Fighikere is already a | ock on the 20specified el enent,
anot her user has already sel ected the el enent and has not unsel ected the

el ement . HAHSAl |fF1€Wér9éS‘i"‘§0‘éi‘Fhfa€é]éﬂ} lpsraesia ssrendipart opbe iopsralipngiO8mbint (" YES"

of 902), the SiekiMess @ay@%om%rﬁe él%bp?agél@%sean&@&& (FRDEGE ), thesprRAse to
the client device 10Z2A rej ection response indicates that

t he serlVer caygt madulpdd eéprmmes theftthﬁédleéfcfléesﬁ%etch@%ﬂeﬁ afck gt ©0002A. On
the other D\ai'agq rehﬁes{ 1Iﬂ§[ﬁfcts tRe %P\;er @a{nrvgsalqé{du@e A(ﬁqg lcﬁ‘f(' ah Ql%m%ﬂq{f 'tHce s@t@e@Sel enent

(NO" of 902), the server canvas nodul e updates the server nodel 414 to
i ndi cate thna@tde}t‘ﬂé &l thegliengmaessegs cmmemsehaéoca requet (ORES s 98Qlethie fireet el ement

Ciient dovicage FafEMmR it Bt AQRRCPANER ERHEGETRACGRE R ARalyne OfPer
messages i ra,dd)ql{d)a theodémene sp@agieé by ﬂfhéOdkoctlueﬂé%(b?agHShammab%de atlpktontthe ser ver
o151 A0 SRR Resg L PUEEAA 3,8 SIS e IR BELNSL: AQ5AERGTRCL O
| ock grant ekinreets pH:emsce 1ﬁthm‘e tsaaﬂre&iytahad:k dnhtBe s:ecnﬁeal clsysitéflY ADfga¥etha | ock on
the specif Isgrger%laref‘vrgg rr};[odlglg 411)51 s?enﬁs Foclg rejecylon responséb’to the client device 102A (904).
The lock rejection response indicates that the server system 106 did not give the lock to
the client device 102A. On the other hand, if there is not already a lock on the specified
25  element (“NO” of 902), the server canvas module 402 updates the server model 414 to
indicate that the client device 102A has a lock on the specified element (906). The server
canvas module 402 then sends server messages to the other client devices listed in the
subscription list 410 (908). The server messages include lock messages. The lock
messages indicate that the server system 106 has locked the specified element. The server
30  canvas module 402 then sends a lock granted response to the client device 102A (909).
The lock granted response indicates that the server system 106 gave a lock on the specified
clement to the client device 102A.
[0081] If the client message does not comprise a lock request (“NO” of 900), the

server canvas module 402 determines whether the client message comprises an unlock
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[0081] If the client nessage does not conprise a | ock request ("NO' of 900),
the server canvas nodul e 402 determ nes whether the client nessage
conpri seswaroi3a®k request (910). The unl ock request i mdirast@s/ostsae t he
client device 102A no | onger needs a |lock on a specified elenent. If the
client message conprises an unlock request ("YES' of 910), the server
canvas nodul e 402 determ nes whether the client device 102A has a | ock on
the speci f i@ RTR MBIk requbst iifcatel iRNihe @Rt 8&ik0A B Torkel REKs HN the
specified 5el ement (" YES' of(512)h t he server canvas nodul e 402 updates the
server nodéickana spesifiedipipyent. Héthe sHgnt siesBecaprtsps nadlosk sesent (G )of The
server can : i ent
V§), ﬁ'iB%'é%’vﬁr ecélg?agmﬁiﬁe %Gi‘@éierﬁﬁﬂe\é %18141%@?%?%& §Ride H?z&‘hl.{hei 106

devices listed int ubscription |1 st . Each of the server

nessages i welthedeecifanl demae1dedstgeliemHevigmllgdihanelshgedicispdificdt e that the
Server §yste{%ﬂ%tﬁ(?ﬁﬁ%fof‘ﬂlb?%ﬁg&elh&n%%gddﬁlk%z%h&!?&%e sefel ﬁlrodém‘f'%d ng the

server node aftér determnin at the client device 2A does
not have arénook tionotkhen hpeaerificédembei®hl). [hdNGtveofamdPhodudw)2charsatdson 800

restarts. [0082]1f the client,. sage .does not .conpri k, message
(NOof o100 ihere DBt B e TR ARG RS B M e SRR B R ) e el et
nmessage corpthesascrancssags iatledmnn unpoimsisagdd Ity unldok addagk énddate thadheest

speci fies an_el enen ad o, the seryer 15canvas dule 402. If the
cFrent  mosadyt Conp P B ek ShEmeREh St c AR RRENT SiEmotbne "cer ver
canvas 100dull € o443 r tpeaticsg thheths eicviedevited 02 A 434 nophaadd 1ddrensipepedified el ement
to the servgr nngﬁl”4é4gé9é83. The aerver canvas nodul e 402 then sends
server mes$SPER YO REY BY-HRT OrReratigR 0GBV R%es |isted in the subscription Iist
410 (920) . [6gmeh Of Ifthelis@VelaglBSS AEHNGRRPI SfSckaesflgl BT @YD, ien
nmessage. The el enment addition nessages 20indi cate that the specified

el enent haseBESAMR edule 40% fterarngnivigtherthe clispematresfoB0s T RBA est ar t s.

[0083] It BRnfehd BillesTOEH 206 2d@ERmMBR e RRIRpHRs 3R cRAENE) SR khd GAREST (" NO'
of 916), the server canvas nodul e 402 determ nes whether the client nessage

conpri dés gamysumpyuleftirdhthe cheestsagooomprisey atpdil Flpmentapdigst (Megiedt _
| ndi cates. oRaNGESerd & i BloalBUG2 ARALE IRl ESm@lel A1) S8R pdflidihe dr aw ng.

If the client nmessage conprises a no y element request ("YES' of 922),
t he server clsanyids thepdiykemaded 4 Hetdd niThe servigrerinas modele 407 tar saddvicteer 102A has

a |l ock on Lif | : 4) . -G I as a |l ock
on the spe%?%?ggﬁgpgﬁ§%¥gTﬁgég&méﬁag%%f%J?%ggggébgghggﬁéggq%%@u 29402
updat es t heersgrmasaganahaipriddsdhntetenmrentiddition messige. r Theutlaseno idditie sepeages | ed

el ement,,as . i ndi c the 3 dify e I S 26).. server
canvas oail GBh T Ralolbudia i d SLETRI, LEINES ik Seen 20T BT Cos
listed in tdertsubscription |ist 410 (928). Each of the server nessages

i ncl udes a me nodi fication nessage.. The gl nenﬁ nnd'é' at i messages
 nai cat e (AP bne 1NTBFE TR Er BT AR G R S B WAVG Heb Rbal P ca.
Af t er senditiGetvbecadeds\arduRe®s dgetnine elicter he8lia nafdags cobgirkesd modigy t hat t he
client devigce 102A do nqt haye a | ock on. the ngcified el enrent ("NO' of
924), the § g}eattrpca}ﬁstégfgz)r gsm%ﬁg?lement request indicates changes to one or more
25  attributes of an element in the drawing. If the client message comprises a modify element
request (“YES” of 922), the server canvas module 402 determines whether the client
device 102A has a lock on the specified element (924). If the client device 102A has a
lock on the specified element (“YES” of 924), the server canvas module 402 updates the
server model 414 to modify the attributes of the specified element as indicated by the
30  modify element request (926). The server canvas module 402 then sends server messages
to the other client devices listed in the subscription list 410 (928). Each of the server
messages includes an element modification message. The element modification messages

indicate that one or more attributes of the element have been modified. After sending the
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[0084] If the client nessage does not conprise a nodify el enment request
("NO'" of 922), the server canvas nodul e 402 determ nes whether the client
nmessage cwopnizsscd Sdel ete el enent request (930). A delperasSedianersto r equest
i ndi cates that one or nore el enents have been deleted fromthe drawing. |f
the client nessage conprises a delete el enent request ("YES' of 930), the
server canvas nodul e 402 determ nes whether the client device 102A has a

| ock on th%e@a%ésgdgeym%{esrw%r a(f%%aatemhﬁmg 8t @b bRt d&%‘c\én@@Ah@)&&ohﬁa%ea | ock
on the specified elenent 32), the server canvas nodul e 402

updat es 10@%@@@%%96%6@@%@4(%) déf|9éﬂ)eﬂleweer§wbﬁopur@séﬁr@4 ement (934). The
server canyfifa[odulr it iahss 80450 Sk, yﬁl%é@?aéms& rdast PINISY ofC! 1 ent

devices listed in the subscription Iist Each of the server
messages i HéDuthe scragr cenvasmotiuld 402 déteyminee g@a@er therd@nbmeﬂsmcow@rlsets iaon

messages | i {é%ie‘ﬁlehﬂ%é ﬂgﬁp%&e:létc?gerget g&%&stﬂﬁﬁca 'o‘?gﬁ%? After

sendi ng the server ter ning t at t ent device
102A does ﬁbnthMEdemméﬂmahﬁmﬁmneh@wmg|Hﬁmﬁﬂ@h@mﬁﬂgeémmﬁmemad@@@), t he

operat i on 800, 1 estatt sy pL00RBhFLOU S 10,15 a0 RYBTRLE SELEAN,LL kust rati on

ent reque
t hat shows "an %pf rowser € browser wn 60 is a
w ndow di sphayédvntbymlzhélaba ek en th2Ggccifldie]dacan@8e). if melommmecmmr I ses

navi gation, controls.1002. navi o) trols 1002 e le th user 104A
o cont ol M iopat A oerinsd SRR s B LB Do n PSS sErR BB 45 nebpage
1004. 1o t hie sexanpbdéel 0f4 foi dgleteahd fecifibe clvmbpagrt). 1 0dkeier eans@xchadulgwsowor ki ng
profile pa a user naned "Jo 1004 .cont ai ns

e for mth."
personal ﬁtreBr*ﬁﬁ‘FF’Hﬁere{%%i?tge%tﬁéh%‘gg‘?r,CE%‘ﬁéﬁVl Tlatef);ncf{?%@sgfpn%gst&gé t he
user's faveyich EEJHDI the saier hdiSagdSREuGeshaRhRWdclclidg nlé@sﬁ@@gﬂlejeﬂﬁ)&enm SO
contains comments about the user from other users. 25[0086]1n addition, the

webpage 1002/°HocPEiess Bdicpigihpg theshesified glcment kg Geendeleteds Al sqpdwathe ar ea

1006 i ncl ud@Serands@xbs @a8@r dddQBinild BatiBELlichARVREIGIA 1S ol IRLOa IR ohext area
1008. Text entered into the text area 1008 is posted on the webpage 1004.

| n addilfi ofhe spesiicdeatgnagne N 98 hethe ereratinai0 1068t can be copi ed to pages of
peopl e who @jg§) SOCIH% kYo Qsoa[ﬁrb?(%fﬂg sierd NG t4BET tha%ﬂ%@%%{%x%ﬁ%e@é&@f e, the

st at us update area I006 includes a picture contro en the user
sel ects t heviplogt 1H08. Ebmbrowher FaudW 1096 inmsweindewdispleyaidty thnbrowegy@0%.i Tlee t o

attach to “onl 6516\;61:;[1d&9t16‘60ec%n{pﬁs *?ﬁvﬁé&i%ﬂl @ﬁﬁt?%@%\rmen : dbh LHolstiafy St at us

updat e area ncl udes a ontro e user selects the
vi deo cont reodblel®d Bser § OvA wentrgdebegitmna The bewsériviedavol @0takolsompritche t ext

ent er edgi n (e, L350, ALGA A0, 0. 2G2 033008PCIAISPOLE) 047840, 0088] The

status updat so I nc 2 draw g con n the user
selects t h@rcffﬂeamga@orcaomrmafnedﬁtbhn SmnhanT/lasVa)pmahOM contditepestoadlus updat e

orea 1000 b Qi Bk oS0 ORRRL S R RSTIybAL E- hat PsB
1006. The ws®Ts hombto@di Thé ebppand0aglsortohtBi®s comments about the user from other
users.
25  [0086] In addition, the webpage 1004 includes a status update area 1006. The status
update area 1006 includes a text area 1008. The user can enter text into the text area 1008.
Text entered into the text area 1008 is posted on the webpage 1004. In addition, text
entered into the text area 1008 can be copied to pages of people who are socially
connected to the user.
30  [0087] Furthermore, the status update area 1006 includes a picture control 1010.
When the user selects the picture control 1010, the user can select an image file to attach
to the text entered in the text area 1008. In addition, the status update area 1006 includes a
video control 1012. When the user selects the video control 1012, the user selects a video

file to attach to the text entered in the text area 1008.
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5canvas 1016 while the canvas 1016 is in the status update area 1006. The
user then selects a submt control 1018 to add the canvas 1016 to the
webpage MWO0201§B0®@8] Fi gure 12 is an exanpl e screen il | ugCraSean/odtsat shows
t he webpage 1004 after t he canvas 1016 has been added to webpage 914.
The user "John Smth" can edit the drawing in the canvas 1016. In addition,
ot her users who open the webpage 1004 can edit 10the drawing in the canvas

1016. [009Ghgsepur eTHtdrSs %dBE%K lﬁb@@sfoqﬁélhdésld%lFMﬁg QfrdIM 08 % AR tHeOMpUt i ng
device 130 In some enbodi nents, the client devices 102 and/or the server

system 106uéﬂféelpqﬁﬁﬂh@ﬁr@ﬁ@woagelrl@%r@éa@ras ARITCATs db e §EIUA P e areetI00i ke t he
conputing ¢exieR it30%anle d?%pe%' bifhs iR IR W&&%%@% ¢ 1004 QtBRE ﬁ@psod' ment s,

the client devices 102 and/or the server 15system 106 are iInp enented usi ng
conput i ng deld isdsplazesd ln@lewaqtmd@e egapive thhs U gty edtltﬁhmdra‘ﬁmgen fhel ust r at ed

in the Xa'}BlVQS 16@1191‘& c]a?fv s 996911'“ file gt!a{ug ﬁéﬁea:fg ar@f%@.i RO Ry thﬁl? gg?é&s' ng

devi ces arée | npl enent e erent ways. I nstance, i n the exanple of
Fi gure 13, amW@nmomputHH@t@e&hb@cﬂﬁaﬂKH@nnmew@awgeMﬁﬁnry 1302, a processing

systen1130 secgndary.st or age devi c 0 i rd.ace card
1208 vi dB) e PRI KA G AR e 1,V ERE SepBiae Do rent
interface ﬂﬁ:loanvaandléahasd)mmuddﬁbtblmhpmﬂwﬂﬂeaﬁer “thn $rhidercae adiodie nent s,

conputi ng devi.ces u5| nore or fe ard onents.
For 1 nst andevif 4 AEak OES TR SRR R wshltbvireadib fetaiie ot

i ncl udaoa wmdﬁﬁwmgheméaﬁ@asﬂndlsplay un|t an external storage devi ce, or
an i nput devjce. 009 m co r eadabl e nedi.a s us herein
may includiMbﬁhpufé’uﬁﬁgﬁﬁg@ %ﬁ%ﬁ%@n ﬂW§Fn§¥%W§%@“W%@P% lgﬁ%Iude

vol ati | e amgsopuntiodinidn®, the eREY adli@s 0T adips KB ABRMMBdiat | rrpl emented in
any nethod or technology for storage of information, such as _conputer

readabl e i HEPIFREMPOINS e OEMOTGORPHIREdevISFOiehs srpnvting devige 1800ell data. The

menory 1302hduleblgBRcRRA (1R il A& HBOMHERE, (BE QRO VIFRI @ MmapRibk Ser0d:
30storing data and/or instructions. As used in this docunent, a conputer

st or age S medysiem 106 ac geRprentghusmecPRpHingfderigenPaBg (IrdwersgomepNEtheat a
and/ or SOfMﬂﬁ@ﬁméﬁ§é&£&fMQﬁﬁmﬁﬁﬁQ%?b%uQM3a conmputing device. In different

enbodi ments, the nmenory 1302 is inplénmented in different ways. For
i nstance, I#99%hr | oinsilféﬁrmﬁdmheﬁmsnts,tqt?@pn@rmeylcqmglmmemmdeﬁérffee@t usi ng

var i ous ty%z s. Hor GRIAUE ‘f‘nrthéFl nf te&"ﬁ%ﬁé‘ds BRI Gt Jfé%e%o&é% L&l St or age

nmedi a i ncl but are not nam c raridom access nory (DRAM ,
doubl e dat alemnel?é);naslbmmwugsmena}rﬁoé aaqmdmyam:@slewewbiﬂﬁ { BOROIBDRAM)

reduce%l at %r? P'?é\%oé]é)@? e§DE[\>@ emﬁs ?%Mml rfE U e';?fb‘%{'}al oorrllﬂo%e tate

menory flas menory, read-on ectricall'y-erasa

progr ammb lirgerROM]I 3 Hlnalncbet dfwrmurqumn mbd15nie1\3|1 celm oatredbmbochmemg Icempmfng

manuf act ur %e&ipeas'taresign%ieef‘neg%% %'sing more or fewer hardware components. For instance, in
another example embodiment, a computing device does not include a video interface, a
display unit, an external storage device, or an input device.

25 [0092] The term computer readable media as used herein may include computer
storage media. Computer storage media may include volatile and nonvolatile, removable
and non-removable media implemented in any method or technology for storage of
information, such as computer readable instructions, data structures, program modules, or
other data. The memory 1302 includes one or more computer storage media capable of

30  storing data and/or instructions. As used in this document, a computer storage medium is
a device or article of manufacture that stores data and/or software instructions readable by
a computing device. In different embodiments, the memory 1302 is implemented in

different ways. For instance, in various embodiments, the memory 1302 is implemented

using various types of computer storage media. Example types of computer storage media
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[ 0093] The term conput er readabl e nedia as used herein may al so include
communi cati on nedi a. Communi cation nedia may be enbodi ed by conputer

r eadabl e wobrusséodns, data structures, program nodul espCorusetihon7sd@ata in a
nodul ated data signal, such as a carrier wave or other transport mechani sm
and includes any information 10delivery nedia. The term "nodul ated data
signal * may describe a signal that has one or nore characteristics set or
changed i niguER, thi MRABELMAR b UyRRARISdoR RETR IR0 (MRAME), 8bi@kata B Way of
exanpl e, and not limitation, comunication nedia may include wred nedia
such as a WichBnpetdypRicandamasesss wemer (DERMSRRANH, redysed lianey BRAMredi a such
as acoust | HpIAGhRALL SBIENERAGE Ramb A i 306 ALRGY, MK BLESS, REI 2.

15[ 0094] The processi ng system 1304 i ncludes one or nore physical 1ntegrated
circuits tleak mehasy (RYM).\elaskisellit-eraspbletpiearemingide ROM. ianhethen tipasaf i ous

embodi ment %ev1££%n@59ﬁﬁaé§&qnai¥ %t@%@tﬂnﬁ(g%r gatd 0l emented in various ways. For
exanpl e, the processing system can e I mpl emented as one or nore
processi ng [698ks. Thetbmnebrmumpdaé@bldz tmedlpamﬁeébernlg lwsaﬂsenmcl@tM can corrpri se
one or ror eorlnngn%lcat d1a o AE&T rsng&a na %e sl &P eedr b om rrBler tea(?a%le
processi ng Sys en1f§6%3can conprise one Y éi nlcroprocessors.
In yet anohﬂs&net&mardpﬂaetreamesjlpmmn mbhhdespbmbaslauagn $mﬂﬂaﬂed3£iélsigm1 conpri se
an ASI C that  provi des s\pem {hl c, func |or111al ity. L};qet ano hert exanpl e, the
processi ng %%Psafér‘%?rfﬁb‘ﬁa (OGRS ST 8“’?181136‘9#‘691. Y 'BY™I8INg an ASI C and
by exeaoti aglivesf v eThesint taddulingl datasigaDtoRgrdeexidopkignaltthe hir@e@ssi ng
system 1304 is an ARMF processor.. In different 25egb i ments, the

processi ng né%‘?%‘fhéfﬁchéﬂFsé?QE B288°451B YRR BANREAS R RGOSR LT ARati Y 1 dhice

i nstructi oRigsAl By wWalof ExeMN, @nd A BIEOGE SSthMGnisHRh &BdhIAA 1@@1@@%@@ sof tware
instructions in instruction sets such. as the x86 instruction set, the PONER

i nst ruct i omedigsuchasmyveeed;nglyark ex ditsat-wised conpectiom ARt Wiraleryhedia Bk avt . t he

| A- 64 i NSt LUGLEQRdREhequbits (PR RSt FHEHh@RBRLs masl/ or ot her instruction
sets. 30[0095] The secondar stor age devi ce 1306 includes one or nore

comput é° si¥Pabe njéltﬁmoceﬂ% yeleBridas pckidesrang er mets bhsiq gregsttet @xuiat a and
sof tware i pst Eéilé‘chbéw éxé‘éﬁ{g s £ s HuRORESH 'vQﬂuﬁls %b%&lﬁleﬁ)tﬁ QREFSERGnSYSt em

1304. In other word processi ng system 1304 perforns an |10 operation
to retrieveysu 2304risnenlensentadin veriqua sty dior w@mdmmmswmﬂﬁ%t or age

device 130G, l&eﬁ y’ern{e%ﬁ 2SRl 3{6‘?@ I%CGSEIH C(?rgs; gﬁ§ é(X&gl:p%r g ro‘é@s\éin e 1306 is

i npl enent e ri ous types mput e a’ st rage di a. For
i nst ance, meewmmpmmsomge ey ilge %ﬁﬁmmyprb@ssonmllemh@dxebyplene or

gFLeRaNEBS?g% rgce§ Iis%sy”? gb#réarrrlocr%%% geie\rloln\éég mog%e%g%{lre %:wsrg rrb erssoas %9\/'6 di scs,
ges, and/ or
ot her t ypesncolheremmple embcv@mei&hhepl‘bdmiag stsenatp®4 pedeanprise an ASIC that
provides specific functionality. In yet another example, the processing system 1304
provides specific functionality by using an ASIC and by executing software instructions.
In another example, the processing system 1304 is an ARM7 processor. In different
25  embodiments, the processing system 1304 executes software instructions in different
instruction sets. For example, the processing system 1304 executes software instructions
in instruction sets such as the x86 instruction set, the POWER instruction set, a RISC
instruction set, the SPARC instruction set, the IA-64 instruction set, the MIPS instruction
set, and/or other instruction sets.
30  [0095] The secondary storage device 1306 includes one or more computer storage
media. The secondary storage device 1306 stores data and software instructions not
directly accessible by the processing system 1304. In other words, the processing system
1304 performs an I/O operation to retrieve data and/or software instructions from the

secondary storage device 1306. In various embodiments, the secondary storage device
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[ 0096] The network interface card 1308 enabl es the conmputing device 1300 to
send data to and receive data froma communi cati on network. In different
enbodi nerwe,20t133608t wor k i nterface card 1308 is inpl enemCedSeonidufsier ent
ways. For exanple, in various enbodi nents, the network interface card 1308
is inplenmented as an Ethernet interface, a 10token-ring network interface,
a fiber optic network interface, a wirel ess network interface (e.g., WFi,
W Max, et c.1306 RimABALNAT byl VeRBu Oy p R WOhKutb b RIab R Gt sloPRR fledhie Fyf deo
interface 1310 enabl es the conputing device 1300 to output video

i nfor mat i oARsta8ce: Hie seeoadiraytorse devig P06 mey §F fmrlpeericdNbIWionBRES, the video

i nterface akedeidRERBRUEH drfted U ROBNE YD FON dilsiARGGy dlils,one
exanpl e enbodi nent, the video 15interface 1310 iIs |ntegrated into a

not her boar dolot stathmemorypleyicerg Bdapilb garti3B0s, apdyongtbarenes ekepmpluter-eqeddde nent |
the video i 10 is a video expansion card. In various enbodi nents,
t he disglagaﬁgﬁgﬁgg%gﬁban be a cat hode-ray tube display, an LCD display
panel , a pll#¥oh scTleertwirk pitajacpeare |l 30sentldecthe senmiting devich ISP &ysepdnel , an
LED screen,, a.projector r anot her .type of displ unit. ln various

erbod nent o8 YRGS bietior ARG BY ot B P b rod e G 2y uni ¢
1312 i n vamctowsk ineyface daat 130K anjplpemented ivdiffeent wiysr Faceahltlincgariowsonmmuni cat e

wi th the displ uni.f 1312 vi.a.a Uni al. Serial, Bus (USB).copnector, a
Von connectBPORety s Ak bilite R FUER by et b et iSRRG e
connectior , téketdirigh nBebikintetface, Mibériopachawbmtigeffaces ¢HBbs hetwiklemtaafaes a

Di spl ayPort copn cgpr, or anot her téfe of connecgtion. 25[0098] The external
conponent (& ePfidcd Na%£nFAnaler HRe ATk HEFTHEYi ce 1300 to communicate
Wi th exter nglo7pevi TiRSviddonntédide QY50 &fibRAhIRBhutinghieviex ! BORGbut@RRRBENt
interface 1314 is inplenented in _different ways. For exanple, the external
conponent iHP@Rfige & thadiaplpgppihl 13, @SBffFrﬁ{”én?b&%’é}en’éﬂ the vidoy mierfags BlPace, a

serial por tg M @ichRa en diffeRAN Wy eFoRRStnck Nh 8hd dGfplcdnBolitchNiRVi®ee, and/ or
anot her type of interface that enables the 30 conputing device 1300 to
comruniléat énteyfach 13k is iegratefbipfociegotherhogtd pf e eprapuding deNierel308., In4pethext er nal

component il 8kl FORRLL SR COTRUING HBHIER 0% tiogommuni cat e

with different external conponents. For exanple, tﬁe external conponent
interface t@badimertn tehditnley uhiel 3¢5 pgnrci angthdderiay dube3dplay carclddispleat e wi t h
external s i | eyi 5 d 0 ihg jacks,
s e R e i R L e
caner as, apfdjevtrer grngtherrtemdd dispap dniot nevaride\enbedintentat the saidebmtacBmnect ed t o

the conputi devi ce 09, .Ex |.e tVy . of .ext ernal. st orage,devices
nct uady bt P et P PP Rl P B e S P RE R UL
nodul es, nmageréice ¢3 W @k commuaisate ofth itlealispthyamitd B 1 2rés p Univassal SeelabBys units, zip

di sk drive tical 5 jukeboxe and ot her .types of. .devices c ri sing one
or “ore. corpib BondRi oy LA e D b BEE b E5tPE o S Se” bu
are not | i wbireckot, @ HigepbdticisMulingdia ThieAadclWHDINI) iddrinkel s DisjpaPotevi ces, key

pads, nicro&?ones, %f¥sticks t ouch-sensitive di splay screens, and ot her
types of dEVIICES:Ch OlﬁFQWFagxﬁgﬁwanput to the conputing device 1300.

25 [0098] The external component interface 1314 enables the computing device 1300 to
communicate with external devices. In various embodiments, the external component
interface 1314 is implemented in different ways. For example, the external component
interface 1314 can be a USB interface, a FireWire interface, a serial port interface, a
parallel port interface, a PS/2 interface, and/or another type of interface that enables the

30  computing device 1300 to communicate with external devices. In different embodiments,
the external component interface 1314 enables the computing device 1300 to communicate
with different external components. For example, the external component interface 1314
can enable the computing device 1300 to communicate with external storage devices,

input devices, speakers, phone charging jacks, modems, media player docks, other
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[ 0099] The comuni cati ons nmedi um 1316 facilitates comruni cati on anong the 10
har dwar e conponents of the conputing device 1300. In different enbodi nents,
t he conmmwiDcatv@es®smedi um 1316 facilitates conmmruni cati orCarusp@1MiTsier ent
conponents of the computing device 1300. For instance, in the exanple of
Figure 13, the communications nmedium 1316 facilitates conmuni cati on anong
the nmenory 1302, the processing systen11304 t he secondary storage device

1306, the @@ﬂmfn% d'emc%rical%rsc i Qaﬂe@&l 8a ﬂn@@rthtC}%ef RhELsthacRviddkRat and the
external conponent interface § In d ferent inplenentations of the

conmput i ng @aybeenneg, to th@éO@wﬁﬁgrﬁe&la@ iiﬂ@s Exeapla ipesafexiosngl ppragerent ed i n
diferent Welises ifeidel KR hAMGPHmitll @ hSEAN] amlegrmgg AbhGASEhud e conputing

devi ce 1300, the communications nedium 1 i nplerented as a PC
bus, a PCl nEgmt@sissklﬁm@s apticalbdizs dsivas, @@S@nm@sltﬂpémtdl%/ﬂ@?s beial an

I nf i ni band &%ﬁ%?raﬁﬁ)ﬁﬂgﬁct&%\ef%fﬁ&meg sﬂﬂ;co%g gﬁ%g{b% Hbr ﬁ‘%&?xf}ﬁ@&ﬂ (ATA)

i nt er conne a para I nt er connect., ann terconnect, a
USB bus, aESample t}@ﬂpﬁjmbmge@wtlmhudlemue arfe;wehr(lme)kethMSf aee, tragkbalnot her

type of communi.cat i ons mory .1 s varjous types
of data anc%sm # War e |¥1g%rUc QOAGS#OW llcns{oé(r"ll%:seemlflﬁe ?ﬁpeiays anpre of

Fi gure 13, athetherapms pf d302s omeﬂdawﬁampmtbﬂmubﬁ@umgumv25$yxxen1(BICS)

1324, and eraling s st 1324 incl des a s

sof tvaro i 0SECT bl RpitibieelmitQpel [ sdeaeeng i Biet el RS Bt om 1304,
cause tlbe @muteicnglpdmmmthb%&pﬁmagmoke up00. Theifepart ahbdignaystiem 1326
includes a set of software |ng% ﬁCthﬂS t hat , when eggguted by the
processi ng “¥PEpRIGIEsHMedipm J34 “%ﬁﬁﬁ@?ﬁﬁ&qﬁﬁﬁqﬁ?g eIt GOPREGTAL an
operating spsdofipuiitiadevico 05l N BStahdiCinaRe Exdirdpleast Fasuek Bhafkei ng of 30resources
of the conputing device 1300. g3101]The vari ous embodi ments descri bed above

are provi dEempyhigaipny medinmyiSL e Rejligrcssompugicatiatismang hegpepey déds licued as

limting. ThRsin gbsydtérﬁcﬂsomthfefa@coaaatry wo}age H&{fi’éé' 1356, HRCRGNE SntMBlck M
nodi fications an hanges de without follow ng the exanpl e

enbodi fént 43%h @eafpciﬂow@@nchedélq Ialllchfgl? ﬁ’&?fé‘éll camgorras wiarisedt] Hér & differest exanpl e,
the oper aﬁﬂlﬂ@ﬁeﬁ%‘% of fhe ERptin@ UEES: 1%6 tH@&ﬁMmﬁe(a%Pé Rtiurh 13 MAL 1 OUS

enbodi nents, simlar operations can Include nore or fewer steps than those
shown in tm@pEﬂQMﬂb@lh @ﬂh@mﬁﬁﬁ@HanﬂDUh@ﬂk@mMGmbﬁ@nﬁsmwsﬁﬂwlar oper ati ons

can | nol udgohgiaLeRs: Ploot S ARRLALLEASINGN:| Anbhbe HlAUEGRAD. 4Ll or ent

al ne Icatin raw ngs,
t he net hod bus) POl Exprgss bus, an accelerated graphics port (AGP) bus, an Inﬁmband

20  interconnect, a serial Advanced Technology Attachment (ATA) interconnect, a parallel
ATA interconnect, a Fiber Channel interconnect, a USB bus, a Small Computing system
Interface (SCSI) interface, or another type of communications medium.

[0100] The memory 1302 stores various types of data and/or software instructions.
For instance, in the example of Figure 13, the memory 1302 stores a Basic Input/Output

25  System (BIOS) 1324, and an operating system 1326. The BIOS 1324 includes a set of
software instructions that, when executed by the processing system 1304, cause the
computing device 1300 to boot up. The operating system 1326 includes a set of software
instructions that, when executed by the processing system 1304, cause the computing
device 1300 to provide an operating system that coordinates the activities and sharing of

30  resources of the computing device 1300.

[0101] The various embodiments described above are provided by way of illustration
only and should not be construed as limiting. Those skilled in the art will readily
recognize various modifications and changes that may be made without following the

example embodiments and applications illustrated and described herein. For example, the
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opening, by a client device, a webpage for a first time, the webpage

contai ning a canvas, the canvas containing a drawng that is editable

wi t hi n t wowelypag@®sby a user of 5the client device and lpgTatShen/owmsesr s who
use other client devices to open webpages that include the canvas; while

t he webpage is open on the client device and w thout reloading the webpage,
dynam cal |y updating, by the client device, the drawng to reflect edits
made to the,dh@nk %mn&ﬁ&%g@e@rareqﬁ&elpxéxalﬂﬁesotIH%da§ ShBod@cRPRIRhd: mat el y
times that ?he user and the 10other uUsers nmake the edits to the dr awi ng;

cl osi ng t hersepagen mo@n@r P of Fave gersehnsthefe shaven rtbadigigesaFarthaimares j r st
state when if g’tﬁer(éllﬂb%@lrmegﬁVénﬁﬁar(‘olp%ﬁénstcgﬁm%g@ﬁg %tepmhe operatlof'P B{Vﬂgﬂ by the
client device, the webpage for a second tine, wherein wh e client

devi ce opeﬁ@ihwgﬁwewﬁh@@t@dmﬂthe second tine, the dramnng renalns edi tabl e
by the 15user and the contents of the drawing are in a second state,
wherein the second state results fromedits by the other users to the first
state while the webpage was cl osed on the client device. 2. The method of
claim1l1, further conprising: in response to the user making a
first change to the drawi ng, sending, by the client 20device, a client
nmessage to a server system the client nessage specifying the first change
to the drawi ng; and receiving, by the client device, a server nessage
fromthe server system the server nessage specifying a second change, the
second change being by one of the other users. 3. The nethod of claim 2,

25wherein the nethod further conprises: storing, by the client
device, a client nodel, the client nodel conprising XM. el enents that
represent the draw ng; updating the client nodel in response to the

user making the first change to the draw ng; and 30updating the client
nodel in response to receiving the server nessage;
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wherein the client nessage specifies the first change to the draw ng by
speci fying changes to one or nore of the XML elenents in the client nodel;
and woterdi3seiBhe server nessage specifies the secomdTaisangm41syo

speci fying changes to one or nore of the XML elenents in the client nodel.
WO 2012/ 033608PCT/ US2011/ 047810 4. The method of claim 1, wherein the
webpage is part of a social networking website; wherei n the net hod
further CcORPKk8Q$imbEReEl Ving, by the client device, input to select the

ot her users from anong users of the social networking website; and 5wherein
t hose userd- of fthectkeddorgonannigsting wih depdnes ehe pathod eempisingsel ect ed are not

authorized to egbetnmtghﬁr A0 (ﬂ:glceSa wégﬂ %GW%P Daf: Bhe Qflea\klé’ﬂpgtge %)H{aﬁﬂ%a

conpri sing: copyi ng -t drawng fromt bpage to a ¢l T pboard
pasting th@ardmwhmn‘fas@mtulh@geldrmn&ihat iy pditablg vdthettre webpagh by @luwrpfne dr awi ng

10 remakns tl’r“eddhfel‘?’tl%l'e%cé‘{ﬁd%h/eottli};gl %E@M@Qse'oﬁlepé’i%?&vicgé %r %Cesg@g%gg'%ﬂép wher ei n

t he docunent is one o OW ng types: a wor ocunent, a
sl i deshow d@b@ﬁﬁmcan‘&snot e taking docurrent an emai | nmessage, and a di agram
edi ting docunent nmet hod of furt rece|V|ng,

h1le the weﬁ%aéf: Is,0pc1L on th¢ cﬁent de ice and w t%out r%@céngdtlhg %ebpa&

by the client dévice, ect an enent.
15enabl i ng dy]hwmtdml@ uplatimgf bydby clxat ddvive, thsélrawﬁrrg tmnﬂeétwdm md& tettle: t he eI enment

or"Y, BN 00 O KO BB HSS)S, 1RL5 GEHSEA G, BLEREILrafs e, T MO
responge t @tHeEﬁSéts\tndlk@ thichdits tophid driewingel ect the el enent, sending a | ock
20request to a glgsrlgge trhe %ﬁéa?gg?wherein the contents of the drawing are in a first state when
the client device closes the webpage; and
opening, by the client device, the webpage for a second time, wherein when the
client device opens the webpage for the second time, the drawing remains editable by the
15  user and the contents of the drawing are in a second state, wherein the second state results
from edits by the other users to the first state while the webpage was closed on the client
device.
2. The method of claim 1, further comprising:
in response to the user making a first change to the drawing, sending, by the client
20  device, a client message to a server system, the client message specifying the first change
to the drawing; and
receiving, by the client device, a server message from the server system, the server
message specifying a second change, the second change being by one of the other users.
3. The method of claim 2,
25 wherein the method further comprises:
storing, by the client device, a client model, the client model comprising
XML elements that represent the drawing;
updating the client model in response to the user making the first change to
the drawing; and
30 updating the client model in response to receiving the server message;
wherein the client message specifies the first change to the drawing by specifying
changes to one or more of the XML elements in the client model; and
wherein the server message specifies the second change by specifying changes to

one or more of the XML elements in the client model.
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receiving, by the client device, a | ock response fromthe server system
receiving, by the client device, input to unselect the elenent; and in
response wo 20ea88408ng t he i nput to unsel ect the el enent pCTarsdimng47sy t he
client device, an unlock request to the server system 25wherein the client
devi ce enables the user to nodify or delete the el ement when the | ock
response indicates that the server system has given the client device a

| ock on the el emghbethbdsr $8mMer systemgiving the client device a |ock on

t he el ement when no other user has selected the el enent; and wherein the
client device dubycindic webapges pHeoliisweiat ietyigrlingyebtits: el ement when t he

301 ock T esponse g Gl fisndd Rh{riEmB ALY GECRL TSRy BL Vi fhe cl Tent
I t c

device a lock on the el enent, erein the client device does not enable the
user to delsdea thernshes bsoneiiem whens viges df theksoeielgbrsking wabsttatand t hat t he server

system Bas not g} ye; tﬂgéﬁué:elrg o S| &eﬁ\gé’rﬁggﬁﬁgﬁ{%t{;‘ﬂﬁreﬁlo‘?@é&eﬂ abd Yo SErver

system not giving the ent device t e el enent when anot her
user has sehtbotized t¢ érbt th¢ dawmz, WO 2012/ 033608PCT/ US2011/ 047810 8. A

met hod congrisifﬁémghg£§ﬂ%ﬂa]s§{ er nodel that conprises data representing

a draw ng; “receiVving, a %ervé?m§§épg%?ga first webpage request froma

first client dewipying tsedrelving frobytht webmet wercliphstrérmda first webpage
response to the fi.rs lient.device in 5response to the first webpage
eauast . the 11 PeihEhe fi s SER ARSI baRpPRE S el v idip BTG & webpage
t hat caot airdifaiss cdaiblasfer tikQlroainy apactoding the dgcublest, dhandinnly doshimein t he
S;?ﬁﬁng IS edé%gb*%»mﬂéhin th@&g@ga % a&ma LirsE ser(mthetfinﬁt user
g the PIFStNEiFNIEIReFcR Se¥IORgocugynY pldsehapedocuPerteiolyy, second
webpage r egk@stdobiAentansaenhtbstki @AY 2 488 ©Ring document.
6. The method of claim 1, further comprising:
receiving, by the client device, input to select an element in the drawing; and
15 enabling, by the client device, the user to modify or delete the element only when
none of the other users have selected the element.
7. The method of claim 6,
wherein the method further comprises:
in response to receiving the input to select the element, sending a lock
20 request to a server system;
receiving, by the client device, a lock response from the server system;
receiving, by the client device, input to unselect the element; and
in response to receiving the input to unselect the element, sending, by the
client device, an unlock request to the server system;
25 wherein the client device enables the user to modify or delete the element when the
lock response indicates that the server system has given the client device a lock on the
clement, the server system giving the client device a lock on the element when no other
user has selected the element; and
wherein the client device does not enable the user to modify the element when the
30  lock response indicates that the server system has not given the client device a lock on the
element, wherein the client device does not enable the user to delete the element when the
lock response indicates that the server system has not given the client device a lock on the
clement, the server system not giving the client device the lock on the element when

another user has selected the element.
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sendi ng, by the server system a second webpage response to the second
client device, the second webpage response conprising data representing the
webpage, wbeneia3ddgoke drawi ng is editable within the webpagashyia4msecond
user, the second user using the second client device; 15receiving client
nmessages fromthe first client device and the second client device, the
client nmessages specifying changes to the drawi ng nade by the first user
and the segond Asrﬁgﬂ;lodidan{pggggnse to the client nessages: updating the
server nodel to reflect the changes to the draw ng; 20sending, by the
server system gt@mngeqrseﬁﬁgglagééhaﬂgor{lmﬁ?.qlaftasltepl@ﬁqn@hgaé@wnge that specify the
changes 10 the fawhSy aserver o 3RACL Atk vBpaLORARAL K6 a%\fs?tcﬁﬂ]t d@dgi. ti onal

server nessages to tRe second cliént devicé that specif changes to the

dr awi ng; sending duyrthé seunyon gy steon, 9tfisyt evebprge sespomse tmfbdétst vm@hdeéw@my or
both the fi &hpose the
bobpages | FinEll EPtNORHES: RRu P S CaRaLbER Ohag Shese, 00

fromthe f ireps¢seingantebdeseitioa | coramds a canvas, Ehemhvra.gconbymngléle slemvm wyisirem a

;[/\le:)gg\gelr)gg}%gds%\%% B e%i{et‘%t B \ghﬁ‘m the wce%pa%e ba/ rlflirst uger, t(fle ﬁrsrt] user HPI{I%&Iteh s? the third

e conpri's

30representeherttk1®mebpage V\/nerel n the dravm ng reflects t he server nodel .

9. The nethod of c wherein the we of a sqcj.al
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15 receiving client messages from the first client device and the second client device,
the client messages specifying changes to the drawing made by the first user and the
second user;

in response to the client messages:
updating the server model to reflect the changes to the drawing;
20 sending, by the server system, server messages to the first client device that
specify the changes to the drawing;
sending, by the server system, additional server messages to the second
client device that specify the changes to the drawing;
continuing to store the server model when either or both the first client device or
25  the second client device close the webpage;
receiving, by the server system, a third webpage request from the first client
device; and
sending, by the server system, a third webpage response to the first client device in
response to the third webpage request, the third webpage response comprising data that

30  represents the webpage, wherein the drawing reflects the server model.

9. The method of claim 8, wherein the webpage is part of a social networking
website, the webpage being a social networking profile page of the first user.
10. A computing device comprising:

a processing unit; and
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by other users who use other client devices to open webpages that include

t he canvas; store a client nodel that conprises XM el enents that
repr esentwohneixizassng; 10whil e t he webpage is open on tReTaiS2@ni4$ewvi ce and
wi t hout rel oading the webpage: receive input to select an elenent in the

dr awi ng; enable the user to nodify or delete the el enent only when
none of the other users have selected the el enent; 1l5update the client

model in respongeebPcdnifitd! $RFaglBEHAGhAR sthick S§mGRANASeutDId iRGrRHMRE,
send a client nessage to a server systemin response to the user nmaking the

first changéerexecred By Bwipryessingent daewstthqrospates dpéeit?'yi ng the first change
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in the client nodel; receive a server nessage fromthe server system
t he server nesspigélegpeeior ¢iusy ohths cewpdingayige theovabhegedoatainmg awpnepeci f yi ng

changes:to one gr e . LRt i second
change geing byggﬁgRéfm%Lgkggﬁer 3@2@5?“%@@%@g@ﬁﬁfﬁ%®§ﬂ%gﬂ¥gﬁ%3%$g?h
response to rechy vthergiserhehg @sevahermbeag dgages to open webpeges thhengledpthge, wher ei n
when t he conputégg{gevice cl oses the webpage, the contents of the draw ng
are in a first $tate; and open the webpage for a second tine, wherein
when the conputi ng dext eeligpendelttine comiypagEMIlotlerhdngs thetaeprckeht the, t he
drawi ng remai ns ,editabl e by the user 30and the contents of the drawing are
in a second staf'® ™fherein the second state results fromedits by the ot her

users t10 the first swiiteahswttpagd Repuekpiagedicnbdvideaseditbout tdleadaiput i ng
devi ce.
webpage:
receive input to select an element in the drawing;
enable the user to modify or delete the element only when none of
the other users have selected the element;
15 update the client model in response to the user making a first
change to the drawing;
send a client message to a server system in response to the user
making the first change to the drawing, the client message specifying the
first change to the drawing by specifying changes to one or more of the
20 XML elements in the client model;
receive a server message from the server system, the server message
specifying a second change to the drawing by specifying changes to one or
more of the XML elements in the client model, the second change being by
one of the other users;
25 update the client model in response to receiving the server message;
close the webpage, wherein when the computing device closes the
webpage, the contents of the drawing are in a first state; and
open the webpage for a second time, wherein when the computing device
opens the webpage for the second time, the drawing remains editable by the user
30 and the contents of the drawing are in a second state, wherein the second state
results from edits by the other users to the first state while the webpage was closed

on the computing device.
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