LAUNCHI NG HYPERVI SOR UNDER RUNNI NG OPERATI NG SYSTEM
BACKGROUND [ 001] One of the primary functions of an
wWop®rasitmy systemis to interface with physi caPCT/US2007/011545
resources on a computing system A typical operating
system m ght guard agai nst accessi ng the physica
resources in an inappropriate manner. For exanpl e,
when one application is using a particul ar segnent of
menory, the operating system nmay protect that segnent
of menory from being altered Py anot her application
managed by that sane operating system Oherw se, the
L AUNGHING B RFRVISOR LNPER RUSNING QRERAZING SYSTEM
access guards are often based on the assunption that
the operating systemis the only operating system
runni ng on.the conmputing system [002] However,
sonetinmes it can be adeﬁt‘é@@ run nultiple
operating systenms on the sane conputing system In
[001]hat €ameof tthe griyuryciinctipnt @ftdnopperating saylteppds doi imiprface with
systemto ensure safe operation with resources may no
phykieslg egsolives Wi iactanputindn spqenat Angypiyat eparatinyg spdtetdemight guard
able to control the accessing of the sane physica
agalnSt 8sUessfig e phyidue resdedestih 2@ iaysirepriatamehriiey. Mot example, when
even have a nechani smfor becom ng aware of the
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[003] A hypervisor is a software layer that is

thatCRBHeAt b thehforh Grdr HRIHROARF DY URERORH1RALIOR hfinaged by that same
runni ng operating systens and protected physical
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on the same computing system. In that case, the implicit protections in each operating

system to ensure safe operation with resources may no longer be sufficient. An operating
system may not be able to control the accessing of the same physical resources by another
operating system, and may not even have a mechanism for becoming aware of the
existence of that other running operating system.

[003] A hypervisor is a software layer that is configured to be interposed between one
or more running operating systems and protected physical resources (such as processors,
I/O ports, memory, interrupts, etc.). The hypervisor functionally mult'!plexes the protected
physical resources for the operating systems, and manifests the resources to each operating
system in a virtualized manner. For instance, as a simple example, suppose that there are
two operating systems running on a computing syétem that has one processor and 1
Gigabyte (GB) of Random Access Memory (RAM). The hypervisor may allocate half of

the processor cycles to each operating system, and half of the memory (512 Megabytes



G gabyte (GB) of Random Access Menory (RAM. The
hypervi sor may al l ocate half of the processor cycles
W oogasdt4pper ati ng system and half of the nmenmPCHUSBR2011545
Megabytes(MB) of RAM to each operating system
Furt hernore, the hypervisor may provide a virtualized
range of RAM addressed to each operating system such
that it appears to both operating systens that there
is only 512 MB of RAM avail abl e. [004] Wen the
operating systemattenpts to formuni cate with a
hysi cal resource and vice versa, the hypervisor .
( of BANM) 39 5reh Mpgfa@nswtsm-né’s“éﬁhaﬂwrgn % PRATVISAE May provide a
. allow each operating systemto experience its )
virtuglized sangeref pddugasaditogash PREF2BRE FY SR eh Haatdl apneays to both
runni ng on the conputing system Furthernore, the
opetafipgsystems thisdberehis enlysS12 MBrafdkAlMhaitailable. physi cal
resources on the conputing system may be shared by
[004]ul t | PVieerother Gieratin ssystamattemprioasnwhithicatstwith alphiysigal resource
protected. [0051 Traditionally, hypervisors are
andvatewdied] ting hgpertisor perfiorag apprapmtabuffieyingy sidtransTiinsations to allow
allows the hypervisor to start the operating systemin
each opbratitglsysahtonexgeyicnte & Rhvidghraentiast thahgty #0wad e difty operating
t he physical resources. In order to imedi ately start
systeif naR@f @ lohNtheS¥SHhAMAL sydtéinV | FériidrmidRs, theehypeb@sor does this is a
hypervi sor includes extensive code for discovering the

maiitY Shftdthe PRSSMECEI0ALs bRGLE c65p8IhE @Ystem may be shared by multiple

characteristics. Since physical "resource discovery is
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operati1 ng system cannot el 1ed upon in this
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scovering resources | ervis
qui | ex. . SU 006] Al th .t he. princi .
Thl% %h%ﬁ/g %ge:@ eeﬁns?rn 4\%@% 6}513 %Jéatlnn& sylgl%é%b %ne% %{rg.latl eacBlneéSDy presenting

enbadi pfent s lzed in this brief summary., sone .
o VA S of SR PSS HERFRe; dPdrees § PHA-IThe Aglhe operating
sysga“é ?rh{i‘?{zﬁglr‘lééé% aifnte,etl.:netlpy%rerevislof‘ ir?clzhrl gsdé/xtgnsri\yengcl)&égfor discovering the
physical resources and their essential characteristics. Since physical resource discovery is

done before there are any running operating systems, the operating system cannot be relied

upon in this discovery process. Accordingly, the code for discovering physical resources

in a hypervisor may be quite complex.

SUMMARY
[006] Although the principles of the present invention are not limited to the
embodiments summarized in this brief summary, some embodiments described herein
relate to the launching of a hypervisor after there is already a running operating system.
Although not required, the running operating system may be used instead of the hypervisor

to discover the physical resources running on the computing system. Thus, if desired, the



Al t hough not required, the running operating system
may be used instead of the hypervisor to discover the
W@bkoegi1a¥hl r esour ces runni ng on the conputi ng SPGL/EN007/011545
Thus, if desired, thehypervisor may rely on the
operating systemto di scover the resources, rather
than having to have code that perforns the sane
functionality. [007] This Sunmary is provided to
i ntroduce a selection of concepts in a sinplified form
that are further described bejowin the Detail ed
Description. This Sunmary is not_.intended to identify .
hypRreysor gaay(ireky 0B the GREARS FYTIeR 1A HiscoyFr thRdesquzssetpther than having
subject matter, nor is it intended to be used as an
to havelcode that parfarmisibe sdvee Smwpendityt he cl ai med subj ect
matter. DRAWNGS [008] To further clarify the above L
[00ZNd ofTihis Sanivzany agpeovided fociatroducs dielegiionpefeensepts in a simplified
invention, a nore particular description of the
forrn H&Ndre harthéd desbeibedbealemeih the Dethided Descripicsp eThisi ummary is not
enbodi nents thereof which are illustrated in the
intchBPE RS RIEnel FAEN Gfiturkd of Bssanplefeatateschitthatlaitned subject matter, nor is
drawi ngs depict only typical enbodinents of the
it irlt SRt B8 Bl a9 aiklif Hefepingning thd @ope of theslalrteddubject matter.
limting of its scope. The invention will be described
and explained with additional specificity and detai
t hrough the use of the acconpanying drawi ngs in which:

[009] Figure 1 illustrateppaweRgti ng environment in
whi ch enbodi nents of the present invention may be

[00§gtp| oyfeéi gr -t fygt%'éeab%vglabﬁ%tﬁﬁi &8 aftabbOWRd ¥ dtuRb of the present

hod aunchr'ng a hypervisor using a running
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apgrggitai%g] thgtnthtepeedrawings depict only typiéal embodiments of the invention and are
therefore not to be considered limiting of its scope. The invention will be described and
explained with additional specificity and detail through the use of the accompanying
drawings in which:

[009] Figure 1 illustrates a computing environment in which embodiments of the
present invention may be employed;

[010] Figure 2 illustrates a flowchart of a method for launching a hypervisor using a
running operating system;

[011] Figure 3 illustrates a flowchart of a method for launching additional operating
system instances;

[012] Figure 4A illustrates a configuration in which a root operating system, in the

absence of a hypervisor, is in direct communication with physical resources of the

computing system;



absence of a hypervisor, is in direct conmunication
W th physical resources of the conputing system[013J
wo-e@anss374B il l ustrates a configuration in whi cPCT/082007/011545
operating system has | aunched a hypervi sor to act as
an internedi ary between the operating systemand the
physi cal resources; [014] Figure 4Cillustrates a
configuration in which additional operating systens
have been | aunched and supported by the hypervisor;
and [015] Figure 5 illustrates a flowhart of a nethod
for transporting the operating systemto the ]
[018nyi r Bigvent 4% f ilusEatey pe rappEgheatipriny VeEribiberpperpting system has
[016] In accordance with enbodi nepnts of the present
launchod g MYPETVISohip 8Fty ps 6P IRETNBEDADFRIGER The (peratingrysteg and the
al ready a running operating system The running
phyeigelrrgseuieessyst em may be used instead of the hypervisor
to di scover the physical resources running on the ,
[014)onputigige 4G tillnstrafesh ar camfigreationgins whidhnadditiongiceperating systems
be | aunched after the hypervisor is operational. A
haveg &sar hiuncldparnid suppened by thednipervisoshammh t he pri nci pl es
of the present invention nay be practiced will first
[01Fp deFegirgesl ihéthatéapRewcliapt bff gunetiod Thetrandpoktidgethe operating
detail s regardi ng enbodi nents of the present invention
systthd fo thE eHBSGHIh&aGMId RypeeBeCt to subsequent figures.
[017] Computing systens are now increasingly taking a
wi de variety of forpETAamNDERCEYaIeNs my, for
exanpl e, be handhel d devi ces, appliances, |aptop

[0186P "PUlIRR cordRéd RRh CRiBYdiRERs oF Bl Yire &R Snvertish! 4 R @fisor may be
conmputi ng systens, or even devices that have not
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computing system. Other operating system instances may be launched after the hypervisor

is operational. A general cbmputing environment in which the principles of the present
invention may be practiced Will first be described with respect to Figure 1. Then, further
details regarding embodiments of the present invention will be described with respect to
subsequent figures.

[017] Computing systems are now increasingly taking a wide variety of forms.
Computing systems may, for example, be handheld devices, appliances, laptop computers,
desktop computers, mainframes, distributed computing systems, or even devices that have
not conventionally considered a computing system. In this description and in the claims,
the term “computing system” is defined broadly as including any device or system (or
combination thereof) that includes at least one processor, and a memory capable of having
thereon computer-executable instructions that may be executed by the processor. The

memory may take any form and may depend on the nature and form of the computing



conmbi nation thereof) that includes at |east one
processor, and a nenory capabl e of having thereon
W@ ipusInt execut abl e i nstructions that nmay be PXPUS100T011545
by the processor. The nenory nmay take any form and nay
depend on the nature and form of the conputingsystem
A conputing system may be distributed over a network
envi ronnent and nay include rmultiple constituent
conmputing systenms. [018] Referring to Figure 1 inits
nost basic configuration, a caonputing system 100
typically includes at |east oRre processing unit 102
sysierd. ndnenmgputing. sysieen meyoby distdbuted over pmetivekl ersyisinerent and may
menory, which may be vol atile, non-volatile, or sone
inaddeddnnitiple nowtittdnecomputidnsyskemmpl e of vol atile nenory
i ncl udes Random Access Menory (RAM . Exanpl es of
[0X8In- vOoRafdrtirg v Fiyguye it i iﬂﬂmo@wh&mnﬁgﬁmxy a(o%ﬂ\ﬂutmg system 100
flash nenory, or the like. The term "nenory" nay al so

typi€allisiaciudes gi Badt @nk keVesdifg G102 a8l inh&ndBSD4S QL %g';@nory 104 may
such as physical storage nedia. Such storage may be

be rpﬁ?ﬁ\éﬂbslﬁte% g%e‘ﬁﬁiéﬁ%ﬁy baRE 1Y, doﬁﬁ}df&ﬁe,(%n’iescombmatlon of

limted to) cards, nmagnetic and opti cal
S,
theﬂ g\?g nAH?%!e?ﬁ%ﬂelg rﬁf a\%a’cﬂ@'}ﬁeﬁ%‘y (l‘;%‘!rir‘g%eﬁ[e%%‘%°é§?{*¢%$9 Memory (RAM).

ExBPIN Rl GRER RlmbRY IS K08 ORN AR tRUN, fash memory, or
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I mp emsnte Or processes t

ol GRS 5, 3 LA (8P RT BB SR P prmovavi e

oy B RRE bR Bl R R R e P e apioal ks, magneti

0SS and contenplated. [020] In the description
tqf éﬁﬁﬁ enbodi nents of the invention are

cribed w reference to acts that are perforned by
[mg?je or gﬁo?%@'dcgﬁ"ﬁﬁhtﬁﬁ teyet apedulet o cempoment” can refer to software

objects or routines that execute on the computing system. The different components,
modules, engines, and services described herein may be implemented as objects or
processes that execute on the computing system (e.g., as separate threads). While the
system and methods described herein may be implemented in software, implementations
in hardware, and in combinations of software and hardware are also possible and
contemplated.

[020] In the description that follows, embodiments of the invention are described
with reference to acts that are performed by one or more computing systems. If such acts
are implemented in software, one or more processors of the associated computing system
that performs the act direct the operation of the computing system in response to having
executed computer-executable instructions. An example of such an operation involves the
manipulation of data. The computer-executable instructions (and the manipulated data)

may be stored in the memory 104 of the computing system 100.



are inplenented in software, one or nore processors of
t he associ ated conputing systemthat perforns the act
walreoeas37she operation of the computing system PEI/US2007/011545
response to havi ng executed conputer-execut abl e
i nstructions. An exanple of such an operation involves
t he mani pul ati on of data. The conputer-executabl e
i nstructions (and the nmani pul ated data) nmay be stored
in the nenory 104 of the conputing system 100.[021]
Computing system 100 may al sqg. contai n conmuni cati on
channel s 108 that allow the computing system 100 to
[02Honmu fosznusing systase HI0 p@mleq FeRiels Cemmusjeations Gramels 108 that
exanpl e, network 110. Communi cati on channels 108 are
allogx daeplogepudingcysiennil 8@ to corsmvaiiiate Wt avieT comnusing sysiems over, for
typi cally enbody conputer-readable instructions, data
exasipie)otetwersk 1p0.0Goammurichiioaschaonelst 108 argatxaniples of communications
nodul at ed data signal such as a carrier wave or other
mediba Coponbnioaidsniredia tybicailyl exdbodycomputer-readable instructions, data
i nfornmation-delivery media. By way of exanple, and not
struciuiés, Prbgam &RUNLER] eRbilenslateili 8 modiludd data signakstich, as a carrier
such as wired networks and direct- wired connections,

war 16k ¥théLtr@ssHofBEbehanited an® irdt@lesdryCinforadition-delivesr addia. By way
and other wireless nedia. The term conputer-readabl e

of dBflipte, aRd ¥D€ ﬂnﬁ%ﬁ%h Nedrighiid88orRah Bais indlade wited infedd) Guch as wired
communi cations nmedia. [022] Enbodi nents within the

netw6ARC Al &}kgt—erﬁee LAY | @Jfl?é?eésnﬁ{eﬁijae such as acoustic, radio,

conputerrea for ‘carrying or having
t t
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|IabI e d| a tha an be a sed by a general
mc@@%%@%@ (f’rag%glc anrgi ucrop umgatr% utrér(Fg By way of

028 31 5 RS vk pEiseare of P bR GRafE Al5p néiude computer-
reaile B U DN e A YiEG ﬁgmpefe&e§ﬁ5%? gtiops e fata structures

magneti ¢ storage devices, or ot her medi um whi ch
storeanNBReolls c3eto CRmPHipr gradable megiesiancee PR g &R geedia that can be

means in the form of conputer-executable instructions
accessed by a general purpose or special purpose computer. By way of example, and not

limitation, such computer-readable media can comprise physical storage and/or memory
media such as RAM, ROM, EEPROM, CD-ROM or other optical disk storage, magnetic
disk storage or other maénetic storage devices, or any other medium which can be used to
carry or store desired program code means in the form of computer-executable instructions
or data structures and which can be accessed by a general purpose or special purpose
computer. When information is transferred or provided over a network or another
communications connection (either hardwired, wireless, or a combination of hardwired or
wireless) to a computer, the computer properly views the connection as a computer-
readable medium. Thus, any such connection is properly termed a computer-readable

medium. Combinations of the above should also be included within the scope of

computer-readable media.



or data structures and which can be accessed by a
general purpose or special purpose conputer. Wen
w0 njoonsadi on i s transferred or provided over arPCEUSIIOK011545
or anot her conmmuni cati ons connection (either
hardwi red, wi reless, or a conbination of hardw red or
W reless) to a conputer, the conputer properly views
t he connection as a conputerreadabl e nedium Thus, any
such connection is properly termed a conputer-readabl e
medi um Conbi nati ons of the above should al so be
i ncluded within the scope of conputer-readabl e .
[023¢di a. Conpptcosrpentable dneimstiahs eompese, fot ¢xampleoingiriieiions and data
for exanple, instructions and data which cause a
whigineawke 3 gepaskepupope cempupespcalal purpmss econympert er spegial purpose
speci al purpose processing device to performa certain
prdcussiitg device ©r perforad af cortdin dosctiofl bh@uglp bfidusetiyjnact Although the
matter has been described in | anguage specific to
sulsjedtUfifatten| hak Clbdentl d8soRibed Ol MRihiogto Isperifial toastirdctudal festures and/or
to be understood that the subject matter defined in

mdiRIARREANRE, ¢ i8itebe uhdaRiocdaBASHA sibjkct mbttéedbArRdliN€he appended
specific features or acts descri bed herein. Rather,

cldild€ i$ ﬁ@@ﬁé&egsai'i%aiiﬂ'lﬁfeﬁ ®Bhte %%c?ﬁcg E2RireD 8 o818 r&%&ﬁtlfhrd_enerein. Rather,

di scl osed as exanple fornms of 1 nplenenting the clains.
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a running operating systemto |aunc yper vi sofr .

im#,{grﬁgglitiﬁ %‘é&%ﬁ%i on and in the clains, a "hypervisor"
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tware layer that is configured to be disposed
By S, LT B 820032 i oerin st
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Ly s STHURTSE o R SR et T UpRdE o eystems and
abstraction | ayer between the operating system.,and the

profRgier cRipYSIGd Jgpeusesor  Hie hYBRRYIROF nlmstanally npltiplexes,the protected

i nstance, as_a sinple, exarTPI e, suppose that there are )
rhygisalgsaruressiyr §iasoragting systems, and manifests the resources to each operating

system in a virtualized manner. Thus, the hypervisor acts as a special kind of abstraction
layer between the operating system and the physical resources of the computing system.

[025] For instance, as a simple example, suppose that there are two operating systems
Tunning on a computing system that has one processor and 1 Gigabyte (GB) of Random
Access Memory (RAM). The hypervisor may allocate half of the processor cycles to each
operating system, and half of the memory (512 Megabytes (MB) of RAM) to each
operating system: Furthermore, the hypervisor may provide a virtualized range of RAM
addressed to each operating system such that it appears to both operating systems that
there is only 512 MB of RAM available. When the operating system attempts to
communicate with a physical resource and vice versa, the hypervisor performs appropriate
buffering and transformations to allow each operating system to experience its

environment as though it was the only operating system running on the computing system.



runni ng on a conputing systemthat has one processor

and 1 G gabyte (GB) of Random Access Menory (RAM . The
whypensizgor may all ocate half of the processorPCHUE®87/011545

to each operating system and half of the nenory (512

Megabytes (MB) of RAM to each operating system

Furthernore, the hypervisor may provide a virtualized

range of RAM addressed to each operating system such

that it appears to both operating systens that there

is only 512 MB of RAM avail all e. Wien the operating

system attenpts to conmuni.cate with a physical
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appropriate buffering and transformations to allow
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configurations, enbodinments of the present invention )

compating tsysteen. hylier operating oydten | theinsthete the hapenviger passes information
operating system has been | aunched, even if the

reprepaitiaigi thg ssats tofrthb akiscalvered hysicalcesensds théhephymsareigpr. Thus, the
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representing the state of the di scovered physi cal

corﬁﬁ%‘gﬁ@?ﬁgd‘o t'he hypervi sor. Thus, the hypervisor need
not have separate code to di scover the physica
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operating system | aunches the hypervi sor and passes to
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the Srotecte %hygical resources. When this is accomplished, the operating system

resumes in the virtual machine environment. In the virtual machine environment,
however, the operating system interfaces with the physical resources indirectly through the
hypervisor, rather than directly with the physical resources. The change is transparent to
the operating system since the virtual machine that js dedicated to communication with the
operating system honors the information the operating system had previously discovered
about the physical resources.

[028] In some cases and for some of the protected physical resources, it may not be
possible for the operating system to discover a protected physical resource without the use
of the hypervisor, and then interface later indirectly with that same protected physical
resource through the hypervisor in a transparent manner. In that case, the operating

system may be configured to understand that it might later be operating through a



resunes in the virtual machine environment. In the
virtual machi ne environnent, however, the operating
wayawas7unt erf aces with the physical resourcesPCT/US2007/011545
indirectly through the hypervisor, rather than
directly with the physical resources. The change is
transparent to the operating system since the virtua
machi ne that is dedicated to comunication with the
operating system honors the information the operating
system had previously discovered about the physica
resources. [028] In sone cased and for sone of the ) .
hyparsisestead tpHjusi igndreranyfitbephysiqal fespuress thas cperadilgerbe virtualized
for the operating systemto discover a protected
in plsesspratntr mamnerc & oxiinstende, theeopmating syskam fogser wayope configured to
and then interface later indirectly with that sane
infprmt ethte cbpehtBige aysteras oompendnts amog ot hee Ipapénalars proteeted physical
a transparent manner. In that case, the operating
resoyfdeem may be configured to understand that it m ght
| ater be operating through ahypervisor, and to thus

[02ggnor e RBferRhg bAck BH¥Feiial2, s RS 200) dbgiaa WiRin thatrebt operating
be virtualized in a transparent manner. For instance,

sydi8 RPELACHANKSY SDEM | Qade Rp¥rdtifg CRBfehd W esk bRerating system that

i nform ot her operating system conponénts not to use
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operating syste e operating systemt hat
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f h [ . [03 T '
Bl Bt b2 e TR PO B RIS RS o

. colum of Figure 2 under the colum header "ROOT
ingpspaea the\rood\eperating sysiem discovers at least one physical resource (act 211A).

Operating systems typically have instructions that discover the physical resources of the
computing system that are executed soon after launching the operating system. Referring
to Figure 4A, for example, the operating system 401 diso;overs physical resource state 403.
Discovering physical resources of a compt'lting system can be a complex task.
[031] In order to resume the operating system in the state before the launch of the
hypervisor, the operating system captures the state of the physical machine prior to the
launching the hypervisor. In 6ne embodiment, the captured state includes the state of all
the physical processors and the physical APICs. The physical processor state inclu.des:

1. General purpose registers.

2. Floating point and XMM registers.

3. Control registers (CRs).

4. Debug registers (DRs)



i nstance, the root operating systemdi scovers at | east
one physical resource (act 211A). Operating systens
wa ypra3d7ky have instructions that discover therP@iysioozd11545

resources of the conputing systemthat are executed

soon after launching the operating system Referring

to Figure 4A, for exanple, the operating system 401

di scovers physical resource state 403. Di scovering

physi cal resources of a conputing system can be a

conpl ex task. [031] In order 4 o resume t he operating

systemin the state before thg@ﬁ? g,ch of the
hyper vi s8strugtien opeindey (B cAptieRSR3 andt Elags Register

t he ghysn cal machine prior to the |aunching the
R¥AEP)i sor. In one enbodi nent, the captured state

i ncl udes the state of all the SyS| cal processors and

t heb.phy s Segmeniritgs. o K:S, y&@ﬁsc% BSe ExSsanst TR segments including the

i ncludes: 1. General purpose registers. 2. Floating
segpennbases,dind/andgéceterights.3. Control registers (CRs).

4. Debug registers (DRs)5. Instruction Pointer (RIP),

St agk PolTht &ilobAPesaipdorFTatde Registat(GDTRYS; UASRupt Bescriptor Table
Segnent state for CS, DS, SS, ES, FS, GS and TR

Registgn@DITR)i andl Isbah PebdréptocPiitoRepse gLDIMRYI t s and
access rights. 7. The G obal Descriptor Table Register

(CER), okl mdem?eélﬁpt&gxsﬂabl(mﬁagl whith {dcRldds BéklelGsBase,
Local Descriptor Table Register (LDTR). 8. Certain

StaflaGelr, SRAE IShfask OS<ShRFSs, CYRe AtBHsPAR ApicBase M
Kerne1GsBase %t?y Lst ar, CstarrE\wS h?askSid‘SysenpKe:r%:Sse SRs.

e R e AN
i 1.  Local APIC ID

2. In-Request-Register (IRR)

3. In-Service-Register (ISR)

4, Task Priority Register (TPR)
[033] In addition some other aspects of the hardware may be provided to the
hypervisor as boot parameters when the hypervisor is launched. These might include:

1. Present and potential logical processors, including those that may be hot-
plugged at runtime

2. Whether hyperthreading is enabled or disabled in the BIOS

3. Present Physical RAM ranges — system physical address ranges that are
populated with RAM at the time the hypervisor is booted

4, Physical nodes (including those‘that have no associa-ted resources at boot
time but may be populated at runtime)

5. Memory access ratios between physical nodes

6. Addresses of certain hardware features that the hypervisor must access (e.g.

the power management timer)



2. I n-Request-Register (IRR) 3. In-Service-Register
(ISR) 4. Task Priority Register (TPR) [033] In
w@oai7ti3om sonme ot her aspects of the hardware nMegI/b82007/011545
provi ded to the hypervisor as boot paranmeters when the
hypervi sor is |aunched. These m ght include: 1.
Present and potential |ogical processors, including
those that may be hotplugged at runtine 2. \Wet her
hypert hreading i s enabl ed or disabled in the BIOS 3.
Present Physical RAM ranges -ﬁyfstem physi cal address
ranges that are populated with RAM at the tine tr?g% .
[03dIper v Th6ronesatingosysiens alph jaynches Hsgbyperyisey (@ft7g 1B) that is to be
those that have no associ ated resources at boot tine )
infgrpospdybasweeb She anseting sysiemnand she pbypicyl sesoprees. For instance,
rati os between physical nodes 6. Addresses of certain |
refearingbr Biguead Br e hyparvisdr<0fyip xtonpesnd batween theaoet operating system
(e.g. the power managenent timer)[034] The operating |
40dy snck ithea pbysital urestases HO2Zhy perndrs of titigdewxchimy, thaaaperafing system
to be interposed between the operating system and the
prphidss cadte riefoomation . foFoat leastt thec physiedl eresourges ¢o Fiegpragected to the
4B, the hypervisor 405 is interposed between the root
hypReesiedri(agt B2y dmigdéitedintbriadon liydidsl alr the dnformatidd that a hypervisor
As part of this launching, the operating system
whl1a\Hed@ $o 9is8beeri tAE 0s18Wdnit @tutd 6f thatprbrart phiysicahysowrats that are to be
resources to be protected to the hypervisor (act 212).

bS] 6% MELPYOIsBR 0 Bnk NEhusdasem] khd fiftel infrMibhafight include the
that a hypervisor would need to discover the rel evant

R B Lo A bk AN st vt o
idSh@fiEatioR HHRBE 4128 pBh &Rk phSikMdBsdifiges.

[035] Also, as part of the launch, the operating system passes control to the
hypervisor. The hypervisor then performs acts as illustrated in the right column of Figure
2 under the heading “HYPERViSOR”. In particular, the hypervisor then performs tasks
necessary to virtualize the protected physical resources of the computing system to the root
operating system (act 221).

[036] For instance, the hypervisor may create a virtual machine instance for the root
ofnerating system (act 231). Referring to Figure 4B, block 421 repres.ents a virtual
machine instance for the operating syétem 401. Once initialized and operational, the
virtual machine instance 421 will serve as a proxy for the physical resources 402 for the
operating system 401. The virtual machine instance 421 will receive service requests from
the operating system 401 for the physical resources, and will perform appropriate
transformations and buffering of the requests depending on the state information
accessible to the virtual machine instance 421. The virtual machine instance 421 will then

cause the hypervisor 405 to request the appropriate service from the physical resources

402. The virtual machine instance 421 will potentially also report back the results of the



capture state descri bed above. At the very |east, the

state information includes at |east an identification
w@boorhas7epr r espondi ng physi cal resources. [035PCHUSWNT/011545

as part of the launch, the operating system passes

control to the hypervisor. The hypervisor then

perforns acts as illustrated in the right colum of

Fi gure 2 under the headi ng "HYPERVI SOCR'. In

particul ar, the hypervisor then perfornms tasks

necessary to virtualize the pjetected physica

resources of the conput .systemt.o the root . .

rediESi 1 FiegoRgretie, Vet 408 Wity 3a6rgle' indiSiirasions pad butfering as
hypervi sor may create a virtual machine instance for

"root operating system (act 231). Referring to

Fi gure 4B, . bl ock 421 represents, a virtual machine

103745t an€Be Vitual machperinstang 44 svidhhehaye ddfrsently depending on the state

_initialized and operational, the virtual machine

inforgatige accessiblg 10 theeyigtualamachipe dnsfanicsr T hppgryisembonors the state
resources 402 for the operating system 401 . The

infoimaticn thatdhe npetiating shigemsdOl had dlreadyealiseveradviegarding the physical
requests fromthe operating system 401 for the

resohyces cd2. r Ascendoedy, thedhypehisoqpeddSomitializes dlps vatuml machine instance
transformati ons and buffering of the requests

42t eyitnali Ingst somehd the sthte infuronatiat ipoovideties tiedperdtingt dystem (act 232).
virtual machine instance 421. The virtual machine

For st amce thé2iypervikort 4Ehmaguaitialibe theyvietial sachidd witlothe capture state
request the appropriate service fromthe physi cal

provedalibg ahe 4p2ratibigesystant.udh thikChiafiter] s aiRR1 42thidel instance 421 is
potentially also report back the results of therequest

initializddewiipestate] ov@siimt iitHhe WdrhatidArepieséithig the physical resources
transformati ons and buffering as needed. 103 The

dedételiUn) tHERE6PERENE RFEBAC ETAS bpbiaingRSBRUE idiHehele8ithty in the virtual
dependi ng on the state information accessible to the

mathireUsHvirSRaldnt ¢adt T3 ECact T12) YR A SHroRRBAL SissB& in Figure 4B,

state information that the operating system 401 has

inﬁ%age@ﬂme ddp%%wsg; §fbtdi G qh{égfamg %%ﬁﬁmﬁt? 16 BHHER resources 402,

Accordi ngly,” the hyperviso

the/ f)ﬁ)tsﬁjﬁ!l 1SRG Q0L NSE Yhfatized for the operating system 401 through the use of

boui &

ne@

the virtual machine instance 421 and the hypervisor 405. Since the state information us,ed
by the virtual machine 421 is consistent with the state information discovered by the
operating system 401, the change is transparent to the operating system 401 is some
embodiments.

[038] In one embodiment, the virtualization is provided via a virtual processor
abstraction which emulates the behavior of the physical processor. Similarly it provides a

virtual APIC which emulates the behavior of the physical APIC. This is achieved as

follows:

1. The state of the virtual processor is initialized to the captured state of the

physical processor.



421 with at |east sone of the state information
provi ded by the operating system (act 232). For
w0 p®vassoel the hypervisor 405 may initialize tP@I/US2007/011545
virtual machine with the capture state provided by the
operating system In this manner, the virtual mnachine
instance 421 is initialized wth state consistent wth
the information representing the physical resources
detected by the operating system The operating system
is then resuned in the virtua 3machine envi r onnment
(act 233 and act 214). .In this environnment, as seen jn
Fi g-e 4EThs et af the irwalopBIGtis ﬁ@l@%?‘gﬁ? 433 captred State of the
interfacing directly with the physical resources 402,
phiysiealghyeal ARICr esources 402 are virtualized for the
operating system 401 through the use of the virtua
machi.ne i Bet dypervispr iasalls Hatersepts 1A prTvenbthe opp@ENg Hystem from
state information used by the virtual nmachine 421 is )
accessBiggireviteged physited hetdwareiresovreest Fomexdipdothe gyess physical address
the operating system 401, the change is transparent to
whdre tephical ARTC syt pevie0dlyi lecatedprientobiunehing thg b@srviser is marked
one enbodi nent, the virtualization is provided via a
as\tol pteabniBoah&stioiccadsss tatticilocal WHIChre trappceintd the hypervisor.
behavi or of the physical processor. Simlarly it
[0BYPVi desfi@ Whd tHiperAddrCismatthediukied dspeheésdreheayi daunoh additional
the physical APIC. This is achieved as follows: 1. The

oper@iy Sfstdnle eithér! iuslan®dsQSfARS @fimb DpeRkibp dlystey of dnstdiees of different
captured state of the physical processor.2. The state

. o e PHYstzar A2 and 413
optratid}spstdrhd) Foﬁgkﬁn]oﬁLgiiglﬁir%lpﬂféﬁgﬁﬁ,ﬁﬁmgl E@ferns 412 an

state of the physica pervi sor

arb&?éﬁ?la}g&eﬁt&tﬂﬁlr GRS Oragﬁé‘s\éﬁ{éfd_ byemRPen@téNA12Y §la§Mdditionally be
rom accessi ng privileg

d physi cal hardware resources.

la@%hﬁ%*igi’%ﬁe 3 R HES! 2 PAYSUEH oR0LRHHAMIBH Srok Nertualizing physical

was previously located prior to |aunching

retsQSrCQQI k& rtMé saaﬁjtio%am'béﬁﬁng systems as well. When an additional operating

system is to be launched, the hypervisor first launches a corresponding virtual machine
instance (act 301), through which the operating system is then launched (act 302). The
hypervisor uses the corresponding virtual machine instance to virtualize the physical
resource(s) to the corresponding additional operating system (act 303).

[040] When each operating system performs discovery of the physical resources upon
starting up the operating system, the various requests for information are intercepted by
the corresponding virtual machine instance. Instead of finding out the actual state
information associated with the physical resources, the corresponding virtual machine
provides virtualized state information to the operating system.

[041] Sometimes, the operating system that launches the hypervisor may be in a
different environment type. For instance, perhaps the operating system is operating in 32-
bit mode, whereas the hypervisor to be l'aunched is to operate in 64-bit mode, or vice

versa. Similarly, the operating system and the hypervisor may be operating in different



as not present so that all accesses to the local APIC

are trapped into the hypervisor. [039] After the
whypensi7zgsor i s | aunched, the hypervisor nay | apemis2007/011545

addi ti onal operating systens, either instances of the

same operating system or instances of different

operating systens. For exanple, referring to Figure

4C, operating systens 412 and 413 anongst potentially

others as represented by the ellipses 414 may

additionally be launched. Figype 3 illustrates a

fl owch g

papbtipees 50 FEoRaAreT oG Sapeet g Eot e Y Senting system to

When _an additional operating . ,systemis to be |aunched, .

loyneh P BYRTXSPT VR 1| B8 AR S5 PBS sk JORGFUOF 15| dperating in
.machi ne instance (act 301), through which the

difgepbenviPIEfem i s then | aunched (act 302). The
hypervi sor uses the corresgonding virtual machine

lﬂdlst andégure & ilhustrates 2 flowehah pfjacaethods 30N & apsrating system to
correspondi ng additional operating system (act 303).

enfey4leg emvieonmestd lof dchnervigorsiparepargfeort fHr daunghingdhe hypevisor. From
t he physical resources upon starting up the operating

act 96t emFigure Sviaxr whish the gpersting fsystemnis dawnwhedntharoperating system first
intercepted by the correspondi ng virtual machine

rendes$ dnaeionhblet agd noh-rhaskdblegintertupih dactci@ly] asd ahesks any maskable
i nformati on associated with the physical resources,

inteh@p o Noaspaskdbiwginverniptamage rendered actiesable i alalmbedof different
state information to the operating system [041]

wHaNeAifiee 2ll, Wienaperdltaliggssistetinis hitrahsitios 16 $hé Repervisor operating
hypervisor may be in a different environnment type. For

enviBhRRAE calRSSHOARS bé iekeQ N8 leRbird FhA VTS Birhdptd BE ERIdpABnd Becur before
32- bit node, whereas the hypervisor to be |aunched is

thé i RIEStAE it Repdiisorn d8aded! IH\UnGRicHRIHE Br exdePlibAbbdurs after leaving
the operating system and the hypervisor may be

th® Ripetin®Osysterfl| dhvBlo8H{cRA BLN BefRE &hite e | #3BP Efvironment the

of the present invention allow the opéerating systemto

prb@d8&hy A1l ?rd'b\égﬁ}' HOSOL A4 ]H hiag?ﬂ%rlﬁe R { &geﬂﬁéﬁglg]sﬂx@g tﬁere is no

al
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hypervi sor are operating in f'erent environ

interrupt descriptor table or a stack. Most exceptions can easily be avoided since they are

software initiated. Maskable hardware interrupts can inhibit during this process by clearing

the IF bit in the RFLAGS register.

[043] Non-maskable interrupts (NMIs) can be inhibited by either of the two
mechanisms:

[044] " 1. Self deliver an NMI and do not execute an IRET instruction: This can be
achieved by temporarily modifying the NMI handler address in the operating system’s
interrupt descriptor table to point to a different handler. Then an NMI can be delivered to
the current processor. This will cause the processor to jump to the addre.ss provided as the
NMI handler. In the NMI handler, we can restore the original NMI handler address and

continue. This will effectively mask further NMIs since on the x86 architecture NMlIs are

masked after an NMI is received until an IRET instruction is executed.



[042] Figure 5 illustrates a flowhart of a nethod 500
for the operating systemto enter the environnent of
W0 b@7hgoer vi sor in preparation for |aunchi ng tPer/us2007/011545
hypervi sor. Fromact 201 of Figure 5 in which the
operating systemis launched, the operating system
first renders inactionabl e any non-nmaskable interrupts
(act 501), and masks any maskabl e interrupts.
Non- maskabl e i nterrupts may be rendered inactionabl e
in a nunber of different ways,After all, when the
operating systemis in transition to. the hypervisor R
[04fder at RngAbYANsTuR veth 2 valig BteRptidgsEwptenig ?% (@B T3 aad; stack: This can
that no interrupts or exceptions occur before the
beiachicvad byt credting a teraporgpedT $56 stack; 458 dempprary page tables can map
interrupt or exception occurs after |eaving the .
the peanpmdranyg DX, she WM handemanst stack atbeisosisinal oitter) addeesses and their
hypervi sor environnent the processor w ||l probably not )
refpectiid physicdl addtessésh Thinemsurespthatif axddpl awives iwhea the processor 1s
there is no interrupt descriptor table or a stack.
ruMiisg vEKceettérapsracypagatabley itoeilbhvdatetlyidetiverct ¢y the kandler.
software initiated. Maskable hardware interrupts can
[oitethi Di tOrbarthe gntbhiipts pire erskedyr otheawisagerideecd Fabii¢nabie (act 501), a
the RFLAGS register. [043] Non-rmaskable interrupts

tefnpMaty GAhalDthachitebinkREcds eirédied (adt SOB. t Mhe operating system then
mechani snms: [044] 1. Self deliver an NM and do not

infieBizHs §h@NerthFbrhry NE#HAICHIaBRine TikGneaRville aAC Risaviedo that causes an
tenporarily nodifying the NM handl er address in the

i | st e BitaE AURins 8 T doRtr8! fibaliR dRrARig ¥ystem to the
ln%%ﬁg??%g?znfﬁ{maﬁn%léeé. '?hen San NMo can be del ilj\%re Y

h;éa%r&i@&. GRhES Me t%ﬁ&%g&?%nuéi Bhsthihd inseAUSE rbfifined (act - 504), the virtual

ocessor to junp't he address provided as the
PR S SRS i lon g B SOSGAS s o eropt
o ifealf TR SenEhull’ i Mifindy PRud hnaching pstance stats
of it Sy TR v 100 CEe S50 vy Srtng 1 b Pane system 10

cgrftﬁl%lé:op-gpa!tff’)nci%%ypervisor mode (act 507). The operating system may then launch

the hypervisor. Optionally, the temporary virtual machine instance may be destroyed (act
508), since it was only needed to put the operating system into the hypervisor mode
necessary to launch the hypervisor. ,

[047] Accordingly, embodiments of the present invention permit a hypervisor to be
launched even after there is already a running operating system present on the computing
system. In some embodiments, the operating system may launch the hypervisor even if
the operating system and hypervisor are in different environments.

[048] The present invention may be embodied in other specific forms without
departing from its spirit or essential characteristics. The described embodiments are to be
considered in all respects only as illustrative and not restrictive. The scope of the

invention is, therefore, indicated by the appended claims rather than by the foregoing



be achi eved by creating a tenporary |IDT and stack. The

tenporary page tables can nmap the tenporary EDT, the
wOR07h3aTdl er and stack at their original virtub€T/US2007/011545

addresses and their respective physical addresses.

This ensures that if an NM arrives when the processor

is running with the tenporary page tables it wll be

correctly delivered to the handler. [046] Once the

interrupts are nmasked or otherw se rendered

i nactionable (act 501), a tenpgrary virtual machine

i nst.ance, | s, created (act 502)..The operating system
descfigtion Al ShTEES TR D BRI, FoAIBRE Rak Mg oF edutvalency of the
instance with an inpstruction that causes an intercept
clapgy ared .eﬁmam\@wa@ﬁgmr &% ransfer of control from
the operating systemto the hypervisor. Wen the
tenporary virtual machine instance is resuned (act
504), the virtual nachi ne instance executes the
i nstructions that causes the intercept, and the
intercept is thus generated (act 505). Consequently,
the tenporary virtual machine instance starts
executing using the hypervisor state (act 506),
t hereby causing the operating systemto continue
operation in hypervisor node (act 507)..The operating
system may then | aunch the hypervisor. Optionally, the
tenporary virtual machine instance may be destroyed
(act 508), since it was only needed to put the
operating systeminto the hypervisor nbde necessary to
| aunch the hypervisor. , [047] Accordingly,
enbodi nents of the present invention permt a
hypervi sor to be | aunched even after there is already
a runni ng operating system present on the conputing
system In sonme enbodi ments, the operating system may
| aunch the hypervisor even if the operating system and
hypervisor are in different environnments. [048] The
present invention nmay be enbodied in other specific
forms without departing fromits spirit or essentia
characteristics. The described enbodi nents are to be



considered in all respects only as illustrative and
not restrictive. The scope of the invention is,
wo b@rasne, indicated by the appended cl ai ns rBCTE82007/011545
than by the foregoi ngdescription. AUchanges whi ch cone
wi thin the neani ng and range of equival ency of the
clains are to be enbraced within their scope. CLAI M5
What is claimed is: 1. A conputer program product
conpri sing one or nore conputer-readabl e nedia (104)
having one or nore conputer-epxecutabl e instructions
t hat, when executed by one{ﬁgtﬁaée processors (102) of
a computing system (100), or nore
conput er.execut apl e i nstructi ons cause the conputing
systVEmt i3 818mediSher f orm a met hod for using a running
operating systemto |launch a hypervisor, the nethod
conpr i si MY COHPULHEtProgragh PEIHChEPHErIENSt Un puBPre computer-readable
| aunching (21 1B) a-hypervisor (405); and an act of
megie(104uhating ony e mors sompatEsiexgeutalg instiusgions they, when executed by
| east’ one physical resource (402) of the conputing
ons ps meore (pk0@sses ({1H2) of ercampuging \system (U),) thiehatte or more computer-
| aunched the hypervisor (405). 2. A conputer program
exéueblc instricti@aaatenthe dsnigutiock alysterh, (100ptepdrfdrhea ersth@t for using a
nore conputer-readabl e nmedia is physical nenory and
nushiog aseatiidiytend to Puaohp blypérvizonghaMehiciidshipriging:
accordance with Claim1, wherein the one or nore
CONHGES of RE6IAIRhEn B Rtein (401) Mitdichidle (TETRY ¥ hBshRor §40515§ and
conput er program product in accordance wth Caiml,
whergi &t tdTahe NButhe A DeAASRUUEY HWadtaRlm [Bdhatiisast one physical
physi cal storage nedia. 5. A conputer program product

resolrRq202 &S c%ﬁg{ﬁéi%%?&b&&lmf{oeﬂ.h@ o&a?ﬁartitnﬁesplstem (401) that launched

conput er-execut a tructions are

thesﬁ%}ég}iggrqq% ch that, when executed by one or nore
processors of the conputing system the conputing

systemis caused to further

2, A computer program product in éccordance with Claim 1, wherein the one

or more computer-readable media is physical memory and storage media.

3. A computer program product in accordance with Claim 1, wherein the one

or more computer-readable media is physical memory media.

4, A computer program product in accordance with Claim 1, wherein the one

or more compute}'—reaidable media is physical storage media.

5. A computer program product in accordance with Claim 1, wherein the
computer-executable instructions are further structured such that, when executed by one or

more processors of the computing system, the computing system is caused to further

perform the following:



performthe foll ow ng:an act of the operating system

di scovering the at | east one physical resource; and an
wW@ew0708378he operating system provi ding state PCT/US2007/011545

information for the at | east one physical resource to

t he hypervisor, the state information including at

| east an identification of the correspondi ng physi cal

resource. 6. A conputer program product in accordance

with daimb5, wherein the conputer-executable

instructions are further struggured such that, when

executed by one or nore processors of the conputing

systa@fct phihe apsiingfystsysdissavienng thpsatdeash ong gﬁm?al resource; and

performthe follow ng: an act of the hypervisor

| aurf@hatiefathe pperatingarstemepioniding state arformatiop dpa thagt least one

system an act of initializing the virtual nachine
physisalamesoupger Hosthe ehyipefasomt then sfeteovinfuthabipnt frecluding at least an

operating system an act of the hypervisor resum ng
idenitificetpen af thegostespanding pleysidahidsbaicezi ng t he virtual

machi ne i nstance; and after the operating systemis

resunmed, an act of the hypervisor using the virtual

machi ne instance to virtualize the at | east one

phys.cal Aesatipeter programCprdutein pEaGdaBepWARUCIaiinN5, wherein the

accordance - wth Claim®6, wherein the

cofpiiftileReci@ybie Uhahlctiohd sl ffthérOituchlr€d kit M8f, when executed by one or
structured such that, when executed by one or nore

mdO58esRbss Of thd %oﬁ@ﬁ'ﬁ?‘% ishetey $hé Cordphfin gfll@fétrﬁ B9 caused to further

systemis caused to f hér pérformthe ow ng for

pefBhll tRdftiidwina! operating system | aunched on the
conputing system an act of the hypervisor |aunching a

cor ra%SQ&ngfl e M%etﬂi’l@&r f%ﬁ@hlﬁg 'i DRLAY ‘}Sacfh%e instance for the operating
system;
an act of initializing the virtual machine instance with state information provided
by the operating system;
an act of the hypervisor resuming the operating system after initializing the virtual
.machine instance; and
after the operating system is resﬁmed, an gc;t of ‘the hypervisor. using the virtual

_machine instance to virtualize the at least one physical resource.

7. A computer program product in accordance with Claim 6, wherein the
compu.terl—executable instructions are further structured such that, when executed by one or
more processors of the computing system, the computing system is "c.auéed to further
perform the following for each additic;nal c;perating system launched on the computing

system:

an act of the hypervisor launching a corresponding virtual machine instance for

each additional operating system;



each additional operating systenm an act of |aunching
the correspondi ng addi ti onal operating system after
wao b@7asaaespondi ng virtual machi ne instance i SPCT/US2007/011545
| aunched; and an act of the hypervisor using the
correspondi ng virtual machine instance to virtualize
the at | east one physical resource to the
correspondi ng additional operating system 8. A
conmput er program product in accordance with Caimi1,
wherein the conputer-executablg instructions are
further structured such that, en ecuted by the one
or i &%hodcBYESHNEE othet AITEBRARUTE naﬁﬁwaé nPPeIAdng system after the
conputing systemis caused to further performthe
copgFpandingyviryal maehige instance it lsunehedhgibr vi sor
virtualizing at |east one physical resource of the
conpan ey of \the chmpeovisdre usipg rthe | gogrospending twighall manbinedinstance to
t he hypervisor. 9. A conputer program product in
vidgadizedeca lehsthoit physital wisewree notthe corresponding additional operating
conput er - execut abl e instructions further conprising
systefiput er - execut abl e i nstructions that, when executed
by the one or nore processors of the computing system
the conputing systemis caused to performthe
follow ng: an act of the operating systemcreating a

t enp@r.ary AV péthpater 'FR6RiaRe phdtlcf R Gcc@Aaféd wRfh Claim 1, wherein the
initializing the tenporary virtual machine instance

cothullerddk eb S bleUinksir@ftiddiddre FRAREPHAR 1ABA | SOER AP WheR bxecuted by the

act of resumng the tenporary virtual nmachine instance

orftf b€ndrb epr@@éss?xfs_ bikd @J)rh?hﬁe}%a g#fb‘?%?l, H&d e6k gﬂ?% I'eyi'stem is caused to

intercept resulting from resum

Im&ﬁgﬁgﬁﬁﬁﬂlﬁk&$ﬁéki chine instance, an act of starting
the

enporary virtaal machine instance to

an act of the launched hypervisor virtualizing at least one physical resource of the

computing system to the operating system that launched the hypervisor.

9. A computer program product in accordance with Claim 1, wherein the
computer-executable instructions further comprising computer-executable instructions
that, when executed by the ome or more processors of the computing system, the
computing system is caused to perform the following:

an act of the operating system creating a temporary virtual machine instance;

an act of initializing the temporary virtual machine instance with an instruction that
generates an intercept;

an act of resuming the temporary virtual machine instance after the act of
initializing;

upon detecting the intercept resultiﬁg from the act of resuming the temporary

virtual machine instance, an act of starting the temporary virtual machine instance to

operate using hypervisor state.



operate using hypervisor state.10. A conputer program
product in accordance with Claim9, wherein the
W@ oo9pasEat execut abl e i nstructions further conpP@BHES2007/011545
conmput er - execut abl e i nstructions that, when executed
by the one or nore processors of the conmputing system
the conputing systemis caused to performthe
following prior to the creation of the tenporary
virtual machine instance: an act of rendering
i nacti onabl e any non-maskabl e,nterrupts. 11. A
conput er program product in aCcordance with Caim?9
wherei n the conput er-executabl e instructions further
conpri se conput er-executabl e instructions that, when )
execlf.ed Bycempuisn@regranpprodych i sseprdange Witk Claim 9, wherein the
conputing system the conputing systemis caused to
copgnitarraxetiteblecinsowitings Hitther edveprissngsumputyr-gxgcutable instructions that,
machi ne instance is started usi.ng the hypervisor
wisdnaéxscuted By tthe bnt au mdrengrotdssoisygfathe i computimgdsyatengcthe computing
of destroying the tenporary virtual machi ne instance.
sysidm A CARPAItE peffongrthantfpieowingt prior tactheroieation of the temporary virtual
Claim 11, wherein one of the operating system and the
miMHes Mstate.operates in 32 bit node, while the other of
the operating system and the hypervi sor operators in
64 bid adted@endbiing An&RiGRNE1E anp oA nd¥kAbIe Ghtetrup .
accordance with éla|n111, wherein the operating system
and the hypervi sor operate using a different paging
mechani sm 14. A nethod (200) for |aunching a

(403 "o Paaanuict i Bah Bl G MREDRShA] RS Glim 9, wherein the
AR 481 A Ao Rln 2 B LY RAL: (408 BEEIIIG instrucions tht,

C

O

m'a”root operating sys :
wHEPEERSH, B9 e Rl Bl apbie BlocBUR! 6! ERMIEES oféh?) he computing

system is caused to perform the following after the temporary virtual machine instance is
started using the hypervisor state:
an act of launching the hypervisor; and

an act of destroying the temporary virtual machine instance.

12. A computer program product in accordance with Claim 11, wherein one of
the operating system and the hypervisor operates in 32 bit mode, while the other of the

operating system and the hypervisor operators in 64 bit made.

13. A computer program product in accordance with Claim 11, wherein the

operating system and the hypervisor operate using a different paging mechanism.



an act of the hypervisor (401) |aunching (231) a

virtual machine instance for the root operating
waeymrasg74an act of initializing (232) the virtRel/US2007/011545

machine with state consistent with the information

representing the plurality of physical resources

detected by the operating system an act of resum ng

(233) the root operating systemsuch that the root

operating systeminterfaces indirectly with the

plurality of physical reSourcE? via the virtua
machi ne instance that was initialized using the state. A
15. 4. met Aovethnd £2@@)rfdairsecking i@ hOParisor4403) singp running operating
conprising the followi ng after the hypervisor is
sybtemn(40t)) todauwaadt a hypdraisoc#Hony thhmethodmomprisitdi:t i onal
operating systens. 16. A nethod in accordance with
C aign hbt ofustigrercisom (#83)neeckiving drdrowk ngof @mpewdily oYstem (401)
the one or nore additional operating systens: an act ]
inffrmiafibh rgfrestiag copluedig odiphgsivil resmircava@h2 ndetected dydbe operating
to interface with the correspondi ng additi onal
S}@Qﬁ{@bhng system 17. A conputer program product
conprising one or nore conputer-readabl e nedia (104)

havi ®_MhypReviEG (4014 DEnciEfg IRSNAA hiteial YisdcBMe instance for the
(401 ;a%tﬁa hy%jgr\}i sodr \(1\6405)CI aﬁgched by the

b shem (401) and configured to virtualize at
ro?ggée?g% es}%};ys’l cal resource (402) of the conmputing

Syst en Lo Jg \(B5h)SHR! inkBwith SAPEbRistent with the
pr ogg%r%tcgrotg Slét?ﬁﬁr?éaé%%zl) dglﬁcgmvﬁg?%@&%%mwb, wher ei ﬁs e w ©
.t.he one or nore c u n] e = er:! :
m:%lﬁba? nawareggtatl;% gﬂ?né)glﬁél_l{y gfd %B&Scﬁepés&n'cés %Ve%te(él {)y the operating
system;

an act of resuming (233) the root operating system such that the root operating

system interfaces indirectly with the plurality of physical resources via the virtual machine

instance that was initialized using the state.

15. A method in accordance with Claim 14, further comprising the following

after the hypervisor is running:

an act of launching one or more additional operating systems.

16. A method in accordance with Claim 15, further comprising the following

for each of the one or more additional operating systems:

an act of initiating a corresponding virtual machine instance to interface with the

corresponding additional operating system.



19. A conputer program product in accordance with

Claim17, wherein the one or nore conputer-readable
wore@i7a3izsl physi cal menory media. 20. A conput ePCPUSYOAOMIS4S

product in accordance with Caim1l7, wherein the one

or nore conputer-readable nedia is physical storage

medi a.

22
17. A computer program product comprising one or more computer-readable

media (104) having thereon the following: .

an operating system (401); and

a hypervisor (405) launched by the operating system (401) and configured to
virtualize at least one physical resource (402) of the computing system to the operating

system (401).

18." A computer program product in accordance with Claim 17, wherein the one

or more computer-readable media is physical memory and storage media.

19. A computer program product in accordance with Claim 17, wherein the one

or more computer-readable media is physical memory media.

20. A computer program product in accordance with Claim 17, wherein the one

or more computer-readable media is physical storage media.



