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PCT/ US97/ 06204 SYSTEM AND APPARATUS FOR SMART CARD PERSONALI ZATI ON
5 Field of the Invention The
present invention is related to data storage devices and in particular -
to produci ng Mr978B424 programmed data carriers such as credi R*CHHHE6204 e t

cards, I dentification cards, and other transaction cards.

Background of the Invention 10 | ncreasi ng nunbers of organizations
whi ch i ssue transaction cards to their users, custoners, or enployees
require cards taichirita AN APPARCTUS FOR mwmﬁmﬁﬁsdm,xmmwu' ar
service or appli catlon hese organi zati ons al so want the cards to
contain data about the cardhol der. Existing transaction cards encode
such data in 3 magnetic stripe on the L he card but the amount of 15
data that can~be held by a mgnetic%@ﬁ% ! ited. A new type of
transaction car dTksgireséat invention ixrelated scodita sorapeidevices mddinipartichiar pl asti ¢

of the card to greatly increase the card's data sforage, capacjty.

Addi tional |y, SOWSQQ%RQ&&@SPWM%B! Gapriers YeR a it gargs, debitcardscar ¢
i ssuer can execukﬁnﬁﬁbtaﬁé‘ﬂ&fi‘&d"af{cﬁém&tdaﬁs%c@én&% chips, and the chip may

al so contain a type of operating system Transaction 20 cards with enbedded

chips are referred to in the mduBﬂngxsmnngﬁhLMMQn progranmed data
carriers commmo cal |l ed smart card
% nir%xi'eaﬁm%mfmbers”q'r @anﬁatgons wh-iE:h 1ss%e krgnsa& d)gtcgrdg i he

S prograrrrrealvmth I ni on an ersonaltzation

sanme tinme as thetheitubdascustbmeRforemiplbyess rbfiire gardsbilsred do meet/the pri nt ed.
requirements of their particular service or application. These organizations also
want the cards to contain da;a about the cardholder. Existing transaction cards
encade such data in a magnetic stripe on the back of the card but the amount of

15 data that can be held by a magnetic stripe is limited. A new type of transaction
card embeds a microprocessor computcr chip in the plastic of the card to greatly
increase the card’s data storage capacity. Additionally, sophisticated card
applications specific to the card issuer can execute in certain varieties of the
chips, and the chip may also contain a type of operating system. Transaction

20 cards with embedded chips are referred to in the industry as portable
programmed data carriers, more commonly called “smart cards.” The chip in a
smart card is programmed with initialization and/or personalization data at the
same time as the surface of the card is being embossed and/or printed.

The initialization data comprises three major types of information:

25 application data, security data, and printed data. The application data is common
to all cards for a given card application and includes application program code
and variables. The sccurity data prevents fraudulent use of the card and is
usually provided in the form of “secure keys.” Printed data, such as a logo, bar
codes, and various types of numerical information, are placed on the surface of

30 the card. Some or all of the same data can also be embossed on the surface.
Optical technology also-can be emp[ojéa to make part or all of the surface of the

card into a storage medium with data accessible by an appropriate optical reader.



The initialization data conprises three major types of information: 25
application data, security data, and printed data. The application data is

comon to all cards for a given card application and includes

appl i cation program code and vari ables. The security data prevents
fraudul ent wemerxmd4idhe card and is usual | y provi ded i npCTruss7@sao of
"secure keys." Printed data, such as a |ogo, bar codes, and vari ous

types of nunerical information, are placgd on the surface of 30 the card.
Sone or all of the sane data can al so be enbossed on the surface.

Optical technol ogy 8inaR cadlal@iss PR d Wi RifGnRabh spRbifithd apf the surface
of the card into a storage nediumw th data accessi ble by an

appropri at e optndivifiual cardeelder through a progsomiled Apessonalization.” The
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Smart cards ar & rg?nsagz%lrogd?fgﬁnrr%ﬁn\;\?rtahsnlmrr\tfcglfdrr’%f 'lmcglr?r ;sopﬂé%mo@alt'zoangﬂ

i ndi vi dual car Ghfoimsition timrentilg lcomtainedarenon-snadr cartls, speh aptha kardhdldats " The

personal i zatj on information for a smart card . s .simlar _to the

ber sonal | zat ofae, acequet mmber g cxpirstion s, 8 ARROIAEERPB BRGSO car ds,
such as the caifthabdffortge capatitythe &if HUNmAHEERF tan cofath alftiohdlidafan date, and
a phot ograph. Because of its i ncreased storage capacity, the chip in a

smart card can bexont shebasigdnfoineatioh od thesstandard tignsaotion qardsinpluding ai nf or nat i on on
t he standard tran tion .d i J; . raphiecal r.epresentation of
B0 L s sy S 7

the indi vi dual ® rgnature, Inrn
cardhol der i s edvict tiedaidholderis exstitled to) and aoebing lifvies forthase saeices.ces. 10

The smart cgyd 1 SSURg D PGoS Rilbi process must costrd] and Fepbrt on sach !
personalized card and the results of the personalization process. Extensive report
and audit files thus must be maintained to support the card tracking
requirements.

Currently, a smart card issuing system tﬂust be tailored to meet the

15 rcquirements of a specific card application that will be programmed on a specific
type of smart card under the control of a specific card operating system and to
format the data for the card to be compatible with a specific type of
personalization cquipment chosen to issue the card. The entire issuing system
must be re-configured whenever any one of these variables (issuer application,

20 smart card/card operating system, and/or personalization equipment) is changed.
increasing the time and cost incurred by the issuer of the card in delivering
personalized smart cards to its customers. Additionally, many of the current
issuing systems lack a viable means to provide dynamic feedback regarding the
status of any particular batch of cards in the process to the card issuer.

25 Furthermore, the smart card issuing systems in use today utilize a
proprietary approach developed by either the card manufacturer or the
personalization equipment manufacturer. To encourage sales of their respective
cards or equipment, each manufacturer develops a unique personalization
solution for a particular card application, and each solution is specific to a

30 particular card issuer. These unigue SOImions are intended to optimize

performance of the cards or equipment and thus do not permit a more inclusive,



personalized card and the results of the personalization process. Extensive
report and audit files thus nust be maintained to support the card
t racki ng requirenents. Currently, a smart card issuing

system nust be tailored to neet the 15 requirenments of a spegif] \[
application tW&%@4# be programmed on a specific type %&@%ﬁ’ﬁ?’o‘gard

under the control of a specific card operating systemand to f or mat
the data for the card to be conpatible wit3h a specific type of

personal i zati on equi pment chosen to issue the card. The entire issuing
system must gé)eralizedqwsfohg}imw prbeasethet aceepys any cadfopefatisgesystenm abl es

(i ssuer applicatiop, 20 s card c%rd qlfl)era I ng system and/ or
personal i zation @ﬁﬂ?f B‘H%ﬂ?@lé reasi ng the tine and cost
incurred by the issueAsmEd&hmmfdnmad@m&edswesmmcarﬁwssﬁgayéﬁﬂd smar t
cards to its custoners. Additiopally, many of the cur.rent I Ssui ng

systems |ack a VW&W@°%§@W1§$W‘HQWW persenslizatiop squipmemMdo he
SLatuS of Y oLt RREDoPlf Pl i B Skl PRl S5V

25 urt hernore smart card Issuing systems in use today
utilize a ptocqmbedtﬂmrx;sueu]s‘pspoaﬁhcd'd\apﬂﬂwpmdmlagongMuﬂlehe tetpdiredar d

manuf act ur er t ersonal.i zat. | 0 t ma.nuf acturer. To
encour age sal es W&M‘gﬁh CQ?ﬂWe r}ygegf’hgm?fp ., each
manuf act urer devel ops a uni que pewm@ soI ution for a

particular card appli catlon and each, solution_ is specific to ,a 30

particul ar card i ssuef smafsad Pﬁﬁ?ﬁi@éa@élsﬁi‘?‘ﬂﬁ%al%‘&sqmnwl%ﬁfﬁ ze
performance g t ﬁﬁn%og%gﬁg%pfm%ma% datd\SardGpeRifting Bf¥dth batd, 47" ©

IPE%' } llJJZIS})\;/e 0 6204 personalization equipment data to permit a card issuer to dynamically change
card applications, card and card operating systems, and/or personalization
equipment in a card issuing process without the necessity of modifying the card
issuer’s interface to the issuing process.

15 The smart card personalization system issues portable programmed data
carriers, or smart cards, by first acquiring a data format identifier, a card _
operating system identificr, a personalization equipment identifier, an application
program identifier or identifiers, and personalization data for a cardholder from a
card issuer management system. The identifiers permit the system (o address

20 data stored in a data structure, such as a database. and specify the particular data
needed by the system for each card to be issued. Because each card issuer
formats its personalization data differently and may have multiple data formats,
the smart card personalization system has a database of data format templates
that enable it to interface with multiple card issuer management systems. The

25 system acquires the format template defining the personalization data used by a
particular card issuer from a record in the database identified by the data format
identifier. The system uses the data format template to translate the
personalization data from the card issuer’s format into an internal format
recognized by the components of the system. The system uses the card opcrating

30 system identifier and application program identifier(s) to acquire programming -

control commands for an operating system pre-loaded in a microprocessor chip



3 general i zed personalization process that accepts any card operating
system and/ or work with any personalization equi pnent As

the demand for smart cards increases, a snmart card issuing system

which permts the card issuers to use any type of personalization equi pnent
to 5 handl ewowbnsaspd e types of smart cards, and their att endausongsesati ng

systens, and to enbed the issuers' specific card applications al ong
with the required cardhol der data ip any of the various types of snart
cards is required. Sunmary of the I nvention

A smart card peashRAdidif feicar, 1123 843 if heTollF LARAS BndiGH Vil 0 car d 10
application data, issuer fornat npl ate data, card operating system dat a,
and per sorfat anzapplication groigraetype ditypestfonpthe database.c Thelsyiseausso t 0

dynam cal | y change [ lications,.card and..card operating systens,
and/ or per sona%f%ﬁels e °qﬁ'%m%'é§ég‘lgt6ﬁ‘§ﬂsfuci&%a§°r(: ?Berf%?lﬁ‘ﬁ “5?‘3‘8@5%‘% t hout the
necessity of nmb@iubed todssueithe emad card using Sfe\pefsosalizitioty dg@ipthehOidbftifier.SSUi NY
process. 15 The smart card doersonal i zati on systemissues portable
progranmmed dht £onee the systemihas acquised all the data necgssaryjg issne the smaigardiihg a dat a

format identifighefed eASrfprammingdoRiral Aoﬂﬂlﬁg% ?@Egkﬁ&m}, Eodran

a
personal i zati on equi pnent 1 dentlfier, an a I on p‘riogram
i dentifier or ivddattesf anskthe transthtedqressonalization datato dheet prrsonalizatierar dhol der from a

card issuer nmanagenent syst e identjfiers.permt the systemto address
20 data stored| ngtrﬁcfgtséecgf"e?"&g} QIPIRLC ?"%”%ﬁﬁ se, and specify the
particul ar data Alefadedy,np datadorias identifien is paseell by dlickatdisfiRr i Ssued.
Because each card issu forgtats its personalizatign data differently

and may havi? ush °§é?f‘$°’f‘@ﬂ‘?ﬁ'&’ e is deriveqd in thegnpligasioadawl i zation
system has a datRRAseeiust e Forfat Sfthe p&S0MaRLaEON correspdddbn 8RR Rodd 1O

interface with nultiple card i ssuer nanagenent systens. The 25 system
acqui res the f dasawithgheghtemel fdshatiserdpbit the systens ofte! canddssuermalnslso used by a

Pormt o aSHRREe R ibrhol Bl el 1 AR BRRcid b o Y, O

transl ate the system de¢ssonndedaaicferencd it dathtiaoerof fhfmata¢cdrdsssuer' s format into

an i nternal _format recogni zed by the components of the system The
system uses!? he car éneﬁ@;tgﬂl f%he sma¥t card persogBizat?on system is ns carg

management function. The smart card personalization system collects

‘information regarding the card issuing process and reports this information to the
card issuer management system.
Smart cards may include one or more “secure keys” that are programmed
20 into the chip to prevent fraudulent use of the card. The appropriate sccure key
data is obtained by the smart card personalization system from secure key
records maintained by the card issuer, or another security source, and then
transferred to the personalization equipment. The security source also provides
security functions that are used by the smart card personalization system to
25 ensure the integrity and secrecy of data during the transmission of data to and
from the system and within the system during the smart card personalization
process.
The smart card management system performs the functions described
above through a series of software modules executing on a computer or multiple
30 computers. One module is a card iSsuer management system interface which

acquires the data format identifier, the card operating system identifier, the



30 systemidentifier and application programidentifier(s) to acquire

pr ogranmm ng control commands for an operating systempre-loaded in a
m croprocessor chip WO 97/ 39424
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enmbedded in t WWOS%BM24 and application data, in the form of cdGEUHAHIEHM

vari abl es, for an application programtype or types fromthe database.
The system al so acquires the equi pnments characteristic data for the
personal i zati on equi pnent to be used to issue the smart card using the

personal i zati on esgsopaiidation etpipnidnt Mentified, thédpplicdtion progedne idehtifier@sy,cundr ed al |
t he data necessar% to issue the Smrtﬂﬁg@gﬂ%};{ﬂ transfers the

programm ng contr Fpm%'g{‘d?tﬁ@’érfﬁ : &}!‘}cfé’dé?ﬂer_ma“ag%?ﬂtabl es, and
the translated pﬁ@t@ﬂx@"ﬁh&%&fd‘?ﬁu Fhhahéindnl §ysRAT fdNatd e dsefithe data fEiHk PTEN

as specified by the equi pnent characteristic data. o
Al ternativel y, nddentifier foacauire theifommattemplateshas defined theypersonalization datsandr 10

dara e ocora ek s el i e BBl Rt b B A

i'on corresponds
on a one-to-one operatifg Systenmintdifatdmmodulé acqairés the progiamnsiag cdntrol bemmpusdsem The

card issuer may al s suhstitute the data format tenplate record for
the data format iééﬁlci"f“idé’lpe@!i"&ﬁétemtype%’ﬁ%‘gﬁ‘ﬁ)ﬂ’ﬂgégﬂﬂm’"ﬁ B8 of er ence
i ts database of figeifer." &CHaGPplickRon interface MDRILEes g abpHiaLA p,{?gﬁnﬁ mart card
personal i zation systemis its card managenent function. e smart card

personal i zati on silentifier(§pidetermaine whichityrfets) afappliertion geogtinnis te bepleeaddn ssui ng
process and rggorgs LS AALLSTRY {pRBntPagpiiCation code and variables. A

personalization equipment interface module is responsible for the acquisition of

[S1L o}

the equipment characteristic data for the personalization equipment type
specified by the personalization equipment identifier, and further for transferring
the programming control commands, the application code and variables, and the
15 translated personalization data to the personalization equipment in accordance
- with the requirements:stipulated by the equipment characteristic data.

The reporting and security functions are provided by a tracking/report
module and by a secure key management module.

The smart card personalization system uses an underlying data structure,

20 such as a database, residing in a computer storagc medium to organize the data
necessary to issue the smart cards. The data structure comprises several different
types of data elements and uses “indices” or “identifiers” to quickly access
specific data. There are four main data elements in the system: a data format
element, a card operating system element, an application program element, and a

25 personalization equipment element.

The data format element contains a template that defines the format of
the personalization data used the card issuer. The data format element may be
stored in a database containing data format elements for various card issuer and
the information stored in the data format element is accessed through the data

30 format identifier. Alternatively, the data format element may be derived at the

time the card is issued from data in the application program element(s) so that



card issuer nmanagenent system Smart cards may include one or
nore "secure keys" that are programed 20 into the chip to prevent

fraudul ent use of the card. The appropriate secure key data is
obtained by the smart card personalization systemfrom secure key _
records mai nWRI%8%28y t he card issuer, or another security RCEMSI®P6200d t hen
transferred to the personalization equi pnent. The security source al so
provi des security functions that areg used by the smart card

personal i zation systemto 25 ensure the integrity and secrecy of data

during the trangeapglicatiodprogiainidéntifisfs) passed bj eBuidiSusiatRiy aRGati t hi n the
systemduring the smart card Eersonal | zation pr ocess. The

smart card nmana t Wagn the da é"ﬁmﬂﬂ%thﬁmrsmﬁz@@ipodgtadmmm@txacﬂyto above
through a seri eﬁ,eg{terﬁgffgm%ﬁqggh@ﬁ%ﬂmal%ﬁ%%@mg&%rdgpr mul tiple 30

conputers. One nodule is a card’issuer managene e’ I it &rf ace whi ch
acqui res the daformétdemplateiisilogically implicd whichzredtes pvirntal duga foprastetemetent i fier,

t he 71.39424
PCT/ US97/ 0625? f%'_thc issliing process. ]

personal i zati on equiThEeaid dpdalihg bysin elbhient ABIL iHeProg? i FoREd!
Identifier(s), and t he personalization data for a cardhol der fromthe

card issuer narCoguRARgs that direct the card opamting systgms senteollinga-smactrard chity st em
interface then #ﬂ%a&?ﬁe&%gﬁﬁmﬁfd(g,eraﬁn'g%%mifd'bﬁfﬁe 0 acquire the fornat
| zat a

tenplate that defines the personalization ta an transl ates the
personal i zati on dat &hempplicatien proguavrelcment(s) coatairdapplicatiomaita, sichcar d

10 program code and variables, required by the applications associated with various
card issuers; application data is accessed through an application program
identifier(s).

Operating parameters for various types of personalization equipment
uscd to issue smart cards arc stored in the personalization equipment element and

15 accessed through a personalization equipment identifier corresponding to the
type of the personalization equipment to be used during an issuing run.

Special configurations of the smart card personalization system support
card issuers that do not need the full flexibility of the system described above.
The smart card personalization system addresses the weakness in the

20  prior art by providing a centralized interface of inputs and outputs to the smart
card personalization process which is designed to dynamically accommodate
changes in the issuing process. The system interfaces to any issuer management
system, manages the transfer of cardholder data and card applications to the
particular personalization equipment ;1sed, and collects statistics for real-time

25 and off-line inquiries to support critical management and reporting functions.
The system maintains a database of issuer data formats, card operating systems,
card application programs, and types of personalization equipment. This
database enables the system to handle any combination or permutations of the
data, thus improving cost and time to market for the issuer. Furthermore. the

30 system interfaces with various card security methodologies to reduce fraud.



operating systeminterface nodul e acquires the programm ng control conmands
for the card operating systemtype specified by the card operating system
identifier. A card application interface nodul e uses the application

pr ogram identifier(s) to determne which type(s) of application
programis. t o WRH%¥ed on 10 the card and acquires the speci"f’?’é’ 27106204
application code and variables. A personal i zati on equi pnent interface
nodul e is responsible for the acquisition @f t he equi prent
characteristic data for the personalization eqw pnent type specified
by the personalization equi prrent igfdeséripition of the Prawingsher for transferring
t he programm ng ntr mm]%] the a catl on code .and variables, and
the 15 transl at e&o 36\n | 1% F%%dl n%)po ﬁt@gﬂés%ﬁgﬁlﬁsé‘ﬂgcﬁ{o@aﬁ frent i n
accor dance Wi t h the rmfﬂoﬁm&ts&m&tdaﬁ!.ﬂeﬁoﬂxzﬁ}bdd?ﬁeﬂqw prent
characteristic data. The reporti ngvand security functions are

provi ded by a trdUEFRJBr epdta functional hlogk di py} agd pytpRt qeanecHansigE nent
modul €. 5 The s HRdnafahh RALRABAAFhbARhOWT Thie §3. an

underlying data structure, 20 such as a database, residing in a conputer
st orage medi um t Figurgdfi ze is hfanctional block dlamslmqg Mwamedltltbsetndldanat

cards. The data structure o rise everal diff es .of data
el enents and uses "indices’ 8%@ @ﬁﬁ‘ﬁ?‘]’%’?‘g"‘“ﬁ%“%ﬁf ﬁfglgég’égcad
specific data. There are f@u@ommud@ysm@bwhmgu& e system a data

f or mat element, a card tl n em el enent, an pI ication
program el enent, Eig¥eZ 25 sp‘g aﬂ!ﬂfﬂi"ﬁ%ﬁf"bé@gﬁﬁ fI"g“"“C

The data formg el ement Co%ﬁi‘tﬁbgadﬂntfo‘ﬂ@hé’écﬁny]ﬁ&duﬁ%%% 1&2&

t he personalization data used the card Issue The data t eI errent may
be stored in a databaswageadsi ning data format el enments for various
card i ssuer and he i nfo i for el enment is
accessed t hrough t‘ﬁure at a %ﬁg‘g‘}r&n’%{h&% %ﬁj Qfé‘g r"ﬂ"é’f‘Wg?’i}“‘“ ml%data
format el enent nmay be deri \tﬁdp&tsoﬁali&tlonsystémmmmm&ﬁﬂai(&nﬁQMtBr om dat a

in the application program el enent
PP Prog manage multgl;slc types ofh cards and personalization equipment.

15 Figure 4 is the functional block diagram of the embodiment of Figure 3
with the addition of a module to manage multiple card operating
systems.

Figure 5 is the functional block diagram of the embodiment of Figure 4
with the addition of the security module.

20 Figure 6 is the functional block diagram of the embodiment of Figure 3
with the addition of a module to manage multiple card
applications.

Figure 7 is the functional block diagram of the embodiment of Figure 6
with the addition of the security module.

25 Figure 8 is a high level flow chart for computer software which
implements the functions of the smart card personalization
system.

Figure 9 is a functional block diagram of an alternate embodiment of the
smart card personalization system using software modules and

30 data records.
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application programidentifier(s) passed by the card issuer identify the
dat a format. When the data format of the personalization data .
corresponds WRAHMY4 t o the internal format used by trRcToUSav0620ar d
personal i zati on system the data format tenplate is logically inplied

which creates a virtual data format el engnt 5 for the issuing process.
The card operating system el enment hol ds the programm ng contr ol

commands that dfigeetl0t he icahigh taver fsw BgirtRSdoRiPates SoTiwab Whitd @ snmart card
chip and is accessed throug? the card operating systemidentifier.
C

The application program &MBispegts te fungtions oftheembadiment ofithg smart cadch as 10
program code and vari abl %nsoﬁaﬁ%idh@st&i{ hdvin gL | ONs associated with
vari ous card issuers; application 5ata I'S accessed t hrough an

appl i cati on prdggamil i3 ajdata figld chartfor a card framework temfilaterredordigsed dyanmet er s
for various types of per ' | on..equi ppren .used to issue smart
cards are st%r ed in the g%%g%ﬂﬁéﬁgéfg?ftgﬁs'gﬁﬂ?ﬂhﬁwné“MHtsy%‘?%lS}B"“ accessed
t hrough a personali zati oiin Bigmwe®rent identifier corresponding to the

type of the personal '%zat l,on eqéji nent to be used during an issuing run.

Speci al confi gdP8¥Pdfs of 2 Jata sld phartfor g date fosmademplatei regord yseddmntbaippor t
card issuers that do not eﬂgg&{mgmffmggma;tlcg#@&}slogl%%n s&p&ns%gt em descri bed

above. The smart card personalization system a "edes the
weakness in the 20 priorFigurehy providing a centralized interface of inputs

and out put sq40 d: re. sonalizatipon process which is

desi gned tol%yn%%ﬁgczﬁy éscac%aﬁ%%egéd@%%"ca& 5‘?@8%“0%5’3{&%“0@%##@1% ocess.

The systeminterfaces tOemhgdiinemlwtheM&@ﬁﬂﬂlﬁﬁisonalizaﬁ&ﬁ’sZﬁt@ﬂlshWﬁ‘ﬁges the
e

transfer of cardhol der dafa ggd card applications to t parti cul ar
personal i zati on equi prent® , and collects statistics for real-tine

Figure 14 is a report format showing sample items tracked by the smart card

personalization system.
15 Description of bodiments

In the following detailed description of the cmbodiments, reference is
made to the accompanying drawings which form a part hereof, and in which is
shown by way of illustration specific embodiments in which the invention may
be practiced. These embodiments are described in sufficient detail to enable

20 those skilled in the art to practice the invention, and it is to be understood that
other embodiments may be utilized and that structural, logical and electrical
changes may be made without departing from the spirit and scope of the present
inventions. The following detailed description is, therefore, not to be taken in a
limiting sense, and the scope of the present inventions is defined only by the

- 25 appended claims.

The leading digit(s) of the reference numbers in the Figures usually
correspond to the figure number, with the exception that identical components
which appear in multiple figures are identified by the same reference numbers.
Issuing Smart Cards

30 Standard transaction cards such as regular credit cards are familiar to

most people. A transaction card usually has information about the cardholder,



25 and off-line inquiries to support critical managenent and reporting

functi ons. The system nai ntai ns a database of issuer data fornmats,
card operating systens. card application prograns, and types of
personal i zation equi pnent. This dat abase enabl es the systemto handl e
any conbi nat i W9 %9B%43&r nut ati ons of the data, thus inpr REVESI%BEM 4nd
time to market for the issuer. Furthernore, the 30 systeminterfaces with
various card security nethodol ogies to reduce fraud. WD 97/ 39424
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representing a smart_card..i Ssui,n rocess, t hat .. c .

i ncorporates a sﬁgfit T@&?%“B%f@ﬁsrﬂ?qpuﬁ'ﬁ& BN AIRAEpEC St?'pe whighisenpeded | 5 4
functional bl ockwith2a/dBoIae data Hia Welld THe Piocéls bf Hainghibosiing/dicodifg the

the smart card personalization system shown in Figure 1A i gure 1C

is a functional Eirdeqlderidaigoneachiransactjon eard sdmawn a8 (neesenalizatierst Each

A e o
functional bl ockcetizimgtypes affinfotmationicomimoe ki allodardsiig a batcl, GudiOas an issuer
v e a0 Of, ghed S8Rtk bR L b R V5, 000 10T e
enbodi ment of the SnBAlsmart card differs from a standarl &afsaPtdnSeaRPinitRa hicompstgst em
showi ng a mnimal configuration to
microprocessor chip is embedded in the plastic of the card to greatly increase the
10 card’s data storage capacity. In some varicties of smart cards, the card
. manufacturer pre-loads the chip with one of several possible card operating
systems and the operating system controls the programming of the chip during
the personalization process. _
Additionally, sophisticated card applications specific to the card issuer may
15 execute in certain varieties of the chips.

The initialization data for a smart card comprises three major types of
information: application data, security data, and printed data. The application
data is common to all cards for a given card application and includes application
pfogram code and variables that are programmed into the chip. The security

20 data, usually provided as secure keys or security functions, validates the data on
the card and prevents frandulent use of the card. Printed data, such as a logo, bar
codes, and various types of numerical information, are printed on the surface of
the card. Some or all of the same data may also be embossed on the surface.
Optical technology also may be employed to make part of the surface of the

25 smart card into a storage medium with data accessible by an appropriate optical
reader.

The personalization information for a smart card is similar to the
personalization information currently contained on non-smart cards, such as the
cardholder’s name, account number, card expiration date, and a photograph.

30 Because of its increased storage capacity, the chip in a smart card may contain

additional data beyond the basic information on the standard transaction card



manage nultiple types of cards and personalization equipnent. 15 Figure 4
is the functional block diagramof the enbodi ment of Figure 3
with the addition of a nodule to nanage nmultiple card operating

systens. Figure 5 is the functional block diagram of the enbodi nent
of Figure 4 wWO9739424 " with the addition of the seceecTuss7megal e. 20
Figure 6 I's the functional block diagram of the enbodi nent of Figure 3
with the addition of a nodule to nanage fyltiple card

appl i cati ons. Figure 7 is the functional block diagram of the
embodi nent of Fingiudmg graphical representation of the Mdivididlg -s%qﬁhﬁc', 8fta Blfidid}e Security
nodule. 25 Figure 8 i's a high level flow chart for conputer software
whi ch the types of serviggthe pasdholdar ientitledto; andsicedunt limits frathose ar d

personal i zat i ONggrices system Figure 9 is a functional
bl ock di agram o? an al ternate enbodi nent of the smart
card personal i z3mamn Card/PereonliratiogSysednt war e nodul es and 30

data records. . WD .97/ 39424 ..

PCT/ US97/ 06284 Figure 1A shows components of a smart card issuing process thag

Figure 10 is ac&be.!atésaﬂ%b&diﬂwﬁma{etsniaﬁrcmq%ﬁuﬁﬁrzaﬁ&%%?fw ch
i npl ements the functions of the enbodi nent of the smart "car
present invention. The smart card personalization system 100 receives data from
a card issuer manage_h’ment system 150 (typically proprietary to the card issuer),
translates the data irit___o a data stream, and outputs the data stream to
10 personalization equipment 130 which personalizes the smart cards 160. The card
issuer management system 150 manages the cardholder data and determines the
type of card to issue, the card applications to embed in the card, and what
personalization equipment to use to issue the card for a particular cardholder.
The card issuer management system is frequently a computer program as
15 illustrated in Figure 1A, but the smart card personalization system 100 is capable
of receiving data from aitemate inputs, such as a person inputting the data from a
telephone keypad.
The smart card personalization system 100 is illustrated in Figure 1A as a
software program executing in a computer. As described below, the smart card
20 personalization system 100 accesses database records which define various types
of cards and card operating systems, card applications, and personalization
equipment.
The logical functions of the software and the database may be distributed among
computers in a client/server network or centralized into a single processor. The
25 functions may also be distributed across processors connected through standard
local arca networks, wide area networks, dedicated phone lines or other
communication means used to loosely couple processors. The software program
executes under an operating system such as Unix, Windows 95°, or Windows
NT®, and on industry-standard workstation and/or personal computer hardware.
30 The system 100 controls card printers, embossing devices, and integrated

or add-on smart card interface devices collectively represented in Figure 1A as



personal i zati on system shown in Figure 9. Figure 11 Is a data fi.eld

chart for a card franework tenplate record used by 5 t he
enbodi ment of the smart card personalization system shown

in Figure 9. Figure 12 is a data field chart for a data fornmat
tenpl ate r ecoWP ¥¥eR4by t he enbodi nent oFCTHE AWM ¢
card personalization system shown in Figure 9. 10
Figure 13 is a data field chart for a cand application data record used
by the enbodi ment of the smart card personalization
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connection between the devices and the host varies according to the

15  manufacturer and model of the device, Common industry standard connections
include serial RS232, SCSI (Small Computer System Interface), Ethernet, and
serial TTL (Transistor-Transistor Logic). In addition, some devices require a
proprietary bus connection.

The connections between the smart card personalization system 100 and

20 the card management system 150 and the devices 130 may also be implemented
through standard local area networks, wide area networks, dedicated phone lines,
or other remote communication infrastructure used to transfer data. The use of
such remote connections when personalizing smart cards is described in U.S.
Patent No. 5,524,857 issued on July 9, 1996, to Laing, et al. Alternate

25 connections will be apparent to those skilled in the art and are within thc scope
of the invention.

Figure 1B is a block diagram of one embodiment of the smart card
personalization system illustrating the logical connections between the smart
card personalization system 100 and functions employed by a card issuing

30 organization to issue smart cards. Cardtiolder data maintained by the card

issuing organization contains information about each individual cardholder, such



WD 97/ 39424

PCT/ US97/ 06204 9 such
as nane and account nunber; printed and/ or enbossed on the surface of the
card. Transaction cards frequently contain a magnetic stripe which is
encoded WOR7BP28 ar dhol der data as well. The process of PCT/US97/06204
printing/ enbossi ng/ encodi ng the cardhol der data on each transaction
card is known as "personalization.” Eachj2 5 transaction card al so under goes
a process known as "initialization"” in which certain types of

i nformati on corasmame acedunt uhble, dafd éxplrationdates i applicable defiee8! Various

i dentifier and batch nunber,,” are E’ﬁaced on the card. A smart

card differs fra¥ysal inputing the cardhldsrdatayintothe eard isyes managementiysism
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cards, the car dnanagemendsystear13(l may receive tha dardhdiderdaiapnwomiputenmedih, sever al
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Addi tional Iy, &!amlsaﬁnayaieeﬁbtﬁm&pﬂthhbb&ﬁ&cﬁdmbﬂ h<a geaeltahﬁwmeai i ssuer
may 15 execute in certai r}‘svarletles of the chip
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application data 1's conmon -car Iven car appllcatlon
and i ncl udes apiatai 163 mayrbe input tq:thogwsmm l;iihwlldmdppacntadaﬂnse dkilbetd imthe

pr ogr ammed Ej@to the chip. The security 20 data, usually provided as secure
keys or security functions, validates the data on the card and

prevents fraudul ent inadditidn tb i @Rl suePmbmtigetierd 3ysiem 356 thedGardisheg0, bar
typically has an existing reporting capability 154 with which the smart card

personalization system 100 interfaces so that the card issuer can review statistical
information maintaiﬁéd by the system 100. An external security source, also

15 provided by the card ‘issuer and shown as secure key manager 111 and secure key
database 128, provides security functions that work in conjunction with the card
issuer management system 150 and the smart card personalization system 100.
Figure 1B also illustrates an alternate embodiment of the smart card
personalization system 100 which supports a card issuer that has add-on smart

20 card interface devices. The system 100 directs a portion of the personalization
information to the older personalization equipment 130 and the remainder of the
data to a post-processor 132 in the smart card interface device 132 which
programs the chip. These functions are explained in detail below.

The embodiments of the software program for the smart card

25 personalization system 100 shown in the following Figures function as
combinations of code -modules with eadh module executing a specific part of the
issuing process. In these embodlments, the. modules are coupled through defined
input and output program calls, and are also coupled to the data structures
through standard data query commands, that provxde access to the data stored in

30 the data structures. The commumcatwn protocols between the modules, and

between the modules and the data structures vary depending on the language in



codes, and various types of nunerical information, are printed on the

surface of the card. Sonme or all of the sanme data nmay al so be enbossed
on the surface. Optical technology al so may be enpl oyed to make part
of the surface of the 25 smart card into a storage nmedi um w

accessi bl e by Y28 %opri ate opti cal r eader. %&p'?g%"‘

personalization information for a smart card is simlar to the
personalization information currently confdi ned on non-smart cards, such as
t he cardhol der' s nanme, account nunber, card expiration date, and a
phot ogr aph. 30 Bwbixhdle mbduléssiré wiittereand mipen the anderlyingadatamanagément Bystem n a
smart card may contain data beyond the basic information on
t he standard t raﬁ'gﬁlawdotﬁs %Progtqgé M&% WD 97/ 39424

PCT/ US97/ 06204 Figure 1C is 2 more detailed functional block dxagram of the sniddt card

i ncluding a graphi cal represent of e.individual's signature, data
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account |imtsg fay §hows the il &hfections behﬁé‘%rsiyﬁ\gﬁ@%daﬁféwl | zati on
System 5 I gure 1A shows conponents of a smart card issuing
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personal i zati on syst.em o en The smart ,card
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data into a data stream and outputs the data streamto
The smart card personalization system 100 provides a customized card

10  issuer management interface 101 to a card issuer management system 150. In
this embodiment, the card issuer management system 150 passes personalization
data from a cardholder database 152 to the system 100, Each software module
within system 100 expects the personalization data to be passed to itina
particular, internal format. Because the personalization data is in an external

15 format defined by the card issuer that often differs from the internal format(s)
expected by the software modules, the personalization data is translated by the
system 100 into the internal format(s) using the data format template. The
system 100 may acquire the data format template through a data format identifier
passed by the card issuer that the system 100 uses to acquire an optional data

20 format template record 120 (shown in phantom in Figure 1C) as illustrated by an
optional connection between the record 120 and the card issuer management
system interface 101. Alternatively the card issuer passes the data format
template record to the system 100 instead of the data format identifier. In
another embodiment,"-f't_hc data format fcmplate may be derived from the data in

25 the card application IECOrd 124 that is specified by an application program
identifier passed by the issuer as iﬂust;at.ed by an optional connection between
the card application database 124 and the card issuer management system
interface 101.

In a further alternate embodimént of Figure 1C, security functions are

30 provided internal to the smart carq_.jﬁeréonalization system 100, by passing

security functions into the system as part of the card application record.



10 personalization equi pnment 130 which personalizes the smart cards 160.
The card | ssuer managenent system 150 manages the cardhol der data and
determ nes the type of card to issue, the card applications to enbed
in the card, and what personal i zati on equi pnment to use to issue the
card for a P&¥B384ar cardhol der. The card issuer nmanERHPIP6®Ystem i s
frequently a conputer programas 15 illustrated in Figure 1A but the
smart card personalization system 100 i s4capabl e of receiving data
fromalternate i nputs, such as a person inputting the data froma

tel ephone keypad. A further altematélembsdinieit i avhibhiihe serstablization @dta Sotfaem 100 i s
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PCT/ US97/ 06204 determining the format of the personalization data described above are implicit

in all the embodiments of the smart card personalization system 100 described
herein.
Using a card identifier provided by the card issuer management system

15 150, a card operating system interface module 103 retrieves programming
control commands specific to the card operating system 122 for the
microprocessor chip that is embedded in the type of card being issued. The

- programming control commands direct the encoding of the chip with the
personalization data and the card application(s) chosen by the card issuer.

20 Each card application comprises program code and variable data that is
stored in the database as application data 124 and is identified by an application
program identifier. The card issuer management system 150 passes one or more
program app]ication'-id_e_ntiﬁers to the system 100 which are used by a card
application interface module 105 to acquire the corresponding application data

25 124

The personalization equipment that the card issuer plans to use to issue
the batch of cards is defined by a personalization equipment identifier. A
personalization equipment interface module 107 acquires equipment
characteristic data 126 specific to the type of personalization equipment 130
30 corresponding to the personalization equipment identificr. The personalization

equipment interface 107 also acquires the programming control commands, the



11 personal i zati on system 130. Personalization equi pnent 130 al so
represents such devices as |l arge volune card printer/enbossers, snall
vol une card printer/enbossers, automatic teller machiners (ATM),

poi nt of sale termnals, unat t ended ki osks, personal conputers

net wor k conput¥@873%3d on-line 5 tel ecomunication devices. MUSOE204
their investnment in existing non-snart card personalization equi pnent,
many card issuers do not purchase entirel yisnew smart card

personal i zati on equi prent but instead augnent their existing

personal i zat i on afpliqatiemtodsiand variables,rand dertcinslated pérsomalizition dataydmdch pr ogr ans

t he chip in_ the card i t he ol der,.devi ce. per ms the.printing and
enbossi ng. 107 { uiERRgRE of it g fodfe BrengiFeaon et L0 shosehedhydhe n
executing the snaghipfehttharacterifiR/daanat ivRbhiedhe Syt @rd. 100, or "host," my be
physi cally connected to both devices or to only one of the devices. In
the latter case, the Héxitemaigiembodimentof the systemy 100spgpogts A Gardissterdbati ce and

has & | ogi cal go gi | 9@ .he. ] [ . i on between
t he devi ces an% ?’Hg 0S m@%éﬁ%‘%éggwnng%ugpgﬁle‘%tW’a‘ﬁﬁf&%ﬁ&?’g‘# and nodel
of the device. Copogrammingdevicy by haviripthe parsomabizion aquipment interfdcad@7 seri al
RS232, SCSI (Smal). Co ter temInterface), .Efthernet, an seri al
TTL (Transi stor- ﬁ%’&ﬁs“l@gﬁ °{'géﬁwgtqdﬁ°§8mq’lz?%ﬂ‘?,“I‘E’té’gﬂ‘gf"ﬂé‘?/fbfé’ Fequire a
proprietary bus %ﬂﬂm&h@hequigmentlBOandtheT&ﬁaiﬁdb?B%&Hﬁtﬂ%obﬁé%%erbﬁ smart
card personalization system 100 and 20 the card managenent system 150 and

the devi ces 130 riay imthssmpwe cardprograsppiag device. t hr ough st andard | ocal area

net wor ks, w de, area n ' . E'fsﬂ% ' : . or other renote
conmuni cation?q nfrast%@%ﬁmﬁgg%k% ﬁggs er yﬁ&%gdﬁsae of such
renot e connect i onmckihg/reppe nsdink| erzngige,Ji0f that calledss statistidaldoforbatibn frorh). S. '
Pat ent No. 5, 524,857.issu on, Jul 9 9 t ai .et al. Aternate 25
connections will ee“ﬁ?fﬁ'é?de@ﬂef i the P’(%%‘é‘%‘%“ﬁ?‘é‘&“%ﬁk‘i ﬁ%ggfﬁ ’gaﬁ‘anaé‘l"ﬂtf% thin the
scope of t heuiply&ytakd>Eopy reports 154 or as ifpugtel LrepditinG fulctindfi khetbapr am of

one enbodi nent of the smart card ersonal i zation systemil]ustrating
the | ogical conndiperdpanagenent syteny50s Bgrquse this statistical mformation is being

15 gathered in real-time, the card issuer management system 150 can interactively
query tracking/report module 109 to obtain statistics about the smart card
personalization system as it is exccuting. Examples of items monitored by the
tracking/report module 109 are shown in Figure 14.

In an alternate embodiment shown in Figure 2, the smart card

20 personalization system 100 includes a security source in the form of a secure key
manager module 111 and secure key database 128. When a smart card is
manufactured, the vendor includes security architecture on the chip to prevent
unauthorized programming. The security architecture implementation is
commonly dependent on the application(s) programmed onto the chip. For

25 example, the secure keys programmed in a stored value application would be
different than the secure keys programmed in a health care application. The
security architecture implementation also varies depending on the type of card:
some cards require a single secure key which enables chip programming while
others require muitiple secure keys _tc;) enable chip programming and to perform

30 additional security functions. FigurciZ illustrates the basic functions of the



card personalization system 100 and functions enployed by a card issuing 30
organi zation to issue smart cards. Cardhol der data mai ntai ned by the card

| ssui ng organi zation contains information about each individual cardhol der,
such WO 97/ 39424

PCT/ US97/ 06 20d 97/39424 ' PCTAUS97/06204 Qs
name, account nunber, card expiration date, and applicable services.

Vari ous ways of inputting the cardhgd der data into the card issuer
managenent system 150 are shown in phantom as cardhol der data 152 in

Figure 1B. The sairélkéysmbiiger 111 whel hteidathipt with/the SeturiBQréiitécroRd /@rd N
cardhol der data_ on conputer nedia 5 such as magnetic tape, floppy disk,
or CD ROM Al t dh#taequizes pultiplecseeure kewsi der data 152 may be input through

an on-1line connecti . : epear, It . | ephane network, a
packet - swi t ched net %srs&w.“gﬁ,g&te%éﬂ\%ﬁ@er ne% ,dﬁ%?%% [ ‘clé {é‘g s%eél%‘r’\eg‘fey or a
cabl e/ sat el | i t alatabhsei28 iwhichsis gxternal tddet smactivatd peespaalizatiorhsystemt 100 agar dhol der

data 152 may_be i.nput .to,the system 150 wil.| be apparept o those skilled
in the 10 ar?. _mﬂm‘g‘“edi’yﬂww;'éaaﬁ‘iﬁ° P HSOWET- ’F'E'é‘ﬁ'égrts‘ﬁé"r?gﬁe!?ﬁ‘n; system
150, the card ififidgér 111 to hdndRiricte ¥ fehRp sediire R¥ysS hdd VO ifitBitate tWilkth capabi ity
154 with which the smart card personal i zati on system 100 i nterfaces so

that the card ikssdetabasamaneger by, the smarkrardpersonalizationfystemel00dtselfis nt ai ned by
| Souer and showgs gl R BEpRERHE, dobraifl e, 3hd feriohalfn St 0o ¢
128, provi des deingristd/infthespecifiosart ksshingapiication; angl wilt be appaient fo thdse car d
10 skilled in the art. '
The secure key manager 111 also provides additional mechanisms to
ensure secure key data authentication, data integrity and data secrecy. In one
embodiment, sccure key data authentication is accomplished through the
implementation of varidus encryption methods. Secure key data integrity is
15 achieved through digital signature mechanisms that use public keys to ensure
that secure key data is being .transxpitted and received from valid sources. Securc
key data secrecy is ensured by encrypting the transmitted data with a private key
that is shared with the data receiver and which the data receiver uses to decrypt
the data upon receipt.
20 Afier the system 100 receives a securc key record from the secure key
database 128. the secure key manager 111, in conjunction with the card
operating system interface 103 and the card application interface 105, perform
the secure key authentication, data integrity and data secrecy functions. The
system 100 then transfers the secure kéy data to the personalization equipment
25 130 through the personalization equipment interface 107 along with the other
data for the card.
In an alternate embodiment, the secure key manager 111 passes security
information to the other modules of the smart card personalizétion system 100.
For example, portions of the card holder data, such as the PIN (Personal
30 Identification Number) code, may be encrypted by the card issuer management

system 150 prior to passih:g the data to the smart card personalization system



| ssuer managenent system 150 and the smart card personalization system 100.
Figure 1B also illustrates an alternate enbodi nent of the smart card
personal i zati on system 100 whi ch supports a card issuer that has add-on
smart 20 card interface devices. The system 100 directs a portion of the
personal i zat i Wi@97/39424i nformation to the ol der personalizati FCEHEW BNt 130

and the renai nder of the data to a post-processor 132 in the snmart
card interface device 132 which progtans the chip. These functions are
expl ained in detail bel ow The enbodi nents of the software

program for the $oarthecarddssibr: xparagexﬁahkysmiimmﬂyslmrne&ﬁoﬁhempﬁohhe
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pr ogram caIIs and are also coupled to t data Structures t hr ough
standard dat a qumagne@lgmaded/o chppow de access to the data stored in 30

the data strucgtures. et ween t nodul.es, and

bet ween the modul es alr? eff"ﬁfé)ewgf?‘uc %mggﬁémﬂ? riih'”hcé’d?anguage
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the modul es are W‘H“F‘ft@ﬁf%rﬂ?eém?%E"ﬂﬁﬂ'@'ﬁ%‘rﬁpﬂﬁé“eﬁﬁ%{féﬁwt%ystem

enpl oyed to SUppﬁanu&EeAﬁ%kﬁQﬁﬁﬁf such an external securfty SHF& ié £sdcliri§y iffagerdet ai | ed
functional bl ock di agram of e smart card personal i zati"on system 100

of Figure 1B wi t brogran writtendyes thizd parstthat managesace¢usity database of secure keys
10 and/or security functions similar to secure key database 128. The security

functions may be either external routines executed by the security manager, or
code modules passed by the security manager which are then executed by the
smart card personalization system 100 to provide the required security functions,
or a combination of both.

15 Figure 3 illustrates a minimal configuration of the smart card

" -personalization system 100. In this embodiment, only the card issuer
management system interface modules 101 and the personalization equipment
interface modules 107 are enabled in the software. This embodiment permits
card issuer to use the system 100 to personalize non-smart cards, thus saving the

20 cost of having two -separ‘até personalization systems, while permitting the card
issuer to use multiple data formats and multiple types of personalization
equipment. Figure 3 also illustrates an additional alternate embodiment that
includes the tracking/report module 109 as described above in conjunction with
Figure 1C.

25 In a still further alternate embodiment, the smart card personalization
system 100 shown mFlgure 3 encodes data onto an optical transaction card
when optical-encoding equipment is used as the personalization equipment 130.

Figures 4 and 5 depict still further alternate embodiments that are
implemented when the card issuer does not program a card application on the

30 smart card chip. These embodiments allow the card issuer to issue multiple card

types with their attendant variety of opcrating systems on multiple types of



5 Figure 1C shows the internal connections between software nodul es and
dat abase records that enable the smart card personalization system 100 to
conbine nmultiple types of issuer data formats, card operating systens, card
applications and personalization equi pnent when issuing smart cards. )

The snart ca¥IpP¥WeBonal i zati on system 100 provi des a cust oRCTASITRH 10

| ssuer managenent interface 101 to a card issuer managenent system 150. In
this enbodi ment, the card i ssuer managengnt system 150 passes

personal i zati on data from a cardhol der database 152 to the system 100.

Each software f}ﬁfkbhﬂlzahoncqmliﬂmmﬁhtﬁt RaNidG réooRfigirs thelihaRR@onal i zat i on
data to be passed to it in particul ar, internal format. Because the

personal i zat orPerpgpalization SYSfﬁW 100+ éPﬁSﬁmw abpyp goniyaetionavithKigened Cear d
I ssuer that oft g pected by the
Fighrd it iRl s ﬁk%ﬂd‘:ﬂ@tﬂaf‘%&rs : g%&] S?Qs% gﬁ)c% ﬁ{é

sof t war e nodul es; the personal i zati on system
100 into the i rl’clgurnallllﬁstramﬂl(:sx)nbud;mgs pﬁﬁgdnﬂa:vﬁhﬁhanddmmm th¢ securthe

system 100 y 8¢ |reth rmat, te e, through a data format
Tentitior 3 K5 Henate ipand ) EePPROtORIA L P B ph e e B o 1 o
acquire an opt hﬁtaﬁicedﬂbdfor&&nsﬁlﬁﬂﬂiﬁfoth%@h&aﬁ&?é&tﬁbxﬂé@li@hom i n phantom
in Figure 1C) as illustrated by ptional connection between the

record 120 and the @&Pﬂaﬂ)’sﬁﬂéﬁsﬁﬂﬁ‘&'g'@mteemmd@?@ﬁ&ﬁupmfé#mgssnﬂl
Alternatively 4hg el s bifk sfAPSRe ol Ss Hahd ahRlklBlvice for 5 LFHP! a1 € 1 ecord

to the system |nstea ata Tornmat anot her
enbodi nent , thepﬂmaaoxi @ndrse dQeenwlmUemnq;crdﬁegdﬂtanvawcﬁungmmhecldp.t ain 25 the
card applic rec d 12 C|f|ed gn_a | ication program

i dentifier E‘; ?1 ?Fésqnglézﬁg?n %Yé‘sef‘ﬁ s’PP%?FéH“%‘ﬁP %?F’@BRH“&?F&%“S Ynnect i on
bet ween t hﬁhlﬁﬁlé Gard el csaﬁedaﬂuﬂamapmﬁ;ea8ﬂpe?maﬁdaﬂoxp&{uibmesﬁ uer

managenent system I nterface 10 In a further alternate

enbodi nent of FFF%H‘FSE"Q@7§’Eéﬂﬂ‘9&°95‘9m¢%¥‘da§reé°%ﬂﬁ@9§%kﬂternal to the
smart card per sahald 43} b%&yﬁce.@%ﬁﬂmdmfmms@amem@ﬁﬁ&éﬁbﬁy functions

into the systemas part of the card application record
interface 105 instead of the card operating system interface 103.

15 Figure 8 is a high level flow chart for one embodiment of software which
implements the functions of the smart card personalization system 100 described
above. The software acquires a personalization equipment identifier for a batch
of transaction cards to be issued from the card issuer management system at
block 801. Depending on the type of cards to be issued, the software also

20 acquires a program application identifier(s) and/or a card operating system
identifier at the same time. The software then acquires the particular data format
template corrcsponding to the format of the personalization data through one of
the procedures described above (block 803). At block 805, the system acquires
the equipment characteristics for the personalization equipment to be used to

25 issue the batch of cards from the personalization equipment record specified by
the personalization equipment identifier.

If a card operating system identifier was passed by the card issuer
management system (block 807), the software retrieves the programming control
commands from the card operating system database record corresponding to the

30 card operating system identifier at block 809. Blocks 811 and 813 perform the

same logic for a card application, retrieving the application data, such as code
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A further alternate enbodi nent in which the personalization data formt
mat ches the internal format is also shown in Figure 1C. Because no :
translation WO¥&Meen the external and internal formats | SCHEREOSME, n

this enbodi nent, no data format tenplate is needed so the data fornat
record 120 and the connections 5 betweerl9the card issuer nanagenent
systeminterface 101 and the data format record 120 and the card

appl i cati on dat alhnad/er vaidbles, droncthe gatatment At this@obhgithe softwarefhms pequined ther d nay
120 be conposed of a plurality of tables whig¢h, instruct.the . system 100
as to the proper °B‘§F’§Rﬁ@m6‘1°“§%9’ %é?@@ﬁ&?ﬁdimtﬁﬁhmgh?"é%(?gmﬁn?ﬂﬂglt@wg t

that indicates t kg |95id Whidhissaby afdsifbiahé indivithiaDéardoRlegsar dhol der data record
appear as 10 wll be apparent to those skilled in the art. The various

al ternate procedures b card issues mapzgementfystemPasses the personalipatiopdatedorg i zat i on

data-descri beds abgug afdfohilil i daftware (blolk #15) whitf 1AM HEGh iBhs' Ne SrTE T

card personal izat18n sys escri Using a
card identifier (iomihe&ambtdefined nethed dats forsat temphtecdneran istymakfomidt usdb 0, a

d ti i f dul.e 103.retri '
control - cormmnds P8 HEcedesios i maR s pamamalizRiy sSn pSon . off e gard
M croprocessor chpip chiains kdufiyaeahiiedure hd RRuirdsiRcdé kea(Blolieg 199, thésued. The

programm ng control commands direct the encoding of the chip with the
personal i zati on @geftware peguiresthe sacures) data aecessapstp perfersethe sgeurekeycar d i ssuer.

20 ' ﬁ;lc%lggl&% f?ﬁ‘gmggﬁgggg%tgmikgf%ﬂe%ggﬁgﬂde and variabl e data

~that is store e as application ta 124 and is
identified by an appl Thasdftware is now peady tatnansfbe dita fo the perJdwalization | ssuer

RSN oYt bR e Bt SR kS 4"
secure key functions are performed and the secure key data is transferred at
block 823. Then the programming control codes for the chip operating system,

15 if applicable, are transferred (blocks 825 and 827); next the application code
and/or variables are-transferred if they are needed (blocks 829 and 831). Finally,
the cardholder’s personalization data that was translated into the internal format
is transferred (block 833). '

After the data has been transferred to the card, the software adds the

20 appropriate values. to the statistics it collects for the card issuer mahagement
system at block 839. If more cards in the same batch remain to be issued (block
841), the software rctums to block 815 and acquires the personalization data for
the next cardholder. Otherwise, the software determines if the card issuer
management system has a different batch of cards to issue (block 843) and

25 returns to block 801 to acquire the necessary information to repeat the cycle for
the new batch. If no further cards are to be issued, the software exits.

The mechanisms by which the card issuer management system 150
passes the necessary data to the smart card personalization system 100 and the
order in which the smart card personalization system processes the data from the

30 card issuer management system may be changed without exceeding the scope of

the invention. Different arrangements are dictated by the specific environment



application interface nodule 105 to acquire the correspondi ng application
data 25 124. The personalization equi pnent that the card

i ssuer plans to use to issue the batch of cards is defined by a
personal i zati on equi pnrent identifier. A personal i zati on equi pnment .

I nterface nYVRAPENB/ acquires equi pnent char act eri st i @CUASWOER3
specific to the type of personalization equipnment 130 30 corresponding to

t he personalization equipnment identifier20The personalization

equi pnment interface 107 al so acquires the programm ng control commands, the

WO 97/ 39424 in which the system 100 operates as shown in the alternate embodiment
PCT/ US97/ 06204 | e 15
appl i cation codBlugifrted nFigmesstandlQy t he transl ated personalization data,

and transfers aylrigfre b,MQC%%&QIe%FﬁWO%?AgL@go%W&r nt 130 as.

specified by the _equi pnent aracteristic to 1ssué the smart
card. personahizatipu system E0(cfoha sécoBtytsowrte futh as yeetity ndildper9gport s a

card issuer that , 5 a u d thelr existi onal i zati qn equi pnent
with a srra_rttsca?’ﬁ' secunqyB?t%?gﬁﬁﬁawaéﬂﬁggmé?ﬁé@?ﬁgﬂipet%fng@ﬁk' ati on
equi pment i nt er {eagrty hihhager 940 Ednitr@ftacdess thi@Sectiity dafbdse 943 i @fnects

personal i zation, information to the ol der personal i zati on equl pnent 130

and the remai ndidfo e secutyateavay §1 htquesiorm thsmeenseary security fgactions fonthes mar t
100 al 50 pr ovi dazh e rschliton systch S e vl w11 fehfy 27
col | ects st ati sthe cardl issnérananagsnuant System interface 901 which allows the interface 901

10 to request that the security manager 940 decrypt personalization data passed in
an encryption format by the card issuer management system 950. The security
gateway 911 is also coupled to the card application interface 903 and the card
operating interface 905 so that it can supply the necessary secure keys and/or
security functions to those interfaces as explained above in conjunction with

15 Figure 2.

Furthermore, the embodiment of the smart card personalization system
100 shown in Figure 9 acquires the application data 922 specified by the
application program identifier prior to acquiring the programming control
commands specific to the card operating system 924 using the card identifier.

20 This embodiment permits. the personalization data and the application data to be
translated into the internal format prior to retrieving the programming commands
for the card operating system 924 and the equipment characteristic data 926, thus
speeding the processing of each smart card.

Standard transaction cards have data printed and embossed on the surface

25 of the card and/or data encoded ina m:agnetic stripe on the card. With a smart
card, data may also be stored in an intérnal memory area within the
microprocessor. The same data may be placed on the surface of the card, in the
magnetic stripe and also in the chip mémory. The exact configuration of the data
in and on the card wi}l vary depending on the type of smart card being issued and

30 the requirements of the card issuer.



the other nodules in the system 100 and formats the statistical information

for out put as hard-copy reports 154 or as input to a reporting
function in the card I ssuer managenent system 150. Because this
statistical information is being 15 gathered in real-tine, the card issuer
managenent syWQ#3429 can interactively query tracki ng/ PeHBIY0684 0l e
109 to obtain statistics about the smart card personal i zati on system
as it is executing. Exanples of itenms nonRtored by the t racki ng/ report
nodul e 109 are shown in Figure 14. In an alternate enbodi ment

shown in Figure 2, tRigeed0tis chighlle€l fiqyechmaéithe zatbodimenyshoemid Bigure®| udes a
security source in the formof. a.secure ke magager dule 111 and
secure key datab ‘ﬁ%@m%w@ag‘ﬁﬁﬁefsgé?axﬁ‘ ?’funhcrﬂﬁ‘gmt&{ﬁ)Wé‘gf,ﬂef‘h_e vendor
i ncludes securi t ye@{afidink ey e Bsddo imflemBitithd Shab @MPStrsonalizatioiNsystelPr | zed
progranmm ng. The security architecture inplenentation is comonl y

dependent on t helQfppThesard issermansgesnent arsam BHkrsssena candiffamework tegiplatecanyl e,
the secure keys pEp@iaiiRd 1ihodghobf e¥@“&r@ﬂﬁh&%9ﬂd@8¥&n }i?a?i
REVE Brogramead I i a hea app

different than the secure car % on. The
security archit esystencl00moblxked®dit i on al so vari es depending on the type of

b ogr ammi ng w1 o PRGN sl kR of G vRu R ReBhan 6 chi p
programm ng and fam@0drk Wnipiae recafii100.0TRE mitfprodessir Enip deh @Rt 1161 i € 2
illustrates the basic functions of the WD 97/ 39424
PCT/ US97/ 06204 the card operating system identifier 1102 (if present) are specific to the type of
10 smart card to be issued. The master file definition 1103 contains control
information such as the chip source and the last date the chip was altered. The
system file definitions 1104, 1105, 1107 contain addresses for the location of the
system files within the memory of the chip. The system files are used by the
card operating system and contain information such as the PIN code(s) for the
15 card and applications, and algorithm tables. In thc embodiment shown in Figure
11, the master file and the system file definitions conform to the International
Standards Organization (ISO) directive number 7816-4.
The next three sections of the card framework template record 1100
define the arrangement of data on the surface and magnetic stripe of the card. If
20 information is to be printed on the card, such as the cardholder’s photograph
1109, the location on the surface of the card to print such data is passed by the
card issuer management system 950 in the printing template of the card
framework template téqord 1100. Similarly, the locations on the surface of the
card to emboss data ls passed in the emboss template, and the arrangement of the
25 data to be encoded in the magnetic stripe is passed in the mag stripe template.
The emboss data is illustrated in the card framework template record 1100 as the
cardholder’s name (EMName) 1111, account number (EMAcct) 1113, and
expiration date (EMXdat) 1115 and the magnetic stripe data by the account
number (MSAcct) 1117 a_nd the expiration date (MSXdat) 1119. The number of

30 data items in the printing, emboss, and mag stripe templates will vary depending



secure key manager 111 when interfacing with the security architecture on
a card that requires nultiple secure keys. As shown in
Figure 2, the secure key data is stored in the secure key dat abase 128
which is external to the smart card personalization system 100 and 5

mai nt ai ned byVa%18%@4rd i ssuer or other security source. ExtRERIVSIFOe20¢
secure key manager 111 to handle nore or fewer secure keys, and to
interface with a secure key dat abasegnmanaged by the smart card
personal i zation system 100 itself, is dependant on the application,

operating syst egh tiRREnRQITRDAVS tiedinaft RadWUesiRADY the card ishRk BowilFRd i n the
specific card issuing application, and will be apparent to those 10 skilled
in the art. apparent to %?ék’ilé‘émtbekféy manager 111 al so provi des additional

mechani snms to S&IF teatnb ' ' integrity .
and data secrecy. Iﬁﬂgﬁa&é - eﬁ%ﬁégl&rrrg%%@csecu?@g@éﬁgg tﬁ%%’ﬁ%m‘&%at lon is
acconpl i shed t hsmargéard,ithe card issuenrpassesahe apiplication progeam idestifiers toth¢ sraat net hods.

Secure key data integrity is 1 j eved thr | gi | gnat ur e
mechani sns t_ﬁat%@gag?m}'fyz&% oy g&g _s@m"“swgﬂégb:géigeabg?"ﬁata i's
bei ng transmi tt gemawekkitefislate @sbofd NIADY BhLChpPIRAKiER fray BBV WpEeific seculi§y dat @
secrecy is ensured by encrypting the transmtted data with a private key

that is shared {Hnetonsiagsogig “ﬁ@_db@\l’%?’l&% 1) @pd thatinfymationsisalseer uses to
decr ypt thﬁmg%tlg'tﬂpaﬂdi Inhageffint system 950. 'ﬁxé@zﬁdﬁe@éﬁt em 100
e ke t at a

receives a secu recor romthe secure key ase 128. the
secure key nanageplatdecondr] 1 @dalpacontainsitheparsontlimaticmeqhipment idepifiatliipy system

interface 1 apd_the card application.,interface 105, perform t he
secure key gét hg“ﬁﬂec‘?ﬁ%ﬂfza e&“fpmegbt?ibﬂ/‘s%ﬁﬂ‘sﬁ‘é"té%’@?:‘?&%’?s'functions. The
system 100 then tr armfaaraftedniie em@6diment @y shladt darl PelsOraliBRIon@Psibh 2001 On

equi pnent 25 130 through the personalizati on equipnent interface 107 al ong
With the other Storescemmanly ysed gy qvork template records iny 3y intgrig) qatabase o

embodi ment, t hes&ﬁ%@cdﬁiﬁs&@ﬂﬁﬂféem&ﬂ@sy&@xﬁ%ﬁn@éﬂgWﬁﬁsyonlgr%c . (r)]f ormation to

the other nodules of the smart card pefsonalization syst For
exanpl e, porti ofiamework hemplate ddentifictslrat itlentifiessvhich cagd frammevRitkitenidateonal 30

| dent1 Flcatan ety Gie BlkyETgrRLadyey, he card | ssuer manageren
system The smart card personalization system 100 acquires the data format

template for the personalization data from a pre-defined location specified by the

card issuer at block 1003. If the card issuer has passed a data format identifier to

the system 100, the data formate template record corresponding to the data

20 format identifier is retrieved from the data format database 920. Alternatively,
the card issuer may pass the data format template record itself. When neither the
data format identifier nor the data format template record is passed to the system
100, the format of the ,péts'onalization data is determined by the card application
data as explained in more detail below.

25 An example of a data format template record is shown in Figure 12. | The
data format template record 1200 defines an hypothetical layout of the
personalization data records in the cardholder database 952 in which the account
number 1201 is the first field, the cardholder’s name 1202 is the second field,
and the expiration date of the card 1205 is the third field. In one embodiment,

30 the personalization data records are .co:mma-delimited records so no data field

lengths are necessary:to define the record format. Thus the data format template
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record(s) corresponding to the application program identifier(s) are inserted into
the corresponding sections, i.e., 1121, 1123, 1125, of the card framework
template record 1100. |

One embodiment of the layout of a card application data record is shown
in Figure 13. The first field in the card application data record 1300 is the
application name 1301. As with.other computer-based application programs, a
card application processes data from external sources such as an automatic teller
machine or internal sources such as data files encoded into the microprocessor’s
memory. Using the smart card causes the appropriate application to be executed
by the microprocessor and the application, in turn, accesses the internal files to
retrieve or store data. To access internal data, the card application data record
contains pointers to application files in the chip memory (1302, 1305, 1037) and
also the location of fields within the application files. Some of the fields are
initialized with data from the cardholder database 952 when the card is issued.
The application data 1300 includes an address 1303 to a cardholder file located
in the chip memory and defines the cardholder file as containing three fields: the
cardholder’s name (ICName)1309, the account number (ICAcct) 1311 and the
expiration date (ICXdat) 1313. Additional internal data is stored in other
application files and the layout of those additional files is also defined by the
application data 1300.

If the chip embedded in the smart card contains an operating system as

specified by the card framework template record, the smart card personalization

use



20 cost of having two separate personalization systens, while permtting
the card I ssuer to use nmultiple data formats and nulti ple types of
personal i zation equi pnent. Figure 3 also illustrates an additi onal

al ternat e enbodi nent that i ncl udes the tracking/report nodule 109 as
descri bed abwod978%M2¢0nj unction with Figure IC. 25 PCT/US97/86204 i | |
further alternate enbodi nent, the smart card personalization system
100 shown in Figure 3 encodes data onto &p optical transaction card

when opti cal -encodi ng equi pnent is used as the personalization equi pnent

130. systemdl00 8qiires get%fi; PRBEAIminE cdrtrol bérkBSids For (RE BpEringTPOdI MENt S

that are i npl ement ed when the card issuer does not programa card
appl i cati on on sypemJoom thgcardopertiemsystendatabased2datiblogk 11 1a/Thew t he card

5SS 10 Ui oot K R A il 1
PCT/ US97/ 06204 for functions such as creating and accessing files in the memory of the chi,
per sonal i zat Lon egui nt.. wi t hout, having to reconfigure the spart card
per sonal i zat 1 on‘eg‘ggﬂ HWH‘E 'ﬁ&"“gse‘ggﬁ @5%'05?6 °g'r¥? RAGTHAIEIMtN t h Fi gure
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post - pr ocessi ng. Figure 5 illustrates the enbodi nents o Igure 4 with
the addition ofandisentzel tiansactions thes phanap mgastanysmobuts storedtim e chipovi des
pecu LY 0 e S b e 0y il T 5%,
7 illustrate endhedcenrsticzlatacosegpondihg t thapetsonalization equipment identifier in
10 the card framework t_?_niplate record from the personalization equipment database
926 at block 1013. Included in the equipment characteristic data is a set of
personalization programming control commands which control the operation of
the personalization equipment. As is the case with the card operating systems,
the personalization c_dh’trol commands are proprietary to the vendor of the
15 equipment but typically include commands directed to the administration,
formatting, and production of smart cards.
When the smart card personalization system 100 has acquired all the data
necessary to define a'smart card, it is ready to accept personalization data records
952 from the card -issuer' management system 950. As each personalization data
20 record 952 is passed at block 1015, the smart card personalization system 100
uses the data format tgmplate, if present, to translate the personalization data into
an internal format, and the card application data and card framework template to
map the personalizati;_.)'xfdata into variables in a command script written in an
internal scripting lan_'_guage at block 1017. The translation and mapping process
25 is described further ﬁéldw. Alternate embodiments which use a standard
programming language such as Basic, Java or C instead of the internal scripting
language are within the scope of the invention.
The smart card personalization system 1019 checks fdr security
requirements for the various components of the smart card issuing process. In
30 the embodiment of thé card framework template shown in Figure 11, the security

requirements for the :_app_lications are specified by the card framework template



that uses the chip on a smart card only as a data storage device for a card
application, and so does not have an operating system executing on the
chip. 10 Smart card personalization system 100 supports nultiple card
applications for multiple card types issued with nulti pI e types of
per sonal i zat i O¥O & ¥ Hent . Figures 6 and 7 are anal ogoukcF ’H¥ §thtes 4
and 5 except that the secure key manager 111 provi des secure keys
and/ or functions to the card application 25 i nterface 105 instead of the
card operating systeminterface 103. 15 Figure 8 is a high |evel
flow chart for omeoshid®iahblotk HF19s df thareraze selourith requirements,|teesmerscardhe

functions of the smar card alization ste 0 desgri hed
above. The sof t whf%&° ﬁﬂnéﬁﬁmﬁ%‘wgﬁa ?‘éﬁgﬁ‘(mfﬁgﬁ'?&fier for a
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nmanagenment system at bl ock 801. ending on the type of cards to be

i ssued, the softwike MW"—'&W?@S‘ e spar carkhpasspralization systeradA® i f i er (s)
and/or a card gp LAmgnﬁmﬁ&ybfmecaragﬁe}aﬁﬁglﬁémﬁfanahﬁpsa&m. dta- The

software then acquires t articular data fornma ate
correspondi ng toeqiupmbm mtfeltifs thchappbatmpmgmatdmﬁ‘ cd.atodletshcmmgmmr of

the procedures d above (bl ock 80 t-he stem
ncqulres S nOH R reReves T Beerie sechiin dyia X BRP SR, B o
equi pnent to be u&@ﬁqt dutabase 9425 unxetsb@nltsaﬁxﬁhxda& tﬁ:ﬁiaﬂﬁ ude/ dath fdif additional
personal i zation equi pment record specified t he _persaonalization

equi pment i dent i SpwEes. including data St"""dl ip interpal ¢ B’P(fﬂ% H‘E‘FWQ“%“}@P datp Pk i er
was passed byjg hep, &aﬁ& dyStehSiatabase 920 RRGSRNI B PlicAtoR Ualibase 99F foBihkd wite

software retrieves € programm ng contr ol commands from t he card

operating syst emthicaigdsith tablesstoedan theebjpomdionmpan extarnad s@mntmmdjﬂ@pmhatl ng

systemidentifier,_at %h th sane

|l ogic for a card a%'plslpcaﬁ‘(r)%?a%ereﬁlrof e@éﬁg hgg&“geljl%c‘f |0'§1Hc ° gatguch as code
integrity, data secrecy and other security processes described above in

conjunction with Figure 2.

15 Once the internal command script is completed, it must be translated into
the proprietary programming control commands native to the card operating
sjstem (if present) and to the personalization equipment so that the

- personalization data is transferred to the smart card. In this embodiment, the
translation is performed by a script language interpreter at blocks 1025 and 1027

20 using the information acquired from the card operating system database 924 and
the personalization equipment database 926.

At block 1029, the smart card operating system 100 passes the interpreted
script to the personalization equipment which then executes the programming
control commands to emboss/print, encode and program the appropriate

25 personalization data onto the surface, and into the magnetic stripe and chip
respectively of the smart card. As before, if the card issuer has elected to
purchase an add-on smart card programming device to attach to its existing
personalization equipment, an alternate embodiment of the smart card
personalization system 100 directs the control cmhma,nds for the embossing and

30 encoding to the personalization equiﬁ:ment 930 and the control command for the

chip to the post-processor 132 in the smart card programming device.
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and/ or variables, fromthe database. At this point, the software has
acquired the common data necessary for all the cards in the batch and
begi ns | oopi MP ¥¥&4gh the |l ogic which issues cards foPCcTiysowoszbi4vi dual
cardhol ders. The card issuer managenent system passes the
personal i zation data for a 5 single carpgholder to the software (bl ock
815) which translates the data itens fromthe format defined by the

data format tenpl at e Whh@heilsue prdeesddas béeh Eohpléf8 Yor one caltht 857 R44! es of
the smart card personalization us)&st em (bl ock 817). If the cargl chip

cont ai ns secur i P§rsapaligationsysiem 109 agquiresthe pext persenalization dataedood i€ tig1®) . t he
sof tware acquir gs ] ; . L e _secure key
10 functions fromgfdﬁgmg%%dgro ikgltxgggée B?g'ﬁﬁgg?({s%sﬁl%glgtg{ I@I’g]cén‘gﬂ.se’
The software i sthesmartean personalizatior systeniatetermines if ¢thepeis ansthér batthi ofn
equi pnrent to program t.he, c . If the.card is, prot ed by secure keys. the
secure key f uﬂgcg‘%gﬁgarg? 8%‘@?‘?‘8?% wHtng {?éssé"égﬁ‘i“% ﬁﬁi) amdibsginghe ¢ ansf er r ed
at bl ock 8#&3uing bRiessagain by 8dqairiigithe®/Uatd Pdm cfgqg.tp

uing pRicdsfagel 92{3% eg fMH#E&“I(I)%II F&Srds and 827);

t
operating system 15 . if appli are transferred (b %cks
next the appli cHeidrd isyee and/ or variables are transferred if they are

needed (bl ocks 829 afge RAdwingki@dil ¥ \ o) ersonal i zation
data that was transl ated in'%“% t@|En%egrs?\'g?e%%@hﬂgdegﬁ?%et%regnsferred

(bl ock 833). processing perforticddy therambodingenhofitht smart tardpatamaliedioho t he card,

t he sof t war gnad appLopriate lues ta the statistics it _collects
for the card’ s%&ew%%amﬁf iglfes 6a§‘§/x¢etheaf?’d§fssb'8‘km§?§?m?'f‘ skilea %6@r ds in
the sane batch tequeststhé initiatioh o5heiksti) fokess by senidfhb)the s &4t Ware returns

to block 815 and acnggi res the E)ersonal | zation data for . the next
cardhol der. Ot hBfrignatization systen 1 Qg card)framewirk demplgte recards apnlicationy er

managenent syst id@ntmei‘éﬁ?i@ﬂ{ioﬁé%ﬁﬁggﬁgteﬁ%éiﬁﬁ&?aﬁé&ﬁ%iﬂio%“ 843) and

25 returns to block 801 to acquire t ecessary intornatiron to repeat the
cycle for eqwspmenfidentifi¢r, andfoptienally atdate foromt weplateidentifrcoriasdatied, t he
software exi 155 format template record. In this example, the card issuer management system 950
passes an application resource template record shown below that contains the
identifiers The system 100 acquires a data format template using one of the
procedures specified above and explained in more detail below in conjunction

with the sample cardholder data records.

20 Application Resource Template Record
[Al]
DFT=CARD!.DFT
25 CAT=CARDI1.CAT
CID=CHIPX.CID
CPT=CARDI1.CPT
SOURCE=A1
30

The first statement in the record marks the beginning of information for a
particular application, in this case application "A1". The next four statements
define the identifiers for the card framework template record (DFT). the card

application record (CAT). the card operating system record (CID) and the



The nechani sns by which the card issuer nmanagenent system 150 passes
the necessary data to the smart card personalization system 100 and the
order in which the smart card personalization system processes the data
fromthe 30 card issuer managenent system nay be changed w t hout exceedi ng
the scope of WO i nvention. Different arrangenents are BFEUSYRE2YUy the
speci fic environnent WO 97/ 39424
PCT/ US97/ 06204 27 20 in
whi ch the system 100 operates as shown in the alternate enbodi nent
ilustrated in Fpgesmtizélionrquipfient record (CPT). The fisal batpirient i9 theamameofiai t y
nodul e 911 acts as a g?at GV@% into .the smart ersona |zat|on

4

car
system 100 for a &R M&S‘é‘a&ﬁ'ﬂa@gﬂg‘&{!&ﬂf?‘?‘w&%ﬂ&g €5 and

security dat abasgaidtislds datedord(§) qmeeua%saﬁgma@ﬂﬁnﬂ%&eﬁmnmméy The
security manager 940 controls access to the securltg dat abase 942 and

connect s i neardholderslatags pither g singleagqusst pr a dbately phreguasisdorrardsda be y
security funct 0%3 %or t he smart card personalization system 100. The
security gateway i s coupled to the card i ssuer managenent system
interface 901 which awhomtehhmolrmmésalmaﬁds clﬁesmndmgmmadehﬁﬁérst he
security manager 940 decrypt ersonall |on t.a_ passed in

encryption forrralﬂ"whf %’é‘?d essgif@?“ gﬁ‘”ﬁf” fﬂ"@@ﬂta‘“?ﬂé“g‘@curlty

gateway 911 is alzﬁr@fﬁﬁﬁ%ﬂ&e&xﬁhﬁe@dﬁ&&%ﬁﬁﬂeﬁﬁﬁwt@@et'u?taﬁ'iﬁt@ﬁaﬁl‘ Q4ptand the
card operating interface 905 so that it can _su t he necessary

secure keys and/ ahich it latex integpretes inftq,the spesific qommé%@nwneérm thesardas expl ai ned
above in conjypc robé}shﬁ’é srygiem and personalization equipment records that instruct the

personalization equipment to process the personalization data and issue the card
for each cardholder.
Two sample cardholder data records 952 are shown below.
15 Cardholder Data Records
Smith,James”*12653683091245°0998"041052"mmmm
Anderson,Sue”39485003984138°0297~1 10248 mmmm

20
In these records, the format defined by the card issuer places the account name
(cardholder name) in the first field followed by the account number, expiration
data, date of birth, and medical data.
The system 100 uses the data format template to interpret each cardholder
25 datarecord 952 as it is processed. The system 100 also uses the data format
template and card application records 922 to validate the data 952 ensuring
proper data and format. An example of a data format template corresponding to
the format of the sample cardholder records shown above is shown in the first
line of the table below. The James Smith personalization data record is included
30 in the table to show the correspondence between the data format template and the
fields of the cardholder data record. The data format template equates each ficld
in the cardholder record with an internal label, %1, %2, etc., which corresponds
to the internal order used within the system 100. '



15 Fi gure 2. Furt hernore, the enbodi nent of the smart card
personal i zati on system 100 shown in Figure 9 acquires the application
data 922 specified by the application programidentifier prior to
acquiring the progranmm ng control commands specific to the card .
operating syWO8TIMA using the card identifier. 20 This erowiisya620dpermts
the personalization data and the application data to be transl at ed
into the internal format prior to retriegi ng the progranm ng conmands

for the card operating system 924 and the equi pnent characteristic data
926, thus peedar ng DIht ST U cara.

Standard transaction cards have data pri nt ed and enbossed on the surface 25
of the card and/or data elncoﬁﬂd |r1 a nﬂf@ﬁetlclmrlp%%nltm tard. Wth a
smart card, data rray a.Is I nmenory area within
t he m ct opr ocessor. g&sé&ﬂﬂg&ﬁ%‘)g agﬁmmsurface of the
card, in the Ia) léhlb &b 13 e exact
conflguratlon of the data I'n anc' vary epend| ng on

t he type of sné'ﬁtdsoﬁadardholﬂngdatsmcﬂ%ﬁ%mt;@i lﬂéhpjnbm&uﬂsrnskdbhe card
::Sé?-y 8r897 /06204 thevégm?&[ai‘c"dg pe%sonallzatmn system 100. This one-to-one correspondznfc

Figure 10 i B0 antagthhmatebystehn100aioes ot hbve tb eransiio the eRidholabraiath fidhds™i gure 9
and, in conjunction with Fﬂgures 11, 12 and 13, further illustrates how

di f f er ent intp thedntemalficld ordse. Tnsch 3 ¢ase. the deladammat trmnplat Fecordiis d

personal i zatio Rnset8dsay! Thus, in a further alternate embodiment, the card issuer does not

pass a data format identifier to the smart card personalization systcm 100, but

instead passcs an indicator, such as a flag, which informs the system 100 that no
15 data format template is needed because the cardholder data fields are in a one-to-
one correspondence with the internal ﬁeld order. The system 100 acts on the
indicator by bypassing the translation step.
A more complex example shown next is one in which the fields of the
cardholder data record 952 and the data within the fields are out of order relative
20 to the internal system order. In this case, translation is necessary.
Cardholder Data i Issuer F
1234567891245 james Smith 0998 041052 mmmm
Ider ranslated in ernal Fo
25 Smith, James*1265368309124570998"04 1052 mmmm
The system 100 uses the data format template to translate the data fields

into the internal order as shown above.. The translation may result in the
physical rearrangement of the data fields or may be a logical rearrangement in
30 which the data format template is inv‘éké_d as a key each time a field from the
cardholder data record is referenced by 't_he system 100. Various data format
templates designed to translate differént '_'arrangements of cardholder data will be
apparent to those skilled in the art as will the substitution of tables of field
equivalences or a set of parsing instfljugt_i__c}ns or other mechanisms for the simple

35 table used above to illustrate this exaiﬁﬁlé.



100. The card issuer nmanagenent system 950 passes a card franmework tenpl ate
5 that defines the configuration of the smart card to the smart card
personal i zation system 100 at bl ock 1001. Figure 11
illustrates one enbodi ment of the data |ayout for the card f r amewor k
tenpl ate recoMP¥HB4 The ni croprocessor chip identifier 110TCHEYP706204 {0
card operating systemidentifier 1102 (if present) are specific to the type
of 10 smart card to be issued. The master9file definition 1103 contains
control i nformati on such as the chip source and the |ast date the chip
was altered. The Thqeﬁréﬁmhbdvakdﬂﬂplatbrécordsieﬂmws the $icturé dOthe chipt ai n

addresses for the catjqn _of th st | es hin the. nenory
the chip. The sygflétfﬁq’ﬁ 3&%8@“‘8@@80%"@%@‘%1‘4&’ Wﬁ}l $ 4790k "E";'/%‘?'em and
contain infor rrat 0§%e€9ﬁcﬂ&:eﬂéﬁ&&dﬁé¢ﬁ&aliﬁﬂw&fbﬂ (8120 %Cﬁﬂdnand

appl i cations, gorithmtables. |In the enbodi mrent shown in Figure’
11, the master f W@um application (SF1D). Withinjeach direqtery areaprliestion-specifice

I nt t | 64.
The noxt £ ed e ReRaty YEE RS s isUEob il R AP 16

define the arrangamaningalieaihammtmnnbdneAﬂtfﬂééasmmwddammktesmmécarpe of the

card. If 20 information .is lto gsp lLnt tglon t he .car Eh as th

cardhol der’ s phof@BFYps templatf agdis reigpeng (,aéf’?rlﬂ‘fsﬂﬁ'ef ‘g"’sgl} ?i’éaé't‘ff'lr the card
to print such daissuibgprReésed by the card issuer nanagenent system 950
in the printing 100.

Simlarly, th& |ocations on t heCandiiramevask Template Recordr d t 0o enboss data is

passed in the enbess et *'" Faaene 0 be
encoded in the magnet?gﬂgit ?’F@e@ypﬂ Bt ?‘?“phe mag stripe tenplate.

The enboss data is ||$M$tFAﬁltH¥k3Fm ms-modr ,TITRIe Iyok Direétplya SEZR=g¥1p4 1100
as the car dhol der’ ,._account nunber (EMAcct) 1113,

and expi ration d&?@ P @W&&QOSEl%iAQHGCQTéH%Ené’M%D%‘? IGE=B2048 by t he
account Runber (Wﬁﬁ.‘r}l—ﬂﬁﬂoﬁ%’TBh tE=£Me %JIGS&MBM 1119.

The nunber of 30 data itens 1n the rlntlne 0SS, mag stripe
tenplates will vary d%ﬂdﬂ'ﬁngFO(BlOO TAG=1CCID TITLE—‘Issuer
ID’,FORMAT=T,SIZE=D10
$EF PATH=x3F005F205E00,TAG=MED1,TITLE="Medical
profile’, FORMAT=T,SIZE=D&0
20 $EF PATH=x3F005F106F00,TAG=NAME.TITLE="Acct
_ Name' ,FORMAT=T,SIZE=A30
$EF PATH=x3F005F106F10,TAG=ACCTID,TITLE="Account
No.”.FORMAT=T,SIZE=N14
$EF PATH=x3F005F106F20,TAG=EXPIRE,TITLE=Expire
25 Date’,FORMAT=T,SIZE=N4
$EF PATI~I=x3F005F!06F30,TACr=BIRTH,TITLE=‘Accoum Holder
Birthdate’, FORMAT=T,SIZE=N6

The card application record 9225"maps" the cardholder data 952 to the

30 data fields used by the application. The sample card application record 922
shown below has its data entries arranged in the sequence in which they are

processed by the smart card personalization system 100.
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configuration of the smart card desired by the card issuer as will be

apparent to those skilled in the art. If the card issuer wants
card appl i caMOi89434 ogrammed into the chip in the SMarRCEUSY0620he car d

| ssuer passes the application programidentifiers to the smart 5 card
personal i zati on system 100 in the sectiopg 1121, 1123, 1125 of the card
framework tenplate record 1100. Each application may have specific security
functions assoctated Wih 1T (TI2CardWppHcatibhRetord 10 LNAL (NI OTTELTON i S

al so passed by the card jssuer nmanagenent system 950. The card

f ramewor k t enpl e ICERLY ALUEHI2B450%8Y6cont ai ns t he personal i zation

equi prent identifiergddl 0, he personalization equi pment to be used
to issue thegsmart c% @Eﬂ]%g%ﬂél% In an alternate enbodi nent, the
smart card personal i a8 NMB Yl{ BYIPE=Y) stores commonly used card
framework tenplate records_i n_internal database so that the card

| ssuer managenent sy%Y’eﬁ\C@éBr"(ée'ﬁngpass only a card f ramewor k
tenplate identifier ¢g\nagxptemidsitvsE=ni ch card framework tenplate 15
record is to be used for a particular batch of cards. The smart
card personalizati or$\8yBIRFH YaGI ¥RERN res t he data for mat tenpl ate for

t he personali,zati on _ €; IN&q | on specified by the
card issuer ]Qt bl OCkﬁ%ggjﬂﬁﬁ‘f"ﬁn@f%Q?‘%%%@-ﬁ#(?ﬁ-iéi passed a data fornmat
identifier to ITHe 1EXCID efifry ebntains tBe ehip eh@idFBEGcH off .
corresponding to the data 20 format identifier is retrieved fgromthe dat a

format dat abasecxsoRs forfMEARSH, maps2 “tag” to thelfieldin thpe qardholder datgregerds t he dat a

format tenpl at e o I finfRERiol@hd : | dentifier

nor the data f 0?5;121?? a(thgrrlrp gtﬂl ee l?ec Oéhc?'ﬂ?g&d&gg\%chg%eoda{%fgﬂgétg?x&%ﬁﬁﬁo 00, the

format of tHE pahwsegraalispaifies thedppecofidetade therfividl Sthub the MEDIaagirepmesériic at i on
the fifth field in the cardholder data record 952 and the data is in alpha format.

The FMTACCT entry breaks the second field in the cardholder data record 952,

i.c., the account number, into sections and inserts hyphens between the sections.
The card operating system record 924 contains the programming control
20 commands necessary to program the chip on the card. The sample card
operating system programming control commands shown below are taken from
the ISO directive number 7816-4 and are not the internal proprietary commands

of any particular card operating system.

25 Card Operating System Record
SELECT A0A4000002%F
WRITE A0D(0%0%L%D
READ A0B0%0%L%D

30 RESET VALUE=xFF

Each entry in the example record above contains a tag followed by the
corresponding command in the native language of the card operating system.
Variable parameter fields are indicated by "%" followed by a letter and are filled

35  in with the appropriate cardholder data as each individual card is processed.

The personalization equipment record 926 contains personalization

equipment characteristic data, such as instructions that define the actual sequence



data as explained in nore detail below 25 An exanple of a data

format tenplate record is shown in Figure 12. The data format tenpl ate
record 1200 defines an hypothetical |ayout of the personal i zati on data
records in the cardhol der database 952 in which the account number

1201 is the f W@9734d| d, the cardhol der's nane 1202 is the sBEHHSPHMHJ,
and the expiration date of the card 1205 is the third field. In one
enbodi ment, 30 the personalization data rggords are comma-delimted records

so no data field | engt hs are necessary to define the record fornmat.
Thus the data fogimétefstidbisiirto issue a complerebatddirtPspecific set of personahzanon
PCT/ US97/ 06204 record

1200 shown in Fi §#Hpment. gbﬁﬁ“ml“e!"?“%f’l‘fh‘@@ injhis example ﬂ’ieéh&?‘m!sﬁ’é‘dﬁ@l | owi ng

exanpl e of a comyge Zﬁgﬁ.je{a?a 4oRd 8 5@&9% j4p the smart card
personal i zation syst em 10%' 1334 Mary Janlé m t hu0299
The smart card pemom&lzatmteqmnmsl;tstem 100 acquires the application data 5

for the card app —ea-oRs 022ﬂ,«1 +eSpeRe-Rrg—to—the

appl i cation rogr am i dent i ?’é‘?”?“zar“f’“gﬂ?/‘l’ dt°*Wer e passed by the card
i ssuer managenment  SEMB 5§§m'9'50 at_ Drock 1007. 11 No appricattion program
identifiers are passed smart card personalization system 100

acquires default appli catl MV&MB‘L@G’E%"%NAME%S) The default and/or the

application dgia in tgﬁ‘@% appl ication data 10 record(s) correspondi ng
to the application pr Identifier(s) are inserted into t he

correspondi ng sections, i.#ENCAYNACCTM%ALRAMEY the card framework
$IC
Hap
@ICCID
15 : WRITE ICCID
@NAME
SELECT ACCT
SELECT NAME
WRITE NAME
20 @ACCTID
SELECT ACCTID
WRITE ACCTID
@EXPIRE
SELECT EXPIRE
25 WRITE EXPIRE
$PR

As each card is issued, the personalization equipment characteristic data

shown above is serially processed in four steps defined by the entries preceded
30 bya"$." The card application record 922 is used to determine the value of the
variable parameter fields in each instruction.
The $EMBOSS instruction is a single stream of data that begins with the
control sequence #EMB# which notifies the personalization equipment that the
data that follows should be embossed on the card. Each data field in the



tenpl ate record 1100. One enbodi nent of the layout of a card

application data record is shown in Figure 13. The first field in the
card application data record 1300 is the 15 application nanme 1301. As with
ot her conputer-based application prograns, a card application

processes dawo¥73pmext er nal sources such as an autonati c tmt1ES97/06204
machi ne or internal sources such as data files encoded into the

m croprocessor's menory. Using the ggart card causes the appropriate
application to be executed by the m croprocessor and the application,
in turn, accessaSiridkdn idEntlosed xnt.lphﬁ%ffa&c&gs%ﬁsetlﬁ uﬂy@aserméﬁﬁf Gl To

access |nternal data, the card application data record contal ns
poi nters to appisFMFAGET; orthesformatied acentfiskdatdefined ipabs cargapplicattisy) and

Fiards are . Rpoloz, TheGel (ojellies BT BbdRa el o283 h e 052 wnen

the card is |ssﬂMﬂ‘ACCTen@rmdanpdes:mrstrmg"msassxsmolzmlﬁuﬁmemoﬂddress 1303
to a cardhol der ,fi ocated 25 .in and defines the :
car dhol der fgl edaé%héﬂ #%5 ﬂF&@aﬁqﬁﬁer%”e’ﬁé‘ﬁe@h YAME-is nane

(I CNane) 1309, tdaﬁer@ﬁ&@mtﬁrswmend h@ﬁ&@&&hoid%@mloﬁ@@zt s, the eﬁ,%&' ration
date (1CXdat) 1313. Additional internal data is stored in ot

appl i cation fi | isstrugtion foxshe firgtaamplefcardholder raetad 95Dbbeebmes #KMBPE 265-s0 def i ned

by the app&dsﬁ&%%i’@k ﬁaqges“/% If the chip enbedded in the
smart card contal ns "an era Mg sysStem as specified by the card
framework tenpl ate r'ﬂm(ﬂmﬂcmhﬁmmtonmsdsqheswmmmatpkmss the VO

97/ 39424

PCT/ US97/ 06 28 4 cardholder data to be-encoded on the magnctic stripe of the card in the same
fashion as the emboss instruction. Additional control characters in accordance
with following IATA (International Air Travel Association) and 1SO standards
are inserted into the command. The resulting instruction is
HENCH#%%%12653683091245%%Smith,James%.

15 The $IC command specifies the information to be stored in the chip’s
memory. The card operating system record 924 is used to translate the
instructions in the personalization equipment record into the programming
control commands for the operating system. A control scquence, \@#, is used
to notify the personalization equipment that the data that follows is chip data.

20 The first field to be stored is the chip identifier, ICCID. The system 100
interprets the WRITE tag in the personalization equipment record 926 in
accordance with the command identified with the WRITE tag in the card
operating system record 924. Since no offset value is specified in the application
record 922 for the chip identifier entry, the default of "0000" is loaded into the

25 %0 variable parameter field. The %l. variablc parameter field is set to the value
of the SIZE field in the $CHIP cntry in the card framcwork template, i.e.. "10" or
hexadecimal "0A." The %D vanable parameter field is set to the value of
ICCID, "1234509876". The resultmg, command is AOD0O00000A 1234509876.

The next commands cause the card operatmg system to store the
30 cardholder name into the account nar__r;e_: file in the account directory on the chip.

The system 100 translates the SELECT ACCT command into the corresponding



system 100 acquires a set of programm ng control commands for the operating -
systemfromthe card operation system dat abase 924 at bl ock 1011. The
progranm ng control conmmands for each operating systemincludes comrands
for functions such as creating and accessing files in the nmeppry of the
chip, 5 readYQ¥R3¥¥ witing records in the files |ocated i RCENFYMory,

along with security commands that authenticate PIN (Personal
I dentification Nunber) codes and cont33ol transactions that change
nonetary anmounts stored in the chip. The smart card

personal i zat i on systopenatif®systequéongsandh dhesystepnidftiocates theSELECT entiysini ¢ dat a
correspondi ng to the personalization i | denti fier in 10 the card
framewor k t enpl atﬁée qaécgmeggpgg Wgcﬁgﬁghﬁgﬁggﬁegﬁyéﬁﬁﬁ%%m% ase

926 at bl ock 1013empiae rétORT andisubtftutesith Bpeeificd diradtargtpath fof the acbolm i s a set
of personal i zati on igro Jr amm E&ECOM rol _commands whi ch control the

operation of diresteryefinahinithe AL T fnst kP REM.. fondhe *F varablopasamgtern t he
card operatings Sx&mmcrocm%?m{dfa@ﬁwaﬁ AP FR4 Ay C PR feeﬁmﬁggalﬁgg@ uigree

proprietary to the vendor he 15  equi pnent t typica
comands di r ect edAGAA000R028B 1. rBimilardy, itherSELECT NAME ecnmang, causes/therspsierot i on of

smart cards. . n the smart.ca per i_zat,on system 100 has
acquired all the l(qgfoas"bmtuvy]egléeca&%‘gl?Wweoﬁlae&i‘cbr?e?oéﬁ%%hvagwﬁ?m S ready to
accept personal i Fild. OheQdeduRting@6RMnAAd is AOA4ODGV026K00, tThe final nintmdGH this
managenment system 950. As each persqnalization data 20 record 952 is

passed at bl ock Beries is s dVRITE commang. The system 100 dntepretsths WIRTEqgmmand ses
the data fornp tb?’é@sﬁ};ﬁinﬁgﬁc&fa%g%%ﬂo?%@b%?%,%é%e uRi2kigef | on data
nal forfat, and the car

into an inte . application data and card
f ramewor k t enpl at"30"tar hex "1E,ragdefined bycthe DIAME enttyi io thedcardiframework tampistes in a

command script wjtt b an | nternal serl.pting .l u at bl ock 101
7. The translati 6%051‘}?? r@pﬁﬂ%’e 6?‘8‘(‘,(@@? ng‘nf’s%g'étgt‘,lwgseégﬁﬂﬁ? ﬁ%g?a"b"& oW.
Al ternate enbodi raidheldittiatirecti® 952, $r36H A0 groduce thpc@gmandTi ng | anguage such

as Basic, Java or, C instead of the internal scri ptigg . language are
wi thin the scope ADOORDS; ABEs TrieWagrs Fachc T Fppiesents a

personal i zati py %ﬁﬁ?@?&e@i&eﬁ&ﬁﬁ‘ﬁﬁdﬁ@%@ﬁﬁt%ﬂﬂm characfepgUi r ements for the
vari ous conponents o he smart card issuing process. In 30 the enbodi nent

of the card framewor k Thesystent E00gmongeses the Femainder ofithe coramerdsiip they

personalization equipment record 926 in a similar fashion to produce a

contiguous string of data containing the commands to issue a card for the first
sample cardholder data record 952:
20 #\@#A0D000000A 123459876 A0A40000025F 1 0A0A40000026F
00A0D000001 ESmith,James -A0A40000
026F10A0A4000002E12653683091245A0A40000026F2040998.

The $PR commaﬂd_ﬁcagses the system 100 to send the command data stream to

the personalizationffei_;‘x__i;ipmem.

25 The data laibﬁts shown in Figures 11, 12 and 13, and the sample data
discussed in conjunétidn with the above example are only examples used to
illustrate the functioning of various embodiments of the smart card
personalization system 100. That the layouts and data are necessarily defincd by
the environment in Whi:ch they are used will be apparent to those skitled in the

30 art.



requirenents for the applications are specified by the card framework

tenpl ate WO 97/ 39424

PCT/ US97/ 06204 _ 25 record
1100 at block 1019. If there are security requirenments, the smart card .

per sonal | zawo@s/392st em 100 acquires secure data and/ or fun@CTRH8EHRMEM t he
security manager 940 and adds the functions into the internal script at

bl ock 1021. An al ternate enbodi mentyqof the smart card personalization
system 100 5 passes the identifiers of the card operating system and the

personal i zation AsO#H aREBBhppafht WRhbseARIIEH B ORI 1RSSrh@caPd 09 @M
identifier, to the security manager 940 which retrieves the

appropri ate se@erspnalizationsysiern/180 exopmpassehaltemagrsmbediments ofshespfiwage dat abase
942. The security.: | tN D ) 9@ Lt I

sour ces, i ncl u&%%%fé’hggg}eé%tﬁﬂgl é\t%ﬁéérjﬁgﬁegl(a:%?gérfl e‘gw{ﬁ%’?@gﬁal | zation data
952, the 10 opediffdremghan\tbdse shovat iahizsiktig@es!, Thelsgsterarl 00 ajap provasdsithadat abase
922, conbined with . t algorithmtables stored in the chip or froman -
ext er nal secﬂri‘?ﬁ?ﬂfbﬂﬁ_@f;@ljgﬂgm’°"a§{%'“€‘ﬂ§“§‘é’§§ﬁt?’9'W’gli‘%g?f’ , to perform
the secure key frynf 1@ 3hiki€ 81 dc8b of Uil ilvention. THelsBiwirk Yroghih fa B Weiftién aNd Ot her
security processes descri bed above in conjunction with Figure 2. 15

Once the i nt er imbnecofisgeasel widely pyailable progmnuniag languages and the modulasiay ed i nt o
th i et . l.ng. ' d ti
o A Rt o PO ALY bR, °F !

system (i f presen _ sondll zat1 onequl at the

per sonal i zat i orchokghaSinsilarlyadesd wsed byl tHeaystéme 100rirdesceibedland represeneedewbodi nent ,

~the 10 logic:;al records embodi_ed in a database but the invention is not limited to the
described arrangemch__t of data records, nor is the use of any particular type of
data management system implied. 'Reflational database systems from vendors
such as Oracle, Sybase, Informix, or Microsoft provide the necessary
infrastructure for managing the underlying data in the system, whether it is

15 centrﬁlized or distributed, but other organizational data structures, i.e., indexed
flat files, may be substituted without exceeding the scope of the invention.

Furthermore, alternate embodiments of the invention which implement
the system in hardware, firmware, or a combination of both hardware and
software, as well as distributing the modules and/or the data in a different

20 fashion will be apparent to those skilled in the art and are also within the scope
of thé invention.

It is to be understood that the above description is intended to be
illustrative, and not -r¢stf_ictive. Many ofher embodiments will be apparent to
those of skill in thé art--t@_pon reviewir_l_g the above description. The scope of the

25  invention should, therefore, be determined with reference to the appended

claims, along with the full scope of equivalents to which such claims are entitled.



translation is perforned by a script |anguage interpreter at :
and 1027 20 wusing the information acquired fromthe card odmmnmnmmlmm
dat abase 924 and t he personalization equi pnent database 92¢. + " s *
At bl ock 1029, the smart card operating system 100 passes the interpreted
script to the WePH¥M i zati on equi pnent which then executes Fﬁ'E’"ﬁ?”ﬂgfi"&mﬁ ng
control commands to enboss/print, encode and programthe appropriate 25
personal i zati on data onto the surface, anglsinto the magnetic stripe and
chip respectively of the smart card. As before, if the card issuer has
el ected to Whacik eaineélis;add- on smart card progranm ng device to attach
to its existing personal i zati on equi pnent, an al ternate enbodi nent of
the smart card personal i zati on system 100 directs the control conmands

for the enbossing 3@913&94fﬁrﬁgaﬁg?,gﬁ%uge%Mgranﬂ;aqaalca&@;é&mggagga{é?“t 930 and

t he control comman r the 0 the post-process 2 1in the
smart card progr#epsiofig device. - WO 97/ 39424

PCT/ US97/ 0620 - o . A . .26

When the issué pr o@gg%m%%pebrseoé'ﬁhzcag%%“f%'aenft (l)dren%%eé a’é%?%?o%t'gﬁg?t? f%rar d
personal i zati on syst ena ¢&ifhalde florescard Bsuee miangpemansgbternat | on data record if

there are additiqQnal cards of the sanme_ type wajting tqQ issue (bl ock
1033). Ot herwi se, acquiring eunmen} ?WFH‘“&&%W&%P?'é?qab’!‘?‘@yﬂléﬂmﬁgtt@em nes if

there is another bat Chfrgfggal rEcotrﬁgPJ &at&aéeqaelﬁifﬁe@bp{hfe‘égfsgﬁhtlizﬁtm%§%}mg to

i ssue (block 1001) and | SSul ng process again b uring a
new card framework tenjslentiféerrasdord from

10 transferring the personalization data to personalization equipment as
specified by the equipment characteristic data for the type of

personalization equipment to issue the data carrier.

2. The method of claim 1, further comprising the step of translating the
15  personalization data into an internal format such that the translated

personalization data is transferred to the personalization equipment.

3. The methoed of claim 2, wherein the personalization data is translated from a
format defined by the card issuer management system into the internal format in

20 accordance with format template data.

4. The method of claim 3, further comprising the step of acquiring the format
template data from a record in the database identified by a data format identifier
supplied by the card issuer management system.

25
5. The method of claim 3, further comprising the step of acquiring the format

template data from the card issuer management system.

6. The method of claim 3, further comprising the step of acquiring the format
30 template data from an application data record in the database identified by an

application program identifier supplicd by the card issuer management system.



the card issuer. The foll ow ng exanpl e uses sarrp“_gy_”
further describe the processing perfornmed by the enbodi rrlzmlmmmmllnll””“l
smart card personalization 10 system 100 shown in Figures 9 and 10.tTHe s *

card i ssuer nmanagenent system 950 requests the initiation of the

| Ssui ng proce¥@9u¥gaBendi ng the smart card per sonal i zat irgrAsysises® 100 a
card franmework tenplate record, application programidentifier(s), a
card operating systemidentifier, a persggalization equi pnent

identifier, and optionally a data format tenplate identifer or a data 15
format tenpl at e7r eneisbinddbriclinh 19KARB Bmphilifi R fkpl gpUCT managerent system
e

950 passes an application resource nplate fTecord shown bel ow t hat
contains the cpliesting infeqmation regardingdhe is@ungefdhe dasacarictsitand f or mat

tenpl ate using on . " S ci.fled abgve and, expl ai ned in
nore detail bel qu?ﬁr?]:fr%ﬁ (5#1? Aues dgﬁwfﬁ&”v%eetcﬁﬁ%ieéf ’gg’ﬁf}?‘é°“g‘8?‘tﬂﬁ§f‘b'é§£ﬂat a
records. 20 management system. Appl i cati on Resource Tenpl ate Record
[ Al] DFT=CARD1 .DFT 25 CAT=CARD1. CAT

Cl D=CH PX. CI D CPT=CARDL. CPT SOURCE=A1 30 The

first statementyi mhe buioAoRERin B! il BmpRAL Wpols | nfor mati on for a

particular application, in this case applica The next four
st at ement s d @equiring ancapplieation piograsn identifien fromaheicard sswenarakageaisnt at e
record (DFT). the car%,te . application record (CAT), the card operating
systemrecord (CID a d The

acquiting application data from a record in the database identified by the

10 application program identifier; and
transferring the application data to the personalization equipment as

specified by the equipment characteristic data.

9. The method of claim I, further comprising the steps of:
15 acquiring security data from a security source; and
transferring the security data to the personalization equipment as specified

by the equipment characteristic data.

10. The method of claim 1, further comprising the steps of:
20 acquiring a card operating system identifier from the card issuer
management system;
acquiring programming control commands from a record in the database
identified by the operating system identifier; and
transferring the programming control commands to the personalization

25 equipment as specified by the equipment characteristic data.

11. The mcthod of claim 10, further comprising the steps of:
acquiring an application program identifier from the card issuer management
system;
30 acquiring the application data from a record in the database identified by the

application program identifier; and
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personal i zati on equi pment record (CPT). The final statenent i*s fhe" nane *of
a file created by the card issuing rranagerrent system 950 t hat contains
t he car W@ 2IBP424at a record(s). The card issuing nanagen%‘?ﬁ’"%’@‘?n 950
I nputs the cardhol der data as either a single request or a 'batch' of
requests for cards to be 5 issued. 37 The system 100 retrieves
the records corresponding to the identifiers fromthe database. The
system 100 t hen useansférfing the applizhticndatzotw tisd peesdnalizatidreequipmencas d f r anmewor k
tenpl ate and data format bﬂ{r&@t_’e to set_up an_.internal "script,"

which it later interpr®f@ ot chasacteristy ds contained in the card
10 operating system and personali zatlon equi prent records that instruct

t he personal i zation equi prent to process the personalization data and
i ssue the card 12. A systemdatissuingrnorablg programmed data carriersregmprisingt e car dhol der
((j;g'; Shgfgg; ds ?q 22 R;e‘ é gzr'.r h&vx\@ &&Lgé%eng'gstem interface for acquiring a personalization

Smi t h, James” 126536830 %pipnfenidetified i ensonalization data for a cardholder from a

Anderson Sue’\3948500398§4L 8702977110248”nmm 20 In these records, the
format defined by the K HSUCERARACEHFUSYKERne account nane (cardhol der
name) in the first '&%ﬁ;

data, date of birt ﬁbbﬁ%@lxﬁ%&%ﬁﬂxggﬁéﬁt%é?&%% e%eng%cﬁs uses. t he
data format tenplate t@taﬁtemﬂé@lmmmmmweﬁowreMﬂmam 952 as it

S processed The syst, tenpl ate and
card appl i ca | on recor gmté%gb?hé&aﬁﬁw&shg&h@ﬂg@ ghsurl ng pr oper
data and fornmat. Athegenomdlizativh equigmient iferficgtfort fardudr atansferving éepondi ng to

personalization data to personalization equipment as specified by the

equipment characteristic data for the type of personalization equipment
to issue the data carrier.
15
13. The system of claim 12, wherein the system further acquires a format
template data from a record in a database identified by a data format identifier
supplied by the card issuer management system and translates the
personalization data into an internal format from a format defined by the format
20 template data such that the personalization equipment interface transfers the

translated personalization data to the personalization equipment.

14. The system of claim 12, further comprising a tracking/report engine for
collecting data from the system regarding the issuing of the data carriers and for

25 reporting the collected data to the card issuer management system.

15. The system of claim 12, further comprising:
a card application interface for acquiring application data from a record in
the database identified by an application program identifier acquired by

30 the card issuer management system interface; and



the format of the sanple cardhol der records shown above is sllmummnmm"”““l
first line of the table below The Janmes Smith personall
record is included 30 in the table to show the correspondence bét wken®thtd *

data format tenplate and the fields of the cardhol der data record. The
data formt WOHIB2M2e equates each field I n the cardhol»exvsszoezed with
an internal label, %, %, etc., which corresponds to the internal
order used within the system 100. 38 WO 97/ 39424

PCT/ US97/ 06204 . 28

E)/gt ao/gor ”?/dt; Tgrrpl WeperRBAiAtion equi ment interface for further transferringthe %4 %2
Janes” 12653683091245AM9“M1’@‘320 ﬁhﬁmtsonahzatwn equipmEhkassrenifinddbyshown above
represents the sinpl eg@lm %‘pe fields of a cardhol der data
record 952 are arrange |nterna ‘order used by the smart card
personal i zati on system 100. Th| S one-to-one correspondence 10 neans that

the system 100 not haye to tr ate the cardhol der data fi el ds
nto T he it ot i The SYRETS PSRN | e COprSE & AV HAHESG R SR | at o

record is SHARRE B Kovh a sEBTty sbuPcelankl WahdtEiing WeSEORFaRIRAMAL BNt , the
card issuer does not pass a data format identifier to the srrart card
per sonal i zat i orperspnalizatiqrogjuipment interfacg.nst ead passes an indicator, such as a
flag, which inforns the system 100 that no 15 data fornmat tenplate is
needed because the cardhol der data fields are in a one-to-

17. The system of claim 12, further comprising:

[

10 a card operating system interface for acquiring programming control
commands from a rccord in a databasc identified by a card operating
system identifier acquired by the card issuer management system
interface; and

the personalization equipment interface for further transferring the
15 programming control commands. to the personalization equipment as

specified by the equipment characteristic data.

18. The system of claim 17, further comprising:
a card application interface for acquiring application data from a record in
20 the database identified by an application program identifier acquired by
the card issuer management s&s__tem interface; and
the personalization equipment interface for further transferring the
application data to the personahzatxon equipment as specified by the
equipment characteristic data,. _j'
25
19. A data structure stored on a storagef_;-'g_iévice for producing portable
programmed data carriers comprising 'éi='ﬂurality of personalization equipment
elements, wherein each personahzauon _qulpmem element is addressed by a
unique personalization equipment 1dent1f er and specifies operating parameters

30 for a type of personalization equlpment such that the personalization data is



one correspondence with the internal field order. The systerﬂ“ml"ﬂﬂi (rﬂun”“l
t he I ndi cat or by bypassing the translation step. RRINRD HIEA el
conpl ex exanpl e shown next is one in which the fields of the

cardhol der data record 952 and the data within the fields are out of order
relative 20 WOAMA nternal systemorder. In this case, trZFSVSPTARY; o
necessary. Cardhol der Data in |Issuer Format
1234567891245 Janmes Smith 0998 041052 nm3th Car dhol der
Data Translated into Internal Format 25

Smi t h, James” 126 papedy tirddadoOaAdrmission torpersnnalization equipmerntofthsygteem 100 uses
the data format t Late ., tq translate the data fields into the

i nternal order §§°%W°@58%We translation may result in the

physi cal rearrangenent of the data fields or may be a | ogical rearrangenent
in 30 which the data format tenplate is invoked as a key each tine a field

fromthe -  caPdRes dntastangiuze ofclaimd9; furthericomprising|a pluraliteoldata fermat00.
Various data § oL . ' : =Tor S| i ffer

arrangenent s 5I)f “car tﬁ’o‘f'}a%%lgg%hgﬁ%%?ﬁg%%& g?o%ar entyaét‘g“%odfggfgﬁiftl ed in
the art as wi || iden6fieraod specifics o temyflate ased by achrdfisssbrdo format paysanabizationes or a
set of parsing instructions or other nechanisns for the sinple 35 table
used above to i Gfstrate this exanpl e. WO 97/ 39424

PCT/ US97/ 06204 29

21. The data structure of claim 19, further comprising a plurality of card
10 operating system clements, wherein each card operating system element is
addressed by a unique card operating system identifier and specifies

programming control commands for transmission to the personalization

equipment.

15 22. The data structure of claim 19, further comprising a plurality of application
program elements,:wherein each application program element is addresscd by a
unique application program identifier and specifies application data used by a
particular type of application program for transmission to the personalization
equipment.

20
23. The data structure of claim 22, further comprising a plurality of card
operating system elements, wherein each card operating system element is
addressed by a unique.card operating system identifier and specifies
programming control commands for transmission to the personalization

25 equipment.

24. A system for issuing portable programmed data carriers comprising:
personalization equipment receiving a data stream and in response thereto
personalizing portable programmed data carriers;

30 personalization data obtained from a card issuer management system; and



The card framework tenplate record describes the structure o

on the card. In the sanple shown bel ow, the $M entry defi neglmmm“m”lll””“l
directory (3F00), while $DF entries define a nedical appticatiton®
(5F20), and an accounting application (5F10). Wthin each directory
are applicatwoosedi fic 5 files defined by $EF entries, sBCRUSS/GHI0
contai ning the account nane and 6F10 contai ni ng the account nunber.
Al'l file descriptive data resides in theggard framework tenplate and
is referenced at various tines during the smart card i SSui hg process.
10 HENGY: AJ

$CHI P=3102, MEME8192, S act card Pl Sonlfih MWBATF#)?@%%BQ%&!&WTTI TLE=" Root
Directory' , Sl ZF=D7194 more data elements gylectest fren hE GBHP TONSIIBEACCTTI TLE=' Acct
Data', Sl ZE=D2048 15

PATH=X3FO05F20, TAG=MED, fetg oAl ernola [P Sl 1 024 $EF
PATH=x3F003100, TAG=I CCl &aﬂaﬁﬂpﬁcanbadmmlemems,

| D, FORVAT=T, SI ZE=D10 .. $EF PATH=x3FO05F205E00, TAG=MED

1, TI TLE=' MedPcal card operating sysigm elewents, FORVAT=T, S| ZE=D80 20

$EF PATH=x3FO05F106F00, TA@pbabfa E.,,ﬁg,

Name' . FORMAT=T. S| ZE=A30 ) lizdtionfeq et clements,

PATH:XSFOOS F106F10, TA@hmﬁlemﬂ'tié pexsenalization system outputs the data stream

No. ', FORMAT=T, SI ZE=N1

PATH=X3FO05F106F20, TA éﬁ?ﬁ‘r“h&f"ﬁc{"ﬁ%ﬁ&“ pprgonghization data as directed by at Jeast

Dat e' , FORMAT=T, S| ZE=Néne of the selected cﬁEH:Iements

PATI | =x3F005F106F30, TAG=BI RTH, Tl TLE=" Account Hol der

Birt hdat e’ , FeRVAT= =T, SI ZE=N6 The card application record 922
"meps” the car dhol Al iRaRheRrbble pRfmRa dﬁia%ﬂﬁr&&ﬁﬂ»rfgm e
application. The sanple card appli catl on record 922 shown bel ow has its
data entries arstepsgpdd in the sequence in which they are processed by
the smart card pera%&ﬂﬁhé wngﬂza?)ﬁ Elﬁg]fgrgq',ardholdcr and equipment characteristic
data; and
15 transferring the personalization data to personalization equipment as

specified by the equipment characteristic data to issue the data carrier.

26. A system for issuing portable programmed data carriers comprising a system
interface for acquiring personalization data for a cardholder and equipment

20 characteristic data and for further transferring the personalization data to
personalization equipment as specified by the equipment characteristic data to

issue the data carrier.

27. A system for issuing portable programmed data carriers comprising interface
25 means for acquiring personalization data for a cardholder and characteristic data

for personalization means and for further transferring the personalization data to

the personalization means as specified by the characteristic data to issue the data

carrier.
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Card Application Record $VL 1 CCl D VALUE= 123450987’6 ¢

$VL MED1 %, TYPE=A - $VL NAME %, TYPE=A $VL ACCTI D .
%, TYPE=N WO 5739424 ¢\ EXPI RE 98, TYPE=N $VL BIPRTASIU0630PE=N
10 $VL FMIACCT 92(1-4)-9%2(5-9)-9%2(10- 14) The | CCI D
entry contains the chip identifier. Each dl remaining entries, except

for FMIACCT, maps a "tag" to the field in the cardhol der data record

952 that cont ai n88+t Asysterh donissuingpoftatde progiamasdidatatcheierbadomptisihgnt t enpl at e
of data . n.the fie Thus, the

h 15 b d the t
E/E(I?)\imt ag regr g\slgalt gsr}Stemeg@Hfgcc?rﬁ?apﬁ?qrf%F“H“}gﬁ Repenglization menns "ieé‘f'gerr"é’éor d 952
and the data is in al pfﬁrsf)ﬂihmiondamforérmma%&u@fﬂﬁlﬁeﬁagﬁ second

field in the cardhol der data record 952, . I .e., the account nunber,

I nto sections and inseﬁY%efﬁyphens between the sections. The

card operating syst . ]

conmmands necegsary oog?ﬁgéga?amt I p 2‘% ]ﬁ"'%%fa% g%"éagyé’?(??

operating system progr@mmm}putmmmuahs ftmrrmetd&l inhalanbielidentificdby tleen from

the SO directive nunber 7816-4 and ar.e Qe I nternal proprietary
personalization means identifi er an

conmmrands
the personalization interface means for further transferring the

personalization data to personalization means as specified by the
10 characteristic data for the type of personalization means to issuc the

data carrier.

29. The system of claim 28, further comprising:
application interface means for acquiring application data from a record in
15 the database identificd by an application identifier acquired by the
system interface means; and
the personalization interface means for further transferring the application
data to the personalization means as specified by the characteristic
data.
20
30. The system of claim 28, further comprising:
operating system interface means for acquiring programming control
commands from a record in a database identified by a card operating’
system ide,ntiﬁer acquired by the system interface means; and
25 the personalization interface means for further transferring the programming
control commands to the personalization means as specified by the

characteristic data.

31. The system of claim 28, wherein the system further acquires format templatc
30  data from a record in a database identified by a data format identifier supplied by

the card issuer management system and translates the personalization data into



Gperali ng System Record 0 V%' &l EcT A0A40000029F lllllllllllllllmlllllllll
A0DO%4. %8 READ AOCBO¥>4.D 30 RESET VALUE=XFF*¢ *

Each entry igv&p,ﬁﬁé?arrpl e record above contains a tag foll owed by the
correspondi ng co d in the native | anguage of the card opeCRUSI®6¥St €M
Vari abl e paraneter fields are indicated by "% followed by a letter and are
filled 35 in with the appropriate cardhodder data as each individual card
i's processed. The personalization equi pnment record 926 contains
per sonal i zat i orn intemaldqungs fient a fonastatefined b‘yﬂh@fcﬁﬂkﬂemﬁ!&&‘ﬁa&%u&lpﬁﬂ uctions

t hat define th?he%t ual.,. sEquence WO 97/ 39424

PCT/ USO7/ 06204 ersonalization interface transfers the translated personalizatioradata to the and st eps
necessary to i pemsenalizativiith@he card on a speci fic set of personalization
equi pnment. The sanple instructions used in this exanple are fictitious and
do not represent the internal proprietary instructions for any

parti cul ar personal i zati on equi pnent.



5 Per sonal i zati on Equi pnent Record

$EMBCSS H#ENBH#YMTACCTY6 NAVEY 10 $ENCCDE
H#ENCH" Y9MACCTI D% NAVEY% $lC @ CCl D 15
WRI TE | CCI D | @NANVE SELECT ACCT
SELECT NANVE  WO9739%424 WRI TE NAME 20 . RETUS9796204
SELECT ACCTI D WRI TE ACCTI D @XP| RE
SELECT EXPI RE 25 WRI TE EXPI RE $PR

As each card is issued, the personalization equipnment characteristic data
shown above is serially processed in four steps defined by the entries
preceded 30 by a "$." The card applicationqyggord 922 is used to determi ne
t he val ue of the vari abl e paraneter fie(ds in each instruction.

The $EMBCSS instruction is a single streamof data that begins with the
control sequence #EMB# which notifies the personalization equi pment that

t he data that foll ows should be enbossed on the card. Each data field
in the 8
Y
2
5a

130

Personalization
|Equknnenq

Figure 1A

100

150

SUBSTITUTE SHEET (RULE 26)
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instruction is enclosed in a pair of percent signs. In this case, the first
data field i.S FMITACCT, or the formatted account field as _defined. in-
the card appl W84 record 922. The system 100 sear cheSCTHE7{06304
application record 922 for the FMIACCT entry and creates the string
"1265-36830-91245" fromthe second 5 data field..n the first sanple
cardhol der record 952. The next field, NAME, is - taken fromthe first
data field in the cardhol der record 952. Thus, the enboss instruction
for the first sanple cardhol der record 952 g ones ‘#EMB% 1265-
36830-91245%/6m t hJanes% The § CODE .i nstruction causes the
system 100 to process the 10 cardhol der data to be,encoded on the magnetic
stripe of the card in the sane fashi on as the enboss instruction.

Addi tional control characters in accordance with foll ow ng | ATA
(I'nternational Air Travel Association) and | SO standards are inserted
into the command. The resulting instruction is o '
#ENCH9081.2653683091245%/m t h, Janmes% 15 The $I C command specifies
the information to be stored in the chip's menory. The card operating
systemrecord 924 is used to translate the instructions in the
personal i zati on equi pnment record into the progranmm ng control conmands
for the operating system A control sequence, #\ @, is used to notify

t he personalization equi pnent that;%he—daba—that—feh+ems-r9—ehr ata 20
The first field to be stored is thg chip identdsdHederDataCCl D. The systen1100
interprets the WRITE tag in the pensonallzatlon equLpnent‘Lecowd P26 in

: VT3l :ﬁj‘,"ﬁ S
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Card Issuer
Mgnt System
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accordance wth the command identified with the WRITE tag in the card
operating systemrecord 924. Since no offset value is specified in the
application record 922 for the chip identifier entry, the default of
"0000" is Ioad,g,gwilé‘ the 25 %0 variable paraneter field. The %, variable
paranmeter fiel 2343t (o the val ue of the SIZE field Hi’Q'lﬁSWDP
entry in the card franmework tenplate, i.e., "10" or hexadeci mal "QA."
The % vari abl e paraneter field is set to the val ue of | CCl D,
"1234509876". The resulting command i s AODOOOO00A1234509876.

The next commands cause the card operating systemto store the 30

cardhol der nane into the account nane file i he account directory on the
chi p. The system 100 transl ates the SEL ACCT connand into the
correspondi ng WO 97/ 39424

33 card

PCT/ US97/ 06204
operating system command. The system 100 | ocates the SELECT entry in

the card operating systemrecord 924, the ACCT entry in the card framework
tenpl ate record, and substitutes the specified directory path for the
account directory defined in the ACCT entry, i.e. "5F10," for the %
variabl e paraneter 5 field jg9 the command defined in the SELECT entry.
The resulting comuage AOA40000025F180 Simlarly, the SELECT NAME
100 f ccardibsiler Ut e the account nane file

command causes the by Clari Holder
"6F00" for the % vari alflata par et Mgntsmém d=~Tire “resul-trng command is
series is the WRITE c.ommnd

The system 100 i nt erprets the V\RI TE compuand : 100 ,

-
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10 by substituting the default offset of "0000" for % the value of the
SIZE field, "30" or hex "1lE," as defined by the NAME entry in the card
framework tenpl ate record for %, and the cardhol der's nane,

"Smth, James” for the first sanple cardhol der: data record 952, for %D
to produce t héVRSHidH ACDOOOOO1ESHi t h, James~~~~~~~~~~~ PCT/USYTR04r
each "~" represents a 15 trailing space |nserted to pad the nane out to
thirty characters. The system 100 processes the renai nder of
the commands in the personal i zati on equi pnent record 926 in a simlar
fashion to produce a contiguous string of data containing the conmands
to issue a card for the first sanpl e dA8lhol der data record 952: 20

#\ @A0DO00000A123459876A0A40000025F10A0A40000026F
OOAODOOOOO1ESM t h, Janes~~~~~~~~~~~~~~~~~~~ AOA40000
026F10A0A4000002E12653683091245A0A40000026F2040998. . The $PR conmand
causes the system 100 to send the command data streamto t he
personal i zati on equi pment. 25 The data | ayouts shown in Figures
11, 12 and 13, and the sanple data di scussed in conjunction with the
above exanpl e are only exanpl es used ;g illustrate the functioning of

various enbodi nents of the personaltégati on system 100. That
o Y he environnment in

-—_‘

70 Hidider C o
which they are used will belappagst td d Ispyer. m-thee=30--ar
WO 97/ 39424 el
PCT/ US97/ 06204
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34 As will also be apparent to those skilled in the art, the
smart card personal i zati on system 100 enconpasses al ternate

enbodi ments of the software programin which the functions of the
system are perfornmed by nodul es different than those shown in the

Fi gures. The s}y‘g?@"ﬁoo may process the data 5 in a serial PGF’”&%’M?‘!‘a
fashion, or a conbination of the two, w thout departing fromthe
spirit or scope of the invention. The software program may be witten

in one of several w dely avail abl e programm ng | anguages and the nodul es
may ‘be coded as subroutines, subsystens, or objects depending on the

| anguage chosen. Simlarly, data used ?Z he system 100 i s descri bed
and represented as 10 | ogical records enbod in a database but the
invention is not limted to the descri bed arrangenent of data records,
nor is the use of any particul ar type of dat a managenent system
inplied. Relational database systens from vendors - such as Oracle,
Sybase, Inform x, or Mcrosoft provide the necessary i nfrastructure
for managi ng the underlying data in the system whether it is 15
centralized or distributed, but other organi zational data structures, i.e.,
i ndexed flat files, y,de substituted w thout exceeding the scope of
t he i nventi on.

i nvention which i
conmbi nati on of bot
nodul es and/ or the

hardware, firmvare, or a

e, asTwel-as- ditstributing the
0 shion wi |l be apparent to those
he scope of thgad Nventiion.
stripti onmi~s—intendet to be}

¥ enbodiments will be apparent
e above desscriptiion. The
t iNgntSystem  [re—dteterni ned wit h ref erence

It is to be upderstood that—the abovedg
illustrative,, and nQt-restcri

to those; of sKirkkstap-theart
scope of the 5 in\en af%%om-d

-~ -

to the appended ._claims, dlong wi iplrfacse flul | scople of equii val entis to
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1. A nethod for issuing portable programmed data

is clained is:

carriers conpr i fbsosdle steps of: 5 acquiring a personalization
equi prent identifier and personalization data for PCT/US97/06204
cardhol der froma card issuer managenent system acquiring

equi pnent characteristic data for a personalization equi pnment type
froma record in a database identified by the personalization equi prent
identifier; and 10 transferring the personalization data to
personal i zati on equi pnent as Pecified by the equi pnent
characteristic data for the type of 6/15 personal i zation

equi pnment to issue the data carrier. 2. The nethod of claim1l
further conprising .the step of translating the 15 personalization data
format such that the transl ated personal i zati on data

into an internal
is transferred to the personalization equi pnent. 3. The met hod of
claim2, wherein the personalization data is translated froma f or mat

defined by the card issuer nmanagenent systeminto the internal format in

1
|
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20 accordance with format tenpl ate data. 4. The method of claim 3,
further conprising the step of acquiring the formt tenpl ate data from
a record in the database identified by a data format identifier

suppl i ed by th@ocs,%gﬂssuer managenent system 25 5. The met hod of
claim 3, further conprising the step of acquiring the fornat PCT/USI7/R62M at e
data fromthe card issuer nmanagenent system 6. The nethod of claim
3, further conprising the step of acquiring the format 30 tenplate data
froman application data record in the database identified by an
application programidentifier supplied by the card issuer nmanagenent
system WO 97/ 39424

PCT/ US97/ 06204 7/15 36 7.
The nmet hod of claim 1, further conprising the steps of:

collecting information regarding the issuing of the data carriers; and
reporting statistics derived fromthe collected information to the card

i ssuer managenent system 5

152 150
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8. The nmethod of claim1, further conprising the steps of:

acquiring an application programidentifier fromthe card issuer managenent
system acquiring application data froma record in the database
identified by _the 10 application programidentifier; and
transferring MR cation data to the personalization equPEHES0624
specified by the equi pnent characteristic data. . 9. The net hod of
claim1, further conprising the steps of: 15 acquiring security data
froma security source; and transferring the security data to the
personal i zati on equi prent as specified by the equi pnent
characteristic data. 10. The method of claim 11, further conprising
the steps of: 20 acquiring a card opeBHS6i ng systemidentifier from
the card issuer managenent system acquiring
progranm ng control commands froma record in the database

identified by the operating systemidentifier; and transferring

t he progranm ng control commands to the personalization 25

equi pnent as specified by the equi pnment characteristic data. 11. The
met hod of claim 10, further conprising the steps of: acquiring an
application progran1identifi@§ fromthe card i ssuer managenent

system 30 a applicatiob@ata froma record in the

and
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transferring the application data to the personalization equi pnent as
12. A systemfor

specified by thg

I ssui ng portable pro

i ssuer
equi pnent
card issuer

i

managenent system

nment characteristic data.
amred data carriers conprising:

managenent systeminterface for acquiring a personalization
identifier and personalization data for a cardholder froma

5

PCHUSI06204

a personalization equi pnent
data for a

interface for acquiring equi pnent characteristic

personal i zati on equi pnent type froma record

identified by the personalization equi prment

personal i zati on equi pnent

i a dat ab
i%}é]ﬁtifier;

interface for further transferring the

ase 10
and

t he

personal i zation data to personalization equipment as specified by the

equi pnent characteristic data for the type of personalization equi pnent
13. The system of claim 12, wherein the

to issue the data carrier
system further acquires a format
dat abase identified by a data format

128

Hdzntifier

tenplate data froma record in a
supplied by the card
onalization data into
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transl ated personalization data to the personalization equi prent.

14. The systemof claim 12, further conprising a tracking/report engine for
collecting data fromthe systemregarding the issui‘ng of the data carriers
and for 25 r‘ggort,i«?% the collected data to the card issuer nmanagenent .
system e systemof claim 12, further conprisi RGIAUSI?N6204 a
card application interface for acquiring appl ication data froma record in
t he database identified by an application programidentifier acquired by 30
the card issuer managenent systeminterface; and - WO 97/ 39424

PCT/ US97/ 06204 10/15 a3 38

the personalization equipnent interface tor further.: transferring the
application data to the personalization eqU| pment as specified by the

equi prent characteristic data. 5 mf claim 12, further
conprising a secun@m&nager for acqw ring sequrity data froma

security source and ansferring thel security data

_ 801
Acquire DB Record ID's
from the Card lasuerfora
batch of same-type Cards e
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¥ 817
Transiate Parsonalization
Data frorn lssuer Format
spacified in Format Tempiate
into a common format

K’

Figure 8
‘SUBSTITUTE SHEET (RULE 26)



personal i zati on equi pnent interface. 17. The system of claim 12
further conprising: 10 a card operating systeminterface for
acquiring progranm ng control commands froma record in a

dat abase i den a card operating systen1|dent|f|er
acqui red by th% bﬁgﬁalssuer managenent system PCHUBY 108304  and

t he personalization equipnent interface for further transferring the 15
programm ng control conmmands to the personalization equi pnent as

speci fied by the equi pnment characteristic data. 18. The system of
claim17, further conprising: a card application interface for
acquiring application data froma record i t he dat abase
identified by an application program i denti (I er acquired by

the card issuer managenent systeminterface; and t he
personal i zati on equi pnent interface for further transferring the
application data to the personalization equi pment as specified by the
equi pnent char acterml c data. 25 82 A data str

storage devi )
: pliﬁcumﬁy of persnﬁamtbldelon equil

el ement s, V\,her ein
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properly formatted for transm ssion to personalization equi pnent of the
type used_ t ssue the data carrier. 20. The data structure of
cl aim 19, furt‘Hgg'”?,’é #hrising a plurality of data format 5 ECEFSHY6204

wherein each data fornmat el enent is addressed by a unique data fornat
identifier and specifies a tenplate used by a card issuer to fornat
personal i zati on dat a. 21. The data structure of claim 19,
further conprising a plurality of card 101 ,g)geratl ng system el enents,
wherei n each card operating system el enen addressed by a uni que

card operating systemidentifier and specifi es progranmmi ng control
commands for transm ssion to the personalizatjon equi pgent . 15 22.
The data structure of clai , further conpr{sing a plurali
application program el nts, wherein eagh applicatidhsm JY am el enent
I s addressed by a jilcati on program identi |F@i;'"'é ci fies
application data uséd AxguireCerd Framewp [ t | cul ar type of applicat e am f or
transm ssion to the gggm S0t equipnent. 20 : dat a
structure of claim2 Rer—conmprlsing a pjurality mw:gg.c&;mmw
r 1003 _ Functions and Add
Acquire Cardholder Data into intemal Script
Format Template from a
Pre-definad Location

Translate intemal
1008 Script into O/S
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from Card Application Use default .
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operating system el enents, wherein each card operating systemelenent is
addressed by a unique card operating systemidentifier and specifies
programi ng control commands for transmi ssion to the personalization 25

equi pnent . 24. A system for issuing portable progranmed data .
carriers conpr i“é‘???é’.’"‘ _ personal i zati on equi pment recei PCTSV/06288 a
stream and in response thereto personal i zi ng portable
programmed data carriers; 30 personal i zati on data obtained froma
card issuer nanagenent system and WO 97/ 39424

PCT/ US97/ 06204 13/15 40

a smart card personalization systg having a database containing one or
more data el ements selected fromtde group consisting of

data format tenplate el enents, card application data
el enents, 5 card g@perating system el ements,
and personalization equi pnent ele ts, wherein the snmaiQN
card personalization system out puts,the dat g—stream as a—
result of processing|the personaIL_ tion datja as|directed by at |east
one of the selected :iaq‘-;a el ement st = o ?_
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10 25. A nethod for issuing portable progranmed data carriers
conprising the steps of: acquiring personalization data for a
cardhol der and equi pnrent characteristic data; and 15
transferring the personalization data to personalization equi pnent as
specified by tWoHdM2Hent characteristic data to issue the 0206208
26. A systemfor issuing portable progranmed data carriers conprising a
system interface for acquiring personalization data for a cardhol der
and equi pment 20 characteristic data and for further transferring the
personal i zation data to personalizatigE %quipnent as specified by the
equi pnent characteristic data to i ssu 4‘e data carrier. 27. A
system for issuing portable progranmed data carriers conprising interface
25 means for acquiring personalization data for a cardhol der and

characteristic data for personalization nmeans and for further
transferring the personalization data to t he personalization neans as
specified by the characteristic data to issue the data carrier
WO 97/ 39424
PCT/ US97/ 06204
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41 28. A system for issuing portable progranmed data carriers

~ conpri sing: systeminterface neans for acquiring a

- personal i zation neans identifier and personal i zati on dat a
for a cardholder froma card i ssuer nmanagenent stem
personal i zat i oNCPPHP¥R¢ ace neans for acquiring characteristic Pﬂ(‘é"?’@ﬁ’%
type of personal i zati on neans froma record in a database
identified by the personal i zati on neans identifier; and

the personalization interface means for further transferring the
personal i zati on data to personalization ne¥d8%as specified by the 10
characteristic data for the type of personalization neans to issue the

data carrier. 29. The systeﬁﬁmﬁlemlmlms further conprising:
application interface means for acquiring application data froma record in
15 t he database identified Bﬁ ﬁﬁi aEpI i cation identifier acquired
by the CerdStwock Systeminterface t he

' Fol
personal i zati on ipat®inba@ce neans for further tranmbtRidbeng the application
data to the persdwekntNeei on neans as specified by thAecmhanmt eristic

data. 20 3 stem of claim 28, further ci¥be g

operating systemint ans for acquiring progr =100 “’_* ont r ol

commands from a recor o stigelat abase identified by apdjede Nambmqmﬁ?
he

systemidentifiemQu mHsatl Dy t he systemlnterface Mingentery Rawocking Data
personal i zation i : ns further transferri W ani ng
control conmands .l m&f I on nmeans as specif Ved! he
characteristic data. Received Lot Number Quantity
Vendor Quality/Rejects
Date Received Inventory Use Data
Quantity Job Number
Quality/Rejects Date
Inventory Use Data Quantity Checked Out
:;:uNunber . Quantity Checked Back In
Quantity Checked Out
Quantity Checked Back In
Software Configuration Production Status
Customer: Library Machine Batch
Interface Library Component ) Batch Origination Data
Application Library Administration
Key Cards © PparentJob
Application Data Library Component Operator
Card O/S Library Date/Time
Card O/S Library Component : Card Type
Personalization Equipment Libsaries Applications
Personalization Devices Supported Data
Security Requirements
Static
Dynamic
Operating System
Dynamic Srcurity Requircments
Plastic Card Type (Part Number)
Number of Cards
Personalization Device
Chip Personalization Device
Card Personalization Device
- Production
Cards Personalizated
Card Errors
Error Type
Card Total
Figure 14
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31. The system of claim 28, wherein the systemfurther acquires format .
tenplate 30 data froma record in .a database identified by a data fornmat

identifier supplied by the card issuer managenent system zgd
transl ates the personalization data into WO 97/ 39424
PCT/ US97/ 06204 PCT WORLD INTELLECTUAL PROPERTY ORGANIZATION 42 g’ an
. . n tional Bu
internal format froma format defi nea”ﬁ"% he™or mat t(éggl ate data such that
the persofATERHATIONALAFRICATION PURIIPIEL UNRER (THE RATERE GORRERAHAN TREATY Pt o
t 0 t he |51 pemstdnaPitactiistiatioedins . (11) Internationai Publication Number: - WO 97/39424
{ A1} .
GO6K 15/06, GOGF 11/00 1 43) International Publication Date: 23 October 1997 (23.10.97)
(21) International Application Number: PCTIUS97/06204 (8,1)'"Des_igl|nted States: AL, AM, AT, AU, AZ, BA, BB, BG, BR,
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