1 Conputer, conmunication unit including such a conmputer, railway
managenent system i ncluding such a unit, and nethod for enhancing
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managenment Jyetmresantipentdmglssucltes iooameomputat,i alde tmptovide an outppt datum
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used in a secured communication system, for example a railway management system. In
25 order to ensure critical security functions required by the railway management system, the
probability of occurrence of a wrong and undetectable datum at the output of such a
computer should be reduced as much as possible. The European Railway Safety standard
EN 50 128 for example imposes that equipment related to the safety of trains be designed so
that their probability of failure on demand is comprised between 10° and 107. A known
30 technique for ensuring safety is called « composite security » and consists of having the
same processing operations performed by several data processing modules of a same
computer, and then of proceeding with a « majority vote ». For this purpose, each module
computes an output datum from a same input datum. Moreover, such a computer generally
includes arbitration means capable of ensuring the « majority vote » function among the

35 computed output data.
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several of the following features, taken individually or according to all the technically possible
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25 - each processing module includes first means for storing in memory at least one
encryption variable and an encryption function, the encryption function being identical for all
the processing modules, and during the step for computing an intermediate security code
from the corresponding intermediate datum, said computation consists of applying, with each
processing module, the encryption function to at least the intermediate datum and to the

30 encryption variable;

- the computing member includes second means for storing in memory at least one
decryption constant and a consolidation function, and during the step for computing a
security code from intermediate security codes, said computation consists of applying, with
the computing member, the consolidation function to each received intermediate security

35 code and to the decryption constant;



3 - the nmethod further includes, between the step for
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The object of the invention is also a railway nmapagepent system which
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device, the output datum comprising the selected intermediate datum.
The object of the invention is also a communication unit comprising a computer and a
device for receiving data, the computer being capable of providing a security code and a
datum, the receiving device including means for storing in memory a control algorithm, the
30 receiving device being capable of receiving the security code and the output datum, and of
checking, by applying the control algerithm, the consistency between the security code and
the output datum, wherein the computer is as defined above.
The object of the invention is also a railway management system which comprises at

least one communication unit as defined above.



These features and advantages of the invention will beconme apparent
upon readi ng the description which follows, only given as a
non-limting exanple, and nade with reference to the appended

drawi ngs, wherein: Fig. is a schematic illustration
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system 1. Tﬁbe d-%ﬁﬁu?%?‘pfé?eﬁsa FYPRUtBLE @ A devise B dpasraving dafovPaTefed to
the reged ydnsLtele/vig@ datavidki@n out put datum Ds from an input datum De
stenm ng fr a conmuni cation device, such as another conputer. In
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out put dat umhBSeomputer 6 is a security computer, permanently fixed within the railway
management system 1. The computer 6 is capable of carrying out computations on security

30 data circulating on a communication network of the railway management system 1. The
computer 6 is more particularly capable of providing the receiving device 8 with an output
datum Ds, from an input datum De, stemming from a communication device, such as another
computer. In the exemplary embodiment described, the input De and output Ds data are
variables formed with a combination of bits, for example a 16 bit combination.

35 The receiving device 8 includes a memory for storing a control algorithm, not shown.

The receiving device 8 is for example a security computer. It is capable of receiving a
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t he | EEE-802- 11 standard, generally called a WFi TM | i nk. 5The
receiving means 11 are capable of receiving the input datum De and of
del i ver| ng this i nput datum De to the %gput of each processing nodul e
12A, he first roces u 12A and th second
proces§ieﬁkf,f't¥rﬁ€ﬁﬂ ‘és aobins-RLfp R StimDs 3 Ry 6 SRR efconire\gleRyitm.

gnl é t hige E@ﬁsi&éldg&A?eﬂfeidnhﬁe fs$agty wdlg@ﬁzcﬂﬁ? E]mfé#!{ @at%r%"bsw Il theref gr?
e escri be | at e | | e I rs P CeSI U
12A i ncl udes Neide& '"H‘eﬂr@ %@6?@@@ resigRNCY linksaceg q%@ 211

22A, cgmgfﬁgeﬁaanmug@amwﬁmmfkage means 20A, and cormunl catlon
means 24A, connected to the first conputi ng’l nmeans 22A. The fi

prbcessi ng MAGPSMBATERRS hbATS ‘?‘?tE’F‘B'&é§ reReIving 1HR inRvh ARUDERe a%ﬂh‘é%‘f’%&iﬁg

t o the this irput GRIPIDe BHAS ARt HERRE p2<%531a@%oﬁmcmon23atlon rreans 28A,
connected t the communi cati on 15neans

processi ng MBANY PIEASSPG BoAHIE| 1@d‘ea§‘dnt5% F’P‘?Q!'QtﬂrB‘F‘Fsﬁ’éar‘i%OdB’@A1 2‘%6%‘6&"8@

to the sfah‘fesétrdafﬁﬂ@rm t6é G61RUAg RS thdOArLa e TP thd first PricBEORY ARIJURNM2A will
means 28A. In the exenplary enbodi ment, the first nenory

storagéh%@F?sb?éﬁ'cﬁP%dforrred with a flash nenory, known per se.

Ad er nat i velag,ildskateliin Fg. PERRIfist @cfe%giﬂ Redife 780\inRIRes ArsiRéEnidisidfadd
rewitabl e non-yol atil e nenory till ternatively, the first nepor

y
st or ag&GARERIAL IRt ﬁ?@P‘FttS‘lgrfB%a% %‘% &OF‘%%W‘?C{ ihe RN SIEAGR GRS 20A, and

The fi cdnilRigakidN Shedrad @4REadthndsiéd afoe ARl BorRputmORicalls 8PPA. The first
encryption vari abl e VCA speC|f|c to the first nodule 12A. In the

exenpl HFSFEEHRDANEIG 124 insthenpelides Brletiel mesne 264 cqneestsd i theyfirslymgmory

COFTbI natdrage Meah§ FWA, SandT BghchidnidatioR MRéahsS DA 286hnEBRASto2HA adBmahietion
capabl e of storlng a conputing function a, an encryption function

F1c'5 and EANSLAR function Freset. In the exenpl ary embodi ment, the

comput i ng f gREtit®PradebsSing ARIKROMWA St RHIRIESs mdaiﬂ{atﬁﬁ] rh@gﬁscsdm Rehhédled to
Mor eover, the enc(r)g/ tlon function Fc is in the exenp I% embodi nent

the kndiriirstmARaRPtorags f1ea85 ¢oA Rd i‘%theo'iyf'%hrf’ﬁ'ﬁ%ttqndﬂea”? A eset

functi on Fresgle efx@fnp%@@%b@dlh@nﬁkrﬁoﬂr&hﬂemoﬁkﬁbrﬁéé Yr%aﬁBZBR aﬁ'é)ﬁirﬁﬁed with a
functi . 30In the exenplﬁ enbodi ment of Fig first

conput i ﬁﬁf‘ FREAIREY: XPRWR e S5 NG vel. He é[?*d“E'F‘BB’e%t%@Be ”Pﬁ%'ﬁﬁ?oﬁe?reg‘érmed

Te fi kth aCt‘éWﬁtablenlﬁbrﬂﬁﬂélﬂe Br%ﬁ]oay %tm@ﬂeﬁ@t@y tthe ﬁﬂ@ﬁrrkﬁféw é’tb%erfﬁ?@dh% 2bh
on t he on% hand and to the nmenber 14 on the other hand. The first

conput g Fragthwith 8 gewdiape@latisememBt  dat um De and provide at the

i nput  of th&hgﬂmeﬁerﬁéryadlom é@ﬁé&ﬁlzﬁiﬁﬁa@&éﬂébledﬁtélmrﬁ%rﬁﬁﬁc@ﬁhon variable

I nternedi ate ecurlt 5%{ |A. The firs COE_“%UU n% 35nmeans 22A are

capabl JcofSPEE (R MTEHEO0UP deRoln MRXEHPIan SaIPREE g B e (R YaTDle

from t ke, afotBedivith f&ecdnﬁlﬂhﬁtloﬁaifulf@ 5. ThE irdlaksdiRtdregd hrANs F20A are also
exanple ex r ssed as follows:

25 capable of storing a computing function o, an encryption function Fc and a reset function
Freset- In the exemplary embodiment, the computing function o is the known standard
« NOT » logic function. Moreover, the encryption function Fc is in the exemplary embodiment
the known standard « exclusive OR » logic function. The reset function F for example is
also the « exclusive OR » logic function ».

30 In the exemplary embodiment of Fig. 2, the first computing means 22A are formed
with a data processor, known per se. The first computing means 22A are connected to the
receiving means 11 on the one hand and to the member 14 on the other hand. The first
computing means 22A receive the input datum De and provide at the input of the member 14
an intermediate output datum Dy, and an intermediate security code Cgs. The first computing

35 means 22A are capable of computing the value of the intermediate output datum D, from the

value of the input datum De. The datum Dy, is then, for example, expressed as follows:



DA = 0- (De)(1) In the exenplary enbodi nent, the internediate
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25 The synchronization means 28A for example include a clock capable of delivering
pulsed signals at regular instants i. The synchronization means 28A are capable of sending
synchronization signals to the communication means 24A and to the modification means
30A. The synchronization means 28A are further capable of synchronizing with the
synchronization means 28B of the second processing module 12B, via the synchronization

30 signals transmitted by the communication means 24A.

The modification means 30A for example include a generator 38A of pseudo-random
sequences and a processor 40A. The generator 38A of pseudo-random sequences is
connected to the synchronization means 28A and to the processor 40A. The generator 38A
is able to provide the processor 40A with a pseudo-random signal Sg,, following reception of

35 a synchronization signal delivered by the synchronization means 28A. More specifically, at



7 each instant i, the generator 38A is able to provide the processor
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25 the current value of the encryption variable Vg stored within the first memory storage means

20B. The current value at instant i of the encryption variable Vg is expressed as follows:

Ve () = Frgee [8,, (0, Vg (1 - 1] (4)

The second processing module 12B is thus able to compute and to provide the input
of the computing member 14, with an intermediate output datum Dy and an intermediate

30 security code Cgjg. The intermediate output datum D and the intermediate security code

Cse are expressed as follows:

D =0 (De) ()

Cep =FC(Fi(Dg,Mg), Vs ) (6)

Fi, respectively Mg, are a function, respectively a constant stored in the first memory

35 storage means 20B. The function F; is identical with the function F; of the first processing



CSIB Fc(F(Dis , MB), Val)(6) F1, respectively My, are
a function, respectively a constant stored in the first nenory
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const aﬁyn%oré\??&'oﬁ”t%ﬁ@ol i dation function Fmmso. In the exenplary
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processor. The second conputing neans 44 are connected to each of the
first 5&%Qﬁmﬁ@”5r1%2<.;ns 22A, 22B on the one hand and to the

transm ssi oThgeatshdlife@bridierage Atdanb A cre Tdn@es SfoOEhrasRith iafBisHesdtsory.
44 proyide at the input of the transm ssion ans, 18, the out put
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25 with a data processor. The second computing means 44 are connected to each of the first

computing means 22A, 22B on the one hand and to the transmission means 18 on the other
hand. The second computing means 44 provide at the input of the transmission means 18,
the output datum Ds and the security code Cs. The second computing means 44 are able to
compute the value of the output datum Ds from the value of the intermediate output data D,
30 Dis. The value of the output datum Ds is, in the exemplary embodiment, taken as equal to the
value of the intermediate output datum Da. Alternatively, the value of the output datum Ds is
taken as equal to the value of the intermediate datum Dy.
The second computing means 44 are further able to compute the value of the security
code Cgs from the value of each intermediate security code Cga, Csig and from the value of

35 the decryption constant Kp. The security code Cs is for example expressed as follows:



The second conputing neans 44 are further able to conpute the val ue
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32B, r esprOhpelayund DA, Wb@xbifeesidatoatHeimtlerraédiatéeﬁ:nﬁ@tiiawﬁi lym,a"éSp?-dﬁee!nym
recei ving neans 32B, respective 2 transmt the current value o
the i nf%&ﬁ%rbsﬁfoémti t(?){nfesﬁi)’ﬁf’tﬂ}’ﬁ)&[gf)%‘é%f@specti vely Dig to the first
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foll ow tep .68, each of the first c ut | ng .neans 22A, 22
or meABs o e CREMLvale aftbe MR atB puliif dabR B abre ek P to the
cu (r]I r e][l&rabiﬁhlsei&n Qfﬁeatnﬁen%o\m&pe%adzb@ta Bo UTHa frardaiigsidl vﬁearﬁ%léagﬂé, rbgpe’tiivél'y”le‘IB,
end of step 68, each of the first co tin a 22A, B det erm, nes
Chat s8R, Te By obirs INENTRd o b Eere hims getRly D6 e
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intermediate output data Dja, Dis.
If at the end of step 68, each of the first computing means 22A, 22B determines that
30 there does not exist any majority value from among the current values of the intermediate
output data Dys, Djg, the deletion means 26A delete the current value of the encryption
variable Vea in the first memory storage means 20A during step 70. Alternatively, the
deletion means 26B delete the current value of the encryption variable V¢g in the first
memory storage means 20B during step 70. Additionally, a following step 72 is then applied
35 by the processors 40A, 408, as described subsequently.
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During a following step 82, the second computing means 44 transmit the output

30 datum Ds and the security code Cs to the transmission means 18. The transmission means

18 then transmit the output datum Ds and the security code Cs to the receiving device 8.

During a following step 83, the receiving device 8 receives the output datum Ds and
the security code Cs.

During a following step 84, the receiving device 8 checks, by applying the control

35 algaorithm, for the consistency between the output datum Ds and the security code Cs.
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first RBABEHONE O THREDHPNEADS o s « p@ﬁmbweumnaﬁ)B Further, in the
case of a fsglu e occurring.in one of the roceSS|ng*gPdules durlngeto

the reset st@f the resgistepalhdhiarmergpyer adyant By RoS fRthg qomputer

{/ hior efpbﬁ@cgléaﬂy\&lﬂt&tt&ﬂe Q&pef%@ﬁbtldm mm]yom dekmBﬂwhte ﬁea@?tyrgtelfcagamf tHRbAS of
C (6] IS NO r | € | ea

passi vg‘T g OPiIeuﬁ‘?J?‘i'%m&F”? %gﬂ 8\% s gisk GATPTRoRES o GES‘mpsés'g"ty for the

[z meneBlctiyn ﬂdlb%rlé o gel@wﬁ@ tnenerﬁdaﬁati@as,@n@mle avCL aeéwcﬁvem V@E[llﬁh mfedﬂrftﬁmtamory

proceSS|n noau urin e reall ze a

t he netSF%%Gef 'B?aré%i% 6??@%{"{%/ E‘%ﬁ? Eytheryd Y ”&ﬁ Calf&t"é 3%'@6‘? HF%”%'”PHPQ the

eEbOdl @&m]:esﬂﬁg tnhﬁulelavmhgczﬁe %sée%tetphm RBS sidihdrhdticaPielddidhsigp \bF Fdiguta (7),

the use o edi cat e ar nmea

for ensuri orit

funct | GIEoERtcaIN: Veien, AtarachspTiANG | B%%Pﬁw?t'%vaqrﬁbpe& poVemiagiher, s no
embodi mgngler Oérifiede Bynhefebfie, tRB& iskivatash » funtiien afrmwevuOHpuwmedscﬁﬂuamk to
t hat the i nvention appljes in the sane to.,a net f or enhanci 9
@ oPE ARSI enshled: Ggt 1 dog Gareh g £ HEILE dponget he ProssSsiRg Mosuies
ljn an ahtu@ggt@pwe not sh(i\évn Ntlhe _corrput er ![ncl udes a nunbﬁr Ni of

at a roces el a I Nt eger an or, e

to thPee gb'?é%%'é% HU‘“ Hi?o‘ﬂ?‘g‘oigogrﬁ‘gﬁ%q'%&@ refighd ? ??“?E‘BP%@%*%‘S
nmeans %ﬂ\b@ﬂﬁhéﬂt rdtthgmmnt[brmgymams pbdsibilitie of HoMY WEHBRE Yhes USE ad loARARY

20 of cessi ng, nodul e abl e tore any encryption
vari ab%@%@re means for ensunng tﬁe majonty vole }uncﬁon of the cgmpute yp

30 This embodiment is the preferential embodiment of the invention.
One skilled in the art will understand that the invention applies in the same way fo a
method for enhancing the reliability of data, not including the steps 66, 68, 70 and 72.
In an alternative not shown, the computer includes a number N1 of data processing
modules 12, N1 being an integer greater than or equal to three. Each processing module 12
35 includes first memory storage means 20 and first computing means 22. The first memory

storage means 20 of a processing module 12 are able to store any encryption variable Vg,



specific to the nodule. Each of the first computing neans 22 receives
the input datum De and provides at the input of the nenber 14 an
internmediate datum DI and an internediate security code C. Simlarly
to the preferential enbodi nent of theé'%nventi on, the processi ng

nodul es 12 are abl e o change dat a cording to a nchrani ze
o RpaR ol Rapers.. E5S0 Ph erfieh cuinHigm MaAns ot 1aeaies ey npytéatum De
r espectahy qarcsweszshétqne Zﬁﬁdt @ tHEEMBMbel 44 taineihterme@a@mawh i) Gint WECintePmediate

the encryption nctions Fc and the reset functi Fres& of each of
t he pr 68%%5( ﬁ@d‘?rg@utsgg' afly doj t%ﬁf‘%f%rél‘“aei embodim égurﬂlﬁ IyeRtion; Hiesprocessing

al t er naiddufeserofd iR o, exeRdityeiatd Becdrding to §@Wh¥¢d’b§adrﬁbﬁﬂﬁurﬂé’atioﬁ protocol,
further capable of checking the natch between the val ue of the

co¥ r es Nt FOMHPWHFRIGN dPeanfoansl Tt rearRUNe BYNeRenizaiesseese mHjths'i the
val ue. chrbli@y funétitis B8 tHeOshchtibh El@etis O A8kl thi e frceRss B8, oﬁé’ach of the

Steps 86, 88 are carried out between steps 68 and step 72 i1f, at the
end of pEQC@BS‘B@mOé'H@HaEﬁ idep®e3}-i r st conputing means 22 determ nes t hat

there exist &c@orﬁiﬁbq{)'thbé M@lrmwé [PABoRIMRHY, &4t Maﬂhuafﬁstoéonﬁm.tﬁng means 22 is
i nternedi ate outé)ut dat ing step 86, each of

the f | f4rineE GRRARY RuoHRSkng h mateRetaAR s gl gl GPEEBROTIANS Ipprmediate

it er medipat GaRut Df»ﬁndde”ibaﬁlt@é niajorggvalie! CFuHH@r e AletHor iMGidEs twiof adRfitional
the end of steé) , each of the first conp 8§means 22 checks that

t he vaPiERsEh: P-Sierk 88 B8 Aracarigd ogtibetyas uPr‘ieB'F 6 @ng gieRl 7415 af fie end of step

MBj Or i 6%, YAdhUer, théiﬁ%ﬁ) cgrzlput%gclﬂéélhﬁm @bfermines that thdre eftfstst Hthafitty Gdlustem
86, at | east one of irst corrputldé?aerreans 22 checks that the

val ue 8Mmanggh ‘i’j‘éﬁ’%ﬁﬁqfrﬂfb‘?ﬂ”f‘%rg‘eﬂﬁfee?%‘&l Doutput DI is not equal to

the majorit DuVﬁ? d&p doneadPof telfifsticoOmpimR Hets 2NEhaeRE WdeHeR tHe\dlue of its
processin e delete the current value ?f t he encryption variable

V@ in frﬁ%r%?qd,xag% oWRHA U [sRrvanie R MEPrBuYalYRy step 88: One

skilled in {fhg traerénd%fléteplssi%raaﬁ @ﬂfﬂuetf#?@ttcoﬁi@umﬂggméa@mz? 6hedkb¢heft itheStalue of
corrputlgﬁ&msans 22 of each [groces& ng nmodul e 12 transmt the

cor r es PR AUEAIEY A BYiRHala Disgaue! gd %W@H“tya‘f?é% REPJEr? £316A A hg

i nter medi at & sEe®dlehl bf 6RABECH lehst dﬁé%f&l@&%ﬂc&ﬁ%ﬁﬂlﬁb'rﬁ@ame%ﬂs fHat the
25t he corrputl ng marrbﬁ 14. Dur | ng the fo

step 78, the
second VagRRItishERtHEiem Al intrmediate quipd Pr@n'E‘Otv%‘IL@y t‘b%“ec H@J%ﬁdﬁ’#?ythe

cade Cﬂelfeh@fﬁnrﬁébﬁhs%frﬂh@rﬁorhé@bbmnﬁﬁ pQQ@Bsm@tn‘ﬁfdmﬁU%% SRCHitdnt veeolChe
transmtted, durln the foll owing step 80,

the seEBHYIPERINGR glﬁ Cﬁ’gﬁ}‘?sﬂrﬂtéf"%'@P'é{(%orég%%e%g?qj guingostakBrg t he val ues

of the int emieoakmb@ i tHePait walplidddpbtahd mrduhﬁ@dtegma lﬂ%ﬁr@?@orﬁ&mnﬁhﬁeans
current _val ue of the out u gftumDs is then taken to be egual to th

sel ect éd Q) &g processing frﬁasmwheowrﬁ@pee po gyermediate gripHbd atum

conput iaRg e adteespndin@ idhiedidie s@diiriptéodéaty B B s¥aend B@nﬁlﬂmrméafnscm&
Cs to the transm ssion neans 18. The transni ssion neans 18 then

t4%ansniite ¢WPWNg BIRMREAIdm Ds and the security code Cs to the

recei ving dewtieg tiie follSlmbisiép T8 ethbalekond Bem mtﬁe@ B8and B cHPBaleVth8 Gurrent
devi ce 8 recei ves the out uf datum Ds an e security code Cs

Dur i ngVelHE o 819 Bl %ngp E'iomtfh% Cvré%%t.@f%go TRAFN dRieENedinie »@@curﬂy code Cs
appl yi g@néhie8 Q0fifgbtep 76.

During the following step 80, the second computing means 44 select a value from
30 among the values of the intermediate output data D, transmitted during step 76. The current
value of the output datum Ds is then taken to be equal to the selected value.
During the following step 82, the second computing means 44 fransmit the output
datum Ds and the security code Cg to the transmission means 18. The transmission means
18 then transmit the output datum Ds and the security code Cs to the receiving device 8.
35 During the following step 83, the receiving device 8 receives the output datum Ds and

the security code Cs.



al gorithm the consistency between the output datum Ds and the
security code Cs. According to another particular alternative
enbodi ment, not shown, the conputer includes three data processing
nodul es 12A, 12B, 12C. The " majori tygé(ote " condition is 5then net

when at least two of the three npdul es®have praoduced consi stent
out put dat a I Bt Llewing step bt MatigReiving device & ghegka iy rplyiRgthe control

conput efgdrifn thé‘@d)r\éi%ﬂén fﬁeﬂﬁed?ﬁthé ufpliedaturhdt® and thd Becdrff-dodtnds. ( 12C

12A) of processing nod each nodul e 12A, 12B, 12C bel ongi ng

two pairs. NCYEEN {or 6'&‘3%%% Rytiauplterastive emBodimset, rPﬁé“BW@c@@scquPUter

gener atindn@iek tBreb it BFI¥REEIRY thoviaRd 12y 10Bd€SC | ThEheha (g AydloRsl » doﬁdmon is
particular, tw internedi ate security codes Csl - AB, | - ACl

cSl Bc, tres melwhersat legstdwa of hecthmemofiyes B@@nprﬁsmﬂdec%zwenmtputl@ée from
Mor e smgém@m Lydatemch nodul e 12A, 128, 12C generates a code for
each pair (12A 12]) (128; 12C), (12C;, 12A) to which it belo ngs

The first ménthe(ebyt iormed criaHisT sterbinclidesn thrsarais (320 128, (128 Q) and

abl e 't @1%;010) &bhWBeRiHg MBALIS) ebat hllis124C 1z@m@c\lse?ond@ l%ttWB%aFrQ the

nodul e. ach of the first copputing neans 22 recejves the
i nput datum@eeeéﬁdpﬁﬂ%%'@%sma@m?héz’?‘ npeB: o1f2Ct hieprsess 1fer ggperating the

i1 er MRl sHiurly caded s\WhRen Bb@wl@@dllrﬂbé’m&@ﬁﬂ rt\lvé Yntéu@rﬁ’&ﬁat@%ecuritﬁ%odes
nodul e 12A conputes two codes CSI-AB and CSl-AC, the nodul e

conput &s-ewbsieo deseaCSheBA e Coge ATICIRCHEr AN M%ﬁ%ﬁ:ﬂ@@ ﬂ%ﬁ More
codes @&cu%u@r&cﬁ%om 12RThes Merd genckdtes of &sdeSioP e ba.pgznidqmsuzs

fromthe three ss ible pairs (12A 12B), (12B; 120, (12 2A)

the badfS)é12% 124)) & Vg hetongs- t he recei ved data DI . The
nmenber 14 t ey it MRHES staa@ges%uhs by of 88léh ediile At hes fméﬂéeam@toestore
security code associated with the selected pair. Thus, if the pair

(‘oA MosgnauRicpecrialles ¥el and Vpﬁéﬁ]att'ﬂ%tost@equﬂiiﬁ code Cs i s conput ed
fromthe i nEgenedid ﬁs?&ﬂﬁﬁut%' médhs2dl rdetlveBAhe #put Hétuh’ﬁDé mﬁa prowdes at

realized that the nethod for enhancing the reliability of
accor dififginpPdt efhBe imgrabRri g agiveEmediate siadun B pnd ﬁWBﬂ”tEWP‘?ﬁjgatwsﬁﬁHﬁ!( CpdRs

use of @?Qhé%&ﬂl&&ﬂﬂ%ﬁﬁu{é@&ﬂé doflés @&H%hﬂ@:sh!&etH@dngﬂuléylzBQio@n two
passi vation _functjon of the conputer. CLAI M5 1.

met hod CPEfS esrra?td Friepaq: fee ?ﬂ@ﬂ?'ﬁﬁﬂﬁ WRSI#SWP&OP‘?? GeienfpfiPece(6), the

cgput er  ( 6)rhl ehdtbdr sy isotoh fioyf ﬁbdlﬂe@ﬁorﬁ%@ﬁreé’%éﬁlblé I%)rsf ’1 ;ga;n ?B),
i nput datum and including at |east two data processi dul es

(12A, {04 12&9& 2C AN 1he bRBiRISL A TNty wEiR b fedaceived data Dy

The member 14 then computes the security code Cg from the intermediate security
code associated with the selected pair. Thus, if the pair (12A; 12B) has been selected, then
the security code Cg is computed from the intermediate codes Cg.ag and Cgiga.

25 It is thus realized that the method for enhancing the reliability of data according to the
invention gives the possibility of doing without the use of dedicaied hardware means for

ensuring the majority vote and passivation function of the computer.



5each processing nodul e (12A, 12B), the nethod conprising a
step (64) for conputing, with each processing nodule (12A, 12B), an
internediate datum (DIA, Dis) fromthe input datum (De) said

conput ati on consisting in the applica jon of a computing function (a)
\C Ei@

to the input datum (De), the conputi function (a) being identical
for all the processing nodules (12As 10t he met hod bei ng

characteri zgd A ettt fol BnEHERig] taessettabm Jf & da&mm cOMPWer (6), the computer (6)

conmputin 74) with ea roces

ot ot e\ BRI P tiBh CEOTRCAEa ) fip g AU B4 BBh A gnoluding at
inter rméhsatva: dattWivddabifg nidddles (42Ar arS)Tahd Bn@niplfing FrienibiRe (TN meHAddNE to
menber[e%l W th eac'ré\g roce&g ng nodul e (12A, 12B), the internedi ate

seturi f?é?efsd%i mod the internediate datum (DIA, Dis), 15-
conputing (f# memoﬁfbotﬂwsmgrém&g (tg; fﬁ?rﬁéﬁfpuflﬁgdf))\llthéea%ﬁ@bﬂdehywﬂ%@fu(e@i’fiA
fromth nt ernedi ate securit CSIA Csi sel ectin
(80), \Aﬁﬁh ahdnieampdigiend aw\%éw ?%3) from then {naH ?l&'e oDkt SAFT FOTRYRED
recei vedndistirgr metHeatgpldatioh oPlaA\cofBltind AhcOst [b} taaﬁwrmi@saat@ﬁ (cdee; the

conput er §)6 [i SI the sel ect ed internedi ate IZJ and

t r ansni®PPH G‘Q(%'Q t'ot“o E@éi"?ﬂ“ﬁ@' faes)| the Pragessing fr}?dP[ﬁe @ﬁwﬂ

renber (14) thd Methse Beirgt dhafeReRiz6 €M) thanidcdhigrised tifollélahy mest)

2.- The net hod accorg_( 51%[1}2 I_Ial ml1l,, char@ﬁ Me% %n t hat e ch
processi ng mSBUPEINGLEA) With gach REpGRIsEgmode s2BhoR mﬁsef ety security
St or i N@oH& (THMTLY) fadm krea@drre@ﬂ@qdmgclhmhe&atekurabﬂ)& L(:McA VCs) and an
encryption function ptiop functio

i dentical fofraa8MIEE (7 ﬁi:toﬁF%E‘é@ REAARIEE 4L 1R, eagﬁ B%oceé?iﬂg F}?dtjﬁa{ﬂ 2A,

duri ng 18BERhd iAfBrmkaktec Bty cd8e B0, TsEY mhaurﬂemgte axtuﬁo@# b@?' A,
Csis) fromthe corre%gqc}ndln |nterrred| at e dat D A DB),

cohput at i on~ COREUERG 4HRINS FgMPWHRG Memier 5%‘1@0 SSagYY ?Ir?ﬁ(‘ the

12B), téermediity Bédity EatRe(CQp dsR) to at least the |nterrred| ate datum
(DA, Dis) and to the encrilﬁ)tlon vari abl H/ SA, VcD)- 303.- The

met hod accor FeIRGIS (EDaid The; Fomputinngamg gan mf?fmd'qtﬁéﬂa%ﬁﬁrem Hig
menber récwedl iRehHE@steSRED (IDI,A ﬂB.é}nlhe( ddbuf Rituit(DE) BI0thE toRIRr Y6 Péon @ RFHg

one decrey |on const %é a consol idation function (Fconso),
and th&t '"éetr@ﬁ atgry; rrputl ng a security code (Cs) from

iaut er rredl ate tﬁaeuemm.ﬁg/ (8946 (e@eivmg dslice) (8)s it 160 BPMbatirigOmer RS i §4)S the
of appl gy VA Ie orrputl ag me@gr (14), the consolidation
functi & CL(r §0 ?a QPé‘EF?é'it 4 rmedi ate security code (CsiA,

Csis) and to.tThe rﬁ@ﬁbﬁ@cb&ﬂmgctﬁ?dlaﬁmﬁ (dRBYacterik®d in that eack procEBén oR

accordln to Ialn%} f(;) char act edlnthat it fur[?ﬁgr i ncl udes

bet week! 28) dpelyges) fi %WSE%&@ r?g’ o HPEIhEUNSIeNyat [FRRhAte FH%WP'“O”

fstep (Zéﬁam@rvepmylaﬂg armhenatyerdsfedumit:enqe@ rthta>1/e 8?3 )afuﬁétﬁﬁ (F@E)belng

or tra smttin th eac roc i ng t he va

B i 1 5 epiE HREALE R RIREEEA, Moy dss GE?\hB Burid o ek sl SiasaiTbdor
computing an intermediate security code (Cgia, Csi) from the corresponding intermediate
datum (Dia, D), said computation consists of applying, with each processing module (12A,
12B), the encryption function (Fc) to at least the intermediate datum (D, Dig) and to the
encryption variable (Vca, Vcs)-

30 3.- The method according to claim 1 or 2, characterized in that the computing
member (14) includes second means (42) for storing in memory at least one decryption
constant (Kp) and a consolidation function (Fgonss), and that during step (78) for computing a
security code (Cg) from intermediate security codes (Cgi, Csis), said computation consists of
applying, with the computing member (14), the consolidation function (F.nso) 0 each

35 received intermediate security code (Cgia, Cgis) and to the decryption constant (Kp).



5 (12A,. 12B) and a step (68) for testing, with each processing
nmodul e (12A, 12B), the existence of a mpjority value fromthe whol e
of the values of the internediate data (DIA Do), the majority val ue
bei ng the nost frequent val ue am)ng thg vaI ues of internedi ate data
(DA, Dis), if_ this value exis - The nethod according to

claima4, chérdheemeted &P%O'tq’f& o ¢laim Reor %s‘t’haf%ﬁ*er@ﬁij df dbitdt dirthep ingludes,

naj ori Tbﬁtvte’ﬂnttﬂe isfepn@d ot \éSmQUﬁdg% inRSmealateSRAMEHAGhE &l (79) foF @Bmputing
(68), the nmethod includes a step @%E,qror sg_&lfPresm ng with one of the

pr oces@Nngtepadipiessqoutly cadep S 46 NG rWitkh Faety WAessvaeynodule

6. - Thezmt{yey, ﬁ‘t%cx%'hﬂs' 80itd PitRRdRte @étﬁhﬂﬁ) % E§u9 t8:thé Bﬂ{e@(btr&fe'sélﬁé mdtules
that it further includes before the step for conputin

i rﬁernét%té2§é@mdlwt%&® fQr desting with Pedsih Biocpasi: fodyle 2n @Rntne

proces %ki@ﬂan@@@ma?n%éra@va[ﬂjg Bbm thb%vt%ﬂ,%ﬂ/tﬁé VR of thebhtemﬁééﬁa% d‘a’t?aSOD.A Dis),
said reset ste el n carried out in a sync ronlzedwa

al | th@“eb'i’“@@é'ys‘i Ff@sm?sltﬂ&qu?dﬂﬂﬁlue among the valuey of '”fﬁﬁ@eﬁ’ét%‘éﬁia (Dha,
accordlgc"jbg it @isdRuedxidihe preceding claims, characterized in that the
out put datu is the internediate datum sel ected by the computing

menber (14) 5d&rherfﬁet29‘t{ Recading de Figim 4 epregoryzed in that, if ”"@ teSt'IfH\'ee’HEt?ﬁ%Of

ageor d'arl'ﬂajbﬁ?ty@awe@ef nddHive B@Wh@%o%@ddﬁﬁthQQﬁh@%ﬁ@r (68 ¢thd rﬂefhﬁatmdlddes a
further includes a step or receivin receiving device

(8), tﬁ@psg@mrftrtwﬁmmcwh &n8 afHee dw%ﬁmuat\wﬁltaaéwaﬂa% &g epcrytion
for chegkdgnd(vod ¥t he receiving device (8), the con5| stency bet ween
t he securlty code t he out put datum - The net

accordi ng t 8-dmg¢ @ﬁtt\pﬁeacﬁpei@tsdt%gn@%l%msangq ﬁcf’@ﬁ‘rﬁﬁt@ﬂzqdn'”t that 'ttfﬁéher
conput @fcides |Hefse thdsrRY Gal ?orﬂfoﬂﬁ:ﬁﬁﬁg Y] .ﬁeﬂuéﬁﬁte éé&antwtroee ars%ew

nmodul es being distributed in th reeﬁPalrs of nodul es, éach

b ongfergtiing: ith edick trerassipainpeduls é@Béd@neW'éﬁé’?ﬁ@b'ﬁde é/ca) said

conput essel \éepl (TLehEREIcAHRISRA W biynRemsed wa;n Ceﬂlrthé peUedbing modules
internedi ate _datum each internediate security co e being associ ated
with ofB%f12Bhe two 30 pairs to which bel ongs the nodule, in that
each procesgi-nGeReHbE atceétﬂﬁm@l thSarlyCoft e redBay H8inT¥e BhehctedAdd hBat the

i nternedi ate datum and the two associated intermedi ate securit

codes, OHiRput Haltm: (Rg) sohp intprRedaiRdiaium salvcled iy ihe sompdingdrempen 1 béwing
(48s) fqm@egtlbﬁgfepl(g@)er medi ate security code transmtted wth one of

t he processing nodul es and associated with a first pair of nodules,
and froma §e%6‘ﬁdeWP€r§Pé8\'dé{tget°séB¥|Pf t"?ie PERFEIING RISt P%aﬁt?r'éeﬁaﬁbm@éﬁt

nodul efuERl thehRES a%té;ﬂ(fset fﬂ?%c%‘i\ﬁwé GHthd Yeo%f%i@ REIBY8 REROSd Rl Lok {(Ds)
theflrst pair dules, and in that the internediate datum

sel ect ead 6*99 PH@UE%‘W\t Qﬁ@ aRg ifoeleP (§4) for §h%9t@9@fw'tmae irpredingdevee (fathg
associ e&%t&héﬁbénb@emelébe&np&odéﬁ@sj bR theRAut @Btuﬂ@@&? es.

10. - A conputer (6) capable of providing an output datum (Ds) from an

i4%put dat umP(DéE, Methed rerginasto any 9fdhe Precaslingatiaimsy sbarasiereehivdiipehe

(12A,  12Rbutefatdlud¥sOfRSS dith PREBSSING hédules2Me ithred Zﬁtbé&stgrrﬁbdm&%&ng
(22A, 228) for computing an internediate dat um ( D fromthe

i nput  distribsecDis) thsezﬁ BRiFS 9%m0éwﬁeu%qqtgmﬁelaﬂsb%tgrt@ Qb @Iﬁt'r&b@ﬁys dn that

conput ibfsh brREEdiRN modllet @ridifed fRUhteRAEA(d&RNri h:%dé@ rfBMtthegzotregwddﬁﬁ
(a) being t1dentical for all the processi ng%m)du (12A, 12B), -

conput g Mesiabe daumy jeach PlemResioth SoediN cafie OekW aﬁgOﬁet@dneﬂt qrmof tt@e)vo

30 pairs to which belongs the module, in that each processing module transmits to the
computing member (14) the intermediate datum and the two associated intermediate security
codes, in that the computing member (14) computes the security code (Cs) from a first
intermediate security code transmitted with one of the processing modules and associated
with a first pair of modules, and from a second intermediate security code transmitted by

35 another module, said second intermediate security code being associated with the first pair



characterized in that the first conputing nmeans (22A, 22B) are
further capable of conputing an internediate security code (CslA,
Csis) fromthe corresponding internediate datum (DI A, DB), each
processi ng nodul e (12A, 12B) being caigbl e of transmtting to the

conput i er (14 e jnternedi ate securi code (Cs| A a ,
e’ cordh Sl Apd s e d Ik gt trced B jite Soaowic: Embened i
conput itoﬁg dmmd ?trggﬁécféteidagé mét iadt‘étm tﬂﬂth@ﬁm {e(sébﬁﬁ)h(fmét p:aqrrml Amddcg%ga .
security co romjnter iate securi es , e
comput | o' ot omay Sl beE @ PG ah eupeh §ein (G5 Gen Kbt dBtm
dat um apeNehddagng: ecei ved internedi ate data (DI A, D15) and of
transmtting the security code (Cs nd e output datum (Ds) to
r£ei vi ng déwAdeest 8Y0 delkPsgesing H?ija]ﬁ? ((% %}pf“‘?@ RGeS OQEngaZA’
20i nt erpBdlindluginddirsteans (22A, 228} for cAmBOIRG4N BedrineBiate ddturh 2D, D) festh B
a conput er ég} éem %\ﬁjgta recej ving device (8), the con‘guter Bg‘)

bei ng ¢HY46 ”bD;%r |9 HiShgeaPERgURany Wé‘&%a%ﬁ%a&oﬁ’ pling fupstion(gato
recei Vit iRy i dfurh &Deb,nmb%tim;gmrﬁ?ammfdw (S BEihd) GddrilicAEfPIN BeCHridbésting
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al gorit hrgéJ the_recelving device (8) being capable of receiving the
secur i P45 128s32Bind the output datum (Ds), and 25 of checking, by
aqEpl yi ng t he ac¥ipuihg Ae@et { 1) colkERtedD Tash gfmséngj weele (En seayrity
code (Cs) and the output dat u[p (tDS)’ (;haracteriig @ﬁéS thaTI &g_e

conmput er  ( 6)FNRRRCIEEE dutfad g fiFst Qogpying means (22A, 228)aarefurt y""“‘pa‘b'e of

nmanagegBpuing bR Thiehediftar tetiftyi e (0.1 0al) frémCGRaTohHeSSonding PesFhedia®
uni t (Zd)atu?'r%:?a;,dbg ) etagh C;Jrc?ée@si%é 'mg’doule (12A, 12B) being capable of transmitting to the
computing member (14) the intermediate security code (Csa, Csis) and the corresponding
15 intermediate datum (Djs, Dig), and in that the computing member (14) includes second means
(44) for computing a security code (Cs) from intermediate security codes (Cga, Cgis), the
computing member (14) being capable of selecting an intermediate datum among the
received intermediate data (Da, Dig) and of transmitting the security code (Cs) and the output
datum (Ds) to a receiving device (8), the output datum (Ds) comprising the selected
20 intermediate datum.
11.- A communication unit (2) including a computer (6) and a data receiving device
(8), the computer (6) being capable of providing a security code (Cs) and a datum (Ds), the
receiving device (8) including means for storing in memory a control algorithm, the receiving
device (8) being capable of receiving the security code (Cs) and the output datum (Ds), and
25 of checking, by applying the control algorithm, the consistency between the security code
(Cs) and the output datum {Ds), characterized in that the computer (6) in accordance with
claim 10.
12.- A railway management system (1) characterized in that it comprises at least one
unit (2) according to claim 11,
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