1 TABLE SPLI TTI NG FOR CRYPTOGRAPHI C PROCESSES This invention rel ates
generally to conputing systens and, nore particularly, to conputing

systens inplenenting encryption operations and count erneasures to resist
attacks such as power analysis attacks on such operations. 5 Computing
systens often require operations to be carried out in a secure manner. For
enbedded conputing devices and for pervagive systenms, security of operation
is often crucial. To ensure operations and communi cati ons are secure, such
systens enpl oy crypt.oarnaphi 3 - ~hRE AR ERE ' Q ch a
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2288, pp. 440- 456, 2001, Springer-Verlag). However, the use of either

regenerated tables or nmultiple o )
15 A power analysis attack involves the monitoring of the power consumption of one or more

components of a device while the device executes a cryptographic method. Statistical
methods are subsequently used to derive information intended to be kept secret by the
cryptographic method. Differential power analysis (DPA) is an example of a power
analysis attack that may be used against cryptographic operations that include the indexing

20  of one or more tables (substitution tables or “S-boxes) by a combination of secret key and
plaintext values (“Differential Power Analysis”, P. Kocher, CRYPTO'99, Lecture Notes in
Computer Science, 1666, pp. 388-397, 1999, Springer-Verlag).

Different countermeasures to thwart such attacks have been suggested including frequent
regeneration of tables using different random output masks (“Securing the AES Finalists
25  Against Power Analysis Attacks”, T. Messerges, FSE 2000, Lecture Notes in Computer
Science, 1978, pp. 150-164, 2001, Springer-Verlag) and using fixed value masking, where
only a fixed number of masks is used (“DPA countermeasure based on the ‘masking
method’”, K. Itoh et al. , ICICS 2001, Lecture Notes in Computer Science, 2288, pp. 440-
456, 2001, Springer-Verlag). However, the use of either regenerated tables or multiple

30  masked tables or transformations requires additional memory, power and processor



30 masked tables or transformations requires additional nenory, power and
processor 2 resources that are not always avail able and the allocation of
which is typically not desirable. EP1601132 di scl oses an inproved
countermeasure for a cryptographic process or systemin which individually
defined random val ues are used for masks of entries in 5 substitution
tabl es to define nmasked substitution tabbes. However, the step of splitting
the substitution tables prior to nasking the t abl es, producing sets of
split masked tabl IS sed /23
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devi ces. TQesig®WwnNt er reasure incl udes the deflnltlon of a set of split mask
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on a maski od that requires little random access nenory and thus is
suitable for low cost snart cards. 20 Hence there is a need for
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by exclusive or'ing the table mask value with the n-1 randomly generated split mask

values.

15 Kouichi Itoh et al “DPA Countermeasure based on the Masking Method”,
Proceedings of ICICS, International Conference on Information Communications and
Signal Processing, 6 December 2001, pages 440 to 456 discloses a probabilistic
differential power analysis countermeasure based on a masking method that requires little

random access memory and thus is suitable for low cost smart cards.

20  Hence there is a need for cryptographic countermeasures which may thwart differential

power and related attacks but which have low latency overheads.

Brief Description of the Drawings

In drawings which illustrate by way of example only a preferred embodiment of the

invention,

25  Figure 1 is a block diagram illustrating a simple example of split table generation in

accordance with the preferred embodiment;

Figure 2 is a block diagram illustrating a use of split tables in accordance with the

preferred embodiment in an AES (Advanced Encryption Standard) encryption process;



3 Figure 3is a block diagramillustrating a sinple exanple of the

reconbi nation of data froma nasked table in accordance with the preferred
enbodi ment; Figure 4 is a block diagramillustrating the step of refreshing
values in a split table in accordance with the preferred enbodi nent; 5
Figure 5 is a block diagram showi ng an exanpl e of the preferred enbodi nent
in which a single original substitution,table and two sets of random

val ues are used to generate four split masked substitution tables; and
Figure 6 is, a bl ock .diagram show ng an. exanpl e of .the preferred odi nment
in which aFl%lF%}séhﬂ?? AP Bt Re e Abpa s UiareBam B o

val ues are t | i feltBS itution tabl es.
Descripti o%%%%%%?ﬁ%%ﬁ%@?ﬁn%n%@i %(%ggéfdl ng&tﬁtg)ocgﬁlteg%pect of this
invention there is preferably provided an inproved counterneasure for a
crypt ogr apHigurg# seeldsckodiagypst il nstrating dhalitepmofi refrashing vdlegs ingpplit table in hi s

i nvention, there is_ preferabl ovyided a 15 conputing device inplenented
met hod f or &€ S&WHgﬂéeﬁi’rF “ﬁé%ﬁ%;es for use in a cryptographic
process, the cryptographic process being defined with respect to an
original  gulsd § iU 105k didbh sBoWind @VERth IS Bh¥BForRilt dhiRintbnt lin whaGh entry
S[x] having a defined word length in bits, the nmethod including the steps
of . defi ni riggle ssigim! afbstitmidn tabladndtwiestets ofwanddm valugsare usedxd gerenath falut a

wor d having bits w%th def.ined. bit ]ocations, each set of 20 random val ue
dat a wor ds SR Paskiehyy bLHHORGOIES e i es such that data words rl [x], ..

nf{x] correspond to entry S[x] in the original substitution table, defining
a mask val pgmre §RNEEIBEN aig%@nﬁs%w%g SPéAalnplRsHEE ptfiit @SenBodithedt iedglchentry S
[x], masking the data word S [x] W th corresponding data words rl

[x], ..., n sihgierorighel substipfion saabdoand hregeststod ratsbimentiues anmgded do dertesatovbug
having bits with defined.bi %}biocati ons, masking the mask value with a 25
sel ect &% vé?lﬂﬁqs}(ecfﬂbswphf’% Srrespondi ng set of random val ues to define a
random zed mask data word for S[x], having bits with defined bit

| ocati ons, DREGiHBASF pidfERaRoRmehfd® entries in a split nmasked table by
selecting brts fromthe nmasked data word, the random zed nmask data word
and, where the diceardingdp anhspeseof this ineantiomthens isasefembly pyovided an impriwed andom

val ue data words in the set othehrj t han t he stel ected value rl [Xx], whereby
each countermeasure 1or a cryptographic process or sysicm.

According to a further aspect of this invention, there is preferably provided a

15 computing device implemented method for generating split masked tables for use in a
cryptographic process, the cryptographic process being defined with respect to an original
substitution table S(x) having data word entries S[x], each entry S[x] having a defined
word length in bits, the method including the steps of: defining n sets of random value data
words r1(x)..m(x), each data word having bits with defined bit locations, each set of

20  random value data words including data word entries such that data words r1{x], ... rm[x]
correspond to entry S[x] in the original substitution table, defining a mask value,
generating a set of split masked tables by, for each entry S[x], masking the data word S[x]
with corresponding data words r1[x],...,m[x] in the set of random values to define a
masked data word having bits with defined bit locations, masking the mask value with a

25  selected value r1[x] of the corresponding set of random values to define a randomized
mask data word for S[x], having bits with defined bit locations, and generating each of the
entries in a split masked table by selecting bits from the masked data word, the
randomized mask data word and, where the size n of the set of random values is 2 or more,

the random value data words in the set other than the selected value r1[x], whereby each



4 selected bit used to define each split nmasked table entry is selected
froma correspondingly defined bit-location in its original data word,
each of the bits in the entry in the split masked substitution table being
defined in accordance with a pre-selected pattern. According to a further
aspect of this invention, there is preferably provided the 5 above nethod
in which the selection of bits fromthe sked data word, the random zed
mask data word and, where the size n of the set of randomvalues is 2 or

, th d ) | dat in,t t oth h th | d |
T T e el b 18 o eatR il ekt Pl fe et oA oS SR,
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i ncl udes the step of concatenating the selected contiguous bits to formthe
10 entry. Amelosddubgittitoratabletemerdeispdtt acobrdamiesvitng pretsebactedtatiens. i s
preferably provided the above nethod in which the size n of the set of
random values i 1 and the |ength of

he sked data r,d and.of, he
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step of s selgflifigndd 'R Wil thelbleBlidBof BiRMdh thoaadked deta bbrdah e ra8mi4am t he
15 random zed mask data word to forman entry in a first split masked table

by concat emask data wandlamd, fwhetenthe sigemexfticoset of rabders vilues isd ergmeteeths rangdonf
selecting the second 16 bits fromthe ed.data.word.and fromthe

r andoni zedva%gaataa‘foadmrt 1% oSt m%%ee?’?ﬁr‘?‘% i alug ri@‘éd%ﬁamg P'i‘ttbyr?ﬁnkﬁté% tabl e
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pr ef er abl ye%%t%@iagse a 20 corrputi%gS devi cse@%'srrp emerﬁléed nmet hod for gfeguti ng
a crypt ogr apkkel tpislo crehsles ¢ s¢ppoit concatermtipg tlogrchgstvidcontiguwak binta feendanput i ng
devi ce, the cryptographic process conprising cryptographic steps based on

a defined E¥Y%t ographi c process, the defined cryptographic process being
characterized by accepting an input and generating an output, and utilizing

one or nore ori giBahlny-daiiaed a§;s€e§5fﬂ1}gtiw%hﬁbﬁ,bch@r%ds bleGeriBly basiided the

characterized by accepting 25 the input and generatihg a masked output that
cor r espondsbdwe rhétbodint whith de sskelihbyettafeandomskalueslisié and tegengh nfithehe

follow ng steps; definin mask .val ue, lLitting.t .one or, nore...
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split nmaskemhdbmitedsnaskxiatuwonddo fornt dreentry in a first split masked table by concatenation

and a further selection of bits including the step of selecting the second 16 bits from the

masked data word and from the randomized mask data word to form an entry in a second

split masked table by concatenation.

According to a further aspect of this invention, there is preferably provided a

20  computing device implemented method for executing a cryptographic process resistant to
cryptographic attack on the computing device, the cryptographic process comprising
cryptographic steps based on a defined cryptographic process, the defined cryptographic
process being characterized by accepting an input and generating an output, and utilizing
one or more originally-defined substitution tables, the method characterized by accepting

25  the input and generating a masked output that corresponds to the output as masked by the
mask value, comprising the following steps: defining a mask value, splitting the one or
more originally-defined substitution tables to generate one or more sets of split
substitution tables and masking, based on the mask value, the one or more sets of split
substitution tables to generate one or more sets of split masked tables, executing on the

30 input cryptographic steps in the cryptographic process based on the defined cryptographic



30 input cryptographic steps in the cryptographic process based on the
defined cryptographic 5 process by utilizing each of the sets of split
masked tables, to generate a set of split rmasked table outputs, and
conbining the set of split nmasked table outputs to obtain the nasked

out put, whereby the masked out put corresponds to the output of the defined
cryptographi c process as masked by the mgsk value. 5 According to a further
aspect of this invention, there is preferably provided the above nethod
further includi the.refresh. ste f refreshj each entry jn.each of the
Spl it e RERre WAt oty el Relle e Eindih el BiEn of «ne
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above net hGH”PitQ&%ﬁF"CPFOP?Fé%F@BkQSlf YABEBIASE ¥JUfhe set of spiit nmasked table
outputs includes a nerge step followed by a reassenbly step. According to
a further aspects@prdid) o MR AsHEb of I Byéritiod! fERYi§BlefeBbi9 Prélggedthe 15

above nethod in which the step of generating each of "'the séts of split
masked t ablebsvd method Aethef inchaling thgrefedsh ptegof irefeaghing leath ¢niityi io gadhadf] the st x)

i ncl udes, f dat d tri S , h_ent S havi def.i ned
el vies” for cptaerd enior Sl copl ey S v gn el g
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| ocati ons, each set "o m val ue "dat a rds i1 ncluding data word enfries

such that cattebiRih thosplé mdskédiaple entryrvfythe appromspobidirt the eartdoyn 1$fixdh data t he
original substitution table, generating the set of split nmasked tables
corresp®bndi¥%to S(x) by, for each entry S[x], masking the data word S[x]
with corresponding data words rl [X],...,rn[x] in the set of random val ues

to define a masked gl 2oWonah8avhagd oPit Sintbdidndfleldie Prdférhbly QpiiQNBe
masking the mask value with a selected value rl [x] of thé corresponding

set of randbovesatthed it whidkfthmsemoldmtanidg thewt ohsdi nusked table dufputs S x]

having bits wth defined hit |qgations, d. generating each of the entries
inasplit I‘F'FEA‘%%@&TP%YS? %telb?/‘)lg"éﬂeg iarfﬁa%P‘PEﬂ’fsﬁ% the masked data word, the
randoni zed mask data word and, where the size n of the set of random
values is 2 or MEErdidd'® o RARGMsY&) BeiahdeInd et dis phdeiBly R6N8Ed hBan the

sel ected val ue

15  above method in which the step of generating each of the sets of split masked tables for
one of the originally defined substitution tables S(x) includes, for data word enfries S[x],
each entry S{x] having a defined word length in bits, the following steps: defining n sets of
random value data words r1(x)..r(x), each data word having bits with defined bit
locations, each set of random value data words including data word entries such that data

20 words rl[x], ... m{x] correspond to entry S[x] in the original substitution table, generating
the set of split masked tables corresponding to S(x) by, for each entry S[x], masking the
data word Sx] with corresponding data words r1[x],...,m[x] in the set of random values
to define a masked data word having bits with defined bit locations, masking the mask
value with a selected value r1{x] of the corresponding set of random values to define a

25  randomized mask data word for S[x], having bits with defined bit locations, and
generating each of the entries in a split masked table by selecting bits from the masked
data word, the randomized mask data word and, where the size n of the set of random
values is 2 or more, the random value data words in the set other than the selected value
r1[x], whereby each selected bit used to define each split masked table entry is selected

30  from a correspondingly defined bit-location in its original data word, each of the bits 1n the



ri [x], whereby each selected bit used to define each split masked table
entry is selected 30 froma correspondingly defined bit-location in its
original data word, each of the bits inthe 6 entry in the split masked
substitution table being defined in accordance with a pre-sel ected

pattern. According to a further aspect of this invention, there is
preferably provided the above nethod ingwhich the selection of bits from

t he masked data word, the random zed 5 mask data word and, where the size n
of the set of rando val i,S,.2..0r re, random val ue.data words.in
Che. set "ot AR il ol skrbeitaatidh o peins fered Bpos Bt Fih 3 rier it
contlguouspgﬁéﬁ fromthe data words and the step of generating each of the
entries in‘a split nasked table includes the step of concatenating the

sel ected contiguous bits to formthe entry. 10 According to a further
aspect of this iAcvedirgan a folteer@spest pf thisdnuditipnpihereiispreferplly petydded thet hod i n
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Dhe ek ORIy bR LT i Rr sre Rl S RSt el
entry in a5 t {iRe A
further as pegg&f}gbleqﬁ(ghéeﬁﬁ%ﬁg%ﬁ&?hgﬁlgﬁﬁngq%\fgﬁb%ogﬁpr%fbgggi ﬁrgt %bove

met hod, fuehtser including the step of refreshing each entry in each of the
split 20 nmasked tabl es upon the entry being accessed during execution of

t he cryptographic rocess e refresh.step bei acco shed efinin
a randﬁgn rgfrgsﬁ\cﬂ E‘H asW&%RfWQS HEEH B {el%ferfsﬂf’gg@ Pﬁpfovﬁg%’ktg‘a !talblg
entry by the,aRREBRE ir%ﬁlcpdl?e élﬁﬂ@ﬁhé@&%ﬁnd&ﬁ 2k 1§l§1taﬁd‘fﬁ%r19n gregRy each

bit in the entry corresponding to a bit selected fromthe ed data
word, the nenkahdzedonbaid ccfah@ramdmrdlzathmaswd@a@varﬂl@ ¥ bits, ﬂleaﬁ‘letsh@l gfdiitsof 25

random val ues js 2 or nor e, vaI ue da h et .ot her
than the s&dudingthesigod S?lle(’tlf% ythe 1§5t F(téér‘%‘ Ydf‘ﬁ goi‘gaiﬂewﬁf‘{ rﬁr% thte
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15 anda further selection of bits including the step of selecting the second 16 bits from the
masked data word and from the randomized mask data word to form an entry in a second

split masked table by concatenation.

According to a further aspect of this invention, there is preferably provided the

above method, further including the step of refreshing each entry in each of the split

20 masked tables upon the entry being accessed during execution of the cryptographic
process, the refresh step being accomplished by defining a random refresh data word and
masking each bit in the split masked table entry by the appropriate bit in the random
refresh data word whereby each bit in the entry corresponding to a bit selected from the
masked data word, the randomized mask data word and, where the size n of the set of

25 random values is 2 or more, the random value data words in the set other than the selected

value r1[x], is masked with the same bit from the random refresh data word.

According to a further aspect of this invention, there is preferably provided the above
method in which the defined cryptographic process is an AES encryption or decryption

Process.



met hod in which the defined cryptographic process is an AES encryption or
decryption process. 7 According to a further aspect of this invention,
there is preferably provided a conputing device program product for
carrying out a cryptographic process so as to resist cryptographic
attacks, the conputing device program product including a conputing device
usabl e medi um havi ng conputing device readabl e program product code
enbodied 5 in the medium the program code bei ng executable by a processor

of a computing device, a ratus and/or. system for inpl nting,the above
met hods. Accor dﬁﬁﬁf’rg’é‘géoflggﬁt F‘S%b%fgé‘lsd‘?"%‘ﬁPg’q}‘?ﬁ%ﬁﬂﬁggeﬁ;bq}?ﬂ@rv fe
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cryptographi ¢ process,. the defined ¢ryptographi rocess bein .
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appar atus and/ or system conprising: neans for defining a mask val ue, neans

for splitting 15 the one aor nore originally-defined substitution.tables to
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generate one or re sets of split sked tables, neans for  executing on

the i nput, tcerypiog@phiphitacks tlepsrybtogrdphicprypise gemphiiog pryotogswphizatend besedt he

defined cryptographic process by utiljzing each of.the sets of. split sked
t abl es 10 t 0020 dgERKY GYRIOFABRIC PEICES) Iﬂiet‘ieﬁiﬁg‘g EPIOSHAPEICRIP e g?“%ﬁ%‘ar%é%g?or

conbi ni ng : ' 13,4 | ; ked
output. cor PRsRtnetn BB dnd BB AR bSO R T By acess as
masked by téEndiaakstitatiaretablés abe ciyp@gtaphe frocdsheliaraspert byfacedptisg thevepiti on,
there is preferably provided a data processi@lg system or networ k. including
at | east oAed SHWHINEAGNES ew “fatgéfa“roéﬁeﬁi%onéﬁﬁﬂ ou té@‘%f‘éﬁ?"ﬁ’é}é Uifg to the

above descrj ot} &8l e
t he resi st%#%%étﬁ%aa %&Et@gltct%a %Soﬁp{élt%&gﬁg??n ag crypt %gr’aphi c aﬁéc%%on a
devi ce 1k npkieraptor Agbré bAgipnkf-aefired substitution tables to generate one or more sets of split

substitution tables and masking, based on the mask value, the one or more sets of split
substitution tables to generate one or more sets of split masked tables, means for
executing on the input, cryptographic steps in the cryptographic process based on the
defined cryptographic process by utilizing each of the sets of split masked tables, to
20  generate a sct of split masked table outputs, and means for combining the set of split
masked table outputs to obtain the masked output corresponding to the output of the

defined cryptographic process as masked by the mask value.

According to a further aspect of this invention, there is preferably provided a data
processing system or network including at least one computing device, apparatus and/or

25  system according to the above description

Advantages of a preferred embodiment include increasing the resistance to a DPA
attack or other similar cryptographic attack on a device implementing the preferred
embodiment due to the parallelism of the encryption carried out in accordance with the
preferred embodiment. In addition, the use of table splitting as described in the preferred

30  embodiment makes a higher order cryptographic attack such as a DPA attack more



enbodi nent due to the parallelismof the encryption carried out in
accordance with the preferred enbodinent. In addition, the use of table
splitting as described in the preferred 30 enbodi nrent nakes a hi gher order
cryptographi c attack such as a DPA attack nore 8 difficult due to a
reduction in the nunber of avail able sanples. For exanple, a single power
sanpl e reflecting data including both a gandom nmask bit and a nmasked tabl e
output bit is potentially obtainable, but such a single avail able sanple
may not be ,sufficient for a .viable . higher .order A attack. .5 Advant ages
"ol uge ¢ nda it BhERareRiciBa YRR AEauRpE Shmtlst, Fon b as TR ne

i ncur  redpeeer QWpIORALERSI% in@lu@ﬂ%" Hhh a PRICOAABRRGSt AAch RERSH HPICOHBut Such
limted overhead pernmits the use of this counternmeasure agproach W t h

devi ces subH ispotantradly@btainabis, but sughwistngle avadalkde serapleimay ros be eefliicieatfor er t he
operations_carr.i. ou th evices but in which constraints on power
and proces¥3$&Hgaggpﬁgﬁgévﬁﬁ§mgotentiaI concerns. Table 10 values are
re-masked as the val ues are accessed (in contrast to an approach that

requires aAdfvbhlltlagésabcﬂ@ddtﬁﬂﬂﬁIeﬁiehﬁﬂoﬁ beParyiAR 3RO For abMiBFT onBsEs Rbincur
potentially used. Cryptographic operations 1nplenmented in cpnputlng]deV|ces
may use subukicedevesicad gbsietn ereseyt, abifersnagee Mudyprregin cader Swohdimpites, overheatS and
in Triple DES.(Triple Data Encryption Stand .or " 3DES" nmul tj.pl e
Sboxes. ar oS % e Re T F e pr Bkl Bk fevSmde b G | &

t he decrypib@Besoihdzt RiR@Fityli8 ¥équirk@ fRItAY bikRatichd !&hﬁfeﬂ%@ﬁgj? 8 deOlcesBRUA I LY
attacks on such cryptographic oEeratlons the i nput and the output of such

subst i t ut i suich copbteaintyen Powe cesydrepesiovnanceprppaitie donsgrnsudlabls maski ng
of the fabl e output wever, itself be subject to att .. _The

ot ef or Pba STBSRE AR asdy Tl ok pand OF QORBTFoen bt ediiet 2 na
20 incl Ude%leaBWr@ﬁ@n@%@nTs&?} aRPRLR BRdMA ntRkS ¥rePotentili®y 8de@Ps i n the
process described. The preferred enbodi nent may be inplenented as a

conmput er system (which includes a subsystemor systemdefined to work in
conj unct i offryitegraphih eperafjensd mplenagteddn seyppuiiahdevi¢ramayrsk sekstitwioat@tess t hat

enbodi ment CRAPSET SaratSur By Statie. i AES R dls DES LR pute Erord e Do
embodi ed i Brang@hAN&! SDER,i BEltiP} NBENRKSutilizeg ndieRFoddbEot dHcB/pish 0fr NMRY be

enbodi ed in nedia such as nagnetic, electronic or optical storage nedia.
The prdtes plagdextrang eluthcmlycrbptxon of cipher text. To provide countermeasures for security

attacks on such cryptographic operations the input and the output of such substitution
tables may be masked. The security provided by such a masking of the table output may,

however, itself be subject to attack.

The preferred embodiment may be implemented as a computer program product that

20 includes program code that operates to carry out the steps in the process described. The
preferred embodiment may be implemented as a computer system (which includes a
subsystem or system defined to work in conjunction with other systems) for encryption
that includes elements that execute the functions as described. The computer system of the
preferred embodiment may be defined by, and the computer program product may be

25 embodied in, signals carried by networks, including the Internet or may be embodied in
media such as magnetic, electronic or optical storage media. The process described may be
implemented in a computing device as a method to be carried out by a combination of
computing code and hardware embodied in the computing device (the process being in this
case a computing device-implemented method). Computing devices on which the

30 preferred embodiment is able to be implemented include full-featured computers or



i npl enented in a conputing device as a nethod to be carried out by a

conbi nation of conputing code and hardware enbodi ed in the conputing
device (the process being in this case a conmputing device-inplenented

met hod) . Conputing devices on which the 30 preferred enbodinent is able to
be inplenented include full-featured conputers or 9 network equi pnent, for
exanpl e. However, it is also contenplateg that the preferred enbodinent
will be inplenented on nobile devices such as wrel ess handheld nobi | e
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devi ces. | gmBodiatcat Q/El%@ﬁ@l&ﬁe&e@% nfoBils deticaSsuch W w&hﬁﬁhﬁaﬁali%di)ﬂ@mbl le
device it is advantageous to have data stored in an encrypted manner to
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appr eci at edn mayptta&\mapn@'fte praygnt tmabthdnmccmyo bdoinmionrod thecpropériuser es pect

to decrypti roce s and t.o. er. Cr 0 roc es that i,ncl ude
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generated according to the preferred enbodi nent may be inpl enented using

one of 15 the different available data structures definable in a data store
on a conpuflhagrdevidemtndohentasdescribis Wéh cﬁmmﬁ toaniesasptehpwing easrypiibh be

t d b killed th bl
Vol bes 05 SeYar AREARS FherabiniSoness Wobpebrhyil B0 e ARE ok e duiEedui  n a
sel ect ed d@ﬁl%oéﬂn{eﬂﬁinldyﬁe nﬁﬁlem%n&lﬁ%ﬁﬂi @%c%l&ﬁfypﬁ&g{m\é@béé@ssaﬂmlﬁ'oﬂ&rUp the
tabl es are represented as data words conpri sing as i s understood by

those ski | kegtdigraphiepracdssesaBat Thaudlsdys agd sufsttutiod tabdes andifhewbiebcr i ption of
the preferred enbodi ment is,carrie t b e e bit-w se

xcl st Ve PSRRI KPS Py BT seehesiraile e St BLpREt Sbhew
defined dajpidQhAsatelAURYShg t@iﬁéﬁfref@ﬁé&bxﬂgoﬁﬁl%ﬁ%hﬁﬂé1rﬁ@¥m9ﬁ%e&'§ﬁﬁg ofObf
exanple arithnetic masking (i1nvolving the use of addition and/o

subt r a¢s i othe diffplentcavadébit Hata seucthesidenable medaia stow)omgomplttmlgrdawcvem@l be
used. 25 Accordi 0 to the refc{arred enbl?gl ment , a et of ﬂc!.lt ske
tables is 5%?]8}0&{ gao%glélgﬂ:ag evice. As will be appreciated ythoses uled 1n the art, the

tables comprise a set of values, stored in a data store on a computing device, in accordance

with a selected data structure. As is described below, the values making up the tables are

represented as data words comprising bits, as is understood by those skilled in the art.

20  The masking referred to in the description of the preferred embodiment is carried out by
the use of a bit-wise exclusive-or operation (XOR) typically carried out with respect to two
defined data words. However, other masking operations may be used. For example
arithmetic masking (involving the use of addition and/or subtraction in place of the

exclusive-or operation) may alternatively be used.

25  According to the preferred embodiment, a set of split masked tables is generated based on
an original substitution table (defined for use in a cryptographic process} and a mask
value. The values in the split masked tables are generated such that the split masked tables
may be used in place of the combination of the original substitution table and mask value

in the cryptographic process. As is described, with a data reassembly step the output of the



an original substitution table (defined for use in a cryptographic process)
and a mask value. The values in the split masked tables are generated such
that the split nmasked tables nay be used in place of the conbination of
the original substitution table and mask value in the cryptographic
process. As is described, wth a data reassenbly step the output of the 10
crypt ographi c process using the split ed tables will be the sane as
that achievable wth the original substitution table and nask val ue.

Al t hough the preferred enbqdi nent contenpl ates._ the generation (an

r ef r eshi ng§TyBIOLIapsic HIeers ping wgkb@aﬁlﬁgﬁ@@ew%‘w tagéarﬁ"é?ﬁe akas leﬁgblﬁn
initial st i . it 3 i rocess, it is understood that
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t he enti r eAltabhgh theiprefergmihamiatdidemtconteenpeed the gemaratianrfend fefreslnpg)nfe of
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that the rgadesed s e tihat @ mey bisingidnentedksuchltive she mbleranttstace grakotedray be

defined by the preferred enmbodi nent including a randpm.yval ye generator or a
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providing s random val ows a sinple exanple i n which
S(x), an otciyptop@dphidietdst us isaiesdritlel én the(cBsdwhgre thestablas e inidaljedefimtland pai r
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accordi ng H@ﬁﬁdﬂ%gﬁhef)ﬁﬂr&ﬂ caitodithem hticluding @ rargibnr-edldogerndfhtarairaepsaatoa wor ds
r(x) is generated such that there i s _a_random yal ye data word r[X%rglfgt%éﬂ
ows

each ent ryrapden yalueogangiafs) o1g0#50q fﬂfiﬁqeé P?Ytt@dl’réfe&eldﬁ@ Agneni @X?Feé‘_l g
wth the oapelBisoRiE Rl Brdeler s TR g B B SRR 1 e
excl usive or operation is denoted by a small oval having two input
val ues)s E@pdurel shdves $sinphd exaaipiiom which 86x)r gixdriginalalibuitatombiabled (bitidx).ds 25
E: gg Ike _12ain :\j:}(s)erg t%-g%genrgtre%tp%?r oﬁglﬁt, \r/nealllsllcjgi siu%stgt;[.ltri]gn t%l%ﬂ:g r22té60 @ms(}tc)ezgldi s?n’ X Oi\Illm in
accordance with the preferred embodiment. In the example referred to in Figure 1, each
entry S[x] in original substitution table 8 comprises a data word of length 32 bits. Asis
shown in block 10 of Figure 1, according to the preferred embodiment, a set of random
20 value data words r(x) is generated such that there is a random value data word 1[x] for
each entry S[x] in original substitution table 8. As the figure also shows, each random
value data word 1x] is exclusive or’ed (at exclusive or 12) with the corresponding data
word S[x] (in general in the Figures, the exclusive or operation is denoted by a small oval
having two input vatues). Each of the set of random values 1(x) is also combined with a
25 single randomly-generated mask value m (the generation step is shown in block 14 in
Figure 1). The exclusive or of the data word 1[x] with the data word value m (exclusive or
15), and the exclusive or of the data word 1[x] with the original S-box value S[x] (12)
form split table entry pairs 16, 18 (denoted S(x)"r(x), r(x)"m, respectively). In the

preferred embodiment, the maskings described above are carried out for all values x in

30  original substitution table S(x). As will be appreciated by those skilled in the art, it is



Figure 1). The exclusive or of the data word r[x] wth the data word val ue
in (exclusive or 15), and the exclusive or of the data word r[x] wth the
original S-box value S [x] (12) formsplit table entry pairs 16, 18
(denoted S(x)~r(x), r(x)"m respectively). In the preferred enbodi nent,

t he maski ngs descri bed above are carried out for all values x in 30
original substitution table S(x). As wil{; be appreciated by those skilled
inthe art, it is 11 possible to mask only some values in the original

substitution table. However, w.th such . an.approach the strength. of the
ount er mea PO i B L truke Va3 ot o G ALET e eble: HOWEHE. BiFpuc
split, rras?lg BRU8He &fencfdfot he O adlFE Hﬁytbg@ecﬁl%d)&f cotiprbiide@bl € entry

pairs 16, s shown w tth respect to sn(x) and sm (x). The Figure 1
exanple 5 distribution arrangenent for the split table entry pairs is shown
by the conibi Riguieoh thuf paif afoptinnesked w@hleo ¥, 24 isdeBhed Winglthe ggttod splitiablan. . 15

h dat d of. ‘'S 1 6..3 it.h L Am 16.,31 (dat
(2o 55 gL ber 20) 0. Sl Lkl L8 L AL 00 o1 (cnte
positions gisHHLﬁiHﬂ Rr¥ndehfdnt RirSe 4t BbHAL Ry E is éﬂ&%@ggﬁ@ combination of

"r[x] AS[ x] 0..15" represents the first 16 bits of the 32-bit data word for
t he val ue (donkitShationbf) BualdSix]e0.AStwith or) e [0x] 3 Silwivnbs daRword2P) eskeft s t he

last 16 bits_o ane. d hus Fjgure shows. the fjrst 16 bits
of each r[ X [ﬁi—qgaflaw%F 5’%@%%6&&&’8&4 %ﬂﬁs ) lﬁA?]lggellGFhEﬁrfoéa&n each
r[ x] Am dat a . : :32= Pi WMo d 20

whi ch T or me=5it ?ﬁ%@{?ﬂﬁlﬁﬁé P?&gﬁ%ﬁﬁgﬁ&gﬁ;ﬁgxﬁsﬁgé?%%@ﬁ g'd?%%tamé 24y .
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split t@pl andenptation, 5[X1A§Txlxé.6--%@ reRrpeni b gadt l%g'é%%ff@? s flatp WI‘ES[ x]
val ue (16) r 7 j : A ] 8).
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enbodi nent, bit airs made up of_ one_bit .fromeac f ot tabl.e entr
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for proper split nask table definition the corresponding bit (location i)

o T el b e ysarmcata i L AT, The, sane copdLy o

each 1r[x]"m value (18). Each of the bits in each of the data words in the split table entry
pair has a bit location within its data word. According to the preferred embodiment, bit
pairs made up of one bit from each of the table eniry pair, each having correspondingly

20  selected and equivalent source bit locations, are placed in the same word in one of the split
masked substitution tables. In other words, if a bit at bit location 1 from the data word for
the value 1[x]"S[x] is placed in a data word in sm[x], then for proper split mask table
definition the corresponding bit (location i) from r{x]"m is placed in the same data word in
sm[x]. The same condition pertains to the definition of split masked substitution table

25  sm'(x) in the example of Figure 1.

As is apparent, for the simple example shown in Figure 1, the constraint set out above is
met. The word forming a table entry for a split masked table is generated by a
concatenation of one half of the split table entry data word pair with the corresponding half
of the other data word in the split table entry pair. However, the preferred embodiment is

30  not limited to this particular distribution arrangement of the bits from the split table entry



25 sm (x) in the exanple of Figure 1. As is apparent, for the sinple
exanpl e shown in Figure 1, the constraint set out above is net. The word
forming a table entry for a split nasked table is generated by a
concatenation of one half of the split table entry data word pair with the
corresponding half of the other data word in the split table entry pair.
However, the preferred enbodinent is 30 t limted to this particul ar

di stribution arrangenment of the bits fromthe split table entry 12 pairs
to formdata words for th ntries.in the |t sk substitutiqgn tables.
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usable wt Eabge’ %@‘ﬁ%ﬁ%ﬁ%@m e g%%le%l{]oqrggés 'ﬁ%laaf@da%ﬁt%gp gérséh%%%\%iﬂ’ﬁggg wi th input
as is ot heﬁmgﬁi%itg.efi ned in the cryptographic process. The output of the
split masked tables will, taken together, be data val ues whose data word

length is larger than 15 the data word | ength of the oytput .of a si.ngle
(not spPit The apfiitmasised epbstitabipa tabtes lolned ot speratsgia %C%E@CF “f’r’g’s‘kﬁareife&%ﬁdes
are used, | - i it k0t he

or i ginal |y CASpEREH e JoR b BATRAM chpRblbit BERRsel B PRk AR D
expect ed fggomitdten ta6ly pad gsadwith pmemsk alueTHas eplitrepked tabllk wee grbeided t s i n
t he out put data being appropriately exclusive or'ed wth eac%égth . On a
bi t-wi se bagthdnpytigs & ethenwisg defingd 1bihe captesmapiioRioness: 4o auipyt ofdhe fRitt i s

based on the ymsking o t%l&:% &%@&g@% daé#’pﬁﬁés}]%dsgﬁafa@% gerg,tﬂ[ ﬁg&%&rthéﬂ ep is

carried ouf"¥or Feassern I'ng S Itsto C m-i n order
cor r espondigiatOwbitElengh io@ tHtauthit bf @kigle (@bt dphie) subdstirunar eblel ouseduentihe
substitution table. This reordering is based upon the pre-sel eg,t_ed p&lttern
that was usderewligmaskediteblenarevagd, digse argrataisrsaemblyrsions fkepg addition to the

originally defined cryptographic process steps, to obtain the output expected from the

cryptographic process. These steps involve the bits in the output data being appropriately
exclusive or’ed with each other. On a bit-wise basis, this exclusive or operation provides a
20 value that is based on the masking of the original substitution table. A further step is
carried out for reassembling the set of such bits to place them in order corresponding to the
original bit order of the data words input to the substitution table. This reordering is based
upon the pre-selected pattern that was used to generate the various data words defining the

split masked substitution tables.

25 An example of both the use of split masked substitution tables and of the reassembly of
the output data based on the distribution arrangement of the bits in those tables is shown in
Figures 2 and 3. Figure 2 is a block diagram that shows a high-level representation of an
example of the preferred embodiment as applied to certain AES encryption steps (using
table implementation of AES for high performance as described in Dr. Brian Gladman,

30 “A Specification for Rijndael, the AES Algorithm”, at
fp.gladman.plus.com/cryptography_technology/rijndael/aes.spec.311.pdf, 15 April 2003



split masked substitution tables. 25 An exanple of both the use of split
masked substitution tables and of the reassenbly of the output data based
on the distribution arrangenent of the bits in those tables is shown in
Figures 2 and 3. Figure 2 is a block diagramthat shows a high-Ievel
representation of an exanple of the preferred enbodi nent as applied to
certain AES encryption steps (using table inpl errent ation of AES for high
performance as described in Dr. Brian dadnman, 30 "A Specification for
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data words nﬁyQ)eQa@hnéprthrB edthaAES imput vdlocsarereppiied takxioh of einotmedsetss(beplif t abl e

32 shown in Figure 2). This nmerge table is, constructed .t e the bits
in the 32- Bas ‘%ﬁﬂab]l?? a@fh@& eREFYRMOL casried ¥t RercGPrdanss ‘Y‘ﬁéﬂﬁl‘%gf"%ﬁﬁﬁs Have
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Consequent [i§put themefgedatle ﬂ@nqt%mééﬁe(ta&é 310 % S%PWé‘ lﬁgégé’é% 2k h§§§ Metas e
constructed to merge the bits in the 32-bit output data words by exclusive or’ing the bits
that have been processed by (exclusive or’ed by) the r[x]*S[x] values with the
corresponding bits processed by the r[x]"m values. By the table being defined to carry out

20 this operation for two bits in the word, the resulting bit value will be effectively processed

by the value m"S[x]. Consequently, the effect is the same as if the masked substitution
value (m”S[x]) had been applied to the input, without that masked value having been

directly applied to the input.

The output of each of the two copies of the m5(x) table 32 as shown in Figure 2 will be a
25 word having half the bit-length of the 32-bit data words generated by each set of the split
masked substitution tables. In the example of Figure 2, the output of each copy of m5(x)
table 32 is a data word with a bit-length of 16. The merge box 33 in Figure 2 illustrates a
further reassembly step by which the bits for each data word are placed into their correct
bit-order for the output (34) of the masked substitution table process. In the example of
30  Figure 2, the correct bit-order is defined by concatenating the two resulting data values

together as the data words in the split masked tables are defined by the concatenation



value (mS[x]) had been applied to the input, wthout that masked val ue
havi ng been directly applied to the input. The output of each of the two
copies of the nb(x) table 32 as shown in Figure 2 will be a 25 word having
half the bit-length of the 32-bit data words generated by each set of the
split masked substitution tables. In the exanple of Figure 2, the out put
of each copy of nb(x) table 32 is a datggword with a bit-length of 16. The
merge box 33 in Figure 2 illustrates a further reassenbly step by which

the bits faqr ch data.word.are placed into their correct bit-qrder for
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resulting data values together as the data words in the split nasked
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data word astrubthipire 2(sEpyams(® tatledd uast tw)aceets Bé-baanpiy aad topradeempts-Bi- bi t
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t he concatenation operation. The exanple of Figure 3 shows input for nb(x)

tabl e 32 ben Rigueted thregmbyl |FrefRben®d tht@ohidiéhatioR bGRIdN. NthelX@mR] dfFidie 3
r{x]"S[x] and a further 16 bits representing the values r[x]"m The bits
are arr ang&pvEsinpsiHenmsin tehlgd2 beimg definediimy & yet AP bitgrepfasenting the sadaepl e i s
defined.to e epti.n n 8-hit 1nput,an tputting a 4:bit

val ve. o BIRIE Gy aRhee B bR ep R be 1ARALAE ARk BePedifnai ng

bits of thehdlxi'Bgheel3. art@ hiiR) fabid 3oy iyl efamfTo fs ®KabPlcCopekdle by Bkbeptin 8-
bit byte 50 is input to nb(x) table 32 to produce 4- bit bé}tre 52. As w ||

be seen i naFfgutiapet andouiding ad-ditivalne. Sepabitalusdyaeneraiebly exsdysiearigg of
Subst it ut i 91 CHRPE R IE B I B B MmN Gy Bos I Rl e
e o AR LD TOS i AT
11 r(x)}8m skere aredewcepdreld sapoads 59.004, BO.A%r of a132-hihdafa weed that spra@emsithe byt e 50
I's a value 0{1 %E of & Pprh%\ %%ngesd é[ugsetlt{lt?(?rll t%biens%g{[?vn%)é grlnl(lx iil\l/ %igure 3. Figure 3 shows the
values that are exclusive or’ed with inputs to split masked substitution table sm(x), defined
as shown in Figure 1. Table sm(x) is defined by r(x)*S(x) || r(x)"m as is described above
for Figure 1. Thus the first 8-bit byte 50 is a value that represents the table input exclusive
20 or’ed with value r(x)"S(x)_0..3 and with r(x)"m_0..3, concatenated. When the two parts of
the 8-bit byte 50 are exclusive or’ed with each other, the result is 4-bit byte 52 that is
equivalent to the input value exclusive or’ed with m™S(x) 0..3. Figure 3 shows the other

8-bit bytes 54, 56, 58 which are defined in a similar manner to byte 50.

As is shown in Figure 3, the result of repeated operation of m5(x) table 32 on bytes 50, 54,
25 56, 58, is a 16-bit word made up of 4-bit bytes 52, 60, 62, 64. The entire resultant data
word is therefore equivalent to the input exclusive or’ed with m”S[x], the original

substitution table entry, masked with value m.

Figure 4 shows the manner in which a split masked substitution table 70 of the preferred
embodiment may be refreshed without requiring a full table regeneration step. The

30  preferred embodiment provides that on each access of a table entry in split masked



20 or'ed with value r(x)"S(x)0..3 and with r(x)"nD..3, concatenated. Wen
the two parts of the 8-bit byte 50 are exclusive or'ed with each other,
the result is 4-bit byte 52 that is equivalent to the input val ue
exclusive or'ed with nmS(x)_0..3. Figure 3 shows the other 8-bit bytes 54,
56, 58 which are defined in a simlar manner to byte 50. As is shown in
Figure 3, the result of repeated operati of nb(x) table 32 on bytes 50,
54, 25 56, 58, is a 16- bit mord made up of 4-bit bytes 52, 60, 62, 64. The
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manner. A reassenbly step carries_out an clusive or of the bits in the
tabl e é‘htrﬁ%kla&élf@’éﬁ%‘%fﬂ%ﬂ%‘efWéu %C%@Wf@‘ tof the refreshed value r will
be cancell ed out. The above approach permts the values in the split nasked
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regenerate t at any one tine. nunber of randomy defined
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step after split masked supstitution abI e access. 15 The descr i above
relating tBURPgiAL é@ﬂdfnaﬁ&e‘fgn @é(s Rall Fwategml tlargg R 89w s %iﬂﬁcdffv? ?fio RF abl es

may be geng‘ri@ltrg?ﬁe p&@ég@gl%ﬁggd didatutisH Rifid Lddkion tabl e using the nethod

and system of eterr odi ment. However, nore than two split
masked substitution tables may be generated froma si ngl e ori gi nal
subst i tsit i @he tledskiption sbdvieeelptied @ritigares 1 and 2 shows how two split masked substitution

tables may be generated from a single original substitution table using the method and
system of the preferred embodiment. However, more than two split masked substitution
tables may be generated from a single original substitution table. In the preferred
embodiment, the maximum practical number of split masked substitution tables that can
20  be generated from a single original substitution table will depend on the data word length

used in the encryption process in which the tables will be employed.

Figure 5 shows a further example in accordance with the preferred embodiment in which a

single original substitution table 80 is used to generate four split masked substitution

tables 82, 84, 86, 88 (sm(x), sm'(x), sm"(x) and sm'"(x), respectively). In the example of
25  Figure 5, there are two sets of random values r1(x), r2(x) generated (at generator 90) and a

single masking value m generated (at generator 92).

The four split masked substitution tables 82, 84, 86, 88 are defined, in the example of
Figure 5, using a combination of masked bits and unmasked random bits as is shown in the
figure. Each entry S[x] in original substitution table 80 is masked with both the values

30 ri[x]and r2[x], as generated for that entry S{x]. This is shown by the exclusive or



enbodi ment, the maxi mum practical nunber of split masked substitution
tables that can 20 be generated froma single original substitution table
wi |l depend on the data word length wused in the encryption process in
which the tables will be enployed. Figure 5 shows a further exanple in
accordance with the preferred enbodinent in which a single original
substitution table 80 is used to generat% four split nmasked substitution
tabl es 82, 84, 86, 88 (sm(x), sm(x), "(x) and sni'' (x), respectively). In
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may be carried out by . appropriately ned hardware co Dat a
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ori gi nal s to four parts and those
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is shown at 106 the first eight bits of each of data words 98, 102, 104
are conbi nEdr the Fixuow b drarhple, apipslopyn gt @62thelfirst engitt ditenf ¢25chi0rﬂda‘rab\r0ed$9ﬁ,x)
(split masked substltutl ntable 82 The tr erat.ed for X).. 1S
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110, 112, Hb4d wos:che carichtendtionhd tlmﬁmsaelgh’rabztsmfsl[cxﬂ"rﬂhé’\&[eb@rﬁdl, [x1" b, ragdd @hd
fourth & blrf;[[x] Similarly, entries for split masked substitution tables 84, 86, 88 are defined by data
words 110, 112, 114 which reflect the concatenations of the second, third and fourth 8-bit

portions of r1[x]*r2[x]*S[x], of r1[x]"m, and of 12[x], respectively, as shown in Figure 5.

As can be seen, this approach to the generation of the split masked substitution tables of
20 the preferred embodiment will potentially produce split masked tables having word lengths
different from the original substitution table. This can be seen in the example of Figure 5,
in which original substitution table 80 has 32-bit data word entries S[x] while the resultant
split masked substitution tables 82, 84, 86, 88 each have 24-bit data word entries. In
certain cryptographic operations, such a change in data word length for the entries in the

25  substitution tables may not be significant.

As will be appreciated, the selection of a particular number of random value sets (i.e.
r1(x), r2(x),...) will affect the way in which the masking operations are carried out
according to the preferred embodiment. If there are n such sets (cotresponding to rl(x), ...
m(x) random value sets) then there is a first masking operation defined by

30 rl(x)"...m(x)"s(x). The resulting data word is then divided across the data words used in



portions of rl [x]"r2[x]~S[x], of rl [x]*m and of r2[x], respectively, as
shown in Figure 5. As can be seen, this approach to the generation of the
split masked substitution tables of 20 the preferred enbodi mrent wl |
potentially produce split masked tables having word lengths different from
the original substitution table. This can be seen in the exanple of Figure
5, in which original substitution table 80 has 32-bit data word entries
S[x] while the resultant split masked substitution tables 82, 84, 86, 88

each have 24-bit data word entries.. In, . certain cryptographic operatians,
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of random val ues are represented by rl (x) and r2(x) as shown in Figure 5
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this is shown by the generation of three sets of random values r1(x), r2(x) and r3(x) (at
generator 130) and the generation of a random value m (at generator 132). As was the case
with the example of Figure 5, each entry S[x] in original substitution table 120 is masked

20 with each of the generated random values. In the case of Figure 6 this means that the S{x]
value is exclusive or’ed (at 134) with each of r1[x], r2[x] and r3[x]. The resulting data
word 136 therefore has the value r1[x]*2[x]*r3[x]"S[x]. The mask value m is masked
with each r1[x] value (exclusive or 138) to give data word 140 with value r1[x]"m.
Random values r2(x) and r3(x) are used without masking as shown by data words 142,

25 144, respectively.

The generation of 32-bit data word split masked substitution tables 122, 124, 126, 128 is
carried out in a manner analogous to that described above with reference to Figure 5. In
the example of Figure 6, however, there are four data words (136, 140, 142, 144) which

are each split into 8-bit bytes for concatenation to generate the data words for the split



this is shown by the generation of three sets of randomvalues rl (x),
r2(x) and r3(x) (at generator 130) and the generation of a randomvalue m
(at generator 132). As was the case wth the exanple of Figure 5, each
entry S[x] in original substitution table 120 is masked 20 with each of the
generated random values. In the case of Figure 6 this nmeans that the §[x]
value is exclusive or'ed (at 134) with h ofrl[x], r2[x] and r3[x]. The
resulting data word 136 therefore has the value rl[x]~r2[ x]”r3[x] ][ Xx].
The mask value mis sked ith each rl . val,ue (excl.usiv r 138) to
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concat enat spliy mdskedaubdatugomaibits 12321241326, 1PB6As $518 be seenhthesetesdfant wplest
masked substitution tables 122 24, 126, 128. As will be seen, these

resul t ant P%?Ik@é’eaélé@ﬁvﬁg\ﬂ@té‘-‘%% siRdeRetbhat is 32-bits in length. As was

referred to above, the exanples in Figures 1 through 6 show a splitting and
15 concat enaty QneRfred REaRE] the YRINMASs IhiGGRST L6 @P&Eﬁ WESHAHnE & ©
entries. Howeverf3 tﬁe pr elf’ercr:ed enbsodi r%g'%tg may %1 SO boe irrﬂgl e%éent ed w t hout
usi ng a®ncadmmtnhiom ofthe bpityahss to generate split masked table entries. However, the

preferred embodiment may also be implemented without using concatenation, so long as
the split masked table entry contains split table entry bit pairs and those pairs are placed in
defined locations in the entry so that a combination of the two split table entry pair values
can be made to generate the correct masked substitution table entry bit. Furthermore the

20 merging of the split values, illustrated in Figure 2 and Figure 3, may also be implemented
using an alternative process to the use of the m5(x) table where the alternative process acts
to create the resulting value m"S[x]. For example, the shifting of the values by 16 bits and
exclusive or operations could be used to produce the resulting value m"S[x] for the Figure

1 arrangement, instead of using the m5(x) table.

25  In the steps shown of Figures 5 and 6, the words of the resulting split masked table entries
are generated using a portion of the original S-box table entry, masked by the different set
of generated random r(x) values, a portion of one of those values masked by the a first
random m value, and a portion of the other generated r(x) random values in the set. These

split masked substitution tables may be used in a modified cryptographic process, in which



the split masked table entry contains split table entry bit pairs and those
pairs are placed in defined locations in the entry so that a conbi nation
of the two split table entry pair values can be nade to generate the
correct masked substitution table entry bit. Furthernore the 20 nergi ng of
the split values, illustrated in Figure 2 and Figure 3, may al so be

i npl emented wusing an alternative procesg to the use of the nb(x) table
where the alternative process acts to create the resulting value ntS[x].
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one of those val ues, masked by the a first,. randomin val ue, ad_a portion
of the ot h&asb‘“éi'r%‘gétﬂtéﬂm} @E&es F%\ﬁ%ﬂ??ﬁt?/%?‘i?@é‘h?%tot féasgg{h_ as%h‘ésseeo 81T %éked
substityti : ' 1dBu@td el des&shea P8 g 3PIReesse | N
whi ch 15 gg%?)gghﬁdt%ﬁ%%bdﬁgﬁfﬁealgég for the crypt oglrgg%hi C process is input
into each oftpuhealgarfor ticad: ofsplit mhskep lsithstitetvindableuydl be meigsd by aiseesl. The
reassenbly of the data aci t he concl usi.on Q@Wa crli togra e p{oces . usi ng
the split apereRE#ely fdslined eralusiye A NPERUGRS. JEhfET W'e ey 833@5’&?1665 8 BB such
as those ofy Fl.QULesnH] ¥ i | 8 ofidt, ih Boddrii@te il tREQSEHO

t hat descr{t}b{ﬂggh%?gﬁ Sg%réé%ﬂfﬁg%&d‘hg)ﬁ%ﬁgﬁ aebl eoout’p}utcvél ueg flor t he seet of
split maskddktshibivhisrtahgament atddas plick thdisitsnetoghel eftyiesingbe spift masped opri atel y

defi ned exclusive or _operations. There will the e.a further step in which
the redfl t SHgstigtion tables. Siapachh gefeeshing ot sh; l?asgt%‘gb‘%sﬁmﬁpﬂaﬁtbé%?f}m?%%ay be

accor dance daf.] ' i [ }&Q{p@@%@{?ﬂgwsed to place the
bits into € eegﬁﬁlp%elgag%ﬁf%g%wgtgﬁ%{pe%éIﬁ%e 10 "substrtution tables.
Simlarly, refreshing of split nmasked substitution table entries my be

carri ed outvaaipus smbedinrehiied thd firbsenesyention lmvinpheen dmsldesaibedinmdetail by way
Various enbodi nents of the present inventj.on, havi.ng been thus d ri.bed in
detail by WAgxargplceiEibPeaprnaenpq | opsiallsindh =t 8“’?}% ouy Eag‘?fﬁa??{’é art
that vari A AN ARk ik hg;?aﬁi%ﬁom’}?é’m%nﬁmﬁ §n¥hkfRA%En HERAES Aguchr om t he

I ncl udes al

i nvention. e 1'nvention such 15 variations and nodifications
as fal l15wi thiimidmikand eapefiatiohdss fal pdtide theckapens. thdappendédoriaiofs. t he
di scl osure of this patent docunent contains material which is subject to

A portion of the disclosure of this patent document contains material which is subject to
copyright protection. The copyright owner has no objection to the facsimile reproduction
by any one of the patent document or patent disclosure, as it appears in the Patent and

Trademark Office patent file or records, but otherwise reserves all copyrights whatsoever.



copyright protection. The copyright owner has no objection to the facsimle
reproduction by any one of the patent docunent or patent disclosure, as it
appears in the Patent and Tradenmark O fice patent file or records, but

ot herwi se reserves all copyrights whatsoever. 20 Cains: 1. A conputing
device inpl enented nethod for executing a cryptographic process resistant
to cryptographic attack on the conputin% evice, the cryptographic process
conpri sing cryptographi c steps based on a defined cryptographi c process,
the defined 5 cryptographic process being characterized by accepting an

i nput (29) Clmsyenerating an output, and utilizing one or nore
originally-defined substitution tables (8), the mnmethod characterized by

accepting the 4 %&éﬁikg%@?rﬁgﬁﬂngéﬁhin‘i@h@d f@%%&‘ﬁtiﬁg‘ﬁ@ﬂ{ptdg?@ﬂllic FeEdsgsponds

to the outplt as val ue, conprising the follow ng steps:
10 defini ng aresisintvatyptogiaphic sfatk ot thegonipatiog dedee, oy aryptogrgphigiprecestef | ned

substitution tables (8) to nerate on or, re sets af. split substitution

t abl es and na§RinH§,Sm(5&)§@H)%‘%’ %%cﬂ?;?ﬁecﬁ?ﬂ ﬁg‘?g%oeﬁé’ %gra}g’flcﬂ&p Ssstg’f:gjeﬁ?e plit
bstitution : - i

SUbstl : tcgga(lt:éfﬁaﬁlﬂc glﬁ)@ﬁ%g)teﬁ%@ﬂ%a 58% 6y &%Eﬁlﬁ@%ﬁf}dtt(z%ﬁ%@ crhf@s €S

(24, 26), 15 e I'ng put yptographi c steps In tﬁe
crypt ogr aphi ¢ apoagesant astding ene bhmotedrigiedlyedefined gutsphition patdese$3 thy
utilizing each of the sets split sked tahl e 24, 26), .t enerate a
set of split r%@k@bd%%teéizs‘g{)ba?@ﬂ% eé’@:%i(ﬁ?gﬁaﬁ(g ,fatsft%)a%*ﬁﬂwgé’ﬁtpbl? {héit)l it
masked tabl e ' ( 2O B rSIMvihR e
masked outputQ@%ﬁﬁ%@%%ﬁﬂgg%@bgwgqgﬁggﬁgﬁgfI?%%R%gg?ﬁggpcrf%?bgrapﬁi%
process as maskps: by the mask value. 2. The nmethod of claim1l, further

conprising the refresh step of refreshing each entry in each of the split
masked 19 abl es upeininga mask v9lugél4lg accessed during execution of the

Fandon  of r esh 38raag HeErkEk pER oRbERILE MRdAFEIIRIEIRE: (B0 ot the,
masked tabl e @Rhdrg sby of histit salppitaiwni tatiles fid maskind) ased muidhe mesk eathe, diat @nenor d.
or more sets of split substitution tables to generate one or more sets of split masked
tables (24, 26),
15 executing on the input (29)cryptographic steps in the cryptographic process based
on the defined cryptographic process by utilizing each of the sets of split masked tables
(24, 26), to generate a set of split masked table outputs, and
combining (32, 33) the set of split masked table outputs to obtain the masked
output (34)
20 whereby the masked output corresponds to the output of the defined cryptographic
process as masked by the mask value.

2. The method of claim 1, further comprising the refresh step of refreshing each entry in
each of the split masked tables upon the entry being accessed during execution of the
cryptographic steps, the refresh step being accomplished by defining a random refresh

25 data word (74) and masking (72) each bit in the split masked table entry by the
appropriate bit in the random refresh data word.

3. The method of claim 1 or claim 2 in which the step of combining the set of split
masked table outputs comprises a merge step followed by a reassembly step (32, 33).

4. The method of any preceding claim, in which the step of generating each of the sets

30 of split masked tables for one of the originally defined substitution tables S(x)



3. The method of claiml1l or claim2 in which the step of conbining the set
of split masked table outputs conprises a nerge step followed by a
reassenbly step (32, 33). 4. The nmethod of any preceding claim in which
the step of generating each of the sets 30 of split nasked tables for one
of the originally defined substitution tables S(x) 21 conprises, for data
word entries S[x], each entry §[x] havi a defined word length in bits,
the follow ng steps: defining (130) n séts of random val ue data words

ri(x).rn(x), each data word having bits with defined bif .Iocations, . each
set of randoncomprisesgir datporard cpigiep S1d; ¢agh eBtrﬂgf’%]W&aé#‘? Ip¢ g’ogﬁfﬁg@ﬁ%t

data words rl ,[.x] A orrespond to entry S[x] in the original
substitution Pgﬁlt%?foélﬁwg%#%&ati ng the set of split nasked tables

correspondi ng t @ef¥ixg (139) n &k ofAGHomValue daf words mE(sk (), (b3t jats herdlat a wor d
S [x] with corresponding data words 10 rl [Xx] ”"n{XlL in the set of .random
val ues to defhiarineditrsstbedefingd hitdnations; seph schafpRdorpvalie dpta v ords FHRRTISHRE

| ocati ons, naskin 138) the it h 3 of the
cor r espbndi ndj%léae‘f’grg%nfrée)ﬁ 3‘1%1l t\;lgfl %e%%t%%)dégéw’n'é' %@?ﬁ%?ﬁﬁggé@lﬁms Sﬂcﬂ%ﬂhﬁor d

(140) for S[otiginddavisAeutdhisblyianb defined bit |ocations, and 15 generating
(150) each of the entries in a split nmasked table by se) e%&ng b'hts from
the masked dat agemsratingttheset afsidivinesked tables gerresraRAiag () RhdPECARENTY ze n

of the set of rfndom values is 2 or nore, the random val ue data words in
the set ot hesr[x’han the selected value rl [x], whereby each selected bit

used to define each nfBkihg (1985 KediataRbel SR wWthicdregloadingdafarvosria
correspondi ngly defined bit-location in 20 its original data each of

rd
the bi & in therknlrymilx] inkbe sgbof randemialies thdefme magked daBverd 6130 def i ned
in accordance with a, pre:selected pattern. 5. The nethod of claim4 in
whi ch the sel e\(,:\%?‘f}ﬂgg ngtﬁgeﬁ?%d%qﬁggtﬁ%lssked data word, the randonized mask
data word and, wher epfBRingi(238) hethadkhRlgeviteh sclagiddmivatfepofithe 2 or  nore,
t he random val ue data words in the set other than the selected value rl [x]

is 25 carried osorréppondihg setiofganclom vaursde definesa repdemizad magk data 3¢oxd (kf0ds and
the step of for S[x], having bits with defined bit locations, and

15 generating (150) each of the entries in a split masked table by selecting bits
from the masked data word, the randomized mask data word and, where the size n
of the set of random values is 2 or more, the random value data words in the set
other than the selected value r1[x], whereby each selected bit used to define each
split masked table entry is selected from a correspondingly defined bit-Jocation in

20 its original data word, each of the bits in the entry in the split masked substitution
table being defined in accordance with a pre-selected pattern.

5. The method of claim 4 in which the selection of bits from the masked data word, the
randomized mask data word and, where the size n of the set of random values is 2 or
more, the random value data words in the set other than the selected value ri[x] is

25 carried out by selecting contiguous bits from the said data words and the step of

generating each of the entries in a split masked table comprises the step of
concatenating the selected contiguous bits to form the entry.

6. The method of claim 5 in which the size n of the set of random values is 1 and the
length of the masked data word and of the randomized mask data word is 32 bits, the

30 selection of bits comprising the step of selecting the first 16 bits from the masked

data word and from the randomized mask data word to form an entry (20) in a first

split masked table by concatenation and a further selection of bits comprising the step



generating each of the entries in a split nmasked table conprises the step
of concatenating the selected contiguous bits to formthe entry. 6. The
met hod of claim5 in which the size n of the set of randomvalues is 1 and
the length of the masked data word and of the random zed mask data word is
32 bits, the 30 selection of bits conmprising the step of selecting the
first 16 bits fromthe nmasked data word and fromthe random zed mask data
word to forman entry (20) in a first split masked table by concatenation

and a further selection of bits conpprising the step 22 of selectin he
second 16 bi t STselestngike spgend 40 bids go’\'ﬂdﬁﬁmé‘ﬁlf? fqaw&‘}énpm ¥ OHHg‘gi dat a
word to form ' Spld ]ﬁqﬁ- 91Dy cansahenat i on.
7. The net hod%ﬁ%%x%(%ég%ﬁ%%%B%Zgg)oﬁ%,ge{murt leifglg%)%gr?os?n% the step of
ref reshi ng 7.eatk mikédof snyeac bf okirhdve te@| futtherespdsing thesepipitvefredhéngent ry

bei ng accessed during 5 execution of the cryptographic process,. the

refresh step Basheptadesas oidhespldynasked iablsg uéoq; §BY beingasersspdringr 4 (74)
d i 7 , jt. . i t.ahlie
o0 k(G el AP PSS ey

entry correspithing atrandonbidfresie s vedd {74 and hasking KEY edelt bit innthd splithe
random zed mask data word and, where the size n of the set of random val ues

is 2 or 10 nomeaskehiablenis by ihe srproptiake tibiytse randopgreteath dath werd whgePhe

sel ected value_rl, [ X [ ] A0E; ef resh
data word. 8. %blg‘rg{tﬁggﬁ%%’ Q@%‘;“‘Sﬁ‘% éc%([}l Jn%?(sz al m?é\ﬁ\}ﬁ‘? @h%{eﬁgda%g?&ra\’e k

crypt ogr aphi ¢ ridefs&l msskaduta BET @ids Wiipdeitbdsiod n dethie)spt dfaandonoosiaes is Q.orA
conputing device program product for carrying out a _ cryptographic process

so as 145 to meeesthe mndpmogluspite watdsae ki set pfberctbaptheisalgeiad yalie rEbdY am
product conpri_si Eg%ﬁ}tgﬁ%%%éu@?ﬁgC\ﬁagganﬁ%%g:e@e | Lum havi ng conputi ng

devi ce readabl™® ode e n-sald nedium said program

code being gxemistadthed Syard p@é&am%wﬁmqh wiiclCheefihdieriiev gaphic pResst us
and/ or systemfor inplenenting the method of any one of clainms 1 to 8. 20

10. A conput i Edlendrgmiongydasapien pieg¢ssr system for executing a _
CrYDLO8r B B OeE e S e A R SN PR g Sy gL o
processs the dgtdsiedryptoppiphel ARk tRY @H8ASing device program product comprising a

computing device usable medium having computing device readable program product

code embodied in said medium, said program code being executable by a processor of

a computing device, apparatus and/or system for implementing the method of any one

of claims 1 to 8.

20 10. A computing device, apparatus and/or system for executing a cryptographic process
resistant to cryptographic attack, the cryptographic process comprising cryptographic
steps based on a defined cryptographic process, the defined cryptographic process
being characterized by accepting an input and generating an output, and utilizing one
or more originally-defined substitution tables (8), the cryptographic process

25 characterized by accepting the input (29) and generating a masked output that
corresponds to the output, the computing device, apparatus and/or system comprising:

means for defining a mask value (14),
means for splitting the one or more originally-defined substitution tables (8) to
generate one or more sets of split substitution tables and masking, based on the mask

30 value, the one or more sets of split substitution tables to generate one or more sets of

split masked tables (24, 26)



bei ng characterized by accepting an input and generating an output, and
utilizing one or nore originally-defined substitution tables (8), the
cryptographi ¢ process 25 characterized by accepting the input (29) and
generating a nmasked output that corresponds to the output, the computing
devi ce, apparatus and/or system conprising: neans for defining a mask
value (14), neans for splitting the one g nore originally-defined
substitution tables (8) to generate one or nore sets of spllt substitution
t abl es and naskl i§ ased gn th nask 30, val ﬁ% t he @p I ﬁ seteén
split substltut n% b EERCUIBS R 13W§ YHROBTEPRIGSEPE & ?VPS§V? O RLEREY
tables (24, ﬁlth%%ﬁﬁecf B HREHCIpASL e by Dl AiNPsch of IRERERMTPINY Baskb@PS
in the cryptogr I C process ased on the defined cryptographi c process by
utilizing eacthblei (24h26)s &t genefatesphat of splE lnegdked ‘ableemtﬁuzsd,an 6) to generate a

set of split masked fabl e, out S d nmeans. for, c 32 33 the set
of split pmas ked ™Meapt rS?l‘PB‘lﬁ‘Efégp@é ESHE f’ﬁﬂilt %‘ﬁtggf (O?Iﬁl
cor respond ngyh el B%favgaggo&és biEndRf ho 8t bfﬂh@%ﬁr@&'&yﬂ%@ﬁﬁﬁé r@BssTasked

by the mask val ue roceSS|ng system or network conpr|S|ng at
| east one conguhasked Bethearssk vapggar at us and/ or system according to clai m10.

11. A data processing system or network comprising at least one computing device,

apparatus and/or system according to claim 10.



