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THE f NVE 'I,(; N, p The present invention is of a system apdqyigigoang method
for rapi packet filter-in, on a packet-sw tched network, and in :
particular, to such a system a device and nethod in which the efficiency
of packet Filtration is increased by session-based filtering. Connectivity

and security are two conflicting objedtives in the 10 conputing environnent
of nost organi zations- . The tvpi r 0, ' i i1t around
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services. The gl obal avail abi Ikm@hé{jﬁggmg{ vices is perhaps the single
nost inportant feature of nodern conputing solutions. Demand for
connectivity cones both fromw thin organizations and from outside them 15
Protecting network service. s fromunauthorized usage is of paranbunt

i mpor t an@@ELD AND@ 40K GROWND @F THE InNEdMNIGON ncreased security grows,

the nmeans of controlling access to netw’oré resour,ces hﬁsf becane an
admi nd st r at i vélheptesentiipventipiosdra $y5tam,2devse aad etReHIeT R oduct i vi ty,
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yet provi secur y controlling the traftic”being, passed, thus
prevent i Rfcrehi@DBY ses@ymbadedileaing n attenpts, both within single networks
and between connected networks. U .S. Patent Nos. 5,435,726 (filed on June
(17, 1996) and GoBeB1ieBs anffsetemityorreDroandiicting oljgoByes Bbt§ of which are
herebé i ncorporated by reference as.if_fulhi?gisclﬁse%wherein descri be
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met hdds FCOMIBRIG e AETRRERIO QT CEEigatnse d BEAEPICAhE CRRRIREEand

out bound s%gt%?n PSSR ar bbbk communications, supplying transparent access

to a multitude of services. The global availability of these services is perhaps

the single most important feature of modern computing solutions. Demand for
connectivity comes both from within organizations and from outside them.

15 Protecting network services from unauthorized usage is of paramount
importance to any organization. As the need for increased security grows, the
means of controlling access to network resources has become an administrative
priority. In order to save cost and maintain productivity, access contrél must be
simple to configure and transparent to users and applications. The minimization

20 of setup costs and down time are also important factors.

Paéket filtering is a method which allows cennectfvity yet provides
security by controlling the traffic being passed, thus preventing illegal
communication attempts, both within éingle networks and between connected
networks.

25 1.S. Patent Nos. 5,835,726 (filed on June 17, 1996) and 5,606,668
(filed on December 15, 1993), both of which are hereby incorporated by
reference as if fully disclosed herein, describe methods for providing network
security by controlling the inbound and outbound data packet flow in a
computer network. The flow of packets is controlled through packet filtering,

30 performed according to a user-generated rule base which is then converted into
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anal ysi s ‘'may not be necessary. Thus, reducing or even elim nat
to reject or accept a packet. If a packet is rejected, it is dropped. Ifitis
accepted, the packet may then be modified. Modification may inchide

15  encryption, decryption, signature generation, signature verification or address
translation. All modifications are performed in accordance with the contents of
the rule base.

Uhfortunately, one drawback of the disclosed method is that a large

computational burden is placed upon the computer which operates the firewall.

20 The previously disclosed processes of packet filtration require each packet to
be separately analyzed, with many different comparisons to the set of rules
according to which packet entry through the firewall is determined. However,
once a session, or connection between two nodes which is established through
the firewall, has been validated as permitted, then in most cases, further

25  intensive analysis may not be necessary. Thus, reducing or even eliminating
the requirement for continued analysis of packets from a permitted connection
would significantly reduce the computational burden imposed by 2 firewall and
accelerate the process of packet filtering, while still maintaining the security of
the protected system.

30 There is thus a need for, and it would be useful to have, a system, a



TThe Tequirenent for continued anal ySi s Of packets froma permited ‘
connection would significantly reduce the conputational burden i mgokefl200!
~a firewaly, ..jaccel erate the process of packet littering ! <94d ||
mai nt ai ni\l}l(g)%?' ‘eygecuri ty of the protected system 30 Th'er‘éc?‘ygséﬁ)ﬁg}aa need
for, and it would be useful to have, a system a 3 1 AUG20 NV Or) i;6
3-r3 . rCT/1JSQJ/ 0392 device and a nethod for rapid packet filtration
according to the connection from which a packet is received, such that if

Comi ot e PatkEEaAgnyepd erapbihEets T ERRACt P i e SlMEORRe 2bi 1oy

to rapidl rehflci i.f1y j [ j bhesd, optionally
_ through hﬁ?ﬁpmgﬁlgéhaécglé 4 g%ﬁeg%w SP’ ?‘ﬁg’qlrfr’gfjﬁf% l?:%ctlﬁ%g# }egreg‘cegﬁsgbﬂgUMVARY OF THE

f NVENTI  Opbrii@ccBasetitidn) uiiteig@teiren® forcayipleanpacked eniabais Bnddacedet hod for
10 accel erating packet filtration on a packet-sw tched network, preferably
~an | P nebmevdn elbyimsigsh veritenthie ngilatyftorepilly and ehlicieptiz-mpiifzmasketsvsiul e.

The pre-filtering nodul e perfor |jmted set of ions with regard to
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connection__which has been previously permtted by the firev all_ If the
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pre-filtering nodule forwards the packets to their destination, optionally
perform ng one or nore actions on the packets. O herw se, the packets are
f or war dedSUViMER K OBVEHE INOFENAAOW i ng. Preferably, once the firewall has
transferred responsibility for the connectjon to the pre-filtering nodul e,
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packets, according to whether the packets are received from a connection

which has been previously permtitted By the firewall. If the packets are
15  received from such a permitted connection, then the pre-filtering module
forwards the packets to their destination, optionally performing one or more |
actions on the packets. Otherwise, the packets are forwarded to the firewall for
handling. Preferably, once the firewall has transferred responsibility for the
connection to the pre-filtering module, or “off-loaded” the connection, the
20 firewall does not receive further packets from this connection until a timeout
occurs for the connection, or a packet is received with a particular
session-conirol field value which indicates that the session is finished, such that
the connection is closed.
For example, for the preferred implementation of the present invention
25 with IP networks, such a session-control field value is a FIN/RST flag which is
set for the packet.
One advantage of reducing or even eliminating the amount of analysis
which is required for packets from a permitted connection is that the firewall
can optionally be supplemented by hardware acceleration. Such hardware

30 acceleration has the advantage of being much more rapid than sofiware-based
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| ocat ed grerfdreningtpackét fainehngacanding tweati leastwinetruid andf(d) e'pradilteringr
module being in communication with the firewall, for receiving at least one
instruction from the firewall and for receiving the packet before the firewall,

15  such that if the packet is permitted according to the at least one mstruction, the
pre-filtering module handles the packet, and alternatively the pre-filtering
module forwards the packet to the firewall for handling.

According to another embodiment of the present invention, there 1s
provided a system for accelerated filtering of a packet on a network, the system

20 comprising: (a) a firewall located on the network for performing packet
filtering on the packet according to at {east one rule; and (b) a pre-filtering
module located on the network and in communication with the firewall, for
receiving at least one instruction from the firewall, the at least one instruction
determining a simple comparison, and for receiving a packet transmitted on the

25  network before the firewall, such that if the packet is permitted according to the
simple comparison, the pre-filtering module at least transmits the packet on the
network.

According to yet another embodiment of the present invention, there is
provided, for use in a system for accelerated pécket filtration, the system

30 featuring a network for transmitting a packet and a firewall on the network for
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Hereinafter, the term “network™ includes a connection between any two
or more cormputational devices which permits the transmission of data.

Hereinafter, the term “computational device” includes, but is not limited
to, personal computers (PC) having an operating system such as Windows™, or
Linux; Macintosh™ computers; computers having JAVA™.-QOS as the operating
system; workstations such as the computers of Sun Microsystems™ and Silicon
Graphics™, and other conﬁputers having some version of the UNIX operating
system such as AIX™ or SOLARIS™ of Sun Microsystemsm;- any other known
and available operating system; any type of computer; any device which can be
connected to a packet switched network and which has an operating system,
inchuding but not limited to VxWorks™ and PSOS™; or any device which can
be so connected to a packet switched network, which is capable of transmitting
and receiving packets, and which has at least a data processor, such as a
network processor for example, including but not limited to, a bridge, a switch
or a roﬁter. Hereinafter, the term “Windows™ includes but is not limited to

Windows NT™, Windows98™, Windows2000™, Windows CE™ and any
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{ known and available operating system any type of conputer; any device

: which carydeycaennected to a packet switched network and whCtishiomsean
operating system including but not limted to VWWrksTM and PSOST14; or
any device which can be so connected to a packet sw tched network, which
is capable of transmtting and receiving packets, and which has at |east a
data processor, such as a network proscessor for exanple, including but not

lirrrited to ridage, Wi . W ree) r the term
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6 upgraded versions of these operating systens by Mcrosoft Corp_ (1JSA).
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steps perfornmed by a data processor, and as such co%l,d opt | ong(lﬁjié he
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5 the_present invention, a software .applicati cou i in
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chosen szﬁ%’usﬁjgﬁggép?%n%g%%éﬁﬁl{alﬁet g%?ﬂﬁg?flgﬂgfgggﬁice a?ggrogi gg '?o

whi ch t heyrapfa-yakal in thpRId. CPhé pfbg'ésrxmeguaﬁghag@@mbnshemcsm tabl e
progranmm ng | anguages include, O but are not |limted to, C, C++ and Java_
BRI EF DESGRYFHLIN WO (e obRAMANGS: Teyiderasgoding tanvhishibe sefpeees, aspects
and advantages w || be better understotgg] fromthe.foll ow ng detail ed

~descri pt iappheRlien pt eferic Exypalesodsuitablegrogimming fanaiRels Y er ence
to t dr,awi ngs erein: .F 1 is . a schematic block diagramof a system
acco?ﬁi nd’u{t@r‘?ﬂgt lsglétfgﬁf” G hvérn?qdo;fﬁvaﬂ G 2 is a schematic block diagram of
an exenplary but preferred enbodinent of the pre-filtering nodul e of

Figure ] according to the present 20 invention; and
BRIEF DESCRIPTION OF THE DRAWINGS

The foregoing and other objects, aspects and advantages will be better

—

understood from the following detailed description of a preferred embodiment .
15  of the invention with reference to the drawings, wherein:
FIG. 1 is a schematic block diagram of a system according to the presént
invention; o
FIG. 2 is a schematic block diagram of an exemplary but preferred
embodiment of the pre-ﬁlter,ing module of Figure 1 according to the present
. 20 invention; and
FIG. 3 is a flowchart of an exemplary method according to the present

invention.

DETAILED DESCRIPTION OF THE INVENTION

25 The present invention is of a system, a device and a method for

accelerating packet filtration by supplementing a firewall with a pre-filtering
module. The pre-filtering module performs a simple comparison with regard to
the packets, for example according to whether the packets are recetved from a
connection which has been previously permitted by the firewall. If the packets

30 are received from such a permitted connection, then the pre-filtering module
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from of the present invention with IP netwérks, and in particular with IP traffic.

15 Once the firewall has determined that a connection is permitted, or has
otherwise determined at least one parameter for performing the simple

comparison, the firewall preferably sends a message to the pre-filtering module

transferred responsibility for the connection to the pre-filtering module, or

20 “off-loaded” the connection, the firewall does not receive further packets from
this connection until a timeout occurs for the connection, or a packet 13
received with particular session-control field values indicating that the session
is finished, for example by having the FIN/RST flag set for the preferred
implementation with IP networks, such that the connection is closed. A

25 “timeout” occurs if a packet has not been received by the firewall for a
predefined period of time.

The pre-filtering module is preferably implemented as hardware, in

order to take advantage of hardware acceleration. Such hardware acceleration
has the advantage of being much more rapid than software-based packet

30  processing. Therefore, the pre-filtering module is preferably implemented as a
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Referring now to the drawings, Figure 1 is a schematic block diagram of .

a system according to the present invention. A system 10 features a protected
15 network 12, which is a packet-switched network, such lhét data is transmitted
in the form of packets. Protected network 12 is separated from an external
packct-slwitched network 14 by a gateway 16, which could optionally be any
type of computational device, also termed herein an “intermediate node™.
| External network 14 could optionally be the Internet, for example. Gateway 16

20 is connected to each of external network 14 and protected network 12 through a
hardware connector, shown herein as a NIC 17.

Gateway 16 operates a firewall 18 for performing packet analysis and
packet filtering. Packets which are permitted to pass through gateway 16 from
external network 14 are then received by one of a plurality of protected nodes

25 20, which are connected to protected network 12. Such network traffic is
typically bi-directional, such that packets are received by gateway 16 from
protected network 12 for transmission to external network 14 and vice versa.

Firewall 18 is preferably implemented as previously described in U.S.
Patent Nos. 5,835,726 and 5,606,668. Firewall 18 features a packet filter 22 for

30  performing packet filtration. Packet filter 22 in tumn is preferably composed of
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module 28 for modifying the packet, if the packet is accepted.

Other optional features of firewall 1;‘1 include an ability to perform
accounting for the packets, in order to determine the amount of data being
transferred on all packets which belong to a specific connection; the ability to
modify address(és) within the packet; and the ability to encrypt the packets.
Packet encryption in particular has been previously described in U.S. Patent
No. 5,835,726. Briefly, packets can optionally be encrypted for transmission
between two firewalls 18, such that the packets are encrypted for passing
through external network 14. Encryption is also optionally used for
communication between firewall 18 and a node from external network 14, for
example. The encrypted packets are then decrypted by the receiving firewall
18, and passed to protected network 12. Thus, the processes of encryption and

transmission are automated, and can be performed in a manner which is

~transparent to the communicating software.

30

These features of firewall 18 are preferably implemented as previously
described in U.S. Patent Nos. 5,835,726 and 5,606,668. However, passing all
packets through firewall 18 before they are allowed to enter gateway 16 places

a large computational burden on firewali 18. Therefore, according to the

€18 features

Bd network 12.
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12, then the current packet should also be permitted to enter protected
network 1. Thus, if pre-filtering nodule 10 30 deterrnines that the

30 passed ¢ he BHRET ITBES Jt RISUGH of Praraes BLPRefURFine otfle o moddle
30, preferably pre-filtering module 30 can only perform restricted analysis of
15 each packet. Specifically, more preferably only a portion of each packet is
analyzed by pre-filiering module 30. Most preferably, pre-filtering module 30
analyzes each packet only ﬁvith regard to a simple comparison. By “simple
comﬁaﬁson”, it is meant that the information is extracted in the form of one or

more predefined parameters which are compared to a predefined pattern of

=" 20 such parameters.

In a particularly preferred example of a simple coxhparison, the packet is
only analyzed until pre-filtering module 30 is able to determine whether the
packet has been received from a permitted data transmission. Such a permitted
transmission may be termed a connection, between a source node which

25  initiates the connection, for example from external network 14, to a destination
node which accepts the connection, for example a protected node 20. It is
understood that once the connection has been established, communication
between the source node and destination may optionally be bi-directional.

With regard to packet analysis, a “connection” is defined according to at

30 least one, and preferably a plurality of, parameters which describe the data
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determine one or more actions which should be associated with each
connection. Examples of such actions include, but are not limited to,
performing an accounting action in order to count the amount of data in the
packet, encrypting/decrypting the packet, performing network address
translation (NAT) by rewniting the address fields, and so forth. A preferred
example for modifying the packet is to mark the packet, by assigning a priority
number to the packet by pre-filtering module 30, according to the instructions
of firewall 18. This priority number determines the order of transmission of the
packet, and hence its “priority”.

Firewall 18 then passes the relevant instructions concerning at least
whether the packet is permitted to enter protected network 12, and more
preferably, the actions which should be taken with subsequent packets from
this connection, to pre-filtering module 390.

Optionally and preferably, pre-filtering module 3@ performs an
anti-spoofing method. Since pre-filtering module 30 may optionaily be
connected to a plurality of networks, packets can come from any one of these
networks. The anti-spoofing method determines whether an IP packet,

indicated as originating from a certain network, has indeed arrived from that

t he
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net hvork. As pre-filtering nodule 30 knows which network is connected to
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conceming the interface as part of the stored instructions for pre-filtering
15  module 30, which are also considered to be within the scope of the present
invention.
In a preferred embodiment of pre—ﬁlten'ng module 30 which is shown in
Figure 2-, pre-ﬁltering module 30 is embodied in hardware, or at the very least
firmware, rather than purely as software. The advantage of hardware is that is
. 20 is much faster than software for performing the required actions. The schematic
block diagram of Figure 2 is a logic-based, rather than structural, illustration of
the components of pre-filtering module 30. For example, the physical
connections between components are not specified, and may be for example, a
PCI bus on which all of the components are located. Optionally, the
25  components may be connected with substantially any type of internal and/or
external bus, for example.
For this implemeﬁtation, pre-filtering module 30 may be described as a
““device”, preferably featuring a memory 36. Pre-filtering module 30 features a
connection database 32 for storing the relevant instructions from firewall 18,

30  which is stored in memory 36. Connection database 32 stores at least the
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previously described parameters for analyzing the packet. The communication

between pre-filtering module 30 and firewall 18 is optionally and preferably
15 performed according to one of a number of embodiments. In a first

embodiment, pre-filtering module 30 actively notifies firewall 18 upon the

receipt of such information, in a state or event driven implementation.

Alternatively, in a second embediment, firewall 18 queries pre-filtering module

30, in a polling implementation. For example, the polling may optionally be
20 performed after a particular interval of time has passed, or alternatively

according to a user query for such information, for examf)le from a system

administrator. ‘

In addition, pre-filtering module 30 also preferably features at least one,

and preferably a plurality of, network inferfaces, shown as MAC (media access
25  control) 40, which is hardware for sending and receiving packets from the

physical network {not shown). Pre-filtering module 30 more preferably

features a firewall interface 42 for transferring packets to, and receiving

packets from, the firewall (not shown).

The flow of operations is preferably as follows. Packets are optionally

30  received from MAC 40, labeled “MAC one”, which are then passed to
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firewall (not shown).

Alternatively, the packet may be optionally and preferably forwarded to .
the firewall. Also alternatively, under certam circumstanées as described in
greater detail below, the packet may be dropped, particularly with _regard to
packets received from firewall interface 42, which are optionally similarly
analyzed. In order to avoid dropping packets which may not be IP packets,
optionally and preferably, information regarding one or more “default” packet
types may be stored in database 32, such that if such information is not stored
in database 32, the packet is defined as being “not penniﬁed”. One example of
such a default packet type is an ARP (address resolution protocol) packet.

As can be seen with regard to the implementation of pre-filtering
module 30 of Figure 2, packets may optionally arrive at pre-filtering module 30
from an external source, such as MAC 40 for example, or alternatively may be
received from firewall interface 42. If the packet is received from firewall
interface 42, it may have been generated by the firewall itself, or alternatively
may have been forwarded or generated by the IP stack of the host. Therefore,
optionally and more preferably, for such packets which are received through

firewall interface 42, pre-filtering module 30 is able to drop such packets if

on.
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t he host .defheddbotles conmtdtionadre peafodmad by the efeddtsing modulnuclin Pepket s

o oS oo 0orty bbb SR 48 sPhs b ter! no modul e

15 performed if the packet has certain session-control field values, such as a set

SYN/FIN/RST flag for a packet transmitted over an IP network, in which case
the packet is preferably forwarded to the firewall for handling. Such
session-control field values are indicative of packets which carry information
about the connection state, and are therefore important for the firewall to
‘20 receive and analyze, in order to determine the state of the connelction-
Optionally, fragmented packets are also forwarded to the firewall if the .
pre-filtering module is not able to perform certain functions, such as virtual
defragmentation for the preferred embodiment of the present invention with IP
networks, and in particular with TCP/IP traffic. Virtual defragmentation is
25  performed after an IP packet has become too large to be transmitted, and is
therefore divided into a plurality of smaller packets, called fragments. Virtual
defragmentation is the process by which all of the received fragments are
reassembled into the original big packet.
In order to prevent various sorts of attacks which may be attempted with

30 fragments, preferably the pre-filtering module of the present invention, but
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than forwarding then] to the firewall _ Thus, the determ nation of whether

to drop o bpéwsey d packets by pre-filtering nodul e 31} i spoptsenedoky and
preferably perforned at least partially according'to the interface through
whi ch the packets are received. 5 O course, other inplenentations of
pre-filtering nodule 30 are possible nd are considered to be within the
scope of the present invention . Figure 3 is a flowhart of an exenplary

hod f i ' i I
o e vou LA B R5SH SR e SRl o BLBERERS i

errn step at | east one paraneter of

the packefeidipublgtrct&Nved fntdif iPFacivdd &rdingthat fagmant is drdpesit ep 3, the at
| east one paranméter is used for exami ning the known connections,
preferably by Penimy aiaig tathofkwehaitrofZigats 3, dfersuigrclynbwptepdimettn ons. In

step 4a, if an entry is_found faqr the cket, then the action or, actions
defined feotrytfor she packst iy oot @P@dpéﬁlﬁ%ﬁﬁﬁogwﬂﬂ%ﬁm’& ﬁ?ff“c iﬂ?ﬁﬁﬁb’&m e. In

step _5a,.the pack s f rdedyto its [ Gz -and 5a are
not 18 pdPP&f atﬁfﬁtie f‘(%%i@%@%“%&& c]té‘rsttgﬁﬁbsg?isjkgﬁ? ‘é@?ﬁﬁf@n@?d val ues,
such as i fEels peraiIpet! GRs 0¥ girenalll P

net wor K, QP?]‘E‘% icc???h%‘gﬁsdgl{@ﬁ{];gl%latﬁg taeikgta%%]gf éiéfasbllgy f or war ded torfhe firewall
for handljpibnaBycbndsessiseigcenheqrefiledrihy aladede avith thedicasiarg of packet s

whi.ch carry information about the connection state, and are therefore
i npor t antinfamativa dancewahg theone@ cossestien.afichaanyssaézeipierally to det ernine

the state of the connec io,%.’, %tional II?/, Liragm%nt ed .gackets are al so
(forvvardedﬂﬁl(bld%é key Hepadantityingiae ngPecoqneclrPnPiRTRaIRR COPHIE Ml e to
perfopm certain functions C S Vi j: r¢ he

pr ef gpr ed gﬁ?&:i{%%lo&far{%@goﬁéé@nlp ¥¢r&n]5/ée{?énl %(gﬁévarntqﬁ;q g h%itlﬁg’riéstg 0afiﬁld in
particul g, whih §F6Dc’e|s§%st\§zﬁfcil' ifivoldelthe @hodiglkationeTtaé backétdts2lf. idef or med
after an 1P paci t has becone too large to be transmtted, and is :
t her ef or ekefi for ddhtifping theplew ebnrtegtion prafeiralely ipabides suchanfosaatioagsent s.

Virtual defragnentation is the process. by whi¢ch all of the re%ei v]ed
f r agnent shasevrcedRsxsldnessaadi parb the degingfigiall Bﬂ%ﬁ%éﬁ%poﬁ,t e protocol

field and optionally the interface(s) from which a packet is expected to be

15 received, for anti-spoofing protection. The address translétion_infonnation
includes the translated source IP address and port, the destination IP address
and port.

According to preferred embodiments of the present invention, once the

fircwall has sent this message to the pre-filtering module, the connection is

20  “offloaded™ to the pre-filtering module, such that the firewall no longer
receives any packets for this connection. Preferably, the firewall does not
receive any further packets until a packet with certain session-control field
values is received for this connection, indicating that the session js finished.
For example, for IP networks, such values include having a set FIN/RST ﬂag; :

25 More preferably, a timeout occurs when no packet has been received for
a particular connection within a certain period of time. Since the firewall does
not see any packets for the offloaded connection, the firewall quenes the
pre-filtering module about the last time that a packet was received for the
connection. According to the received response, the firewall determines

30 whether to keep or delete the connection. If the firewall deletes the connection,



In order to prevent various sorts of attacks which may be atter’rpt‘@dhllﬁpg'm[
.30 fragments, preferably the pre-filtering nodule of the present invention,
but 3 1 @\%dfl%gﬁswo 01/ 615,343 N.' T/ EJS03/ 05925 16 alt epgatusesbspzi he
firewal |, “drops duplicate packet fragnents- In other words, if a :
.previously received fragnent is received again. that fragnment is dropped.
Turning again to the flowhart of Fi glure 3, alternatively, in step 4b, if
an entry for the packet is not foun ’in the table of connections, then the

packet is forwarded to_the fire i ' . Shmodhhlet he
firewal | teet@iifCHER 1S P‘Pﬁ?ragh’ed%lgﬁe%?ﬁnghe? %Q%P{SE]% % %ggf({gf’ bggl o!ﬁgs is

permitted, thep the fi | Jdoab bdinenslst topresageanyentioe, the
pre-filtering C&ﬂ&gg\}\ﬁr)%ﬁ%r ere%g:essary : i nf or mat irlgﬁ concerning the new
connect i Gl wHGhcByaBSsRge RERhetiakl ijfomuitioddsom theprediltarirmmadilag t he

new connection, information concerning 10 address translatiagn and
opt i onal la¥ régfier imadrivels. doneBrfnimagtien sy iptanaly mp{egqrag\l%pgﬁﬂeéf@ lszocesses

whi ch i nvol ve the nodification qf, the ket it r

i dent bf yifmgwwaﬂé)m%wm@{%étﬁgdﬁogli@ﬁ éata%?*&ap?ven ll?ﬁéé gﬁ%ﬁ‘?‘ﬁ?%ﬁr?glt?’gn as the
source JP address an or. t I i ndiep®hde , t he

pr ot ocol PIft F%‘%’&Ogb iéﬁﬂaﬁ?cé}%yﬂgﬁ%ﬁ er ggg??)ra??%ﬁ?\?\?}?lcheg packet is

expected to i RAldhisRedfdengeqriotdbyitha prEifilterangyir ess
transl at i%uﬁnﬁﬁf%fﬁjnaggﬁggﬁgﬁg%%s t he transl ated source Waddress and peort,
the dest ifatiRfot B pagtitidssconmediiposince Abe astitimy thet frect&oudYPenbodi ment s of
the present invention, once the firewall has ant this mesiggq Lo t he
‘pre-filt enfognatimiuives updred emidbeilast e Uyt @ PackEaay ©T8vy p?e-_fi ltering

modul e, such that the firewall no l,onger .ecei : r this
conndét i opre-Tkeng 519!19{‘3 {Oﬁ\gﬁlﬁipﬁmlw ¥ Cﬁgﬁ' 'Tr%z%‘é?%“gﬁgh? %Jr%%é;lrgr packet s

until a packet.w th cert-ai i1 9- Sy drddl Slorey ptafesatily, ifdei ved for
this conn@é?ti%ﬁl\,{\fnitﬁﬁ?&%@ﬁg@ﬁ?@@ﬁe%gsi o iS'in?]iEh‘ed- For exanple, for
| P net wor ks rRsGh: MRJGURSIdIB@E teke chmwictign atheatthE pN-REETNZgodel Mor e

preferably, a tineout occurs_when no packet has been re%ﬁi Fd fgr a
par ti cul apughestectsorccointing irfocmetian ALPR HECHICLIRR O SRLECYRE f i reval |
does : .

15 It will be appreciated that the above descriptions are intended only to

serve as examples, and that many other embodiments are possible within the

spirit and the scope of the present invention.



not see any packets for the of fl oaded connection, the firewall que$i1es[\u5néﬂﬂli
pre-filtering nodule about the last tinme that a packet was received for the
connection. According to the received response, the firewall determ nes

3t ) whether to keep or delete the connection- If the firewall deletes the
connection, | AUG 20( W) Ca/6- 4 PCg/USO1 /0-5925 17 the connection is
preferably deleted fromthe tables of the pre-filtering nodule. According

to ot hgpanr & Eehl@ep jgenbodi ments of the present i.rrvcntion, the

firewall receives updated accounting information fromthe pre-fllterin

nmodul g, at A e@dtbaf for BleENPAtSd phitkst 1idMigrahé @Pste @&hbﬁé‘iﬁ?! y and preferably
pushed to the 5 firewall by the pre-filtering nodule, rather than by having

the firewalth) pal dourbe noBedof trhh&mitfieg aOshdket;, The accounting information
preferably includes the nunber of packets and of' bytes which have been

received by (bhe addstinatibRHoag fon%giﬁnégbicﬁpwetﬂ cul ar connection since the
e .

| ast time that the accounting informaiion was updated, and the last tine

that a packel) WastiReRl ¥eskpBYed MordBeR sBid is%;%@;?i RSIdRAY! &i chesttiﬂ%ﬁon

particul ar connection- This infornmation Is reset wmthint

pre-filtering madubaor (BbMNAL!PacRBEHREE Ry REQIEMARbYat 1bdsiidHe rud:8ard | tering
nodul e del etes the connection, then the pre-filtéring nodule pushes the

last accounting i nfermlhgn Ll afOPSAT LOR R4 AR Lhd ebu@g! in 1 1t
at the above to

will be appreciated t escriptions are Intended onl serve
as exanpl es, an : i@ Fhag : I | i -

spirit and the gSEﬁ@"&@Mﬁg?%&ﬁt !né\i/lgﬁtﬂf ienc,'%\ﬁn Q‘??W @%EE&M@D IS A
system for accekgiralar RAGKAI ahalfbiarrbeam;ghgaiayﬁéﬁmCb%we' §§89¢rem2 a

source node for transmtting a packet~ a destination node for receiving

sai d packet; (CkugnhfthaeWeddidi gHREPIS ¢RI EBHRIMY BPWLRE aPqesstahitk sai d
destination (d)
instruction, said pre-filtering module handles said packet, and
alternatively said pre-filtering module forwards said packet to said
firewall for handling.
2. The system of claim 1, wherein packet transmission between said source
node and said destination node forms a connection, and said firewall determines
whether said connection is permitted, such that said at least one instruction
includes at least one parameter of said packet for identifying a permitted
connection, such that if said conneciion is permitted, said pre-filtering module

handies said packet.

3. The system of claim 2, wherein said firewall receives a packet
from said permitted connection from said pre-filtering module if said
packet has a selected session-control field value,

4. The system of claim 2, wherein said at least one parameter for
identifying said permitted connection includes a source address and a

destination address for said packet.



node for performi ng packet filtering according to at |east one rul3®;] G 2604
pre-filtering nodule separate fromsaid firewall and being in
comunication with said firewall , for receiving at |east one instruction
fromsaid firewall and for receiving said packet before said firewall,
such that if said packet is permtteggaccording to said at |east one
instruction, said pre-filtering nodul e handl es said packet, and

alternativ j -f L Lerin -Or War ' | d
firouar 1 fate st ST el QLS SR KGR ERS RSl 81
transm,ssi on. bet ween sai d. gé)éjrce node agd ai d.delst' nati on node fornms a
connecdEFBALLY NG 31y PeFPi sl [CRrer PR SUr thifdt HRFTUdS S & SORECE BRTF s

perm tted, such that said at |east one instruction includes at |east one
par amé¥E} aofleshin@ tipi Keartfior saiehPrfliehg a pernmitted connection, such that
if said connection is permtted, said pre-filtering nodule handles said
packeta. 3. Thee sypstemodfclaiail @, 2wheireireiill eaaiat dHticeval packeti kas aopacket
fromsaid permtted connection fromsaid pre-filterincr nodule if said

packetheRas rac ERIRLTEH s288ShOAMSARY ebnridceldh \Wiete a preddhcsypeempf claim
2., wherein said at | east one paraneter for identifying said permtted

connegfei i L rc n . hpnati on address for said
packet('?jff tgl%f’r,&k%éafg@ﬂﬁfé%%& ?srﬁ(e%(i‘é%gfg% %’ru%cpg?m jlp wherein said at |east
one paraneter for identifying.said permtted connectign further includes a
sour c?'porh%ear?é’sée%s‘?ng ﬁi%’irﬁngpo?’ CIEgt ga?dpﬁﬁ%l?gtwlaheasg?@f@ﬁ’rl Tclaim
2, wherein if an additional packet has not been received for said permtted
conneé&epsipafacartiral pridgelst i neduger indicasive i el safarmetivect ialrout del et ed
by said firewall. 7. The systemof claim2, wherein if a packet with a
parti coharectbms sitane donteceivdd ¢bd seadl yserrmibitedtdorenet tionf, avaidt paskabout . a
connection state is received for said permtted connection, said packet

is forwarded to said firewall.

8. The system of claim 2, wherein said pre-filtering module further
comprises:
(1) a connection database for storing said at least one

parameter of said packet for identifying said permitted
connection.
0. The system of claim 8, wherein said pre-filtering module further
comprises:

(ii) a classification engine for analyzing at least a portion of
said packet and for comparing said at least a portion of
said packet to said at least one parameter.

10. The system of claim 9, wherein said pre-filtering module further
comprises:

(iii} a modifier for performing at least one action on said

packet if said packet is received from said permitted



is forwarded to said firewal|l. The systemof claim2, wherein said 1 AUG 2004
pre-filtering nodule further conprises: (i) a connection database for
storing said at | east one paraneter of said packet for identifying said
permtted connection. 9. The systemof claim8, wherein said pre-filtering
nmodul e further conprises: a classifspgation engine for analyzing at |east a
portion of said packet and for conparing said at Ieast a portion of said
packet to sai d e angt er i erein
said pre-fil terl ng 12%3%%? fusaatalﬁle?gr(t:or%g#gesowg Cgﬁ |er 1%é;‘pe@r‘:"?lor%é/rrﬁ]ng at

| east one action on sal d packet if acke ls_received fromsaid
permitted | AUGEOF BB ﬁ‘é‘c]tr}%ﬁuc ]é’irh %ﬁml figrwalkti on being defined
according to an instruction fromsaid firewall 11. The system of claim 10,
wher eilnl .saiTherevstens eef gjaidul @ ivshereipl omidt pacaliltarineg dweadalldeis ce. 12
The system of claim 10, further conprising: (e) a conputational device

i nt er posEd nbeh ek mssailthsbwaee devdde. and sai d destinati on node, wherein

said pre-filtering nodule and said firewall are operated by said
conputiat i ongle do¥t & oﬁ-élaﬁqsb’@tﬁi@tflﬁr @&%‘ﬂr@éﬁig@d filtering of a packet on
a netvror system corrprlsm k, the (a) a firewall |ocated on the network for

per form ng gackgt . bh%‘tfb%éi” dG LK, RS B ddh balfasburls MUl e

and

node and said destination node, wherein said pre-filtering
module and said firewall are operated by said
computational device.
13. A system for accelerated filtering of a packet on a network, the
system comprising:
{a) a firewall located on the network for performing packet
filtering on the packet according to at least one rule; and
(b) a pre-filtering module, separate from said firewall, located
on the network and in communication with said firewall, for
receiving at least one instruction from said firewall, said at
least one instruction determining a simple comparison, and
for receiving a packet transmitted on the network before
said firewall, such that if the packet is permitted according
to said simple comparison, said pre-filtering module at least
transmits the packet on the network.
14. The system of claim 13, wherein if the packet is not permitted,

said pre-filtering module either forwards the packet to said firewall for



(b) a pre-filtering nodule, separate fromsaid firewall, |ocated 3 dn AUGe 200%

network and in comunication with said firewall, for receiving at |east
one instruction fromsaid firewall, said at |east one instruction

determ ning a sinple conparison, and for receiving a packet transmtted on
the network before said firewall, spch that if the packet is permtted

according to said sinple conparison, said pre-filtering nodule at | east

A Rdindliby RAGKEAKENT, FELURI fin BIE AUSIER oLng) SlllkdaBvefer e )

if the pac I's not” permtted, sal ring ul e el or war ds
the pagket to0 said fire.=all for .3 1 AUG 4 21 . handli if the packet is
recei \fg"cﬁ’ﬁsr %)]ilr?tﬂ?ecqﬂeett bﬁw P eél1?&@&5&?(?/‘58&0%?6@?%@’632(:ket if the
packet. is received fromsajd firewall. 15. The system of claim 13, further
conpr ilsing:The pystesupt €lagael $ ofuttharspempmigingie packet; and (d) a
destination node for receiving the packet; wherein packet transm ssion

bet ween sai(d) sawmerswdedenfbrsaiahsmédtingahieopackdeg dndns a connection, and
said firewall determ nes whether said connection is permtted, such that

said at |eaptadestiAgHIHEHoRR fdictaklasing theashcree paranmeter of the
packet for identifying a permtted connection, such'that if said

connection i ] I re-fil I | east, _trapsmts the
packet on (TICREBRERE] PahRnRisSion DEH RN o des B3R philha

connect i ondi s, not _.a_per 'tt?d connection, said pre-fjltering_nodul e drops
the packet GEFHNFIPNsBAGE o IQTSe P o FORMEOL At e@hcl&Rids i Fire®@lbn, t he
system featuring a network for transmtting a packet and a f irewall on the
net wor k f odeterméneagvhrshpasicad cenpeetipnl tsepenmitisgll suthrthadcedid ng t he
packet before the firewall, the pre-filtering nodule conprising: (a) a
menory for astlemistgoat ireststictivm iinstudesi an [éast aial Yrm@neter of the

packet for identifying a permitted connection, such that if said

connection is permitted, said pre-filtering module at least

transmits the packet on the network.
16. The system of claim 15, wherein if said connection is not a
permitted connection, said pre-filtering module drops the packet.
17. For use in a system for accelerated packet filtration, the system
featuring a network for transmitting a packet and a firewall on the
network for filtering the packet, a pre-filtering module for receiving
the packet before the firewall, the pre-filtering module comprising:

(a) a memory for storing at least one instruction for analyzing
at least one parameter of the packet from the firewall, said
at least one instruction including said at least one
parameter for identifying the packet; and

(b} a classification engine for analyzing at least a portion of

the packet and for comparing said at least a portion of the



at |east one paraneter of the packet fromthe firewall, said at 3 dadtGopdd}
instruction including said at | east one paraneter for identifying the
packet; and a classification engine for analyzing at |east a portion of

t he packet and for conparing said at |least a portion of the 3 1 AUG . 2[0~
22 packet to said at |east one parapeter according to said at |east on
instruction. 18. The pre-filtering nodule of claim 17, further conprising:

(c) a nodifier f e £ Qrdd ag., at i ef...i,f .t he
packet is perm tl?éec, sfg(lgdggalta. aﬁégétggo%%leeog%tr?g#%gi %gC&gglfnréﬁgg %aéf:io? ing to
said at |least one_ipstruction fromthe firewall. 19. A nmethod for

accel erat ed pack&ESH BPHI'THPE network in conjunction with a firewall,

t he met hod conprisjing the steps of: (a) providing a pre-filtering nodule
for rdcei vitf ®rpakikeringansasle i ¢lppandly furbher comprisgngai d packet by
said pre-filtering nodule; (c) determ ning whether said packet is
pernmtted; (ahd @Emodifse opackfirmmpertnicttsehndardiomeprsahd packet by
said pre-filtering nodule. 20. The nethod of claim 19, further conprising

the step of: (e)f _Q!h'feeg) aldetely pdraiedi Raigahd 1Baskaind audihenfhegual 21.
The nethod of claim 20, wherein step packet is received fromthe network.

s perfornmed if %f@fﬂ“ié@eadwﬂgoﬁco Ghad Mi2fba MNGLE R i ERLY RAGKSINL S

recei ved from

firewall.
19. A method for accelerated packet filtering on a network in
conjunction with a firewall, the method comprising the steps of:
(a) providing a pre-filtering module for receiving a packet
before the firewall;
(b}  receiving said packet by said pre-filtering module;
(c} determining whether said packet is permitted; and
(d)  if said packet is permitted, handling said packet by said
pre-filtering module.
20. The method of claim 19, further comprising the step of:
(e) alternatively, forwarding said packet to the firewall.
21. The method of claim 20, wherein step (e} is performed if said
packet is received from the network.
22. The method of claim 21, wherein if said packet is received from
the firewall, dropping said packet.
23. The method of claim 19, wherein step (d) includes the step of

marking said packet with a priority number.



the firewal |, dropping said packet. The nethod of claim 19, where8nl shidp 2004
(d) includes the step of marking said packet wwth a priority nunber. 3 1
AUG 2004 23 24. The nmethod of claim 19, wherein if the packet is received
as a plurality of fragments, step (d) includes the step of determning if a
fragment is a duplicate fragnent, sueh that if said fragnent is a

duplicate fragnent, the nethod further conprises the step of: (c) dropping

sai d dup) i cEhE MRBABRNbT ARim 19, MRhaediofir Gl %?qet"\i%eE«Ségv%Hetaﬁ(&) i's

determ ned according to at |east one instruction received fromthe

fire hod. of ¢l ai.m 25, erei,n said cket has.a. .

dest i éhrg%ﬁyaggﬁggg}naenrgtsm%ﬁea rQHLtlgﬁh}(lAg?siﬁb? @385’ Sﬁéﬁ?%]ﬁug‘ﬂngo]rfv@r di ng
sai d qacket to said destination address. The_ nmethod of claim 26, wherein
step (GFEMHtudEs 2 FBIRHERtG drRgmE Mg sHateddatome sadei Sragmeadi & packet by
said pre-filtering nodule, said at |east one action being determ ned

accor dhwplicatadraginestt; dbtei vrethoohfutid o cempatises th8. stEpeofret hod of cl ai m
25, wherein said packet features at | east one paraneter, and said at |east

one instrugtj on degspirfd esidaduplhestketragaeatpernitted packet according to
said at |east one paraneter, such that step (c) includes the step of

lyz i t Feveqgal |l ea n 1. : nmet hod
anal yziflg sghd RREKSSAL ff &lkigYe18 ‘i'vhglfelh §Ee1-15e>a§ct)pals ”&Eteérmﬁgﬁ

of claim28, wherein the firewall cfassifies at one previo

R R R A e e
Chat ot 1 e metian| Of 6lin chd WSeero8 991 AAChchas a destination
address and wherein step (d} includes the step of forwarding said

packet to said destination address.

27. The method of claim 26, wherein step (d) includes the step of
performing at least one action on said packet by said pre-filtering
module, said at least one action being determined according to an
instruction from the firewall,

28. The method of claim 25, wherein said packet features at least
one parameter, and said at least one instruction identifies said packet
as a permitted packet according to said at least one parameter, such
that step (c) includes the step of analyzing said packet to retrieve said
at least one parameter.

29. The method of claim 28, wherein the firewall classifies at least
one previously received packet according to at least a source address
and a destination address of said at least one previously received

packet, said source address and said destination address together

forming a connection, such that the firewall sends said source



24 address and said destination address for identifying said conné%ﬂigws &B
a permtted connection to said pre-filtering nodule as said at |east one
instruction. 30. The nmethod of claim 29, wherein the network conmunicates
with a plurality of interfaces, and said pre-filtering nodule is connected
to each of said plurality of interfages, such that step includes the step
of determ ning whether said packet is received from said permtted

connegly s%naxfcg QKA &@éﬂbﬁ%ﬁﬂﬂi&&f&&cg@? qHeR tif gﬁg éﬁadceﬁgl%%fudé

pernmtted only if sard packet is receive romsa perm tted connection
throu%ré c§1ar|)eclrnplermtted in

itted connec 1%r1r1c 5 %aid pre-filtering module as said at least
one instruction.
30. The method of claim 29, wherein the network communicates
with a plurality of interfaces, and said pre-filtering module is
connected to each of said plurality of interfaces, such that step (c)
includes the step of determining whether said packet is received from
said permitted connection and from a permitted interface, such that

said packet is permitted only if said packet is received from said

permitted connection through said permitted interface.



