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WO 2004/ 053700 PCT/ S&003/ 000114 A SYSTEM AND METHOD

FOR CONSOLI DATION OF USER DI RECTORIES 5 FIELD OF THE
WO DMENFI7GN The present invention pertains to tpPer/8GHI08/000114

of secure networks and conputing devices. Mre

particularly, the present invention relates to

automati c user authentication. BACKGROUND OF THE

I yth rapid gro of. | rnet and networ K

Ae GSobEMAND BB HORCORBEI T ALEORTOH

users of network ser \DIRECTORIESr to provide secure

access to network services, user nanes and passwords

are utilized to authenticate the user logging into a
Eggﬁéghgggggggéﬁgtgggparticu!ar network services. Users

al applications, each with its own

separate authenti cation nmechani sm causing the user to .
The reerspb BV RN PHladns octhe fighd ak seenre peiwerksrand copputipg devices.

this inconveni ence users usually utilize the same user
Mom apagicaBrisnie presentonenfion rahiés to phionmpip e attheniscatihmt

they access. In addition, users choose easy to
BACKGROIEX DG THE IS/ ENGION usual |y are easy to crack by

hackers. Cracking of one password for an account

WitR : 93¢ BRSwRdTahtcREE AHD hetwititsh tHeSophRR®y UE BlieridBcidRbey rises
password. Network setups such as wireless Local Area

amo%lgtu\é\@é 5% nefR L EVRES IR %rée?@%#{o?’?df ARG WEAKs « Hét&rgﬁi vices,

otecti on | ncrease vul nera of passwords t

techni cal attacks by .hackers.. 2 hackers are abl e
user, G503 8 moep SRS e Bt ety Sl Bip i Jrpdo ¥ ssitem
causing the users to voluntarily provide the hackers .
providing p@r%evﬁr petwetoreadcant{seis B1aY Resrsses seyrEal @ppigaipns, pach with
~accounts and nultiple passwords, that users naintain,
its qyassaperat: avtherdigatnmeehnnisgy eausimg bierupdr o mememberhaulbiptesuser
a tedious and sonetines burdensone task. Resetting
nameoagbpasewo@n.dwotopihis mceaknimes wargssually slidel the sahd user name
accounts of a 25 departing enpl oyee are exanpl es of
and pasierd RSl appladiTomy thitrtaéyOiceeREROaddRiode i$edd Ehobkk easy to

remember passwords, which usually are easy to crack by hackers. Cracking of one
password for an account breaches other accounts with the same user name and password.
Network setups such as wireless Local Area Networks, remote access features, and weak
intrusion protection increase vulnerability of passwords to technical attacks by hackers.
Many hackers are able to trick users by posing as system administrators causing the users
to voluntarily provide the hackers with their passwords and user names.

Due to multiple accounts and multiple passwords, that users maintain, password
management for system administrators becomes a tedious and sometimes burdensome
task. Resetting forgotten and compromised passwords, disabling all accounts of a

departing employee are examples of tasks that system administrators need to perform in
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1 WD 2004/ 053700 PCT/ SG2003/ 000114 order to manage
passwords of existing accounts in the system
WO p@asos37ad e password nanagenent nay | ead to SBCI/8BGL093/000114

breaches, such as failing to delete a password of a
fired enployee may allow that enpl oyee to access
network areas that that enpl oyee should not be
accessi ng anynore. .5 Further, even, if passwords, a

ordep, & FEERES) PRENRELGOT B AESL e oy PERY TyRp g bissword
aut henticating users is fundanentgll¥ v Inerableﬁ;o

mansgenicotma tead 6k SeCFBTERNIfh SHeh arfailing to delets arpapswaes ot pfired
the best ways to | ower the popul ation of potentia

empRiytamke alow that empBgeato aveess nkiwoalt erchptbaidthat employee should not
aut henti cation nmechanismw th private keys stored on

be alR¥sHLCAynfopkens.  The process of transitioning from
passwor d- based aut hentication to token/certificate 10

Fm$§§ g@?ﬁ% gfa%{r&rﬁg oy do?re@’ilf %magéd, PLARE Stass WM WRfrecilyt for

ransition process that al enterprises serious
about digital. secur] need t '
authiieane Vi GpRathiol yOEEf g YAflfi A58k MR andPhere on the
and ot her shortcom ngs of., the prior. art.. RY.
Interpeie Qo bgt WYAt?rgqu‘ﬁs&h%HBP‘%%}?&O&H?%W&EH%?%{MOF’C“SG a

user authentication are described. The nethod nay.

certifinatb bdsedi andientitationgnechgnigmawith private kg stergd jogrhysical tokens.
accessi ble by a user by exami ning authentication

The Cpreete# toff atansitivhiag nfeem ofasswerdiesad, althenticatidnoth tekpn/sersigicate-
i ncl ude generating a view of the plurality of

bascAPRIAeAL 4RSS Q\C&ﬁﬁéﬁi:)b lheodass. twevenrsg it is BRblftion process that all
DESCRI PTI ON OF THE DRAW NGS 20 The present invention

ente%;ids% S hs AR dfpitaM@Yufl nBdPidRInGertike. NOt lim tation in
e figures o t he acconpanyi ng drawi ngs, in which

l.i.ke referenges .| ndi . - otF ;
Wil L HERERS 4y BUSTEDG i T el RO p g o

I'tecture according
to one enbodi ment of the
the prior art.

SUMMARY OF THE INVENTION

A method and apparatus for automatic user authentication are described. The method may
include identifying a plurality of applications accessible by a user by examining
authentication credential container of the user. The method may also include

generating a view of the plurality of applications accessible by the user.

BRIEF DESCRIPTION OF THE DRAWINGS

The present invention is illustrated by way of example and not limitation in the figures of
the accompanying drawings, in which like references indicate similar elements.
Figure 1 illustrates an exemplary system architecture according to one embodiment of the

invention;
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i nvention; 2 WD 2004/053700 PCT/ S&003/000114 Figure
2 illustrates conponents of an Access Agent according
w0 eooafs37erbodi ment of the invention; Figure 3PCT/SG2003/000114
illustrates conponents of a Secure Qbject for
Conveni ent ldentification according to one enbodi nent
of the invention; 5 Figure 4 illustrates conponents of

el S9N RSB USSR 0 enppippt o

. of a startup procedure according to one enbodi nent of
VAL | nyention; Figure 6 is an exenplary architecture
of a processing systemaccording to one 10 enbodi nment
Figwt $higlu$tmt@ntc¢n@mneat$d ofizgheeur? 8bjegfstf¢ra€@9‘@ient Identification
consolidated directory as presented to an
accadinigne she ahbsdiaemafdheigvémionpne enbodi ment of the
present invention. DETAILED DESCRI PTI ON A net hod and
Fig@® PArighdtitdsOboriSlen@Ubh @d&x’ti%a‘l\ﬂﬁﬁgérﬁerﬂ eSystdnb efdcoriRizto one
that in this description, 5 references to "one

em HHRQ{tHP?\te"in tiofdN enbodi nent” mean that the feature
elng referre ‘0 is included in at |east one

. e di t o he present inyention, Fyrther, .separat
Fiefi o eh B £hec 0 SBRuPRERT® RS tade spReBReR st te
. not necessarily refer to the sane enbodi nent; '
mveb@Bver, neither are such enbodi nents nutual |y
excl usive, unless so stated and except as will be
Figyre a@li isyampppamplaty taschileoisiee oii 4 | rdcessing heystgmt acqhdigg to one
the present 20 invention can include any variety of
embodiném af themsveatiol;@ndi nt egr ati ons of the enbodi nents
descri bed herein.
Figure 7 illustrates a consolidated directory as presented to an administrator according to

one embodiment of the present invention.

DETAILED DESCRIPTION

A method and apparatus for user authentication is described. Note that in this description,
references to “one embodiment™ or “an embodiment” mean that the feature being referred
to is included in at least one embodiment of the present invention. Further, separate
references to “one embodiment” in this description do not necessarily refer to the same
embodiment; however, neither are such embodiments mutually exclusive, unless so stated
and except as will be readily apparent to those skilled in the art. Thus, the present
invention can include any variety of combinations and/or integrations of the embodiments
described herein.

The present invention discloses a method and system for authenticating user via

physicalization of user credentials. Passwords and usernames of a user are stored in a
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The present invention discloses a nethod and system

for authenticating user via physicalization of user
were@dosiTi@l s. Passwords and usernames of a usePCEHB€2003/000114

stored in a 3 W 2004/053700 PCT/ S&003/000114

devi ce and automatically provided to correspondi ng

applications that the user is attenpting to access.

reciat hat the erm y
devife iy SRR I rsRy T meafe iRt o wer i
user aut hent i cati on |nfornat|on into approprlate
a“efaﬂtﬂ&t@é?‘?eéﬁs The term 5 "client machine", as used
herei n, means a processi ng system hosting a Secure
It wﬂbjbetﬂppfesiatedcthavm temin Trdebeclfl @atuseth heRal, anehs automatically
Technol ogy I ntroduction to related technol ogy may be

inseA@dtaied nferUndenttand infraetien 8P aphopi4ts applicatib®s. The term
i nvention. 10 One enbodi nent of the invention utilizes

“client HREBNED S GledARE S Smgz(rﬁta%%es&%l? em ho$ehB 4 §ecﬁre Object for
message- based protocol based on ensi bl e "Mar kup

for accessing services on the Wb.
Cong%%%&%f& M. syntax to send text commands using
P e enbodlnent of the invention utilizes
ngﬁ?a ransfer Protocol Secure (HTTPS). 15 HTTPS
prot ocol for accessing secure Wb servers. Using
Intrqf-hlcri}t@l toelgtedyiechaplogy rey dehebpilde ypdarstandrg squ's%%minaﬁnts of
HTTP directs the nessage to a secure port nunber
the inggoitien. t han to a default port nunber. Exenplary
Architecture Figure 1 illustrates an exenpl ary
Onca¢mibidieituoe taf idvaatiom weilizdsoBimpMd Gije SAcdge Protd&f) (SDAP).
conmuni cates with Identity Managenment System (I MS) 110

SOAR & >EREsa@E-bhfeliRsRotobdBbased on Extensible Markup Language (XML) for

accessing services on the Web. SOAP employs XML syntax to send text commands
using HTTP.

One embodiment of the invention utilizes HyperText Transfer Protocol Secure (HTTPS).
HTTPS is a protocol for accessing secure Web servers. Using HTTPS in a Uniform
Resource Locator (URL) instead of HTTP directs the message to a secure port number
rather than to a default port number.

Exemplary Architecture

Figure 1 illustrates an exemplary architecture of the invention. An Access Agent 100
communicates with Identity Management System (IMS) 110 via SOAP or HTTPS. IMS
is located on a server machine. In addition, the Access Agent 100 interfaces with Secure
Object for Convenient Identification (SOCI) device 120 via SOCI Application Program

Interface functions. Figure 2 illustrates components of the Access Agent 100. In one
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is located on a server machine. In addition, the

Access Agent 100 interfaces with Secure bject for
w@ornesizent | dentification (SOCI) device 120 vPEI/SGEN03/000114

Application Program Interface functions. Figure 2

illustrates conponents of the Access Agent 100. In one

4 WD 2004/ 053700 PCT/ SG2003/ 000114 enbodi ment the

Access Agent 200 i udes .an_install 205.. whj ch
emtOEERP e RRNes L Aetio P Rt Ol &, Sfen Bl ane Access
hosting the SOCl, The Acce Agent 200 incl udes ser
Ageph? Qb éh%dreﬂcalrﬂwﬁ%ﬁ%eﬁ obheiAEoesh AZERP D SasludgSeuser

a graphical interface allowi ng nmanagenent of the
interfaccassdvig @b, whichmeovidessthe Ehé usercwisls a/gyapiticat Oaterfhascallowing
includes a 5 duplication nodule 215 that allows the
mandg@hientt @f [iR¢ fARcEssdgdnt’s uh@ionef Thd A c&ECIA gentl 28€ falsptihelndes a
of which will be apparent fromthe follow ng

dupfaBieHSRb@e Te ttAE GRIWs AUE Niser 20 GePYm CAIPHCARR 8f the SOCIL
scripting tool nodule 220, which provides the end

. . | S

desfBRHT oL UAEBE ARG T e oY RELLRlE ThE Aloss Agent
passwords for new a i cat,i . A.sniffer dul g 225 .

2005555 §Ru5 e FHORIBAIO Fots ZaDs ebicboEen Mot ps with a
capture user behavi or and_play back user .

mechtisra A (VEHE i nSH $HIPEY 19aa Wilizedipy thpAcsess Agah 209 dor maneging
i ncl udes a sessi on managenent nodul e 230 to repl ace

passgroagsfocedw applichonsi Aasniften modtle224 aenyi alsat beanelypdedoimtignfceess
provi de sessi on managenent control on the client

AgenB200 tvecapiiic Asardshaigemid plapback Lier a(héntiatits ddfbangtion. The
235 ensures a proper startup of the Access Agent 200

AccHROAecan 200 aRb lihdidedla sebdidn mbhdyehBht HbHQODIORS Riphe giiihical
Access 15 Agent 200 al so includes a data nanagenent

autHaR§AkiS, %Qrfa%%ﬁla%gkgst%%gwg% g?sqwnema&%jr ERCLHHEBE on the

Certiticate nt Mo Access I nto
. nagement Mdul 65 nfi guration agenent
et Boo a0 ARt AuE g TR F Lo L AR fproper sarp
Managenent ul e 260 manag ta related to, digital
of thoATH RATHSO0 HERn 28 %FQMSSSP@ infodfe sk giaghigg e Access
generating a certificate request. The Access Info
AgenbAelse Hicludssl aldatapgsnagement module 240. The data management module

240 includes Certificate Management Module 260, Access Info Management Module
265, Configuration Management Module 270 and Audit Log Module 275. Certificate
Management Module 260 manages data related to digital certificates such as parsing the
certificate and generating a certificate request. The Access Info Management Module 265
manages data related to application access such as extracting user identification and
password information. The Configuration Management Module 270 manages data related
to configurable parameters of Access Agent. The Audit Log Module 275 manages

logging of activities of the Access Agent for audit purposes. The Access Agent 200 also
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20 manages data related to application access such as
extracting user identification and password
WO ndoatosErdé on. The Confi gurati on Managenent ModeCESQA03/000114
manages data related to configurable paraneters of
Access Agent. The Audit Log Modul e 275 nanages
| ogging of activities of the Access Agent for audit
. rposes. . The Access,k Age 200 also .5 WD 2004/.053700
inch{3{eh) RCSRERBGa T ST s CPIRHRIFRLSN SRdlen S SOCI
245, conmmuni cation nodul e 250 and SOCI managenent
manpgsaAng npsigle 23/ dundgiens of wiishcwillwlse balapparpe dhee fllowing
fromthe follow ng discussion. Figure 3 illustrates
discassiomxenpl ary architecture of the SOCI according to an
enbodi nrent of 5 the invention. The SOCI is a hardware

Figuk©k gRistapakh %ﬁ%&}ﬁiafwits&ﬁx@%@mos@@l 4dA6rdiSL0 a8 embodiment of
conmputer. The S i ncludes a chip 300. The chip 300

the TEOY¥ntRA. ns TR i§ aar%&\b 'tolg-e%e?aggﬁlg Rt %g&g' &%&%I:%itoathe user’s

crypto processor 310 that perforns cryptograp

cal cul atd . descri bed I ow. Cryptographic .
comflet gt S nFRaFL 8 &R0, MRt sopeP B Rhacmre seaychipgToe
. hash al gorithnms such as RSA, DES, 3DES, SHA1 and MD5,
chipap§0 GRCHRSCR EVBOWBIOPERHoAR) 1636 ReREISPEPISERHS ARetlation
require any further explanation. In addition, the chip
descgbed belewudeptographigalanlaions mchuln symimetriqidyy atyeakitiakey and

such as private keys. The SOCI al so includes Flash
hashRA@driZirns bachsts®SA, SO S, SRS, SHiAlexnsl MDE, s1bof wkiok el well known
data such as user configuration data, digita

in theekt add €RhESreq@kE anyTHA@thHS@cgﬁrﬂﬁBn.qﬁ %H%&eﬂle 3Bfp 309 includes
anot her conponent of the SOCI. The USB Fl ash

Okt BY LAV ss,drr e ;
NVIERL PR/ RSV HR0uROEGe Rk IR, B 1 g e

t 15 and t chip,300. The SOCI.incl.udes
rlas] RSB oo [ eter PRET DAY B i B e woer

onput e c nicates wth th . ., The plication
con{iBIPn oAt FURERT LSSy Fife THE QS et CalseTPadgd o another

for SOLI_ services, such as certificate nmanagenent, .

compeypiegt of the SOCI. The USB Flash controller provides access from the client
computer, i.e. SOCT host computer, to the Flash RAM storage 315 and the chip 300. The
SOCI includes Application Interface Functions via which the client computer
communicates with the SOCL. The Application Interface Functions provide high-level

abstraction for SOCI services, such as certificate management, data

encryption/decryption, and digital signature generation. The functions exposed by the

Application Programming Interface may be implemented by a SOCI Runtime Library

(not shown). In one embodiment, the SOCI stores its authentication information to be
provided to the Access Agent in a certificate signed by Certificate Authority (CA) trusted

by the Access Agent. The Certification Authority (CA) is an entity entrusted to issue
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encryption/decryption, and digital signature
generation. The functions exposed by the 20
WE\REHIsED0 on Programm ng I nterface nay be i npl POERGHEH3/000114
by a SOCI Runtime Library (not shown). In one
enbodi nent, the SOCl stores its authentication
information to be provided to the Access Agent in a

.certificate signed.hy Certificate Authority (CA .
certifRis Bt N ok e coba TRt Fghial pf Phesbipdeg feauesting the
Authority (CA) is an entity entrusted to i ssue 6 WO
certificpter folSEF 0be roTdiSopo 08 /apoertablishade poliqy; c(%ﬁﬂééc%"sss@lg?‘ihﬁrg with
that the recipient individual, machine or organization
privatekgye shdyrig uthized me3@CT ocathentiasdtd thk lusert he condi ti ons of
an established policy. Certificates together with
FiguR¥ 4 MRERatkeths 1denyitPeatdeledeslstein G03) 400 tidtidlesdtieCad & server
the user. Figure 4 illustrates the Identity Managenent

mac%% m&g&@icé&(}whﬂ% dint Iﬁ&(ﬁﬁl?edthgﬂluﬁtsstﬁé Y6C] acvording to one

conmuni cates wt he client nachi ne that

hosts t SOCI accardi t.o \gne odj ent. et
b5t Phfie AYE et (i A BFaes PO SRR nljd Betstarion
registration services nodul.e 410, synchraqni.zation .
serviges PRElE AbO penchrosization SRTVAtes Jpde s‘gﬁw BUNISHAYRG) rvices
420 and backend services nodule 425, In addition, the
modulkBI40and hetkiedd seryices yradads d3hf Ingeddiions rihe AMSy #AL énclurdss a
all owi ng system operators to access adm nistration 10
systesie lcuhigsatiomdinbatzke 4a6 stlowingesystebm operetoentvogicassnedmihistration
interface is an HTML interface. The registration
servic€y ¥ Backomd Wr@icdsl On ioR€ bndedinaat thenihteffags St anaHiTML interface.
nodul e 430, which registers a particular SOCI wth

The tsr%%sttal}@n SRE&s HHGIROH 0 iR 1Jded asdoRhe fheisifor MadiRY430, which

r provide services to the user of the SOCI. In

e 0SSR SRS BB e sy s
e 15 enter

address regi stration ring,t.h r.ise.
proviseigey o Bt oh o R0C b MEES ARpER PP Sion g 430

with exis;ing credentials of an_enterprise ident$%?
perfesinsh erterpgise rideriy, irpgptEon ot s a dreBiifeioac Pype the

IMS confirns the information by contacting the .
entegmie ideniityeregistrotéom, gredAessemAgeniforevidasi DS withgxisting credentials
of an enterprise identity such as user identification and password information. IMS
confirms the information by contacting the enterprise server and upon confirmation, IMS
issues a certificate and registers the user in IMS database. During the email address
registration, Access Agent provides IMS with an email address, upon receipt of which,
the IMS sends an email message using the provided email address requesting identity

verification. Once identity verification is received by the IMS, the IMS issues a certificate

and registers the user in the IMS database.
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issues a certificate and registers the user in IM
dat abase. During the email address registration,
W@\ c@weds37hgent provides IMS with an emai |l addr eBCT/SGEO8/000114
recei pt of which, 20 the I M5 sends an email nessage
using the provided email address requesting identity
verification. Once identity verification is received

b he.INM5 the IMS jssues. a certifjcate. and

The Ypghefiraliopyneniies Foadyle, A ks Gt S BE B gorggodule 435, update
2004/ 053700 PCT/ SG2003/ 000114 The synchroni zati on

modgler4A0cand eserawl reodme44 5 diha grechsgniestion modate 433 sypeluprizes data
435, update nodul e 440 and escrow nodul e 445. The

on S§s kwithre calyioarthaiMs ireod85tosyaintairouinzicencabaweanthS@adas The
with a copy on the IM5S in order to maintain

updei® g dalee MY up@HNeRTwahe afldiata oNthe SDARLE JFRNEM B4R to the
updat es software and data on the SOCI by downl oadi ng

SOCH it e PR Mfink M SOCED Ko REIAE (BETRURE hdifle 440
downl oad software .upgrades,. access scripts f.or connon

may BN AR Bate Bafhebl ShAST BB RemRb PR Foeliffe. SEMHRator-
.configuration, etc. The escrow modul e 445 stores . .

mainfaifeq FliSpé COMIgIFeR: Gf Thsreseromampdis 443 slpressepsiysigfogmation
recovery. The escrow nodul e 445 stores the Conmon

on tehakfealriserskioy fpigsKyecpversin Thacssrpwenioflade 45| storgs the Common
situation where all SOCls are |ost and 10 data i s not

Symmetii Eep QCEKf incan anoyypedd fohmsk dduiatias wheleelle$0C spire tbst and
data stored in I M5 can be recovered by restoring CSK

datafig SstrédoveRBRITRIM ABOOH tBesd Hovicds) the@mEFyPWd MR Gted ADIMS ¥an be
keep the CSK of the SOCI in an encrypted formthat is

recoV&E@ V8 reRb S NOER AR REIHARSAK YS! ’tﬁéeoéasgfﬂ.\p GRHdhR 4988nay

escrow nodule 445 and the user presen

keepEtglg QﬁS&é rgF{h%es‘bcﬂ%Saﬁl uérgrp%lér arsrx? ‘tha9%< rceigl(t?‘lzegallr,]iﬂ% gl?lElY %g%nprivate

0 encryp ut hienti

i.nformatj on ch as user,'s passwords. Every SOC )
key JRPeadsth 4 o Fomae PRt MOl dise pserBieseiis A spifdeteagined

so that information encrypted by on SOCI can be o
passyaEd ppraset bySknist e encrageion ke ofjfl ) eperyph ases snauthensication

information such as user’s passwords. Every SOCI device that belongs to the same user
has the same CSK so that information encrypted by on SOCI can be decrypted by another
SOCI belonging to the same user.

The backend services module 425 includes certificate management module 450 and data
module 455. Certificate management module 450 issues new certificates, revokes
certificates and maintains Certificate Revocation Lists (CRLs) for certificate validity
verification. The data module 455 provides other IMS modules with access to the data
stored in IMS databases. IMS database may reside in Relations Database Management

System (RDBMS), directory server or a simple file system. The databases contain
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The backend services nodul e 425 includes certificate
managenent nodul e 450 and data nodul e 455.
w@eootiofize@t e managenment nodul e 450 i ssues new PCT/SG2003/000114
certificates, revokes 20 certificates and maintains
Certificate Revocation Lists (CRLs) for certificate
validity verification. The data nodul e 455 provides

. ~ Ot her l.es. with access to th . LR
infoffdSh A SOE oF Rt P B CER ) R el 88 st B0 g issuea
Dat abase Managenent System (RDBMS),. directo server
ceméﬁata iﬁp@%a@%e mays elshh phde d@ﬁ%fs)a@@% homt &fl% usgr, \npych as
2004/ 053700 PCT/ S&G2003/000114 information about SOCI

applitetionsdbattthetset isesssgenowpted passwiordssind epnfaguratiomsiata. and
issued certificate. The databases may al so incl ude

The iadfnixis@dtioa e sy tmddude 3@ inchrles his@adndpipirativat modise oot The
the user accesses, encrypted passwords and

user%gﬂlfxm&%@h 'Mu@afi@ allbhR ROMERhR @t bPihe 384t%h &6 §reﬁié%weuser
O i1 ncludes user adm nistration nodul e 460. The

accolﬁggr ndl’%%t@} ;E%(f’sttlﬁgg éc?ﬁurﬂ? d&%sg%nélt@(gle%lrtég X r§ﬁ 2{\/3\/6 gpeermfy users with
adm%@%x?aglcn)g %utgon {gg l?xg\(li El%ﬁlér? go gfc?)ﬁrliltrs] f’;\%memaﬁ ta?%&l{ngsL ‘fr? aéc? tion, the
aut hori zation, bind users to accounts,

admigagtinr smogiwle afief] tallows e admumstratoss (gt ORI Lﬁ%clfﬁ betore
all ows the admnistrators to configure SOCls before

distrihugion dyertté new key paitsei.mewbkeyndoprivats kays gevekglsixisting nertificates
private keys, revoke existing certificates 10 and

and keyss Gefgaionadf pablio ind ptivdte keynphiprmasabepdtympdin SOGEy Public
be perforned in SOCls. Public keys can then be stored

keyd &n&hé}?f)é 5thie@ah @ deftfieatt B3l Mp. IMR) aB8Ses @Bftifichies abgsiher with
t oget her Mﬁth private keys stored in SOCI can be used

prlv%tg k@%t{l %@I o be ﬁ&dltm%@nt%fiegOéptorI g 1ne&ﬁer to retrieve

|t|on certlflcates along wth private
u aut entlcate er
dota it S4B &ﬁé‘ﬁcﬁﬁ Bt PR RH LB g3 to authenticate
authentlcat chanji s S|cal roceSS|ng
userrip gpRlisAMNSt ﬂmg%offa\}ﬁ%aﬁeb%ei adbouain e iRy

i ncl ude processing systens such as conventiona

The physien arocssnipaiplaifemisrial crabpdy dhe depsse Agenlangd IMS may include

processing systems such as conventional personal computers (PCs) and/or server-class
computer systems according to various embodiments of the invention. Figure 6 illustrates
an example of such a processing system at a high level. The processing system of Figure
6 includes one or more processors 600, read-only memory (ROM) 610, random access
memory (RAM) 620, and a mass storage device 630 coupled to each other on a bus
system 640. The bus system 640 includes one or more buses, which may be connected to
each other through various bridges, controllers and/or adapters, which are well known in

the art. For example, the bus system 640 may include a ‘system bus’, which may be
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conmput er systens according to various enbodi nents of

the invention. Figure 6 illustrates an exanpl e of
W@ a@h/0537p0 ocessi ng system at a high | evel. ThePCT/SG2003/000114

processi ng systemof Figure 6 includes one or nore

processors 600, read-only menory (ROVM 610, random

access 20 nenory (RAM 620, and a nmss storage device

0 ed t ach other on a bus system 640. The

con3a FHBPUES ABoRRTY ot O hal aPemiin sTRLCT b Pew! figgponen
. be conpected to each, other through various bridges,
mteree)‘ﬁ}e%{hiﬁ} E“Sa%lf“é exicadgsh welustrypiprdird prchifgqturel (Bl bys. Also

the art. For exanple, the bus system 640 may i nclude a
coupledy 40 ghe hus' sysighi GAO0 g Dehe apD spoagy d8EFO®30, one or more

PCT/ SG2003/ 000114 connected through an adapter to one
inpudoutpor @/@X pancis0650 SuL bn@®r angrerdaphesdmuaeaiandetices 660 to

i nterconnect (PCl) bus or an extended industry

comfhufRAR W itPfeRidid S&kégsﬁltg(s%t%}; vilsne A fdre BRMRIERG 5L 11hRE665

bus system 640 are a thé mass storage device 630, one

- t hCes e or
and £F0, FRRECHyethe b Aot b3 R BB TR, BBl more of
Wt h.renot ocessi ng .systens via one or re
2 diggAeear ISR OPHTE ROBSIE R A5 2 RO E5 B rpplgball, an
1/ 0 devices 650 nmay include, for exanple, any one or
audiggpeakel a di splay device, a keyboard, a pointing
device (e.g., nouse, touchpad, trackball), an audio
The ppwaiser(s) Mfempy owbslsomé oF nBOO comeniiorsll geeerdrmermse wp sEecial-
conventi onal general - purpose or special- 10 purpose
purppseo grogramabitde micropproassess aligital digpial drocsssya(DSPs), application
processors (DSPs), application specific integrated

specfid Gxtbdratel AShdasts , (ABICHY, 08 drapRkhRabledidzid Qlees (PEDD) or a
or a conbination of such devices. The mass storage

comgﬁgﬁgﬁ?fgs% H@Mcés.n ?ilé’l gssasqyrageg ?e\@({e (;W Iﬁ%ya?lglﬂid% %gy one or more

sul't or storing large urmes of

oo QBN bt SR A SRR G A bR e
oo gt Bk o8 OB S
Video Disk (DVD) or Compact Disk (CD) based storage or a combination of such
devices.

The data communication device(s) 660 each may be any devices suitable for enabling the
processing system to communicate data with a remote processing system over a data
communication link, such as a wireless trahsceiver or a conventional telephone modem, a
wireless modem, an Integrated Services Digital Network (ISDN) adapter, a Digital
Subscriber Line (DSL) modem, a cable modem, a satellite transceiver, an Ethernet

adapter, or the like.
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devi ces. The data conmuni cati on device(s) 660 each nmay
be any devices suitable for enabling the processing
WGeYEHAM7TO® communi cate data with a renote procPCESGL03/000114
system over a data comunication |ink, such as a
wi rel ess transcei ver or a conventional tel ephone
nodem a 20 wirel ess nodem an Integrated Services
Digital Network (1SDN) adapter, a Digital Subscriber
DSL) nodem a cable nodem a satellite
transcei ver, an Ethernet adapter or | ike.
Withptheres oBR7E0 IPomdsppeanggoatithe 1%9%%"3&@%@ [§XP H@ées
concepts in m nd enbodi nents of the invention can be
Starfuy Phveedwepl ored. Startup Procedure In order for a
user to be automatically authenticated for each
In ordRPdr GalsePto tHRadutéMStiddBe authBntddatednfol SadtOapticaticn, thhiihe user
Access Agent 200 can be executing on the user's

atter%f?:fg E%es e Ac nﬁw&eﬂlebe Fheusi '__g,af)ﬁliﬂe ﬁ§e‘i’"§erﬂéﬂhﬁ1e ie.

escrlbe h reference to Figure 5. At

clien% he ﬁlﬁ\% Sgl? n gg:g roce &re %ﬁ l’l)eedegéﬁzh Switk ?&Q}eﬁge gulteh§ At

nmach € sessi on manag

nmodul e 225 interacts rocedur.e
510 Jigereatih gnagsag%?ﬁttrsoﬂﬁ%f}g 5% et bty o tﬁﬂ”g&‘go%e {bg client
The initialization procedures are the_ 10 fO||OMAq9
machine Hessshwen mn@gjarmhmqéabuﬂ?é inieaskscwith faclogen procedure of the
controller 235. Upon initialization, the AA
opaﬁmﬂgswﬂdnmbhﬁ%ﬂewMﬁﬂZ@hdnpsmtéﬂﬂhéhs@@Qﬂ@nﬂﬂmpage®@Wﬂwm1he
nodul e 230 to start a thread, which may poll USB
follok@hd ST séRPNCinatienBC MidiRle ﬁh@k@m kel AQA tdontelter 235. Upon
identifies whether an SCOLI is present in any of the

imtlé'l'%@ﬂ&p EﬁesAAlct)nttr&f‘er P95 bi 5199 diRt@ Ak $886n mAdgehi#aiinbdie 230 to

the sessi on managenent nodul e 230 at 525

P BBLE OB 5 oA APREST Ao, S s

identlfsfes whether an SOCI is present in any of the USB ports. If the polling thread does

Me

not identify the SOCI, the session management module 230 at 525 prompts the user to
insert the SOCI and awaits for the insertion of the SOCI by periodically polling the USB
ports. If the polling thread identifies that SOCI is already connected to the USB port or if
the new SOCI has been inserted, the session management module 230 displays a dialogue
box prompting the user for a personal identification number (PIN). Upon the user
entering the PIN, the session management module 230 at 535 invokes the SOCI
management module 255 to verify the entered PIN. If the PIN is successfully verified the
SOCI management module 255 provides the session management module 230 with the
operating system login and password information of the user at 540. For example, if the

client machine is running Windows Operating System, the SOCI management module
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ports. If the polling thread identifies that SOCl is
al ready connected to the USB port or if the new SOCI
whaw4l083m0 | nsert ed, the session managenent nodedCESQB03/000114
di spl ays a di al ogue box pronpting the user for a
personal identification nunber (PIN). Upon the user
entering the PIN, the session managenent nodule 230 at

535. j nyokes.the SCOCI Q .

255 Pipide) RS B BrR Mty £ Sk RS SLERE ) Rpg Windows
verified the SOCI managenent nodul e 255 provi des_the
Passsiordk i o rongecvalopsinpnt the POFEIDSEYSIFR Hoglﬁelder&%ﬁtaqq Agfl password

system | ogi n and password information of the user at
data5at® .enbryptedxamipbtoredi in theeSOC] iandtretmaudd by the SQ@Ininagagement

W ndows Operating System the SOCI managenent nodul e
modhle Y63 209K OEB 708 PThé St Gady0 B@ild Aeverbld opératmgl @gstémelogin

sessi on managenent nodule 230 with Wndows Login ID

idenﬁﬁgatﬂygrﬂé‘ﬁa | gﬁﬁ \ﬁﬁti fr thlstaQBe GER Ay B PredeRd QRGN AhdINEbwn

nt| I cation and password data are

me nggélr g&ﬁ%cﬁ dtéxg Ir_:]g)ﬁ ga%glgr g&j@u{&%ﬁtr lse%¥1§9 5&¥ §4lge upon

may . have several o erat n steml
detepraBingG AR leeTipHSE gﬁﬁ"%‘ésl ettt ﬁgéﬁﬁsgoneagf@gm@ﬁ module
user may be presented with a_pull down nenu to sel ect
230 fiiserts thg A andpagsvophintvibe apdraling systea logamprosediiss.on. At
545 upon determ ning and decrypting the login ID and
Aftep assamsful, lopdig the ssssion manageyaent modwb 23 ® inveBE thesieertigterface
the I D and password into the operating system | ogon

modAeTN Q0K EkesAhd SifFSUE6EREE228 andal®synchivizagssmodule 245.
nanagenent nodul e 230 i nvokes the user interface 10

SO #iflizafin 1 Nvokes the sniffer nodule 225 and the
sync ron|zat|on nmodul e 245. SOCI Initialization In one

In q%gb 9 ge tﬂﬁg{l‘ 4’15@:3@{ t(gto@xe @Oél?% %%l Pig@m?rﬁd&ﬁteﬂriﬁq @'fash

IS execute

o O L L U SRR 5200, kB it
on tilena}ezrﬂ rlngc(:jhu?en Itt‘ tf}]lg A?clcé:s(g nAtgerrlrFl(s: px:)tnlgstaltl d on t%e cPent machine, the setup
program locates the download server to download the access agent installer module. The
setup program may contain a default location of the installer module. If the setup program
fails to locate the installer for download, the setup program prompts the user for location
of the installer or for an insertion of a diskette or CD-ROM including the installer
module. Upon installation of the installer, the user is prompted to enter an SOCI personal
identification number (PIN) and password. PIN of the SOCI is distributed with the SOCL
User can change the PIN after obtaining access to the SOCI upon entering the original

PIN. Upon the user entering the PIN and password, the installer transmits the PIN and

password data to the IMS. In one embodiment data transmitted to the IMS includes SOCI
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15 program | ocates the downl oad server to downl oad the

access agent installer nodule. The setup program may
wa@omuasitoa default | ocation of the installer nedrs€2008/H00114

the setup program fails to |locate the installer for

downl oad, the setup program pronpts the user for

| ocation of the installer or for an insertion of a

den S e bFeTh i) HACLApuPS Gl HapefRS SBr pubic

pronpted to enter an SOCI personal_ 20 |dent|f|cat|o

keysy grerapted By omman Symseive fey EFN ot Upre regotying dhe data, the IMS
distributed with the SOCI. User can change the PIN

creai@h heewalstaatbny and cegsers thet $RCEACh thepaeownit Eid IMS gérerates a
original PIN Upon the user entering the PIN and

newPegfieite ,anll hgadsmsts atht edertificatts @ tige tARed3! Ng@ftdwhich stores the
password data to the I MS. In one enbodi nent data

t
cSREFTUAISICLAFPISH 16 LA, O H By g o e

etrieved f e_SoCl gV p erti
SO(EI yBgsswor gr)}(i Qf@rethegr )e/%%r\épé bgﬁ g&g:{}ie fl\qg ﬁegut(% cxiln one
on rece|V|ng H&S ﬂg creates a new user
emba htheFfavireyrelis Yt“n%o‘é wqpﬂraf%gcﬁféésﬂfﬁf or-fjpged in a
| M5 generates a new certificate and transmts the
hardyarq kayidesice- t o t he Access Agent which stores the 5
certificate in the SOCI. The IM5 may al so encrypt the

Aut@isktedi Authantieatioter i ved fromthe SOLI password and
further encrypt the CSK with the I MS's public key. In

In oBBembRiladit TR kniffeh encdlalevEYS 6f FHELALEesK @YpehiS280 ex@dtedlin the
a separate secure server, or stored in a hardware key

il 1k hig g lofpad
o AU P g 500 S

actlxﬂg@sc#xtdﬁécdrﬁs ﬁl@%roé%ﬁﬁx‘ég g ﬁ%ﬁgu t&rﬁfcﬁgs s@ﬁ%t TRERLDS %Hgts are

I'es use passwo
act|V| ies and. r the ocedur a fo an
encEir Yl 8P P RERG g B S SERER @ iR 245 fbrures
stored in the SOCI and the | MS server. The sniffer
ope1gfipg, S¥stem INESSRCS rfax various applications and identifies w. ether any of the

captured messages comprise user authentication data. If the sniffer module 225 identifies
the user authentication application data for a particular application, the sniffer module
225 stores the information in the SOCI. Upon identifying the user authentication

application, the sniffer module 225 generates access scripts to be played back when the
user attempts to access an application requiring authentication information. When the
user attempts to access the application, the sniffer module 225 determines whether an
access script exists for the application. If the access script exists, the sniffer module 225
injects the authentication information into the login procedure of the application. If the

access script does not exist, the sniffer module 225 captures the logon information

13
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30

operating system nessages for various applications and
identifies whether any of the 15 captured nessages

W@ 0vp/05Fe0 user aut hentication data. |If the sniPE€E8G2003/000114
nodul e 225 identifies the user authentication
application data for a particular application, the
sniffer nodule 225 stores the information in the

e e RE Sl LR e BOAT A Ty, A

scripts to be played back when the wuser attenpts to
scriphis @ el baseseripicthat containg duformatipnaan osnio; R%@/tbﬁ@ﬁauthenﬂcatlon

i nformati on. When the 20 user attenpts to access the
inforaptidn, csath @m thd heewation Hf dre applivdteon2d5thd etoarputencthe wiastehed the
an access script exists for the application. If the

apph@ﬁﬁ)%sﬁxe%ﬁftbtﬂ%tto RKEIS lefe. AbRRarfiplelof @h abBREMHCEIpPR Providydeelcv:
the authentication information into the Fogl n

prgg&gw fA&I*bfz’ntaﬁBJ igatdem | f the access script
b e S o

nd t he encrypted
ort s iwe. %@f}%%&bﬁk o enerypied T

an<YparFigkdames s/ amshtai ns i nformation on how

t o<BralisatNemet hentl cation information, such as the

| os@middieldVamére application in the conputer, the name

of <#trewnFeggVareat </dotionfiddNemeondVebSignatek> etc. An
examausigndtuear> <d€ed®e>script is provi ded below 5
<AepRdsiier phndbPoi nt = "expl orer. exe "> <ASMet hod
VefoROBINRTINES< S2 PP BAT><SeRvetLabeltet DGRy PO Eabel-0Gion " >
<Ar§z$)iee B/USeFRarke L absPSReS Hb drdL sHMERR) SRR ML s sHREEa)IRL2New
F@g liBel >%/WP£'§@$W < f’é}ﬁ%@m@mﬂ%@ﬁ% k)i ifyPasswo

Fi el dName> “<Acti onFi el dName>

</ o</te%trl>ﬁgﬁﬁ§ze §<ﬁéz%§l§5gg‘%g;ﬁlgID/><UserNameDlgID/><New
PasswordDIgID/><OkButtonlD/></WndSignature><ASEvent><Message></M
essage></ASEvent></ASResult></ASStep></ASMethod></AccessScript>
In addition, the access script contains information allowing the sniffer module to
recognize access points of an application, the class identification of the applicatior;,
password policies associated with the application, etc.
The sniffer module 225 may also perform a client-side single sign-on, by acting as a
single sign on service upon the user inserting the SOCI and entering the PIN to unlock
the information stored in the SOCI. The sniffer module 225 plays back credentials to a
plurality of applications that the user accesses.
In one embodiment upon identification of user’s authentication data, the sniffer module

225 converts the user’s authentication data into a stronger form of authentication data to

be then presented to the applications that user attempts to access. The conversion of the

14



10

15

20

< WhdSi gnature> < WhdI D/ > < WidTi t| e> Connect 15

t o</ WAdTi t | e><Sef ver Label ></ Ser ver Label ><User NaneLabel
wokpes37name: </ User NanelLabel ><Passwor dLabel >PaeE862003/000114

</ Passwor dLabel ><New Passwor dLabel >

</ NewPasswor dLabel > <Ver Passwor dLabel > </ Ver Passwo

rdLabel > <Left Str >Connect to</LeftStr> <Ri ght Str>

b SRy Gk v 5 B o B9 B RSP NP e clands The

<ASEvent > <Nbssage> </M essage> </ ASEvent >

sniffer/ pagile 4P e san ppmmhie glongeAgRETTosY bx Adding sipsamupiesic |haracters
addition, the access script contains information

into thie Ipawsiwgd,tﬂtme)sarripﬂef ertheredudfghe useriseesyrird € tesodtes module 225
points of an application, the class identification of

can 4l6€ gafRhie CALAAOm pdSwpdStHWoE Gitifjedd firessen asbentiatoh \lphfﬂ?oses
the application, etc. The sniffer nodule 225 may al so

insteQ(?Bfﬁ‘% & Slosht padbisid 3 B BibEN s@ébrltP%V@l@tTﬁkgné%@p&sword

single sign on serV|ce upon the user inserting the
ente h f
o oo B0 3O ST B Aok 5 B S on o
specilng g]ga?rg%%rglsirb g(?dxts@) ﬁ#eu %&@g& Of 2 ﬁ}lt&xﬁ%&lﬁgonﬁc’ dgtgagan bhe digital
identification of user's aut hentl cation data, the
certiientesf privaip lensectc2 Ihe regnesd ferschapge Qfs@ﬁsvgor%toribﬁ epRligatigmean
data into a stronger formof authentication data to
be padorhtedrbypeitdee mtoedsst dgenher AS| iThat is alese thiyasupplyg both the old

attenpts to access. The conversion of the 14 WO

passwOA A hé0R P @assHiord s A0 Bdpldati i) twaat the afpblicatidAtagcepry the
be perforned w thout the user being aware the change.

chan%@ &nd %swafr@ Bf fﬂa%bvepa@@ora AR GO ABENB Q8 IR nd¥RpEWROA in
di ng al pha-nureric characters into the password,

the t{n% ]pf é@r[f%g dalﬁoﬁ %%en%%teﬁfbyt 8 43S sRARSWRb&ule 258 may also

request IMS for a digital certificate using a private key stored in the SOCI, This stronger
form can be used for user authentication purposes instead of user’s password if the
application is converted to used public key authentication mechanism. Once again, the
procedure of conversion of user’s password into a stronger form of authentication
credentials may be performed without knowledge of the user. By configuring the Access
Agent to periodically and automatically perform the above procedures, user credentials
will be more secured, hence they are fortified.

Data Synchronization

In one embodiment the user authentication data and access scripts are stored on SOCI and
on the IMS server for a backup. The data on the SOCI and IMS server is identical, unless

during one of the update sessions by the sniffer module 225, the server was not accessible
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can al so generate a random password to be utilized for
user authentication purposes 5 instead of the user's
waebwgempassword to ensure higher security | evetBHSGXi08000114
new password is generated base on configurable
criteria such as the mnimal l[ength, or the inclusion
of speci al characters In addition, the stronger form

f aut entlc tion data can .be. di certificate
dve i e o)k areevh SoRanaEE poarn B! BroiiSiibpatvs
to the application can be perfornmed by either. Access
servesg Ao, 8ie datison the server mam be ppdatehibn Ale BT pitifines @ dyplicate
10 password and the new password to the application.
SOUhn@esihy ehappgind 8OChneictodpive thdatest hanyge! tiedisesawthwmtieation
of the new password, Access Agent will store the new
data PRSSWOEHbddimerttD 811 S PacofdsCsdibd Gy iRt SOTT dad AVBNSarydRtR¢€ time
by the CSK. The sniffer nodul e 225 nay al so request

stamké@alfl&wmg tﬂéh Q}Lng%n%ﬁ i frﬂo%teemon&ft@mﬂﬁé %ﬁ&ge#g@cx or IMS

tored i |s stronger orn1can e used
ti,cati PYrposes | ad of usegr'
Sefv%ag*gyv?% FRE V6, At RER e BE68RuEY o SBhsipst voer
lic key authenptication nmechanis aga|
a“th?ﬂft’&%%‘il"éa dhe BoRhEPEREeD leodulge?%glpg]a@gﬁn fgioure Wentcal

stronger form of authentication credenti aI s may be
copigseaffuserrpstheniication daR v WK dgpnddMS yeeveiser . By
configuring the Access Agent to periodically and
In oéminaiimed] thy user futhentitdimnalat/mayp be s @s theuwdient machine as
credentials wll be nore secured, hence they are

softdR6 1 Tf a@dSORY &dfice By nebr SAilZEae @k heronfiye fRReEitMaRL stored
the user authentication data and access scripts are

authé&&ﬁ% Qe Sh BODMPRedBE T I\/Bé\ﬁe 26N NBLiEOthe uB&cC Mﬂentlcatlon

e data on the SOCI and rver Is identical

1nforlrjrpa|t1]8$1 To thg i étﬁgnagggl ‘{hﬁ HQ%%Q@% $atina 2%79 e thg ﬁccesi g.gent

€ Server was n acce
WO 20 4/0 3 PCT/SG2003/000114 due for exanple, to
in a yngpger gescriag connectlon betmeen the client nmachine
and the M5 server, he data on the server

In adglifiqpp therdate S@m%attth%ﬂ‘@ £PrVik mﬁy bedownlgagsrite apew SOCI "acduired

by the user. The information stored in the SOCI to be replaced by the new one is
encrypted and uploaded to a server, which may be the IMS server. The original SOCI
exports the CSK encrypted using the new SOCI’s public key. The new SOCI downloads
the encrypted CKS. Once the encryption key is acquired by the new SOCI, the encrypted
authentication data is downloaded from IMS to the new SOCI to be decrypted utilizing
the encryption key. The new SOCI is therefore able to access the same information as the

original SOCI, and is said to host a cloned credential container.
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SOCl, causing the original SOCI not to have the | atest
copy of the user authentication data. In one
weniwadsitent, all the records stored in the SOOPCHRG2003/B0114
server are tine 5 stanped allow ng the synchronization
nodul e 245 to determ ne whether SOCI or IMS server
i ncludes the | atest data. Upon determ ning the
| ocation_of the | atest user authentication data, the
Publig/Remris it A nidentittiile 245 updates the data to ensure
identical copies of user authentication data on SOC
In oamcnibvBinget wfrthe | invantione §¥06ds netiude pwdlicoyatate key pairs to be
aut henti cati on data nmay be stored on the client
regist@ed i A CertiRateohbthori®y. ofl MSTIESbuedenertifivalesambkey pair are
avai |l abl e, the user may request the stored
storedUi) %t kpRll hedati’r At tA‘%n{ MatesRr Mﬁr Fplmﬂﬂn that has been

ownl oadi ng the user auth i cation ormation to

configﬂlgedci!ol e?ngrgoggﬁﬂ J‘EEys e, Seunt hgxgtgé;ac oﬁi aﬂl@ AB¥ss b&géﬁ% Qe the

iI’N a manner ri’bed above.

ddi tion or | MS..serv
socdharam ey S sOuio éea‘l»ye«zfusagwbvp&aéwa g ovid the
information stored in the S to be replaced )
useryeth theeacpess. Empry‘ﬁ@ee&%mﬁt%@ él&éi&ds@g an%é%wrpmw%?f fp any
may be the | M5 server. The original SOCI exports the
applicsHore nc ryptuse. T rRPEhbanphysBaCitamspesipsodiciertares twhensweyghat
SOCI downl oads the encrypted CKS. Once the encryption
privite ¥eysSaré @oieloastdblh driveeniiedirbextithe piveatekey mpy el burned into the
aut hentication data is downl oaded fromIM to the new

dnp§@§kxﬂgdgﬁh shR@shgut i 11 zing 20 the encryption key.
The new S is therefore able to access the sane

o AT Sy S B s

o PR LA WSS e
BRI N SR TN —

and key pair are
employed as long as they are provided with the desired apphcatxon access.

Manual Creation of SOCI Contents

Inﬂ one embodiment the user authentication data is downloaded to SOClIs from a database
manually created by system administrators. System administrators create user name and
password data pairs for each user of the system and store the authentication data in a
database that may be stored at a server or at a corresponding computer of each user. Upon
the user connecting an SOCI to the user’s computer, the authentication information from
the database stored in the usr’s computer is downloaded to the SOCI. Alternatively,

system administrators download the created authentication data from the database stored
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stored in the SOCI. Wen the Access Agent detects an
application that has been 5 configured to enpl oy
w@eiskios37keys for user authentication, the AcceBCT/SGHIN8/000114
directs the SOCI to performcrypto function to
automatically cause the application to provide the
user with the access. The private key is stored in the

SOCI and is not. pravided to any .appligcatiagn or an

at the,segyer terﬁ%“‘@wélﬂg§8;§lﬂ§/gﬁl%ra@ Cﬁ%ﬁ‘a&wgﬁ%‘g@ 19 & fipisaadupload
ensure that private keys are not released. In one

the cenateddinthenticatine dptaity a cerri@gnding SOEL Brreaetiuichit o the 10
chip of SOCls during manufacturing. In one enbodi nent

SinghdAibnistraiv ¥ieof | MS may cause the authentication
systemto utilize private-public key nmethod w thout

Tn ordeEntUThET) M8 SYhRAAE oA WRIdAleQSf th A cERAAGEnt dk @redentials
aut omati c user authentication, the users need not be

of alggﬁ{lﬁgt%nsttﬁeﬁ tﬁ‘é"h&? 'ﬁgés\fmﬂéﬂﬁ th?%ﬁgr’lg %Cﬁﬁﬁh@h@@ ta_%nglgg %hat the

y are provide e desired application

access. .1 nual Cr.eat.i ogn of .S nt.ents Ln.o
IS SRR o oRn S P SR HEIe St T R g g (ot
to SOCls froma database nanually created by s sé m
shovey rislentifies apriications, batbwics grfentes ;ardiths ¥ieyy %%’f’teé%?fs’)éf’ ‘ﬁsﬁ’é the
and password data pairs for each user of the system
IMSdmat shown)eorpirazesdhceploddsd tiformationand pregents ifeeation ehaiit each
may be stored at a server or at a corresponding
applicatigil t€ ranohdmaimddrates eof utdpsnsBent hpousequesoniibationg amsingle
SOClI to the user's conputer, the authentication

consb BARETBel AReétbSMant Biecdab@ Bas Qomhidk @er ntlidaticatin ifformation
conputer is downloaded to the SOCI. Alternatively,

acro% % %}ﬁﬁqﬂﬁg amdtf%éﬁéc?gi%)ﬂé 5F 1%\9’\9“} ARQ:5BE 2 CoRiRGted dirfgto view as

enti a fromthe dat abase stored

204{80370.P @GZOO 000114 . Directori
e RERRBEEORRR00 M p B Y B D
users. .and upload the greated hent | i Qn . .
o TR o b e OGS (UL 2L S o
Admi nistrative View . . . .
able to manage all the applications utilizing the consolidated directory of all the
applications accessible by a single user. In one embodiment, the administrator can
remove individual user directories and effectively consolidate them into a single user
directory.
Utilizing the consolidated directory the administrator is able to remove access to some or
all applications that the user is accessing. For example, when an employees leaves an’
organization, the system administrator may view the consolidated directory of

applications of the employee, which shows applications to which the employee had

access. The system administrator, using the consolidated directory, may revoke all
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In one enbodi nent, the synchronization nodule of the
Access Agent upl oads credentials 5 of al

W@pEHiosEdd ons that the user uses fromthe userPGT/SGEN03/000114
to the IMS to ensure that the |M includes the |atest
user authentication data. The identifier nodule of |IM
(not shown) identifies applications that user

accesses and the vie ne r dul.e.of the LM .. .
accoff§ £F DR cTIou g HEUnE T D S6adamiFaf ashfS pecihgpplication
resents i nforpation about each application to an
to whighihsicginieyes had poggsseto aad sgpoke Fewse e quest .
Therefore, a single 10 consolidated user directory can
The bédminisératoe ds #lbatble vmt@biensersacownds weapplicationenand direct the IMS
information across a plurality of applications.
to cfeh@UdcCouhts i ug%]m@tisﬁs and ij&d| duti@hfchtidnr @Edriasion o€ Mhé Sewly
presented to the adm nistrator according to one
crea@ARRATRN IntOfthe Rer NYRAEMEN - collaliRE IsRIEEDn B LARE Once the
I ndi vi dual application my no | onger be necessary
. o be S R ni strator is..able t [,
inford RN E AL ) SHAGHE bRl R feBU ARG oy e
. .all the 15, gppli cat,i accessible b si ngl.e user.
inforigh SOBRB Yaf (RSHSCT § HOCHART LR S s Pleshack peplg & e Access
i ndi vi dual user directories and effectively
Agentgnyblizedhe dovnlepdadinormationiglagcass the newly ergdted gecounts.
Utilizing the consolidated directory the adm nistrator
The ideletadn] and addittmyleusc eemsntsangobe poformed | ausgppticallt thomgh an
-that the user is accessing. For exanple, when an
inter®&¥P lpeyredal toahy admitistra?dt. Uhe antédakiraa; plofept Siys hdinistrator for
adm ni strator nmay view the consolidated directory of
user 3PhsbAhd 0 ASpIRGHSD Or eéﬁﬁii&)ﬁ%ﬁs ARGt RIAONR] aRBdti 1Al RBS to
to which the enpl oyee had access. The system

reml R A Bl 98 SO 08 APl BB Py ot the
SR R P oA Pl 814 B2 Bed iR b oy
enpl oyee had access to and revoke the accounts. The

UponisRTeRl9Br at or is al so able to create user accounts in

applications and direct the I M5
Session Challenge/Response

In one embodiment, the sniffer module 225 of the Access Agent detects that a web page
that a user is attempting to access contains embedded XML tags indicating that the
application requires strong authentication through Session Challenge response. The
sniffer module 225 contacts the application server to present a certificate. The application
issues a challenge to the Access Agent, requiring the Access Agent to digitally sign a
random datum with the private key. The Access Agent signs the datum using the
information stored in SOCI. The applications returns a session identification to the sniffer

module 225 allowing the user to access the application.
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10

to create accounts in applications and inject
aut hentication information of the newly 5 created
W@e@as780 i nto the user's credential contai ner PGT/AGHH3/000114
on the server. Once the information is stored in the
credential container, the Access Agent downl oads the
information storing it in the user's SOCI and
.he ‘Acc

- e B LA T S oSSR Aty

created accounts. The del etion and addition of user
hardfagss ke 4 35> (els 8t MEdbQBOBHRIN & drtAbase Hewtighatanseryg. In
interface provided to the, adm nistrator. The
addifipn.dt valt be mpprepintsdphatiyser adhinticationainyrmiation dosserot @eed to be
users and application or applications identification
comendd dinteeat strivees yivtanof authestioavien cindaddginbe ws@eaithéidation
user accounts. In addition, the interface nmay pronpt

infoﬁﬁ@ion%ﬂtﬂb@bﬁ?é@ﬁ&k_bfy%e e UaShui&dient i cation
information to be inserted into user's directory upon

, . . _ / Re 5
Thul, G ET b Byt 67 B o R H AR Rl By Mg he
det.ects that, a b page..that a uyser is attenpting t.0
presg bation i pde Erslaf R reladd Sirgi ik sbefidens

. plication requires st[on? aut henti cation t hrough

it W%Esléei s denathek YgEowse spdHicaliony, and Ghapgesr mapdep enagogo these
contacts the application server to present a

embe@imentsi vithoyt dapetingpizpindbe bwadaGpirg snd scepeaifahd mvgaionas set
the Access Agent, requiring the Access Agent to

fortldinghe alaimys. Agordingly,ahe gractrbtion smd dratvirgss pre oebcereli@iled in an
The Access Agent signs the datum using the

illustritiv@ 3Rdel rotheSthen & destritti®&sdnse.The applications returns a
session identification to the sniffer nodule 225
all owi ng the user to access the application. 19 WO
2004/ 053700 PCT/ SG2003/000114 It will be appreciated
that user authentication information does not have to
be stored in a hardware token, such as SOClI, but
maybe stored in a database |located at a server. In
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addition, it will be appreciated that user
aut hentication informati on does not need to be

w@ornmsized i nto a stronger form of authenti cat POISGE3/000114

original user authentication 5 information can be
pl ayed back by the sniffer nodule 225. Thus, a nethod
and apparatus for user authentication have been
descri bed. Al though the present invention has been
cLA§EgCr i bed with reference to specific exenplary
odinments, it wll be evident that various
nodi fi cati ons and changes may be nade to these
Vthnbcidj ts w thout departing fromthe broader spirit
ARV EY0f the invention as set 10 forth in the
claims. Accordingly, the specification and draw ngs
are to be regarded in an illustrative sense rather
than a restrictive sense. 20 WD 2004/ 053700
PCr//ser00d/comptising: CLAI MS What is clainmed is: 1. A
met hod conprising: identifying a plurality of
apidkntifpingansuratigegapplicatibys @cessidle 1BYa 83686V Bkddfining
aut henti cation credential container of the user; and 5

authGRBRIRL drétnfal\dosiirRf of A8 ultdrlpfdl 1 ty of applications
accessible by the user. 2. The nethod of claim!l

B R g e L

claim1 further conprising renoving access to an

application fromthe plurality of the applications by

utilizing the viewof the plurality of the .

app! i catiegagthad eldaimy] wherpin the vigdeis a cansofidateddirerdery of the

claim1 further conprising: 15 creating a user account
plurafigy ofghe\eplisphidniscat i on to be accessible by the user

3. The method of claim 1 further comprising removing access to an
application from the plurality of the applications by utilizing the view of the plurality of

the applications accessible by the user.

4. The method of claim 1 further comprising:

creating a user account for a new application to be accessible by the user
utilizing the generated view; and

injecting authentication information of the user account into the

authentication credential container of the user.

5. The method of claim 4 wherein the authentication credential container is

stored at a server.
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utilizing the generated view, and injecting
aut hentication informati on of the user account into
w0 b@4/053T0hent i cati on credential contai ner of ther/scE03/000114
20 5. The nethod of claim4 wherein the authentication
credential container is stored at a server. 21 WD
2004/ 053700 PCT/ S&2003/000114 6. The method of claim
3 erei I: [ r . [.cal .
e et Ao F RS hEeBRhe RS L BB e ababicaty.
account is performed automatically. 5 8. The nethod
of claim4 wherein the creating the user account is
per f or med nanuaIIY_by an adm nistrator. 9. The nethod
of 7el ai rihg mgeadeafislaimet wherpiarihe eraatingthe nies perguitidn performed
injected 10 into a hardware device of the user. 10.
autofifaticatist. hod of claim 1 further conprising renopving
i ndi vidual user directories for each application of
the plurality of the applications accessible by the
user. 15 11. An apparatus conprising: an identifier
mogul e ('[fﬂe d de%18mP WEbihkie &Eatﬁ%%%ﬁé%& b@38nt is performed
accessi ble by a user by exam ning &authentication
cr ntial container of the user; and a view generator
m"“’t“%ﬁgg’h%‘% %@néstr\e}?)éw of the plurality of applications
accessible by the user. 20 12. The apparatus of claim
11 wherein the viewis a consolidated directory of the

9. The method of claim 4 wherein the authentication information is injected

into a hardware device of the user.

10.  The method of claim 1 further comprising removing individual user

directories for each application of the plurality of the applications accessible by the user.

11.  An apparatus comprising:

an identifier module to identify a plurality of applications accessible by a user by
examining authentication credential container of the user; and

a view generator to generate a view of the plurality of applications accessible by

the user.

12. The apparatus of claim 11 wherein the view is a consolidated directory of the

plurality of the applications.
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plurality of the applications. 22 WO 2004/ 053700
PCT/ S&003/ 000114 13. The apparatus of claim 11

WO eootlosz7oconpri sing an interface to assist i n PENDG2008/000114
access to an application fromthe plurality of the
applications by utilizing the view of the plurality
of the applications accessible by the user. 5 14. The
FEPALAL AL og@g*gmilmhﬁ L0 SRR s el R e

a i cati.on.to be ac |bIe b he, us [ ng
awzfg ?féwtp@ fefiomrommthe; ‘ffé Wﬁ hehiHione Ptsﬁzmgt Mew of the
i nformati on of the user account into the
plurglityredthd applivations pesgasthle &Y theoseni ner of the user. 10
15. An apparatus conprising: nmeans for identifying a
plurality of applications accessible by a user by
exam ning authentication credential container of the

5 8§ eltic a Pﬁeﬁaﬂﬁ@ andainPl 1 SRMSF SdrhPihifk o BWrfate ﬂohﬁs@ i 'bﬁ.uahﬁg’a
of applications accessible by the user.
user account for a new application to be accessible by the user utlhzmg the

generated view and injecting authentication information of the user account into

the authentication credential container of the user.
10 15. An apparatus comprising:
means for identifying a plurality of applications accessible by a user by examining
authentication credential container of the user; and

means for generating a view of the plurality of applications accessible by the user.
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