METHOD FOR | NI TI ATI NG RE- ENUVMERATION OF A DEVICE Field of Invention 5 The
present invention relates generally to Universal Serial Bus (USB) devices,
and nore particularly to a nmethod of initiating device re-enuneration

wi t hout physical detachnent -and reattachnent of a USB device in relation to
a host. 10 Background of the Invention Renovable Universal Serial Bus
(USB) dat'a storage devices have gained popularity due to their |arge
capacities and shrinki ng physical sizes which allow 15 the devices to be
portable. Miultiple partitions may be provided of which one or nore
partitions may be secured to all ow authenticated access to data stored in

t he secured par METH@B FQRINITIAEING REENUMEBATION QR A DEMIEEIred to al | ow
unrestricted access to data stored therein. 20 At tinmes, users of storage
devices may need to nodify their storage requirenents. For exanple, users
may need to nodify a partition into two partitions. Each tine a storage
devi ce i s FARJriivdrtidpd. a host to which the device is connected to, e.g.,
a personal conputer, 1s required to re-enunerate the device. Enuneration
is autématic if the device is cold-plugged to the host. 25 However, if the

device is repastdti g e r |N| t e host is
unabl e to aut o?rix'a idég%%g 'Pt‘awryl?lr‘r‘g? JF%%Q%&%WS?S%@%%%W%%}&I% Bl’f'ééb
repartiti davings, ahoere ipatticuladntto enmethagl of ppitialing alevige detencivenationhe devi ce

fromtne wifate ARRidaPalkbfifibht'shd leatthhh &t b Oshoudvite inYefitbfi 163" at ! on

of the devi ce.
host.

10
Background of the Invention

Removable Universal Serial Bus (USB) data storage devices have gained

popularity due to their large capacities and shrinking physical sizes which allow

15 the devices to be portable. Multiple partitions may be provided of which one or

more partitions may be secured to allow authenticated access to data stored in

the secured partitions, while other partitions remain unsecured to allow
unrestricted access to data stored therein.

20 At times, users of storage devices may need to modify their storage
requirements. For example, users may need to modify a partition into two
partitions. Each time a storage device is repartitioned, a host to which the device
is connected to, e.g., a personal computer, is required to re-enumerate the
device. Enumeration is automatic if the device is cold-plugged to the host.

25 However, if the device is repartitioned while remaining connected to the host, the
host is unable to automatically enumerate the device upon completion of
repartitioning. Manual intervention, e.g., physically detaching the device from the
host and re-attaching it, is required to initiate re-enumeration of the device.
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Summary of the Invention Enbodi ments of the invention allow a host to
initiate re-enuneration of a USB device follow ng an event requiring
device re-enuneration without the need 5 for manual intervention, i.e.,
physi cally detaching and re-attaching the device to the host. Also, no
addi ti onal hardware support is needed. To this purpose, a sequence or
procedure emnul ati ng detachnment and attachnment of a USB device to a host is
performed while the device renmains 10 attached or connected to the host

t hroughout the sequence. The sequence involves a series of command
exchanges between the device and the host to enable an operating system
(0S) resi Sunynany ofitbe tivantissy cei ve a device change which in turn causes
the host OGS to initiate enuneration of the device. Since the device
remai ns attached to the host throughout the sequence, the host OSis 15
mani pul at ed t oEmbedimestsaofptharintention aflow achast tolinitiste re-epumeratian@ofder for it

to perceiygp Vioﬁ&mﬁgg{ﬁg&ﬁerq&%%{rinh%%%é?q -eA0MeRRRAifdut ﬁ‘fétn%aar acterize

enbodi ment's of the pres 0 e apparent upon reading the
f ol | owd ngfatanaiuat ihteryentianyi.eo physicallyaietachingand fe-atiaching thei daving tor awi ngs.

nost and et crsBend By bRl haRale fprortsy hESASF| CT, 2 GYChce accor ding-t o
one enbodi nent of the invention. 30 2 Detailed Description In the
Fol lowing descfd Rk QurpdbdT™f QWGuSRECH biocdfid' Liufliflg HRtadhBidnt drd O der
attachment of a USB device to a host is performed while the device remains
10 attached or connected to the host throughout the sequence. The sequence
involves a series of command exchanges between the device and the host to
enable an operating system (OS) residing in the host perceive a device change
which in turn causes the host OS to initiate enumeration of the device. Since the
device remains attached to the host throughout the sequence, the host OS is
15 manipulated to receive a plurality of preset device states in order for it to perceive
~ adevice change.

Other features and benefits that characterize embodiments 'of the present
invention will be apparent upon reading the following detailed description and
20 review of the associated drawings.

Brief Description of the Drawings
FIG. 1 illustrates a system comprising a host and a USB device.
25

FIG. 2 illustrates a flow sequence according to one embodiment of the
invention.
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to provide a thorough understandi ng of various enbodi nents of the present

5 invention. It will be understood, however, to one skilled in the art,

t hat enbodi ments of the present invention may be practiced w thout some or
all of these specific details. In other instances, well known process
operations have not been described in detail in order not to unnecessarily
obscure pertinent aspects of enbodi nents being described. 10 FIG 1
illustrates a system 10 conprising a host 12, such as a personal conputer
or any computing device, which is coupled to a Universal Serial Bus (USB)
device 14. The host 12 includes-an operating system (0OS) 16 and a software:
appl i cat i BatailedflescElption a non-vol atile menory of the host 12. A 15

M crosoft (r) Wndows(r) product nay be used as the OS in enbodi nents of
the invention. However, it should be appreciated that other operating
systens may dhithe fedowing despiptiopetum@ioys specifidelailganei sehfartivin padars
configure bt er Wit t ; ' Vi 4, such as
to repartflé’t Ff)br\{i#hg lﬂé{/olughe %ﬂe}%ﬁné@?to&f‘c rrr’éﬁ% %dﬂrﬁ pt(g)ptﬁ)ﬂgobli%ge%rovi ded at
t he host ingentiony dtewilleba undsrsiogd, however) toheneleskillag 1m the aftedhati cal |y

couple th A 1 . lg: : : hown) may
be provi dglagﬁae]h%\ggsngﬁﬁg @gg?@gﬁ\geﬁ é?\ﬁ%gé %ﬁ#‘gg%wtgame%?ﬁ?ggl?y coupl e
t he devi cibesd specifihdetaijst |1 2theTrirstandespwelliknewn qudtessonerationsthaydment

poi nts thrqu Lehaather : Lce ' I : pled to
Phe host 19 Skt HeschiBiy dofaf i SYAGP Aot R ulfect ity TREGUE' ferufihir O
manual i naspeetsafiembodirends heingalesenihddat i ng det achnent and re-attachnent of
a device 14 in relation to a host 12 is perforned while the device 14
remai NS connected to the host 12. The sequence may be invoked by a

pr edet er mi ned AGentilludiiatds a systere$0 dempdsing a host 12, such as a personal

computer or any computing device, which is coupled to a Universal Serial Bus
(USB) device 14. The host 12 includes an operating system (OS} 16 and a
software application 18 stored in a non-volatie memory of the host 12, A
15 Microsoft ® Windows® product may be used as the OS in embodiments of the
invention. However, it should be appreciated that other operating systems may
alternatively be used. The software application 18 is configured to interact with
the host OS 16 and with the device 14, such as to repartition the device 14. An
attachment point (port) 20 is provided at the host 12 to receive a cable 22 from
20 the device 14 to electrically couple the device 14 to the host 12. Alternatively, a
hub (not shown) may be provided between the device 14 and the port 20 to
electrically couple the device 14 to the host 12. The hub provides additional
attachment points through which other USB devices may be simultaneously
coupled to the host 12.
25 .
To initiate re-enumeration of a USB device 14 without manual intervention,
a sequence emulating detachment and re-attachment of a device 14 in relation to
a host 12 is performed while the device 14 remains connected to the host 12.
The sequence may be invoked by a predetermined event which requires device
30 re-enumeration. The sequence involves a plurality of command exchanges
between the device 14 and the host OS 16 and/or an application 18 residing in
3



30 re-enuneration. The sequence involves a plurality of conmmand exchanges
bet ween the device 14 and the host OS 16 and/or an application 18 residing
in 3 the host 12 to mani pulate the host OS 16 perceive a device change
even though the device 14 remains connected to the host 12 throughout the
sequence. -In particular, the host G5 16 is manipulated to perceive a first
state in which the device 14 appears disconnected fromthe host 12 and
subsequently to perceive a 5 second state in which the device 14 appears
connected to the host 12. This sequence enulating a device change causes
t he host 6 tginitiate d VIC nuneratlon I n_accordance st andard
OS behavi ? % @rterm%“"?‘é'aﬁ? RAsOP JOmergeive ahewpe Fﬁ?’?ﬂﬁ?‘ﬁ"ég téﬁ’r]'bequence
200 for 1Rk dBlité A4 ReEnme! e@ﬁﬁctéantootheamddSBzctﬁwugﬁtha@equdmdeg o one
enbodi ment of ES “$|nvent|on The se&@snce may. be .i nvoked

e

predetermpﬁglﬂ‘” Bt G 1Py naniy! tEé)eé?ﬁJ‘f?e?Jl"T’tcﬁ‘{ateEQé'Yr'ﬂ?l?sgh%f such an

event i ncldediee 18WWppBafs disddnheéted from themast 12 é&ﬂélﬂﬁeQueﬁtWQO H&eﬂ@\é ce (such
as from one partltlontotmg‘?artltlons nbi nati ons of

repart Pt i GEFONS StaR) imwdighythgPavice Y appeary QOBO%‘th%fm éh%?%ta?% ithhh in the

devi ce 14 gpguéhcePépliRfihd '%gdé?)' ceséiﬁh@érlﬁugeé)ﬁfé hédtQUS 1@ toVinfiteVdvicd -  The
following description applies to removable storage devices utilizing USB

nmass st or £GEMeration imaceardance withustapdard Oheehavi®at i on based on Smal |
Conmputer SystemInterface (SCSI) command sets. However, it should be
appreciated that the follow ng description also applies to USB devices
utilizing Cont Refergngecis pew madey foupis. (%Bdh)Cht Husteates @ saswenss 28Pifeh. The

sequenge %ﬁﬁhtfﬁ@krﬁ@nérﬁﬁ&k@ﬂa%@déﬁ&é%r&cammg fPbAPBmMbBdinRM @ e 1N the

host 12 upon an occurrence of predeterm ned event. The application 18

i ssues a ﬂ’i\'ie§f'°’bu§'f‘8rﬁeﬂléﬁ"%2ﬁﬂaﬁ@3/|h‘? ipveked o2 pmie&%fmm%e\eent mhicdhevi ce 14
(r)?lh :(r:t 25 r@dires YETRB EhudifatioRd UB&hblesLofRh ahWvedt IREIBEE B RbNRRitseMmand.  I'n
to, repartitioning of the USB device (such as from one partition to two partitions,
and any other combinations of repartitioning) and modifying the security level of a

15 partition in the device 14 (e.g. protecting or seburing a partition, or vice versa).
The following description applies to removable storage devices utilizing USB
mass storage class Bulk-Only transport specification based on Small Computer
System Interface (SCSI) command sets. However, it should be appreciated that
the following description also applies to USB devices utilizing Control Bulk

20 Interrupt (CBI) transport specification.

The sequence 200 may be invoked by a software application 18 residing

in the host 12 upon an occurrence of a predetermined event. The application 18
issues a first customized command in block 202 to configure the device 14 reject

25 all commands and requests, except for a predetermined command. In other
words, only the predetermined command may be accepted by the device 14.
Accordingly, receipt of a command other than the predetermined command by

the device 14 will cause a command failure. An example of a predetermined
command includes, but not limited to, REQUEST SENSE command according to

30 USB Mass Storage Class Specification and SCSI command set. The REQUEST
SENSE command is generally used to transfer sense data from the device 14 to
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words, only the predeterm ned command nmay be accepted by the device 14.
Accordingly, receipt of a command ot her than the predeterm ned conmand by
the device 14 will cause a command failure. An exanple of a predeterm ned
command includes, but not limted to, REQUEST SENSE command according to 30
USB Mass Storage C ass Specification and SCSI conmand set. The REQUEST
SENSE command is generally used to transfer sense data fromthe device 14
to 4 the host 12 in order to determ ne whether or not an error has
occurred. The first custom zed conmand al so presets or defines the sense
data as being a first state in which the device 14 appears di sconnected
from t he HeshostA2 iroger to geigrminendhetigres gt an egorhas gegiiriedatihedirsts t hen

solicits gy &&madcén%ém QLY ;iefe@é&e&r &&ﬁaQQQﬁé’ sfeF\Qénda ﬂ%s?ﬁeYﬂ § firg i n bl ock

204 by issuln evi ce a second conmand her than the
pr edet er nsiféal I@cvmmdhe Sleviae flﬁeanr@ar%@hsmnmed)é@m teeriasdZe®-@.n bl ock
202 to re?ﬁ&&uﬁ”ﬁt@ﬂ ds except for the predeterm ned 10 command, any
ot her connan ? resu in a command failure. An exanple of a sui tabl e
command is the TEST UNIT READY command, based on standard SCSI command

set, which s 4 Leerln I0hdIMIER alé?ﬁlﬁﬂﬂ&tfallu‘?e bf i §6htse i pur pose

of the second enerate a comra whi ch
in turn cﬁ\@swnqeh‘é indziocl(@‘tlby issuing 4o m%devmertﬁa@aemd ¢commandiichce with 15

t andard EfceUMe! d Y1 £ th
Ze\alllncgr 14Qrsgpiutr32§él?rthe %&%@W@ﬁégﬂﬁﬁﬁhe app :t\fi:at Eg'ﬁ@l% |%ock6206.
Recei pt oforfiguadrimbiockid0zr to iecticll coremhnds erept dox thep prefdetammineder r or
check by SaAGHE. TG SAENSRERSIEAS Lophdfy o Sgigel 200 20

Si nce or ‘acceptanc
: sunable command is the TEST UNIT READY command, based on standard

SCSI command set, which is to request the device 14 report if it is ready. The
purpose of the second command in block 204 is to generate a command failure
which in turn causes the host OS 16 initiate an error check in accordance with

15 standard OS behavior. In response to the TEST UNIT READY command, the
device 14 returns a command failure to the application 18 in a block 2086.

Receipt of a command failure causes the host OS 16 to perform an error

check by sending a REQUEST SENSE command to the device 14 in block 208.

20 Since the REQUEST SENSE command was configured for acceptance by the

device 14, the device 14 returns to the host OS 16 with sense data in accordance

with standard response required of the REQUEST SENSE command. The

sense data, which was earlier preset as being in the first state "Medium Not

Present,” is supplied to the host OS 16 in block 208, Accordingly, the host OS 16

25 now perceives or detects that no device is present even though the device 14
remains attached to the host 12. '

Subsequently, the host OS 16 is manipulated to perceive that a device 14
has been re-connected in order to invoke enumeration. To this purpose, the
30 application 18 issues a third customized command in block 212 to configure the
device 14 reject all commands except for a predetermined command. The
5



device 14, the device 14 returns to the host OS 16 with sense data in
accordance wth standard response required of the REQUEST SENSE command.
The sense data, which was earlier preset as being in the first state
"Medium Not Present,” is supplied to the host OS 16 in bl ock 208.
Accordingly, the host OS 16 25 now perceives or detects that no device is
present even though the device 14 renmains attached to the host 12.
Subsequently, the host OS 16 is manipulated to perceive that a device 14
has been re-connected in order to invoke enuneration. To this purpose, the
30 application 18 issues a third custom zed command in block 212 to

conf i gur epriebetegwinedecardmany dit tthea lclirrentnimatadise anaye pisof be the REQWEST i ned

he. REcUEiEeRRBRERl The Hind “TRRRd cifnebll A88 oVl BA R G, oy o

exi sting sersesdatdasesd prebets dsas deirfg assdeend gstatesiacwhighsthat device WAi ch t he
device 14 ears connected tq.the host, 12 .eg, ."Not d eady
Transiti oﬁpp?eo 8‘?’1[1%'3@9“383'9.%58?‘9%8& H\gcftR%aﬁg tg&%gﬁa S%ﬁ -Maﬁgﬁ a val ue
of | ogf c Changealimourther, tHe\llevics dd may tafust @r valoé of dogierunitf nygraberst i ons in
t he devic aw.The adjusted . LUN value nay be, subse t r.ovided to the
nost o6 10Ul a8 o dhe Phfes bl By ARt kB SR T RS Cormng
fai | ure oLUNailuecmaybesoissequéhthyf srovidéd to #e\hosO$4 6 duringenemepationost OS 16
initiate an error check. To this purpose, a fourth command, which is a
command ot her than the predeterm ned conmmand, nmay be issued to the device
14 in bl ock 2Ifhe Applicafieurshagaingslivis amymhﬁa\ri:lhfailsmng frdlet hespﬁmsend cort;’lrrand
in block 204, e.g. . TEST UNI T READY .cqummpnd,. or nmay be any o . suitable
commﬁ(ﬁs. %?rﬂ tpgs‘%?ﬂ??e% 30 (RESE Pﬂ3t1§§c nrﬁ%‘fff’g‘? a[nh%rr%reg}?eccé. 1ii° S{%‘? urns a
conmmand fpirpuges d fourtheobpmand; attichis Bcornmand it khatl thespredetetrhinedevi ce 14
has been ealmhand, 537 be 3t totnd'd@fie 74%n Wodk®F  This fourth command
may be the same as the second command in block 204, e.g. TEST UNIT READY

command, or may be any other suitable commands. In response to the fourth

15 command, the device 14 returns a command failure to the application 18 in a
block 216 since the device 14 has been earlier configured in block 212 to reject
all commands except for the predetermined command, e.g. REQUEST SENSE
command.

20 Receipt of the command failure triggers the host O8 16 to perform error
checking by issuing a REQUEST SENSE command to the device 14 in a block
218. In response to the REQUEST SENSE command, the device 14 returns or
supplies to the host OS 16, in a block 220, with sense data which has been
preset as being the second state in which the device 14 appears connected to

25 the host 12, e.g. “Not Ready to Ready Transition - Medium Changed”.
Accordingly, the host OS 16 now detects or perceivés a change in an attached
device 14 even though the same device 14 remains attached to the host 12
throughout the sequence 200.

30 Because the host OS 16 detects a device change, the host OS 16 initiates
an enumeration process in block 222 in accordance with standard OS behavior.
6



all commands except for the predeterm ned command, e.g. REQUEST SENSE
command. 20 Receipt of the command failure triggers the host OS 16 to
performerror checking by issuing a REQUEST SENSE conmand to the device 14
in a block 218. In response to the REQUEST SENSE conmand, the device 14
returns or supplies to the host OS 16, in a block 220, wth sense data

whi ch has been preset as being the second state in which the device 14
appears connected to 25 the host 12, e.g. Not Ready to Ready Transition -
Medi um Changed”. Accordingly, the host OS 16 now detects or perceives a
change in an attached device 14 even though the same device 14 remains

attached The tenamecationlitocéds: inclgtes)tinfohelis aptadming 2 BumBer Bepartitionst he host
n_enuneration

OS 16 detect devi.ce change, the St 16 initiates

b ocess 1 R LRk Tl S35 o bastt Gariicrindpe sied s 208 Rupfnd MR h
enuner at i Qalugs ke hosNOBUIBER a Blodkez22al | @, obt ai ni ng the nunber of
partitions (i.e. LUN value) and size of each partition in the device 14,

and supplying these values to the host OS 16 in a block 222. 5 In the

f oregosng par agrtaeferegbing parsdEshs, SNREQUEBTEBENSE t6iRfiahe is Psetviode a
device conditjon or state eyen thou%\ t he device condi.tion mani pul at ed

1,S.
or preset PfYId8 3 SEUICH o PANIIRIH OF o5iate, VR hREHEN e, 9aYee c@"Fﬁwa Shost . It
shog! fl- benwnfumécglbeféréfdé@&% fém?ate Qefavhn@At a?@anbeftnmténﬂ dsftch delicegoa devi tce
condition or c i ndi cating a connection sta rqu a par amet er
o or ot nbbe BrShuf By Anmesiaed MBaGoan copmands capeRls, S et o
enbodi mentgvied cérdthtion divipabRoMdithting ial chhectiBtithteC trdWihsa phrantier aspect ,
t he REQUEST SENSE c nd may be des_crl bed as a c,omrabnd_corlflgw ed to
provoRe aOf ¢EpBfiER of A "&et“&}/‘%ﬁ@"&exﬂ hast, reayehe HsRy ipfEnbodiments of the

invention with suitable modifications.

In one aspect, the REQUEST SENSE command may be described as a

command configured fo provoke a response from a target device receiving the

15 command, in which the response includes information on the target device, for

example, whether the target device is perceived as being connected to another
device.

Embodiments of the invention are particularly advantageous because re-
20 enumeration of a device 14 connected to a host 12 may be automatically initiated
without manual intervention. Therefore, the re-enumeration process is
transparent to a user and also appears seamless with an event, such as
repartitioning of the device. Further, embodiments of the invention do not require
additional hardware or circuitry in the devices which would otherwise incur
25 additional manufacturing costs. Embodiments of the invention may be applied to
a variety of storage devices utilizing a USB connection. Examples of such
devices include, but not limited to, flash drives (commonly termed as pen drives,
memory sticks or thumb drives), external hard drives and any other such drives
with specific applications setup. '
30



15 command, in which the response includes information on the target
devi ce, for exanple, whether the target device is perceived as being ,
connected to another device. Enbodi nents of the invention are particularly
advant ageous because re- 20 enuneration of a device 14 connected to a host.
12 may be automatically initiated w thout manual intervention. Therefore,
the re-enuneration process is transparent to a user and al so appears
seanli ess with an event, such as repartitioning of the device. Further,
enbodi ments of the invention do not require additional hardware or

circuitry in the devices which woul d otherw se incur 25 additiona

manuf act uri ng Bdste berysiemsterch that otharembadinaents will bgyanpareigpitaese o  a
variety o r; i kil ok BS5dn QRd el such
devi ces |%]éiﬁ%(ge'ﬁqﬁﬁsﬁﬁg%ﬁf|C%B%lg%ﬂth§'g d.?ltggt%%re{ﬁves (gomﬁﬁy tgtrsFreH%fd as pen
drives, Rregdeny inventier oFurtharmorelr cartad) terminaegialhap sbeendusgd dorithe any ot her

such driv i i .1 L i ; ; : |-F1ad : nder st ood
Chat ot ho PRk, B S8GGHIIE AR ofd o RIS Wi nyefiofy | he ambBaiffot TP 5 00
consi dér a@hdnfestures edassdbed | akoveoaheuld ke aaonsiderask expmplasy.e wétht thenvent i on.

Furthernphﬁen@gi%@b@dgﬁggﬁgﬂhggﬁP?ﬁﬁ?n?ﬁgwysed for the purposes of

descriptive c e 1 nvention. The enbodi nents 5 and
features descri bed above shoul d be consi dered exenplary, with the
i nvention being defined by the appended clains. 10 15 20 25
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30 8 Cainms 1. A nethod of initiating enuneration, the nmethod conprising:
whil e a device remains attached to a host: 5 mani pul ati ng a host operating
system (OS) to retrieve a first preset state in which the device appears
di sconnected fromthe host; manipulating the host OSto retrieve a second
preset state in which the device appears connected to the host; and
initiating enuneration of the device in response to the host OS detecting
10 the second preset state. 2. The nethod of claim1l, wherein each of "

mani pul ating a host CS to retrieve a first preset state and mani pulating a
host OS to retrieve a second preset state is by generating a command ’
failure. Cdalgs The net hod of claim2, wherein each of manipul ating a host
OSto retrieve a first preset state and mani pulating a host OGS to retrieve
a second preset state further conprising: configuring the device to only
accept a pr &dmetodiai éindtiatingrenocheratngibiimethod eomoprisisgpondi ng one of the
first and the . : IL.ssuing a conmand ot her than the
pr edet er mi ned @g%ggﬂ%§%%ﬁ%§§$%§dqgg h& ﬁerate the command failure. 4.
The nethod of miaaipoiaing atmstoperatirg systhe (@8 nloretilicve afestpreset sta®EQUEST 25

SENSE con‘}&n PRI .of clai in the command ot her than the
predet er m écg‘ thggﬁg@%& gﬁéar}gglﬁggqn%cﬂ?r@%ﬁésgmnd.
manipulating the host OS to retrieve a second preset state in which the
device appears connected to the host; and
initiating enumeration of the device in response to the host OS detecting
10 the second preset state.

2. The method of claim 1, wherein each of manipulating a host OS to retrieve a
first preset state and manipulating a host OS to retrieve a second preset state is
by generating a command failure,

15
3. The method of claim 2, wherein each of manipulating a host OS to retrieve a
first preset state and manipulating a host OS to retrieve a second preset state
further comprising:
configuring the device to only accept a predetermined command;
20 defining a corresponding one of the first and the second preset states; and

issuing a command other than the predetermined command to the device
to generate the command failure.

4. The method of claim 3, wherein the predetermined command is a REQUEST
25 SENSE command.

5. The method of claim 4, wherein the command other than the predetermined
command is a TEST UNIT READY command.

30 6. The method of claim 3, wherein the predetermined command is a command
configured to indicate a connection state of the device in relation to the host.
9



30 6. The nethod of claim3, wherein the predeterm ned command is a command
configured to indicate a connection state of the device in relation to the
host. 9 7. The nmethod of claim11l, wherein nmanipulating a host CS to
retrieve a first preset state is invoked by an application residing in the
host in response to a predeterm ned event. 5 8. The nethod of claim?7,
wherein the predeterm ned event is a repartitioning of the device or a
nodi fication of a security level of a partition in the device. 9. The

met hod of claim11, wherein the device is a Universal Serial Bus device. 10
10. A device, which when connected to a host, is configured to supply a
first preset state in which the device appears di sconnected fromthe host

and subseq r St AT o] i S
connect ed9t gﬂ['% hﬁetﬁ%d:??%g? ﬂi'tl a ee'ﬁa'ﬁélﬁﬁeﬂlgrtéq&;?ﬁ@ﬁilgfs ?’ﬁ\e‘étgg\’/?ggﬁyv\her ein
t he first peasét state iscinvoked bp aor appdicationatesisling in the host dnupedpoade ftolal owi ng a
pl urali typ vfeﬂ{ lures. 11. The device of claim 10, wherein the
device istconfigured to generate the plurality of conmand failures by

bei ng Bonfigured to only accept a predeterm ned conmand and to supply a

command f gi l4re. | Cgi.vi.Nn . : t he
o oget er nenddenilah P BRI 7. helchl e B @riRRT Bent (¢ GhalforirtPey
pr edet er nheatevicemrendodificationRE Gl deSTritgieveEofcopartitich indbe #8vicdhe devi ce of
claim12, wherein the command ot her than the predeterm ned conmand is a
TEST UNI T READY conmmand. 14. The device of claim 11, wherein the
pr edet er nBndtie oaethedhdf ¢laina1,axinereindhe devite i3ur dnivérsal $etiat Blus devicennect i on
state18f the device in relation to the host.

10. A device, which when connected to a host, is configured to supply a first

preset state in which the device appears disconnected from the host and

subsequently a second preset state in which the device appears connected to

the host to initiate an enumeration of the device, wherein the first and the second

15 preset states are to be supplied following a plurality of command failures.

11. The device of claim 10, wherein the device is configured to generate the

plurality of command failures by being configured to only accept a predetermined

command and to supply a command failure in response to receiving a command
20 other than the predetermined command.

12. The device of claim 11, wherein the predetermined command is a
REQUEST SENSE command.

25 13. The device of claim 12, wherein the command other than the predetermined
command is 2@ TEST UNIT READY command.

14. The device of claim 11, wherein the predetermined command is a command
configured to indicate a connection state of the device in relation to the host.
30
15. The device of claim 10, wherein the device is a Universal Serial Bus device.
10



30 15. The device of claim 10, wherein the device is a Universal Serial Bus
device. 10 16. The device of claim 10, wherein the device is configured by
an application through a plurality of commands to supply the first and the
second preset states. 5 17. A systemconprising: a host; and a Universal

Serial Bus (USB) device, which when connected to the host is configured to
supply to a host operating system (0OS) with a first preset state in which
t he devi ce appears disconnected to the host and subsequently a second 10

preset state in which the device appears connected to the host, wherein the
host is manipulated to retrieve the first and the second preset states in
response to a plurality of conmand failures. 18. The systemof claim 17,

uherein g 4hl dlide oA # iferk tﬂe'dévré@qggbnﬁguré&byrag ghtaligRed command

and to supply a comman allure 1n response receivin ommand ot her
t han t he {hreugh 2 pluraliévioficcommantls toSupaiéhesfrst and e secendpreset stalesci n t he
predeterm ned conmand is a REQUEST SENSE command, and the plurality of
commands are a TEST UNIT 20 READY command. 20. The system of claim 19,
furthef coipAisysles cemprigipd:i cation residing in the host to initiate an
enuner ation of hog: ice followng a repartitioning of the device or a
nodi fi cation o? a security level of a partition in the device. 25 30 11
a Universal Serial Bus (USB) device, which when connected to the host is

configured to supply to a host operating system (OS) with a first preset state in
which the device appears disconnected to the host and subsequently a second

10 preset state in which the device appears connected to the host, wherein the host
is manipulated to retrieve the first and the second preset states in response to a
plurality of command failures.

18. The system of claim 17, wherein the device is configured to only accept a
15 predetermined command and to supply a command failure in response to
receiving a command other than the predetermined command.

18. The system of claim 18, wherein the predetermined command is a
REQUEST SENSE command, and the plurality of commands are a TEST UNIT
20 READY command.

20. The system of claim 19, further comprising: an application residing in the
host to initiate an enumeration of the device following a repartitioning of the

device or a modification of a security level of a partition in the device.
25

30
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