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"1 DENTI TY VERI FI CATI ON AND ACCESS CONTROL" Field of
the I nvention The present invention relates to a

waymvemsand net hod of identity verification anPCHAU2®3/000217

control of patrons to a venue, and rel ates
particularly, though not exclusively, to such a system
and nethod for use in |icensed venues. Background to

t he | nvepENNTYRVERIFICANION ANONACEESSCONTRBEY t 0
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art systens.
mdesddey patrdnd aretrmmn‘iedgmentﬂrélasvergley common for

patrons to present false identification docunents.
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form of |dent|fy|ng documentation or card. Information from the documentation
may be entered into a computer system for verification purposes against an
internal or publicly accessible database. This may be done manually or by
electronic means. Entry and processing of the information may take some

time.

There are a number of disadvantages with such prior art systems. Firstly, it is
becoming increasingly common for patrons to present false identification
documents. With the ready availability of sophisticated computer, printing and
reproduction technology to home users, it is relatively easy to produce a
counterfeit driver's license or similar document or identity card. Secondly, it
takes a relatively long time to process each potential patron using such prior

art systems. A popular licensed venue may have over 3000 patrons pass
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takes a relatively long tine to process each potenti al
patron using such prior art systens. A popul ar

its doors on a Friday or Sa& urday night. Even if it
only takes 6 seconds to check the identity of each
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first aspect of the present invention, there is
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i nformati on processing neans for generating a unique

Summedryiof thelwidmidon key for the patron based on said
i dentifying biological characteristic read by the
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m&w enrol | ed;

a biometric reader for reading an identifying biological characteristic of the
patron;

biometric information processing means for generating a unique biometric
information key for the patron based on said identifying biological

characteristic read by the biometric reader;

a primary database for storing the biometric information keys of newly
enrolled patrons and ali patrons who have previously attended the venue and
been enrolled;

a means to record information indicating that one or more of the biometric
information keys belong to patrons that have been banned access to the
venue; and
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a nmeans to record information indicating that one or
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reggrdl ng the patron. Further, the enrolnent term
aseaId th PIREFRRfedata PieRasSBSMSRNAN| ng neans to scan

the i dentifying docunents of a patron such that the

Braenedment terminal preferably includes a means to input information

regarding a patron along with the read biological characteristic of the patron
to enrol the patron in the primary database. Preferably the means to input
information includes a first display on which can be displayed questions for

the patron to obtain said information regarding the patron.

Further, the enrolment terminal preferably includes a document scanning
means to scan the identifying documents of a patron such that the scanned
information is combined with the biometric information key from the biometric
reader and transmitted to the central server as a unique identification record.

Advantageously, a means to capture image information for each patron at the
time of entry is provided. The means to capture image information may

comprise a camera connected to the enrolment terminal, the camera being
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information is conbined with the bionetric information
key fromthe bionetric reader and transmtted to the
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An event database may be provided in which is stored information specific to
an event, and the access data processing means compares the information
contained in the unique identification record of a patron with the event
database information to determine whether access to the current event is
permitted. The stored information in the event database may include age
restrictions on the event and the access data processing means compares
age information stored in the unique identification record of a patron with the

age restriction.

According to a second aspect of the present invention there is provided a
method of identity verification and access control of patrons to a venue, the

method comprising the steps of:
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dat abase information to determ ne whet her access to
the current event is permtted. The stored information
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database.

The method may also include the steps of displaying on a first display on the
enrolment terminal, information including the results of whether a patron’s
identity has been verified and whether the patron has been banned access to
the venue.

Preferably, the step of reading biometric information comprises scanning
fingerprints. The biometric information key may then be formed by converting
the scanned fingerprint into a binary number representing the unique
characteristics of the ridges and meridian points of the fingerprint.
Advantageously, the method includes the step of capturing image information
for each patron at the time of entry.

The method also preferably includes:
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identity has been verified and whether the patron has
been banned access to the venue. Preferably, the step

w@booregsseng bionmetric informati on conpri ses SCBCITALZN07/000217
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about the patron. Throughout the specifi catl on, unI ess
the context requires otherw se, the word conpri se" or

Yﬁfo‘u@ﬁbtﬂﬁﬁe SPEBMiERiIonS QARES BRSCorféxt reQINRES SthBatise, whé lword
comprlse” or variations such as “comprises” or “comprising”, will be
understood to imply the inclusion of a stated integer or group of integers but
not the exclusion of any other integer or group of integers. Likewise the word
“preferably” or variations such as “preferred”, will be understood to imply that
a stated integer or group of integers is desirable but not essential to the

working of the invention.

Brief Description of the Drawings

The nature of the invention will be better understood from the following
detailed description of several specific embodiments of the system and

method of identity verification and access control of patrons to a venue, given
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understood to inply the inclusion of a stated integer
or group of integers but not the exclusion of any
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"preferably” or variations Buch as "preferred”, wll
be understood to inply that a stated integer or group

' ' le . but not essential to th
B T SPEHATRE ST R R e BRSPSy Urdtengs. i
Bhiohi ngs The nature of the invention will be better
understood fromthe follow ng detailed description of

severpigufPeR 4 fLﬁwcﬁBm(iild‘EerHr%grgﬁw 6ffhepr%re?rrer‘%ﬁrﬂ8§d|ﬁ?e%t‘8ﬂhe

of identity ver| fication and access cont atrons

to a B of grsaiityyeribigation anchaptassarniro! i ancordance with

r ef erﬁgiﬁeg&tgmng&gonpanyl ng draw ngs, in which:
Fi gure I's a functional bl ock di agram of a preferred

enbody t ste |de r|f|ct|on and
acc es':t,lg@{)én% %qut[rgﬁesa% o S’érﬁg 45 ﬁ%o Rl SEReIment terminal
I nvengmpioyedringtheesygtem bEiyn@tes a preferred enbodi ment
of an enrol nent term nal enployed in the system of

Fi gurmgds §'Qlérﬁov3 f

ol g b ey charef the Horihal bioBs il PoriFhG e
ent r yidegfity apd méﬂltﬂﬂga@@f@r thad yenye tma@omiaefoerwrﬁda preferred
enbo [ r tion
ccesa ety bEReReE of et ehitatt i dnd e S ip B of
i s a the ovessmhinveotion; h?@dst eps involved in enr olling a
patron in accordance with a preferred enbodi nent of

t he riEigivedd of ai fitenichal ofehé fstéb%trh@cﬂvém% BREARY 5 t6Rlin
of the B sent jinvention. Detailed Description

Pr ef 15CRIABGE olitheh PLefesred @mbadimaatnef the \mthod cht idemity

and AefifisstidauHd Mcebs BHRTEIJF Bt srabostiinfstionf the

system 10 of identity verification and access control

Mg g IR
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characteristic of a
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reader is a fi nger pri nt reader 12 however it will be
Arrdeiesed enhasimeningf ieheystesuit0aiflidentity verification and access

control in accordance with the invention, as illustrated in Figures 1 and 2,

Figur

comprises a biometric reader 12 for reading an identifying biological
characteristic of a patron. In the preferred embodiment the biometric reader is
a fingerprint reader 12, however it will be understood that any other suitable
biometric reader could be employed, for example, a reader based on retinal
or iris scanning or face recognition. A suitable fingerprint reader 12 is that
produced by Crossmatch Inc, with a resolution of 500 dpi. The fingerprint
reader 12 is preferably housed in an enrolment terminal 14 located at the

entrance to the venue for enrolling patrons in the system 10.

The enrolment terminal 14 typically comprises an appropriately stylised
casing 16, as illustrated in Figure 2, having a front end 18 facing a patron
while he/she waits to be enrolled, and a back end 20 facing an enrolment
officer while he/she supervises the enrolment process. The fingerprint reader
12 is built-in to the front end 18 of the terminal. A small video screen 22 is
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bi onetric reader could be enployed, for exanple, a
reader based on retinal or iris scanning or face
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iBERFRERSS ihRAAIIP BRSO or the patron. The data processor 30
preferably includes optical character recognition (OCR) software for
converting printed matter on the proof of identity document into machine-
readable characters that form part of the document identification record.
Preferably the unique identification information records are stored in a primary
database 32.

The primary database 32 for storing the biometric information keys of newly
enrolled patrons and all patrons who have previously attended the venue and
been enrolled is typically associated with a central server 34. In the preferred

embodiment of the invention the primary database 32 is partitioned into an
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scanned by the docunent scanner 26 fromthe proof of
identity docunent to produce a docunent identification

WO e@oneBs29Thi s docunent identification record nByT/BE2007/000217

conbined with the biometric informati on key to produce
a unique identification information record for the

tron., The dat ro sor pref e [ :
fiil Seoaspad copSp SR e (i HaBpYa ROl RS uniaue
icgé?iﬂiﬁ@éttdmgfd@mbﬁérechbcﬁﬁdstfeg a(glnedd’aern}ﬁn@d)fnaxfmdudem:cmttey of the
ocunent 1 nto cni ner eada aracters tpnat
R 1SN N ERIEE AT oAt 1 40.000 R o cledelet: st BiE, prtp
dalbadBi Hidd devat | finigas | @RntifidztibAatinformateror escoadse for a
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HRSIRL! e%ypasfobm aRdoR! fechRls! ONGpIMIY By il \atalsdsy is
attended 't he venue and been enrolled is typically
agseersiddireidduiingtthe epEdmenl Pree®Sfer 34. In the preferred
enbodi nent of the invention the primary database 32 is
Ty@idally itteen eystémt ais@imaluplea adenalieaGrovan@onrtrd ddfficeralCédsand
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R e P B0 B T ot A Bk ok Bl are
Hrolldde iMeisd VeRoendthly ditdlsdseedt [ted itioves of thgir GoNEOYment or
patron records, and e beta dat abaseI holtdﬁ.the uni que
ingfaliation; of4be sYSIEMF BEtNooNS YBPESH M SIEEE er mi ned
maxi mum nunber of all other patrons who have

Treesdndas sgrvenélis pepvidegywilina secendhaeqesh daka Broggssor 36 for
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e 2 i ORRETS el the SBHH T oaftoh gL, Buting the

siatrbaseess t6 et verrieof Thisedacesspdaiy neotessor 36 preferably

installation of the system .inc]udin n
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daiphRsmp2 aathe prigre SLBICHY NGTRUIPR &Y kserh patron.
information keys stored in the prinmary database 32 in

Bheleysteo VOralsy indiedasdenmeans ter indiate hatgmeppy grore of the

B, LRSr PR PRAROSHT D e et PV e e pesas
tathchvegue e endams campriies @ sepandary datakagey 338 for storing
biometric information keys of patrons who have been banned from access to
the venue. The access data processor 36 also compares the biometric
information key generated by the terminal data processor 30 with the
biometric information keys stored in the secondary database 38. If a match is
found the enrolment officer is warned via the video screen 28 that the
individual concerned has been banned from that venue. The conditions and

duration of the ban will also be displayed on the screen 28.

The enrolment terminal 14 also includes a means to search the primary
database based on information other than the biometric information key. For
example, the CCO may search through primary database records based on

the name or partial name information, date of birth, driver's license number or
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generated binary nunber with the binary nunbers stored
in the primary database 32 as the unique bionetric

i ncludes a neans to indicatle that one or nore of the
bi onetric informati on keys belongs to a patron that

th . Th .
A N TR T
bhenear pa:tromfrmsmehrobled kergsioadly patit eifsir WBeordawe the eftimary
Q%nggd f.rgm § to,t hz venue, . The access dat a
SBaRs bt PaeRnd 37 Snihai d89etpanhisosranned. The dpaaprishmay
he!lyhag@rmfaahed d@)fr]?bﬂl\ﬁaﬁ tBe Origial Bl BROCSEBAY iAo W\édtgh on

e mstrlc in mati on keys stored in thée secondary
Eﬁ“gt dpia @S%@earqh a?%?a%ﬁﬁemsa %?}ﬁa ] measr © ot dhe isterpd
bismaid @forhaid Rey ierR-RaHRYNthESirihiAlatiohe V\HLé‘fin' WedtiGhect

concer ned has been banned from that venue.

tesAEl it erigray datakeseis fand.he ban will al so be

di spl ayed on the screen 28. The enrol nent term nal 14
ahe gentral selwer d4nwefesallp Mthptld;Es ramermy ddwbabasw for

r ther than t J
bSO P3P0 2 B b PR M b e access
dédte oprghegsdrnds plsﬂﬁbhﬁx&setheeéxmr\dﬁab@tfa%@ 20 foh€pEaEtadess
tion ate of birth, driver's

tial f
Rl RenRORE A B Bhen 1RHeS 18 per Rttt Btromeesss to
mearemhef Hocéxampledilite beerdfs Qﬁ%h&ér@@@ﬁa\)@h?"ihé\w Bﬁlﬂlrp%ﬂons

rolled previously but their record in
qSe[rmt?\§ ot aﬂiai% may ﬁ@tg‘V%ﬁur?&C@ﬁeﬁotthél\fenﬂﬁnd)'@araﬁldltﬁﬂ, or

alerogpenedhe Eoent hag %éFH!ltfk‘été?SPé(véH?tm %Yér\ éés%”ék%@ss will be

orrectly at the original enrolnment resulting In
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storlng informati on pertaining to an event occurring
The cces ata rocessor 36 al so checks

'bﬁ?éeres'g\ﬁﬁgﬁv %'H%%’é Sl oaproyidedswith aimalepriies42
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The enrolment terminal 14 is preferably networked with the central server 34
via a hard-wired network or a wireless network. Typically multiple terminals 14
are served by a single central server 34, each terminal having an individual
identification number and a venue location identification number. The same
central server 34 may serve multiple venues owned by different licensees.
Separate databases are kept for each venue and/or licensee. Each enrolment
terminal 14 is capable of downloading a partial temporary copy of the various
databases held in the central server 34 pertaining to that venue. This helps to
speed-up the enrolment process, particularly for those venues located in

remote places relative to the location of the central server 34. Throughout the

The syst em BOT/AUS®7/000217
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denied to any patron unable to present a valid ticket
to the CCOs. The event database 40 nay al so be used to

wo 207l98524 e vari ous pronotional activities andP@r/AU2007/000217

mar ket research activitieslbn behal f of sponsors using
de-identified data. Preferably the enrol nent term nal

14 is al so vi ded, Wi t. I [ f
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i ndividual .identification an nue: | geat i
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Separ at e dat abases are kept fo h a
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dat abases held in the ce%}gr l. s?rver §4eﬁrtai R'@ng.to
RrRgassenYeans ALK B &" esf%@e&-ms Phiehat g fpe primary
P RSReS ThRGbEhIEUAR! di¥plhRid b asesssndedispiag anetleiehrolment
renote places relative to the |location of the t%én\&ih}althe
\ )

teemninak ta3notifyrthatigifo petremesg ahtited 1/ RaNSIES FSSPHR
Mg%ﬁoﬁrswbepg&raggnent terminal 14 is in use, any changes
I'n

e tenporary copi es of databases at the term nal
4 . din .
i vt Red A e 9h1el (3 SRR TREE iy

@RGiRs daxy Weedisplaged enlthe dirsistisplay df the eerolweneterminal if a
terminal is lo

ed off, all l|ocal i f

IR B oloe PR 1 ot o RBETD it fiiagr qy the
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sterebthessirpey resHisaith MPMAtCAL €E1qIRed & (hF PRFED, database

@%ﬁd?rgg H Yo, SuBREDEES, sk B dRFed®r € menber shi p
pdckages oftered by the venue. On accessing the venue

b Brcok @ Al S Mg fea RSO i Aptor Reatdiy
{vhether ianpatyon has purchased tickets to the event. The tickets may, for
example, be purchased online with details of the purchaser stored such that
the details are accessible by the system 10. The patron can then simply
collect their tickets by undergoing the verification process at the enrolment
terminal.

Patron Enrolment Process

A preferred embodiment of the enrolment process for new patrons will now be
described with reference to Figures 1, 2 and 4. A trained crowd control officer
(CCO) asks the patron if they have been enrolled on the club's ID verification

system previously [100]. The CCO then inspects the patron's driver's license
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dat abase. The results are displayed on the second
di splay on the enrolnent termnal to notify that the

w@2a0r09852% entitled to benefits associ ated w tPCT/AB2007/000217

menber shi p package. The sydzem 10 may al so i nclude a
means to run market surveys. The survey queries may be

e rst.d | a the enrolnment, .
BLOMR RSP shdTohBirs e R} ofhetibi Bttt Hsatiication
wsuaccarate, Bbahcblaaditnu@ mogir finger on the fingerprint
reader at the tinme of commencing the survey, the
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tails of . the rchaser . tored
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Fofevarataogipacesist ih\erwes'ilmpétaff catdbasé. Tlhkelnéﬂie §kﬂ‘felserhbﬂment
n e veri ation process at t enr ol nent
SRR 0 ok R0l e ol o MRS er cpe anvolment
lemﬂmds mett inothet REMes @éd@egltdaw PrRESsdras6. MRYiRAIOffe the
oy be deséglfglﬂ th reference to Figures 1, 2
%ﬂaondfdlspg\y{s?rgieﬂ PRIAP ESWRIRE" of ficer (CCO asks the
atron if they have been enrolled on the club's ID
19/@ enfaraeniodiseioy seraepr 28 thenspronpitie. CTRetcCaXk tHeepatron if

I r's, hot o
*hﬁf* B OO RS ogfnp TR E Bl P ReaSh Rave
@sitthe ieoeddinent display purapts they 8I0QH toazsk memtr[ohﬁd]pllqaﬁbehew

t ouc

@Qgéﬁb ler 53 Sthe ORBurint el 32 17081, Altvet seiname the
paithen alisplaye goreshs22 haisl6yR me phessagbh®ildcd midgar hicRgekith

nthef| erp ade 04]. . On detecting the
P TG e, oS etk ritsep et Phast cas dee gerprin
rfeadglenprthéttefrﬂladl. ptote¥sdri Sy v@Hﬁé@EHdtya Rafr@hd[Hdi6been

The d tab se agai nst which the fingerprint matching
SnaIPBS P ciTHY SaRded SYRROT RRABSATEAtoTRD o the

ﬁ’iﬁyéﬁorﬁﬁ fuh’g%reﬂﬂl'hpkéfﬁﬂbté?f ﬁ'h@%ngé?mhh%étﬁﬁlﬁgnr% g?érehes

be Ioaded into the enrol nent
haraivha ard Relagdatabasps RARNY Predeusswatihing pnivies $+23]. Baot

Refching ERirg i81 8Bnd NRe binary encoded number is loaded into the
enrolment buffer as the primary key [110].

The enrolment display screen 28 then prompts the CCO to insert the new
patron’s driver's license into the document scanner 26 [111]. The scanner 26
will scan the document and the terminal processor 30 will convert the
document image (OCR) into machine readable format (ASCII) and search the
alpha and beta databases for any matching previous name entry [112]. If no
match is found, the details are forwarded to access processor 36 for loading
into the enrolment buffer [113]. If a previous entry is found, this entry is
displayed [114] and may then be loaded into the buffer together with an
updated primary key based on the most recently acquired fingerprint template
[115].
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patron di splay screen 22 displays "Enrolling", The
enrol nent display screen 28 then pronpts the CCOto

fi ngerpri nt on the system [1307]. If the patron says
"Yes", the enrol nent display pronpts the CCO to ask
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:&fﬂf‘ Neleelsi thg prrIoPdRls smxmsiacther {puch qcz@en 128. Ademenmiment
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E@ﬂﬂ up fo %?tﬁr"\éthlQﬁlal%,eté@nfﬁy?\ndsbrOmQMS'?t"hTrse 660 gntess "YES or
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The CCO screen then displays “Enrolment complete” and the next line “Enrol
another?” with a button for "Yes" and "No". If "No" is selected the display
retums to the normal screen. If "Yes" the display returns to the primary
enrolment screen.

If at the commencement of the enrolment process [107] the patron indicates
they do not wish to have their fingerprint enrolled, enrolment proceeds directly
with scanning of their driver's license or other proof of identity document
[120]. The scanner 26 will scan the document and the terminal processor 30
will convert the document image (OCR) into machine readable format (ASCII)
and search the alpha and beta databases for any matching previous name

t heG'T/AU2007/000217
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key, the OCR details and photo or manager's 'other’
validation [ 1 16]. This unique identification

w0 pdoowoessee on record i s then stored in the al phBCT/AU2007/000217

dat abase. The enrol ment di dpl ay screen 28 then pronpts
the CCOwth the followi ng nessage: "Wat is the sex

N
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|
et G E TRt e ARy Baviousty
earﬁglgélyeﬂi%ﬁtflr@@l’ﬁﬂn@tme @00 tdipesxthelpat@n” ﬁaceafthelr flnger on
r

the| Wlﬁtwl@aa?"s dRal! i Ehﬁspat@nt%inﬂ%fmﬁ f s a?a% "d| e

bg%ﬁr%%tenﬁt rla‘?mfg?H(-:s|0éo‘?‘1>0e|“t§t tHeSsdaP tiR@® R i BiBsYy @Hc@bﬁ@nhumber

at the comrencenent of the enr
ieptasesiatipna7pf the Hagerornt dlnespwy FEHBIE/'aE?g n@t e \fingrrarpt
Q%ﬂu{gh&%n% IRERMRS! b Q?ﬁé" anfthetS HRAHRBE fBF @8gestevious

h scanning o heir driver's |license or
mtatodarngpernioés i32].0é amraylou@@umémﬁn{ dog] INdeed exishrie lUre"

%tlloln |§ g%{;ur'ép%f ﬂ% ﬁﬁ%ﬂﬁetﬂ'bqhéem nﬁ’ﬁé’&?ﬁl%%@éd 39 per

ocument i nto nachi ne
theanainbkeeritgrmmade.( ASCl | ) and search the al pha and beta

dat abases for any matching previous naneentry [121].
Wik tHdaco g HtRNVESfida@ibn ahtgamgseaoairdled a tenporary
primary kKey TD nunber Is created [122] (in place of

ére?ér%gile%&bogﬁnén?rml AkShor P‘?Jc‘qnéthb& dfSiadRRY JeRific Mo |aﬁd

dent ation informaiion record
hevest ventrebofztrons, toianvenud wi roeRbel deasribedatiith pefetanceto

E%Ga er’ (P%r Th\l/al | %%Feo%nglgf%he principal advantages of the

present invention becomes more evident, namely, that once a patron has

enrolled their fingerprint in the system they need only place their finger on the
fingerprint reader 12 of the enrolment terminal in order to gain access to the
venue (assuming they are not the banned database) [300] (see Figure 3a).
The fingerprint scan commences automatically [301] and a binary encoded
number representational of the fingerprint is generated. The fingerprint
matching engine then searches the alpha database [302] for any matching
fingerprint template. If no match is found, the fingerprint matching engine then

searches the beta database [303] for any matching fingerprint template.
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w0 bar/0945es ot her type of

If the proof of identity is sone other form of
identification [124], then the nmanager may confirm

fingerprint scan [125]. If 1& patron thinks they have
previously enrolled [100], the CCO asks the patron if
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need only place their finger on

t t h
dibrigEy e Messaszdio srgmpt Uniersen GI0%kAe they GEawil deny the
OAERT ad @593 ThAGERSS If the! é\?enYTéltlF?regaasﬁé{@t & LAY 1 &co

not the banned dat abase) see Figure 3a)
¢qrviiges ghahthes pameceithien @etgora@pﬁmor@al ﬂ0ytr[e3t)qq<et gndsented

[@b@]ar'yh@@%i?ﬁgwt%‘mﬁél is %Bfe?%:a%@éé Qﬂaletﬂ% Jﬁ}g%%%e r;ca obtain

|ngerpr|nt 'S generae I ngerprin
téwgtiqketlmgw@fprsr@apohléﬂwet mﬂalnmmmtfwb@\@@ 4 B86&fisefsauriraing of

TREE der PO B Pt AP LG b LB bt T
tHatrabsssge["BOR™ fuod t}mmunmhtechf ogests tegles pointited on the patron
é.%l aérgef\@ﬁgt her case, when a matching fingerprint

und, the patron's primary key, nane and

date of birth are |oaded into a ten‘porar¥ buf f er
Ir‘ ?vent is a normal event, and the patron is over 18, the system checks if

today is the patron's birthday [312]. If yes, depending on the promotional
policy of the club [313], an output is generated to the printer 42 for printing a
voucher with some form of promotional credit (eg. one free entry to ticketed
event). The club may maintain a guest list database, and the system can be
programmed to check if the patron is on a guest list [314]. If yes, the system
displays the message "Enter" and the number of guests to be admitted [315].
In addition, the club may also maintain a membership database in which the
current paid-up status of the members is maintained. The system can check if
the patron is a member and if he/she has any credit available in their

member's account [316]. If yes, the system displays "paid" and issues a

identification is valPdr/hy2007/000217



10

15

20

25

30

The nane is noved to the first position in the al pha
dat abase, and a historical record is output for

wee@ragss29 n a historical |og. The nane is conpeeEAUL®M7/000217

t he banned database list [305] in order to verify that
the patron has not been banned fromthe venue. Bans

are typjcally i or limt ' '
SRR R hAr PR o1 et ool from
tH VIS deRYume I 6s ttas eatrof He restmictedt foeprooepdited Scketing
step at 305 is always with reference to the current
[3®e and tinme [306]. If the patron is currently banned

then a "Banned" nessage appears on the patron screen
De@ing itk tdestigaerificationduagessdbalsepnirgensrs paemgHcallyras gpen
ron. ' eVENthe USB
o el e B A P o
capielry 2domthéepasad tukaptuey ene arhaere stilhimagas ged{oeadaw
the current date and ti [ : 1S NRLthi
Sﬁﬁ?!écﬁsa%{e‘f'd%%afa{hﬁeo %g’ r%drﬁzﬁlgst?)‘gﬁé er}tftyagénjﬂfcgggﬁﬁ?dgﬁ s this
v @ERidRD ficel @y evehe patresabat thereribe wenueney sqjeo be
[ 308 nd the il|.deny.the ron access to the
IR .e%l' gogteﬂ?rcqgﬁweld@&??%gmg O{fgﬁf%t for entry, the
CCO confirnms that the name of the patror corresgonds
Aliofithe abpysk procpseirg APe@tipRD gyringrine NAMEI AR PIOSERS: PSFUr
| ' ] tap@fchst ea®bidicedréd Jor
BRI, HAPEE TRERY, X AR e D
amctbotd the yepué miichgnere rapidiyckan imigemaski pt via the
printer 42 [310]. Sinultaneously the system displays
RABeWTSSRAE! thEMRrhdryDulabdse nunber of guests to be
admtted on the patron display screen [31 1]. If the

\?%rﬁms feSiet f&%fsn%]e S%6Rkd iRk sbfwaR! f08ndisie Avemakhdger or
e system checks I f today is the patron's birthda
[cBhgde off theesvendepémdiaitpran vereus rioapRgasmRit Eﬂﬂqﬂe@!oFOf

LOfast Ul 0 LS afaeT bitehh
L N
pirpamt databasecB2 dietd pedhe cratrélr smvernd4.yAtBalrer Rata $earch

).. The cl ub - i I

S iy Seaiel ol hoRBs B2 SDERAME Shnd RS TIRAREA Tonder

IgI;NLEloﬁr iFEtMWLB (glu@;stDc}IWrstmériiiléI—] (I;/Idlé, I;'remalel; Héom’yﬁaéqaht and
| S ays e Nnessa nter an e n

Msm b SN e, 3 g0 TP EH B! Sidial HIREhs SEAKEH fnd

ARNTRI ) heRERSES Bele ctatha IBEARCH hittcrhthieheofovare erarches

o Séﬁngagéﬁgﬁff($i;%h§p§§ ic %rnl‘?/; Iifs’th[analljsnetralIs naeu(%hor}g%% then the

search is to be global on the database) for a match. If a match is found it is

displayed in a ‘Patron Detail Screen’.
If no match is found then a screen display appears “NO MATCH FOUND".

The software also has a facility to enable the licensee to review data
associated with a particular event. This facility enables the licensee to review,
in a filmstrip form, entry of patrons into their venue by date and time. The
filmstrip can display ten driver's license face images at a time, five prior to the
requested time and five post the requested time. A red vertical line at the
centre of the filmstrip designates the requested time with the date and time

shown below the red vertical line. If the licensee clicks on a thumbnail with



10

15

20

25

30

35

the patron is a nmenber and if he/she has any credit
available in their nenber's account [316]. If yes, the

W@ ymremseld spl ays "pai d* and i ssues arecei pt vi BCT/AB2007/000217

printer 42 [317]. The entryfee is simultaneously
deducted fromthe nenber's account. If no, the patron

t‘hElr'rﬂ(ijsreufﬁEer@w%fR/ Q5§ 7 rép(?actegc\&gr% ?Rg?t[r%% ﬁmsa" %reerq The

ntity veri |cat| on 'proce

aa’tromrdehadabneganad;s;slepmtrmfotIMngaemmfp)écmré.s their
finger on the finger print reader 12, the USB canera
@4 myarhe used to capture one or nore still inmages
®nd/ @ata of Bitthseconds of video of the patron during the
¢ydentgrityy M&bhf HttdPentRecess. In this way, a video
dyecorshivets ReAsY lrﬁééé 9Ad EH%?%&P&We?sqlg&s\é omay also
e MHAN ﬁls&ﬁ?(la&t"t@ﬁ ?r\’esz;" ne date and time of

ent ry. Al t he above processing operations during

TR ROt E kbR RS T50r B, PRART] BN & RETRIRIPSthe

I nstant aneousl'y, so rons can be ¢ eare
Bl efggction omwﬁm@%mnmewwpﬁhdl pailrdmardetanl sdreen’ and

e AL 10018 o8y ) BB SV DERE B o
&ﬂ’l&' bexesgfer ‘B)@\NITII:EHE/&'EE pIBAMKEDeRYe&t ' REASONIFOR BEING

SRUNBLE ROl OB RERVE pANE D B ohPoal a0 jnsiudn 2
tent bd)aNpenertae Yiceldezbemewate lh&irﬂhaﬂ@h fd‘r&hé GO Jr nsfRTager to
Boed FBECK SoiaESBRIoH FCaE. o RRASEI, EQSF BENic

BANKED’ (t&tqsb@mn menéapnowhb%pudifeanlﬁemm%} Scre8h®) Rk
Menmpership Nunmber. It al so display two additional

WRIPtenYe RERIS GRIQELhe bex tSF?é'ngl ‘Cantier —sié|selected tiis
iRfoNR&b P I U%Iéy@@ §r9ftﬁr¥v@féﬁmﬁ§la§@|€§§ 4 np.!fy' H@rﬁéad by the

dat abase (site’specific only; if the user

RUigori sed then the search is to be gl obal on t he

dat abase) for a match. If a match is found it is

di splayed in a 'Patron Detail Screen'. If no match is
Troueds alsera &ANSHEehutios phdya 8pNEabEoNONVEFIEELIFgOORNGEL

{0 SoREL R Bl 305 d QESEIN Y SAREEpbTH tgrsgreen
ofvthet ‘BANI wirfdaod Idxsgla;eslaibbemdsbagd I tdpdedimgt Senayi Bmhned
[g%}ag%f b! f]breltl v}(rgt?gt éeeen% [ﬁép%ys pﬂg\r/ig\r/\]/ elznnr}e%l [Sata ase

a YES or NO option box. If YES is selected then the ‘Ban Window' closes and
the ‘Banned Database’ screen is displayed. If NO is selected the ‘BAN

Window' closes.

The ‘Banned Database’ screen displays a spreadsheet layout Ilist
(alphabetically listed) of all Banned persons that relate to the current site (site
exclusive). The Spreadsheet layout typically includes the following cells in a
left to right configuration:

a) Tick box for selection

b) Surname and First Name

c) When ban commenced (Date)

d) When ban concludes (Date)

e) Who instigated the ban

f) Description of the reason for the ban
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wW@omr/094529 r equested tinme. A red vertical

filmstrip can display ten driver's license face inmages
at atinme, five prior to the requested tine and five

centre of the filnmstrip dedBgnates the requested tine
with the date and tinme shown below the red verti cal
line. If the licensee clicks on a thunbnail wththeir
nouse the review screen is replaced with a 'patron

ke dist dia;adaysemrrél‘ﬂtebammd parsdas; abérssm; aehdsed bapl @rsludes

b Bh 2 B BoA P o( Rl ciPheah oBP, Gsemhyoy fdrg are

rejnmcmslh etoi magmeaadnemﬂcarvge[datdbay@rﬂﬁa fdutewrr@ebmmsot | a®) also
BAN t, n et al
BioMaBi  RE V2 Babe T RERBE, NEW EanRG IRENIRRY Sir man
ARCHIVETarp@LD ST To BPéNove raokm«éorof/rem maesarn@brmabase 38
et ai | sri{;geg and inserts the detail

iR euy e Bar GarPRpRoand Tharoties RRMOYE) BAN bytion is

f
et A ey N R

7 Phe BANNEhivedP algbasey TioaNachakanieartee entsy inte érsSite, the
QREA"‘P‘E New/ RN glﬁﬁbﬁms £ Ec%ﬁea%&écrggﬁaggﬁégﬁl g@gthe

A check box 1s acent 1o
EEnl\ﬁ?rBﬂNl\E)des@ﬂhedbkﬂxthm mﬂecemeg septidrorelatdig pd vemh Data
ﬂﬁ i.hal Screen?' . A red warning nessage appears bel ow

ox stating "Caution - if selected this

t di,spl d the term nal screen and
i S TssRmlsheb R s pallons,BrayLBaparna BANCHIET Site

theh tthesy ediflsaleSAWE REVIEW.SIER Bral ARA MY ECANGEL 'lththo ens a

screen cl oses wi t hout saving. On selecting the S

PRIESPRY Phal BERWRUSTobaRTR DRATS Vi e saMepPRRRAraReE as
fRBSBaRRd DhREasE NGred, WeRap %dcl%yaiﬁaﬁgtedamgt 9@ (ﬁ%lay

that screen di spl ays "Revi ew Banned 'Dat abase?

iyENOGr CNBRENT @rdbisxhistoficalzgchivalsisfasaiagian taven 'ffhﬂa CLRGE
Wtfb%qgvto f?t%%?\lo%ée%%e@%%@%@@c%sea% creen is

di spl aye I's selecte dow cl oses.
gg%qn%a pvggn orcemen offlcse(?rrgglﬂllredfasc%l 5 Steapasfl%rnefae%%pde ?or their
investigative purposes then an Enhanced Patron Report (EPR) can be
requested. Every police officer has a unique number called their registered
badge number. This number typically has five digits, no alphas are included,
e.g. 01234. Every Police officer also has an email address that includes their
badge number e.g. PD01234@police.wa.gov.au . To obtain an EPR from the

system a five digit input box (only numbers are allowed to be inputted) for the
officer's badge number is included at the bottom of the System Manager
Verification Record page. Additionally a send button marked “send email” is
provided alongside the five-digit input box. When a five digit number is
inserted and the send button is pressed the System Server logs the request
and sends a full data verification page to the email address made up from the
badge number. A message is displayed: “The requested verification record
has been sent to the Police Officers email account.”

| i ne BCT/ALI2007/000217
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wEproeasksbeet | ayout typically includes the fol POmALZN07/000217

cells in aleft to right canfiguration: a) Tick box
for selection b) Surnane and First Nanme c) Wen ban

R T ST NI

varfichorTrand| Bstesdi s@hteotshaver beat deaoriesd perdstas,; it will be

! b | ud d te. : ,
SR Bl .S Bl Cern e e hepiron 11 dnging
thedolieevilyyed to the Site Ban Archive Database. The
foll ow ng buttons are al so provided: ' REMOVE BANL,

<I)%@éﬁd _TO r erm?/eec ug»(ger Sool’?b]; \F%m t ile géneneay %gpaa%%%seto a
wuehas drig pextitpdxpesidiedo solvietfed adingetriint or htheRBMDMEric

.button is selected. This will transfer the person
fromthe current Banned Database 38 to a Site BAN

Ar chi ve Dat abase. T ace .a ban on. the entry into the
& fbro e ot i B Hy Seiiop an0 asraes satol
1B eduel, thusadsing e whificalty reBade SRFRERaILAS tIFRSCARPed
in the preceding section relating to ' Event Data

i . fot i i i . . i .
0 Pl Wil SRR cH G, RO Dt
antbaREys EWSM TEapANtipiREoVcdnsed premishs.s opens a new
di splay of all previously banned patrons with the sane
lapyie be aeadilyasppatent Basureshekilamethe Selew8Rt aR®\WeMearibls

cl ear| di cated that the displ NOT CURRENT
Adeeiche & MBI e Ty henaiea Ps fowapie emeodiments

iRUaddior S0 tRosStdicady hdedchiBENSRRNS R 8ESartif &Rt the basic
Screen Page'. Should a | aw enforcenent officer require
IRverivR| cneeplist dfdherrresent invantionei fror exasaplpghe ;ethod and

SLIPIRH bHGBad) FMaRReCE @Wd‘énﬁgﬁﬂgr\yer(figg@n %ﬂ_g HRess
ol as er

requested. Every police officer uni que nu
coatiobef Ratedns tp egenaridngvernied ge- @ favtkall stadium. Alnetafore, it will

B BpSiaklated @t fthy escgbgiotf She MABNAS ndl fintd§ 'ty qrS 'specific

embodiments described.
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e.g. 01234. Every Police officer also has an email
address that includes their badge nunber e.g.

systema five digit input Bé&x (only nunbers are
allowed to be inputted) for the officer's badge nunber
is included at the bottom of the System Manager
Verification Record page ionally a send button
marked "send email" is pﬁ%@ﬂ@%% al ongsi de the
five-digit input box. Wen a five digit nunber is
inserted and the send button is pressed the System
Server |ogs the request and sends a full data

erifjcation pa 0 mai | ddress rom
The. thagueflab it velleah aniRcissa, etiiol alibations to a
vearyiee tHeesy stem bérinpﬁsrhgn record has been sent to the
Police Oficers email account."Now that preferred

£THRQAL B NESI& fot h‘@a@rﬁgtﬁmd%ﬂ t @re%g&é rc]:ﬂ FHc'térréB% of the

verification and access contr have escrr

RRIfQI |, it will be apparent that it provides a number

of advantages over the prior art, including the

hﬁroirietnmi mgornﬁeitr))n :jrbropethgjaﬁeaihsm@r Ege‘ﬁ@ﬁaﬂng aeihiqek Bfometric
i ng, the identit atrons to asr i S

'H&E %l gi‘r?)\bsgﬁr e tBXtE%n 239%i qn 591 é‘% '?X"Fﬂ Br,oogrcal

cHizhedtetdtizmead by th?ecalﬁme(tmd deabier;provi des a nore rapid

met hod of identity verification and access control to

ig n

%\I/al?/ti ng ?%tﬁg%@%’o ?@rntg)otlfét Q;nd}ré%ﬁ e@lf%lrm{a\%gﬂaﬁe sol uch%\'vny
grupllast P&itmr@rﬂﬂdyalhmiamsn\ghm dem preyiovslyi aittectdteddhe senle and
%&‘e&ﬁ |q:egptrol inammltiplicity of |licensed preni ses.

P readily apparent to persons skilled in the
rel evant arts IQat various nodifications and
7 MFBP e diormatinl deIiEdfinchiat One i Mgrerhdie Rimedric
ihfore b 'k@?s tUéldH@Oﬁﬁ patrbfRdatdeser bos( ’ba%ééi‘oé&:ess to the

departi ng romthe basic inventive concepts of

¥&eedd i nvention. For exanple, the nethod and system

can be readily nodified to provide identity

areptédssadatapracadsmgceeans dort a:cnhparfngpsard dnemebicainformation
um .Therefore

|
0P pEREE Py Coaf hio bt imBmiaBhe BB rA0 TobaRt | fhe
mometrlcrﬁhtoerdratrm kbgs sfoeed in sar&rﬁmﬁhryf&mﬁoase in order to verify
578 e O8S  Pe pasforn it sthey fhebatid ' bedi bafhed

access, prior to permitting the patron access to the venue.

2. A system of identity verification and access control in accordance with
claim 1, wherein the means to record information indicating that one or more
of the biometric keys belong to banned patrons comprises a secondary
database in which is stored biometric keys of banned patrons.

3. A system of identity verification and access control in accordance with

claim 2, wherein the secondary database contains information regarding the

To obtai n an EPRPET/AmRt0ne00217
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venue, the system conprising: a bionetric reader for
readi ng an identifying biological characteristic of

generating a unique bionetRic information key for the
patron based on said identifying biological

zhar | S} C d t iooetric reader,: a prim

L BRE0n ol yhR Bt PBI Sl - ek St oo rrREse e

proseysizn muddnsdcgapares sthaniimal durgtidnr oits tWedtihave which the
V] I ttended th enue and been enrolled; a

@,%@?{t%%’%g?%%'“ﬁ%g?%& 'i¥'8|¥eFH%fi cating that one or

nore of the bionmetric information keys belong to

patrons that have been banned access to the venue; and

an access data processing neans for conparing said
$i onsA systeinndfidernity earifieajiogandraacess bynteAiin abtmraehdd with

' [ C [ neans with the. bionetric. .
1 BPRRl R REGERT 5Pt PRty loinidi) (bRt dengiving
dodenertto of ardatrpnlistconibiveed wWimthd pioafetlid mfG@idtion I@)Dhf the
V\,h(et hfr ft he pat.ron .aas.begn bann{sﬂ access, prior to
RETIR {3 fHG eninigue Aoentficatrs record raty fsnglerech in the primary
daytabsge. of identity verification and access control in
accordance with claim 1, wherein the nmeans to record
information indicating that one or nore of the

bi onetric keys belong to banned patrons conprises a

Secorfyaysiemanfddertiy verifidation and ascessedoriiad ine becardmoeswith
r . Syst f identity. .

oy PROREEBATORS 4, st EMoRhetCBRblna i e ot n

atcessn@ijntvibethei verivee the camdiarent datraibals ctiaiMcaities biometric

i_nf i on.regar di thetime duration for which each
'lﬁ)egfi g'{)%?cl[ tggl?é?{ﬁgt&'cé%#éﬁ?ﬂtéona%rgg‘?,%s"}?a?"ﬁaﬁ?'ocessi ng neans
conpares the tinme duration with the tine at which the
patron attenpts to gain access to the venue. 4 . A

systemof identity verification and access control in
&.c c orAl aystemvaftitherdity verificatibn ahe aocessechmig! @ ace®dance with

SBBL ) B lf s flarel B b pilisheog W Posertel
segyerobn tinkicipat r providedf thenpeman gaeabladenand iti@tddeBss data

record that is stored in the primry
processing means.

7. A system of identity verification and access control in accordance with
claim 6, wherein the enrolment terminal includes a means to input information
regarding a patron along with the read biological characteristic of the patron

to enrol the patron in the primary database.

8. A system of identity verification and access control in accordance with
claim 7, wherein the means to input information includes a first display on
which can be displayed questions for the patron to obtain said information

regarding the patron.

9. A system of identity verification and access control in accordance with

claim 8, wherein the first display displays information including the results of

bi ometric informati on processi ng PEHAB2(00/000217
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wWa@ 2004/09852%her ei n an enrol ment termn nal

dat abase. 5. A systemof identity verification and
access control in accordance with any one of clains 1

access point to the venue, 22he enrol nent termn nal
including the biometric reader and the bionetric
Wﬁgtﬁéﬂgtﬂﬁﬁn@ ?)cge%sf@) Ads BedRSverfed A Whe e‘?fthé\j\ﬂr‘?%l{] It ¥as
verification an cess control “In accor ance

keteni hanbed woeess o thewenue cambeadisplyednal is in

communi cation with a central server on which is

provi ded the primry database and the access data

. oc és systegm o ddtentity’ verifisatins tindnaotedsdeonitiol yh accordance with

erification and access ,C ntrol .i ccordance wi.t
AF0 1 SPhorRl 3 SHERCRRBRE! tiieer REPtuaLseley for
disgagng mforiiionito barewd icontrélegiedi Ng a patron al ong
with the read biological characteristic of the patron
to enrol the patron in the prinmary database. 8. A

By St em@herhdgnddrity vérifchlishh@Rcsdd @HtRPHh S688rdMcel ith
accordance with claim7, wherein the neans to input

3yt SPereli BRIMAICY UBedOa Wherald thespirainerd tminal ciapluges a

dﬂo‘émeﬁ}’%gal%ﬁétmgﬁ% ft@%céﬁ%é’%érﬂﬂnﬁ@ db*&hﬁieﬂtss ‘3¥ 4 patron

information regarding t patron.

sugbthatithe pepniect @fcprm@tlands gevbisd cvaﬂm hh@| bwmea@coiooaatm
Ry t I e ' | Q5

Do BiSmebfeCiouBr g darshiuel BPNRY oBhoR, Ter a5 e

uniget identifisaiomeanordier i fi ed and whet her the patron has

been banned access to the venue can be displayed. 10.

A system of identity verification and access contr ol

1 adcaystemad ideritity eérificati® andiaecessncdnel enacdonganice with

termn i ncl udes a second di.splay.for .dis

A G s Rar AT el F Wad Picdierc 13840 s o

folgerpdiabsédnneveri ficati on and access control in

accordance with any one of clains 5 to 10, wherein the

enrol ment term nal includes a docunent scanni ng neans

10 sPasystdif df GedHtity Véritates HA® Absesal caht@fly %@Me with
that the scanned infornation is conbined with t

JRignEE.rwhereinr Bensaanpad Kegetorishist spaveiteddntei & bm@aa gymber
BPsbRTHY tHet tififud %tha?‘ct&%ﬂEé 3F tREFYGEs 8fd sidid RYfits of

identification record
the fingerprint, the binary number forming the biometric information key.

14. A system of identity verification and access control in accordance with

any one of the preceding claims, wherein a means to capture image

‘information for each patron at the time of entry is provided.

15. A system of identity verification and access control in accordance with
claim 14, wherein the means to capture image information comprises a
camera connected to the enrolment terminal, the camera being arranged to
take a picture of each patron attempting to enter the venue via the enrolment

terminal.

i S provi PedAE2002/000217
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12. A systemof identity verification and access
control in accordance with any one of the preceding

fingerprint scanner. 13. A28ystem of identity
verification and access control in accordance with

ai s converte
| lr31t O'Té]sélstﬁ\g?gf ﬁlﬁﬂ {gr\ferr@gftggeﬁ} ?% %EH%I lh @ccordance with
eladn dét @i wheseiofa taview tabd) (aspramdedehemealempmohta&ovﬁﬁg an

f
HIBGR PB4 08, YTl RFEShLE 0L iy
vemua‘ Wdh'mi @ paticd|aadives Famendridthel imique tfetvdifiestiont oo Yof

d I wh
e PR et AR Bk TP SeEcn patyon at the tine

of entry is provided. 15 A system of identity
[ ontrol in accordance w

rifjcatjion d access ¢ ith
{75 o SstefhafBPnfY HETReadfn 9 acshen Penrein@ccordance with
tlafror 6pvheRiCHBNEVIBRS 08 GATPRIsEs SOMREE Afthecdnigl serv A
enrol nent termnal, the canera being arranged to ta

a picture of each patron attenpting to enter the venue

¥8a theysmrPbmaBhity SeRticHon ]aqs\d ¥ EERQin a‘égglmrd%\hé(e with

verification and access control I n accordance
elrEm A7 2uhereim e remieneionl inclides mgans it s¢lecponesodmdre offtee

Dﬁi&h@‘%lérﬁl%a Finl Fé@oﬂ% ah h%‘éé MAoRE SRS RP el ﬁer{u\e}a\/wﬁ@’n the

he | mage 1 ntormation o patrons enteri'ng t
Wﬂﬁ tiiameafop énciuséan mrtheﬁﬁeorfdam@atabaiset he uni que
identification records of those patrons stored in the
pri mary database. 17. A systemof identity
V&ri fA spsteomofddentity vesficationtandl adcessicomirslan @ecavdahce with

Sh Lo U, o BT 08, SRBBY 38598, S5t

Neglarcfmg:aheomnanduraﬂﬁﬁsa tenbapl and raass dangige dnto the
V%S ein the review tool includes neans to

geeqog ®rore of the unique identification

recor ds of those patrons entering the venue within the

é' rreA&rarre fotr. inclusion in the secondary database.
é) SYEPRMPIJHentiENENTGRiigR anfliasaesvronird imeseadance with
S/NEAOLT the p?@é‘éai"r%‘tﬂﬁ%é"%'%réhl\ & briia) ary YL ddMprises:

revi ew t ool |nc udes neans to a . ornmat 1 on
e Ghhai drfabaze in whidhuae steredothet bientediic informatimsokeysoof a

1t AubBet BEhE TR 8Lt Bl 8RR %nter the venue: and

a beta database in which are stored the biometric information keys of all
patrons entering the venue;

wherein the access data processing means compares first the generated
biometric information key generated with the biometric information keys
stored in said alpha database and if no match is found, compares the
generated biometric information key generated with the biometric information

keys stored in said beta database.

21. A system of identity verification and access control in accordance with
any one of the preceding claims wherein an event database is provided in

which is stored information specific to an event, and the access data
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20. A systemof identity verification and access
control in accordance with any one of the preceding

w@ebk@rmossszamherein the primary dat abase conpri seBCT/An2007/000217

al pha database in which ar@4stored the bionetric
i nformati on keys of a sel ected nunber of the nost

i ron o enter the venue:; and.,a beta t abase
PREENG WHPARE P nbRER s GHETRFLN ROISaeT oft Hay cugace
idkhtifipatioonecent ef iangatioa w&lﬁlumiaf_w@ﬁeﬂ%tabhéé aﬁ@ﬁﬁgtion to

ta processi ng neans, conpares first the generate
%&8%‘6? it eﬁ}ﬂf@%ﬁ’ﬁ?ﬁ %rfhﬁéynprﬁ%trf’é’leﬁ @d@%ﬁﬂtﬁd? he bionetric
i nformati on keys stored in said al pha database and if
tch is found, conpares the generated bionetric
&?n‘ g%'rﬁl’?t%'ﬁ' ?Jé?e'btgﬁé‘?%\ c@doniapf acrasHrHEr! in accordance with

IR MBHRReiK BNS str8d Rforlthtioal ifl the bt HARARE indudes Aye
systemof identity verification and access control In
restistonmen the t%’eﬁ%?"@ ribe @LcesfedpiRcRiOaRsRING IMgans compares
infdrthafifn S¥SBY i@ﬂ{@gﬁﬁ?e idenRfi ol edchiy Y B?ﬁgénswith the
stored information specific to an event, and the
aecesticdan.apr ocessi ng nmeans conpares the information
contained in the unique identification record of a
patron with the event database information to
Abt erArbystemindtitieTtitpverficstion ant eccess enritradire atcdréance with

LLted, 2 A stemof jdentity verification and
%&:géé é;fotr?ter éfeﬁeﬁﬁéc@%%%n‘g eI A HISE T '8 Rrovidgheltepinre
thbmbstshipeidfarmfationit therprinfary latabues fordairelRaseationg| udes

age restrictions on the event and the access data
processi ng neans conpares age information stored in

2he wobgiemi sfadéntity oalificalion aRQ@css SorfAd) P BcdridhdehSith
%%e restriction. 23. A systemof jdentity verification
d08% RRAINSCBHOr §P. WHEERIE G MEFOE i®i PIRVSY tondispayt sisvey

RURESH BE BbadTBIMIMIGERhNaPan®ate | the RndSshdiRrs t Q%
menbership information in the primary database for

BHRY) peeptions ralery with inforgader optainageiit they primary database
Mt fHeSHtpn and access control in accordance with any
one claims 5 to 23, wherein a nmeans is provided to

di spl ay survey questions on the enrol ment term nal and

or r: . eshi .
B 0 A5 ARB0RPORRLR Sl 2l Kbl P R e v
awt amskinahoub 24 evipaeinom means is provided to search the primary
database based on information contained in the primary database other than

the biometric information key.

26. A method of identity verification and access control of patrons to a
venue, the method comprising the steps of:

reading an identifying biological characteristic of a patron;

generating a unique biometric information key for the patron based on said
identifying biological characteristic;

storing the biometric information keys of newly enrolled patrons and all

patrons who have previously attended the venue and been enrolled;
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25. A systemof identity verification and access
control in accordance with any one clains 5 to 24,

wob@reyss2e nmeans i s provided to search the priP&r/xU2007/000217

dat abase based on informati2dn contained in the primary
dat abase other than the bionetric information key. 26.
nmet.h |det|t elflc a
sty drRoRa ey T ehal b iR hE% B0 BERRE RIE o
k@ﬁs bé&l6RGE 10 @atrmdemtlhﬁs{ bagn baneracrabs thteacner| st i c
a patron; generating a unique bionmetric information

Eﬁ'\éfirlﬁsﬁ rbeuﬁahéoﬁ‘io RasRdin®Stmedb Kegewith ftMé Rored biometric

racteristic; storing the bionetric
infofrostiontHays ik @yderdp viesi h;ptbrﬁh%lqe@gtvp%ftth%rﬁ@tran@nﬁlwhethef

tlﬁgéa%ﬁ Y Cadiety! Pﬁ?grlor ng%ﬁﬁﬂﬂgdthtehﬁat}/&ﬂ‘éﬁcé%dto the

n-enrolled; Stori ng ion indicating that one
venugor e of the bionetric information keys belongs to a
patron that has been banned access to the venue;
conmparing said unique bionetric information key with
the stored bionetric information keys in order to

e fAymBﬁHtola cffh&ec{'\tﬁ)‘?%hﬁcﬁtlé?ﬁ ahd 8cBeds’ htrdNh %&?Mcetvhm

at ron prior to ermttlng
qclmmr'a?ﬁq vamemsthe diarhetrigdeye belpnging tevbanpad pp rpa%ﬁfq gtpred

verl ficat access control in accordance with
A e rb%%’([eai%gﬁ the biometric keys belonging to

banned patrons are stored in a secondary dat abase. 28.
A nethod of identity verification and access contro

in accordance with claim 27, wherein information

28 garidinethachef identity wariaation angacaRsTPPNEER IN BERATgRNGegwith

cﬁ%@ﬂ?? @tegélﬁ MR in3bi Ge néﬁﬁm@df?'n’éy fiifhat @@%ﬁ@n 386 whith each

proocessi ng ans “conpares the tine

shitroat is cranietihis tshereti imethatseapndshy databsseraid Her 20568 dat
in access to the v t [

R raeEn e ar SRR obE Ay o R B R e et e

P rofitentsts ¢ ghifBac26ss to tA8 venbrer ei n i nf or mat i on

regardi ng identifying docunents of a patron is

conbined with the bionetric informati on key of the

patron to forma unique identification record that is

Eé.or e.&j rr%er’t]hct)c;1 of [a'n it r\%riﬂ@étﬁnaﬁ% access control in accordance with
any one of the claims 26 to 28, wherein information regarding identifying
documents of a patron is combined with the biometric information key of the
patron to form a unique identification record that is stored in the primary
database.

30. A method of identity verification and access control in accordance with
any one of claims 26 to 29, wherein an enrolment terminal is provided at an
access point to the venue and the enroiment terminal communicates with a
central server on which is provided the primary database and access data

processing means.
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wob@re98529n enrol nent term nal

30. A nethod of identity verification and access
control in accordance with any one of clains 26 to 29,

point to the venue and the2enrol nent term nal
communi cates wth a central server on which is

prOV|ded t base, and acce
3dr océﬁ?‘i‘?@gr%é(ﬁ@q%ﬁ%rﬁ'c had rossasl r?) {/%véecipfqag Se it
c\%\q @@C@?ﬁrewl’t?dﬁ qgethad?aglua@bamm sganéﬂ of Iddsptay@y on a first
erein e nmethod inclu e s a n
cisplayian the SPRISTSrTIoR siSTRdoR TR e TR B
iﬁ‘aﬁ}dﬁﬁg iRenfit) f 2 Qehtvriféd WheWhetheR tiRApatesr Bas Besr banned
as been verified and whether the patron has been

asaesrcle theyendet o the venue. 32. A nmethod of identity
verification and access control in accordance wth any
one of the clainms 26 to 31, wherein the step of
FeadAnyethiodmtidenity Mewdioatien and a6eRsS easdrol ahﬁw%ance with

agkngﬁé Rdf! S iﬁol 7% TBLN0d,Rdrelnd B1Y Isteh ‘éﬁrr‘efakiﬁlét bi®etric

d atcess con I n accordance with cl
imfoernation ¢dreprisesnsanhingifinperpniatsi on key i s f or rred by
converting the scanned fingerprint into a binary
nunber representing the unique characteristics of the
33. dg@smﬂmdmfrmdnm vpdificatisn ahd talceeds egdrgbin accordanceAvith

gga‘ﬁ% | deﬂ}? éﬁyeﬁcﬁn‘&&%{aﬁ@ﬂ éﬁ%gqs %r%rges(f b{ %@H&Jtmé he
é’&‘éﬁﬁ@dﬂ nfih§&rpAt hivtlo | AC| Biey trimmkﬁrepeptfeseamgjrtheg unique
Aenss oRNIRRIaRE I TaGHET PORBTHPe ABPPBATnG

access control in accordance with clai m 34, vvhere| n a
canera i s used to caturethelrra%elnforrmt on ﬁ

et hddmsthodiehidentjty verifigation@ng Aesrss ruEdn éS?ﬂfF%”C% it
%}égﬁé’%‘ﬁ e Vi4i thhsa te% Q/f/hetrglﬁ Hle Bt odBinchidd8. the step of

rern e nme i ncl udes: conparing the generate
trpdunitg imagderinformatiomferieagh gaiien atlea time Af @HY - bi onetri c
i nformati on keys stored in an al pha database, in which
are stored the bionetric information keys of a _
38| eca etbthedrbideofitytvedficaiion andcmsesp gentseldn ecadaege with

el

bionetric information keys stored in a beta database

{38 A method of identity verification and access control in accordance with
any one of the claims 26 to 35, wherein the method includes:

comparing the generated biometric information key generated with the
biometric information keys stored in an alpha database, in which are stored
the biometric information keys of a selected number of the most recent
patrons to enter the venue; and

if no match is found, comparing the generated biometric information key
generated with the biometric information keys stored in a beta database in
which are stored the biometric information keys of all patrons entering the

venue.

is provided at BCT/AU2®3900217
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whi ch are stored the bionetric information keys of all
patrons entering the venue.37. A nethod of identity

wa@ eoo7fopgsae i on and access control in accor danceP@i/A2@mngp00217

one of clains 26 to 36 incl2tding the step of storing
infor mati on specific to an event in an event database

ri,n i nf ti [ [ [
FdentyPRERH S Retiinn fersrrar S AEE il B 4iBrqehd vhn
aﬂﬂb@b&ﬁ@lalmﬁ(ZﬂmtSQJlncKJdanEhesigprrgssMnm' dhieforenaties speaific to
e current ev is permtte
angRANE i1 APeFYaN éfélt aﬂ{@' %Q{E%%@gcm% gerrqa(ﬁggccggtra&éa&g
tié t inigiy 1BAtifdalibAS retdrd f33a, patren eimithmeesveht pdatabase
information is storedlntheﬁgrlmar atabﬁgefor

ifaraaticadosiaterarae whather Ascess i s Rt avs Pha PeRted:
accessed by the access data processing neans V\,hen t he
patron enters the venue via the enrolnent termn

30. A methesofddentte Mevifioption and REeRISoFPNENY 'rh%%f@&,ance with

amn(gr(eot:la'irﬁs Y §ANGRWiT mé‘:ﬁbérgﬂﬁ |ﬁio?1*n5§or3@s t@retBin the

rern survey uest | ons are
reinmany roertabaser fnrnmroﬁmbl Dﬁ?ﬁ@nﬁaﬁgdetﬁ§ fr@rrﬂtrﬁéstyerlo@watlon is
uesstel oy 88& ddéié( p}&%s ﬁb Irrﬁ?é‘arféIr fh&h o ﬂaﬁb@'éate\% T
?% ? 3 in t

on cont ai ned i mary dat abase about
dnee i therenrolment terminal.

39. A method of identity verification and access control in accordance with
any one claims 30 to 38, wherein survey questions are displayed on the
enrolment terminal and the answers to the survey questions provided by the
patron are stored along with information contained in the primary database

about the patron.



