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DATA INTEGRTI'Y AND CROSS·CHBCK CODE WITH LOGICAL BLOCK ADDRESS 

The present invention pertains generally to the field of data coding methods and 

apparatus for use in data communication and storage systems. More specifically, the present 

invention penains to a system architecture that implements a data integrity code with 

S incorporated logical block address c·LBA •) information to protect data passed through a 

buffer memory in a data path and to enable data block LBA verification during a block 

transfer and retrieval process. 

Dackground of the Invention 

10 In the past, data formats for peripheral storage devices including, for example, disk 

drive storage devices, have utilized data block address information embedded within a .dala 

record associated with the block to determine the physical location of individual data blocks 

on the storage medium. Tbe individual block locations could then be detenniDed by 

decoding a multiple bit block idenlification code that formm part of the overhead for elCb 

15 block of data written to the sronge medium. 

More recently, data storage and transfer formats have been developed dlat do not 

embed data block location information within an idcntificalion field in the data record 

associated with each data block. Instead, intema1 counters and timers, typically under the 

CODllOI of a supervisory microprocessor, have been used to tr3ck the location of data records 

20 without the need for embedded identification information. In addition, certain interface 

protoeols, such as the Small Computer System Imerface c·scsr), for example, may provide 

logical block address information to the peripheral storage unit that may be used by counter 

circuits to aid in tracking the data block location. In disk storage drives utilizing a buffered 

1 



W097/21172 PCTJUS'6/18Jl3 

data path, user data are ttaosferred from the host through the interface to a buffer memory, 

such as a dynamic random access memory ("DRAM"), for example, where the user data are 

temporarily stored prior to being transmitted through the recording channel and written to the 

storage medium. In such systems, it would be desirable to provide a mechanism for 

S · verifying the LBA of data blocks as they arc passed from the bost through lhe buffer memory 

to the storage medium and then back to tbe host through the buffer in the reverse path. 

In commonly assigned, co.pending patent application Serial No. , entitled 

"Method and Apparatus to Protect Data Within a Dist Drive Buffer•. a system for uti1izing 

the cross-chcck code as a data integrity code to protect the buffer memory is disclosed. This 

10 application. however. does not disclose the incorporation of LBA infonnation in tbc 

redundancy information generated in accordance with the data integrity ~. MorcoYer, 

LBA information has not been incorporated iDio a data integrity code that aJso functiom u a 

cross-check code in systrmS utilizing a block buffer for taopomy data storage in the data 

path wbae appended cross-dleCt and dala integrity code redundancy wiCb iDcorpmated I.BA 

JS is tramferred with the data block to the storage buffer ml also to rhe storage medium. 

Accordingly, it would be desirable to provide a data illlegrity code 1bat includes LBA 

information within generated redundancy to protect tbc block buffer aml also to provide 

additional protection against I.BA errors to enhmrA the pn>bability that comet blocb of data 

arc transferred between circuit components in the data path and the stmage medium. It 

20 would also be desirable to provide a data integrity code with anbedded I.BA information that 

also served as a cross"Cbeck code to lower the miscomction probability of error correction 

carried out in accordance with an error correction code C-ECC"). 
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$nmmaty of the Invention 

The present invention incorporates LBA information in rcd11ndancy generated by a 

data integrity code used to protect data tcmpOrarily stored in a block buffer. 

Advantageously, the data integrity code may also serve as a cross~k code to reduce the 

s miscorrecdon probability of an error cmrection process carried out in accordance with an 

ECC. 

A general object of the present invention is to provide a daca integrity block (•nm•) 

that incorporates I.BA information into redundancy generated in accordance with a data 

integrity code to protect the integrity of data blocks passed through a buffer memory in a 

10 data path and to provide a mechanism to verify the LBA of the transferred blocks at discrete 

points in the data path • 

. · Another object of the invention is to. pl'Ovide a data integrity code having I.BA 

information incorporated into the recbmd•nt symbols pnentecl by an encoder block where 

the generated redundancy symbols optionally serve u put of lbc CIOSS-ehect redundancy 

15 used to detect miscomcdons by the ECC. 

A more specific object of tbe invemion is to provide a data imeg:city/rmss-cbeck code 

having I.BA information incorporated into recfuncl•ncy genmated mding to the code, and 

an encoder/detector block for implementing the same in both a host interface and multi­

function sequencer cin:uit to protect data blccb passed through a block buffer memory in a 

20 data storage system, where the encoder block produces a word (two bytcS) of mhJTMlant 

information having the I.BA of each block incorporated theiein. 

Another mme specific object of cbe invention is to provide a data integrity/cross-
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check code wherein 16 bits of I.BA information are exclusive ORcd c·XORcd") with a single 

redundant word to produce a data inr.egrity block word ("Dm word") that is appended to a 

data block. According to this object of the invention, the Dm word serves three separate 

functions: (1) to verify the LBA of the data block at different points on a path within the data 

S channel; (2) to protect data blocks temporarily stored in the buffer; and (3) as cross-check 

n:dnndancy to protect against ECC miscorrection. 

In accordaDce with these and other objects, fealma. and aspects of the present 

invention, lBA information is incorporated into redundancy information generated by a data 

integrity block to provide additional proteedon against mjsjdentificttion of data blocks in a 

10 bloclc data transfer system. 

ID a preferred embodiment, a data iategtity block c•nm•) is p~ as part of an 

overall data integrity strategy that· includes verifying that the LBA associated with a given 

data block in a host interface matdles Ille LBA usnciated with the same data bloct in a 

buffer memory and in a data sequencer widlin a dala path. Tbe data integrity rcdundaDcy 

15 with LBA is appended to data blocks rrmporaiily stmecl iD 1be buffer to permit vcrificalion 
. . 

of tbe LBA after the data blocks have been m:cived at a point downsaream of the buffer in 

the data path. After this verification, the n:duDdancy with I.BA is preferably appended to i1s 

usodated data block on tbe storage medium to form part of the CIOSl-Cbect ndundancy for 

the data block and to enable later LBA verification when the block is read back from the 

20 storage medium. 

In the disclosed disk drive example. a Dm word is utili7.ed as one of two croSKheck 

words. The DIB word is generated according to a ·first cross-check code and is combimd 
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with LBA information In the host interface. The Dm wotd is then appended to the data 

block from which it was generated to provide data integrity for the buffered data block and a 

means for IBA verification at diffeient poiDrs in the data path. The data integrity and LBA 

validity for the block may be checked after lhc block has been communicated to a point 

s downstream of the buffer (in this case the scqucoccr) by regenerating the redundant word, 

bitwise XORing the regenerated wont with the LBA associated witb tbc data block in the 

sequencer. and comparing the result to the Dm word rcc:eiwd directly from the buffer. 

Concurrently with this test, the Dm word and the second c:mss-cbcct wont generated in the 

sequencer are written to the storage medium and appended to the data block on the medium 

10 IO form two distha cross-check code words. When die dala bloct is retrieved ftom die 

storage medium and transferred to the sequencer. the data m:oveiy ~ may be tested by 

comparing the I.BA of the recovmed data bJoct with the LBA of the data block requested by 

the sequencer. 

'Ibe cross-check code provides I conveniellt vehicle for cmyiDg the LBA of each data 

IS block with the block to the buffer and to the storage medimn, tbm enabling LBA verification 

for the block at disparate poims in die data path to emun: lhat conect blocks of data arc 

processed by the.system. A puticularty desirable feamre ofdds aspect of the invention is 

the ability to use the existing cross-chect code in an ovaaD data intqpity and LBA 

verification strategy. This approach adds LBA monitoring capability to the storage device 

20 without adding sepante data overhead and without requiring large amounts of additional 

hardware. 

In a presently preferred embodiment, the two cross-chcck words arc produced in 
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accordance with different encoder polynomials. The fll'St cross--check codeword is a Reed­

Solomon codeword defmed by the generator polynomial: 

G(z) = z - ~. 

where tJ is the primitive element in a particuJar representation of a fmite Galois field having 

S 65536 field elements (GF(216)), and is equal to the hexadecimal number OxlOl. 1be second 

cross-chect polynomial is a Recd-Solomon codeword defmed by the generator polynomial: 

G(z) = z • fP. 

where (:P is obtained by squaring fJ using the arithmetic of GF(216>, and is equal to 

hexadecimal Ox.180. ID this preferred embodiment, Galois field mathematical operations~ 

10 performed in accordance with extcmion fJckl theory as described herein. 

One of the primary causes for a mismatch between LBA values ~ system software 

coding errors which may cause the misaligmacnt of pointers that determine the location of 

individual data blocks in the storage medium and in the buffer. Since the system software is 

. typically responsible for 1mtintaining these data pointa:s. software errors may cause the data 

15 pointers to become misaligned, resulting in the enoneoas idendfication and transfer of data 

blocks. Thus, the incorporation of LBA into a daca inregrity/cros.Khcck code adds 

reliability to Che daca transfer process and at the same time provides a hudware means for 

the system designer, or field troubleshooter, to use in isolating system software errors that 

cause erroneous data block identification. 

20 These and other aspects. features, objects and advantages of the present invention will 

be more fully understood and appreciated upon consideration of the following detailed 

description of a preferred embodiment of the invention, presented in conjunction with the 
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accompanying drawings, wherein like numerals designate corresponding parts in the several 

rigures. 

Brief Description of the Drawings 

S In the drawings: 

FIG. 1 is a top level block diagram of the write path in a data storage devic.e utilizing 

a buffer memory where the write path includes circuitry for implementing a data 

intcgrity/cross<beck code with incorporated I.BA information according to the invention. 

FIG. 2 is a functional block diagram similar to FIG. 1, illustrating the read path in a 

10 data storage device where I.BA infonnation is incorporated in data i.megrity/cross-dieck code 

mlundancy according to the present invenlion. 

FIG. 3 illustrates the format of a data black written to a storage medium in 

accmdaoce with aspects. of tbc inve.atioD. The block iDc1udes S12 bytes of data. followed by 

two pain of cross-chrdc bytes, XC(513] tbmugh XC[516], which fonn cross-chd wonls 

15 XCHKo and XCHK1, n:spcctively, followed by 18 error correction bytes, 13CC[S17] through 

ECC(534). 

20 

FIG. 4 is a cin:uit diagram of a pn;sently piefened implcmcDlation of a combined 

symhomcr and checker that may be used to implement the nm. DIBIXCHICo and XCHK1 

function blocb shown in FIGs. 1 and 2. 

Detailc:d Description of a Preferred fmbndiment 

.1. Write Path 

With reference to FIG. 1, data blocks from a host 100, such as a computer for 
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example, are input to a host interface 101 (illustrated by the dashed box) and transmitted 

over two separaJC parallel paths within the interface 101 to temporary storage, preferably a 

first-in-fll'St-out c•Fifo•) buffer 102, and a data imegrity block c·om•) 118 (dashed box). 

The Dm 118 comprises a nm encoder 104, LBA counter lOS, and a comparison ckcuit, 

S illustrated as a bitwise modulo 2 adder 103. As shown in FIG. l, the Dm 118 is preferably 

implemented together with other elements of the host interface 101 as pan of a single 

Application Specific Integrated Circuit c• ASIC•). The data path into the interface 101, as 

well as the data paths within the interface 101, may be switched between 8 and 16 bits ro 

accommodate either byte or word si7.e formatting of ctat. from the host 100. Significantly, 

10 while the data blocks described herein are formatted as 2S6 word data sectors (512 bytes), 

many diffcrmt block formatting op1ioJJs may be utilized depending on the particular 

application. 

In a pieferred embodiment, the host 100 outputs data blocks formauecl as a sector of 

N 16 bit data words {11o. uh ••• u,..1} where N = 2.56 for a 512 byte data sector. The data 

15 wmds from the host 100 are shnultaneoosly clocked into the input of the DID CDCOcler lCM 

and into the buffer 108 through FIFO 102 in response to a WOid clock signal provided to the 

circuit elements within the host iDtcrflce 101. Tbe FIFO 102 is used to buffer the iDcomiDg 

data words to accommodate variations in ttansfer rates between die host 100 and the block 

buffer 108, while block buffer 108 functions as a cache memory to temporarily store a 

20 transferred sequence of data sectors prior to the furtPer transfer of the sectors to the 

sequencer 109. A dynamic random access memory c•oRAM•) of sufficient size to store a 

mmber of data sectors, such as a 16 X 64K DRAM, for example, is preferably utilized for 
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the buffer 108. Data tramfer to and from the buffer 108 is controlled by a buffer comroller 

110 which, in tum, is supervised by on-board micro-controller 112. As illustrated in FIGs. 

1 and 2, the buffer controller 110 is preferably included within the multi-function sequencer 

109 architecture. 

s In this particular example, data sectors clocked into lbe Dm m:oder 104 are encoded 

according to a 16 bit Reed-Solomon code that operates over a finite Galois field having 

65,536 elements (GF(65,.S36) or GF(21
')), represcnled as an extension field, to produce a 

single redundant word,~ in response to an incoming sector of data words, {ao, u1, ••• 

Dtss}· After all tbc dam words in the seccor have been clocked through the nm encoder 104, 

10 the encoder 104 outputs do to the input of bitwise modulo 2 adder cin:uit 103, which in 

practice may be implemented as a parallel may of 16 XOR gates. The .redundant word, cfo, 

is then bitwise XORecl with the .lower 16 bits of the I.BA value provided by LBA counter 

iDcludiDg IBA information. XN· For the sake of clarity, x,. will also be iefem:d to u the 

lS nm word to distinguish it from the Rdundant wont "9 provided at die OU1plt of the DIB 

encoder cimlk 104, which does not include LBA information. As wiD be aplained fUrdler 

below, x" serves a dual function as the nm wont for data inlcgrity and I.BA checlring, and 

as the first cross-cbeck word, XCHKo. for cnm-checJdDg data correction carried out by tbc 

ECC 114. (The DID word will be ~ to as DIBIXClllCo or simply as XCHKo in 

20 connection with the croa-c~k ftmctioa). 

In order to implement both a data integrity code and a cross-cbeck code, the nm 

encoder 104 encodes the incoming data sectors according to the same cross-check code 
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implemented in the DmlXCHKo encoder 113 located in the SCqueDccr 109. Since the Dm 

encoder 104 in the host interface 101 and the DJB/XCffKo encoder 113 in the sequencer 109 

implement the same codes, the same encoder circuits may be utilized in botb places. During 

the clock periods when the data words {Uo, u1, ••• Um} arc transferred to the buffer 108, 

S the select line 107 of multiplexer 106 is set to a logic level that connccts the data path from 

the FIFO 102 to the buffer 108. After all the data wolds of the data sector being traDsfcned 

have passed through the multiplexer 106to1be buffer 108, the logic level of the select line 

107 is switched to connect the output of adder 103 to the buffer 108. This causes rho adder 

103 output, Which in the illusttated eumple is the Dm WOid ltf, to be appmted to the sector 

10 of data in the buffer 108 to produce a DIB codeword B = {ho. bi, ... , ht.} of length N + 1 

where bi = u, for i = 0 to N-1, Ind where ~ = Xif. 

The I.BA block 118 includes a sequential counter cimlit 105 dm receives an 

inidaJiqtion value fIOm a srongc register (not shown). Jn die case of 1 SCSI :iDfaface 

operatiDg in conjuDCtion with a SCSI llDlt, for example, tbe stor1ge register may rccelve ID 

15 initial LBA value tbrough 1be Cm10 1..m Description Bloc:k c•cos•) ac:nt by the SCSI host 

100 when a read or write command is initiated. Alt.emativdy, the storage rqista' may be 

accessed and initiali7.ed by the JDicro.coDlroller 112. Tbe LBA comm: lOS lads tbe 

initialization value from the register and then hlclaDeats the LBA count as each sector of 

data is received from the host 100 and transferred to the buffer 108. 

20 · After the single rech•ndant word x,. has been appended to the data acctor stoled in tbe 

buffer 108. om codewords are transferred from the buffer 108 to a sequencer circuit 109 

through the buffer conuollcr 110. After entering the sequencer 109, nm axlewords from 
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the buffer 108 pass through multiplexer 120 and are serially written to the storage medium 

122 by a data transducing head in conventional fashion. When written to the storage medium 

122, a om codeword fonns the first cross-check code word, C = {eo, C1, ••• er..11 c,.}, 

where ci = bi for i = 0 to N and where c,. is the cross-cbcck word XCHKo. 

S User data tramfcmd from the buffer 108 to the medium 122 me also transmitted over 

parallel data paths in the sequencer 109 to an BCC encoder cilmit 114, to XCBK1 116 and 

to nmncCHKo encoder 113. The ECC CDCOda 114 aiso receives am1 encodes the Dm 

word, x... from the buffer 108 after lhe data sector words have been n:ceived and encoded. 

The XCHK.1 116 encoder genemtes tbe second Clt1SS-d1eck word, xcmc., (labeled as x,.., in 

10 FIG. l) in response to the received data sector words only (ml not the X,. woal) accontiag 

to the XCHK1(X) geoerator polynomial. After tbc Jast word of die data ~r, bat.., has been 

clocked through the XCHK1 circuit, the redundant XCHK1 word, X..+i• is output to the ECC 

circuit 114 through multiplexer 11.5 and is eacoclcd by the BCC 114. At the mnc time, 

multiplexer 120 is switched via select line 123 to permit X..+i to pm tbrmp ml be waiaen 

ts to the storage medium 122, wbcm together widl die dlra seccor words {eo, ei •••. er..1}, it 

forms the second distiu:t cross-dJect code word on the stonge medium 122, i.e., {eo, c,, . 

• • c.._,, Crc+i = X..+1 = XCHIC1}. 

The DIB/XCHKo encoder 113 is iDcJuded within a DIBIXCHICo function block 119 

that also includes LBA COUDler 111 and first ml second bitwise modulo 2 adders 125 IDll 

20 · 126. The DIBIXCHKo encoder 113 generates a RduDdant W9rd. do', in response to the data. 

words b1 received from the buffer. Because the DmncCHKo encoder 113 in tbe sequencer 

109 utilizes the same code as the Dm CDCOdcr 104 in the host interface 101, do' should 
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match do if no data errors have occurred during the transmission of the data through the 

buffer 108. In the present architecture, however. in order to perform a data integrity check 

on data from the buffer 108, the LBA value maintained by the LBA coumer 111 in the 

sequencer 109 must first be bitwise XORed with do' in first adder 125 to geucratc the 

s · redundant word xN'. The x,.' word is then compared to the redundant word x,, from buffer 

108 in second adder 126 after the all of WOids, b1, of the data sector bave been clocked 

through the DIBIXCHICo encoder 113 and Xtr is received from the buffer 108 by second 

adder 126. The comparison is performed by bitwise XORing x..' with x,.. If x,,' and x,, arc 

the same. the data are assumed to be ~ free ml the LBA of the data sector is also 

10 assumed to be comet. If, on the other hand, x,,' and x,, are not the same, a Dm error is 

reported to micro-controller 112 and appropriate corrective action, such as requesting tbat the 

host 100 resend the data sector, may be taken. 

addition to dala i:ntepity errors usocimd with the trmsmission of dala through the buffer 

lS 108, a n:portm.Dm error may also be caused by a mjsrnalch of the I.BA included within the 

Dm wonl, x,,. and the LBA supplied ·by tbc LBA COUDler 111 in the sequencer 109 for 1bc 

particular data sector. As previously mentiom:d, LBA enors may be caused by software 

coding errors which cause poinrers into the buffer 108 to point to the Wl'ODI memory loc:ation 

for the desired data sector. When this happens, the iDcorrect sector will be tramfcrred from 

20 the buffer 108 to the sequencer 109 and an I.BA error will ~t. The inclusion of I.BA 

information in the data integrity code thus provides a comrenieal hook for debugging the 

system software and enhancing the overall reliability of the data transfer process. 
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While the data integrity and LBA verification tests ate being perf ormcd in the 

sequencer 109, the ECC encoder circuit 114 receives the data input of {bo, b1, ..• ""-'' ~ 

= xN = XCHKo. bw.+1 = Xt.+1 = XCHK1}, and outputs a predetermined_ number of ECC 

check bytes (labeled "ECc· in FIGs. 1 and l) in response thereto. Since both cross-check 

S words XCHKo and XCHK1 arc input into the ECC encoder 114 and eucoded together with 

the incoming data sector, the ECC cbeclc bytes generated by the ECC encoder 114 protect 

bolh the data wotds and the Cl'OSKheck words appended on the medium 122. 1bis provides 

the ECC 114 with the capability to correct errors that occur in the cross-dleck words as well 

as the data words when recovered from the storage medium 122. 

10 In a presently preferred cmbodimcnl, ECC 114 generates 18 ECC cbect bytes (shown 

·as ECC[S17] through ECC[S34] in FIG. 3) in respome to each data sector and the two 

associated cross-check wonts. Tbcse 18 ECC cbeck bytes pass through multiplexer 120 and 

ue appended to the data sector immediately following the XCBK1 word as shown in FIG. 3 

after all the data words ml the two cross-check words, XCHro and XCHIC1 have been 

lS encoded by the .BCC 114 and OU1plt to the stongc medium 122 over tbe separate parallel 

palb within the aequm:er 109. Wbm the ECC cbcck bytes arc clocked out of the BCC 114, 

the logical state of the select line 123 of the multiplexer 120 is switched to permit the ECC 

check bytes to pus through and be wriUeD to the storage medium 122 in conventional 

fashion. 

20 Turning briefly to FIG. 3, the 18 ECC check bytes together with the previously 

written data words and cross-check words form a single Reed-Solomon ECC code word on 

the storage medium 122: {Co. ei •••• C..-1• ~ = xN• C,,+1 = lttf+i• ECC}. As illustrated in 
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FIG. 3, the sttucture of an exemplary 534 byte ECC code word bas 512 bytes of data, i.e. 1 

one sector, followed by XClfKo (XC(Sl3] and XC[Sl4]) and XCHIC1 (XC(SlS] and 

XC[S16]), followed by 18 ECC bytes, ECC[517] through (534). 

2. Read Path 

Referring now to FIG. 2, in read mode, an ECC codeword previously written to the 

storage medium 122 is read back as the ~ codeword ci' = {Co', Ci•, ••• c....', c,.' = 

XCffKo', Ct.+1' = XCHK1', ECC'} and input to the sequencer 109. In the sequencer 109, 

the recovered data words, c.', c1', ••• ~1·, together with the XCffKo' word, x.t', are 

10 communicated over a path directly to the buffer 108 for temporary storage prior to furlher 

transfer. Simultaneously with this tramfcr, the second cross-dlect codeword, {c.,', c1', ••• 

Ct.-1', C..+i' = XCHK1'}. is input to the XCHK1 block116 and the entire ECC code word, 

c.', is input into the ECC 114 for F.cC mmainder recovery and syndrome generation. The 

XCHK1 block 116 acncrates a cross-cbect syndrome based on tbc recovered second croa-

15 check codeWOld which is med to iraease the stadsdcal probability that conecticms carried 

out by the BCC 114 are pauperly performed. 

'lbe first cross-dlect code word m:ovaed from lbe medium 122, {Co., c, t. • • • C,..1 ._ 

c,.' = XCH.Ka'} is received as an input to the DmncCHKo encoder 113 in DIBIXCHICo 

block 119. which includes LBA COUDleJ' 111 and first and second bitwise modulo 2 adders 

20 125 and 126. The DIBJXCHKo encoder 113 decodes, by reeocoding, the received data 

words, Co', Ci•, ••• C,..i '. fD produce a redundant word, do", according to the same code 

F"mt adder 12.5 bitwise XOR's do0 with the lower 16 bits of the LBA value assocbted with 

14 



----------------=;;;;;:::::===================---···· 

W097/2U72 PCT/US96/l 8313 

the particular data sector bi the sequencer 109 to produce x,;''. For a purpose that will soon 

become apparent, the XCHKo block 113 also generates cross-check syndrome values based 

on the entire received fust cross-check codeword, {Co', c1' •••• ~.', c.t'}. 

The LBA counter 111 maintains an incremental I.BA count for data sectors received 

S by the sequencer 109 from the medium 122, and may be provided with an iniciali7.ation value 

by micro-controller 122. As was the case with the I.BA COUDtcr 105 in the write path, the 

initialization value may be received through the CDB upon insdtution of a SCSI read 

of second adder 126 where it is compared to x,.', received by second adder 126 from the 

10 storage medium 122 at the same time. Adder 126 then compares Xtt' to Xtf'' by bitwise 

XORing them together. A non-1.er0 result indicates that either one or ~ore data errors have 

occumxl, or that an IBA error bas occunecl. 

Although the croa-chcck syndromes must be updated or recaosd.tuted when a data 

error is detected to correctly perf0tm the cross-check ~ (because they !ft based on 

15 what the ECC 114 bas delamined to be erroneous data), the same is not uue of tbe Dm 

word in the buffer 108, x.,'. 1bis is because Xtf' is preferably wriUm din:ctJy to the buffer 

108 d.in:ctly from the storage medium 122, rather tlllD being 1abn as the redualancy output 

of the DIBIXCHKo encoder 113, which could be based OD e110.aeous data. This architcc1Ura1 

feature, together with the ECC's 114 ability to detect and conect errors to the DIB wonl in 

20 the buffer 108 as discussed below. makes it possible for Xtt' to be delivered dhectly to the 

buffer 108 from the storage medium 122 and uti.Jhed as the om word for the return data 

path through the buffer 108 to the host inlerface 101. Signific:amly. it is only the LBA 
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verification aspect of this code that requires the Dm word to be regenerated in the read path 

in the sequencer 109 for comparison with x,. •. If the code only served as a data integrity 

code and not additionally for I.BA verification, this test could be omitted. 

If an ECC 114 protected data enor is detected, the ECC 114 will attempt to correct 

S data errors in the buffer 108, provided that they fall within the correction capabilities of tbe 

code. To start the comcdon process. the ECC 114 calcuJata syndrome values based on the 

n:coveml code word from the stmage medium 122. The ECC 114 then solves the 

syndromes to detennioc error location and pattern values for the data errors. In this regard, 

it should be recalled that because the cross-chcct words, XCHKo and XCHKJ, 11e encoded 

10 by the ECC 114, the BCC 114 possesses the ability to comet errors in the cross-checb u 

well as in the data. 1bis capability is important because the XCHKo' wQRI from the storage 

medium 122 is transferred to the buffer 108 as the nm word XN' for the path back to the 

host interface 101, and, if the system is to wort properly, it is ncccssuy for this WOid to 

accurately cbaracterize the data seclOr and sector I.BA that it is designed to protect. 

15 Again, US1uning the data errors have been detccfed, after the BCC module 114 

calcuJata error location and paUem values, the two diJtinct cross-dlect codes me dized to 

determine whether the F£C correctioDs are proper. This procea iDYolvcs vpdating the 

syndromes generated by XCHKo 113 and XCHIC1 116 to properly ICflect tbc ECC 114 

determined correction values. If both the XCHKo and XCHK1 recalcWated syndromes equal 

20 7.ero. it is assumed 1hat the ECC 114 bas properly corrected tbc data wolds (ml the Dm 

word. xN'. if necessary) in the buffer 108. In practice. this correction may be carried out by 

micro-<:ontroUer 112. which comcu byte erron after receiving the error location and error 
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value from the ECC 114 by accessing the erroneous data byte (or the Dm bytes, x..'. as the 

case may be) in the buffer 108 and XOR.mg the erroneous byte with the correction value to 

correct the byte. In describing the enor correction mechanics in terms of byte correccion, it 

bas been assumed that a byte-wise Reed-Solomon ECC code will be utilized. It should be 

S noted, however, that different symbol length ECC codes, such as a 16 bit symbol code for 

example, may be utilit.ed. 

On me other hand, if only the XCHK.1 syndrome equals zero. and the XCHKo 

syndrome is non-uro, it is likely that the ECC 114 bas properly dctermincd the error 

correction values and the cause of the miscompari.son is an LBA rather than an ECC cnor. 

10 In this case, appropriate corrective action may be catcn by the system software after the nm 
error has been reported to the micro-controller 112. 

Still :referring to the read path illustrated m FIG. 2, in the previous discussion it bu 

been assumed that the sec 114 bas det.ected om or more mon in the data tnnsfemcl from. 

the storqe medium 112 to the sequencer 10!1. In the C1Se where there are no ECC clc:tcctcd 

is errors in the dati sector or the cross-dleck/Dm muxtancy transfernd from tbe saonae 
medium 122 to the buffer 108, and a Dm enor is ddccled by the DlBIXCBKo block 119. it 

may be assumed that a mismatch between the I.BA of the data sector read from the srorage 

mectium 122 and the LBA for this sector maintaimd by the LBA COUDla' 111 in the 

sequencer 109 has occurred. This indicates that eirher tbe iDcomct sector of data was Rid 

20 from the storage medium 122, or that the I.BA from the I.BA counter 111 is incomct. To 

recover from this error, firmware executed by micnH:omroller 112 may initiate one or mon: 

rereads of the sector from the storage medium 122 until a Dm error is not repotted, or it is 
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determined that an unrecoverable I.BA error bas occurred. 

After the data and om redundancy have been transferred to the buffer 108, and any 

required error correction or rereads as described above bave been performed, the data sector 

words, bo •. b1 •. • • • ~. •• followed by the appended om word XN' are sequentially clocked 

S out of the buffer 108 through the buffer comroller 110 to the host inrerface 101. In the host 

interface 101. the data sector words are communicated to the host 100 (through FIFO 102) 

and the data words followed by xN • are communicated over a parallel path directly to the 

Dm encoder 104. The LBA and data integrity of the data sector in the host interface 101 

may be verified by the Dm 104 in a manner substantially simi1ar to the process previously 

10 descn"bed. 

The om encoder 104 regenerates a word, do"', based on the"- wonts (bo". b1' •.• 

• b,.., '} using the same cross-cbeck mwling algorithm utilimcl in die DJB/XCHKo encoder 

113 iD lhe sequencer 109. The iegenmted wont. de ... ii dam bitwise XORed with the lower 

16 bits of I.BA provided by LBA COIUlfa' 105 in bitwise modulo 2 adder 103 to produce 1be 

15. mlundan1 word iDcluding LBA, Xrt''. I.BA COU111er lOS is iniriaJirM by the micJO.coDlmller 

112 in the manner pieviously described, and majnlaim ID incmnentaJ COUDt of the I.BA for 

the particular data sector entering the host imerface 101fromtbebuffer108. The 'ltl .. word 

is input to a second bitwise modulo 2 adder 127 and compmed bitwise to Xrt • which arrives 

from the buffer 108 at the input of the adder 127 during the same clock cycle. If x,, • • uc 

20 x., • are equal, the data are assumed to be correct and the I.BA of the data sector is also 

assumed to be comet. If, on the other band, Xrt .. and x,. • arc not equal, a Dm error is 

reported to the micro-controller 112 and approprme com:cdve acdon, such as requesting that 
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the data be reread, may be taken. 

3. Combined DIB Enco4er/Cross-Cbcck Syndromer Circuit Implementation 

FIG. 4 illustrates a presently preferred combined encoder/.syndromer and checker 

s circuit 200 that contains the circuitry needed to implement the Dm block 118 in the host 

interface 101 and the DIBIXCHKo and XCHK1blocks119 and 116 in the sequencer 109. As 

is apparent from inspedjon, the circuit 200 of this particular embodiment is, in nality, two 

separate circuits that are utilized to implement two distinct ending equatiom to form two 

distinct cross-cbcck code wonts. 

10 To perform the Dm cmxting/der:oding and checking Open.tiom perfmmed by tbe 

Dm block 118 in the host interface 101, only that portion of tbe cirmit 200 lying above the 

dashed line labeled •A• in FIG. 4 (the "upper half") is preferably utiliRd. Conversely, in 

older to generate cross-cbect syndromes for use in the F.CC pnx:as based on two distinct 

cross-check code wonls, and IQ perform LBA veriftcation in the bast imedace 109 as taught 

JS herein, tbe entirety of the cln:uit 200 is implemented in the sequencer 109 u the 

DIBIXCHKo bloct 119 and the xcmc1 bloct 116. 

Regardless of whether implemented in the sequencer 109 or the bolt interface 101, 

the circuit 200 of the present example is adaptal to process wont lenath data in ICCOldlnce 

with a 16 bit, i.e •• wordwise, Reed-Solomon code over GF(216) while m::eiviog a byte clock 

20 cloclcing signal. To properly process received data sector words when provided with a byte 

clock signal, the storage registers 217, 218, 219 and 220 within the circuit 200 arc 

configured with corresponding input multiplexers 235, 236, 237. and 238. During operation, 

registers 217, 218, 219 and 220 RCdve the byte dock signal (bytcclk) over a common clock 

19 



----------------===============~----·····--··· 

W097121172 PCT/US96/18313 

signal line 226. Every other byteclk cycle, the corresponding input multiplexers 235, 236, 

237 and 238 are enabled via their select lines so that after two byte clock cycles one word of 

data (i.e .• two bytes) is held in the respective storage registers. For example, the xckOenab 

and xckleoab signals are supplied over lines 209 and 210 as the respective select inputs of 

s multiplexers 23S and 237 to permit data words to be clocked through segisters 217 and 219 

in accordance with the particuJar 16-bit code being implcmcDtcd. 

The opention of the-circuit 200 1S the nm block 118 in the host interface 101 will 

now be sepamtely described with reference to its write path operation IS an encoder. and its 

read path openlion as a decoder and checker. 

10 During write mode, user data u. from the host 101 an received on the woldinpt bas 

202 and provided to lbe input of XOR sate may 203. (Heavy lines iD FIG. 4 indicate a 

word wide, i.e .• 16 bit. data bus whereas tlUn 1iDcs indicate a single signal line). The 

beginnina of a data ICCIOr, and the start the m:odiag proc:ca for that &eCIOr, is marbd by 

the assedion (i.e .• railed to a logic level of •1 •) of tbr: wordmo sipal on line 201. This 

IS signal is supplied to invaUd iDpu1s of AND ptc array 215 (only Oii: AND gate is shown for 

simplicity) to injdalize die ltOlage regisla 217 to the fint m:eived data wont, Uo· The 

asscrtioa of wonlzero causes dJe AND pre arny 215 IO pmduce a mo output which 

disables the fccdback path 212 and in.idalim the stomge register 217 to Uo· 

For the next N·l words. tbe wonmro signal on line 201 is deasserted to permit 

20 feedback multiplication. During this time, the Jastword signal OD line 208 is also deassertcd, 

and user data Uj are passed ro the input of XOR gate may 203 where they are added modulo 

2 to the values on the feedback path 212. The result of the modulo 2 summation is clocked 
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through tegistcr 217 (according to the xckOenab signal supplied over line 209 to the select 

line of multiplexer 235) and multiplied by the fixed value, /J, m the Galois fJ.eld multiplier 

225 to produce: 

•·1 
xckOworka = r uiJN-1• 1 , 

~ 

which is available on the xckOwork bus 211. 

When the last wonl of user data to be encoded, i.c.,. llrf.1, is input 10 XOR gate array 

203, the lastWord signal is asse11tAl over line 208 to the input of AND gate may 231. This 

allows the LBA word on the I.BA_ wont signal bus 2Cf1 to pass to the input of XOR. gate 

10 array 232 where it is bitwise XO.Red (added modulo 2) with the output of tbe fJ multiplier 

225. This produces: 

•1 
xckOwork11 = LBA + 't" u1pa-1 - 1 = x., 

t:& 

on tbe xckOwcxk bus 211. (The • + • sign in the equations given in this specification bidic;ate 

IS modulo 2 addition). 1bus., after all N words of data have been processod, the redn"'ant 

wont includiDa LBA, x,., is genmtal and output on the xctOwork sipal bus 211. As 

prmously expl•inal, x,. is passed lbmlgh multiplexer 108 ml appended to the data WOids 

u.. for i = 0 to N-1, previously stored in the buffer 108 to fonn a DJB codeword therewith. 

When the I.BA is mo, the choice of Xif provides that the encoded block of data in the 

20 buffer 108: 

{bo, bi. · · · ~ •• bw} = {Uo. Ua, • • • Dtf-1• xN} 

is a Reed-SOlomon codeword over GF(6SS36) with a generator polynomial of the fonn: 
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G{z)DIBIXCIDCO = Z - fl. 

where fl is the primitive element of a finite Galois field having 6SS36 field clements 

(GF(216)), and is equal to OxlOl. 

During read mode, operation of the cilcuit 200 as the DIB block 118 in the host 

S interface 101 is identical except that data words received over the wontinpt data bus 202 

comprise the readback words from the buffer 108, bi', where b;' = {ho', b1', ••• br.-1', b,r' 

= x,. '}. and an LBA and da1a mgrity check is performed. After 1be user data portion of 

the nm word, i.e .• the fust N words of buffered data bi', bave been clocked through the 

upper half of the circuit 200. the Dm wont, x,,' = b,.', from the buffer 108 is input to XOR 

10 gate array 203 on the wotdiDpt bus 202. During die same word clock cycle, the I.BA word 

on the I.BA_ word bus 207 is passed to the input of XOR gate array 232 ,through AND gate 

array 231 in accordance with tbe assertion or the Jastwonl signal on line 208. The I.BA 

word is then addal modulo 2 with the outplt of tbe fl multiplier 225, to create die 

iegenerata1 Dm WOid x,,'' based on the fint N words (tbe data poJtion) of the buft'eml 

lS codewonl. 

Tbe LBA and data iulegrity leSI for the mdback buffered ~ l>.', is perfonned 

over this same last word cloct cycle when ~· is input to XOR gate array 203 and added 

modulo 2 with the regcnerau:d DIB wont x,,", supplied on the faxlback path 212. The 

modulo 2 addidon of 1tt" widl the incoming Dm word Xtt' from die buffer 108 yields a 7.e1'0 

20 result if the two values are equivalent, in which case a correctly received code word can be 

safely assumed. Nonzero detector 222 is utiliu:d to test the output of the XOR gate array 

203 for a nonzero result, wbeR a nonzero result indicates the occmrence of either an LBA 
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error or a data integrity error. which should be rare. A n<>mero result is reported as the 

dic:error signal over line 240 to the input of multiplexer 236 and storage register 218 which, 

in combination, form a latch for holding the dicerror signal in accordance with the xcOcbeck 

signal supplied to the multiplexer 236 via select line 233. The diccrror signal is made 

S available to the sequencer 109 and the micro-controller 112 on the xcOerror line 228 at the 

output of the storage register 218. Micro-controller 112 is preferably programmed with the 

capability to take the approprlare comctivc action. such as rcquesdog tbe sequencer lQfJ to 

cause the data sector to be mead, for example. The sequencer 109 may also include tbc 

capability to take corrective action indepeadent of the micro-conttoller 112. 

10 The operation of die circuit 200 as implemented in the sequencer 109 will now be 

descn'bed. As previously pointed out, both the upper and lower halves qf the circuit 200 are 

preferably included in the sequencer 109 with the upper half ftmctioning as the DIBIXCBICo 

block 119 and the lower balf functioDing u the xcmc. block 116. Bec:mse both halves of 

the circuit 200 arc impJemenred m die sequencer 109, the wordiq>t bus 202 is cos.m:tal ro 

l' both XOR gate arrays 203 and 20.5, which form the input for the respecdvc upper ml lower 

hahes of the circuit 200. 

Doring write mode, the entire Dm codeword, .... from 1be buffer 108 is c1ocbd imto 

the circuit 200 over the wordhJpt bas 202. The upper DmJXCHKo half of tbc circuit 200 

procases all N words of~ in accordance with the same ending equation impJrmemed in 

20 DIBIXCffKo block 118 in the host interface 101.and regenerates the Dm word as x..'. An 

I.BA and data integrity test is then performed based on a comparison of the Dm word x,. 

from the buffer 108, and the regenerated Dm word x,.' in the same manner as previously 
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described with respect to the operation of the upper half of the circuit 200 in the read path of 

the host interface 101. An error signal resulting from a miscomparison may be latched in 

the storage register 218 and made available to the micro-controller 112 and scqucoccr 109 as 

before. 

S Operation of the lower half of the circuit 200 as the XCHK.1 encoder 116 in the write 

path of the sequencer 109 is similar to the operation of the upper half of tbe cin:uit 200 as 

the DIB/XCHKo encoder 104 during write mode in the inrerface 101, except that a different 

encoding equation is utilimt. In contrast to the input received by the upper half of the 

cin:uit 200, which also flinctiom as a checker, and hence aceds to receive Che m:Jruvlant 

10 word ~ to perform that function, only the data portion of die buffeml codewonl, i.e . ., the 

first N words of bi. me preferably input to the input XOR gate array 205 array over the 

wonlinpt bus 202. 

lmcncHng operation c:onnneu=c:s when the fiat word from tile buffer, i.e., bo. is 

provided to the input of XOR gate array 205. At die same time ho arrives, the word7.ao 

15 signal is asserted over line 201 to 1be inverted input of AND gate array 216 to mu the 

feedback line 213 and iDitiali7.e the storage register 219 to bg. For die next N-1 words, tbe 

wordzero signal over line 201 is dcmerfcd ml each iDcomiDg daia word, ~. is cJocbd into 

1be XOR gate may 20S, added modulo 2 to the COlllClda of the feedback path 213 and tbe 

n:sulting value stored in tbc storage register 219 in accordance with the xcklcnab signal 

20 applied over line 210 to~ select iDput of multiplexer 237. For each cloclc cycle, the 

contents of the feedback path 213 comprises the clocked out pzevious contents of the storage 

register 219 after multiplication by IP in Galois field multiplier 227. 
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After all N word clock cycles have been completed, the secoDd cross-check wont. 

XCHK1 = xN+a• is generated, and ma.de available on the xcklwort bus 214: 

11-1 

X - ~ b A2 (N-1-.i) = XCHK. 
11•1 - .i,., 1 

•O 

5 The XCHK1 value is steered to the input of the ECC block 114 and is also appended to the 

stored data sector Ci on die medium 122 to form the second distinct cross-cbcck codcwonl 

thelCWith. 1be choice of Xif+ t provides that the second cmss-chcck codeword stored OD tbe 

medium: 

{Co. c,. • • • Crl-1• Ctl+a} = {bu, ba, - · · bit-11 X..+1}. 

10 is a Reed Solomon codeword over GP(6SS36) with a genemor polynomial of the form: 

G(z)XCHIC.1 = z - ~. 

where IP is the primitive elemenl of GF(216) and is equal to Ox180. 

The operation of the circuit 200 in the read path of the sequcncct 109 will DOW be 

descn"bed. During read mode, tile two c:ross-clJect wonts mm the mc:dium 122 ll'O dinctecl 

15 to the respective inputs of tbe iDpat XOR pte arrays 203 ml 205, with the XOR. pie may 

203 ieceiving the filsl readback cmss-c:bcct won1, {Co'. c.· ..... c,..1\ c,,'• xcmt;}, and 

the XOR gate may 205 m:eiviDg the second readbact ~t code WOid. {Co', Ci', ••• 

Cti-1', C,,+1'= XCHK1'}. 11Je iecoveml data words and mchmclancy that c:cmprisc tbae awo 

distinct cross-chcclc codewords are cloctecl through the respective upper and lower ponions 

20 of the ciicuit 200 in the same mannet as previously descn'bed. 

On the word clock cycle following the last input word, feedback muldplication by the 

respective halves of the circuit 200 produces a first cross-chcct syndrome value, So. on the 
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xckOsynd bus 204: 

and a second cross-check syndrome value, S1, on the xckOsynd bus 206: 

~ 

A nonzero syndrome value for die S1 syndrome. as detcctcd by oomero detector 222, 

indicates that one or more data errors have occurred during storage. wbcras a nomero value 

for the So syndrome, as detected by the nonzero detect.or 224, indicates either one or more 

10 data errors and/or an I.BA mor bas occurred. This is because the S. syndrome is calculatal 

based on the r:eadback DIB/XCHKo' WOid, which preferably iDcludes ~ information. such 

dial an LBA error in the sequencer 109 will manifest itself in die caJculated So .,mromc 

value. 

If a nonzero Sa syndrome ii ·c1ctec1a1 by DODZCIO detector 222, an eiror sigml may be 

15 latched in storage register 218 and RpOJted over the zcOermJ' Une 228. Similldy. a nom.ero 

81 syndrome ddccted by mo ddector 224 may be lmlled by die combination of 

muldplexer 238 and shift register 220 in ICCOldm::e with the zclchect sipal supplied on the 

select line 234 of multiplexer 238, and 1eportm as the xclenor siamJ mer line 230. 

The upper half of tbe circuit 200 in the scqueu:er 109 opdomlly performs a read path 

20 LBA verification test. Because the upper and lower .halves of the. circuit 200 each function 

both as an encoder and as a syndromer, a Dm word based on tbe data portion of the 

incoming first cross-chect word can be generated and compmd to tbe DIBIXCHK4) word 
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from the medium 122 during the same time cross-check syndromes are generated by the 

circuit 200. 

If implemented, this I.BA check is performed during the last word clock cycle when 

the multiplier 225 output corresponds to the redundancy do" illustrated in FIG. 2. The don 

S redundancy is added modulo 2 by XOR gate may 232 to the LBA wont provided over the 

LBA_word bus 207 to create the n=genented Dm word x,,••. The :regenerated word x,.'' is 

then fed back to the input XOR gate arny 203 over the feedback bus 212 and bitwiie 

compued to the wont x..' = XCllKo', which is input to the XOR gate array 203 over the 

wordinpt bus 202 at the same time. If the result of this comparison, as detected by nomero 

10 clctector 222. is nomero, an error signal may be reported to the sequencer 109 and/or the 

micro-<:ontrollcr 112 as previously described. 

The data path logic inlo the circuit 200 provides elm the syndrome So is calculated 

based on lbe first cross-check codeword read back fmm die malium 122: 

{ . . . . '} Co • Ci • • • • c... t c,, • 

IS and that the syndrome S1 is calcu11ted based OD the seconll cross-cbcct codewmd read back 

from the medium 122: 

20 

{ t I f '} 
C., • C1 • • • • '11-1 • C..+ 1 • 

4. Galois Field Extension Fie1d OJ>erations 

Multiplication IDCl addition operations performed by Galois field multipliers 22S and 
. 

227 and the Galois field adders of the circuit 200 are performed on an extension field basis 

over a GF(2') subfield of GF{21'). Use or a smaller subfield of the Galois field to perfonn 

multiplication operations as taught bcrcin, for example, offers significant advantages in that it 
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simplifies the required logic and reduces implementation gate counts over non-exrension field 

direct multiplier designs. The presently preferred GF(2~ is descn"bcd as an extension field 

of the following subftelds: 

GF(2') is an extension field of GF(l) and is generated by the polynomial 

S P(X) = X4 + X + 1, irreducible over GF(2), 

usma ,,1 = Ox02 as a primite element of GF(2'). 

GF(2') is an extension field of GF(2") detiDr:d using the polynomial 

P(Z) = Y2 + Y + fo, imducible over GF(:14), 

where fo = 8, and a1 · = Ox12 is a primitive element of GF(2'). 

to The extension field GF(211) is defined by: 

P(Z)=Z2+Z+1o 

whae lo - Ox81 and /11 = OX101 is a primitive clement of GF(216
). For an additional 

discussion of tbc mrdwdcs of Galois field extension fteJd theol)', the leader is refmed to 

copending and commonly usignecl Applicadon Serial No. ---- -u.auo-
lS GP-ALU Ardriitrdme for 10-bit Rced-8olomon Enor ComcdoD Module,• the disclosure of 

which is baeby iD:orpontlld by iefereoce in its emirety. 

s. Ycri101 Code Usti• 

The following Verilog program seu forth the program codes needed to syntbe*.c the 

20 combined encoder/synd.romer and chccm circuit 200 illustratcd at a fu.nctiooal level in FIG. 

4. In this code listing, the followin& CODVCDdons are employed: •x• means hexadecimal 

(base 16); •b" means binaiy (base 2); •d• mcam decimal (base 10); •!•means not; "&" 

means logical AND, and • - • means the logical NOT or invasion operation. 
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module dib(lbadress, 
wrdinput, 
wrdoutpt, 

s ckenable, 
syncrstn, 
asymstn, 
lastWOrd, 
dice lock, 

10 goodscct); 

input [lS:O] lbadle.ss; 
input (15:0] wrdinput; 
output [15:0] wrdoU1pt; 

lS input ckenablc; 
input syncntn: 
input laslword; 
input diccloct; 
output goodsect; 

20 
wire (7:0) hilbaddr; 
wile [7:0] lolbaddr; 
wire [7:0) hibyt:inp; 
wire [7:0) lobytinp; 

25 wire [7 :OJ hicbkCJl.lt; 
wile [7:0] Jocbbwd; 
wire (7:0) ~= 
wile (7:0} lcJchkq>; 
wire (7:0) hienciDp; 

30 wire (7:0) loencinp; 
wire (7;0] bim:reg; 
wire (7:0) loencreg; 
wile emesern; 
wiJe rall7.ero; 

3S 
assign hilbaddr = lbad.iess [1S:8]; 
assign lolbaddr = lbadrcss [7:0]; 
assign bibydnp = wrdinput (15;8); 
assign lobytinp = wrdiDput (7:0]; 

40 assign wrdoutpt = {blcbtout, locbtout}; 

cmbindic cmdic (.hilbaddr(hilbaddr), 
.lolbaddr(lolbaddr), 
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.biencinp(biencinp) • 
• loencinp(loencinp) • 
• biencreg(hiencreg), 
.loencreg(loencreg), 

s .lubytinp(bibytinp), 
.lobytiopOobytinp), 
.bicbkinp(hicbkiDp) • 
. tochkinp(lochkinp), 
.ckenable(ckenable), 

10 .syncrstn(syncrstn). 
.enmetn(emcsetn), 
.ttStregD.(elSUegD), 
.rall7.Cro(ra11zero )); 

lS regentic rgdic (.dicclock(dicclock), 
.ckenable(ctenablc), 
.Jastwmd(lastword) • 
• bichkinp(bichldap), 
.IocbkbJp(lochkinp), 

20 .bienciDp(bieDcinp). 
.loencinp{loencinp), 
.rallmo(rallz.ero), 
.hiencleg(him:reg}, 

-~· .bicbkout(bicblm) • 
• Joc:bkout(lochto} • 
• emaetn(emesetn), 
.entrep(astregn), 
.goodsed(aoodsect) • 

30 • asymstD(IS)'DrStn)); 

endmodulc 

moclu1e cmbiDdic(hllbaddr. 
35 lolbaddr; 

bieDciDp - . 
loencinp, 
biencrcg. 
Ioenaeg, 

40 lu"bytiup, 
lobytinp, 
bicbkjnp, 
lochtdnp, 
ckenable, 
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syncrstn, 
enresetn, 
erstregn, 
rallzero); 

input [7 :0) hilbaddr; 
input (7 :OJ lolbaddr; 
output [7 :OJ bienciop; 
OUtpUt (7:0) loencinp; 

10 input (7:0] ldeocieg; 
input (7:0) Joencreg; 
input (7:0) bibytinp; 
input (7:0] lobydnp; 
OU1pUt (7:0} hich1dnp; 

15 outpUt [7:0] locbkinp; 
input ckenablc; 
input syncrstn; 
OU1pUt enresctD; 
input ers1regn; 

20 output rallmo; 

wire (7:0) lnbyinit; 
wire (7:0) lobyinit; 
wire (7:0] hisumolle; 

25 wire [7:0] hisumtwo; 

wire [7:0} losmnone; 
wire (7:0] lomultip;. 

30 assign raUzero = ( -( I locbkinp)) & ( -( I hichkinp)); 
usign emesean = syDClllD & (ckenablc I eastaep}; 
asigD hibylnit • {l{asuep}} & hiencreg; 
ISSign lobyinit(7:1) = {7{ezsuego}} & loencreg(7:1); 
assign lobyinit(O] • (-eisuep) I loeocreg[O]; 

35 assign hisumoDc = hibydDp A llibyinit; 

assign losumone = lobydnp "" lobyinit; 
multOxS3 multl(.y(losmnoDe),.zOomultip)); 
assign hisumtwo = losumone ""' hisumone; 
multOxS3 mull2(.y(hisumtwo),.z(bieDcinp)); 

40 assign hichkinp = bilbaddr A biencinp; 
assign loencinp = hisumtwo ""' lomultip; 
assign locbkinp = lolbaddr " loencinp; 
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module rcgcntic (dicclock, 
ckeoable. 
lastword, 
bicbkinp. 

s locbkinp, 
biencinp, 
loencinp, 
rallt.ero, 
bicncrq, 

10 loeDCICg, 
bichkoat. 
lochkout, 
emese1D, 
ersuep, 

15 goodscct. 
asynrslll); 

input clicclock; 
input ckenablc; 

20 input Jastwonl; 
input [7:0) hicblciq>; 
input {7:0] lachld..,; 
input (7:0] bieDcinp; 
-- [7:0] loeaciap; 

25 q,.. rallmo: 
output [7:0) hicmmg; 
aulpUt (7:0) loencl'ea; 
Oldplt [7:0) llidltollt 
OUlpJt (7:0] Jochkout; 

30 ... mradD; 
OU1p1t eastaegn; 
outplt goodsect; 
input asymstn; 

3S reg (7:0) hiencrea; 
reg [7:0] Joencreg; 
reg [7:0) bichkout; 
reg [7:0] lochkout; 
reg etStlegD; 

40 reg goodsect; 

always @ (posedge dicclock or negedge asymstn) 
begin 

if (lasymstn) 
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ersuegn < = 1 'bO; 
else 

ersttegn < = emesetn; 
end 

always @ (posedge dicclock) 
begin 

hichkout < = ({B{JastWOrd}} & hicbkinp) I ({8{-lastwont}} & hicbkout); 
Jocbkout < = ({8{lastword}} & Jo:hkinp) I ({8{-Jastword}} & lochtout); 

10 1oodsect < = c 1astword & raU7.ero) I c c -·1astwont> & goodsect); 
hieacn:g < = ({B{cbnable}} & hiencinp) I ({8{-ckmable}} A hiencreg); 
toencreg < = C{Sf cbnable}} &: loenciq>) I <{&{ -ctenabte}} &: loenclq); 

end 

15 endmodule 

module mult0D3{y .z); 

input (7:0] y; 
20 output [7 :OJ z; 

win: (7:0] alphaOy; 
wire (7:0) llphaly; 
wire (7:0] alphl2y; 

25 wiR (7:0] alpha3y; 
wim (7:0] alpha4y; 
wire (7:0) alpha5y; 
wire [7:0] alpba6y; 

30 usip aJpllaOy = y; 
IUian a1p11a1y = {alpba0y[6:0J.t'b0} ... ({8{llphl0y('7]}} a l'd29); 
assign a1p11a2y - {1Jpba11rcs:01.1'b0} A <f&(ilphal)'[7J}} a 8'c129); 
assip alpha3y = {11pba2y(6:0],1 W} A ({8{alpha2y(7)}} a: 8'4129); 
lllign a1pba4y = {llpbl3y[6:0),rb0} A ({8{1Jpba3y[7]}} & 8'd29); 

35 assign alpbaSy = {alpha4y[6:0],l'b0} A {{8{alpba4y[7]}} It: 8'd29); 
assign alpha6y C {alpba5y(6:0),1 'b0} A ({8{alpbaSy(7]}} & 8'cl29); 
ISSign z = alphaOy A alpbaly ""alpha4y ""alpha6y; 

40 
endmodule 

Having thus descn"bed an embodiment of the invention, it will now be appreciated that 

the objects of the invemion have been fully achicml, and it will be understood by those 
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skilled in the art that many changes in construction and widely differing cmbodimems and 

applications of rhe invention will suggest themselves without departing from the spirit and 

scope of the invention. The disclosure and the description herein are purely illustrative and 

are not intended to be in any sense limiting. 
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WHAT IS CLAIMED JS: 
111111111111111111111111111111 

* C L M s * 

t. A method of verifying the logical block address of a data block transmitted 

over a data path comprising the steps of: 

(a) encoding the data block at a first point in the data path in accordance 

s with a data integrity code to generate a first redundant symbol associated with the data 

10 

15 

block; 

(b) incorporating a first logical block address of the data block into said 

first redundant symbol· to generate a first data integrity block symbol; 

(c) appending said first redundant symbol to the data block; 

(d) transmitting the data block with said appended first redundant symbol 

to a second point in the data path; 

(e) encoding the data block at said second point in the data path 

according to said same data integrity code to generate a second redundant symbol associated 

with the data block; 

(t) incorporating a second logical block address into said second 

redm>&mt symbol to generate a second data integrity block symbol. said second logical 

block address being the same as said first logical block address in the absence of a logical 

block address ei:ror; and 

(g) comparing said first redundant symbol to said second redundant 

2 o symbol to verify the logical block address of the data block after transmission over the data 

path. 
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* C L M S * 

2. A method of protecting a data block passed through a buffer memory 

comprising the steps of: 

5 (a) transmitting the data block to a first cross-check encoder and to the 

buffer memory; 

(b) . encoding the data. block in said first cross-check encoder according to 

a cross-check code to generate a first redundant symbol associated with the data· block; 

(c) incorporating a fmt logical block address of the data block into said 

10 first redundant symbol to generate a first data integrity block symbol; 

(d) appending said first data integrity block symbol to the data block in 

the buffer; 

(e) transmitting the data block and said appended data integrity block 

syrilOOI from the buffer to a second cross-check encbder; 

15 (t) encoding the data block in said second cross~heck encoder according 

to said cross-check code, said second cross-check encoder generating a second redundant 

symbol for the data block; 

(g) incorporating a second logical block address into said second 
. . 

redundant symbol to generate a second data integrity block symbol, said second logi~l 

2 o block address being equivalent to said first logical block address in the absence of a logical 

block address error; and 
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(h) comparing said appended first data integrity block symbol to said 

second data integrity block symbol to determine whether a data transmission error has 

occurred. 

5 3. An apparatus for including logical block address infonnation in encoded data 

transmitted between a data source and a receiving end in a data channel comprising: 

a first encoder receiving a data block from the transmission source and outputting a 

first redwidant word for said data block; 

a first logical block address source comprising a counter circuit, said first source 

1 o · generating a first logical block address for said data block; 

a first combination means electrically comiected to said fmt encoder and said first. 

logical block address source for combining said first logical block address and said first 

redundant word; 

a second encoder connected through said data channel to said first encoder and to 

15 the data source, said second encoder generating a second redundant word for said data 

block; 

a second logical block address source comprising a second counter circuit, said 

second source generating a second logical block ~ress for said data block; 

a second combination meam elecaically connec~· to said second encoder and said 

20 second source for combining said second logical block address and said second redundant 

word; and 

means for comparing said first redundant word including logical block address with 

said second redundant word including logical block address. 
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I 1111111111111 11111 /llll II llll 
* C l M s * 

4. The apparatus of claim 3 further comprising a buffer located in the data 

channel between said first encoder and said second encoder, said buffer selectively 

receiving, storing and transmitting said data block being passed between the source and 

s receiving end. 

S. The apparatus of claim 3 ·wherein said first and said second encoders each 

implement an identical code~ said code also being used as a cross-check code. 

10 6. The apparatus of claim S wherein said code is further utilized as a data 

integrity code. 
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