22 June 2005 | NFORVATI ON PROCESSI NG METHOD,- | NTER- TASK COVMUNI CATI ON
METHOD,  AND COMPUTER- EXECUTABLE PROGRAM FOR THE SAME BACKREROUBIROGH- THE

| NVENTI ON The present invention relates-to an information processing

met hod, a secure inter-task comunication. nmethod on an operating system
and a conput er-executabl e program for the sane. Mre specifically, the
present invention relates to an information processing nethod wherein a
processor executes. tasks using nemery er other such hardware resources,
particul arly having a configuration wherein one or nore tasks operate
under an environment provided by an operating system and mherein, in a

configurati o gﬁﬁg? SME% a t %&?nﬁhi PN the
operating system ﬁ@N opera%lng Sys %ﬁ%sggﬁfw¢§fé§gcu es. app catlon

programs desgireed iyt %M%Raﬁ&hbgmmn%g%ms SORM %H ensmt ask

communi cation nethdd on an opérating system ereln, Inthe configuration
of an operating system and tasks executed on ‘the operating system the
security level of tasks thenselves and whether or not there is a security
nmode spesafkeroetint b2 Tk "eneENtreRsni tting and receiving on the task side
are judged at the operating systemside, and in the event that there is
security, a coPHeNpeedentd IFdnica ﬂ@ﬂb@@lw%nfimmmy area '
regar di ng which access thereto is.

processing method, a secure inter-task communlcatlon method

on an operating system, and a computer-executable program
for the same. N | |
More specifically, the preseht invention relates to an

infdrmation processing method wherein a processor executes
tasks using memory or other such hardware resourcés,
pérticularly haviﬁg a configuration wherein one or more
tasks operate‘ﬁnder an environment provided by an operating
éystem, and wherein; in a cbnfiguration with an opgrating
system and multi—téské existing on the operating system,'the
operating sfstem securely executés‘application pfograms.
described in the task portions; and to a.sécure inter—tésk
communication mefhbd on an opefatingﬁsystem,_Wherein, in the
COnfiguration'of ﬁn operating system and tasks exééuted on

_ the operating syétem, thé security level of tasks themselves
and whether or not there is a security mode specified at the

time of transmitting and receiviﬁg,on the task side are
judged at thé 0perating system side, and in the event that
there is security, a_communicétion.wdrk'area is obtéined

- from a memory area regarding which access thereto is




22 June 2005 restricted, and the contents of transm ssion _are enci phered;
and further to a conputer-executable programfor realizi #gJupad0®hove
met hods on a conputer. Recently, conputing technol ogy such as information’
processing and informati on conmuni cati on has inproved .greatly, and
conput er systens have cone to be conmonpl ace. Conputer systens. generally
execut.e various types of -conputation processing under the control of an
operating system Wth recent operatihg systens, a mechani sm capabl e of
swi t ching between and processing multiple prograns such that several jobs
can be worked on in paraltel, i.e., '"nulti- tasking", is beconm ng common.
Qperatin | : e f-esour | C r (  finite,
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processi e "BEHRE N icduR! dPVE MBhpiedeverification between a - reproducing

devi ce and a data processing device, enabling a nulti-tasking :

confi gurati on HeerRAG), Wonlghtft HRAUREENDIVIGIY s d AP RIUGEG e tildg reproduci ng
device. That is to say, the reproducing dévice reads - out data stored in a

st oring peskess ing tdhdnin mamidiicatdamd Jatamd hadahgpiveeessi ng device

greatly, and computer systems have come to be cbmmonplace.
Computer systems generally eiécute various types of
computation processing under the control of an operating
system.
| With recenf qperating systems, a mechanism capable of
switching between and processing multiple programs such that
several jobs can be worked on in pafallel, i.e., "multi-
 tasking", is becoming common. . Opérating systems multiplex
hardwafe resources, which are actually finite, in'é virtual
manne;, and efficiently appropriate the hardware resources
- to the requests of each of the programs.
For éxample,-Jépanese Unexamined Patent Application
Publication No. 2000-48483 discloses an information |
proceésing method which allows mutual verification between a
reproducing device and a data processing device, enabling a
- multi-tasking configuration for each of the contents being
| reproduced on the'réproducing device. Thét is to say, the
reproducing device reads out data-stored in a storing medium
with an identification ID from thé data‘processingrdevice

according to requests from the data processing device, and




according to requests fromthe data processing device, and 22 June 2005 - 3-
perfornms a plurality of enciphering and verification job€2uine€@orarily
storing an internediate key INT KEY in a selective and tinme-divided :
manner, and al so perforns tine- division sending. Al so, the data processing
device deals wth nultiple sets of data requested by the tine-division
processing. in a selective and tine-divided nmanner by tenporarily storing
paraneters for a plurality of deciphetimg and verification jobs by :
identifiers returned fromthe reproducing device, and perforns enciphering
and verification tasks corresponding to the plurality of sets of

time-di vhsi o Waly $9 ' r i A NO;
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the devi g&fipoR8fi It s8br 1464 | {h COAt OFmdS10E kSPrHPr Mgl | 1 the case of |
requesting a service at the tinme of activating a task or froma task to the-

oper at i NngeP¥St £Pe and titfe-L¥Bidédatanier Keiie|a 1Y tpe ok tdliemd-ask are
provi ded ‘i ndependently, or in the event that a part of the tasks have been

creat ed divbsidm rsepding. AsE, ithaadawy picdamimghiiviete idelisask is
reliable and valid. That is to say, there are cases wherein application
progr answtels anibetble ddtes tafs ks treuestrabtbeex arinedlivision
processing in a selective and time-~divided manner by
temporarily storing parameters for a plurality of
deciphering and verification jobs by identifiers réturned
',from the reproducing device, and performs enciphering and
Verification tasks corresponding to the plurality of sets-of
time-division processing:

However, the information processing method described
in this Publication only performs mutual verification
between the devices, and mutual verification is not
 pe;formed in the éase of requesting a service at the time of
activating a task or ffom-a task to the operating éystem.

In the event that the kernel portion and the task are
provided independently, or in the event that a part of the
tésks'have been created by a third party, there is no way to
know whether. the task is reliable and valid.

That is to say, there are cases ﬁherein application
'prograns described in the task portion cannot be executed
securely as viewed from the operating system.

. ‘Also,.with_nofmal arrangements for inter-task

communication on operating systems, there has been no memory




securely as viewed fromthe operating. system Also, with _nornmal
arrangenents for inter-task comunication on operating @?éWBﬁQPOQhere has
been no nmenory 22 June 2005 -4 provided for hiding or concealing the
contents of data being exchanged, so the contents can be read out and
witten to by software nodul es created by a third party. A nechanism
capabl e of realizing inter-task communication (e.g., mail) according to
whet her or not security has been se#4-by the transmtting side task has
been invented to deal with this, in order to realize secrecy of data
bei ng sent via the operating system For exanple, Japanese Unexam ned

Pat ent licatio Publ.icati on No. 08-106441 describes an_ inter-process
Communi CHEPBRITRe BOE DAY OF SBttied b T Rviale bESetP Ao HA S | on of
a mcro-architecture type operating system wever hi s, Publi.cation al so
has o prSEFBRROLND HRot PURL S SRS oAyt Ent a8 T | Caon

of fice, | necessary, out si de t oper.at.i_ng_system SUMVARY OF THE

| NVENTI Oiﬁg%%%ﬁ‘lgn%n?%l%? the' per&ggoé”nta it%lvlerﬁgipgnscgr'ovi de an information

processing nethqgl having. : dag%%feg%fﬁtfe%rlf PG + _%%rke tasks to operate
y

under an environnent provi e operatihg syste
communication {(e.g., mail) according to whether or not

security has been set by the transmitting side task has been
invented to dealwith this, in order to realize secrecy of
data being sent via the operating system.

For example, Japanese Unexamined Patent Application
Publication No. 08-106441 describes an inter-process
communication method having a security level based upon tﬁe
assumption of a micro-architecture type operating system.

However, this Publication also has a problem in that a
trusted server, equivalent to a verification office, is

necessary outside the operating system.

SUMMARY OF THE INVENTION

Embodiments of the present invention provide an
inforﬁation processing method having a configuration for one
or more tasks to operate under an environment provided by
the operating system.

Embodiments of the present invention provide an

information processing method wherein, in a




Enbodi nents of the present invention provide an information processing

met hod wherein, in a 22 June 2005 5 configuration with aR2clype200hg system
and nmulti-tasks existing on the operating system the operating system
securely executes application prograns described in the task portions.
Enbodi nents of the present invention also provide a secure inter-task
communi cati on nethod on an operating system realizing access restrictions
and enci phering of transm ssion contedts by the operating systemitself
with hardware for the transm ssion contents body instead of having a
verification office outside of the operating system thereby giving

consideratLon to. assenbl usage, enabling increased secre for inter-task
connuniﬁa?%bﬂgraﬁhﬁ?h@l dﬁ?i%%ﬁ?ﬁﬁkﬂQnﬁ §H§géﬂﬁﬁthﬁé&él to task which
perform erati encryption, and deci phering under an environnent

k
wher i nohT SE08Y; 7 bhe SREEARHRG AL CRRREERC I CTY AR t oget her

further i hg ecurity. level tao be individuallly.sef, for_tasks and
for ar PRECEPHReAdCuRes it s it Yool bushichreaPrani tobor chaliang
enabl i ng, S restrictions to the content body of inter-task

comuni cations by the conbination of both. According to a first aspect of
the inventi ogybB8hEnts of the present invention also provide a

secure inter-task communication method on an operating
system, realizing access restrictions and enciphering of
transmission contents by the operating system itself with
hardware for the transmission contents body instead of
having a verification office outside of the operating
.system, thereby giving consideration to assembly usage,
enabling increased secrecy for inter-task communications
having security by providing a security level to task which
perform key operation, encryption, and deciphering under an
environment wherein processing of tasks according to security
level exist together, further enabling the security level to
be individually set for tasks and for at the time of
activating inter-task communication services, and enabling
access restrictions to the content body of inter-task
communications by the combination of both.

According to a first aspect of the invention, there
is provided an information processing method whereby one
or more tasks are executed under an executing environment

provided by an operating system, said method comprising:




is provided an information processing nethod whereby one or nore tasks are
execut ed under an executing environnent provided by an @2elunei?l85 system
said nethod conprising: 22 June 2005 a step for executing nutual
wverification between said operating systemand a task at the tinme of said
task requesting service of said operating system wherein said nutua
verification step is perfornmed by using data created by enciphering
predeterm ned data with key informatdi 6n—~used for a first nutua
verification as an execution key for a second nutual verification, and
wherein said second nutual verification is perfornmed follow ng said first
mutual verification. According to a second aspect of the present
i nventi on, tﬁeﬁ§QR;ﬁﬂ?w@%%ﬂughngnﬁﬁFﬁéﬁi6@ﬁﬁﬁﬁﬁ%ﬁﬁ9@ ﬁ%gﬁﬁﬁnmhereby one
or nore tasks are executed under an executjin enyi ronnent provi ded by an
oper at 975 QyREFAERG FAYChEE “B6ht I'GHe: o5 SPRpCIBP Phe S6Ret #AHY syst em
to verify a task based on nut.ual verifjcation key held hy the task; a
step  FoTTIHE BeraeT RACEy Slemitiol SHRATHHEA 1 HEYSFEEK BBERES 619 he fask
with th tual verification.key,. and return. it to_ .the task; and a,step
For 't nd S e tEE GHERO P B R W My o Bl Rl (7 hihal
verifi %g{ !eq{‘cﬁﬁé(e]?ﬁq% g?&ﬁ%&%‘ﬂﬁ%é& G L1 £ fey! PnERELEYARY WALy the
verification 1's successtul,

for a first mutual verification as an execution key for a

second mutual verification, and wherein said second mutual
verification is performed following said first mutual
verification.

According to a second aspect of the present invention,
the;e is provided an information proCessing method whereby
one or more tasks are executed under an executing
environment provided by an operating system, the method
comprising: a step for the operating system to verify a task
based on a mutual verification key held by the task; a step
for the operating system to encipher the stack pointer of
the task with the mutual verification key, and return it to
the task; and a step for the task to decipher the stack
pointer enciphered with the mutual verification key and
perform verification.

Here, in the event that the verification is successful,
the operating system and task may hold the stack pointer
enciphered with the mutual verification key as an executing

key to be used for subsequent verification steps.




the operating systemand task may hold the stack pointer enC|phered W th
the nutual verification key as an executing key to be us@Vungr08absequent
verification steps. 22 June 2005 - 7 According to a third aspect of the
present invention, there is provided an information processing nethod
whereby one or nore tasks are executed under an executing environnent
provi ded by an operating system the nethod conprising:. a step for a task
to request service of the operating system wth an executing key
attached; a step for the operating ~ i§1en1to verify the task based on the
executing key; and a

of the verlfﬁ5§9'8ﬁngt% e?eghfggs%? $%€2L€qﬂﬁ¥§%§%%%hpléﬁggggsge;gi;ﬁgfess
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processi ng one are execut an execu |ng
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step for the operating ~syste verify a tas ase tua

o caubgnchers beld b Ligapcenslen bt oot g ashen o
return i thoahhextaskingnled stehchod; thest&skedP the operating
| system to verify the task based on the executing key; and a
step for the operating system, in response to success of the
ﬁerification, to execute services commissioned, and to
encipher the stack pointer of the task with the executing key
to generate a next executing key.

According to a fourth aspect of the present invention,
there is provided a program for a computer to execute
informatioh processing whereby one or more tasks are executed
under an executing environment provided by an operating
system, the processing comprising: a step for the operating
system to verify a task based on a mutual verification key
held by the task; a step for the operating system to encipher
the stack pointer of the taskwith mutual verification key,
and return it to the task; and a step for the task to
compound and verify the stack pointer enciphered with the
mutual verification key; wherein, in. the event that the
verification procedures are successful, the operating system
and task hold the stack pointer enciphered with the mutual

verification key as an executing key to be used for

subsequent verification steps.




conpound and verify the stack pointer enciphered with the nutual
verification key; wherein, in, the event that the verifi%Zaline®0B®ocedures
are successful, the operating system and task hold the stack pointer
enci phered with the mutual verification key as an executing key to be used
for subsequent verification steps. 22 June 2005 - 8 According to a fifth
aspect of the present invention, there is provided a programfor a
conputer to execute information procegsstng whereby one or nore tasks are
execut ed under an executing environment provided by an operating system
the processi ngESHHINS 1§ aa fdfép pspegt paskheoprregarst isBeRtéenof the
operating system with a first executing key attached; a step for the
operatLﬁge§?s%§on8V19@giprfﬁérﬁﬁsﬁoﬁaéeﬁoﬁﬁuFﬁé FPrexeedeeuti ng key; and
a step .f%r thg.ogerating sﬁste ig response to success of the
verifi caPFORMALEOBXBERCESSEPYi WRETPRYUBEEBT BRYCt b28KEi PR8r the stack
poi nter of thedtas with the eéecuting.keé to generatg g second executing
key to BECGEGINERECE] AL, SAECHFIMHgSPEILORPREL HEBEEECSf PYheRpr esent
i nventiqn here_is.provided_a conmuni cation.nethod befweepn tasks
exbout e DS RkA B2 SEERG  SOEt BRPEPRa et HBUOESRGPPSI Age o0 EPBpafor
nenagi ng,Lhe sepurl Ly sueliof Lasks. thsopel ves and ALl erdfigati on
keys for nutual "verrficalion between
' executing key attached; a step for the operating system to
verify the task based on the first executing key; and a step
for the operating system, in response to success of the
verification, to execute services requested, and to encipher
the stack pointer of the task with the executing key to
generate a second executing key to be used next time.
According to a sixth aspect of the present invention,
there is provided a communication method between tasks
executed on an operating system, the method comprising: a
step for managing the security level of tasks themselves and
mutual verification keys for mutual verification between
tasks and the operating system, in a table format at the
operating system side, wherein the security level has a first
level which is secure and a second level which is not secure;

a step'for reading and writing blocks of tasks of the first

level and blocks of




tasks and the operating system in a table fornat at the 0 eratlng systen1
side, wherein the security.level has a first |evel whiclP44nge8lfe and a-
second | evel which is not secure; a step for readlng and writing blocks of
tasks of the first level and bl ocks of tasks of the second |evel :
separately into a .secure nenory block and a non-secure nenory bl ock,
respectively; a step for providing a first buffer on a first task of a :
task of the first level, and a secoAd%baffer on a second task of a task
of the second level, and providing wi'thin the operating system nenory area
for storing data and menory area for storing managenment information; a

E}prk | rstiE b&* i a%eiﬁg. deiBl REBapaPery o oE BREHEE WAR erery
segﬁriis #ééglaﬁg Oﬁobsg ?uggih%ﬁOLQ gi08k tEgsﬁéégév%ffha?a%ﬁeésecur|ty
| evel of ghphe Eb:faalhgsg 2AfstNBuckereln! T eoXEEULLD Shea TLdsk dask are

secure, mana enent ormation 's witten to the security nenory block and

data isthel £i88tagefBt] PRRACE SOBLRA! Sukd) bACa! decitldll sk VGt U  Of

managenment information, and address-value of the data body, as a key; and
a step fesskpgei EMenQe@én&h:@e§é‘£9n5'nc§1a§£ov§@1ﬁn€ wienh fRNEh@Sopdeatshfpnd task

and an address appropriated at the second task side, judging at the
oper at i ngysyehemefbte dheshfSECsESr IRGUINLH| Ok Memase dasedfor
storing management information; a step for specifying at the
first task an ID and an address eppropriated at the first
task side, judging af the operating system side which memory
block to use based on the security level of the fiﬁst task
- and the security level of 'a first fuﬁctidn,.ahd, in the-
event that_the eecurity level ef the first task and the
level for executing the first task are secure, manageﬁent
information is Written to the security memory block and data
is written as enciphered contents with the ID, address value
of manegement information, and address value of the data
body, as a key; and a sﬁep for specifying at the second task
an ID the same.as the second task and an address
appropriated aﬁ'the second task side, judging at the
- operating system si&e which secure memory block to use based
on tﬁe security level of the second task and the security
. level of a eecond fuhction, and, in the event that the
security ievei of the second task and the level for

executlng the second level are secure, data addressed to the

second task managed in the secure memory block is searched




on the security level of the second task and the. security level of a -
second function, and, in the event that the security | ewdJuse 2082 second.
task and the |evel for executing the second |evel are secure, data |
addressed to-the second task managed in the secure nenory block is :
searched, 22 June 2005 and the contents of the buffer where the data exists
is copied onto the second task having been deci phered with the I D, address
val ue of managenent information, and.-gddress . value of the data body, as a-
key. The task here may be any of a senmphore, event flag, or mailbox. The
task may be a semaphore, the first task may be. returning of resources,
and the se resources. ,or, the task

t ask b : ' b

may be aﬁn%gggﬁtggpﬁg%¥ﬁh§ff%.g?gbggﬁrﬁﬂbgﬁéagbg[sﬁaaaﬁxé§5ﬁtl?lag, and
t he, .t ask_may cl ' ent f . Eurth he. ( b _
i | box, CORASH, PRED) KRR Refoha" LraR.RrPiragbola EC kARl SEthitieack may-
b i i Verifi i on: b . b | Lat i whet h _
not & kejPéadharase RaduecB, BiodEndheThERETRRAR ATt RRe¥ e erat i ng
syst em sifgue TBESCHE! HOfaTBYayDCagagT €. Out by merory managing - means

whi ch perforns readi ng and waflng ISCtimnatorily between the secure

menory bl ock agglet bgsROReSECHES HEMBAY of! QCkend o fETOLVeBNAA Y MTBANS
may conprise hardware B _ _

or mailbox. The task may be a semaphore, the first task may
be returning of fesources, and the second task may be
_standing by to ca?ture resources. Or, the task may be aﬁ
event flag, the first task may be setting an event flag, and

- the second task may be clearing an event flag. Further, the
task'may be a mailbox,'the}first task may be transmitting

. data, and the second task-may be receiving data. |

Verification may be performed by collating whether ox
not a key each task has is the same,aé the key managed at
the operating system side. |
| This method may be carried out by memory managing

- means which performs reading and writihg discriminatorily
beﬁween the secure memory'block and the non-secure memory
'block, the memory managing means may comprise hardware
capable of setfing aécess permission for each block of the
memory blocks according to éecurity-level, and the memory
managing means'may.be set so as to not be capable of reading

:from-or writing to the memory block of a.first level with

. regard to aafirst task or a second ﬁask ih-the second 1eVe1,

The’opérating_sYstem may perform management of




- pat hs, enci phers

capabl e of setting access'pernission'for each bl ock of the nenory bl ocks
according to security |level, and the menory nmanagi ng nead?shag 985set so as

to not be capable of reading fromor witing to the menory bl ock of a -

first level with regard to a first task or a second task in the second

| evel . The operating system may perform managenent of 22 June 2005 - 11
security levels for each task and managenent. of the nmenory bl ocks via the
menory nanagi ng neans in-a centralizedlnanner. Al so, the nanagenent
informati on may conprise mail size.and a mail body pointer. Due to such a
configuration, in the event that the secure operating system side judges -

?25& Vi o '*ﬁtfﬁfe‘?@%?‘—ég%e%&?*é £ A AR E et e WAL task
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transmtieg a”ﬁneﬁ@&f&ﬁ%@ dfﬁfoﬁﬁ’étﬁa{ ié.'lé PG LOHRYI cation

transmt CUI’ e operating system

si de usi Qumai Keyod b fecéphers data of a mall reception task. Also, the
security l'evel can be individually set at the tinme of activating tasks and

i nter-task compuwiatdfh a configuration, in the event that the
secure operating syétem side judges that the méil
transmitting task and the security level of the mail
receiving task itself are set to a security mode specified
by the task side at the time of tfansmitting and receiving,

-the operating system appropriates to a secure memory block
the actﬁal state of.the data to be transmitted and
management data for establishiﬁg inter-task communication
paths, enciphers data to be transmitted at the secure
operating system side using a'key,”and deciphers data of a
mail reception task.

Also, the security level can be individually set at
thé time of activating tasks and inter-task communication
services.

Further objects, characteristics, and advantages of
the present inventibn_will become more apparent from the
-more detailed description based on the later-described

embodiments of the present invention and attached drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

Flg. 1 is a diagram schematlcally 1llustrat1ng the




services. Further objects, characteristics, and advantages of the present
invention will. becone nore apparent fromthe nore detai lZduWe28PPption
based on the | ater-described enbodinents of the present invention and
attached draw ngs. BRI EF DESCRIPTION OF THE DRAWNGS Fig. 1 is a diagram
schematically illustrating the - 12 configuration of a key managi ng table
and the area where the table is stored; Fig. 2 is a diagramfor describing
functions and task control block; Fig2 2 is an explanatory di agram of the
configuration of conponents in the event of performing inter-task

comuni cation, applied to an enbodi nent- of the secure inter- task

conmuni-cag | o) , rating. sys C ' t t
mvent| oePhEgtEAERdn 20e 38 RIS CLARI ECER Y a0 R TR
securitytggyglignsgoﬁg&ure operating system applied to the enbodi nent of
the secure inter-task comunication nethod on an operating system

according t0 thgy preseiita IMVERAR ok | dbscr ii )l AN ndlagam f or
descri bing secure nenory bl ock managenent at a secure operating system
side, apphteshtordde; first embodi ment of the secure inter-task

communi cati on nethod on-an operating system according to the

Fig. 3 is an explanatory diagram of the configuration
of components in the event of performing inter-task
communication, applied to an embodiment of the'secuie inter-
task communiéation method on an operating SYStem according
to the present invention;
| | Fig. 4 is an explanatory diagram for describing the

- task security level on a seéure operating system, applied to -
the embodiment of the secure inter-task communication ﬁethod
oh an operating system acéording to the present invention;

Fig. 5 is an explanatory diagram for describing secure
memory block management at a secure opefating system side,
applied to the first embodiment of the secure inter-task
communicétion method on an operating system according.to-the
present invention;

Fig. 6 is a configuration explanatory diagram of mail
_‘management informatibn, applied to the embodiment of the
-.secure inter-task communication method on an operating
isystemaccording to the present invention; |

Fig. 7 is a flowchart illustfating the procedures for
processing wherein the task and operating system perform

- mutual verification;




pr esent invenfion; Fig. 6is a conflguratlon explanatory dlagran1of mai
management information, applied to the enbodi ment of the 228182805 nt er - t ask

conmruni cation met hod on an operating system according to the present

invention; Fig. 7 is a flowhart illustrating the procedures for
~ processing wherein the task and operating system perform mutual _
verification; 22 June 2005 - 13 Fig. 8 is a flowhart illustrating the

procedures for perform.ng verificatdi a3 processing at the time of service
verification; Fig. 9 is a flowhart for describing nmail transmtting
processing, applied to the embodi nent of the secure inter- task

Cvent i on: F1of 0 58 fTEhERAvE PP T SRR N 9%366’%‘? SR BRr g e
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e pr esent

connunic I-on" e an op era en1accor
i nventi 0ferFiegc ﬂiohs a flomchart |IIustrat|ng t he fIOM/of mai | receiving
processing,'app?led fo the enbodi nent of the secure inter-task
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|nvent|on
processing, applled to the embodiment of the secure inter-

task communication_méthod on an operating system according
to the present invention;

Fig. 10 is a flowchart illustrating the flow of
enciphering the mail body, applied to the embodiment of the
. Secure, inter-task communication method on an operating
system according to the présent invention;

Fig. 11 is.a flowchart illustrating the flow of.mail
receiving processing, applied to the embodiment of the
secure inter-task communication method on an 0perating-
system according to the present invention;

Fig. 12A is a figqure illustratiﬁg an example of mail
transmission functions, applied to the first embodiment of

- the secure inter-task communication method on an operating
system according to the present invention; and |

Fig. 12B is a figure illustrating an example of mail

. ¥eception functions.

DESCRIPTION OF THE PREFERRED EMBODIMENTS
Flrst, a general description will be glven regarding

.the operation of the embodlments




Fig. 12A is a flgure |IIustrat|ng an exanple of mail transm ssion.
functions, applied to the first enbodi ment of the secur €2 ne2005sk
comuni cation nmethod on an operating systemaccording to the present.

invention; and Fig. 12Bis a figure illustrating an exanple of mai
reception functions. DESCRIPTI ON OF THE PREFERRED EMBODI MENTS First, a
general description will be given regarding the operation of the

enbodi ments. 22 June 2005 - 14 The infiermati on processi ng net hod i nvol ves
an operating system and tasks executed on the operating system and has a
mechani sm wherein nmutual verification is perforned between tasks and the
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‘has the sane eby ena |ng S e mai ntal ned.
activatlng tasks, thereby judging the validity of tasks.

For example, verification and authentication can be
performed at the point that a task created by a third party
" is activated or at the point that the task requests a
service of the operating system. |
Also, the operating system evaluates a key which the
task holds at the time of the task requesting service of the
operating system, and peimits execution of services only in
the event that the operating system itself has the same key,
thereby enabling security to be maintained.
According to the present invention, the operating
- system uses the data obtained by enciphering the stack
pointer for each task with a key as the next key (ID).
Accordingly, the key for the task to request-services from
the operating system is updated each time so long as there
is mqvement of the stack pointer, so security is maintained.
Concluding from the above, with the information |
proeessing method according to the present invention,
application prograﬁs described in the task poftion can be
securely executed as viewed from the operating system.

The following is a detailed description of embodiments




According to the present invention, the operating systemuses the data
obt ai ned by enciphering the stack pointer for each task 23 dume20RBY as the
next key (ID). Accordingly, the key for the task to request services from
the operating systemis updated each tine so long as there  is novenent of
the stack pointer, so security i's maintained. Concluding fromthe above,
with the information processing method. according to the present
invention, application prograns descrisbed in the task portion can be
securely executed as viewed fromthe operating system The following is a
detai |l ed description of enbodi ments 22 June 2005 - 15 of the present

I nvention, with reference to the draw ngs. First “enbodiment In the

real i zi n§ th?hEr6F§§EnﬂnVﬁ0Eh?FonWlF%trﬁger8§§9n§°tﬁ%@ dragEngsiescri bi ng

applicatjons, as tasgks hereafter referred to sinply as "user™) provides
mut ual s for each task No. (or task ID), as shown in the
fol | owi ng tablf. LTabIe 1 Task:EDTasklnltlaIke 1X1, X2, , X8 2Yl,Y2, ,Y8

_ n the realizing of the present invention, let us

assume that a user describing applications as tasks

{hereafter referred to simply as “user") provides mutual

verification keys for each task No. {or task ID), as shown

2 in the following table.

" [Table. 1]
Task ID ' Task initial key
1 X1, x2, L+, X8
2 | : vi, v2, --, ¥8

On the other hand, the operating system internally.
holds the table for managing task IDs and keys in a state
that the user cannot read or write.

- Fig. 1 schematically illustrates the configuration of
the key managing table and the area where the table is
stored.

In the key managing table for the tasks, a mutual
.veriflcatlon key (task,lnltlal key) and executing key (task
working key) are set for’each task ID. | | |

| Also, the user provides a key storing area for each

task, and a function "GetCurrentSP()" for telling the




On the other hand, the operating systeminternally holds the table for.
managi ng task IDs and keys in a state that the user can@June805r wite.
Fig. 1 schematically illustrates the -configuration of the key managi ng
table and the area where the table is stored. In the key nmanaging table
for the tasks, a nutual verification key (task initial key) and executing
key (task working key) are set for each task ID. Al so, the user provides a
key storing area for each task, and aefunction "GetCurrentsPO' for telling
the 22 June 2005 16 current stack pointer. Fig. 2 schematically illustrates
t he operation of the function and task control block. Task control bl ocks

(TCB) equj,valept to the nu of  tasks are provided at the operating
system %?E? E E%?ﬁ%ePOlg en t he operatlng system | ast received a

has a funct i onf Sk B0 RERY ot tes R P iR B Mhe LS
obtain afﬁﬂfgléﬁiaﬁdsgégkcgbn%fgﬁuﬁi?:ﬂasklEK)" to the operating s¥ﬁéen1can

be used n or e Stack pointer at the task,

_f unction " Get GLet G do1 pﬁfﬁ’dl&eq%)t SR &R B MR Gumber of

tasks are provided at the operatingrsjstem. A stack pointer
‘or when the operating system last received a service is
stored in the task control block. Also, the operating
syétem has a function "TaskID()" for returning a task .
In order for a task to obtain a task ID, a service
request "TaskID()" to the operating system can be used.
Also, in order to obtain the stack pointer at the task, the
function "GetCurrentSP()" provided by the user can be used.
At the time of task switching accompanying activation
of the scheduler of the operating system, the stack pointer
at the point thaf the task was being executed is saﬁed in a
predetermined field in the task control block each time.
Next, the procedures for processing wherein the task
and operating system perform mutual verification will be
. described with reference to the flowchart shown in Fig. 7.
First, the task obtains its own task Ib from the
. operating system, using the function "TaskID()" (ste§ Sl).
Then, the task hands the task ID and mutual verification key,
i.e., the task initial key, to the oPeratlng system (step
- 82). Handlng over of the task .ID and verification key is

‘performed by "supervisor call", for example.




At the-tinme of task sw tching acconpanying activation of the schedul er. of
the operating system the stack pointer at the point thda2.Jdune2088k was-
bei ng executed is saved in a predeternmined field in the task control bl ock
each tinme. Next, the procedures for processing wherein the task and
operating systemperformmnutual verification will be described with
reference to the flowchart . shown in Fig. 7. First, the task obtains its own

task ID fromthe operating system -ugizng the functi on "Taskl D()" (step
Si). Then, the task hands the task ID and nutual verification key, i.e.,
the task initial key, to the operatlng systen1(step 52). Handi ng over of

the task ID a verlflcatlon k erfor db Vi S call", for
' _exanplle 22 JuhRe JooEratng Sliﬁé %’be‘f‘ ] ﬁ}eerﬁ/ da‘%i‘fﬁ‘e recei \Iéed t ask
, age e
bgb%%,fgg‘fﬁ?fﬁ%f(%%ip%f?%%t%%hﬁ%% ﬁ%t%}%@%}% opddgs aaoutﬁcl S aaree,
O the’ kSR §8Y fandlifad N1, {#%’% ﬁ%ﬂ kde@d'é Sl O R el P o
verifi ca{:hgg @ﬁetﬂ?o quﬁﬁg?gsﬁ qﬂglsaest s’I rhrf(cf' case, t he

operating system enc stac p0|nter of eta mnfh t he task

![ ni : |hal g@ylfét@@rlﬁﬁga% SEdE s 1 %Jméereergisdat a "EncTTXGY(TaskSP)"
o the

On the other hand, in the event that the keys match,
it is viewed that verification at the operating system has-:
succeeded. In this case, the operating system enciphers the
stack poihter of the task with the task initial key (step
55) and returns the enciphered data "Encan(Taska)" to the
task (step §6).

The task deciphers the received enciphered data with
its own task initial key (step S7), and also compares this
with the value of the stack pointer obtained suing the
'function-"GetCurrentSP()" (step S8). In the event that the
two do not agree, vefification fails, and this entire
verification processing routine ends.

On the other hénd,'in the event that both sets of data
agree, it is viewed that verification at the task has
succeeded, and the encipheréd data "EncHgY(IaSkSP)" is saved
in the task key area (Step 59).

Further, the operafing system also holds data obtained
by enciphering, with the iask initial key, data obtained by
énciphering the stack pointer within the task control block,

as a task working key within the exeCuting'key area in the




task (step S6). The task deci phers the received enci phered data with its
own task initial key (step S7), and al'so conpares this WetuneBe0¥al ue of.
the stack pointer obtained suing the function "GetCurrentSP()" (step S8).
In the event that the two do not agree, verification fails, and this
entire verification processing routine ends. On the other hand, in the
event that both sets of data agree, it is viewed that verification at the
task has succeeded, and t-he enci phergd data "EncTl KQY(TaskSP)" is saved
in the task key area (step S9). Further, the operating system al so hol ds
data obtai ned by enC|pher|ng, with the task initial key, data obtained by

enci pher) t.he stac n t task control block, as a task
wor ki ng t%%kv&‘?%nh q re]lrceﬁ?]r%g&% aé]]ea)'i n the 22 June 2005 - 18 task
key managi ng t te , desc tio regarding the
flow of wveri fbf%tt i (C??lesp o%es% ng l e ad efgaérl(géléﬁ Qﬁ“gmﬁ' Eol%vvl th-
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wor ki ng f@?éféﬁég)ﬁgt91 This service commissioning is functions provided
by the operating syst r% such as

The task hands the service commission to the operating
system, along with the contents of the task key area, i.e.,
the task working key (step Sll); This service commissioning
is functions provided by the operating system, such as
requests to peripheral equipment, managing a memory pool,
managing time, transmitting and receiving messages to and
from other tasks, and so forth. ZAlso, service commissions
are performed by, for‘example, supérvisor call.

In response, the operating system receives the
supervisor call and the task working key (step S12), and
makes éomparison with that of the corfesponding task ID held
in the key management table (steps.SIB and S14). 1In the
event that the two do not agree, verificatidn fails, and
this entire verification processing routine ends.

on the other hand, in the event that the kéys'agreé,
the operating system judées that the tésk requiring the
service as‘authorizatién.to execute.

. In this case, the operating system genéerates data
obtained by enciphering the stack pointer of the task with
the task working key.és the next task working key (step S15),

and writings this to the corresponding task working key




requests to peripheral equipnment, nmanaging a nenory pool, managing tine,
transmitting and receiving nessages to and from other t@&2MinedlB5so forth.
Al so, service comm ssions are performed by, for exanple, supervisor call.
In response, the operating systemreceives the supervisor call and the
task working key (step S12), and mnekes conparison with that of the
corresponding task ID held in the key managenent table (steps S13 and
S14). In the event that the two do-ngk agree, verification fails,.and
this entire verification processing routine ends. on the other hand, in the:
event that the keys agree, the operating system judges that the task
requiring.t .service as authorization to efecute. In this case, the
31957& tth

operatin : Retas skﬁ%t%ﬁn%%?%?ﬁEdt%Q ®nci phering the stack pointer
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key in the tasyy,key,df 6o PN of the service and the
received task working key in the task key area, and prepares
“for subsequent exécufion.
As described above in detail, according to the presént
invention, an information processing method having a
configuration for one or more tasks to operate under an
environment provided by the operating system is provided.
Also, according to thé present invention, an
information processing method is provided wherein, in a
configuration with an operating system and mﬁlti-tasks
existing on the operating system, the operating system
securely executes application programs described in the:task
portions.
The information processing method according to the
present invention of an operating system and tasks executed
on the operating system has a mechanism wherein mutual
verification is performed between tasks and the operating-
system at the time of activating taSks; thereby judging the
.validity of tasks. For example, verification and .

authentication can be performed at the point that a task

created by a third party is activated or at the point that




for subsequent execution. As described above in detail, according to the
. present ‘invention, an information processing nethod havid¥glune 2005
configuration for one or nore tasks to operate under an environment
provi ded by the operating systemis provided. Al so, according to the
present invention, an information processing nethod i s provided wherein,
ina configuration wth an operating systemand nulti-tasks existing on
the operating system the operatingsygfem securely executes application
prograns described in the task portions. The information processing nethod
according to the present invention of an operating systemand tasks
executed, . on th operatingasgsten1has a nechani sm wher ei n nut ual

e

verificaF?@ntP§_ EPAYPRES FEEACPaSks tRRIOPREABHRI FYFECMsyst em at the
L1 of activaning {BRASunLISEEbY Ludoino (e, val LdhL of Latkese Tor
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of servigns @Pk¥t! Phat the operating system itself has the same key,
thereby enabling security to_be maintained. |
According to the present embodiment, the operating
-system uses the data obtained by enciphering the stack
_pointer for each task with a key as the next key (ID).
Accordingly, the key for the task to request services from
the operating system is updated each time so long as there
is movement of the stack pointer, so security is maihtained.
Accordingly, application programs described in the
task portion can be securely executed as viewed from the
operating sysﬁem.
: 1 Embodi :
Next, an embodiment of the secure inter-task
communication method on an oPefating system will be
described with reference to the drawings.
.Before describing this embodimenf in detail, first,
fhe general characteristics thereof will be described. Thé
present embodiment realizes configuration of aﬁloperating
system and tasks executed on the operating system, the .

security level of tasks themselves and whether or not there

is a security mode specified at the time of transmitting and




the event that the operating systemitself has the sane key, thereby

enabl ing security to be maintained. According to the presédune988i nent,
the operating systemuses the data obtained by enciphering the stack

poi nter for ~each.task with a key as the next key (ID). Accordingly, the
key for the task to request services from the operating systemis updated
each tinme so llong as there is novenent of the stack pointer, so security.
i's maintai ned, Accordingly, applicatdi @1 prograns described in the task
portion can be securely executed as viewed fromthe operating system
Second Enbodi ment Next, an enbodi nent of the secure inter-task
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executedwgghtggfggfé iggc§¥§£§nleggf§_security | evel of tasks thenselves
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and whet not there I's a securi node specified at the tinme of

transmtting aggsg? Junend0Pent Anat 5EhYhAG ofk tifad Al Rl g d udged
at the operating system thereby realfzing inter-task comunication paths
a security mode, the operating system appropriates the
actual state of the data to be transmitted and management
-data for establishing.an'inter—task communication path to
memory with restricted access.

On the other hand, in the event that judgment is made
that there is no secutity mode, both data are appropriated
to general memory with no access restrictions.

Further, in the event that judgment is made at the
task that there is a sedurity mode, the operating system
‘enciphers the actual state of the data to be transmitted
with a key.

Examples of inter-task communication include
.semaphores used for exclusive control of resources, event
flags for nbtifying another party of whether or not an event
exists;-mailboxes used for handing over rélatively large
amounts of data between tasks, and so forﬁh. Understanding

~this to be so, generating and deleting-of.tasks means
'feturning and capturing resources, setting and clearing
event flags, ahd transmitting and receiving messages,
respectively.

Next, a second embodiment with such characteristics




with different security levels. Also, in the event that judgnent is made
that there is a security node, the operating system apprd@ptingi2885t he
actual -state of the data to be transmtted and managenent data for
establishing an inter-task conmmunication path to nenory with restricted
access. On the other hand, in the event that judgnent is made that there
IS no security node, both data are appropriated to general nenory with no
access restrictions. Further, in the @gent that judgnent is nmade at the
task that there is a security node, the operating system enciphers the
actual state of the data to be transmtted wth a key. Exanples of

inter-task,co i.cation.include. .se ores used. for exclusjive control of
resource?}lgvg%?geﬁFﬁégePoﬁnngF§P§ingaﬂﬂ8tﬁE?CBéPF§°BfWﬁﬁLt%E?rBr.not an
event . exj.:sts LI es_u for handing over relatively |arge amounts of
dat a betﬁggh Fggggéggéd%goﬁigftgf Understanding this to be so, generating

and del eting oﬁ.#asgsiggﬂf?}%g%{%ﬁ)% %%gf&[?t fléi_ n@eé@fﬂ’irgf,stheset ting and

clearing event ags, i d”recerVving nessage
PSS! YEbtr i or S BEOpHRE RS WAL SUcle BkarleLhs den 7
-1 to which the present embodiment is applied.

This second embodiment assumes two levels, secure and
non-secure.

The tasks 2 and 3 (in Fig. 4, task 2 consists of task
A and task B) regarding which mutual verification between |
the secure operating system 1 and the tasks has succeeded
are in 'a secure level, and the task 3 (which is task C in
“Fig. 2) regarding which mutual verification has not been
performed, has failed, of has not been processed, is in a
non-secure level.

An example of the mutual verification method betweén
the secﬁre operating system 1 and the tasks 2 and 3 involves
‘the tasks 2 and 3 each having keys, and the level is secure
-.in the event that the keys which the tasks 2 and 3 have
'match the keys which the secure operating system 1 is.
managing, but the level ié-npn-secure in the event that the
keys of both parties do not match, and Fig. 4 shows a case
wherein the task 3 is in a non-secure level, as described
abové. |

The secure operating system 1 manages whether or not

the tasks 2 and 3 themselves are secure and the mutual




with reference to Fig. 4. Flg 4 I s an expl anatory dlagran1for descrlblng
the security level of tasks 2 and 3 on a secure operati 22 Bnet288% 1 to

whi ch the present enbodi nent is applied. This second enbodi nent assunes two
| evel s, secure and non-secure. The tasks 2 and 3 (in Fig. 4, task 2
consists of task A and task B) regardi ng whi ch nutual verlflcation bet ween
the secure operating system 1l and the tasks has succeeded are in'a secure
| evel, and the task 3 (which is task @3ir Fig. 2) regarding which nutual
verification has not been perforned, has failed, or has not been
processed, is in a non-secure |level. An exanple of the nutual verification

mvol vest o RETpaEian JREHE LADERE AL LR el NI Bididire i
the event thatphde KeViso Wi h gﬁy; dﬂsrgr%ﬂ}gn?g tt\?ggl eve £h the keys whi ch

t he secure operating syste managi i'S non secure in
the eveniethpt 1b8e1 ke&’l@eoéaé’;@t? PRTL 1850 < dé’erfl?fe MBdedh , il ﬂb f%J‘OWS a
case wherein the task 3 is In a non-secure as ‘descri ove. The .

Secur e OPer ghé NEepy SHIRIRH. FROAUBHINEIART PraR id f}?elt@%%raz@%e?

t hensel ves are secure and the nutual 22 June 2005
‘secure operating system 1 in the format of the table shown

in Fig. 4.

Next, description will be made regarding memory block
management of the secureroperating system 1 with reference
to Fig; 3. Iﬁ this Fig. 3; a memory block 5 such as RAM
which is capable of feading and writing is divided into two
parts, a non-secure memory block 5a and a secure memory
block 5b. |

The non-secure memory block 5a has a non-security
level such as with task 3 written to addresses of odd
numbers, such as No. 1, 3, and so on through n - 1, in
blocks.

Also, the secure memory block 5b has a non-security

- level such as with task 2 written to addresses of even
numbers, such as_NQ, 2, 4, and so on through n, .in blocks.

That is to say,-the,memory block 5 is read from and
written to with én MMU 6 capéble of setting security levels
for tasks in incremehts of blocks (memory managing unit,

_ hereaftér referred to as SMMU).
- The SMMU 6 compares the security level of the side for

reading and writing, i.e., the security level of the secure




23 verification keys in the format of a table shown in Fig. 4. That is to
say, the data regarding the tasks 2 in a secure |level, tH2dunekk085in a
non-secure level, and the data of the keys which the tasks 2 and 3 have is
held within the secure operating system1l in the format of the tablé shown
in Fig. 4. Next, description will be nmade regardi ng nmenory bl ock

management of the secure operating system1 with reference to Fig. 3. In
this Fig. 3, a menory block 5 such as2RAM which is capabl e of reading and
witing is divided into two ‘parts, a non-secure nenory block 5a and a
secure nenDry bl ock 5b. The non-secure nenory bl ock 5a has a non-security

Vel Suebefacthbliobaska 1 Vb ) LEn8d8RES Ehereeauttie Teref ) Lﬁik“éb
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level of the sid
the security level of the side to perform reading and

writing is low, a security access violation exception occurs,
and reading and writing from and to the secure memory block
5b and the non—secure'memory block 5a is disabled.
| In other words, a security access violation exception
occurs regarding an attempt to access the secure memory
block 5b and the non-secure memory block 5a with a higher
.Security level thah the task requifing the service, and
reading and wriﬁing from and to the secure memory block 5b
and the non-secure memory block 5a is disabled.
| The SMMU 6 is hardware capable of making "access
permitted" and "access denied" settings according to the
Security level of the memory 5, for each of the secure
memory block 5b and the non-secure memory block 5a.
'For example, the SMMU 6 in a non—secure level stéte
cannot read from of write to the secure memory block 5b . in a
secure state. | |
Setting of the security level for the secure memory
bloék 5b and the non-secure memory_bloék 5a is performed by
the SMMU 6 at the time of initializing the secure operating

'system 1, as shown in the table in Fig. 5.




reading and witing, i.e., the security level .of the secure 22 June 2005 -
24 operating system1 (or in other words, the security |224ned005t he task
requesting service) with the security level written to the non-secure
menory bl ock 5a and the security level witten to the secure menory bl ock
5b, and in the event that the security level of the side to perform
reading and witing is |low, a security access violation exception occurs,
and reading and witing fromand to.tfps secure nenory block 5b and the
non-secure nenory block 5a is disabled. In other words, a security access
vi ol ation exception occurs regarding an attenpt to access the secure
menory bl ock .an ge non- secu e _nmeno k 5a I gher security
| evel "t han the%Bégkg?é Gi FPnfi€he sE?GF%LXt a?%aﬂ%% %ﬁkﬁﬁw?¥l BRF fr om
and to t cur.e_nenot ock n-secure nenor ock 5a is
dlsabledQ%?%% ﬁwﬁeguf§¥ﬂaF8ﬁaP585§ﬁ§BFeleQH%k?ﬁﬁurﬁcﬁﬁggryp%i$?¥ted" and
"access den t g rdi ecur | | evel of the menory 5,
for eachg% ?ﬁ?hgﬁgeéhﬁegeﬁgﬁgrﬂe@g %%cgn t hd? %oﬁ S¥3ture menory bl ock

5a. For exanpl h read from
or wite torr?hg %%cﬁ?%&%gb?%ggggTEE?ué}g 11securéé@‘% a@}ﬁq fof t he
securityolre¥fb §QbulDEySEEVES PBPOLYch task, and management of the

secure memory block 5b and the non-secure memory block 5a
: via the SMMU 6, in a centralized manner.

Next, a case of performing secure inter—task
communication will be described with reference to Fig. 3.
The inter-task communication in this case is mail, and the
task 2 will be described as a mail'transmitting task 2 in
Fig. 3. Also, the task 3 will be described as a mail
transmitting task 3 in Fig. 3.

A mail transmitting buffer 8 (server buffer) is
prepared on the mail transmitting task 2, and also a mail

- receiving buffer 9 is prepared on the mail receiving task 3.

Also; memory area-for storing the mail contents within
the secure operating system 1 is prepared in the format of
secure memory pools 10a and 10b.

Memory area for storing management information
(equlvalent to the above~described secure memory block 5b
and the non-seoure memory block 5a) is prepared in the
format of a non-secure memory queue list 1lla and a secure
memory queue list 11b.

Fig. 6 illustrates the configuration of the management




bl ock 5b and .t he non-secure nenory block 5a is perforned b the SMWJ 6 at
the time of initializing the secure operating system1, UWBARMRSIi n the -
table in Fig. 5. .22 June 2005 - 25 This table in Fig. 5 correl ates data of
whet her or not there is security for addresses in the secure nenory bl ock
5b and the non-secure nenory bl ock 5a, and keys. Al so, the secure operating
system 1 perforns managing of the security level for each task, and
managenent of the secure nenory bl ecRé5k and t he non-secure nmenory bl ock
5a via the SMMJ 6, in a centralized manner. Next, a case of perform ng
secure inter-task comunication wll be described with reference to Fig.

ve amsert SEACRR P PO R e E T SO B 04 ol 0 PR
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task 2, gRgyalso a mail receiving buffer 9 is prepared on the mai
recei ving t%sk 3. Also, nenory area for storing the mail contents within

the secure opepgdifgnsSystere %éx%ﬂ.&??é@é’ 1154 he d URls ur S SdidryTeMor Y
pool s 10a and 10b. Menory area for” storing managenent information
queue list 11b, and secure memory pools 10a and 10b are
separately prepared in the above-described secure memory
block 5b and non-secure memory block 5a.

Next, the flow of processing ih the event of
transmitting an inter-task communication function (e.g.,
mail) with the mail transmitting task 2 with a secure level
attached, in a case wherein the mail trahsmitting task 2 and
receiving task 3 have completed mutuél confirmation with the

' Secure operating system 1.in a normal manner and wherein the
security 1evél of the mail transmitting task 2 and receiving
task 3 themselves has been set to secure, will be described
fqllowing the flowchart shown in Fig. 9.

First, the flow starts, and at the mail transmitting
task 2, a mail ID and an ‘address to the mail body
appropriated at.the mail transmitting task are specified,
other than the security level.

The mail transmitting task 2 requests a mail
transmitting-service with the security leﬁel on (stép s21),
and once the mail transmitting task 2 is transmitted and the

secure operating system 1 receives the request of the mail

transmitting task 2 (or service) (step $22),. the secure




(equi val ent to the above-described secure menory block 5b and the
non-secure nmenory block 5a) is prepared in the format of22alureZ088cure

menory queue list Ila and a secure nmenory queue list Ilb. Fig. 6
illustrates the configuration of the managenent 22 June 2005 26.

information 12, the managenent infornmation 12 being configured of nail

size 12a and a pointer 12b to the nmail body. The non-secure nenory queue
list Ila and secure nenory queue |i-st271b, and secure nenory pool s 10a. and
| ob are separately prepared in the above-described secure nenory bl ock 5b-
and non-secure nenory bl ock 5a. Next, the flow of processing in the event

Che i | CEERReIRGE gt BRGRR THBLERF 8P bEP thB xefedveq MBI Lo "

wher el n_tBAnTil a2kl hN9s! 24Kt ReABMon B PLYLIYahd ks 3 ity COMP! et ed
n t he system1

mut ual confirmation wt secure opérating In"a normal manner

and wher gl tihe ég%ggaggﬁ&level of the mail transmtting task 2 and

receiving task és has been set to secure, will be described

Lo Ot N0, NeBUSTEE OBk fentiufl Sfarider | Agiald g 210 ot (1
made whether or not the received mail transmitting task 2
- and the mail service are at a secure level, and further

judgment is made which of the memory blocks of the secufe

‘memory block 5b ahd non-secure meﬁory block 5a to use for

the received main transmitting task 2, based on the security

level of the transmitting function (shown in Fig. 12A as a

mail transmitting function)r(step S524). |

Only in the event that the results of this jﬁdgment'
show that the received mail transmitting task 2 is on a

- secure level and the level at the time of tramsmitting is
éecure, does to the flow proceed to the processing in step
525, and the secure opefating system 1 searches for
management information.and the mail body in the secure

- memory queue list 11b managed in the secure memory block 5b
by the SMMU 6.

Next, management information is written to one element
of mail body, froﬁ the searched management information and
the mail body. |

In this case, the contents of thé-mail'transﬁitting

task 2 is secured from the secure memory pool 10b stored in

the secure memory block 5b which has security.




approprlated at the mail transn1tt|ng task are speC|f|ed ot her than the
security level. The mail transnitting task 2 requests earﬂﬁJUﬂeﬂpﬁﬁsn1tt|ng
service with the security level on (step S21), and once the nail
transmitting task 2 is transnitted and the secure operating system1

recei ves the request of the nail transmitting task 2 (or service) (step
S22),.the secure 22 June 2005 - 27 operating system 1l checks whether or
not the received mail transmtting-t@sk-2 is in the secure level and is a
mai | service (step S23). Next, at the secure operating system 1, judgnent

is made whether or not the received mail transmtting task 2 and the mail
' t I t h of th
ﬁimiebﬁéiki Y P neE et tmnfs bl odhert A e PR IS O ook sa
f
to use fab i1t BBalecehvfile M) g tfﬁgs,ga#'fgi;]s%ftﬁg%g% i euri ty

| evel of tTng funttion
transm tijpn S . Its of
‘this Judgﬁeg?guﬂ %%P?%d§ 6ﬁgtgégﬁﬁbggéyéﬂ%h%%%Eéﬁg éﬁﬁ |s on a

secu s eish o0 100,10 thnaty el 19 letagion 1 sty dose 1o
system ly§e3&Ch68 fi#fagement information is wrltten (step S832), the
address value of the mail body ié written and the mail
‘transmission contents aré enciphered with these values as a
‘key (step S33), and the enciphered mail transmission
contents are copied in step S26 in Fig. 9 from the buffer 8
(server buffer) to the buffer 13 managed by the secure
memory queue list 11b.

Next, at the secure operating system 1, the management
information is updated (step S27), thereby completing the
above series of mail transmitting processing.

Also, in the processing of the above step S24, at the
secure operating system 1, in the event that, as a result of
the judgement regarding the security of the service of the
received mail transmittiﬂé task 2 and regarding whether to
use the secure memory block 5b or the non{secure MEmMory
block 5a for the received mail transmitting task 2 based on
the_security level of the inter-task communication function,

.the recéived mail transmitting task 2 is aﬁ a secure.level
and the level at the time of transmission is not sedure, the

secure operating system 1 searches the management

information and the mail body from the non-secure memory




managenent information and the mail body in the secure nenory queue |ist -
|1 b managed in the secure menory bl ock 5b by the SMV 6.224%€ 20Ranagenent
information is witten to one elenent of mail body, fromthe searched
managenment information and the nmail body. In this case, the contents of
the mail transmitting task 2 is secured fromthe secure nenory pool 10b
stored in the secure nenory bl ock 5b which has security. 22 June 2005 - 28
Next, as shown in the flowchart for e phering the mail body, in Fig. 10,
the mail IDis witten by the SWU 6 to the mail body of the nmi

transm ssion contents secured fromthe secure nenory pool 10b (step S31),

the aderﬁ%ckV@h“%mEQrtﬁ%n%@@ﬁeﬁt(b@E?rgﬁb onis witten (step S32), the
address value of the nmail body is witten gnd the mail transm ssion

contents are emexphetfe wethrkhepery@ligsspstam kKeyr{stepPci33), and the
enci phered mail transm ssion contents are copied in step S26 in Fig. 9
from t he conftbats8of( shevanibutkanimietifg eukkep 48 vRaam@edh byod{e secure
menory queue list 11b. Next, at the secure operating systeml, t e
nanagenemmlteafmbnuheobuffempdatedepssep)SZihd péﬁf@bmSC@H@|etlng the
above series of mail transmtting processing.

processing in the above step S27.

Next, the flow for the processing wherein an inter-

task communication function (e.g., mail) is received at a
level with security with the mail receiving task 3 will be
described following the flowchart shown in Fig. 11.

At the mail reception task 3, a mail ID and an address
to the mail body appropriated at the mail receiving task 3
are specified, other than the security level. 'The same
value as that at the transmitting is specified for the mail
ID.

Next, the mail receiving task 3 requests a mail
receiving service with the security level'on (step S41), and
upon the mail service for the mail receiving task 3 being
carried out at the mail receiving task 3, the secure
operafing system 1 receives the service of the mail
reCeiving task 3 (step S42).

Néxt} the secure operating system 1 checks whether or
not the received mail receiving task 3 and the mail service

- are at a secure level (step S43), and in the event that the
level is sécure as a result of the check, next, the secure

operating system 1 checks whether or not both the mail




Al so, in the processing of the above step 524, at the secure operating
system1, in the event that, as a result of the judgemerdZ Jusgz0@ng the .
security of the service of the received mail transmtting task 2 and
regardi ng whether to use the secure nmenory block 5b or the non-secure .
menory block 5a for the received mail transmitting task 2 based on the
security-level of the inter-task communication function, the received mail
transmitting task 2 is at a secure |ewd -~and the |level at the tine of
transm ssion is not secure, the secure operating system 1 searches 'the
managenment information and the mail body fromthe non-secure nenory 22
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speci fi edecaiey BBl B €REURALY +8¥8ivid§et88K®3 and the security
level of the receiving function (shown in Fig. 12B as a mail
receiving function).

Only in the event that the results of this judgment
show that the received mail receiving task 3 is on a secure

~ level and the level at the time of receiving is secure, is
the mail addressed to the mail receiving task 3 within the
mail gqueue list mahaged by the secure memory block 5b
searched for (step S25), and the buffer where the received
contents exist is found.

The contents obtained by deciphering the buffér
contents with the mail ID, address vaiue of management
information, and mail body address vaiue as a key is copied
onto the buffer 9 on the mail receiving task 3 (step S46).

Next, the secure operating system 1 returns the mail
body and the mahagement information (step S47) and the
series of reception processing ends. ' |

Also, in the processihg in the above sfep 544, the
secure 0perat;ng system 1 judges whether or not the mail

‘receiving task 3 and the service are both at a secure level

(step S44), ahd in the event that the judgment results for




value as that at the transmtting is specified for the mail |D._Next, the
mai | receiving task 3 requests a mail receiving service 4 4retR8security

| evel on (step S41), and wupon the nail service for the mail receiving task
3 being carried out at the mail receiving task 3, the secure operating
system 1 receives the service of the mail receiving task 3 (step $S42).
Next, the secure operating system 1l checks whether or not the received
mai | receiving task 3 and the mail ser¥lce are at a secure level (step
$43), and in the event that the level is secure as a result of the check,
next, the secure operating system 1l checks whether or not both the mail 22
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(step $S44), and in the event that judgnment is e as

are at a seeptiifed QR manRRCHRGH & RYRALIIBA 14SLRE P?:nl-'é@%‘ﬁ:?:e"‘ﬂleﬁgr ecure
menory bl ock to use, based on the security leve the mail receiving

task 3 anmdddke ﬁeqwéfpyszllagvel of the receiving function (shown in Fig. 12B
as a mail receiving function). Only in the event that the results of this

judgment showNelat the seceiré¢cdpelialtingCey¥ytafl 1askp3ekStRE mMagECUr e
| evel .and the level at the tine of receiving is secure, is
body onto a buffer 9 prepared on the mail receiving task 3
(step S49), and then performs the processing of the above
step S547.

Thus, according to the present embodiment, in the
event that the secure operating system judges that the mail
transmitting task and the security level of the mail
receiving task itself are set to the security mode specified
by the task at the time of transmitting and receiving, the
secure operating system appropriates to a secure memory
block the actual state of the data to be transmitted and

.management data for establishing inter-task communication
paths, enciphers data to be transmitted at the secure
operating system using a.key, and deciphers data of a mail
reception task; so secrecy for inter-task communications.
having security can be increased by providing a_sécurity
level to tasks which peffdrm key operation, encryption,.and

: deciphering, with a mechanism wherein access is restricted
to contents of inter-task communication under an environment

_ where processing of tasks according to security levels exist
together. |

Also, the security level can be individually set at




the mail addressed to the mail receiving task 3 within the mail queue li st
managed by the secure nenory block 5b searched for (step2shwp2098d the .
buffer where the received contents exist is found. The contents obtai ned
by deci phering the buffer contents with the mail ID, address val ue of
managenent - i nformation, and mail body address value as a key is copied
onto the buffer 9 on the'mail receiving task 3 (step S46). Next, the
secure operating system1 returns the 3mid4 body and the nanagenent

i nformation (step S47) and the series of reception processing ends. Al so,
in the processing in the above step S44, the secure operating systeml

| ud : ' L I ving. K dth ' bot h
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at a secure |l eve

System 1 LTarehes “PREBRnSOEPATET: APSFRE: FBRCITCERBLROROS bR o momory
body ontS 8 barrer Y presared ohoneoRaLrechrnenar: sk SORPEREIET ' ang
then per @ Kot Bpepi @e8aS5BEURitNEpRPYE sStep S47. Thus, according to the
present enbodi nent, in the

Other embodiments

Various modifications may be made to the above |
embodiments; such as a secure inter-task communication
‘method on an operating system which will now be described in
'brief, |

In a first step,'tasks executed on an operating system
are classified into: a secure level wherein mutual
verification between the task and the operating system has
succeeded; and a non-secure level wherein mutual
verification has not been performed. This classifying is
performed based on keys.of the tasks themselves. Whether
each task itself has security and mutual verification keys
for mutual verification with the operating system is managed
in a table format at the operating system.

In a second step, blocké.of the secure tasks and
‘blocks of the non-secure tasks managed at'the operating
éystem aré separately written to and read from a secure
memory block, and a non-secure memory'block with a secure
memory managing mechénism.

In a third step, a mail transmitting buffer on is

prepared on mail transmitting tasks of the secure tasks and




event that the secure operating systemjudges that the mail transmtting
task and the security level of the mail receiving task i42%c8Inge28P2 set to-
the security node specified by the task at the tinme of transmtting and
receiving, the secure operating system appropriates to a secure nmenory
bl ock the actual state of the data to be transmitted and nanagenent data
for establishing inter-task comruni cation paths, enciphers data to be '

transmtted at the secure operating sdst-em using a, key, and deci phers
data of a mail reception task, so secrecy for inter-task conmunications
havi-ng security can be increased by providing a security |level to tasks

wher oi h Soaeay FecRazin BleeR L KTRE Rl op 82 SELOReiMhFade T on uncer

wherein access IS restric 0 CO I'n Fon under
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exist together. Also, the security can be indiv alTy set at 22
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services, thereby enabling access restrictions to the content body of

i nter -t askfeeuibaat EOpgePirbheisOrhe NGbePRtiRG LyPrepeci fied security
| evel s.” O her enbodi nents Various nodificati ons"may be nade to the above

In a fourth step, a mail ID and an address, other than
security level, are specified with the mail transmitting
task to a mail body appropriated at the transmitting task.
The operating system judges which memory block to use, based
on the security level of the mail transmitting task and the
security level of the transmitting function. Only in the
event that the mail transmitting task is secure and the
level at the time of transmission is secure is management

: information:written to the secure memory block, and the mail
transmission contents are written, enciphered with the mail

~ ID, address value of management info:mation, énd address
value of the mail body, as a-key.

In a fifth step, the mail receivihg tésk specifies a
mail ID and ah address, other than security ievel, to a mail
body appropriated at the mail receiving task, the same as
the mail transmitting task. The operating system judges
which security memory block to use, based on the security

level of the mail réceiving task énd the security level of
the receiving function. Only in the event that the mail

receiving task is secure and the level at the time of

receiving is secure, is the reception mail addressed to a




enbodi nents, -such as a secure inter-task communi cation nethod on _an
operating systemwhich will now be described in brief. 142 HJine; 2086 st ep,
‘tasks executed on an operating system are classified into: a secure |evel
wherein mutual verification between the task and the operating system has
succeeded; and a non-secure |evel wherein nutual verification has not been
performed. This classifying is perfornmed based on keys of the tasks

- thensel ves. Wether each task itsel4 3as-security and nmutual verification
keys for nutual verification with the operating systemis managed in a
table‘fornat at the operating system In a second step, blocks of the

secure tants aule H0GKS 0 WARNON SECURS LASKS GTRIR gl plbgoperati ng

system are separatel ten o and read from | ock

non- Secu%%aﬁﬁﬁkﬁya%hp%%e cbﬂteﬁEgDP¥e QaEPQQegE%HEngﬂltﬁesﬁﬁagfvéa a

third step, a mail transmttin ransmtting

tasks Ofcbm%e%%%ukﬁlh%s%%eaﬁéc%aeéugﬁtﬁoﬁﬁe m§§1 in”abhﬁﬁsgg'Véﬂer“ffer s
prepared on mail receiving tasks e secure tasks menory area for
storing’ 6&'han%@@h@ﬂtslﬁﬁéraaﬁﬁaﬁfYaﬁaeadﬁ9é5§t95189 BENEHETRA 1
body, as the key thereof,rand copied to a buffer on the mail .
reception task.

In this modification, verification can be performed by
collating whether or not a key held by each task is the same
as the key managed at the secure operating system. The
Secure memory managing mechanism may comprise hardware
capable of setting "access permitted" or "access denied" for
each blbck of the memory blocks according to sécurity level.

The secure memory managing mechanism here can be
arranged so as to not be:capable of readiﬁg from or writing
to secure memory blocks with regard to noh—secure mail
transmitting tasks or mail receiving tasks, and the secure
operating system performs management of security levels for
each task and managementiof the memory blocks wvia the secure
memory managing mechanism in a centralized manner.

‘Also, the management information here may comprise
mail size and a mail body pointer, and the actual state of
the contents of the mail transmitting task may be secured
frqm a secure ﬁemory poll within the secure memory block.

'The methods according to the present invention,

- whether according to the above embodiments, modifications




I nformation is prepared in the operatlng systen1 In a fourth step a mail
ID and an address, other than security level, are speci fa%#ngia085t he mail
transmtting task to a mil body apprqpriated at the transmtting task.
The operating system judges whi ch nenory bl ock to use, based - on the
security level of the mail transmtting task and the security level of the
transmitting function. only in the event that the mail transmtting task
is secure and the level at the time- &5 t+ansmission is secure is
managenent information witten to the secure nenory bl ock, and the mai
transm ssion contents-are witten, enciphered with the mail [ID, address

val ue of vRRAgRTERY 'aﬁ&ﬁB%ﬁ%@%on@%ﬂvﬁﬁﬁﬁe§§ﬁaﬁggfdg et LhentR thgodv! as a

key. In ste receiving tas I'es a nai D and an

address, gyfihak bmanséa%erb&yth%vg&esbﬁta;ﬁabhtleﬁdyma PHAP Ea%ﬁﬁ egt the

mai | receiving task e sane as  the mal transmttl gta e operating

system | 4ggehe wbkaho&eeamphxeﬁegﬁéﬁubheig EQfHﬁSrebﬁ§6gr9ﬂstf@rsecur'ty
| evel of the nmail receiving task and the security | evel "of the receiving

functi onexediuying h?@neééﬁputb@b tbecaBLy ohifCEh¥i pPebafk ifivégeise. and the
| evel at the tinme o recetving is secure, is the reception mail addressed

to a 22 June 20R& soBYwarai progﬁemylm@ytlaékpf@sﬂﬁ@@&i 8 gagesLLUrity nenory
blocke. purpose computer systems capable of executing various types

of computer code, in a computer-readable format, via

detachable and portable storing media such as, for example,

~CDs (Compact Disks), FDs (Floppy Disks), MOs (Magneto-

Optical disks), or the like. Or, an arrangement wherein

computer software is provided to a particulaf computer

system in a computer;readable format via a sending medium

such as a network (regardless of whether the network is

cable or wireless) is technologically feasible.

In other words, installing the computer software via
any such medium onto a’éomputer system yiélds bperational
advantages the same as those of the methods according to the
present invention.

..The present invention has thus béen described in
'detail with reference to specific preferred émbodiments and
modifications thereof. However, it is needless to say that -
that those skilled in the art can make modifications and
substitutions to the embodiments without departing from the

essence of the present invention. That is to say, the

' présent invention has only been disclosed in the form of




searched and the Conténts of the buffer wherein the received coggents

exi st are decoded with the mail ID, address value of nara
information, and address value of the mail body, as the key thereof, and
copied to a . buffer on the mail reception task. In this nodification,

verification can be performed by collating whether or not a key held by
each task is the sane as the key managed at the secure operating system
The secure nenory managi ng nechani sm3fay- conpri se hardware capabl e of
setting "access permtted” or "access denied" for each block of the nenory
bl ocks according to security level. The secure nmenory managi ng nmechani sm

here can £ AR G oo e 10 D& <Cap f di witing

to sepurgnﬁ%nory bl ocks w't rggg% ?3 %gﬁgbgggfeéﬁgiFBQP%égghigting t asks
or mal| sl Mbt! B8k ntadfrhRasSRURCreaReiBEI DA ANShER Perhar B
managenment of security level's for each task and managenent of the nenory
bl ocks viszdgee ofe¢tee pra®enty inbaaging BReN2AT sp1iNba ﬁﬁagé&' bgeghémn”.ef-
Al so, the managenent information here may conprise na I ze and a nai

body poi eippendagdcithgémact ual state of the contents of the mail .
transmtting task may be secured froma secure nenory poll within the
secure nmenory bl ock. The nethods according to the present invention,

whet her according_to the above enbodi nents, nodifications 22 June 2005




|

- 35 thereof, or any other conceivable arrangenents within the spirit and
scope of the present invention, may be provided in the f42rdawngf2005
conput er - execut abl e software prograns for executing upon conputers to
carry out the present invention. The software prograns nmay be provided to
general - purpose conputer systens capable of executing various types of
conputer code, in a conputer-readable format, via detachable and portable
storing nedia such as, for exanple,37Cbs (Conpact Disks), FDS (Fl oppy

D sks), M3s (Magneto- Optical disks), or the Iike. O, an arrangenent
wherein - conputer software is progidegsto a particular conputer systemin
a conputer-readable format via a sending nedium such as a network
(regardl ess of whether the network is cable or wireless) is
technologically feasible. In other words, installing the conputer software

via any. suchy megh Uﬂh%kﬁa@léﬁ%@ée§yﬁ£§mm@t@icﬁ§ QARerabiyondle agvant ages
the sanme as those of the nethods accordlng to the present invention. The

presenjoddventdion has t hus haaen ]_be%d n e&%@lﬁgﬂneggwrﬁfo%%@&e to

specific preferred enbodi nents an m)dl Ications t However, it is
needl { those _skilled.in t rt can. make nodifications
tnd. SRS h ey orERdtihdontrints Srifont R TIAT IS (he  eccence
of the present invention. That js to say, the )

_ a step for executing mutual verlflcatlon between said

operating system and a task at the time of said task requesting
service of said operating system , wherein said mutual
“verification step 1is performed by wusing data created by
enciphering predetermined data with key information used for a
first mutual vefification as an execution Eey for a second
mutual verification, and wherein said second mutual verification

is performed following said first mutual verification.

2. An information processing method whereby one or
more: tasks are executed under an executing environment
provided by an operating system, said method comprising:

.é step for said operating system to verify a task based
" on a mutual verification key held by said task:;

a step for said operating system to enciphef the stack

pointer of said task with salid mutual verification key, and

- return it to said task; and




present invention has only been disclosed in the formof 22 June 2005 - 36
preferred enmbodi nents given as exanples, and accordingly 22hoe2§0Bot be
interpreted in a restrictive nmanner. The scope of the present invention
shoul d only be judged by the appended dains. 22 June 2005 - 37 CLAIM 1.
An information processing nethod whereby one or nore tasks are executed
under an executing environnment provided by an operating system said
met hod conprising: a step for executing nmutual verification between said
operating systemand a task at the ti ‘of said task requesting service of
sai d operating systemwherein said nmutual verification step is perforned
by using data created by enciphering predeterm ned data with key
-information yse or fi | verification as.an execution key for a
second nut u%l %egrpl f if%é:ti %%?&annyd‘%évl\%erte? n Cfseé:ll Second® rrut%a?&\(/erﬁqlinléé%i on
i s peréﬁégﬁ%iﬁél 09 S8hflal 1 Eatudut UBL YEILLEEBR! ORey?: A | MYATRL! On
processi ng net hod ereby one or nore tasks are execut ed 2lnder “an
execut{y g £ndiyyrent  provided by an operating system said nethod
conprising: a step for said operating systemto verify a task based

3. An information processing method according to Claim

2, wherein in the event that said wverification is successful,
said operating system and task hold the stack pointer
enciphered with said mutual verification key as an executing

key to be used for subsequent verification steps.

4. An information ' processing method whereby one or
more tasks aré executed under an execﬁting environment
Vprovided by an operating system, said method comprising:

a step for a task to request service of said operating
system, with an executing key attached;

a step for said opefating system to verify said task based
on said executing key; and

a step for said operating system, in response to success
of said verification, to execute services commissioned, and to
encipher the stack pointer of said task with said executing key

to generate a next executing key.




on a nmutual verification key held by said task; a step for said operating
systemto enci pher the stack pointer of said task w th 2ikine200%
verification key, and return it to said task; and 22 June 2005 - 38 a
step for said task to deci pher said stack pointer enciphered with said
nmut ual verification key and performverification. 3. An information
processi ng nmet hod according to Claim?2, wherein in the event that said
verification is successful, said opeyating systemand task hold the stack
poi nter enciphered with said nutual verification key as an executing key
to be used for subsequent verification steps. 4. An information processing
met hod wher eby. onefAorpromuran t ks ar exexedudred tundexeant @ X deiftoirngt ion

envi ronnment provided by an operating system said nmethod conprising: a
step foRYocesabkyt oheeghyst oser \dxemofresataskperatd ngxesysedmuvddh an
executing key attached; a step for said operating systemto verify said

t ask bseentio s&ny iavasenitngrkeyidedd ky step ppersaidgopeysfiétng spddem in
response to success of said verification, to execute services

commi T GHREE LIEhFXW L1848 9pher t he stack pointer of said task with said

executing key to generate a next executing key.
: a step Tor said operating systelm to verify a task based

-on a mutual verification key held by said task;

a step for saild operating system to encipher the stack
pointer of said task with mutual verification key, and return
it to said task; and

a step for said task to compound and verify the stack
pointer enciphered with said mutual verification key;

wherein, in the event that said verification procedures
are successful, said operating system and task hold the stack
pointer enciphered with said mutual verification key as an

executing key to be used for subsequent verification steps.

6. A program for ‘a computer to execute information
processing whereby one o% more tasks are executed under an
executing environment provided by an operating system, said
processing comprising:

a step for a task to request service of said operating
system, with a first executing key attached;
a step for said operating system to verify said task based

on said first executing key; and




22 June 2005 - 39 5. A programfor a conputer to execute information
processi ng whereby one or nore tasks are executed under ad? Jusedddbi ng

envi ronnment provided by an operating system said processing conprising: a
step for said operating systemto verify a task based on a nutual
verification-key held by said task; a step for said operating systemto
enci pher the stack pointer of said task with nmutual verification key, and
~return it to said task; and a step for said task to conpound and verify
the stack pointer enciphered. with s¥ d nutual verification key; wherein,
in the event that said verification procedures are successful, said
operating systemand task hold the stack pointer enciphered with said
mutual verification key as an __executing Kk to.be _used for ,subseqguent
verification®seEs0. o APIDgIaT oG SEnptTer ho TERBCHEs 1At o atT O
Procesgkng, wher %Q%ig%a%oﬁ?r & d agks gLe eé@f#i@%s ur}%?éle%%edexegrlﬁl g
envi ronment provi ded by an operating system sai processing conprising: a

step f@ﬁcﬁﬁﬁ%ktﬁe LEEURShoSREULCEFOL AR ¢ RENAH G a 13Y SLEMu MM 18 | TSt
executing key attached; a step for said operating systemto verify sdid

task basefenopasai 8 sbéshd expsdlid Ny keWw @ he used next time.

7. A communication method between tasks executed on
an operating system, said method comprising:

a step for managing the security 1level of tasks
themselves and mutual verification keys for mutual verification

between tasks and said operating system, in a table format at

rsaid operating system side, wherein said security level has a
first level which is secure and a second level which is not
secure;

a step for reading and writing blocks of tasks of said
first level and blocks of tasks of sald second level separately
into a secure memory block and a non-secure memory block,
respectively; |

a step for providing a first buffer on a first task of a task
of said_first level, and a second buffer.on a second task of a
task of said second level, and providing within said operating
system memory area for storing data and memory area for storing
management information;

a step for specifying at said first task an ID and an address

appropriated at said first task side, judging at said operating




22 June 2005 - 40 a step for said operating system in response to success
of said verification, to execute services requested, and QZJﬁnéﬁ@péher t he
stack pointer of said task with said executing key to generate a second
executing key to be used next tinme. 7. A conmunication nethod between tasks
executed on an operating system said nethod conprising: a step for
managi ng the security |level of tasks thenselves and nmutual verification
keys for nutual verification between tasks and said operating system in a
table format at said operating sySteﬁ%sTde, wherein said security |evel

has a first level which is secure and a second | evel which is not secure;
a step for reading and witing bIocks of tasks of said first level and

bl ocksrfsftegrasgadeofwh%%hdm%feng)ggdbi E%?I \e}él y, %ds?rép a secur Nﬁgeor bl ock

and a non-Secure menor irst

buf f er, on, él%;&sﬁa%'as il A3l of ol AL a@dsta Aggandpul f er

on a secon tas of said seco eve prOV|d|ng I'n said
oper ati g ﬁy%mﬂm&@@%ﬂ@rs&ﬂlﬂw }ata %ﬁd g@@rﬁaﬂteac fQr SfPring

managenent information; a step for specifying at said first task an I D and
an addfessleappr Gpri agmu@tmgals;&ﬁd reird@skaskdere USlhNG at mSed ghr@Rer ati ng
information is written to said security memory block and data is
written as enciphered contents with the ID, address vwvalue of
management information, and address value of the data bedy, as a
key; and
a step for specifying at said second task an ID the same as
said second task and an address appropriated at said second task
side, Jjudging at said operating system side which secure memory
block to use based on the security level of said second task and
" the security level of a second function, and, in the event that
the security level of said second task and the level for executing
sald second level are secure, data addressed to said second task
managed in said secure memory block is searched, and the contents
of the buffer where said data exists is copied orito said second
task having been deciphered with the 1ID, address value of

management information, and address value of the data body, as a

key.




22 June 2005 41 system side which nmenory block to use based on the
security level of said first task and the security | evel22okung 2009 st
function, and, in the event that the security level of said first task and
the level for executing said first task are secure, nmanagenment information
is witten to said security nenory block and data is witten as enci phered
contents with the I D, address value of nanagenent information, and address
val ue of the data body, as a key; and a step for specifying at said second
task an ID the sane as said second t%sk and an address appropri ated at
said second task side, judging at said operating system side which secure
menory block to use based on the security |evel of said second task and
the securit -l evel Cormanserlpirn f UAERPAn 2carEding tise @bkt Fhatwhemigdn
security level of said second task and the |evel for executing said second
| evel sl desk 5 datyaocdddr esyeghtoesacdestcbhalgt ask maeliagad i n said
secure nenory block is searched, and the contents of the buffer where said
data exists is copied onto said second task having been deci phered with
the 1D, addrss Aval gemppnigahigenenteiddr madcordiagd adldr essladat ueBof the
data body, as a  key. 22 June 2005 - 42 8. A conmunication nethod
accorcﬂnﬁfqyy CP&F@I?Faﬁher%$n a semaphore, and said first task is

returning of resources and said second task is standing by

to capture resources.

10, A communication method according to Claim 8,

wherein said task is an event flag, and said first task is

setting an event flag and said second task is clearing an event

flag.

11. A communication method according te Claim 8§,
wherein said task is a mailbox, and said first task is

transmitting data and said second task is receiving data.

12. A communication method according to any one of Claims 7
to 11, wherein saild verification is performed by collating
whether or not a key each task has is the same as the key managed

at the operating system side.



said task is any of a semaphore, event flag, or mailbox. 9. A conmunication
nmet hod according to Caim8, wherein said task is a sen‘e?;?h%’f‘@,zogﬁd sai d
first task is returning of resources and said second task is standing by
to capture resources. 10. A comuni cation nmethod according to Cl aim 8,
wherein said task is an event flag, and said first task is setting an
event flag and said second task is clearing an event flag. 11. A

conmmuni cati on nmethod according to G &3an-8, wherein said task is a mail box,
and said first task is transmtting data and said second task is receiving
data. 12. A communication nethod according to any one of Clains 7 to 11,
wher ei n sai d3ver Af comninhca i que mfedihweld abgordihat taganwheteherf d¥laiots d key
each task has is the sane as the key managed at the operating system side.
22 Juns 2005 wh4Zein3.said¢omathpdatisoncarthed actorky ngemorgnyneorag ioly
Clains 7 to 12, wherein said nethod is carried out by nenory managi ng
means meRErch wherchopes: floeadi mgadndgwentdi ngidisgrdnsoatwind yohidtywdertwesal d
secure nmenory block and said non-secure nenory block. 14. A conmmuni cation
met hods aict Gretivrg memOlrgi L8k anties®ic rsan-tsemnor yareraygiodgckeans conpri se
har dwar e capable of setting access perm ssion for each block of said
menory

14. A communication method according to Claim 13,
wherein said memory managing means comprise hardware capable
of setting access permission for each block of said memory

blocks according to security level.

15. A communication method according to Claim 13 or 14,
wherein said memory managing means are not capable of reading
from or writing to the memory block of a first level with

regard to a first task or a second task in the second level.

16. A communication method according to any one of Claims
13 to 15, wherein said operating system performs management of
security levels for each task and management of said memory

blocks via said memory managing means in a centralized manner.




bl ocks according to security level. 15. A conmunication nethod according to
Claim 13 or 14, wherein said menory managi ng neans are rAJUWEFR8Pe of
reading fromor witing to the nmenory block of a first level with regard
to a first task or a second task in the second level. 16. A conmuni cation
met hod according to any one of Clains 13 to 15, wherein said operating
system perforns nmanagenent of security |levels for each task and managenent
of said nenory blocks via said nemor44 managi ng neans in a centralized
manner. 22 June 2005 - 44 17. A conmunication nethod according to Claim
11, wherein said managenent information conprises mail size and a mail
body pointerl7. A communication method according to Claim 11, wherein

said management information comprises mail size and a mail body

pointer,






