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schedule, contacts, financial information and other data. Such devices are particularly useful

for employees whose job responsibilities require them to travel. Some businesses encourage
such employees to periodically connect with their enterprise information processing
environment through the wireless devices to increase responsiveness and productivity. The
mobile periodic connections foster communication between employees and improve the
timeliness of collected data through synchronization processes between the mobile devices
and the enterprise.

The growing proliferation of wireless enabled personal digital assistants (“PDA’s”)
mobile e-mail devices and notebook PC’s has encouraged wireless carriers to offer
transmission of not only voice, but also data signals to/from mobile wireless devices. While
the integration of these wireless devices into an enterprise information processing
environment promotes increased productivity and efficiency, such integration may also result
in increased threats to security and privacy of the information stored within and transmitted
to/from such mobile devices.

Businesses employing mobile wireless devices which may be connected to the

enterprise expect certain benefits to flow from the use of such devices. Such benefits, for
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weakened security.

Accordingly, a need exists for a system and method for managing wireless devices in
an enterprise information processing environment that enables integration and
synchronization of the wireless devices while protecting the security and privacy of the data

on connected devices, whether wired or wireless.

Summary
The following presents a simplified summary of systems and methods associated with

managing wireless devices in an enterprise processing environment. This summary is not an
extensive overview and is not intended to identify key or critical elements of the methods
and/or systems or to delineate the scope of the methods and systems media. It conceptually
identifies the methods and systems in a simplified form as a prelude to the more detailed
description that is presented later.

In accordance with one aspect of the present application, an exemplary method is
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In accordance with a fourth aspect of the present application, an exemplary method is
disclosed for managing a wireless device in a network. The method include\as defining a data
backup policy associated with a wireless device in a network. The method also includes
detecting the wireless device in the network, and analyzing the data backup policy to
determine that data residing on the wireless device should be backed up. The method further
includes backing up the data residing on the wireless device.

Certain illustrative aspects of the methods and systems are described herein in
connection with the following description and the annexed drawings. These aspects are
indicative, however, of but a few of the various ways in which the principles of the methods,
systems, and media may be employed and thus the examples are intended to include such
aspects and equivalents. Other advantages and novel features may become apparent from the

following detailed description when considered in conjunction with the drawings.

Brief Description of the Drawings
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Detailed Description

Example methods and systems are now described with reference to the drawings,
where like reference numerals are used to refer to like elements throughout. In the following
description, for purposes of explanation, numerous specific details are set forth in order to
facilitate thoroughly understanding the methods and systems. It may be evident, however,
that the methods and systems can be practiced without these specific details. In other
instances, well-known structures and devices are shown in block diagram form in order to
simplify the description. .

Figure 1 illustrates an example enterprise information processing environment 100.
The enterprise environment includes a portion of an enterprise environment 110 which
includes an intranet 115 which manages and provides access to data 120 and applications
125. Intranet 115 may be accessed by one or more devices comprising a wireless local area
network (“LAN”) 135 via gateway 130. Wireless LAN 135 may be any type of wireless
LAN know to those of skill in the art, and may be proprietary or abide by any of a number of
established wireless LAN standards.
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The WAP forum offers a comprehensive certification and interoperability testing
program that covers device testing, content verification, and a set of authoring guidelines to
assist developers in providing interoperable WAP applications and services.

Wireless LAN 135 may employ any known network architecture, such as for
example, a peer-to peer architecture or an infrastructure architecture. As illustrated in Figure
2, each wireless device or client (210, 215 and 220) in a peer-to-peer wireless network 200
communicates with other devices in the network within a specified transmission range or cell.
If a wireless client has to communicate with a device outside the specified cell, a client within
that cell must act as a gateway and perform the necessary routing.

Figure 3 illustrates a wireless LAN 300 having an infrastructure architecture. In
wireless LAN 300, communications between multiple wireless clients 310, 315 and 320 are
routed by a central station known as an access point 325. Access point 325 acts as a bridge
and forwards

all communications to the appropriate client in the network whether wireless or wired.

Besides having routing mechanisms, access point 325 also includes as a DHCP server and
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of the irophiegenpabilitpsotlhe ¢¥SM family includes the General Packet Radio Service (“GPRS™)
platform for delivering internet content on mobile devices, the Enhanced Data-rates for GSM
Evolution (“EDGE”) platform and the third Generation (“3GSM”) platform for delivering
mobile multimedia. Some wireless carriers base their offerings on the above-mentioned
platforms, leveraging the strengths of the implemented protocol.
Wireless Operator 115 may be any organization or system that provides the hardware
and communications infrastructure to enable wireless transmission in a wireless LAN and/or
a wireless WAN environment. Typically, wireless operator 145 provides basic wireless
phone services, and may offer services to transmit data in various forms.
In this example embodiment, data is transferred between wireless operator 145 and
the portion of the enterprise environment 110 via a wireless gateway 150, the internet 155
and a firewall 160.
Important challenges for businesses implementing networks including wireless
devices relate to wireless network management and mobile device management. The

components that make up a wireless infrastructure include the wired components such as

servers, companion desktops, and access points, for example. These components should be
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shoul d B%Vlgg%ured and nmanaged. It 1is inportant to consider that a | arge
part of the wireless infrastructure is actually wired. All the enterprise
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account &F¥EF . Because access points are inexpensive and easily installed,

Y TOLONEES 4, SER NS A 8 Sl Dl
network should be lmov&;n, controlled, and accounted for. Because access points are
inexpensive and easily installed, individual employees or departments may purchase
one and setup their own unauthorized wireless network. Being vulnerable in their
default configurations, unauthorized access points often present security breaches in
the network. In current networks, unauthorized access points may be added to a
network, but may remain undiscovered, thereby causing security measures to be
overlooked.

¢ Access Point Topology: The number of mobile devices concurrently supported by
prior art access points vary from model to model. Enterprises should know how many
access points are needed to support their wireless users, and the access points should
be placed at the appropriate geographic locations to maximize coverage. Good access
may also depend on physical line of sight placement of the access points, which could
be a problem in certain environments, such as buildings with interior offices, for
example.

e Fault and Performance Management: Like most hardware components, access

points have a probability to fail. In addition, due to certain limits on the number of
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transmissions.

e Enterprise Management for Mobile Administrators: Network administrators
should have the ability to manage the enterprise through mobile devices.
Administrators should have access to all appropriate management tools through their

mobile devices so they can be more efficient while on the move.

The present application recognizes that it is desirable to manage the wired and
wireless infrastructures in a unified or integrated manner. In this way, organizations can
more readily isolate fault and performance problems, which may adversely affect the quality
of service. Management solutions with both wired and wireless support can deliver

sophisticated root-cause analysis and end-to-end service level management.

Mobile Device Management Considerations
As the movable part of the wireless enterprise, devices like laptops, PDAs, and other
wireless devices should be managed and secured with effective control without restricting the

user’s freedom to leverage the benefits of being mobile. Important considerations regarding
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nobi | e devi ceoki¢ies.enforce the proper policies. Device Security: Mbile
devi ces should include sophisticated security features so that
* Device Security: Mobile devices should include sophisticated security features so that

if they are lost, misplaced, or stolen, they can be easily located and disabled before
confidential information goes into the wrong hands.

* Device Identification and Tracking: Many mobile devices do not have unique
names or identifiers, making it hard for administrators to track and account for all the
wireless devices in use. Many employees may be using devices that are not supported
by the enterprise and might become a security liability. Therefore, approved mobile
devices should be extended to include the ability to support a unique identifier.

* Virus Protection: Laptops and some Windows-based mobile devices are susceptible
to viruses that run on PCs and require anti-virus protection. Although there are no
major viruses yet presently reported for most mobile devices, it is possible that new
viruses may be propagated that specifically infect and destroy files and information on
mobile devices. Not only should the device be protected from virus attacks, but it
also should not become a carrier for viruses that lay dormant on the wireless device
and infect the companion PC on synchronization or other machines on the LAN.

* Data Preservation: Information on wireless laptops and other mobile devices should
be backed up regularly. In the event of data loss, restoring the data should not be

complicated.
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In one example embodiment, an integrated network management solution may
automatically detect and identify wireless devices in a network. Figure 4 is a block diagram
illustrating an example methodology for automatically discovering wireless access points,
such as wireless access point 325, in a network such as network 100.

At block 405, a plurality of authorized logical wireless access points within a network
are identified. Each physical access point may provide one or more wireless devices access
to the network. At block 410, the network detects a plurality of physical wireless access
points within the network. At block 415, each physical wireless access point is compared to
the plurality of authorized logical wireless access points to determine whether the physical
wireless access point is an authorized access point for the network. At block 420, if the
physical access point is not authorized, the unauthorized access point is reported at block 425
to a network administrator or another responsible party so that corrective action may be

taken.

The information collected using methodology 400, along with information about other
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Administrators may be alerted when an access point shuts down or when the normal
operations are disrupted. Using root-cause analysis, network management applications may
determine whether a network component failed or if the device itself has problems. Custom
policies may also be created to ensure that a wireless network component is performing
efficiently.

In addition to managing faults and performance, it is important to manage access to
the wireless devices and to the network. In one embodiment, users trying to log on to the
wireless network may be authenticated and any unusual activity may be detected.

 Accordingly, intruders may be prevented from gaining access to sensitive information.
Security policies may be defined and enforced and appropriate authorities may be notified
Whén a policy is breached.

Wireless device asset management is another important area of focus for wireless
network management. In one example embodiment, an integrated network management
solution may assets of a wireless device in a network. Figure 5 is a block diagram illustrating

an example methodology for managing the assets of a wireless network device.
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and that all mobile users have the latest versions of software on their devices for higher
productivity and simplified support.

Figure 6 is a flow chart illustrating an example methodology 600 for maintaining the
security of a wireless device in a network. At blocks 605 and 610, the network detects a
device and determines that the device is a wireless device. At block 615, the network
determines that the device has recently received data from a computer which may be infected
with a computer virus. At block 620, the network initiates execution of a virus scanning
routine associated with the wireless device.

A light footprint antivirus specially constructed for mobile devices may be used to
guard the network from virus attacks. Virus scans may be conducted whenever the wireless
device synchronizes with or downloads information from a companion PC. Of course, on-
demand scans may be conducted anytime. Viruses for PCs that do not affect mobile devices
may also detected, thus preventing the device from being a carrier.

Figure 7 is a flow chart illustrating an example methodology 700 for initiating a

backup of data of a wireless device in a network. A backup policy is defined for the wireless
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may al so detected, thus preventing e device frombeing a carrier. Flgure
7 is a fragsitiendmordiin astame i ng an exanpl e met hodol ogy 700 for initiating a
backup of data of a wireless device in a network. A backup policy is
defined for the wirel ess WD 03/090371 PCT/US03/ 12321 13 device at bl ock
705. The network detects the wreless device at block 710 and the data
backup policy is analyzed to determne that data residing on the wirel ess
devi ce should be backed up (715). At block 720, a data backup routine is
processed. What has been descri bed above includes several exanples. It is,
of course, not possible to describe every conceivabl e conbi nation of
conponents or net hodol ogi es for



pur poses of describing the systens, nethods, and conputer readable nedia
associated with nmanaging wireless devices in an enterprise. However, one
of ordi nawg oskpd3i1in the art nmay recognize that further ecmhisaziizons and
pernutations are possible. Accordingly, this application is intended to

enbrace such alterations, nodifications, and variations that fall wthin
t he scope of Whetigppemdéd:cl ains. Furthernore, to the extent that the term
"includes" is enployed in the detailed description or the clains, such

termis intended to be inclusive in a manner simlar to the term

"conprising" as that i in%%# et ed; cﬁ&’@o tr I thonal
word in a cl a?m 8%%@0;?‘1 %’%%o%/ %ﬁé&%{' 1 eV\%Ig?d ﬂ%t‘g?rgi g&;%&mq A
met hod fampmrenggi Nng a wWirel ess device in a network, the method conprising:
identifying a plurality.of authoriz d‘BJﬁO i gal wireless access points. within
a network; det ect’gﬁﬁué‘n@l WY rhlﬂt}[ Q;fa ‘ifg%egzlpgwlr%ﬂ“é s &%“@é%gog'& WS WAt hi n
the net wRkkerk; determning, for each of the plurality of physical wreless

access points, whether the physical wreless access point is associated
with one of the pldatettingy phiralignatfipbysice dvitedeps @atesnpoiatsemithia tloestwpdi nt s;

and reporting each,physical wreless .access.point,that is not associated

with an authori .ze‘?ﬁef Po& f%: P e8€ ﬂéec@ﬁrg%ltgo‘?tgf’gym%& Wﬁ%le‘?‘?pf‘%ﬂs 8PP ai m
1, furtRehetk@Miel phytioal GRIrE6Ss Aekeds Dot hsboBhteW Withesse d€Vthe Ssturalififlogdi ng
determ ning the associ ated physical wireless access point; and creating a

t opol ogia#horizag lagical marelass aeneks padfitseandi ng t he rel ati onshi p between each of

the plurality wirel ess. devices and the respectivel ssocj at ed ysi,cal
W reless access | pSPREREEech RBv et mudst RRER AR Faf 8 BbfipR T R
def i ni nchuehopizefl &rgied wikldsk 6coésd pntassoci ated with a wirel ess devi ce;
detecting the wirel ess devices, including determ ning an actual netric

val ue; and conparing the determ ned netric value to the preferred netric

value to 2. The method of claim 1, further comprising:

detecting a plurality of wireless devices, including determining the associated
physical wireless access point; and
creating a topological map of the network reflecting the relationship between

each of the plurality wireless devices and the respectively associated physical wireless access

point.
3. The method of claim 1, further comprising:
defining a preferred metric value associated with a wireless device;
detecting the wireless devices, including determining an actual metric value;
and

comparing the determined metric value to the preferred metric value to
determine whether the wireless device is operating improperly; and

reporting whether the wireless device is operating improperly.

4, The method of claim 3, wherein the preferred metric is a measurement of
transmission power.
5. The method of claim 3, wherein the preferred metric is a measurement of

acceptable interference.



determ ne whether the wireless device is operating inproperly; and
reporting whether the wireless device is operating inproperly. 4. The

met hod ofwoloaiom33y wherein the preferred nmetric i s a neas®CEmEsas/ 12321
transm ssion power. 5. The nethod of Bl aim3, wherein the preferred netric
is a neasurenent of acceptable interference. WO 03/090371 PCT/ US03/ 12321
15 6. The net hod of claim3 wherein the preferred netric is a
fragmentation count. net hod, of, c|] ai m 3, wherein the preferred
metric is a t& ansrﬁ}?smétﬁoéﬁg%lm 3gwhergis thepredaresimelrigiing FaemAEREHoQURE
preferred netric is a failure count. 9. The method of claim1, further
conprising: defining a security policy associated with a wirel ess device;
det ecting thel.wi r eltesmetiiod b€ elaim BewWheleingheptefirridngetsiedua tragsmisdian speed.on
associated with the device; determning that the security information
violates the security policy; and reporting a security violation. 10. The
met hod of cla m 9, THNBERLA of BIBInS SCWhérbih (RObiEHriahimigss ARk {pmt.zed user

| O/ passwor d conbi nati on, and wherein the security information i s an

unaut hori zed user ID/password combi nation. 11. The nmethod of claim9,

wherein the curi e e n aut horized wreless device
identifier, and thtlys‘g‘gh}ﬁ&d]ia g’rﬁﬁ@?o‘f?n?péj W%  unaut hori zed wirel ess device
identifier. 12. A qagtnods 56@&1@%&6%' Agkodiadvakies vidRYé 88kl a network, the
met hod conprising: defining set aut hori zed assets associ at ed wlth a

wi rel ess devi ce ordetectingt Vh@r kyirediess edeviery istuding eobdaininge veaaity ninfdyamation

net wor Kk; detagrd;n r{hnl%é‘he actual assets associated with the w rel ess devi ce;
anal yzi ri‘lﬁscfcrlu B 5 &1 %ori zed assets and the actual assets to identify at

| east one fl aggedicisaehing 8 tHesieority Mfotrhatical vibRas theodeuilitygglies aagset .

reporting a security violation.

10.  The method of claim 9, wherein the security policy defines an authorized user
ID/password combination, and wherein the security information is an unauthorized user

ID/password combination.

11.  The method of claim 9, wherein the security policy defines an authorized
wireless device identifier, and the security information is an unauthorized wireless device

identifier.

12. A method for managing a wireless device in a network, the method

comprising:

defining set of authorized assets associated with a wireless device on a

. network;

detecting the wireless device on the network;

determining the actual assets associated with the wireless device;

analyzing the set of authorized assets and the actual assets to identify at least
one flagged asset; and

reporting the at least one flagged asset.



WO 03/090371 PCT/US03/12321 16 13. The nethod of claim 12, wherein

anal yzi ng i ncludes determ ni ng whet her each actual asset is part of the
set of auwbagiogesdi assets; and wherein each fl agged asset iPsTArSORCI3ARI asset
that is not part of the set of authoti zed assets. 14. The nethod of claim
12, wherein anal yzing includes determ ning whether each authorized asset
i's an actual I@ssetTheandthoiesfetBingalh webdaemahshR! inchidas dakihbing sthetfs et
that is not an actual asset. 15. The nethod of claim 12, wherein an

aut hor | zéeh adudtasses ispasiafiih@sct o pherdzediassets;dBdi ng a version identifier.

16. The net hod of L: [ g t ' '

devi ce having an ‘%%%11?} efjalgl’érﬁ,é@%%&e a%?g’fsneﬁ{fhaggfagé &gr gﬁﬁ%g&%ﬁ%@%g of

f | agged aatimeized sssatssof t war e application, and the nethod further includes:
delivering the software application to the wirel ess device. 18. A nethod
for managing a wirel ess device in a network, the nethod conprising:
detecting a Vi C t ; t 1.4 L i ] ess
dovi ce: | det ery ni o P 1 B g R et i e e
execut i rgclaawthonredsssan M angpctuplibssag andsoci ated with the wirel ess device. 19.

A met hod for nanagi.hg .a wi.rel ess device in a network, .the netho
conprising: defi ng%ﬁlbeg%}n&\é\%}hﬁ?%aﬁﬁs%iﬂ@@;}1{]‘5’%8&‘?‘?@5&% Pﬂt%{l%t‘fagﬁﬁg devi ce

in a network; detecting the wireless device in the network; analyzing the
dat a backup policy to determ ne that data residi ng on the wreless device
shoul d be backed uihe metiodbat kliahg 1dpwhereingux authasized iapagt tre saibvank eppleston

devi ce. . o .
having a version identifier.

16. The method of claim 12, wherein an authorized asset is a hardware device

having an identifier.
17.  The method of claim 12, wherein the flagged asset is a software application,
and the method further includes:

delivering the software application to the wireless device.

18. A method for managing a wireless device in a network, the method

comprising:
detecting a device on a network;
determining that the device is a wireless device;
determining that the device has received data from a computer; and
executing a virus scanning routine associated with the wireless device.
19. A method for managing a wireless device in a network, the method
comprising:

defining a data backup policy associated with a wireless device in a network;

detecting the wireless device in the network;

analyzing the data backup policy to determine that data residing on the
wireless device should be backed up; and

backing up the data residing on the wireless device.



