WD 2004/ 006538 PCT/ US2003/ 021233 1 METHOD FOR ENCAPSULATI NG | NTERNET
PROTOCOL MESSAGES BACKGROUND Field [1001] The present invention generally
rel ates twotXdoeydosssssm ssion, relay, and receipt of nmeseagas2003/021288r el ess
t el ephony network, and nore particularly, to techniques for using internet
protocol (IP) nessages of a new format {nconpatible within | egacy

t el ephony equi pnment by encapsulating the P nessages w thin nessages of
recogni zed format. Background [1002] According to wi dely known standards,
each entity that is coupled to the Internet is recognized by a uni que code
called an "I P addr eSHETHAS FORCENCRRSUTRITENG INTERNESt BROTPEUe MBESAGER | P addr ess
when it activates a dialup nodem to connect to the Internet. The sane is
true of Internet routers, servers, and other traditional conponents of the
Internet. Some entities have a full-tinme, pernmanent |P address known as a
"static" | P address, whereas ot heBACKGROUNPBcei ve a new "dynamc" |IP
address each tine they connect to the Internet. [1003] Until recently, the
dom nant stfaeldard governing | P addresses has been "IPv4," pronul gated by
the Internet Engi neering Task Force (I ETF). IPv4 specifies a format for IP
addresses including, anong many other details, a length of 32 bits. The

expl osi ve (Lj[aaovf t FRe IpPb St Ghverkio?r alYy @At es thd'dAnsmissidhi Peralyaan@ns of
many i ncl udi ng Standards groups such as the IETF. Contributing to this are

great er nurfBeeipt 6f mrsspues doiahyirelassrielephonysietwark, end morg padicalatlyrb®i | ity

count | ess. PHIIAlEh R HleD Tl WBRoar 6BF her AR of, 30 AT, °"°
t here soon intdmphtible iitbiri degaty tephonydateaipmdntobyt basapsutatiige thadIP

devi ces. WO 2004/ 006538 PCT/ US2003/ 021233 2 %1004] In response, the |IETF
has devel ofBESSRARSWiIHHIR MRgsssges of saerarized format,

Background

[1002] According to widely known standards, each entity that is coupled to
the Internet is recognized by a unique code called an “IP address.” As one
example, a computer receives an IP address when it activates a dialup modem
to connect to the Internet. The same is true of Internet routers, servers, and
other traditional components of the Internet. Some entities h‘ave a full-time,
permanent IP address known as a “static” IP address, whereas other entities
receive a new “dynamic” IP address each time they connect to the Internet.

[1003] Until recently, the dominant standard governing IP addresses has
been “IPv4,” promulgated by the Internet Engineering Task Force (IETF). IPv4
specifies a format for IP addresses including, among many other details, a
length of 32 bits. The explosive use of the Internet is probably greater than the
expectations of many including standards groups such as the IETF.
Contributing to this are greater numbers of people going online, as well as the
unforeseen mobility of the Internet through wireless phones, airport kiosks,
coffee shops, and countless other connection points. With all conceivable 32 bit
numbers, there soon will be a shortage to accommodate all of these people and

devices.



called "I Pv6." Anpbng other inprovenents, |Pv6 provides for 128 bit IP
addresses instead of 32 bits. Although IPv6 is likely to provide a nunber
of i nprowemsaw®ssisncl uding relief for the constraints @CTAR2mi31021283
addresses, there are new issues. For instance, nobst equi pnent is not
conpatible wwth the new |Pv6 standard €4 nce | pv6 was not even conceived
when this equi pnent was manufactured. One solution is to sinply repl ace
t he | egacy [tmpnem sesp'onlse tieav,| ETPvitas depalopktiea meshifosat oh IR addresses,
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IPv6 compatibility.

SUMMARY

[1006] In order to assist an exchange of data between one or mobile
communications devices and the Internet in a mobile communications network,
bidirectional tunneling of IPv6 messages inside |IPv4 messages is performed
between a home agent and one or more foreign agents. Optionally, where a
mobile communications device is a wireless mobile unit, the mobile unit itself
automatically engages in bidirectional tunneling of IPv6 messages inside IPv4
messages with the home agent whenever the wireless mobile unit detects loss
of wireless coverage in the mobile communications network and presence of

coverage in a type of wireless network lacking foreign agent functionality.
BRIEF DESCRIPTION OF THE DRAWINGS

[1007] FIGS. 1A-1B show the hardware components and interconnections of
two different examples of wireless telephony network.

[1008] FIG. 2 is an exemplary digital data processing machine.

[1009] FIG. 3 is an exemplary signal bearing medium.



[1010] FIG 4 is a flowhart of a first registration sequence. [1011] FIG
5is a flowhart of a second registration sequence. [1012] FIG 6 is a

f | owchar twof2oes/d0b$38d r egi strati on sequence. [1013] FI GpCT/isom/0ki2eswchart
of a first transmt/receive sequence. [1014] FIG 8 is a flowhart of a
second transmt/receive sequence. [1018 FIG 9 is a flowhart of a

mul ti-nbde sequence. DETAI LED DESCRI PTI ON [ 1016] The nature, objectives,
and advant §§0$0f FI® 4 isvefibwohanvof b firstaegistration seqpeaceent to t hose skill ed

connect ton LIPH « hEMEc B Biyr e af aefigad redfator pediRtce: COVPONENTS &
| NTERCONEGTOPHS  HIErORE HoRBnid O Lind reshaiin Slqudpopr esent. di scl osure

is a wirel ess comunications system ch n e Inplemented in a variety
of differefl0Wllys. FIG.GUsR flawckardwt ading teansmpl/eeced@ sequeénEPGURE 1B shows

anot her ex 15 ln.  epthe ase, ni.cation xch e network
conpri ses i%ﬁ I ep‘%ﬁﬂl's ‘%ﬂ?‘(’(ﬁ'ﬁ?{? oi%ﬁp?gﬁ&%g‘u ’8P§'>‘/3|5§911!96€%e nessages
between a POISE FIEMYIR £AdWERSt S HIMEMOBPsbGlencend the Internet 102. In
the case of FIGURE 1A, the network 100 as illustrated conprises an

| P-capabl e wirel ess tel ephon®OETAILER BESCRIPTIONA net work, and the

nobi l e 114 conprises an | P-capable wreless tel ephone. In the case of
FI GURE 113, the network 150 as illustrated conprises a non-IP wreless

network su an t b ks | an I P
capabl e w :I}l(;?gég]s tgﬁgp aé%rg: R tﬁ%ﬁ@oa?g%‘é%gés 1A) i@léi ﬁg@gﬁéicﬁg‘%o

FI GURE 1A imongr apparentitet thobe skilledrintthe @kt aftdr ¢ansideding the followiag dstailed
conmponents jnterconnect i ng .t he .tlhr}her net 102 Ioodwmerous nobi | e

cormuni cat iFFEMRERN Konegtipn wdth the acepqbanying AraWid®e 114). These WO

2004/ 006538 PCT/ US2003/ 021233 4 conponents include various base stations
112 (BTSs), base station controllers 110 fBSCs), and foreign agents 108.
An | nternetl1017k 106RRVARE CERIMPONENER & INTERCONNECTIONS

Introduction

[1018] One aspect of the present disclosure is a wireless communications
system, which may be implemented in a variety of different ways. FIGURE 1A
shows one example 100, and FIGURE 1B shows another example 150. In
either case, a communications exchange network comprises a mobile IPv4
network, configured to relay IPv4 type messages between a mobile
communications device (“mobile”) and the Internet 102. In the case of FIGURE
1A, the network 100 as illustrated comprises an |P-capable wireless telephone
network such as a CDMA network, and the mobile 114 comprises an |IP-capable
wireless telephone. In the case of FIGURE 1B, the network 150 as illustrated
comprises a non-IP wireless network such as an 802.11 type network, and the

mobile 154 comprises an IP capable wireless telephone.
Network 100 (FIGURE 1A)
[1019] Referring to FIGURE 1A in greater detail, the network 100 includes a

number of components interconnecting the Internet 102 to numerous mobile

communications devices (such as the illustrated mobile 114). These



the foreign agents 108 and a hone agent 104. [1020] Broadly, the home agent
104 serves to receive | P packets arriving fromthe nobile 114 via one of

t he foreiwo agebs38108, and direct the packets to the IpotrarneB/o233 In the
opposite direction, the honme agent 104 receives |IP packets fromthe

I nternet 102, and when these packets aré directed to the IP address of the
nobi l e 114, the hone agent 104 routes the packets to the nobile 114 via

t he appr oprcoaiporieotseinpludegearioukOifasq s$Riohs Ad 20T Is)abpse station dantrsillgrs agent

108 may be i t ed a packet tgq switchjpng nade (PDS hat

i ncor por at éé@ﬁ%naﬂagﬁf‘e‘@h%@??@ﬁ t a,n 'V’A‘%ﬁf{’ﬁ* Eﬂ%@géﬁ%f@"%%q hﬁg’&“eeé'bri bed
by the wel knkpsrelynl syeinS 185 HomBhageritaai gn agents 108 performan |P
routing function,” receiving IP nessages arriving fromthe honme agent 104

via the | n{t02Q} | Broadehenhomedigasndt 1G4y seres oemneinss IR packetsnapiving 114.

masages. (IS ABbITEBIE iR ene B b &reRaEeges 198 3Rt Flsnt HRLERMEE® ¢ of
relay to tlhige lintepniétel 0402n thé02Hoshteedibddtichl 2hanbniSGgbhf 10anfeeeReRisSIP
conprise suitable electronic equipnent to relay nessages_ between nobiles

114 and f oPécletsagemt thellptermeligs, gmi phanethesenprdets ake ditggied to welPar t |
sone or all | ilCPU8 ' i e, f th
system 100 %dgt%éwn%fgpﬁgﬁ%l\% nétI\r/]\x&)lrhEHsélu%Sﬁé{alsk%wom%kngeg?&%grmﬁ)ﬁl{hi S ©
parti cul ar 1axdaiptiee appeptiatefoneigh ageht 108. network 100 may be i npl emrent ed

k ' ., With I f I.d ' i l.able f
Mhternet EXYRHer| b e RXEBPR 106 Hrai0RRRT 1 MY B IRIREMEFES) Dligt urrent
entitled " ?a%k@@&&a'émﬁﬁﬂiw& (mmzmmaéﬂéovrmbgfﬁ%s foreigh Hyert AEdbAality 1024]

Neverthel ess, to make an I'P net wor | Pv6 pacKets according to
t he presenwith onemxanepleabeingisescibed Hynties welleknayuilsdi85 plandagdanthie, t he

o ae”) v OtarhadeRE YRR RBTR cad JEL cohuld S9RARD FelemidEle B doss, o
i nvol ves r eg®iid Tebrh RMé HoRe @igent 204 Aidithg Ihtevifet TRiks FOB antir edirbiing frey ei gn

agents 108, unencapsul ating the inner |Pv6 nessages and transmtting
messages to the mobile 114. The foreign agent 108 also perform the opposite

function, forwarding IP messages from mobile communication devices 114 to
the home agent 104 for relay to the Internet 102.

[1022] The BTS 112 and BSC 110 components comprise suitable electronic
equipment to relay messages between mobiles 114 and foreign agents 108.
Many suitable examples are known in the art, some or all of which are
commercially available.

[1023] One example of the system 100 is a mobile IPv4 network such as a
CDMA 2000 network. In this particular example, the components of the network
100 may be implemented as known in the art, with specific guidance being
available from the Internet Engineering Task Force (IETF) Request for
Comments (rfc) document entitled “rfc 2000,” and also from the well known IS-
835 standard.

[1024] Nevertheless, to make an IPv4 network work with IPv6 packets
according to the present disclosure, a number of changes are required. For
example, the home agent 104 is reprogrammed so that it is capable of
performing IPv6 inside IPv4 tunneling. From the perspective of the home agent
104, this involves receiving IPv4 packets containing IPv6 messages from the
foreign agents 108, unencapsulating the inner IPv6 messages and transmitting



WD 2004/ 006538 PCT/ US2003/021233 5 themto the Internet 102. The hone
agent 104 also perforns the opposite task, nanely, receiving | Pv6 packets
from t he woteoam®s53802, encapsul ating themwi thin |Pvd resgsges/02eas
forwarding themon to the appropriate foreign agent 108. These

nodi fications to the hone agent 104 may e inplenented, for exanple, by
ensuring that the hone agent has properties such as the follow ng: a dual

| Pv4/ v6 st dbém toHbe dbiermety12y Timel bosteaageriiyDdsalsoipairfoRRtlee bppesitentasknd
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nsi de  napl PYfodsee] anli¥8RFaM e ohto BEChoRHSR! frdBA. ageH ks

modi fied to include” capability perform | Pv6-inside-1Pv4~tunneling,
nanel y, enddesel modifigalionsto thesheme agend 108 Hpaynblel implernentedn §ordexarmple,

nessages and transm Lt hem _over, th t t link,1l and. | L kew, se,
inencapsut 40 RoetTBEieh Sk bORRR, 268 s Brasr e Shek R ane TateARt: oa
forwar di ng |PRs/vEPeicRE IR 08Il tdeundepstantr bay espadmll RRUL Zexténsiehg namgent s
108 may be reprogrammed in this way by making a nunber of changes, such as

the fol | owigegeratagpBREOPriate drRRg exiesgianse iR riupParte [P addies#ias theqeh
’ i _ . _ o8 .
packets ar qusappd ,;rt?u:éhést%ﬂétgg?ﬁflﬁ%n eﬁgs@h?t:élI%%Hckégkgtq%gp{ﬂ?bgﬁaﬁﬁémﬁs%&' gn

agent to hone agen‘% ngr teri'ng € upstream
hone agent thé&jpevd aamiehg t he 1 Pv6 protocol nunber in PPP, the foreign agent

' tt th ket, but instead to forward it. |
i c1on. RRZSbor i B nPs QPG AUREE 1196, oRBFS BRI oo iR on 1 0
get the | P‘b@gﬁﬁ@%?@ ﬂéé;]rfé#ﬁ?ﬂ?vé-fhsidé?ﬁﬂh tiHndiiRYS MaRfdE! enddiuldting TBges! ved

over the lin , to accept the reverse t unnel1'ng requested by the
mobi | e st atmessagesOPan the mobilehd 14obside 1Pv4, measageteand dransnittingt therhe

Il lustrated syste 00 .tk Il e 4 must be capabl e. of sendin d
Fecei vi ng 0BT 186) 8mate B3R, ' Snd heliie, DRaneERlin, B ik e
request revygéssadged i the Hdmetdient a08i &Md a6vArdihg&hanelermbssayc & e 104.
The nobile 114 is also progranmed to perform | Pvb nei ghbor discover to get

an | Pv6 ad@ppsepriatemebile 114. Foreign agents 108 may be reprogrammed in this way
by making a number of changes, such as the following. Ingress filtering

requirements are relaxed when IPv6 packets are sent directly to the foreign
agent and tunneled from foreign agent to home agent; instead, ingress filtering
is left to the upstream home agent. Upon seeing the IPv6 protocol number in
PPP, the foreign agent is reprogrammed not to drop the packet, but instead to
forward it. In addition, the foreign agent is programmed to ignore the MN-HA
extension to get the IPv6 address if used, to tunnel the |IPv6 packets that it
received over the link layer, and to accept the reverse tunneling requested by
the mobile station.

[1026] As for the mobile 114, in order to work with the illustrated system 100
the mobile 114 must be capable of sending and receiving mobile IPv6
messages. The mobile 114 is also programmed to request reverse tunneling by
the foreign agent 108 and/or home agent 104. The mobile 114 is also
programmed to perform IPv6 neighbor discover to get an IPv6 address from the
home agent.

[1027] Further details of the operation of components such as the home
agent 104, foreign agents 108, and mobiles 114 is discussed in greater detail
below in conjunction with FIGURES 4-9.



home agent. [1027] Further details of the operation of conmponents such as
the home agent 104, foreign agents 108, and nobiles 114 is discussed in
great er dwpawd4/o0bsBow i n conjunction with FI GURES 4-9. WOTAG043008538

PCT/ US2003/ 021233 6 Network 150 (FIGURE 1 B) [1028] Referring to Fl GURE
1B in greater detail, the network 150 imcl udes various conponents coupling
the Internet 102 to a nunber of nobile comunications devices such as the
i || ustrat edNedworic€50 FAIGURESIB)vari ous conponents, as illustrated, include
a wreless IP (non-Internet) link 156 and honme agent 105. [1029] The
non-Internet link 156 conprises an appropriate system network, machine,
or other | 1@2%]patﬂéfe$ri Y6 IFTBIURE O B GREATEE ABTEIN itk@ teBRSTkS 150" imfudes

Et hernet, Bl uet'ooth, , 802.11, etc. [1O3OJr As with the hone agent 104
of FI GURE VAriou$ecompenagisntcoupling sthey dstarpeldi 1@ ttol R pawkbes &fr mobiley from

t he nobil e ni |0 ice, 154 , | nt : t
arriving | COMTEORGAGn ORuERY a0 ane phoask Bo08s, T, TR kel
agent 105 foomponeatsi d<liiRSratsd)-iholuge ngtwireless 1B6(nonllihterhet)Einrkg¢56 #idso
conducts simlar comunications in the reverse direction. [1031] As in

FI GURE 4A, home agert fent 105 may be inpl enented by equi pment according to

| ETF rfc 2 nd 5 . | a L lity to
performl P@g&lﬂsi d-iéé? %ﬁ IP g#ﬁée{]ﬁlkg?égrgéﬁ%gsta%e?@g@w ?{\;eeé%éﬁerﬁhggﬁ@r{‘é’ agent
105, this inmadhiveorrathei iR-oompBtildlepaiimnent toperédrm ogmhRuticatiemsagyeh dg om

t he device 154, ncapsul atl t Lnner 1 Pv6 nessages and transmtting
themto th tﬁl@{p@ﬁ@ye .’ﬁh@%ﬂgg%[één?miOS al so performs the opposite
task, nanel eCepyi otp@&lgaeﬁ f1i HACtthe 186 AR ting
them wi t hi rl;y?ng\)h rr"éys's‘gg.'eg@?nd for vvaE J.O%gbt mugr?t%’ ttﬂg m)ebi I"e 05
comuni cat isenesdowditest 1B packetstargvingriromsibe nam2gommunipations devisel 154

150, t e adsytae W5 B2, o FRuRii Fan ol bt & cigin' agdii WBWBLGR Y €M

packets arrive at the home agent 105 from the wireless non-Internet link 156.

The home agent also conducts similar communications in the reverse direction.
[1031] As in FIGURE 4A, the home agent 105 may be implemented by
equipment according to IETF rfc 2000 and 1S-835, further progfammed to
include the capability to perform IPv6 inside IPv4 tunneling. From the
perspective of the home agent 105, this involves receiving IPv4 packets
containing IPv6 messages from the device 154, unencapsulating the inner IPv6
messages and transmitting them to the Internet 102. The home agent 105 also
performs the opposite task, namely, receiving IPv6 packets from the Internet
102, encapsulating them within IPv4 messages, and forwarding them on to the
mobile communications device 154 via the link 156.

[1032] As for the mobile communications device 154, in order to work with
the illustrated system 150, the device 154 must be capable of encapsulating
IPv6 messages within IPv4 messages, that is, IPv6 inside IPv4 tunneling. The
device 154 must also be capable of unencapsulating messages in the opposite

direction.



| Pv6 nmessages within | Pv4 nessages, that is, 1Pv6 inside |IPv4 tunneling.
The device 154 nust al so be capabl e of unencapsul ati ng nessages in the
opposi t e woioeetos3a. WO 2004/ 006538 PCT/ US2003/ 021233 PcEUSowiBacy23di gi t al
Dat a Processing Apparatus [1033] As nentioned above, data processing
entities of the systens discussed hereifhh may be inplenented in various
forms. One exanple is a general purpose digital data processing apparatus,
exenpl i fi ecExemplagy DigitahBata PoangssimgrApparatus nt er connecti ons of the digital
data processing apparatus 200 of FIGURE 2. [1034] The apparatus 200

I ncl udes a processor 202, such as a mcroprocessor, personal conputer,

wor kst ati o083t r Akl @fentidnetoGdvEO! dRE . Eréée%'fsmdrf?&hiti@& ofr thet kgstems
processi ng machi ne, coupled to a storage 204. Inthe present exanple, the
st orage 204lisqussaddieraint may hecioplemestegyin Yedousidomes. One exampledsia e

CRAMY , - arte ey RsBRRE P o R PRl PRI s dR8RR T e by
t he processmpgtidntd hadrintercomiddtions tob tiheg eligits$ deky pravespingsappdratuse2@! e,

battery back? RAHI% EEPROM flash PROM one or nore nagnetic data storage
di sks such ¥&IGURRRd drive", a tape drive, or any other suitable storage

device. Th ra i u | Apwis LBt 10 cheqas, a
| i ne, bus, qég%ﬂz Zﬁgc%&g’ﬁ%ﬁgt iécvq [ n%!%d?}r'g o‘J"?hg)rrr6 maa%g Fgré’ t ﬁléayprggczassor
202 to exclmicgaprdegsson tpgersomadr chanpdtear everkstatioal ¢anttdiier,appencebooll&)0.
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conponent s ResGRNAFANEE thed gfd?ag)wm&aeinemd@gr@ {45t Hceass® @ﬁ)’ia%é o8k asSwell
di spl ays, anplifiers, drivers, processing circuitry, dupl exers,

antennae, asmpnveiatile korage@08: rihst fastaccensestongecdtd oy comaprigseiamdosh of

arti sans. arEopan Ml T ERaN. cRBHT vl 1s” et B SRuP oy OBt on

ordi nari |y indtrddtiofls asdecameisby the processor 202. The nonvolatile storage 208 may
comprise, for example, battery backup RAM, EEPROM, flash PROM, one or
more magnetic data storage disks such as a "hard drive", a tape drive, or any
other suitable storage device. The apparatus 200 also includes an input/output
210, such as a line, bus, cable, electromagnetic link, or other means for the
processor 202 to exchange data with other hardware external to the apparatus
200.
[1035] In one particular implementation, the apparatus 200 may constitute a
wireless communications device such as a CDMA phone, with additional
components as applicable, such as one or more microphones, speakers,
displays, amplifiers, drivers, CDMA processing circuitry, duplexers, antennae,
and the like. The structure, interconnection, and operation of such components
are generally known in the art to which ordinarily skilled artisans are familiar.
[1036] Despite the specific foregoing description, ordinarily skilled artisans
(having the benefit of this disclosure) will further recognize that the apparatus
discussed above may be implemented in a machine of different construction,
without departing from the scope of the invention. As a specific example, one of
the components 206, 208 may be eliminated; furthermore, the storage 204, 206,
and/or 208 may be provided on-board the processor 202, or even provided
externally to the apparatus 200.



(having the benefit of this disclosure) will further recognize that the
apparatus discussed above may be inplenented in a machi ne of different
const r uctworepo4/oabi3diout departing fromthe scope of the iPOTAS2008021288 a
specific exanple, one of the conponents 206, 208 may be el i m nated;
furthernore, the storage 204, 206, and/®&r 208 may be provided on-board the
processor 202, or even provided externally to the apparatus 200. WO

2004/ 006538 PCT/ US2003/021233 8 Logic Circuitry [1037] In contrast to the
digital data ﬁcesg_gng apparatus di scussed above, a different enbodi nent
of the mvé‘r‘hd‘b logic circuitry instead of conputer- executed

I nstructions to inplenent various processing entities such as those
ment i oned above. Dependi ng upon the particul ar requirenments of the
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Such an ASléie&BtédbmstrUSMWﬁméle\Mém vavidus dr Bbesélh§lentmesasmh§§ thodd abl e
construction. Oher alternatives include a digital signal processi ng chip

(DSP), di sdpentiongdr @havey Dapending rupanstthes Paétéﬁs'é@' trggdirergeaige of the
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di scl osure lmgl(é?héfrﬁédt\)@i% dmassw'@m rcﬁl@r}bth@ﬁguﬁmsld%sﬂncﬁmﬁsm&rI na
wirel ess tel ephony network, and rmore particul arl ?/ to techniques for using
Pe

| P rressagesilfefnailvﬁewnﬁbldﬁaa digitalosigaal @lr@cemsmg gh gasy),t disgpeie ngirasiiiny pnent

by encapsul ating_the | t C

Si gnal - Bear?lﬁ VB ées['€8§9] %%ﬁgﬁcvg @R@eged’i‘ﬁlﬁg’%ﬁ%ﬁ [ ?ygogg?ﬁé?%ﬁsleﬁmn S

i npl enent eghrogiangmaple gate array (FPGA), programmable logic array (PLA),
programmable logic device (PLD), and the like.

OPERATION

[1038] Having described the structural features of the present invention, the
operational aspect of the present invention is now described. As mentioned
above, one operatiohal aspect of the present disclosure involves the
transmission, relay, and receipt of messages in a wireless telephony network,
and more particularly, to techniques for using IP messages of a new format
incompatible within legacy telephony equipment by encapsulating the IP

messages within messages of recognized format.
Signal-Bearing Media

[1039] Wherever any functionality of the invention is implemented using one
or more machine-executed program sequences, such sequences may be
embodied in various forms of signal-bearing media. In the context of FIGURE
2, such a signal-bearing media may comprise, for example, the storage 204 or
another signal-bearing media, such as a magnetic data storage diskette 300



or nore machi ne-executed program sequences, such sequences nmay be enbodi ed
in various fornms of signal-bearing nedia. In the context of FIGURE 2, such
a signal -Wweanot4ngessedi a may conprise, for exanple, the starageoid®d120s

anot her signal -bearing nedia, such as a nagnetic data storage di skette 300
WO 2004/ 006538 PCT/ US2003/021233 9 (FI®IRE 3), directly or indirectly
accessi bl e by a processor 202. Wiether contained in the storage 206,

di skett e 3QPIGIUREeB}) ediestly, ot hediretilyr acddssiide ity a peocessore@02n Whethéety of

nmachi ne-readabl e data storage dia. So exanpl es i ncl ude direct access
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serial -access storage such as nagnetic or optical tape,~ electronic
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backup RAM tical storage (e.q., . DYD, .digital optical
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code, conpi . NNy i C
Crcuitry ﬁ%ﬁ’wm’@%&%ﬁ oﬁ}ti&g OZ‘?'S na%sg%aeygdng %?@n’%ﬂ g\l/\ls(gﬁgﬂs &ji@%bove,
sone or aldigitdl opticalitapey)ipaper spinont icaads lar totheresuitable sighakipedring mediey
logic circuyitry, instead of usin nﬁ@ﬁroces or to execute instructions.
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i pl enented using many different types of circuitry, as discussed above.
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toillustrate an ex ar t echni que, f or nuaki t he nmobjd e, conmuni cati ons
devi ce knom%poc%{nﬂﬁég*rogé%mqgumgq%g&lfesn%seseﬁr@ggil%nqy@ggr Pbgﬁc'i n the context
of FIGURE 1A, although the sane principles apply to the environnment of

FI GURE 1 B.
Logic Circuitry

[1040] In contrast to the signal-bearing medium discussed above, some or
all of the invention’s functionality may be implemented using logic circuitry,
instead of using a processor to execute instructions. Such logic circuitry is
therefore configured to perform operations to carry out the method aspect of the
invention. The logic circuitry may be implemented using many different types of

circuitry, as discussed above.
Registration Sequence- First Example

[1041] FIGURE 4 shows a sequence 400 to illustrate an exemplary
technique for making the mobile communications device known to a home
agent. The sequence 400 is described in the context of FIGURE 1A, although
the same principles apply to the environment of FIGURE 1B.

[1042] In step 402, the mobile 114 transmits a registration request to the
home agent 104. The registration request advises the home agent 104 of the
device 114’s presence in the network 100. The registration request may

resemble an IPv4 registration request conducted according to the well known



[1042] In step 402, the nobile 114 transmits a registration request to the
home agent 104. The registration request advises the honme agent 104 of the
devi ce liwo=oprmsssce in the network 100. The regi strat ipam/uUseeumdsi2ismay
resenble an | Pv4 registration request conducted according to the well known
WO 2004/ 006538 PCT/ US2003/ 021233 10 | $4835 standard, except for an added
conponent of the request that asks for an |1Pv6 address for the nobile 114
i n additi orSt883 standénd4 eadeptefos an Hudedamtaepbnemnt af theerequesb that epke famared,

f le, | f f ! bi |
roquest. | 15X doRFs B TBmBolie Tade B 1k 18P 0P, T e o
114, i ncl yeaide ihy bY IMPRIRSHEI2IEH SHANMBTECIn#@r RS GtSa NBALERBARSIon kB I epl Y

may also be conducted in accordance wth |S-835, except for the feature
that the rkaown MobileitRvd equept6 address in addition to the | Pv4 address.

Regi strati uepce; Secand,, Ex | e [1044] Fl GURE ho equ e 500
to illust ri?g% e&eﬁﬁpar@%?ttgghﬁfgﬁl?e abg%t nldﬁgc;gt f?@?)ﬁts)t& fl'\% i%%nﬁggt I ons
devi ce knowfclti@ing diPIPv4 ag@itiss arith ah aRVE RRIrdsY ab Yedessted PeThd regiien@pnt ext
of FIGURE 1A, although the sane principles apply to the environnment of

FI GURE 1 B.alsabgsgonduciack in sgoordanee il I13-88b4 exepptsfar thegieaturatthah theequest
to the ho . ording to the

| S-835 Stgﬁgg&gﬁgggégé}%li;%aP@Sé}%fié&@g}sf{Sﬁoﬁﬁ@ﬁ%ﬁ@g@f\s‘ét he home agent 104
replies with information including an |IPv4 address. The reply of step 503

may al so be_cqnducte according tq | S-835. [1046] In step 506, the nobile
114 sends j?‘?g'm'oﬁbg?%e%&ﬁcgag%ﬁr@ €the hone agent 104. Unlike the
registration (step 502), the solicitation seeks an |Pv6 prefix so that the

nmobi |l e can acquire a | Pv6 address. [1047] In step 508, the home agent 104
responds wi[1044h | PGURBuUtSershaydy ea t Sequence, 506 dh flustrateesans oexeroplapl | of

o YO, B ale ot ot 8, BN | Sy EboS RS b, RS S

nobi | e 114 4dewe! Thel dbqueinge BEPiecdeschibed id e context of FIGURE 1A, although
the same principles apply to the environment of FIGURE 1B.
[1045] In step 502, the mobile 114 sends a registration request to the home
agent 104. The request may be conducted according to the IS-835 standard for
Mobile IPv4 requests. In step 503, the home agent 104 replies with information
including an IPv4 address. The reply of step 503 may also be conducted
according to 1S-835.
[1046] In step 506, the mobile 114 sends an IPv6 router solicitation to the
home agent 104. Unlike the registration (step 502), the solicitation seeks an
IPv6 prefix so that the mobile can acquire a IPv6 address.
[1047] In step 508, the home agent 104 responds with an IPv6 router
advertisement, which provides some or all of an IPv6 address for use by the
mobile 114. For example, the advertisement may include a prefix portion of an
IPv6 address, for completion of the mobile 114 itself. In this respect, step 510
shows the mobile 114 supplying a suffix, such as an Interface ID, to complete
the IPv6 address. As one example, the steps 506, 508, 510 may be conducted,
for example, according to a known standard for IPv6 solicitation/advertisement,
such as rfc 2461.



shows the nobile 114 supplying a suffix, such as an Interface ID, to
conplete the |IPv6 address. As one exanple, the steps 506, 508, 510 may be
conduct edwo 2erooessanpl e, according to a known standard fram/usBwBd/021233
solicitation/advertisenent, such as rfc 2461. WO 2004/ 006538

PCT/ US2003/ 021233 11 Regi stration Sequéhce- Third Exanple [1048] FIGURE 6
shows a sequence 600 to illustrate an exenplary technique for nmaking the
mobi | e comRegistationSeqlenaee Thirdviexample hone agent. The sequence 600 is
described in the context of FIGURE 1A, although the sane principles apply
to the environment of FIGURE 1 B. [1049] In step 602, the nobile 114 sends

an | Pv4 reqigaspt | PIGUREVSStshdvd & séQUBhcadB0 184 illustiatd esn eslerilanPe
conduct ed gCCOI’]SI ng to the 1S-835 standard for l\/bbii Iue | Pv4 requests&)l n

step 603, tteehniguwe fagenaking4heepiobie e@mmunigationsedevice ikiomndin@ Aemery 4

[1050) in dogpvo1he YaskbRe 20 Bedbh8q IF tnd OIS ST ATSHRIT 1 RPaloudh " pv e

capabi l i ty.thd bamerrpmd@me@abpw\:tedhefewrem@ptef,FllauraemsEs referencing an
identifier for the bile 114 (such as or ot her ap&oprl ate code)

agai nst a [1049] of |nn§iSPI6@§ é'é%&%b'l?l 14 ﬁ?"(‘ﬂ&:}ﬁnﬂﬁ\é“ Aegistiatipryreguest g theye
bi | 114 t
104 sends T peRL, 0302 He Feaiesd il e (Rl 8y 1 the'asmsien

advert i senmstandard doi Mebiles twat mquebts oih siep 60Byihedtime agehbl 04issplieg withe
nobil e 114. ex refix portion of

o0l ve aqpfegbaion meliipbesn JEVE AdRiE S onThe Tenly ot Bieh PoB| oy aIER o0

t he nobi | ecgﬁau%gvdc@gﬁj,ﬁ?t@@gggrl ate suffix. In this respect, step 613
shows the nobile 114 prying a suffix, such as an Interface 1D, to

conpl et e t {20506 hbﬁt%@ﬁ e WQGMH% dettects thaidhe paobikot! 4 Ba.S)lP\rﬁay be

Col i of tat1 GRPRRURE [ e RFP A Hicleh, BReBhGRr B sdfs ¥ incina anyn

Sequence- Giddhifie fovahe mbBA N 1 BI(SLEtrag ashAansr etheeapprupriald Bodd)agdigst a
transm ssi CI)lgt 8ff mggltlgs ;écessmle through the AAA protocols. [f the mobile 114 has IPv6
capability according to the database, the home agent 104 sends an IPv6 router
advertisement to the mobile 114. The advertisement, provides some or all of an
IPv6 address for use by the mobile 114. For example, the advertisement may
include a prefix portion of an IPv6 address, for completion of the mobile 114
itself, in which case the mobile 114 provides an appropriate suffix. In this
respect, step 613 shows the mobile 114 supplying a suffix, such as an Interface
ID, to complete the IPv6 address. As one example, the steps 506, 508, 510
may be conducted, for example, according to a known standard for IPv6

solicitation/advertisement, such as rfc 2462 and rfc 2461.
Transmission Sequence- CDMA Network

[1051] FIGURE 7 shows a sequence 700 showing transmission of data from
a mobile 114 to the Internet 102 in the environment 100 of FIGURE 1A. The
sequence 700 is conducted after the mobile 114 is registered with the home
agent 104, which may be achieved by one of the sequences such as 400, 500,
600 discussed above.



a nobile 114 to the Internet 102 in the environnment 100 of FI GURE 1A. The
sequence 700 is conducted after the nobile 114 is registered with the hone
agent 104wowi«ivessay be achi eved by one of the sequence®cIucshoms2239, 500,
600 di scussed above. WD 2004/ 006538 PCT/ US2003/ 021233 12 [1052] In step
702, the nobile 114 sends | Pv6 data to #&2sel ected one of the foreign
agents 108. The foreign agent 108 nay be determ ned by known algorithns
whi ch consi[d@52F aclnostep 02 the mabilei higd sendh PVED$ata toas belegtdabsmel of tire

nobile I MSI, which BTS.is c i catin i t.h the bile 114, etc. In step
703, the roPEGh 2Bk 108e J0e Bren adert.dOp. faul BAaetaTBinasr by dnown
encapsul at mERbhiEE' i | i il’fb%‘hﬁﬁi e
foreign ag?rll?ér%S nﬁ?ﬁgggélgﬁpf%%h%dggg?é !t%?ﬂ{r[ge)érfrgﬁv%l: at'\(j;l’ to st g%?%ﬁ]e it
as an | Pv4 areswhile IMSThehitbrBT S is agemurnicainghwith tbenecbilehtl 4 retapdnistemrd

nmessage to e . ho .agent .1 vig the Internet |ink. 106 ncapsul at i on of
thi s messadi i Teldeabona iy pefioimS ssiS6 ehgeirhein iter o CarRARS,

even if thehbirmébilkd$ IPVE date intoQPVRCRARRE IFd? AABAKEE] theMdrBighPadent! 108t ep
704, the home agent 104 receives the encapsul ated nessage, unencapsul at es

it to revednay ReduaEtvdy haademrtpsthentiySagdata tensiruataiiesitiassan tidv4 Pessagss age
tli 4t he |nt ?f%ehoré%%' aé&rﬂS%B Mﬁﬁﬁ%%?egrrtﬁénetrﬁgggﬁﬁ %esjsgéett%o{%e le
occur 1 n the OppoOsSI te sequence. ransm ssi on equence- n-

Net wor k [ 1Qigéht FOBWRELHE Bheret Hink d@BerEncdp3Qltionvefrtpist message guaraméeslat a
from a rmbli_'l e. 154 to the Internet 102 in the envi ronrrenb 150 of FIGQURE 1
B. In this n&iuenkassaden Ribithe 1nteAnele linky Q6. teManesli e Snkc08 inglydess no

foreign agewn on%ﬁ?sorrggﬁﬁiaﬁliblet \hgh [k f téFeéjy ?ﬁ&ﬁhé@ﬁ&%‘ggﬁﬁ’é@%é&&é‘é gn

agent. The seduence 0"i's conducted e nobi IS registered
wi th t he hdhe enpapsulats] medsage, agnbapsidaiesyiddobieveat tid underlyimgu inge s

such as 400, 500, 60 di scusse ove. [105 n_ st 02, the nobile 154

er for s 1 QIEREHe, BT URTRETE e R Messaun o te, edef ReZnobi | o s I Pu6 data

into | Pv4d po53Y - KMebsades dme, thehmtémit | 02 to the mobile 114 occur in the
opposite sequence.

Transmission Sequence- Non-CDMA Network

[1054] FIGURE 8 shows a sequence 800 showing transmission of data from
a mobile 154 to the Internet 102 in the environment 150 of FIGURE 1B. In this
sequence, the mobile 154 performs tunneling since there is no foreign agent.
Accordingly, the mobile 154 acts as a co-located foreign agent. The sequence
800 is conducted after the mobile 154 is registered with the home agent 105,
which may be achieved by one of the sequences such as 400, 500, 600
discussed above.

[1055] In step 802, the mobile 154 performs reverse tunneling in order to
encapsulate the mobile’s IPv6 data into IPv4 format. For instance, the mobile
154 may add an IPv4 header to the IPv6 data to structure it as an IPv4
message. Then, in step 803, the mobile 154 routes the encapsulated message
to the home agent 105 via the link 156. The message is sent directly to the
home agent 105 since there is no foreign agent.



154 may add an | Pv4 header to the IPv6 data to structure it as an | Pv4
nmessage. Then, in step 803, the nobile 154 routes the encapsul ated nessage
to the howe agewbs3805 via the |ink 156. The message i s ®emudimeeidsy to the
hone agent 105 since there is no foreign agent. WO 2004/ 006538

PCT/ US2003/ 021233 13 [1056] In step 8043 the home agent 154 receives the
encapsul ated nessage, unencapsulates it to reveal the underlying |IPv6
message, af#i0d6hnsin stept8d, thePhomewrgenyd 5d deceives thecemeapsulated messape,

Messages fromthe |Internet 102 th i le 4 occur int osite
sequence. HhEREAPeURlss” &b Avéal the MioRBunb IS Be e tme ol JFanelily e

mul ti - node |Pgs wesksageqe tisd itbim@t 1ognsm ssion  of data froma nobile to the
Internet 102, which is applicable to both of the environnents 100, 150

(FI GURES 1A105F]1 | Mespages dtpmenibe, Intamed| 108) tpsthepamabilend &4 bgcauieins $ieei gn
agent sone ] the nobile at other tinmes. The sequence 900 is
conduct ed gﬁ:’lpgsﬁ?ﬁgagr%ﬁ'e Is registered wwth the home agent, which nay be
achi eved by one of the sequences such as 400, 500, 600 discussed above.

[ 1059] In ep 902, the nobile determ nes whether it is receiving service,
or sufficﬁléﬁ8$’§?'s§t9‘b£§q'€ﬁ”°§rﬁd’fa”\/f service, fromthe network 100. If so,

the nobile 1is apparently present in the network 100 (FI GURE 1A), and step
904 is perforned. In step 904, the foreign agent 108 perforns the | Pv6
wi t hi n | Pv410%8hneFIGIJRET isbows aaiiltveodd geqiencefie shewhtiptrafsBidRion) .

Co d with 906 (,d i.bed bel 904 of f '
bt dt ' oty A Moot 1 Teeoloz, bBa i asiieabB. 6 Bareph ihesgent
are short elenviréARidhtOn oohel 5ot IRIGURES 1iAI-1ﬁrVirp%iér&EaFadmen%mlhglw i's

absent, the nobile is apparently in the network 150 (FI GURE 113) and step
906 is pePEdorBad nhthe wseigoagam somditimesp@anddinihe mabilgiatiather times.
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net wor ks siageat,awhioh ehgnbagehieved by one of the sequences such as 400, 500, 600
discussed above.
[1059] In step 902, the mobile determines whether it is receiving service, or
sufficiently strong or error free service, from the network 100. If so, the mobile
is apparently present in the network 100 (FIGURE 1A), and step 904 is
performed. In step 904, the foreign agent 108 performs the IPv6 within IPv4
tunneling. This is achieved by the sequence 700 (FIGURE 7). Compared with
step 906 (described below), step 904 offer:s less air bandwidth consumption
since the messages between mobile and foreign agent are shorter.
[1060] On the other hand, if service from the network 100 is absent, the
mobile is apparently in the network 150 (FIGURE 1B) and step 906 is
performed. In step 906, the mobile performs IPv6 within IPv4 tunneling. This is
achieved by performing the sequence 800 (FIGURE 8). Step 906 therefore
offers the benefit of usability of many different networks since a foreign agent is
not required.
[1061] Steps 908, 910 reevaluate network coverage on a period basis,
whenever service is lost, or another schedule. If coverage changes, step 912
or 914 re-registers the mobile as appropriate to the new coverage (or lost
coverage), after which the respective one of steps 904, 906 is performed. That



not required. [1061] Steps 908, 910 reeval uate network coverage on a period
basis, whenever service is |ost, or another schedule. If coverage changes,
step 912 wor2004006538- r egi sters the nobil e as appropri at e pca/tshe3nenndgover age
(or lost coverage), after which the respective one of steps 904, 906 is
performed. That WO 2004/ 006538 PCT/ US2004/ 021233 14 is, step 904 is
performed if step 906 was perfornmed previously, or step 906 is perforned
if step 904s vﬂieprm]ﬁ isr partbrpreslif step PO6 NaEReEHNBORY VESTISUSIY D60 BtEP8RE inf
skill in the rstand . that  infor ion and signals may be

repr esent ed®® "HS alL?;eg;é%g‘V/%ﬁP%??"B?d qu\@@ﬁ%ﬁt t echnol ogi es and

techni ques. For exanple, data, instructions, conmands, information,

signals, bits, synbols, and chi ps that may be ref er enced throughout t he
above description may be repr e@‘EHE&iEMBQ IMBYdS, currents,

el ectromagneti c waves, nmagnetic fields or particles, opti cal fields or
particles, or any conbi nation thereof. [1063] Those of skill will further

appreci ate [ﬂbﬁ&]l t hEhosy iob @killi inl thet artwill eindegstand thal pedimatiopdand signals
circuits, and algorithm steps_ described in connection with the  enbodinents

di scl osed Hease.tne rfﬁpr%@nie?pu@muaw &% 2| variaty ofc diffarania technalqgiost and

sof t war e, a o] y t;

mterchangea%mﬁ ¢! %F,OE (?Waprlg g%t ?tfd \g@@k \(}gﬁ%ﬁ&sﬁllﬁg‘s’rﬁhﬁ?n S|gnals
conponent s butsblsynklso!smmhd m;pscnhaulmay hedrefemeﬂaﬂﬂobgbuutdélser abevk above
general ly 3{1 terns of their fun naI é V\heth r sucg funct j onallty S

i npl enent e CSEIPYRI} B 96?9’&3"?{‘ Yd’é?bé &% oY ?*h%eﬁ PAgNFP ‘F waves,

appl i cati ofnZgubidesibRR of QHicIas NoptitAPASRE 6P ;sa}ﬁcleyebal anys YohtThatidn | | ed
artisans mm |n?l ement the described functional ity in varying ways for
each parti dbergof.application, but such inplenentation decisions should not

be L0t o1 B Sh68E> SA4SL B AR b BB AR USO8 g
circuits dessgksbetbdules, aienRs,t arh alorithrhstepsrdederitat b cormwdctioadvittetisd N may

be i npl enented or
embodiments disclosed herein may be implemented as electronic hardware,

computer software, or combinations of both. To clearly illustrate this
interchangeability of hardware and software, various illustrative components,
blocks, modules, circuits, and steps have been described above generally in
terms of their functionality. Whether such functionality is implemented as
hardware or software depends upon the particular application and design
constraints imposed on the overall system. Skilled artisans may implement the
described functionality in varying ways for each particular application, but such
implementation decisions should not be interpreted as causing a departure from
the scope of the present invention.

[1064] The various illustrative logical blocks, modules, and circuits described
in connection with the embodiments disclosed herein may be implemented or
performed with a general purpose processor, a digital signal processor (DSP),
an application specific integrated circuit (ASIC), a field programmable gate array
(FPGA) or other programmable logic device, discrete gate or transistor logic,
discrete hardware components, or any combination thereof designed to perform
the functions described herein. A general purpose processor may be a
microprocessor, but in the alternative, the processor may be any conventional

processor, controller, microcontroller, or state machine. A processor may also



performed with a general purpose processor, a digital signal processor
(DSP), an application specific integrated circuit (ASIC), a field

pr ogr ammewbeoggioessar ray ( FPGA) or ot her programmabl e | egirasdensioce33

di screte gate or transistor logic, discrete hardware conponents, or any
conbi nati on thereof designed to perform5the functions described herein. A
general purpose processor nmay be a mcroprocessor, but in the alternative,
t he processberimpigmeatethyis @ombinatiomlof comptingatevicesnetq| besombination of

m crocontrol | e or state machine. A processqor may al so WO 2004/ 006538
PCT/ US2003f0 3 and £ JuCIORHIGassAl.cf ﬁ'gr%iﬁ%dﬁbm*@)épm?eéﬁo@or%\ﬁ PhdMa&i ces,
e. 9., a COmeRfbOfssers th DEni@didh Wit O8I ASSPS Yore2 dil Ui | thePl such

m croprocessors, one Or nbre "m Croprocessors In conjunction wth a DSP
core, or ampniiglmatiosuch configuration. [1065] The steps of a nethod or

al gorithm | bed. in, connecti o 1 th the, enbodinents discl.osed. herein
g be enboiPEdl o Tae SN i Aapeiiafer aihogneg FRSne edneuRa L e,
processor, epibddim@nt dcFEedORein thgy LB -enfbodied t diRdclly A HarRIwERE, igsd de i n
RAM nmenory, flash nenory, ROM nmenory,” EPROM nenory, EEPROM nenory,

regi st er s, spiivarelimedule exeaweddeadiroresser, apirraomiination ot e twayr mAof

the procesSoielEtoau8 shaf (85t ELRANETHoMOly. S PG RO frefitd >
i nf or mat i O ERROM heeradg! EEPRONM témdry, tdyistedd, tieardalisk/ea rérovaiilerdigle aredi um

may be integral to the processor. The processor and the staorage nmedi um may
reside in -REM, of apytherdpen wf storage medivmlyrowa it thepaito Anggxarpglary

di scl osed %f@%gé”ﬁf&g&ﬁ Ss. SSuUPeAas. R %@%s@o?@bcﬁ??@ggr&é‘és%?%ahn rddif art

to make or use“the present 1 nvention. ous no tions to these
enbodi nent infarméatiae fremdi and apritar érformation hos ethekistdrage | medhuam.ar tin #red t he

' i nci pl fined h i n. b lLied t th nbodi t
i Uhout GeUBUTANGe: B Piacadk mPHi: 8y pbSoiedial B, i drafeseric, Hene
present inyesidsabr bhdeé sidi‘%@%"ﬁ%i&rﬁ Ry réditié ftlah AgIe enbodi ments shown

herein but 'is to be accorded the w dest” scope consistent wth the
pri nci pl es [1@&6]novMioréeveruthespuiviiisogdescripdioni of. the disclosed embodiments is

provided to enable any person skilled in the art to make or use the present
invention. Various modifications to these embodiments will be readily apparent
to those skilled in the art, and the generic principles defined herein may be
applied to other embodiments without departing from the spirit or scope of the
invention. Thus, the present invention is not intended to be limited to the
embodiments shown herein but is to be accorded the widest scope consistent
with the principles and novel features disclosed herein.

[1067] The word “exemplary” is used herein to mean “serving as an
example, instance, or illustration.” Any embodiment described herein as
“‘exemplary” is not necessarily to be construed as preferred or advantageous
over other embodiments.



[ 1067] The word "exenplary" is used herein to nean "serving as an exanple,
instance, or illustration."” Any enbodi nent described herein as "exenplary"
i S not newesded/i0ky3st 0 be construed as preferred or advamrcagenos/2mser ot her
enbodi nents. WO 2004/ 006538 PCT/ US2003/ 021233 16 [1068] WHAT IS CLAI MED
IS: CLAIMS 1. A nethod of assisting anléxchange of data between one or
nobil e comuni cations devices and the Internet in a nobile comrmunications
network, conprising operations of: perform ng bidirectional tunneling of

| Pv6 nessa LNsSi . between a hone agent and one or nore
foreign aggﬁﬁgéfz.%%t%iﬁgiﬁai m 1, where at |east one of the nobile
communi cations devices conprise wireless nobile units, and the operations
further conprise operating a wireless nobile unit to automatically engage
in bidirectional tunneling of IPv6 BTEANES inside | Pv4 nessages with the
home agent whenever the wireless nobile unit detects |oss of wreless

coverage in the nobile comunications network and presence of coverage in
cking forei

t f | ] t f t it
S hnG of Lk Rrethl o BSsising <aF PthePa8o e dhta  etieed! Qe G IRORIE
addr esses t&nﬂﬁﬁhlcﬁfloﬁglﬁeﬂaés %rndrfﬁéEInfE?Hétl Iﬁ a FRBBIeNdSrAmuUARSLIESRY 'n@ﬁﬁorlk}’

perform ng operations conprising: the nobile communications device sending
a regi stratqomprrsmcgjeperatloosphe hone agent askl ng for an I Pv6 fornat

an I o format  ARiLEe CRRECRB, Mnldlfal X TPkRS rikkeBEY Thidgl PR o

of clai m 1 méseageBaicveons riarhéfagénpaﬁ@bhéldagnor@sr@ta@na ehfdv6 addresses to
each of the one or nore nobile conmunications devices by performng

operations conprising: W 2004/ 006538 PCT/ US2003/ 021233
2.  The method of claim 1, where at least one of the mobile communications

devices comprise wireless mobile units, and the operations further comprise
operating a wireless mobile unit to automatically engage in bidirectional
tunneling of IPv6 messages inside IPv4 messages with the home agent
whenever the wireless mobile unit detects loss of wireless coverage in the
mobile communications network and presence of coverage in a type of wireless

network lacking foreign agent functionality.

3. The method of claim 1, the operations further comprising:
assigning IPv6 addresses to each of the one or more mobile
communications devices by performing operations comprising:
the mobile communications device sending a registration request
to the home agent asking for an IPv6 format address;
the home agent responding to the registration request by sending

an IPv6 format address to the mobile communications device.

4. The method of claim 1, the operations further comprising:
assigning IPv6 addresses to each of the one or more mobile

communications devices by performing operations comprising:



17 the nobil e comruni cati ons device sending a registration request to the
home agent asking for an |IPv4 fornmat address; the honme agent replying to

t he regi swoabiommesasquest by sending an [ Pv4 format addresuscastode3sobil e
comuni cati ons devi ce; the nobile conmuni cati ons device sending a router
solicitation to the hone agent asking flér an | Pv6 format address; the honme
agent responding to the router solicitation by sending an advertisenent
contai ni ng assi gnnentthefmabild eamtmuypdcdtions devitdséndiddra seyistrationTreguest hod

of claim1, the  operations furt er co ssjgning I Pv6 addresses to
each of the one 8& %EPE‘erﬁﬂﬁrlté’S E‘Sﬁﬂﬁ%ﬁéb\’h&%@aﬁ g%s 'by perform ng
operations conprisin RW

regi stration requestgh?m{gﬁéhﬁeg en Iﬂ?ag% L%ﬁl?tg&r{ﬁigin%??%rgﬁg?mgda& ess;

responsi ve to tHBv4 égmatagdress uodque@blletmnhmmaa@eatdey@ndu ng an |Pv4
device: al so res

format address to th ormumc | o the
regi strati on request %h? H’g&ﬂ%rré 'Hﬁlé’ﬁ‘fca Q?e R ﬁ%n%%tan@r”t?rhga\ﬂﬁ?té‘?réi%

t el ephone is | Pyfe pofiagéntaaskiigfor bnIPv6 foemati dtiireds; adver ti sement

contai ning at |east part of an I Pv6 prefix. 6. A nobile conmunications

net wor k conducti ng aﬁh%k‘@ﬁ%gﬁefﬂffeam@'nﬁé@\Fﬁ%l‘plﬁﬂlésQﬂCItﬁw bg sending an
conmmuni cati ons %&j{({bﬁf‘s%n‘?é}ﬂ oA |Hg%[s§§1rt|;\g1 ﬁ d?%ﬁqugea%reégJ' tiple

forei gn agents; ere the hone nore Torelgn agents
perform bidirectional tunneling of |Pv6 nessages |nS|de | Pv4 nessages. 7.
ns device to access the

A nmethod of_ utjlizin e comuni cat i
I nternet im-a JE ﬂ@%@f Sggnﬂef%PReWQPS?%h‘?fd@é"Pﬂﬁ'@g ‘pl e internet
protocol  (IP) fqg AR Sad PR 100 b o B 38N TorC Ailbenbeid e
Internet, the on@rmgbent conpd;(ﬁsiggng a def au router %or a subnet o# whi ch
t he nobi | e cooununications dewceeby perfosmmgrmpﬁrehon&mpnslhg honme agent
receives all packet fro he nt er net addressed é.o t he m)tbi | e
conmuni cations devi Cgh e commumca ions ‘device sending a registration request
to the home agent asking for an IPv4 format address;
responsive to the registration request, the home agent sending an
IPv4 format address to the mobile communications device;
also responsive to the registration request, the home agent
determining whether the wireless telephone is IPv6 compatible, and if so,

sending an advertisement containing at least part of an IPv6 prefix.

6. A mobile communications network conducting an exchange of data
between one or mobile communications devices and the Internet, comprising:

a home agent;

multiple foreign agents;

where the home agent and each of one or more foreign agents perform

bidirectional tunneling of IPv6 messages inside IPv4 messages.

7. A method of utilizing a mobile communications device to access the
Internet in a communications network that includes multiple internet protocol
(IP) foreign agents coupled to an IP home agent coupled to the Internet, the
home agent comprising a default router for a subnet of which the mobile
communications device is a member, where the home agent receives all
packets from the Internet addressed to the mobile communications device and



WD 2004/ 006538 PCT/ US2003/ 021233 18 directs themto the nobile

communi cati ons device, and where the hone agent also receives all packets
from t he wolwd4oessamuni cati ons devi ce addressed to theprcmuseesinzi2Bhe

met hod conprising operations of: assigning an | Pv6 address to the nobile
conmuni cations device; processing outbopgnd nmessages by perform ng
operations conprising: the nobile comunications devi ce sendi ng out bound

| Pv6 nessagictethens @ €8s esbbieccarhmuhizationsidenicagantisvhéreetheelomé agehor ei gn
agent encapsul ati ng out bound I Pv6 massa%es fromthe nobile comunications

devi ce wi t [lsp reseivesnals pagketsfeam she mehkilecrmmunigaliops deviceaadiessedito
nessages tQheth#iSr %e‘?ﬂ@ﬂ{oﬂ.é&?ﬁ mﬁ%o?%reé?ib gy :ncapsul ating the outbound
i ng R0 oung I

| Pv6 nessagés and transmtt 6 nmessages to the

| nternet; processsigninganliPvt addsssgds thiry mobile mommgnicptore devise;conpri si ng:
the home agent receiving |Pv6 formt ingound{rressa es arriving fromthe
Internet and addeSaNG QUILQENHIRe$sages Qle"i‘Q)gEe \PNe £oFIRISIng:

encapsul ating the recei vedngtgaResomtiurliddtionE dovigs s8adingRltbdind fraviome

agent forwarding the encapsul ated recelve messages to a“chosen foreign
agent for transm ssi onessagesdoraosrlected omemfthe foreigrsagentsce; the chosen

forei gn agent unencapsul atj ng_ the i.nbound _nessages fromtheir she and
f orwarding the unencapsul a{b%qsel?‘ﬁﬁgur?(ﬁe'ﬂ@_sg%ﬂit FﬂC?FFFéJ'_ Ioéﬁbc%ﬁ_[rﬁym\zeat i ons
device. 8. The nmethogn&sagesi flod thd1en@lsikd @bhirauRiBaliGHd @eviReMAlthipi IRv4 t he
nmobi | e communi cati ons device sendlngéa regi stration request to the hone

agent asking for an IPe$Sagsr faelisaand deansmitingnhthee cagapulated ppaSFAALS 0 t he
registration request oy h%ﬁ{bdéé'&\tan

the home agent unencapsulating the outbound IPv6
messages and transmitting the outbound IPv6 messages to the
Internet;

processing inbound messages by performing operations comprising:

the home agent receiving IPv6 format inbound messages
arriving from the Internet and addressed to the mobile
communications device and encapsulating the received messages
within IPv4 message shells;

the home agent forwarding the encapsulated received
messages to a chosen foreign agent for transmission to the mobile
communications device;

the chosen foreign agent unencapsulating the inbound
messages from their shells and forwarding the unencapsulated

inbound message to the mobile communications device.

8. The method of claim 1, the assigning operation comprising:

the mobile communications device sending a registration request to the
home agent asking for an IPv6 format address;

the home agent responding to the registration request by sending an

IPv6 format address.

9. The method of claim 1, the assigning operation comprising:



| Pv6 format address. 9. The nethod of claim 1, the assigning operation
conprising: WO 2004/ 006538 PCT/ US2003/021233 19 the nobil e comrmuni cations
devi ce sewdizg/@6538gi stration request to the hone agentrcaskog/obms3an | Pv4
format address; the honme agent replying to the registration request by
sending an | Pv4 format address to the t®bile communi cati ons device; the
nobi | e conmuni cati ons device sending a router solicitation to the hone
agent aski ng f othaméleccémmumicadiods eteyjce: sendiinge expstratiorsepoueshtp the t he

router solicitation by.sepding.an. adverijsement containing assignnment of
at |east paOMHPIERt 39 Q’(ﬁ(fﬁnggé’g fQr .atﬂf@rﬁ%?'hod of claim1, the assigning

operati on conpr iigh Momé RGeAPRIPIANG ATHE régistiafion deyL st %Qéhdﬂﬁga&m IPv4
registration request to the home agent asking for ‘an | Pv4 forfat address;
r esponsi ve femnatraddress ta thetmobile eguauntnications eagent sending an | Pv4

format address to t Bagele] I.caki.ans. deyice: al r nsi ve,.to the
regi stration recﬁﬁ%s’??bﬁgohm&g%g S géY'gérﬁ?ﬂ%@& %‘Z‘ftﬁgﬁoﬁﬁ%?\%ﬂré &es
t el ephone indrd 4festoagiaid fdran 1PVE foimataaddressli ng an  adverti senment _
containing at |least part of an |Pv6 prefix. 11. A wreless comunications

system conpri sithAg:homea| agenteraspoading: totheotuiter splicitation By, sajsting.amn 1 P
honme agent ¥y I I nt ernet,
the. hone agprieamsr CohBifh Bediantir e ResPrER e st e pbliesy ",

desi gnat ed nobil e communi cati ons device is a nenber, where the hone agent

recei ves all ckets, fromthe Internet addressed to the nobil e
communi cat i9ns e gytaad Qhalain Te e a3 HaNNE PBFRIGREPMRNSBE NI cat i ons

devi ce, and whenfo hishildCOFmABRIAIoAS ViR SbNIA A lechaifdiRhorekfiest It obi | &

conmmruni cati ons device addressed for the Intern re the foreign agents
and honme ademe agentaskingianan [Py4 fermeataddress;bound nessages by perform ng
operations Conprriegggonr%ive to the registration request, the home agent sending an IPv4
format address to the mobile communications device;
also responsive to the registration request, the home agent determining
whether the wireless telephone is IPv6 compatible, and if so, sending an

advertisement containing at least part of an IPv6 prefix.

11. A wireless communications system, comprising:

multiple internet protocol (IP) foreign agents;

an IP home agent coupled the foreign agents and also coupled to the
Internet, the home agent comprising a default router for a subnet of which a
designated mobile communications device is a member, where the home agent
receives all packets from the Internet addressed to the mobile communications
device and directs them to the mobile communications device, and where the
home agent also receives all packets from the mobile communications device
addressed for the Internet;

where the foreign agents and home agent are programmed to process
outbound messages by performing operations comprising:

responsive to receiving outbound IPv6 messages from the mobile
communications device, a foreign agent encapsulating the outbound IPv6
messages within IPv4 message shells and transmitting the encapsulated

messages to the home agent;



responsi ve to receiving outbound | Pv6 nessages fromthe nobile

communi cations device, a foreign agent encapsul ating the outbound | Pv6
nmessages wt2ho4nobs364 nessage shells and transmtting thecerusagswkesed
nmessages to the hone agent; WD 2004/ 006538 PCT/ US2003/ 021233 20 the hone
agent unencapsul ati ng the outbound | Pv620essages and transmtting the

out bound |1 Pv6 nessages to the Internet; where the foreign agents and hone
agent are programmed the omeesgenti nmencapsuiatinggite butbpentiolRvenmespages i ons
conprising: the hope agent ei v format i nbound nessages arriving
fromthe Interné J;E%P%F'rtt@?ﬂéﬁ E?&{éd % MNESERFRAIIN ‘%thm%g €lyevi ce and
encapsul ating t %%r%q%v%.gﬁ%g@ﬁé antit e | dgeht @ésﬁtﬁgraﬁﬁﬁﬂeb% progesome

agent forwarding the encapsll at’ed recei ved messages a chosen forelgn
agent for tinbeowd smseagewbyperfnnblngs)pmmmﬁ @Qmpoalﬂg devi ce; the chosen

forei gn agent unencag ulati n mbounﬁP E fromtheir shells and
forwarding the unenc ﬁ%&%‘ﬂ% Eﬁﬁ?d"?ﬂa s‘g% "[“Pl%u B19S82QeH ANt i ons
device. 12. A nﬂf&}ﬁdh@ﬂnt@méﬂdﬂdﬁgur@cta@@tItﬁemﬁn@wmmlmﬁat@ﬁyld@weoamcess
the Internet in a comunications network that includes an I P hone agent

that is coupl encapsulatingtie reaeivachmensagesyihin IPyfnessagy sheliss aul t

router for a subnet tﬂg HM?ﬁ& tenf pac{ﬁg(iﬂg% g’%ma?&ferne H{g)sg ggnber

where the home agent Fecelves §res98d to

the nobile comur cldsemfdreigniagenaful teinsedssiohhenhé endbile coptrnlLaications
conmmuni cati ons deV|ce and where the hone agent also receives all packets
from the nobil e d&%®uni cati ons devi ce addressed to the Internet, the

et hod compri Sing ORREhoRaR Bibiart 8RS psLRAARLIIRBSuPidigagBY ! | ©
é% e no evlice

communi cati ons devi ce; responsi l'e co nlcatlons
recei vi ng comnjmmalnenoabellsi mkdagzmamdmgéhemnenagmulatedanlawridwmlsaage to

protocol (1P) | ItRe mo fe communications device.

12. A method of utilizing a mobile communications device to access the
Internet in a communications network that includes an IP home agent that is
coupled to the Internet, the home agent comprising a default router for a subnet
of which the mobile communications device is a member, where the home
agent receives all packets from the Internet addressed to the mobile
communications device and directs them to the mobile communications device,
and where the home agent also receives all packets from the mobile
communications device addressed to the Internet, the method comprising
operations of:
assigning an IPv6 address to the mobile communications device;
responsive to the mobile communications device receiving
communications linkage to the home agent via an internet protocol (IP) link that
includes multiple foreign agents coupled to the home agent, performing
operations comprising:
processing outbound messages by performing operations comprising:
the mobile communications device sending outbound IPv6
messages to a selected one of the foreign agents;
the selected foreign agent encapsulating outbound IPv6

messages from the mobile communications device within IPv4



I ncludes nultiple foreign agents coupled to the home agent, perform ng
operations conprising: processing outbound nessages by perform ng

oper at i orwocompss8ng:  the nobi |l e communi cati ons devi cecyarsdom@2ras bound
| Pv6 nessages to a selected one of the foreign agents; the selected
forei gn agent encapsul ati ng outbound | Pgé6 nessages fromthe nobile
comuni cations device wthin | Pv4 WD 2004/ 006538 PCT/ US2003/ 021233 21

message shells and trressddd shdllst Bad etrarspsitingg Gtk @RBapLlfsteiomebsagd® i®
agent; the hone agent unencapsul ati ng the outbound I Pv6 nessages and

transmtting the out Hﬁﬁﬁ’@m%@erﬁéssages to the Internet; processing
I nbound nessages by perfonrgin ratign L Sih PG en
tHe NPofie ésrﬂ %rf‘e%ﬁﬁ%&l?ﬁg% H{bg Jﬁ'@ﬁéuﬁ& Pye

receiving | Pv6 format inbound nessa arrivi rnet and
directed at the npbi Ineessagesuand atansnittidgviheeoatbduad clfws unassages te the
recei ved nmessages w,ithin |IPv4 nmessage shells; the honme agent forwarding
t he encapsul at ed r ecdNiEEget nmessages to chosen foreign agent for

transm ssion to rBé‘eé%l IbouR8TeLYagRE! rfSHHiicG opbRftioRs rlsfigi gn agent
unencapsul ati ng F{ he 1 nbound rressaggg f@(frwn?.t hel I?ﬁsﬁel Ils _a(r?gﬁ#bor vvagsdi ng the
unencapsul ated i nbound ndbedipne @gent reegiving Iybnionmak inbunddeegissages

responsive to the nobjl.e co I catio eyice recgivin o] ni cat i ons
l'i nkage to the home fdgwpgvin?g&_ﬁ n@ﬁ-l ﬂﬁgﬂ}%t ‘?rﬁﬂli rl?f:{eégr?grﬁﬁ%g mobile
operations conpri si nGonifhRiRaBOMDIEVES anabrivapsaating e PsddivddiR8sages
operations conprising: .the nobile comunications device encapsul ating

out bound | Pv6 nessad¥tiniRvd mespage shellige shells and transnitting the
the home agent forwarding the encapsulated received

messages to chosen foreign agent for transmission to the mobile
communications device;
the chosen foreign agent unencapsulating the inbound
messages from their shells and forwarding the unencapsulated
inbound message to the mobile communications device;
responsive to the mobile communications device receiving
communications linkage to the home agent via a non-Internet IP link, performing
operations comprising:
processing outbound messages by performing operations comprising:
the mobile communications device encapsulating outbound
IPv6 messages within IPv4 message shells and transmitting the
encapsulated messages to the home agent via the non-Internet IP
link;
the home agent unencapsulating the outbound IPv6
messages and transmitting the outbound IPv6 messages to the
Internet;
processing inbound messages by performing operations comprising:
the home agent receiving IPv6 format inbound messages
arriving from the Internet and directed at the mobile
communications device and encapsulating the received messages
within IPv4 message shells;



encapsul at ed nessages to the home agent via the non-Internet IP 1link; the
home agent unencapsul ating the outbound | Pv6 nessages and transmtting the
out bound wBw6oamwszages to the Internet; processing i nbeamdscessarss by
perform ng operations conprising: the hone agent receiving |IPv6 formt

I nbound nmessages arriving fromthe Inteenet and directed at the nobile
communi cati ons devi ce and encapsul ating the recei ved nessages wthin | Pv4
message shells; WO 2004/ 0Gh&38oRET/ddgesnooiRn2Mmap th22 enbapsulaedagecdived
forwardi ng the encapsul ated recejved ssages to .the nobile conmunications
devi ce via the non- IREEFREES P thﬁkfnopﬂg ﬁﬁmb@'%mﬁnpﬁ‘éfz?&@ theyinos-
unencapsul ating the |hphgeng jARssages fromtheir shells. 13. A nmethod of
operating a nobile conmuni cations device to access the Internet in a
comruni cati ons networ k thdhei mobildesomaunicatidnsnkisvice anenhcapsufatingadiaant

that is coupled to the Internet. the operations conprising: the nobile
conmuni cati ons devi Cénl&%lfrgﬁmeﬁaa%%ﬁﬂgftﬁg}r Sﬁ'&ﬂst he nobile communications
device is receiving service froma first type of link that includes

mul tiple foreign agents coupled to the hone agent, or whether the nobile
communi cat i lGhd deethed Pk apesating gg mahilei eemmuisationsc daviceyige ageess e

Cype of 11 ARerRin EbffhuricatdSneh BRERRR il T FAkT B AP Fims ™

nmessages t agens tatdd eduplod tothe IMernegrtre Pperativnissconipigiogsi ve to a
detection of the seco the nmpobile conmmuni cations devjce

! f 11ink, . ]
encapsul ati ng od’ﬂ%dl]ﬂ'g?q %E‘%@H@%&jﬁ@ dpviee detesting yhethegorsnatithe makile
transm tti RgriiGnRafems HbRbe % FESAANG Sehfcd BnEMRstAPEE of link that includes

multiple foreign agents coupled to the home agent, or whether the mobile
communications device is receiving service from a second type of link
comprising a non-Internet IP link;

responsive to a detection of the first type of link, the mobile
communications device sending outbound IPv6 messages to a selected one of
the foreign agents;

responsive to a detection of the second type of link, the mobile
communications device encapsulating outbound IPv6 messages within IPv4
message shells and transmitting the encapsulated messages to the home agent

via the non-Internet IP link.

14. Circuitry including multiple interconnected electrically conductive elements
configured to perform operations to operate a mobile communications device
(mobile communications device) in a communications network that includes
various mid-links coupled to an IP home agent that is coupled to the Internet,
the operations comprising:

the mobile communications device detecting whether or not the mobile
communications device is receiving service from a first type of link that includes
multiple foreign agents coupled to the home agent, or whether the mobile
communications device is receiving service from a second type of link

comprising a non-Internet IP link;



via the non-Internet IP link. 14. Crcuitry including nultiple

i nterconnected electrically conductive elenents configured to perform
oper at i onwot2004Pes38t € a nobi |l e communi cati ons devi ce (ol US2003/021233

comuni cati ons device) in a comruni cations network that includes various

m d-1inks coupled to an IP home agent tR3t is coupled to the Internet, the
operations conprising: the nobile comrunications device detecting whether
or not the nobi Irespemsiveintccad | detectimvi ofe the fiesteitypengofs dinkj cettfer amobild i r st

type of link that includes. multiple forei ents coupled to the hone
agent, or \ROSITREPIcAHENSHRYicE se@éfﬁ%ﬂv@ayneﬁ@@gw%ﬁ tret epiprieg 929 0f ce
froma secqpgd fé’%@zﬁ erjtbnk conprising a non-Internet IP |link; WO

2004/ 006538 PCT. 3/021233 23 responsive to a detection of the first
type of |i nesponsiverthaldetectiomnefithe second tyfwe/otlinks dnelimuabileddmmuodichfvts

ot ect: on GV ARG itbe i e FeSSades Mishin A ReasIG:she Boand o
encapsul at itRhspHiPQUAE dridkPsiBEtP@RSEsAgdidtHedmBRG =AY Qiasthe! dcﬁwe-ﬁﬁé#net

transmtti ng the encapsul ated nmessages to the hone agent via t
non- | nt er nd® linkp | i nk.



