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-7 TITLE OF THE INVENTION PORTABLE ELECTRONIC DEVICE AND
DATA CONTROL METHOD BACKGROUND OF THE INVENTION The
present invention relates to a portable 5 electronic device, w-rich is
provided with, for example, a communication interface and performs
processing in response to a command transmitted from external
equipment, and a data control method. In éené’ral, anIC card as a _
portable electronic G device is configured so that an IC chip embedded in

a card-shaped housing of a plastic matefighor the mﬁeﬂ&\pe IC card of this

type includes a nonvolatile memory, such as an electrically erasable
prografRTEGie freadEarig mermonE(EERRONM) araflasio ROML wihnichioan
15 maintain data without requiring power supply. This IC card records
various data to the nonv&iﬁ%éqﬁ Fﬁ%ﬁlpfnqégerﬁwg,@&chnique has

been developed tg 1edce the size.cl nonyolatle memoris, so gt he IC

card can be provided with a large-capacity nonvolatilé 20 m ?nrory. ﬁus,

the IC=dardtcamhandie ailarge amotint of datasoithat itis widely.noticedp1 e,
as anext-generation card. Further, there is an IC card in which an .
antenfia“iSEMbeédded fiiits: i bda§ atecwRieh cartrarizmieandins in

receivedaaloand ramd fgieadeupdiist huough ireless. )
communication. This IC card can read and write data%y wireless
commenucatiesnt, and a data control method.

In general, an IC card as a portable electronic
device is configured so that an IC chip is embedded in
a card-shaped housing of a plastic material or the
like. The IC card of this type includes a nonvolatile
memory, such as an electrically erasable programmable
read-only memory (EEPROM) or a flash ROM, which can
maintain data without requiring power supply. This IC
card records various data to the nonvolatile memory.

In recent years, a technique has been developed to
reduce the size of nonvolatile memories, so that the IC
card can be provided with a large-capacity nonvolatile
memory. Thus, the IC card can handle a large amount of
data, so that it is widely noticed as a next-generation
card.

Further, there is an IC card in which an antenna
is embedded in its main body and which can transmit and
receive data to and from a card reader/writer through
wireless communication. This IC card can read and

write data by wireless communication.
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"L Furthermore, there is a portable electronic device such as an IC book
in which an IC sheet that includes an IC chip and an antenna or a contact
terminal is bound to enable wireless or contact communication with 5 a
card reader/writer. Proposed in Jpn. Pat. Appln. KOKAI Publication No.
2003-006578 is an admission and departure control system that performs
access control or entry control, including control of admission and _
departure times, 10 based on the use of the portable electronic devices

described abeye. Accqrding tocWé%gy tem, a Ca}.[.ga efgeé/Yverict%rrigni dievice

installed in a doorway, and the portable electronic devices are expecte

to be heldh ower the dardiseader/writet: 1oninsome pgriable lgetronig 1 ydes
devices used in the conventional admission and departure control system
described ‘dhdvel Buédsbsive pietes bt admissisiPahd ctepartarenal is

informationpre staredh info,an |G, Jn this conveptional admission and ;.
departure control system, 20 however, admission or depgrr%ure informatioh

is simplycadditionatly recarded 0 the IC without reference to already

written information at the time of admission or departure. In this case,

there is a probiem® &5~ examphs! thEedastAmrehgiul 48ifidsiBnlokication

deparyye 22':'0@%@@ 5%% pgrt§glea%Ieacg%riigsd‘eé/rilceshi%agg/, canno ebe ol

detected. Theré are some modern passports in which “ai ic chiaf@ ah

antennasrerembeddesk Hfanyns access control or entry control,
including control of admission and departure times,
based on the use of the portable electronic devices
described above. According to this system, a card
reader/writer is installed in a doorway, and the
portable electronic devices are expected to be held
over the card reader/writer.

In some portable electronic devices used in the
conventional admission and departure control system
described above, successive pieces of admission and
departure information are stored into an IC. 1In this
conventional admission and departure control system,
however, admission or departure information is simply
additionally recorded to the IC without reference to
already written information at the time of admission or
departure. In this case, there is a problem, for
example, that past wrongful admission or departure
using the portable electronic devices, if any, cannot
be detected. There are some modern passports in which

an IC chip and an antenna are embedded. If any
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immigration entry or exit information is simply additionally re_corded to one
such passport, for example, wrongful entry or exit may possibly be
overlooked. BRIEF SUMMARY OF THE INVENTION An object of one
embodiment of the invention is to provide a portable electronic device and
a data control method capable of high-reliability control. In order to attain
the above object, in the 10 embodiment ofthetinvention, a portable
electronic device is configured to perform processing in response to a
om .recei from.external equipment and comprises a storage
gection Wﬁi(?:tggsl%gﬁr%% veggi%ﬂ% leéceesg{ %)?injfgr%rﬁ)éftri%anf Plransmittefréceiver
sectiomumchd@tra@smtt&@ﬁaer@cwe@ﬂatas@@@ngaf@EcEQ% exterpal
equipment, a determination section which depermines w ether or not data
paire®WithRrhite dataeoRtEInEd i & Wﬁte@e@mmamjd iicmﬁrgglgy the
stora tion when the write command is received by the
trans%?ffge%;iré%\?gr'section, a writing section which writes the write data

to the storage section ifjtis rcanaludedibyiherdetermipationsgction that
the data paired with the write data contained in the write command is

stored by thé*Btot&géE sécticn, il &mP5dbnormality wamingisectioron is to

[ i [ [ it a result of
whic %%féeth% transcnawggger/rgiﬁlv I section ?So transm

determination on abnormality t0 the external equipmentitft i§ coRdIBdean trol

byth&ﬁeﬁﬁ@mﬁﬁﬁﬁbﬂgﬁbﬂth@@h—reliability control.

In order to attain the above object, in the
empbodiment of the invention, a portable electronic
device 1s configured to perform processing in response
to a command received from external equipment and
comprises a storage section which stores various pileces
of information, a transmitter/receiver section which
transmits and receives data to and from the external
equipment, a determination section which determines
whether or not data paired with write data contained in
a write command is stored by the storage section when
the write command is received by the
transmitter/receiver section, a writing section which
writes the write data to the storage section if it is
concluded by the determination section that the data
paired with the write data contained in the write
command is stored by the storage section, and an
abnormality warning section which causes the
transmitter/receiver section to transmit a result of

determination on abnormality to the external eguipment
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the data paired with the write data contained in the write command is not
stored by the storage section. According to an aspect of the invention,
there may be provided a portable electronic device and a data control
method capable of high-reliability control. Additional objects and
advantages of the embodiments will be set forth in the description which
follows, and in part will be obvious from thé 10 description, or may be
learned by practice of the invention. The objects and advantages of the

invention may besealizediand obtained by means af the, instrumentalities
and combinations particularly pointed out hereinafter. 15 B?IEF
DESCRIPTIONzOFaTHE SEVERALNIEWStQF JHE DRAWAN G & 1Gn 145 e

a perspective view showing a configuration example of an IC book

according t6 ord BMisbdiment FIB= 24564 BiBck drRgr&m sHawviAg &t fon -
configuration 20 &xample.qf the IG %98 kand.a termingl. device accargding, may

to the one embodiment; FIG. 3 is a block diagram showing a configurafion
example of the interior obam 1€ isheetofthedEhaoki shown infi -6. 2525

FIG. 4 is an explanatory diagram showing a configuration example of exit

informatBh Write"CoRRENdS aRdrmittel fidmthe terhdinaldévice Shownlin
J_qu-2tOﬂ%ﬁ“@ﬁ@@§E°gg§%&%Qp%ﬁd advantages of the

embodiments will be set forth in the description which
follows, and in part will be obvious from the
description, or may be learned by practice of the
invention. The objects and advantages of the invention
may be realized and obtained by means of the
instrumentalities and combinations particularly pointed
out hereinafter.

BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWING

FIG. 1 is a perspective view showing a
configuration example of an IC book according to one
embodiment;

FIG. 2 is a block diagram showing a configuration
example of the IC book and a terminal device according
to the one embodiment;

FIG. 3 is a block diagram showing a configuration
example of the interior of an IC sheet of the IC book
shown in FIG. 2;

FIG. 4 is an explanatory diagram showing a
configuration example of exit information write

commands transmitted from the terminal device shown in
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FIG. 5 is an explanatory diagram showing a configuration example of an
entry information write command transmitted from the terminals device
shown in 5 FIG. 2 to the IC sheet oft’ie IC book; FIG. 6 is an explanatory
diagram showing an example of personal information stored in a personal
information storage section of the IC sheet of the IC book shown in FIG.
2; 10 FIG. 7 is an explanatory diagram”sho?/ving an example of history
information of entry/exit. information stored in an entry/exit information

storager gection of the.IG shegtof the IC hook shawn jin FIG. 2; FIG. 8 is a

flowchart for illustrating processes 15 in the terminal device shown in FIG.
2; FIG. 9 is afléwchart foraliustrating processes: perfarmed ywhenyan exit
information write command in the IC sheet of the 7- _book shown in FIG.

2 is reCeNed? At 26'FI6= 307 8 flotvcHArEoF ilvisfrafing proceszesrite

performed,when.anentry information write. commangd in the IC sheet of
the IC book shown in lrlca.ng‘:%s@1 raétg%eé%E%r%LED DLEéQ RIPTIONGE ™"

THE INMENTION 25h4 podftableselectsanicrdevice anrd a data control
method according to an embodiment of the present invention will be

described in dEtail With Tefelericto™ 6 L #ie’ acdctapanyifg drawmgsn

example of personal information stored in a personal
information storage section of the IC sheet of the IC
book shown in FIG. 2;

FIG. 7 is an explanatory diagram showing an
example of history information of entry/exit
information stored in an entry/exit information storage
section of the IC sheet of the IC book shown in FIG. 2:

FIG. 8 is a flowchart for illustrating processes
in the terminal device shown in FIG. 2;

FIG. 9 is a flowchart for illustrating processes
performed when an exit information write command in the
IC sheet of the IC book shown in FIG. 2 is received;
and

FIG. 10 is a flowchart for illustrating processes
performed when an entry information write command in
the IC sheet of the IC book shown in FIG. 2 1is
received.

DETAILED DESCRIPTION OF THE INVENTION
A portable electronic device and a data control

method according to an embodiment of the present

invention will be described in detail with reference to
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An IC book according to the embodiment of the invention will be
described first. FIG. 1 is a perspective view for illustrating an 5 outline of
a configuration example of an IC bock 1. The IC book is used for a
personal authentication medium, such as a passport book, bankb_ook,
company ID, or student ID. The IC book 1 is formed by sandwiching
rectangular 10 inside pages 6 between twé rectangular covers 2 and 4
(or one cover doodled in the manner shown in FIG. 1) and binding them

on On%ﬁgj%%%%fésn%l%‘%gﬁ@ﬁ% 1, the inside pages 6 include an IC

sheet 11, which is" embed with an 1C module that is provided with an

IC 15 chip 1¥8and anantenna 7> The dCisheet 1dsintagrally formed jn.
the following manner. First, a pattern of the antenna 7 _of aluminum or the
like is TOréd bR Wd%n%?eﬁﬁ%@%@@efﬁ%éﬁe resin, such adsb )
polyethylene phthalate_20 (PET). The IC chip 113 is mounted by the
flip-chip metﬁ?)gs'ar%d%?e Sb%égrgssepa%n%tr@\f/%rsvelsg&rf{;f(?ers of the> Festiitiiy 2~

substrate: ate beldtbetween fiencrystaline cpalyester (PET-G) sheets|ory |
the like and subjected to vacuum hot pressing. 25 AIthoug_h th'e IC §heet
11 is formedindagihg thie “afenfaL7 formvirsess éomniuricatiorawithn

' ' mmunication 7 ma
eXtem?EIf Cﬁq}#{? mg QE %Osnt? Cé)gesr @érg%a%_tg_o %%%%?Ctb%% kbook, compan yy ID,
be disposed on a surface of the sheet11.
or student ID.

The IC book 1 is formed by sandwiching rectangular
inside pages 6 between two rectangular covers 2 and 4
(or one cover doubled in the manner shown in FIG. 1)
and binding them on one side edge. As shown in FIG. 1,
’the inside pages 6 include an IC sheet 11, which is
embedded with an IC module that is provided with an IC
chip 113 and an antenna 7.

The IC sheet 11 is integrally formed in the
following manner. First, a pattern of the antenna 7 of
aluminum or the like is formed on a base material of a
polyethylene resin, such as polyethylene terephthalate
(PET). The IC chip 113 is mounted by the flip-chip
method, and the obverse and reverse surfaces of the
resulting substrate are held between noncrystalline
polyester (PET-G) sheets or the like and subjected to
vacuum hot pressing.

Although the IC sheet 11 is formed including the
antenna 7 for wireless communication with external

equipment, a contact terminal for contact communication
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The following is a descr_p-ion of a control system for the portable
electronic device, the control system being composed of the electronic
device and a terminal 5 device. FIG. 2 is a block diagram schematically
showing a configuration example of the portable electronic. device IC
book) 1 and a terminal device 13 according to the embodiment of t- e
irven7_1on. The terminal device 13 is connected to a card reaaer/'writer
1.2, keyboard 14, CRT 15, printer 16, etc. The terminal device 13

includﬁg}gggudy igggéfn%rpoges,uv%iggg i%tgrfg}ggs,s tc. Eugﬂfer, thg
terminal device 13 has a function for dafa fransmission 15 an reception

to and from thadCshoakok thrgugh the garc-readervriter” 2 adthdrol system
function for various processes based on data received from the TC sheet
li of tHEhobR . FoF exanthlE theterningl deviée13 Witesdata to 120sasten

nonvalatil in_the | rﬁ 113 shown in FIG. by transmittinga .
it oA e dath 1 008 16666k TG e = Peeminal
readedwwitersl2. Further, the terminal device 13 -eads data from the C

chip 113 by transmitting a read command to the IC book 25 The card

reader/writer®iZis an interfade e6Vice fop Eomnimieation wathlthie $Cbobky a
L The.Jrageiiutlier )2 15,contouredfor powsy SstPRY, COfE & SRPY device
reset control, ang data transmIi)ssmn an
{IC book) 1 and a terminal device 13 according to the
embodiment of the invention.
The terminal device 13 is connected to a card
reader/writer 12, keyboard 14, CRT 15, printer 16, etc.
The terminal device 13 includes a CPU, various
memories, various interfaces, etc. Further, the
terminal device 13 has a function for data transmission
and reception to and from the IC book 1 through the
card reader/writer 12 and a function for various
processes based on data received from the IC sheet 11
of the book 1.
For example, the terminal device 13 writes data to
a nonvolatile memory in the IC chip 113 shown in FIG. 1
by transmitting a write command for the data to the IC
book 1 through the card reader/writer 12. Further, the
terminal device 13 reads data from the IC chip 113 by
transmitting a read command to the IC book 1.
The card reader/writer 12 is an interface device

for communication with the IC bock 1. The

reader/writer 12 is configured for power supply, clock
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reception for the IC chip 113. Based on control by the terminal dew_ce 13,
the card reader/writer 12 uses these functions to activate the IC chi 113,
transmit 5 various commands, receive responses to the transmitted .
commands, sue. The keyboard 14 functions as an operation part that_ is
operated by an operator of the terminal device 13. The operator can input
various ooeratirg 10 instructions and data B operating the keypoard 14.
The CRT -5 is a display device that displays various pieces of information

under control of the termipal device 13. The printer 16 serves to print
results%%%?gdesrslensgegy five' '][gerf?nlinal i3 15 FheTdifow °Rgisa

descriptionptten1Q sheehll.r AsshowninFIG. 4, the,lG sheet 11 1sa )
portable electronic device that is bound into the IC boo_k I, eg.,a
passp6it Booka ThedTisteet 1~ istcenfigurédr ta:be activated{or enabled

to operate) when ;-is .20 supplied with electronic power f[om a apparatus
such ags%tﬁleetergr%Pn% ﬁ%@%e%.??ﬁ%%@%e@?ﬂﬁg Conrectéd to tHeansmit

terminabdeviae 12:ifraualt contact communieafian.dhats, fthasing,. ., .
contact terminal on its surface, for example, the sheet 11 is activated
on receptot uperatirigcpower and clock supply from the terminal device

13 through thﬁ)%ontachtermi al as a communication interface. - 9 Ifthe IC.

sheet 11 is conmeCted 10 HE termifActions as an operation part

that is operated by an operator of the terminal device
13. The operator can input various operating
instructions and data by operating the keyboard 14.
The CRT 15 is a display device that displays various
pieces of information under the control of the terminal
device 13. The printer 16 serves to print results of
processing by the terminal device 13.

The following is a description of the IC sheet 11.

As shown in FIG. 1, the IC sheet 11 is a portable
electronic device that is bound into the IC book 1,
€.9., a passport book. The IC sheet 11 is configured
to be activated (or enabled to operate) when it is
supplied with electronic power from a host apparatus
such as the terminal device 13. If the IC sheet 11 is
connected to the terminal device 13 through contact
communication, that is, if it has the contact terminal
on its surface, for example, the sheet 11 is activated
on receipt of operating power and clock supply from the
terminal device 13 through the contact terminal as a

communication interface.
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device 13 through non-contact communication, that is, if it communic_ates
with the terminal device 13 through the antenna 7, "he sheet 11 receives
radio waves from 5 the terminal device 13 through the antenna 7,
communication control section, etc., as communication interfaces. In_
response to these radio waves, the IC sheet 11 is activated, generating _
operating power and clocks through a"pOV\?er c“i‘rcui_t. 10 The IC she_et 1; is
provided with a storage area lla {personal information storage section) in

the nonvolatile mergony the Jc-ohp 113. The personal _nfoymatio .,
storage section 11a _s stored with necessary information for a passport,

includingva ¢5 privtopostrait, pessenrsninenmation. expiry. dats, , Passport o,
country, etc. Further, the IC sheet 11 is prcvided wit; an area 1lb

(entry/exit ifforaTbR Lsoksge Yéétion)t6r thestorage ofanientry/@xithrough
record:inthe,nonyglatile memory,in the |G chip 113. 20 FIG. 3 is. a\PmCKme
diagram schematically showing a configuration examplée 0 the € s%%e_

11 accdrdingeton thexfirst emhodiment ef-thejnventions ThedGsheet 11 is
configured so thatl a module 112 -'s incorporated in a housmg that‘ ‘
constifttB8 A thamB6dy EPL.5FRe nittitite 2511248 * orpfed-withonecert ion

more |G, cbips Lid,conneeted J0 gxternal interfaces for, communication

;communication interfaces) for one body. T%e moduleol_Jﬁ 14BHBeddds -

10 in ghemain body lédtdfﬁBEe\@,waﬁelﬂaAﬁr@%@ating power and
clocks through a power circuit.

The IC sheet 11 is provided with a storage area
1la (personal information storage section) in the
nonvolatile memory in the IC chip 113. The personal
information storage section 1la is stored with
necessary information for a passport, including a
photo-portrait, personal information, expiry date,
passport country, etc. Further, the IC sheet 11 1is
provided with an area 11lb (entry/exit information
storage section) for the storage of an entry/exit
record in the nonvolatile memory in the IC chip 113.

FIG. 3 is a block diagram schematically showing a
configuration example of the IC sheet 11 according to
the first embodiment of the invention. The IC sheet 11 .
is configured so that a module 112 is incorporated in a
housing that constitutes a main body ill. The module
112 1s formed with one or more IC chips 113 connected
to external interfaces for communication (communication

interfaces) for one body. The module 112 is embedded



10

15

20

25

FIG. 3, moreover, the mod~.ole 112 of the IC sheet 11 includes a control
element !01, nonvolatile memory 102, vo'atile memory "-03, program
memory "104, power circuit 5 105, voltage detection circuit 106, and
communication interface 107. "he control element 101 serves to cont_rol
the IC sheet 11 as a whole. It performs various processes by operating
based on control programs and control date’i0 stored in the program
memory 104 or the nonvolatile memory 102. The nonvolatile memory 102

is composed of a, writablelreyyylfable nQHV()lfglesmee&OanUd}%gs Mown in
EEPROQV or flash ROM. The memory 1C2 functions as a 15 storage

sectioAIFhe Sontrolprogeamstane vasiouscdlata sarewritien to-the,memory
102, depending on the usage of the IC sneer 11. Program files, data files,

etc., aredetitied if the mohvolatilemeriory AD2, forexahiplel andahery 102,

control programs and.the ‘iari.ous dafa are 20 written Otgose files. | B
Further, the nonvolatilgkeé/nemory 10218 provided with the ger8oia” ctrout

information stotage;sectiorelie and the eatiy/exi.binformation, sarage - « 1 on
section lib mentioned before. The volatile memory 1C' as a working 25
memoty. “FHe GGtk hemory '103 allsc serves as a buffer that

temporarily stqres bein processe the control element 101. For
example, the%\?g%atﬁjﬁ%lf r’r?eerr%nrirl 3({58%0%5&%% toYemporardly stéfe ¢

data sheet 11 as a whole. It performs various processes by
operating based on control programs and control data
stored in the program memory 104 or the nonvolatile
memory 102.

The nonvolatile memory 102 is composed of a
writable/rewritable nonvolatile memory, such as an
EEPROM or flash ROM. The memory 102 functions as a
storage section. The control programs and various data
are written to the memory 102, depending on the usage
of the IC sheet 11. Program files, data files, etc.,
are defined in the nonvolatile memory 102, for example,
and the control programs and the various data are
written to those files. Further, the nonvolatile
memory 102 is provided with the personal information
storage section 1la and the entry/exit information
storage section 1lb mentioned before.

The volatile memory 103 functions as a working
memory. The volatile memory 103 also serves as a
buffer that temporarily stores daté being processed by

the control element 101. For example, the volatile



received from the terminal device 13 through the communication interface
107. The program memory 104 is a nonvolatile memory, 5 that is
previously stored with control programs, control data, etc. The program _
memory 104 is incorporated into the 11" sheet Il in such a manner that it
is stored with the control programs and data in the stage of manufacture.
In other words, the control 10 programs and dafa stored in the program
memory 10, are previously incorporated into the IC book 1. according to

s speglications oFLriner. the peogram memory J04.s stredwitha
passport bock application for various processesp 15 assoéfa’ged wi
entry/exitinformationoi hetreontralrelement 01 candeterminewhether or
not right en._ry/exit informat_on is stored by executing the passport book
applicafiGi 1R thé tase whdrethé A€ stidet 11 performs 20 non-contact

communicati@gethg&%%%ciﬂ\gé%toijS 1(\)Jezpeirates onperatirll% Pgn%ver and

clocks from radio waves received from the card readeriwriter 12 sHOWR N

FIG. 2{land supplies themsto,each ircthewnedulesk2:. o The voliage,s ,

detection circuit 106 monitors a voltage 25 supplied to the control element
01. THEVditge detBetiGit Gircuif 266 Furmdions dsaraset’dreuitfor the

am““&ﬁk%@%@%ﬂtéé IH%SOQHQUQ%ag%%ggeq§c%%og£%g a manner that
it is stored with the control programs and data in the
stage of manufacture. 1In other words, the control
programs and data stored in the program memory 104 are
previously incorporated into the IC book 1 according to
its specifications.

Further, the program memory 104 is stored with a
passport book application for various processes
associated with entry/exit information. The control
element 101 can determine whether or not right
entry/exit information is stored by executing the
passport book application.

In the case where the IC sheet 11 performs
non-contact communication, the power circuit 105
generates operating power and clocks from radio waves
received from the card reader/writer 12 shown in
FIG. 2, and supplies them to each in the module 112.
The voltage detection circuit 106 monitors a voltage
supplied to the control element 101. The voltage
detection circuit 106 functions as a reset circuit for

the control element 101.



transmitter/receiver section, which communicates with the card reade
/writer 12 shown in FIG. 2. the IC sheet 11 is realized as a contact-type
IC sheet, the 5 communication interface 107 is composed of a
conununication control section, which contacts the card reader/writer 12
to perform signal transmission and reception, and a contact section for
use as an external interface. If the IC sheét2l1 is realized as a non 10
contact IC sheet, on the other hand, the communication interface 107 is
composed of&communicaﬁtion control section for wireless communication

with the card ‘reéaderWhiter£2 hndan‘dHtenta 48 ahlextémat interface. to
'IG. 4 is an-explanatery diagram,showing a format example 8&%% s with
information write commands transmitted from the termln%ewce <3
showntih F1G2 2dothe € rgheett kL ofithedEchooki k. e exit informatieome 1c
write cognm%nq include "CLA" 20 "INS", "P1", "P2", "Lc", and "Data".

"CLA" is &N linstruétion cass 2GRichds dneMByte dard ieredesighasng thehe

5 type otaprecessing command. £INS" ag-instuction code, which is

10

15

20

. . : osed -
one-byte data for ordering an operation. In this exar%pﬁe, IN' IS riven 25
by "XXthavisindicative oban operation-fos writing 1 exit ifammation £ PL" carqg
and "P2" are instruction parameters, each of - i3 which is one-byte data
indicafiVe 6f 4 SBfvalGé used™© Perform signal transmission and

reception, and a contact section for use as an external
interface. If the IC sheet 11 is realized as a non-
contact IC sheet, on the other hand, the communication
interface 107 is composed of a communication control
section for wireless communication with the card
reader/writer 12 and an antenna as an external
interface.

FIG. 4 is an explanatory diagram showing a format
example of exit information write commands transmitted
from the terminal devi;e 13 shown in FIG. 2 to the IC
sheet 11 of the IC book 1.

The exit information write commands include “CLA",

- MINS”, “P1”, “P2”, “Lc”, and “Data”. “CLA” is an
instruction class, which is one-byte data for
designating the type of a processing command. “INS” is
an instruction code, which is one-byte data for
ordering an operation. In this example, “INS” is given
by “XX” that is indicative of an operation for writing

exit information.

“"P1” and “P2” are instruction parameters, each of
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in executing an operation. "Lc" is three-by-_e data indicative of the length
of a "Data" portion. "Data" is used for an operation based on the
command 5 concerned. In this example, "Data" contains the date, time,
and country code for a country in which the terminal device 13 is
installed. FIG. 5 is an explanatory diagram showing a format example of
entry information write commands trafsmittéd 10 from the terminal device
13 shown in FIG. 2 to the IC sheet 11 of the IC book 1. A description of

the s i as tho own.in FIG. il be omitted. The entr
inforrigpt%ﬁ%vr?it% c%o%m%?%g'lﬁg"b% g%%léﬁ %}W? tﬁgt is iﬁﬁ%:aﬁ\a}ey fafh=ed

operation forawriting: dl =entsy infarmation. Speeifically, dthede-sheet 1da+t 5
shown, in FIG. 1 refers to the received command "INS" and concludes

that an eXitmfdrifatioh whife dommahdas received 2 "M tiscfound dpaita”
et a nyy formaton e comand s 20 eceied YY" i ound

. S e ]p.OIflman .
FIG. 6 is an explanatory diagram showing an example of information

storedcinrthe personal I infarmationsiarage, seatigndla MI; ngJ@hg_. date,
The personal information storage section lla is 25 stored with the expiry
date of tHE 1C HOOKIUY & [pasepdrt, ferissuing wontry coderOftheche

countryJp, which @gx}?%)%e{b%s issued, the passport number or 14 _

S 1
identification number o oolk 1, and tﬁe name, date
FIG. 5 is an explanatory diagram showing a format

example of entry information write commands transmitted
from the terminal device 13 shown in FIG. 2 to the IC
sheet 11 of the IC book 1. 2 description of the same
items as those shown in FIG. 3 will be omitted.

The entry information write command “INS” 1is given
by “WY” that is indicative of an operation for writing
entry information.

Specifically, the IC sheet 11 shown in FIG. 1
refers to the received command “INS” and concludes that
an exit information write command is received if “XX”
is found and that an entry information write command is
received if “YY” is found.

FIG. 6 is an explanatory diagram showing an
example of information stored in the personal
information storage section lla shown in FIG. 2.

The personal information storage section 1lla is
stored with the expiry date of the IC book 1 as a
passport, the issuing country code of the country in

which the book 1 is issued, the passport number or



10

15

20

25

of birth, and sex of a person to whom the jr-, book 1 is Issued. FIG. 7 is
an explanatory diagram showing an S example of information stored in
the entry/exit nformati.on storage section 11h shown in FIG. 2. The
entry/exit information storage section _Ib is stored, as entr'y/'ey4t reqords
the date and time of entry or exit, the type of immigration, entry or exit, 10
and the country code of the entered orexitetl country, corresponding to a
record number indicative of the order of recording. The following is a

descriptiQn, of, the_aperation of . the cggtrg{leséy%tgg}(d?scrg)g&l ahove. 1. 8 is

a flowchart for illustrating processes in the terminal device 13" 6howi'in  date
FIG. 2owheh:ithe 1-sheetdk of the. |G beeky | issdetested: by the card . 1 5 ¢
reader/writer 12, the terminal device 13 transmits initial response data to

the she&1EfStep 2G S11). -hereupon, the terminal device 13 recognizes

the IC sheet ] If the |C sheet 11 is @ non-contact 1C sh%et, the terminal

. I Xplan lagram s ing an
device 13 performs anti-collision "Processing, t er@oy securl??é

commanigatior with thet sheet 1Lr25:The terminakdevies, 13 fransmits a
write command to the IC sheet 11 (Step S12). In the case of exit
processing Hé téffinal 67ie8 135(Parstits the exicts inforfifation? .

m”h_eCO”"“%HQSQQWPQ?JQE%SJggg%Jé ion storage section 1lb is

stored, as entry/exit records, the date and time of
entry or exit, the type of immigration, entry or exit,
and the country code of the entered or exited country,
corresponding to a record number indicative of the
order of recording.

The following is a description of the operation of
the control system described above.

FIG. 8 is a flowchart for illustrating processes
in the terminal device 13 shown in FIG. 2.

When the IC sheet 11 of the IC book 1 is detected
by the card reader/writer 12, the terminal device 13
transmits initial response data to the sheet 11 (Step
S11). Thereupon, the terminal device 13 recognizes the
IC sheet 11. 1If the IC sheet 11 is a non-contact IC
sheet, the terminal device 13 performs anti~collision
processing, thereby securing communication with the
sheet 11.

The terminal device 13 transmits a write command
to the IC sheet 11 (Step S12). In the case of exit

processing, the terminal device 13 transmits the exit
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sheet 11. In the case of entry processing, the terminal device 13
transmits the entry information write command shown in FTC. 4 to thg
sheet When the command is transmitted, the terminal device 13 receives
a response from the IC sheet 11 corresponding to the transmitt_ed
command (Step S13). This response contains OK/NC information that
--ndicates whether or not processing IS no%allycompleted inthe 10|
sheet 1". Based on the received response, the terminal device 13

determines whetheronpalrogessind s noimally completed in the |,
sheet 11 (Step S14). Thus, if a response OK'is receivé _from the |

sheet $15eldf; thé terminaltdeviee: 33 concliugdes thattberasising,, tne
abnormality (Step S15) and terminates the processing. If a response_'NO
is received rof tHESIC Shedt>L 1L 'Ghr 6. 6th e hand! thevtekmirral device.

13 co is. an abnormality (Step 516) and warns its 20
opera?g%%%zeg?éﬁ%ﬁngzl%%gipggﬁ . §I'G .%?goq%l%)\?vcﬁaﬁ%r _iﬁéStrating
processes p@&rfermed svhesran exi imiormai't@ﬂrwntt@eggmmg@_dﬂg the G
sheet 1 of the IC book 1 shown in FIC. 1 is received, 25 If i- is concluded
t'nat thE 8xit fnformAGSIEWAES '3 CERfiPaSHo feneeived 16:. {lepet ~Dk,

control gleraeplnachifectC sheet 1112705 2 PRSBRIL Bogk prograny.

o This response contains OK/NG information that indicates
whether or not processing is normally completed in the
IC sheet 11.

Based on the received response, the terminal
device 13 determines whether or not processing is
normally completed in the IC sheet 11 (Step S14).

Thus, if a response OK is received from the IC sheet
11, the terminal device 13 concludes that there is no
abnormality (Step S15) and terminates the processing.
If a response NG is received from the IC sheet 11, on
the other hand, the terminal device 13 concludes that
there is an abnormality (Step S16) and warns its
operator of the abnormality (Step S17).

FIG. 9 i1s a flowchart for illustrating processes
performed when an exit information write command in the
IC sheet 11 of the IC book 1 shown in FIG. 1 is
received.

If it is concluded that the exit information write
command is received (Step S21), the control element 101

of the IC sheet 11 reads a passport book program from
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IE the program memory 104 and executes it (Step S22). The control
element 101 mekes various decisions based on memory contgnts stored
in the nonvciatile memory '02. The co--trot.- element 101 fun -ions as a
determination S section. First, the control element 101 determines
whether or not mutual au~ nenticatior with the terminal device 13 i_s _
established (Step 5.23) Ti it is concluded that the mutual a--~ thentlc_atlon
is established (YES in Step 10 S23), the control element 101 determines

whether,or po QuOLr f the exited country contained in the
exit :regf%rgmgtigr% J\?V%’EE com%ﬁ:gl/cr)%e?sg coalrr%(cziledgﬁte v?/}lgﬁsthétco(&rﬁﬁ?cggg ot  The

the ICcsheet issuinigeeeurt=-trystoredidn s the-persoralinformation storage .,
section 11a (Step i5 524") If it is concluded that the country code_ of the
exited GOty confaiidd-in the exit inferiatornarite tohimanddsinoy 102.

coincigent wi ount e of the_ |C sheet issuing country stored in
the pe?gg ng g%){:}ne?grm%;[i%]%gt%ra%ge*sefckfféﬁtl la"(NO 77 Stef§ 824)"thga - +on

controt element. 101 refers to up-to-date -nformation of_ th(_e entry/exit
information storage section llb, that is, information indicative of the type of
immigration, "értRfor EXit CrFEspohdntEbeng |drgestirscord 25asumbert he r

and detergupes,yhether of ol the information, is enity information (Step,

S257. If it is concluded that the up-to- ate' information
13 is established (Step S23). If it is concluded that
the mutual authentication is established (YES in Step
523}, the control element 101 determines whether or not
the country code of the exited country contained in the
exit information write command is coincident with the
country code of the IC sheet issuing country stored in
the personal information storage section lla (Step
S245 .

If it is concluded that the country code of the
exited country contained in the exit information write
command 1s not coincident with the country code of the
IC sheet issuing country stored in the personal
information storage section 1la (NO in Step S24), the
control element 101 refers to up-~to-date information of
the entry/exit information storage section 1lb, that
is, information indicative of the type of immigration,
entry or exit, corresponding to the largest record
number, and determines whether or not the information

is entry information (Step S25).

If 1t is concluded that the up-to-date information
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17 stored in the entry xi- information _.toraoe section lib is entry
informmmation (YES in Step S25), the control element-01 determines
whether or not the country code of the exitea country contained in the exit
information 5 write command is coincident with the country code for
up-to-date entry information stored in the entry/exit information storage
section "-11; (Step S26). If it is concluded that the country code of the
exited country contained in the exit information write 10 command is

coinci%ecnc; Wig] Ef}]e %%%nt%%g:de for the up fto date entry information stored

in the entry/exit information st%(aeéielstecltioanbmﬁfé@ﬁh Sty 828),3fs 1o

controf elementd0d-gitaches:-thewupsto-dategecords numberdo the date, 1

time, country code, and exi 5 information contained in the exit information
write EordfifdHd aRd wiités tiemas thd entry/exitinforratios storagery code

section Ebt@tep S27) Thus, in this case, the control element 101 of the IC
sheet 11 fun§i0%§l§%% \?VﬂHHS %cﬁ@ﬁ%?ﬁ&,%ﬁeq&esh%}éiﬁllnformatlon

transmits;Qk{ echernal end doformatien,as,a responsedg the exit. 4o ¢y
information write command, to the terminal device 13 (Step S28)
wheredpor #él precessingyisitefraimated. dfit s tsoeentlided reStep-S24ex it
that th§ncpgpr¥lr%tggncog€ of the exited country contained in the exit
information write command i %o”_%%&elro:ijw?t 5 .F!%%Buﬁt%& tode of the

IC sheet issuing gountry storxed iied that the country code of the
exited country contained in the exit information write
command is coincident with the country code for the up=-
to-date entry information stored in the entry/exit
information storage section 11b (YES in Step S26), the
control element 101 attaches the up-to-date record
number to the date, time, country code, and exit
information contained in the exit information write
command and writes them to the entry/exit information
storage section 1lb (Step S$27). Thus, in this case,
the control element 101 of the IC sheet 11 functions as
a writing section.

Then, the IC sheet 11 transmits OK or normal end
information, as a response to the exit information
write command, to the terminal device 13 {Step $28),
whereupon the processing is terminated.

If it is concluded in Step S$24 that the country
code of the exited country contained in the exit
information write command is coincident with the

country code of the IC sheet issuing country stored in
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- 1% the personal information storage section ='_a (YES in Step_SZé_l), the
control element 1C1 determines whether or not history information is
stored in the entry/exit information storage section lib (Step S29). In other
5 words, the control element 101 determines whether or not the IC hook 1
is a mint one. If the information is already stored in the entrviexit
info-rmation storage section lib (YES in Step S29), the control element_
101 goes to Step 525. if no information is stored in theslo sé(;;age Sethlf?nt
b (N S he control element 101 oes to Ste in which i
per(fo%ngleex%?%r%%%r)ﬁgtlon %vrlte p’rg)ocessmgoﬁa %IS conciuded in ‘st eﬁ% in

that themaptust saythentication:with the tepminal device-13isN9te 15 et her
established (No in Step S23), if it is concluded in Step S25 that the

up-to- 8§tefiﬁforﬁﬂa%%ﬁr§toﬁe’dfmﬁt]ﬁé Tertry/éxit ﬁ*ﬁ@nrﬂ@itlamstbraﬂgiesectlofexm
Sib is i form tlon NO in Ste or if it is concluded in Ste
S26 th%%%r%g%)éﬁr?try code of the exfett our?t D20 LoRtaired in theléklfjtger

information syriterconymand s n@u@@@@tdemw%%&%%@ Gade for the
up-to-date entry information stored in the entry/exit inforsiaticn storage

sectioR 11bNO 1 StE 526),‘the dCsheet ¢t etrandmits NG br abnoemabn is
end inforpati n a are§ popse 25 to the exit information “write command,

to the terminal dévice 13 (Step S30) WHeretpon the prodessiriyiss torage
te”nmﬁﬁﬂtﬂhﬂ&l&ﬂMSEgS§dh§6§@n@b@kpnﬁﬁe control element 101

goes to Step S25. If no information is stored in the
storage section 1lb (NO in Step $29), the control
element 101 goes to Step $27, in which it performs exit
information write processing.

If it is concluded iﬁ Step S23 that the mutual
authentication with the terminal device 13 is not
established (NO in Step S23), 1f it is concluded in
Step 525 that the up-to-date information stored in the
entry/exit information storage section 11b is not entry
information (NO in step S25), or if it is concluded in
Step S26 that the country code of the exited country
contained in the exit information write command is not
coincident with the country code for the up-to-date
entry information stored in the entry/exit information
storage section 1lb (NO in Step S26), the IC sheet 11
transmits NG or abnormal end information, as a response
to the exit information write command, to the terminal
device 13 (Step S$30), whereupon the processing is

terminated. Thus, in this case, the control element
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19 101 of the IC sheet 11 functions as an abnormality warning section.
FIG. 10 is a flowchart for il'ustraring )recesses performed when an entry
information write command in 5 the IC sheet 1' of the IC book 1 in FIG. 1
is received.. If it is concluded that the entry information write command is
received (Step S4.) element 101 of the IC sheet il reads the passport book
10 program from the program memory 104 &nd executes i (Step S42).
The control. element 101 determines whether or not mutual

authentigatign with.thetegminal deyice 13 is. establ-shed (S e&g%). if it
is concluded that%}eh% mgﬂutua authenlff():(élfﬁ(l)r?rilsseg‘t?':lbﬁé’lhea(gD &4 Step
S43), the controkelemient 101 determines whether or not the country
code of the entered country contained in the entry information write

command is Edificideht withthé L ettt ode st thelskeer agsuing coantrg ses

stored e | information storage section lie (Step 5444) If it
is concﬁ%ﬁ%% %%%t%h?g%ﬁn% c%%%erg? the %% e?ﬁe%d1 88um}:)§ ESntaimdiFnthd

entry informiationhuwite coirmandtis not.ceinsident withithe country cogde; ¢
25 of the IC sheet issuing country stored in the personal information
storage$ettividla (NO in Step 344), the control element 101 refers to

UpJO{knein¥¥n§wogékconcluded that the entry information
write command is received (Step S41), the control
element 101 of the IC sheet 11 reads the passport book
program from the program memory 104 and executes it
(Step 542).

The control element 101 determines whether or not
mutual authentication with the terminal device 13 is
established (Step S43). If it is concluded that the
mutual authentication is established (YES in Step S43),
the control element 101 determines whether or not the
country code of the entered country contained in the
entry information write command is coincident with the
country code of the IC sheet issuing country stored in
the personal information storage section 1la (Step
S44) .

If it is concluded that the country code of the
entered country contained in the entry information
write command is not coincident with the country code
of the IC sheet issuing country stored in the personal
information storage section 1la (NO in Step S44), the

control element 101 refers to up-to-date information of



20 the entry/exit informat on storage section | ,,a.. is, information

indicative cf the type of immigration, y or ex.t, cor_respohdmc to the _

largest record number, and determines whether or not the information 5 is

exit information (Stem S45). If it is concluded that the up-to-date_ _ _

information stored in the entry/exit information storage section lib is exit

information (YES in Step S45), the cortrol “élement 101 attaches the

up-to-date record number to 10 the date, time, country code,(;anddentryt

information j in the entry information write command and writes

them t?i%e eecrr?t% ezlgt%r%%rrjﬁ%%(%ﬁxé%rjaag Section 1t (Step84e) L 7 he:ﬁ,h‘at

the IC sheet ' £dransmits-OKrerinermal end infoppation..as,a f?ﬁmfag%%{%on,

to the entry information write command, to the terminal device 13 IStep

S47), Whérelpoh thé brocessing i tarinatedof itis cpmdflmjﬁd. d meSI?pd

S45 th ountry, code of the entered country contained in the -entry

2C infﬁm%%o%’w%%dcogrﬁr%%%m irslecsoinwcg ant With e"CBuntifedde Bfhat ion
5 IC sheetissuing couninrstored, in she personal information storage

section lla (YES in Step 544), the control element 101. refers to N |

up-to-date in%&n%étiohsofqﬁé@ﬁmittihﬁﬁm@lﬁgnLscb_oragedz&seoiroi"brmatlon

11b, that g%_ejgfom"la,tcigg ir(]quig%gi/v/@é }c{)fi ttheiy&er% a{rpm)lgrastltoonr, aegérysoercetxitén

corresponding to

11b is exit information (YES in Step 545), the control

element 101 attaches the up-to-date record number to
10 the date, time, country code, and entry information
contained in the entry information write command and
writes them to the entry/exit information storage
section 1lb (Step S46) . Then, the IC sheet 11

transmits OK or normal end information, as a response

15 to the entry information write command, to the terminal
device 13 (Step S47), whereupon the processing is
terminated.

If it is concluded in Step $45 that the country
code of the entered country contained in the entry
20 information write command is coincident with the
country code of the IC sheet issuing country stored in
the personal information storage section lla (YES in
Step S44), the control element 101 refers to up-to-date
information of the entry/exit information storage
25 section 11lb, that is, information indicative of the
type of immigration, entry or exit, corresponding to

the largest record number, and determines whether or
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the largest record number, and determines whether or 21 not the
information is exit information (Step 548) If it is concluded gnat the
up-t.o-date information of the entry/exit information storage section 1" b
is exit information (YES in Step S48), the control element determines
whether or not the exit information that contains the country cede of the
IC sheet issuing country stored the pe”rsoﬁél inOrmation storage section
lla is stored in the entry,/exit. information storage section 1"_b (Step 349)

If itis concluded 194paf the; exit i{‘£°r@"@%‘@ﬁfﬂ%&%%@@&”&thﬁFct"%“%( 48) .
code of the C sheet issuing country stored in the personal information

storage section 1ila isstoretdbuthecenipdexit ndormation sterage ntormation
sec-,-ion lib (YES in Step S49), the control element 101 goes to S_te_p ‘
S46, iR 155WRICRTIEPEErmS ehfry FITBmAteN Wt pEscessirg oif itidb is

concl B 43 that t utua' .authentication with the termjnal
devic;&lgciés %c%%%%b%sﬁgd NO@inlgte§§EB)l,%ﬁl is c%\{\“r,]%lucqoera%ﬁo tepsment

S45 and S48:that theup-tordaie diformation 20 stored r. the eaty/eXitn that
information storage section ?ib is not exit information (NO in Steps 545
and S48 “6r-fit ["Corrdlidéd ih SEFESAT thdtehe @xithinférmatior i tlat

contaipgthe £ouatny coge.of the [C, aNeet fssping country stored In IS

personal 25 information storage se&tion lie is not stored in the 5&%#3%-.

information istoragesseictionto b {NOHNtStePent ry/exit information
storage section 1lb (Step S49). 1If it is concluded
that the exit information that contains the country
code of the IC sheet issuing country stored in the
personal information storage section 1la is stored in
the entry/exit information storage section 11b (YES in
Step $49), the control element 101 goes to Step S46, in
which it performs entry information write processing.

If it is concluded in Step S43 that the mutual

authentication with the terminal device 13 is not
established (NO in Step S43), if it is concluded in
Steps S45 and S48 that the up-to-date information
stored in the entry/exit information storage section
11b is not exit information (NO in Steps 545 and $48),
or if it is concluded in Step S$S49 that the exit
information that contains the country code of the IC
sheet issuing country stored in the personal
information storage section lla is not stored in the
entry/exit information storage section 11b (NO in Step

S49), the IC sheet 11 transmits NG or abnormal end
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S49), the IC sheet 11 transmits Ng or abnormal end 22 information, as a
response to the entry information write command, to the termlngl device
13 (Step S50), whereupon the processing is terminated. the exit
informat-on write command is received, 5 as described above, the IC
sheet 11 of the IC boob 1 refers to the up-to-date information stored in
the entry/exit information storage section 22b. If the information is entry
information for the exited country, exit information is stored into the .
entry/e:z(rllflooringg%rmation stora%e section lib, and normal end information

is transmitted to the terminal device 13 if tife &hfry WEﬁﬁaﬁﬂh‘_ﬁWﬁT@t%on
command isereesivechdne 16 sheet dd.qgfers o the Lp:to date information

stored in the e_.t.ry/exi 'information s-=age sect on'_Ib. If_15 the
informatiGr BU@kipintdrmation:; ehtryrinformatiennisrstoredl.into the

entry/exit information s--o,-age section 11b, and normal end infqrmation (
is transmitted‘%;) %hee terminal device 3. Fhud’ thé fC SHEBeMd chiacks e ved.

proceﬁmw@immithbﬁﬂgtefm%n@QOSWQ%Q‘GIP%‘Pt g}?eSt?EeC_E)ook 1
information is oaired with information to be writ-.en. According to this

arrangefehit Sthedl G beok recomindalhe referstompast secerds :0f @niny/exit

info-mati [ he last 25 written entry/exit
info mgtlc%q:a?g d ter,mllpoes whether not t y.

. Nntry 1 nformation storage section 11b. If the
information 15 r@ht. Thus' er‘ﬁng g

information is entry information for the exited
country, exit information is stored into the entry/exit
information storage section 11b, and normal end
information is transmitted to the terminal device 13.
If the entry information write command is recelved, the
IC sheet 11 refers to the up-to-date information stored
in the entry/exit information sStorage section 1lb. If
the information is exit information, entry information
is stored into the entry/exit information storage
section 1lb, and normal end infofmatign is transmitted
to the terminal device 13. Thus, the IC sheet 11
checks the processing for normality by determining
whether or not the stored information is paired with
information to be written.

According to this arrangement, the IC book
continually refers to past records of entry/exit
information and determines whether or not the last
written entry/exit information is right. Thus, writing
of wrong entry/exit information can be detected. In

consequence, there may be provided a portable
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of wrong entry/exit information can be detected._ In consequence, there
may be provided a portable - 2 3 electronic dew_ce_ and a da’Fa contlra]_
method capable of higher re_iability control. This |nvent|on is not limited
direct_y to the embodiment described above, and i_Is components may
be 5 embodied in modified forms without departing from the scope or
spirit of the invention. Further, various~invéations may be formed by
suitably combining a plurality of components described in connection

' iment..For exam, e, some of the 1G =~~~
\(/:vo_ m poér? ge n%%%&%iﬁ%?g %1%] f%?ggcﬁngiaeﬁib%@ ither-may becdnfigggle of

Furtheéringre r eampoapatsiaceording t 1different embodiments may be
combined as required. In the present embodiment, for gxample, th_e IC
sheet. is expEEEe%l to'Yefétto the Up-tocdate IBiihfotmationstdreddin thae

- . ) . the
entry/ on, storage section llb and determine whether or not
stored%ﬁ%grg}(]agt?g}:&isrhpeaélr%ﬁgv%i%gthaeg-olﬁff%fm%ﬁ8n td Be“@WhtgReNts may be

Alternanively i howeverdQ sheet meybes Genfigured tgdefertopast o .
records o.f entry/exit 20 information stored in the entry/exit information

g e e i
- 10r. ) ) Al

Do Coneraa 1 S50t Al hat h8 dst o i s base ecoradsr
plurality of components described in connection with
the foregoing embodiment. For example, some of the
components according to the foregoing embodiment may be
omitted. Furthermore, components according to
different embodiments may be combined as required.

In the present embodiment, for example, the IC
sheet is expected to refer to the up-to-date
information stored in the entry/exit information
storage section 1lb and determine whether or not the
stored information is paired with the information to be
written. Alternatively, however, the IC sheet may be
configured to refer to past records of entry/exit
information stored in the entry/exit information
storage section 11b and determine whether or not there
exists any non-corresponding information.
Alternatively, moreover, the IC sheet may be configured
to ascertain that the oldest one of the past records of
entry/exit information stored in the entry/exit
information storage section 11b is exit information.

In the case where the IC sheet 1is used for a
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2S entry/ex=-t information stored in the entry/exit. information storage
section -Ib is exit Info--sat-on. In the case where the IC sheet is used for a
24 passport or the like, the entry/exit information muse. be handled more
strictly. According to the IC sheet of the embodiment described above,
however, the entry/exit information can be checked for authenticity with 5
reference to the history information. Tﬁus,%ﬁ‘ere‘may be provided a
portable electronic device and a data control method capable of

hignex:reliability contral, According e _present embodiment, the.
pc?rtagifé%e@iepgt%nig%e%i%g h?(a(lj?s)p;%fe:nwE egs]cﬁp ed %Zeaxﬁapsslprg%r? 6%18% lﬁfinmust
whichltlee G shieetisrhotinds Howevey,. thezpertable glectronic.deviee i$icet of
not limited to this, and this invention may also be applied to any other |
suitabld YeSRBIRATR Provigeaniite an 1 THio and ae trahsmitter/receiver exit

section fhatansmit.:and 43 reselves data o and fom external
equipment. The alternative device may, for example, be an1C-tag,

bankboekscrediteatd, cash card: passboekobheand; ncell phone, ateere may
Additional advantages and modifications will 20 readily occur to those
skilled i thé At TheréfoRrs r i ihve RtGiTinties Broader aspeetsds motiata

imitedt9, he spreiic detalls and repiesenialive embodiments, shown,

and described herein. Accorcﬁngly, various” modifications may@é Mad&

without departingeframiribeto the present embodiment, the portable
electronic device has been described as a passport book
in which the IC sheet is bound. However, the portable
electronic device is not limited to this, and this
invention may also be applied to any other suitable
device that is provided with an IC chip and a
transmitter/receiver section that transmits and
receives data to and from external equipment. The
alternative device may, for example, be an IC tag,
bankbook, credit card, cash card, passbook, ID card,
cell phone, etc.

Additional advantages and modifications will
readily occur to those skilled in the art. Therefore,
the invention in its broader aspects is not limited to
the specific details and representative embodiments
shown and described herein. Accordingly, various
modifications may be made without departing from the
splrit or scope of the general inventive concept as

defined by the appended claims and their equivalents.



25 spirit or scope of the general inventive concept as defined by the

appended claims and their equivalents. MCSLLP -25 WHAT IS CLAIMED

IS: 1. A portable electronic device which performs processing in response

to a command received from external equipment, the portable electronigsc gy | p
device comprising: a storage section which stores various pieces of

information; a transmitter/receiver secfiéR Which transmits and receives

data to and from the external equipment; a determination section which
determines whether or not @&#ﬁryli%f%%%%f%ito-date entry

informafion sfofedkin e Slo/a08 ecfien IEadentwith Uy .

information of exit information contained in a write command when the
writeceorarnmagd for weting axik infornationuis receiedythe from external
transmitter/receiver section; a writing section which writes exit information

IR PEBrEge $tdioR it ARdchcldst- by thecd stermpritioamsectivhrtbat

the couéri]trg information of the up-}lo-ggtes tentréxé information stored in the

storageseclion s comcident with the coURtA infofmation of tHe &gt ©F
information centained in the write command is stored by the storage
section; and an abnormality warning section which causes the
transmittet/reveiver seetigir to-ramsmitseresitt of wleterminatiosohts and
abnormality to the external ec%uipment if . _
receives data to and from the external equipment;

a determination section which determines whether or
not country information of up-to-date entry information
stored in the storage section is coincident with country
information of exit information contained in a write
command when the write command for writing exit information
1s received by the transmitter/receiver section;

a writing section which writes exit information to the
storage section if it is concluded by the determination
section that the country information of the up-to-date
entry information stored in the storage section is
coincident with the country information of the exit
information contained in the write command is stored by the
storage section; and

an abnormality warning section which causes the
transmitter/receiver section to transmit a result of
determination on abnormality to the external equipment if
it 1s concluded by the determination section that the

country information of the up-to-date entry information

stored in the storage section is not coincident with the



it is concluded by the determination section that the country information of

the up-to-date entry information stored in the storage section is not

coincident with the MCSILP -26 country information of the exit information
contained in the write command. 2. A portable electronic device which MCSLLF
performs processing in response to a command received from external
equipment, the portable electronic devT@ééomprising: a storage section

which stores various pieces of information; a transmitter/receiver section

WRIER transtiits HieR réCived dafattoSandfrdmitRéexterfll EGUlbmeRed in
q?;grruipgggn gg@&iﬂoar}%\&/hich determines whether or not up-to-date
in [ int

ormation store e storage section is exit information when a write
command fonwrtRg eptry isiarmationis rereiveckby ieeh performs
transmitter/receiver section; a writing section which Barites entry
ipforArRatioANe the siGrelgerseetion ifdt isxuheudeddnethecdbtémomatorrernal
sectipn that the Lg)-to-date igormaiion stored in the stora%e sectjon is the

Stinkdtaion4d BRabHormality Warhiiy Sectioh itich QHHSdsS te?
transmiffeg/receiver section i, transmit aesult of detepmination 0ns o ¢

abnormality to the external equipment if it is concluded by the
detérminatiansection that the up- to-date information stored in the storage
section is not

a transmitter/receiver section which transmits and
receives data to and from the external equipment;

a determination section which determines whether or
not up-to-date information stored in the storage section is
exit information when a write command for writing entry
information is received by the transmitter/receiver
section;

a writing section which writes entry information to
the storage section if it is concluded by the determination
section that the up-to-date information stored in the
storage section is the exit information; and

an abnormality warning section which causes the
transmitter/receiver section to transmit a result of
determination on abnormality to the external equipment if
it is concluded by the determination section that the up-
to-date information stored in the storage section is not
the exit information.

3. A portable electronic device according to claim 1,

wherein the writing section writes the write data to the



the exit information. 3. A portable electronic device according to claim 1,

wherein the writing section writes the write data to the MCSLLP -27

storage section if neither exit information nor entry information is stored

by the storage section in a case where a command received by the MCSLLP
transmitter/receiver section requires the exit information to be written. 4.

A portable electronic device accordingto’claim 2, wherein the writing

section writes the write data in the storage section if the country

RFGPRRAEBN COREIRG T theS &htHs InfErmAtion* feprBednts An‘isduifg t XY
qouRtryaf the partable electropic device,if up-ta-date information, stored

in the storage section is the exit'information, and the exit information

whish<oatainsihamsame country informationasthat etthe i iver
information is stored in the storage section in the case where the

tPETSTRIBe r/FeceiVier e ctibr réceies theayRRtdommBafd¥er wrihgshtry
information. 5. A portable electronic device according to claim 1 or 2, ,
which e SAoHERS £ SR GAT A Sebin Wi 2L 2.

siaeesenirwext ipfarmationand: historyinformation, and wherginthe n tne
determination section determines whether or not data on the history
informationsstoradhy e ehky/exitimfoymatidrostosagersectiontaréned in the
paired in a case where a command received by the transmitter/receiver
§Qﬁ6ﬁré&ﬁﬂ&?é%ﬁﬁﬁoﬁﬁﬁﬁ%ﬁﬁmts an 1ssuing country of the

portable electronic device, if up-to-date information
stored in the storage section is the exit information, and
if the exit information which contains the same country
information as that of the entry information is stored in
the storage section in the case where the
transmitter/receiver section receives the write command for
writing entry information.

5. A portable electronic device according to claim 1
or 2, which further comprises an entry/exit information
storage section which stores entry/exit information and
history information, and wherein the determination section
determines whether or not data on the history information
stored by the entry/exit information storage section are
paired in a case where a command received by the
transmitter/receiver section requires exit information or
entry information to be written.

6. A portable electronic device according to any one

of claims 1 to 5, which further comprises a module



entry information to be written. 6. A portable electronic device according to
any one of claims 1 to 5, which further comprises a module WISI.LP -28
including the various sections and a main body in which the module is
incorporated. 7. A data control method used in a portable electronic
device which includes a storage section which stores various pieces of
information and a transmitter/receiversettion which transmits and

receives data to and from external equipment, the data control method
COMPrsing I etB AT WHEthEE 6F Aet EoGmtfy fdttiatioRt Upt to-datech the
%g@/uipgor%atiﬂq St egrigglg%_storage section is coincident with country
information of exit information contained in a write command for writing
exit informationawhen dhe, write camprand fos viting exitisfermatien is
received by the transmitter/receiver section; writing the exit information to
théstoragesection Hor isbdstiudedthadelse eowrtpyrimfornrationiofithehich
\l#/O-to- date entry information stoHEed in_the storage section is coincident

[

Y e ety iRforation of e &Xit SRSH=HBN Toftained in the write
command; and causing fhe trapsmitter/regeivar $6ction 1o transmit cceives

result of determination on abnormality to the external equipment if it is
conciuded thati thercountsytiafarmatioqguattheratest anptry infarmation-o 1

stored in the storage
method comprising:

MCSLLP

determining whether or not country information of up-
to-date entry information stored in the storage section is
coincident with country information of exit information
contained in a write command for writing exit information
when the write command for writing exit information is
received by the transmitter/receiver section;

writing the exit information to the storage section if
it is concluded that the country information of the up-to-
date entry information stored in the storage section is
coincident with the country information of the exit
information contained in the write command; and

causing the transmitter/receiver section to transmit a
result of determination on abnormality to the external
equipment 1f it is concluded that the country information
of the latest entry information stored in the storage
section is not coincident with the country information of

the exit information contained in the write command.



section is not coincident with the country information of the exit

information contained in the write command. MGSLLP -29 8. A data

control method used in a portable electronic device which includes a

storage section which stores various pieces of information and a MCSLLP
transmitter/receiver section which transmits and receives data to and

from external equipment, the data coritrol “method comprising:

determining whether or not up-to-date information, stored in the storage

sectionfis exit iffdFAafHvheh £ Tonfifighd Fordwmig éht
information.is reeelved by, the transmittgrteceiver section; witing e,y ; o
entry information to the storage section if it is concluded That the
wpde-slaternfarmatiopisteres drthenstorage-segtionrisi exit information;

and causing the transmitter/receiver section to transmit a result of
determinidtion onrasfor it SR the Bxtetnhf e qbipmieitiitis iseshchsdat ves

that thchp-gg-f%a information s&ored in the st ragcerisec ioQ IS not

f:joairtwéident with the exitinformaton. & A data control méthod a%%gFﬁﬁglto

flaimda whersin thepyrite data is written to the storage section if neither
exit information nor entry information is stored by the storage section in a

case wherearcomimandvieceinved by the tramsmitterdteceivénsectiont ion
requires the exit information to be written.

stored in the storage section is exit information when a
write command for writing entry information 1s received by
the transmitter/receiver section;

writing the entry information to the storage section
if it is concluded that the up-to-date information stored
in the storage section is exit information; and

causing the transmitter/receiver section to transmit a
result of determination on abnormality to the external
equipment if it is concluded that the up-to-date
information stored in the storage section i1s not coincident
with the exit information.

9. A data control method according to claim 7,
wherein the write data is written to the storage section if
neither exit information nor entry information is stored by
the storage section in a case where a command received by
the transmitter/receiver section requires the exit
information to be written.

10. A data control method according to claim 8,

wherein it is concluded that the data paired with the write



10. A data control method according to claim 8, wherein it is concluded

that the data paired with the write MCSLLP -30 data is stored by the

storage section if country information contained in entry information MCSLLP
represents an issuing country of the portable electronic device, if up-

to-date information stored by the storage section is exit information, and if

the exit information which contains thé >§ame country information as that

of the entry information is stored by the storage section in the case where

ﬂ?é:%pﬁﬁnéﬁ(j’ FEI By hePtrRRSRaRteTRECEET sELtiGRYfEghiFes the
gp%x information.tq be yritten, 11 A data ¢ontrql method accgrding o o oy

aim 7 or 8, wherein entry/exit information and history information are
stosed nand-is imdeterminednuhetbet apnet dataoirthei stofed histgryi £ up-
information are paired in a case where a command received by the
transmitteriradaiveedactions fegime sekitiRformbbsn ¢ ey infefmagorpx1t

0 be written. _ C . . .
gn?ormat%on, and if the exit information which contains the

same country information as that of the entry information
is stored by the storage section in the case where the
command received by the transmitter/receiver section
requires the entry information to be written.

11. A data control method according to claim 7 or 8,
wherein entry/exit information and history information are
stored, and it is determined whether or not data on the
stored history information are paired in a case where a
command received by the transmitter/receiver section
requires exit information or entry information to be

written.



