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Maintenance performed on airplane systems introduces the possibility of
two distinct kinds of hazard: (1) direct hazard to maintenance and other personnel on the
ground due to the release of energy (e.g., electrical, hydraulic and mechanical motion);‘
and (2) hazard to flight safety from incorrect software configurations loaded into

0 computing systems during maintenance. Some previous airplanes have relied on physical
security controls and procedures to ensure that these hazards are mitigated.

The Boeing 787 aircraft makes extensive use of networks in the design of
maintenance tools and terminals for the airplane, introducing a possibility that a malicious
or accidental attack on the network might activate hazardous function unexpectedly or

5 cause the corruption of a system’s software configuration without the authorized
operator's knowledge.
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Another aspect of the invention is a method for preventing unauthorized
activation of a target function aboard a mobile platform having a network, comprising the
following steps: (a) placing a switch within a space aboard said mobile platform that can

5 be secured to block entry by unauthorized persons, said switch being switchable between
first and second states and being connected to said network; (b) generating an instruction
to activate said target function; (c) activating said target function in response to generation
of said instruction while said switch is in said first state; and (d) generéting a fault
message and not activating said target function in response to generation .of said

0 instruction while said switch is in said second state, wherein steps (b) through (d) are
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An embodijgamiveRfedtdt@oirprémise@n Wi || now be disclosed. Wile the
particul ar enbodi ment disclosed herein is a networked airplane, the

i nventive concept is applicable to any nobil e networked platform
Other aspects of the invention are disclosed and claimed below.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a flow diagram showing a method for protecting against
0 unauthorized activation of a target function in accordance with one embodiment of the
invention.

FIG. 2 is a block diagram showing a system for protecting against
unauthorized activation of a target function aboard a mobile platform in accordance with
one embodiment of the invention.

'5 Reference will now be made to the drawings in which similar elements in
different drawings bear the same reference numerals.
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The architecture of a networked airplane in accordance with anot her
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30application 52. Furthernore, if the target application 52 receives
a request or instruction W) 2008/ 018902PCT/ US2007/000824 fromthe
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onto the airplane network via the AFDX switch 42.

'25 In response to receipt of a user request to activate the target function at a
time when the switch 56 is in an enable maintenance state, the CMCF 50 will send a
verified request to the target application 52. In response fo receipt of a user request to
activate the target function at a time when the switch 56 is in an inhibit maintenance state,
the CMCF 50 will deny the user request and not send a verified request to the target

30 application 52. Furthermore, if the target application 52 receives a request or instruction



WD 2008/ 018902PCT/ US2007/ 000824 circuit breaker display application,
which is like a browser plug-in, incorporates the previously

descri bed woaoed/ohspozti on. This circuit breaker display mppUseatios
will be the gatekeeper in that it is required to not make invalid

L e reth e CMRCHBO indsing rBePtu bt aBhaREE £ in@ it b SBABE3E in
circuit diravibd mapbénaaeti siate( theetargétoagpitatippb2 evill send a2sdourifyl breadh fault

will send a security nessage to the CMCF 50 and not act
upon t hdNesspgesto be ‘F'ﬁ@aﬁatﬂf@n‘v" not act Upon the re@uRat @rpestiucken. Authorized
appar ent I I

eggbl e S%éﬂgﬁeﬂﬁé%‘?%eéﬁﬁlg p;e?sodvrfl?\gi gmoﬁéb I%'tt‘a F?%?ﬁtthgecé?gggc &mﬁl,‘[fc?hequest
beidg dedceiwed by the mrgeisamd)cahm 52 and take siepsri pregentribe GMGEtS0ofinem dxeing

to a res ectlveO nt en function. Alternatively, a single
mai nt en é’rTZWP aqﬂ?%eﬁ’éﬁ’ "Bt enance inhibit state may be used
to prohi b| t aI | mai ntenance functions, including but not limted to

ground tests, dat@nofiRd MaMteHanesi lunbicPrlen GAPCB6 protected from tanvidrlng or
the inventi on has been described with reference to certain

enbodi mes@bgtagetis Whe loaging feata inte dhengirerals’s enbrand campuiersh i agaordange with
vari ous ﬁgﬁ%ﬁnﬁmﬂgm & d;ﬁ&‘i‘rﬁ:eﬂﬂs‘n &4 I’ééﬁ%h@é‘&éa%wd Pg?rargaﬁéétte'ﬁ@e?gd szarone

menber s eparting 'fromthe sco I nventi on.
adddti orof thamalmedarﬁciecwrmm rdaya ban bedeaded Iatd:aam oabgadtocompuaer (i.e., target

he oo ARG 5 8 b ol 0 R R Borer
i nventi g3 NP diffa ldaldl mﬁ&laneéIamgw friafritéince "SRR @Bnﬁc&p&ﬁié&ﬁs 6 phéviously

t he best node contenf'p ated for carrying out this invention,
t he i nvelescobedvguard ipriinne while theteomputertts teaprogrammiedwith daﬁe rewperates

of the In the absence of explicit
I anguaggﬂgﬁ%ﬁ@‘sﬁéﬁ%ﬁb% }ﬂrﬂ?tsfgmtloﬁlg forth the order.in which certain

steps shoul d be perfornmed, the method clainms should not be construed
to Bequire that sﬂmmpbasem femeipt df Bruseh eequedeto load dhtacintd @cafgairc&)mputer

t ed. WD 20 8902PCT/ US2007/ 000824 .CLAI M5 1.
br event iaid WA NGBS SHtcla SBIS Ty aH anatle fpiNGNaRsR Ript, I dats load applicaton
swi tch dbsiapgesh Wetrha.ﬂt@aﬁee%enieheh vﬁﬁi@eﬁtfa%ﬁ t%(@stbtb%é Wgémnh%uter

unaut hori zed persons, sald swtch bei ng sSw tch a | e bet ween st an
Second diet wgetapplieatinacs? inefia. @érierraqumeato freceipt of iaguesir requeist tonlgad data

access 4,4 S-S AToMPte A% fing GRS SHRA 56 is in an inhibit maintenance state, the
0 data load application residing on the maintenance server 38 will deny the user request
and not send a verified request to the target computer (i.e., target application 52 in FIG.
2). Furthermore, if the target computer (i.e., target application 52) receives a request or
instruction from the maintenance server to allow data loading at a time when the switch
56 is in an inhibit maintenance state, the target computer will send a security breach fault

'5 message to the CMCF 50 and not act upon the request or instruction.

Another maintenance function that can be requested via a maintenance
terminal is the testing of circuit breakers. An airplane may be provided with a computing
function whereby circuit breakers can be opened and closed electronically via a circuit
breaker indicator control panel that is displayed on the screen of the maintenance

0 terminal. A special display application for circuit breakers is downloaded from a server
(not shown in FIG..2) onboard the aircraft to the requesting maintenance terminal. The



5di sabling access to said network, said signals being i mune from

duplication by unauthorized personnel. 2. The systemas recited in
claiml, fwoth@voigeeprising: a user interface for inputedrngseonmes2s
request that a target function be activated; Oa first conputer

pr ogr ammed activate said target functign if, predeterm ned :

Cond! ¢ 1 Gieuh dyBkere isBlay  afEAGSS whith L' ke ' oRAREE ol Shaprparates the
pr ogr anevibastp lelseriiadaggardr finEtor: T civLer BRakendisprRiyrapplitationt Will be the
activate said target function is sent fromsaid second conputer to
sai d fi raatekaspgrirethat it is egayirgd & npbaake inviadid requests, da taauest oty a circuit

swi teh iifohRortH 6 dit sihadd & & tinf\indh HeSGhRR a8 Ah ik RRind @ fhte,
user I ntertace | sal user request was recelve e’ swmtc s In
sai 8l sedhacistittbeeaker application (i.aheargehapplicdtibn 152t incEiGH @) ewill isend @ sty

programed to, issue a fault jndicator signal in response to receipt
Pr om cniRieati il ricssage & o CRIR St 01 K5 UPG e PaPal o MU tRTyot
function while said switch is in said second state. !®. The system
as recited in claifsHouldMiRr Rigdily dpdafem 6 perstANsidliddyinopRr a#lteat multiple
4. The systemas recited in claim2, wherein said network is aboard
an ai r plraistenagce gnablepsyitehes S& may Reprovideghondbe Hight deek, aghrawitshdeing
dedicated to a respective category of maintenance functions or to a respective
0 maintenance function. Alternatively, a single maintenance enable switch in a
maintenance inhibit state may be used to prohibit all maintenance functions, including but

not limited to ground tests, data ioad and circuit breaker access.

While the invention has been described with reference to certain

embodiments, it will be understood by those skilled in the art that various changes may be

5 made and equivalents may be substituted for members thereof without departing from the

scope of the invention. In addition, many modifications may be made to adapt a particular

situation to the teachings of the invention without departing from the essential scope

thereof. Therefore it is intended that the invention not be limited to the particular

embodiment disclosed as the best mode contemplated for carrying out this invention, but

'0 that the invention will include all embodiments falling within the scope of the appended
claims.

In the absence of explicit language in any method claim setting forth the
order in which certain steps should be performed, the method claims should not be
construed to require that steps be performed in the order in which they are recited.



5. The systemas recited in claim4, wherein said target function is
turning 150on an engine or a notor on said airplane for purposes of
testing. WD 2008/ 018902PCT/ US2007/ 000824 6. The system

as recited in clai m 4, wherein said target function is activati ng;lja
circuit bredt¥Y8ose a circuit of said airplane.  PCT/US2007/0008%

" The systemas recited in claim4, wherein said target function is

| oadi ng d&@llAIMSt o a conputer system of said airplane. 58. The system
as recited in claim4, wherein said second conputer is further
programed to perf ot systeemior atevenling Wwaathodzabagqrass togg fHetwotk, comprising
9. The systemas recited in claim4, wherein said second conputer

or ot ammed t o per f of AT OPessd wiih AEhedBaRel Sl Be et lleh o R v v
Mai Nt enancpatiBbiteRpertd s sBidamiunibemgawitshidle Salwbeh TirstchreGsaeohe Btavsalor
sai d nmai nt enance server, 10. systemas recited in

. ; S ). The . .
clai m 4, FpRREEIVENsGRNPraling AhlisIdonsl eraviing Agrass & s3d Ratware ARt a second signal
termgal pEQRY i idi | §igdid Hairk LAS Yt &
on so0d ol aPIRTReeet I BRI, 80, Sals ML IOUAS dm RACACH by
f unct i on. unauthorized personnel. 11. A nethod for preventing unauthorized
activation of a target function 5aboard a nobile platformhaving a

net wor k, conpri si ngz_t-rfplgs Qbh\ogsgglgg“&rrﬁﬁigﬁim1 quPer o H{igﬁ‘@) pl aci ng a

switch within a space aboar e plattorm can be secured
to block entry by unauthorized persons, said switch being swtchable
between first and skasadindterdacesfoaridpuiingng useinequesl thet satangetdunetion; be
(b) generat|. AN instruction to activate said target function;
(c) acti vé\ch‘f%ge(gai d target function in response to generation of said
instruction while said switch is in said first state; and

0 a first computer programmed to activate said target function if

predetermined conditions have been satisfied; and

a second computer programmed to perform a guard function whereby an
instruction to activate said target function is sent from said second computer to said first
computer if said user request was received while said switch is in said first state, and a

5 request denial is sent to said user interface if said user request was received while switch
is in said second state,

wherein said first computer is further programmed to issue a fault indicator
signal in response to receipt from said second computer of an instruction to activate said
target function while said switch is in said second state.

0 3. The system as recited in claim 1, wherein said switch is manually
operable.

4. The system as recited in claim 2, wherein said network is aboard an
airplane and said space is within a flight deck of said airplane.

5. The system as recited in claim 4, wherein said target function is turning
5 on an engine or a motor on said airplane for purpoées of testing.



(d) generating a fault nessage and not activating said target
function in response to generation of said instruction while said
switch i s wo2sesids®econd st at e, wher ei PCBUS087/(0824
through (d) are performed automatically by conponents 5of said mobile

pl atform t hat comgmnq@tsgs ta%"ré’clf%ﬂt o'l ﬁlm 14. w g?ig%eh%a?g%trﬁ%ﬁcﬁp is

in claim10, whereln sai s nanually opera
2008/Olm%lﬁi@wsmwme@mmcloseacwcwtofsdlaalrﬁlheenet hod as recited in
claim 10, wherein said nobile pI atformis an airplane and said space
isvvithinafligh 0

as recited in cf afm DS svakest 2 fedledingiimet. whateinissie 12i8¢t INAReE o fbading

engi ne CHatﬁudT@thoniﬁhtéradygte@n bPsaAdRirpladd. The nethod as recited in
claim 12, wherein said target functl on is activating a circuit

breaker to close a circuit of said ajrplane, further conprising the

sted of downl oadi g d‘%ﬁwﬁ@yaﬁﬂsﬂi%’atﬂ slaim ot whetein sair segesdscampuien is
d
ser v TR rBed B 8yt oL ARRRER Sy EAIRGE ©0 1

said ne I'S perforne
application. 016. The nmethod as recited in claim 12, wher ein said
target funct ion i®. I'Eimmygtematas iregiledainc olaimt 4r whieresai shidi squioad ecamputer

sai d net wo hod as .recited jn claim112
wher el n CIRises, A majptenan seVaEnhe 5oRBRGE & Tt SpBpdl prisramma.to
that is gHrR@maa Eshtiap rﬁ&hfe@léﬁ?:@ coRipuUting fIRECIINC BAN G ntdlMRHAhED terminal that
function. 518. The nethod as recited in claim 12, further conprising
t heO st epeagamunicates with said third computer via said maintenance server.
10. The system as recited in claim 4, wherein said second computer
comprises a maintenance terminal programmed with a display application for- circuit

breakers on said airplane, said display application incorporating said guard function.

11. A method for preventing unauthorized activation of a target function
5 aboard a mobile platform having a network, comprising the following steps:

(a) placing a switch within a space aboard said mobile platform that can be
secured to block entry by unauthorized persons, said switch being switchable between
first and second states and being connected to said network;

(b) generating an instruction to activate said target function;

'0 {(c) activating said target function in response to generation of said
instruction while said switch is in said first state; and

(d) generating a fault message and not activating said target function in
response {0 generation of said instruction while said switch is in said second state,

wherein steps (b) through (d) are performed automatically by components
5 of said mobile platform that communicate via said network.

12. The method as recited in claim 10, wherein said switch is manually
operable.

10



determning the state of said switch in response to receipt of a user
request to activate said target function, wherein said instruction to
activat e swododsatgyer function is generated, absent tanarT/UE007/000824
response to a determnation that said switch is in said first state

thane that “son betdckhe b B daheci A, P MhARE FOLHDb WP i an
a sW t chyjiameairisal shade i§ diinsd Mgt deokiol said diparieei ng swi t chabl-e

between first and second states; a subsystemfor performng a target
function; 5a first software nodule for activati n\% saj d subsystem onl

i f an instructionlfo IHermethadsas deeitadyin claimcta: okherein, gaig; tngpq:t@nyis
2868/ 3%@'8‘9!96?} %Jig@@l}#g%é@%tﬁ&ﬁ%ﬁd a‘?rﬁi%mg. second software nodul e for

perform ng a guard function in the absence of tanpering, said guard
furltion conpri si A§. The methed a$ reeitedi iy claimi 1t whereino saidotasgst function is
second sof.tware nodul.e to performsaid target functi | Spo to
ecel pt valg ARl dieaferiocistr Al ol S BrgaliSriyBR: AR RERESiepor
swi t ch idgpwnibaritgla idispidy abicatiorpfof ciialit BrRaRels Tebrh 4CEeradr abvard Ba&iki aifplane
in response to receipt ‘'of a user request to performsaid target

f unct i oo @hnainterangedIMIpAl fannestesaiossaid aghvprk: wherein step (b) is performed by
wherein | | . re nmodul e generates a fault nmessage and does
not act iség].@sélg?gbgﬁ%éé@?em if an instruction to performsaid target
function is received fromsaid first software nodule while said

swilch is in sai d16edbedmettmdeas gecited iuclaimet; agkereimdaidatarged fuhetion is
sai 0 03 Cikg' B30 o EmBEP of i AMHIERE G o RERAE™ ¢

17. The method as recited in claim 12, wherein said fault message is sent
to a computer aboard said airplane that is programmed to perform a central maintenance
computing function.

5 18. The method as recited in claim 12, further comprising the step of
determining the state of said switch in response to receipt of a user request to activate
said target function, wherein said instruction to activate said target function is generated,
absent tampering, in response to a determination that said switch is in said first state
when said user request is received.

'0 19. An airplane comprising:
a space that can be secured to block entry by unauthorized persons,

a switch disposed within said space, said switch being switchable between
first and second states;

a subsystem for performing a target functiqn;

'5 a first software module for activating said subsystem only if an instruction to
perform said target function is received while said switch is in said first state; and

11



20. The airplane as recited in claim 18, wherein said target function
I's turning on an engine or a notor on said airplane. 21.
The airpl awe 2as/msozted in claim18, wherein said targeeCr/useotv00082# S
closing a circuit breaker on said airplane. 522. The airplane as

ir ﬁtCiOt Sd C:Z)PYpﬁlt 2ir mo %8383%3 éﬁﬁ\&ﬁl@%@&dﬁl@?&%%ﬂ%iaoﬁhéra ragh HPtrdHRence of
tampering, said guard function comprising the steps of sending an instruction to said

second software module to perform said target function in response to receipt of a user

request to perform said target function while said switch is in said first state, and not

5 sending such an instruction in response to receipt of a user request to perform said target

function while said switch is in said second state,

wherein said first software module generates a fault message and does not
activate said subsystem if an instruction to perform said target function is received from
said first software module while said switch is in said second state, said fault message
0 indicating that said guard function has been circumvented or compromised.

20. The airplane as recited in claim 18, wherein said target function is
turning on an engine or a motor on said airplane.

21. The airplane as recited in claim 18, wherein said target function is
closing a circuit breaker on said airplane.

5 22. The airplane as recited in claim 18, wherein said target function is
loading data into a computer on said airplane.

12



