« WD 00/ 42563 Signature Recognition System and Met hod Background of the
I nvention 5 13 AUG 2003 PCT/1B00/00038 Field of the Invention T AG emqg
i nventi o‘g 03/4g6£ect ed to signature recognition and authenpitematdoR 0 038 e
_ particul a?l to a signature recognition and authentication sc enpl oyi ng
’unsupervrsed neural networks acting on vectors in high dlnen5|onal space. 10
Description of the EIOI’ Art Varlo es of@ra}&{s ctions require a party's
signature as an i ndi hQWBBW%FEC%a W&E‘P '8 ransaction. For exanple,
signatures are necessary for checks, credit cards and nunerous types of |egal
docunments. As a signature ®ftRHolsd gme@,wemg§ necessary indication of
acqui escence to a transaction, forgery of signatures is of great concern.
- Earlyy anti-forgery schenes required conparison by a person of an original

si gnat ure, ke n fi.le and a newy executed signature on one of the
af oreneﬁﬁi—a%ﬁé—%@f—%%%e = ments. O course, such human intervention is terribly

*time consum fige pRdeR ihRAtioMRLdifetlel 30 bi@natiel lcd ASd BPSIdNGtIATRA{onNg  pover ,
el ectronic signature recognition and “authentication systens have been
devel opadi, nBue hartigwledstotaspgnature chg@lllgmeﬂfbﬁuthﬁpmﬁ%swmece such as a

digitizin ad or table capt ure_ and d| aIJ I ture inmage
and the?’Bgllog g ué‘é‘t'petg\rllls?#]%?mgtng LT ?fg{j‘é On ouslgqﬁ 81&61{5%%%10%¥e t he new
sigpature to a previously- stored "aut hentl c SI ghature. For exanple, U S.
Patent 5,745,598 to Shaw et al. discloses a nethod whereby 30 a discrete
cosi ne Desosotien of the Paiatiddlonal transform of the stored signature inage is
executed. A ) image is

di vi ded int O%HH&IW%? ﬁo(lﬁf:[tQJnQ%;?ﬁ es a }r/é%r%%t[rﬁgg%teaqﬁlgﬁ?gttulsdgﬁf par anmet er s
based Oﬁbqﬁ)i’&cepfceltreﬂlht &ms@énont hhr dmﬁplel sagmamaemreaafsséxgrfm drecks, t hogonal

transform_ A sequence of feature
credit cards and numerous types of legal documents. As a signature often is the only

15 necessary indication of acquiescence to a transaction, forgery of signatures is of great

concern.

Early anti-forgery schemes required comparison by a person of an original
signature kept on file and a newly executed signature on one of the aforementioned
20 - documents. Of course, such human intervention is terribly time consuming and often

not reliable.

With increasing computing power, electronic signature recognition and
authentication systems have been developed. Such systems typically include an input
25 device such as a digitizing pad or tablet to capture and digitally store the signature
image and thereafier act on that stored image in various ways to compare the new

signature to a previously-stored “authentic” signature.

For example, U.S. Patent 5,745,598 to Shaw et al. discloses a method whereby

30 adiscrete cosine transform or orthogonal transform of the stored signature image is
executed. A sequence of global parameters is generated and the image is divided into
a plurality of strokes according to segmentation parameters based on the properties of

the discrete cosine transform or orthogonal transform. A sequence of feature
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consists of a mean and a standard deviation for each feature of the set. While such a

system is an improvement over known electronic signature authentication/verification

20  systems, this system is focused on the multi-terminal transaction problem and it too

lacks, the reliability necessary for superior signature authentication and verification.

U.S. Patent 5, 812,698 to Platt et al. discloses a handwriting recognition
system that includes a preprocessing apparatus that uses fuzzy functions to describe
25  the points of a stroke. The final identiﬁca'ﬁon of each character is performed by a
neural network which operate on “sparse data structures” to identify the character’s
features. The Platt et al. system is directed to overall handwriting recognition, not
signature recognition per se, and thus is deficient in the reliability of recognizing
and/or authenticating a signature.
30
Other systems for signature verification has also been devised in the prior art
as well. For instance, U.S. Patent No. 5,442,715 to Gaborski et al. discloses a method

and apparatus for cursive script recognition in which a digital signature is processed
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Other related technologies include Optical Character Recognition (OCR)

20  systems and hardware for use in verification systems. For instance, U.S. Patent No.
5,742,702 to Oki discloses a neural network for character recognition and verification
which translates characters into a matrix and identifies the characters using a neural
network. U.S. Patent No. 5,774,571 to Marshall discloses a writing instrument with

multiple sensors for biometric verification which includes pressure sensitive cells.

25
However, these prior art systems fail to provide an effective and particularly

reliable signature authentication/verification system which may be readily
commercially implemented. Furthermore, with the increasing use of the Internet for a
myriad of applications and transactions, verifying accurately and reliably a signature

30  on-line is particularly desirable.
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15 neural network to analyze the output of the hierarchical iconic zooming stage. It 1s

still another object of the present invention to provide at least one stage of component

integration wherein the response of the neural network is analyzed.

It is another object of the present invention to implement an improved Pi
20  neuron in a second stage of component integration whereby an improved response

analysis can be performed.

It is still another object of the present invention to implement in a signature
authentication system a means for assessing overgeneralization and effectively

25  counteracting the effects thereof.

In accordance with the present invention there is provided a signature
verification system that implements a unique combination of concepts to achieve the
desired verification and authentication analyses. One concept is recursive zooming,

30  which is a process that takes signature data and converts the same to a set of vectors
in high dimensional space. Another concept is execution of a cumulative ortho-
normalization process, a new method for calculating correlation ellipsoids or spheres

that contain a group of points in high dimensional space. While many other concepts
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e

di scussed in brief below and is el aborat upon in the Detailed Description.
15  learning, phase.

Thus, in accordance with the present invention, it is significantly more
difficult to successfully forge a signature since the forger not only must know how a
signature looks, but also how the signature is written. Consequently, the system of
20  the present invention also is very useful as a biometric authentication device and

method.- - - e e e

Generally, there are five main sub-systems comprising the present invention:
input, recursive zooming, unsupervised neural network and components integrator.
25 Each of these is discussed in brief below and is elaborated upon in the Detailed

Description.

(A) Input. The input component receives a signature using an input device,
_e.g. amouse, pen or tablet, and generates a description of the signature. The
30  description of the signature preferably is a listing of time and corresponding location

in x-y coordinates of the input device.
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(C) Unsupervised neural network. Unsupervised neural networks are a
collection of neurons that can learn to identify clusters of vectors in space, where each
20  neuron identifies a cluster. The network preferably operates in at least two modes. In
the learning mode the neurons learn to identify the clusters or a portion thereof, and in
the response mode, each neuron responds to vectors that likely belong to the cluster it
learned to recognize. In one preferable embodiment, ellipsoid neurons are used for
recognizing ellipsoid clusters. In another preferred embodiment, bubble-shaped

25  neurons are implemented for recognizing clusters that are circuliar.

(D & E) Component integrators, first and second stages. In the learning phase,
the component integrators analyze the network response to the sample signature. In
the verification stage, the component integrators compare the network response to the

30  signature with the data collected during the learning process. If a “strong” match

exists, the signature is deemed authentic. If not, the signature is deemed likely forged.
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(D & E) Conponent integrators, first and second stages. In the Iea;'ra f%" phase,

the conpBRMN*2?%t egrators anal yze the network response toFOTAB4IPIse

signature. In the ve}f' fication stage, the conponent integrators compare the
. netmrk%ﬁ%ﬁ—ﬁ@%ature with the data collected during the

| earning process. If a "strong" match exists, the signature is deened
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recur si g@esie;neimgﬂt%. in accordance with the present invention. Fig. 5
illustrates a dedicated ellipsoid neuron in accordance with the present
invention. 20 Fig: 6 shows main ellipsoid directions in accordance with the

present invent.iaon, Fi.g. .7 shows variances.qf proj . i ce along U, i=1,
2.9 n in %%’2%’&%5 gﬂgues %P%%Of;/pr?éntmgeseé'ﬁfs? e\f%ﬂ?%ﬁﬂhgﬁas?ﬂed Description of
t he I nvemddn@ionThe fol l owi ng provides a detail ed description of the preferred

enbodi nents of 30 the present invention, beginning first with definitions of

terms that are used herein.
Fig. 3 depicts two intervals taken with respect to a sampled signature, in

accordance with the present invention.

15

Fig. 4 shows a recursive iteration in accordance with the present invention.

Fig. 5 illustrates a dedicated ellipsoid newron in accordance with the present
invention.

20

Fig. 6 shows main ellipsoid directions in accordance with the present

invention.

Fig. 7 shows variances of projected distance along Ui, i=1, 2,....n, in

25 accordance with the present invention.

Detailed Description of the Invention

The following provides a detailed description of the preferred embodiments of

30  the present invention, beginning first with definitions of terms that are used herein.
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node hasDefipitions i nes (i n human neural cell <called - "dendrites") and one
output line (in human neural cell called - "axon"). The node learns to

respond to input patterns, which are received in the input lines 10

"dend I k...which |
Lot dent 175 Compiize: SPAEpRE8he S L AR b s RV PE s "o i thour

corre?a¥|on Wi t hout

ext er nal algoti @iV hiot oveilablz drrahmtlbsueﬁﬁanrretry - A mat hemati cal theory that
deal s with nmeasurenments of geonetric objects such that the nmeasurenents do.
not dbpend on any coordinate system Usually the values which are explored by

Curvet oSkl SEQEREL Va0 CYnpRsI LRI SvFADEARLs HOBRME fucliy 2t v 1Y (el

Curvat ure= gk3) are Intrins l"ar's. r| A ry °can be

repr esenztcmjtlbgllofemgﬂsnm n@feis Nibach uGangée H'd%eﬁpm)hnlaytmthn% rearal bel al so
represen%gd by, hi der neur ons, ma%ﬁh use Tensors or Spingrs . This also
has si grfaleg anide |aﬂ Pﬂ“eo‘éfévte]l“bep ¥man ngurgbeplicabed a1 ay@} “atThA ty theory

based on,ehiEzft g% %q 3 OHF patEpilion ofS0Ed B34 Bt ALY 1O

recogni ze patterns romt e lear erns but have common
char gct ef‘deddriaes™W t h the | earnt ones:. This is the nost inportant merit of
neural networks. It represents a type of data conpression. It turns the neural
networks into systens, which solve problens, which were not encountered

before. &QrOWhak-dd NhgLIENMBHEA! A REtMPh&wor vnﬁbmh RbYRikiny N whi ch there are

at least two “layers. Each layer is a neuréﬁ netmor The blrst | ayer is
usual | y dndestaistds 6ffigpetmattegisznd h@ddene:oerptaimn“mhehdscteﬁihlemmmmgpi| ve fields
can have different shapes but usually

15 Intrinsic Geometry - A mathematical theory that deals with measurements of
geometric objects such that the measurements do not depend on any coordinate
system. Usually the values which are explored by Differential Geometry and by
Einstein’s General Theory of Relativity (Ricci Curvature=Rkjgkj) are Intrinsic Scalars.
Intrinsic geometry can be represented by Tensors or Spinors (Gauge Theory) but it

20 can be also represented by high order neurons, which use Tensors or Spinors . This
also has significant value in the development of a new General Relativity theory

based on Self-Organized Neural Networks.

Generalization - The ability to recognize patterns which, differ from the leamt

25  patterns but have common characteristics with the learnt ones. This is the most
important merit of neural networks. It represents a type of data compression. It turns
the neural networks into systems, which solve problems, which were not encountered

before.

30 “What/ Where” neural network — A neural network in which there are at least two
layers. Each layer is a neural network. The first layer is usually made of different
sizes of receptive fields. These receptive fields can have different shapes but usually

one common shape is used, such as a disk (filled circle). The input dendrites within a
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“one common sha%g is used, such as a disk (filled circle). The mﬂ At‘%ﬁngrltes
wi thin a ¥OWH 6567 42563 13 AUG 2003 PCT/ | BOO' 00038 receptl \*/’QT/PM{OHU%econe t he

i nput of the first layer. This ye ca the " Usual |y the
"What " | a‘;i’éP“Yf’s figld decype F}iiedﬁplbo&g?’e flr’féh%bﬁ?fsjr;‘\iﬁ?yfﬁlﬁ‘ \}Vﬁ Yo gani zed
Conpet i t 'éa pat sldﬁﬂgl RStk v g mz}&%’fqil H@rmrnléuﬁﬁ@-n@hfch%r%b géipal or

processe ern via receptive tields (or Input Mask - a predefined shape of
5 conneci@garpredeCappetittvedsmisal nhisvorihahe “Weenid nktwask acan@(blke eneinaldr e and

therefore different areas on_t [ e ident by (i fferent "What"
neur ons. Pﬁ&FsseG@ﬁ‘é‘Frﬁlv‘%‘éffF}BWe5’&?‘%&5&@“ ﬁgdaf 58|Pa‘i‘? 81‘89? )(;Of"V\her e" network is

‘I ess than,hneedpes)ultiugss @E “Whar DRik 6k as a 166k @bl {4l a@f thefegore Wher e” net wor k

can becone the i'nput of the next "Wat / Were" |layers. This description is
t ypi cal alsffaenirwr@u@nltmmtmaratldmﬁeﬂi(b)’dhffﬂﬁml Whatt’ nsurops. Cﬁ?ﬁputl ng Ltd. and

‘t her ef differ f = f a Bili F
T e VARG SESFE WE FOP AT R e TP e Saft B P E A of the

Bi | i near FQnohSf @i@;ﬂx@t@ﬁ{ Thé Bulphi GEMMY eWRES neblok Binlicoeat tednpatof the base
vectors in which the Bil | near representation matrix A of the Bilinear Formis

di agonal thediextySWaki 2%fhiersy layers. Fhiscdeserimipnimhyelrah 28R MPBA N EHFHY8pr esent at i on

& odfvest BaeppofiaH R Lrh W BR i AP PR om RO, 1 nent s -

Vectors by which Hi gh Order Tensors can be partially d| agonal i zed. Usually
Tensors of third grders and above can not be 25 |ago aL ed (a Tensor A| i k
can not bEigspealuei’ed adilmerkEoxman dhg Yalugs of vectgrs Y far whis “ig # k, AiJk = 0).

Correl ati lgﬁﬁ ha @i (o) 8 %mjgrglm Lhabl es correl ations for Whl ch Al
equal s ;Xj - {]%)%’malri‘i!p. (gg {}I?l l(glundl'5 G owth - An unwant ed phenomenon in which
i nternal val ues of a neuron

15  “Eigenvectors” of a Bilinear Form -- the base vectors in which the Bilinear

representation matrix A of the Bilinear Form is diagonal.

diagonalization - A process by which a Bilinear Form representation matrix A
becomes diagonal.

20

Principal Components — These are the “Eigenvectors” of the correlation matrix.

High Order Principal Components — Vectors by which High Order Tensors can be
partially diagonalized. Usually Tensors of third orders and above can not be

25  diagonalized (a Tensor Ajj can not be presented as A=A and fori=#joriskor j#

k, Aj=0).

Correlation Matrix — The matrix of random variables correlations for which Aj; equals
Exix;-Ex; * Ex;.

30
Unbounded Growth — An unwanted phenomenon in which internal values of a neuron

grow too much. This problem can cause a competitive neural network to become a




grow too much. This problem can cause a conpetitive neural networK §oAb&c2iiB a
9 13 AU“C? éﬁ 00/ 42563 PCT/ 13300/ 00038 one neuron network (because the

ot her neyf ver win/learn). This problemis also cal IRd®e¢eMB8ati on.

Pi -neuron - A neuron in whi ch i nstead of using summations of |nput dendrites,-

a 5 rruPP?B?‘ire%lPFtb”r?n]i‘ £bqgaey. therAhsT RBUPBNGVE wsru%spw Thiearokiemisels®i stical AND
oper at O&al]e-ﬁ Qﬁggmﬁpmmtl on neuron - A neuron that perfornms an integral

oper at or i nput values. In our nodel we just use a first order neuron.

.I'n biol ogy, such neurons exist in the Thalanmus (an area |n the m d-brain) and

have inportant role in r|lo£,vbmt|ve?‘plo bi. ol ogi cal functions., Jnportant researches

about phl ASHAR —TeRPBPRIT YHAMERHEH Atsee ataps ©f npub dendiiesu@cher in Ger many.
(Tond ¢ RRidbIR¥aked B¥d. PPH@aéursﬂ&&%%u?&mw&dnmﬁfw(@)ﬁ@ eMpghani sis, by

Laut enbauscher, Roscher, Strian tosensory an Research Vol . 12(1)
pp. 59-75 (1995)) 15 Ga - Pl ease refer to "Adaptive Cooperative Systens" by
Martin Beckerman 319- 8.1 2}@3 (1997, John Wley & Sons, Inc.;

| SBN 0- 7’I’p8rfga@“ﬁ”%$“°’lf‘ﬁ§%r ”?ﬂ”@ﬁé tPEX %‘F“St%”nmé?étop?fé‘t%é’aﬁé? ative Systems"
by Mart jhuBeakey ouritBReodel 3Fust vkt -aFirstE8etheliod 1f $:88bGy, IAheWdRY & Sons,

Inc., |ISBN 0-471-01287-4). 20 Conmponent Integration - A process by which a

neur al mszrﬂke Vealithe&ntdneg ingh¢ fred dndin) peirtaye ahpertani odle ipptiméive exi st

| t ) t he system rese |nvet|on|s described in
ettt | BRGRelliths ginPSr b B D piRG DEROd PG PO GRNGLE o
aut hentdi&%b)DDf Qi ehba@ch&Nin YRRy of Tdne PP 58 REd Bjﬂ}bﬁl}htzl‘i’%"He&Pt roduces a new
concept for ‘using an unsupervi sed heural network for signature

aut hent YeaperohSyemafipe Mec lSﬁFhéJ}’|kﬂﬂéﬂﬂbawhcﬁoﬁpsa}smﬁtaw,adapt i ve cooperative

system ch uses ti o nsuper vi sed Neur al
Net wor k§°m7"lt?§e%fy andcﬂ Eoé esea% pr‘?t éégéggé%b&ages Each stage perforns a
mai N sub- process, shomn in

15 Oja— Please refer to “Adaptive Cooperative Systems” by Martin Beckerman pp. 319-
8.11.5,320-8.11.6 (1997, John Wiley & Sons, Inc., ISBN 0-471-01287-4).

Linsker — Please refer to *“Adaptive Cooperative Systems” by Martin Beckerman pp.
319-8.11.5,320-8.11.6 (1997, John Wiley & Sons, Inc., ISBN 0-471-01287-4).

20
Component Integration — A process by which a neural network verifies that different
parts of a whole pattern exist simultaneously.
Next, the system of the present invention is described in detail.
25

Description of the Preferred Embodiments

The signature authentication/verification system of the present invention
introduces a new concept for using an unsupervised neural network for signature
30 authentication/verification. The invention comprises an adaptive cooperative system,
which uses cooperation between different Unsupervised Neural Networks. The main

process is divided into five stages. Each stage performs a main sub-process, shown in

10




"10 WO 00{4 CT/ 1 BOO/ 00083 AUG 2003 Figure 1. As shown in the ifigupliGalbld
exanpl e 3‘?&%?46 e 1, the main process is divided into fi \?&TQP%@QQHM five

sub- processes as fol | ows; - Signature ling - The system.sanples a

-si gnat u?@gb@ lde/g? o l\ﬁﬁh%ﬁl‘lgfaé?(g?‘?@@pﬁ%ﬂéﬁgﬂel]@g?e ’PP’&[B’%‘}ICE ’Sg“éﬂg‘?ur e sanpling
i's inpl epRERGYEE offive RMbrocEledd KFolibd: transl ates hand novenents to

| ocati ons. The nbst comon devi ces are a nouse, nouse-like devices, pressure

sensitive pads, tablets, styluses and/or electronic pens. The signature

sanpl i ng sub- temcoll ects the device data and generat.es,a list of
ti g/ I ogati orﬁ%%‘g’r’:‘??uriﬁar’i@‘qgs? SFPHAPPLS ASTERBTE 23R8 3t an al so sense

" Pr eSSUr GefeléiR¥bhneRd1 300, M @E rratsii%ﬂm&@@axﬁﬁimg% RincAtdRehn fput on, as
P

different persons apply differen ressure in the sanme place in a signature,
a pr essufeyiogdhdtatnglaies hanst mpedniesds tegecrtions.t ee pegtswntmomdangds@re 4 or rel i abl e

-results since nmany..in evices do.not su rt pressur 1 surenments. On
{he. ot hdPoErmOCRHit SR sk St RN Rnr R O, AR E e SRR L her

i mprovedyeay. Thesigdstute samplifig Sutpsye&siIt@lcoRabeli@n® data Bidf@icaditsys lithe i nput
device provides information in sufficient detail to support the systemof the
pr esent qfﬁV’é%OFé)‘FPnI@@%ci fically, a preferable rate of information is at 20

| east. about 40 sanples per second. Wth |lower sanpling rates there typically
is insufficient information to characterize a signature. Furthernore, the

signature sdrpnogl pacoassnphadhded @nalsoosntigesuaerTiofughaliout one second or
nore. B - Predefined Process - The systemtranslates the raw data into high 25
di mensi dRfay@ation ean bs ugd éorputhspieation, ssahiferppresaps @pplydiffgishesent t he

bi omet 1 i.¢. AN in 9RO d15ccGhARsLEE, Sl fyahiBel Shphe. The vectors
represe tea unllnque "\/éua.te / \?\%g‘r e" ’ar% ylsn:%sv,a \aﬁieéfﬁtgir}??eer ﬁralrjrllthe concurrent
Cooper atpragen! Whantign fovfediable reseits aincomanp ipsit dnadeg siosiot Fippomgirhgsdret ends t o

o e B SIFTR 681 5L B PRk L e 7 €1

further improved by the addition of a pressure measurement.

Preferably, the input device provides information in sufficient detail to support

the system of the present invention. Specifically, a preferable rate of information is at
20  least about 40 samples per second. With lower sampling rates there typically is
insufficient information to characterize a signature. Furthermore, the signature

sampling process should take, on the order of, about one second or more.

B - Predefined Process - The system translates the raw data into high
25  dimension vectors, Figure 1, element 200. These vectors represent the biometric and
geometric characteristics of the learned signature. The vectors represent a unique
‘““What / Where” analysis, which differs from the concurrent Cooperating “What /
Where” neural networks analysis. The method tends to extract Intrinsic Geometry
correlations.
30
More specifically, in the predefined process a recursive zooming process is
implemented whereby time/location pairs generated by the signature sampling are

reconstituted into a set of high dimensional vectors. All the results of the recursive

11




‘for both the zooning in and coordi nates generation. However, in a preferred

i npl enented whereby tinme/location pairs generated by the signat ur1§ Mﬁplzp%
are reconstituted into a set of high dinensional vectors. Al the results of:
the recu&14pE2%3 13 AUG 2003 WO 00/ 42563 PCT/ | BOO/ 00038 zopmi/mepoanessr el ati ve
to the sanple signature. By using relative neasurenents, dependence on size -
and r ot aberomgiase saivtdd theEaotplhsighatdiemdhsisimatelatbetmeasinenganer at ed by

recursi ver%% f ocusi nzq %{5 smaller 5 and smaller details of the signature. Each
step i nIERBARREOBSLZY FYWLIaLPN I detai | s (defined by a shorter tinme span)
and generates nore coordinates in the vector. Various schenes can be devised

enbodi ment oEathieighrdememsioriahvents iogendrhted py eckafrsinely fpcwsorsen smpalédrer abl y
gener ates, 26 di nensi onal vectors_using 13 iterations. Vectors are 10 generated

oo TorT Bkl TEBR R B R T Bt PO ShBORS T Eaeeon | s betveen |
50% and gcf9% B asher & iIRaS efalt o t@BRIRk 2 W ihe (Bdod e i me peri od

. : }%?ar‘idg% ! .
exam ned in the second to"13"h iterations is 70%of the tine period exam ned
in the PMesvioubemteean beotevised dor(wth Teezopimmg peandocbordingas Pericrdrat i on i s either |
inthe start of the.ti Lio f. the previous iteration, or inits end (but |
not in ﬁﬂ&'ef"?ﬁ oo %r)eferfge eﬁgp@ﬁ’mf‘groif}?eo‘?{e%fgﬂgwfﬂﬂo%é ‘?Hrieﬂ%ﬁ’ée? R'8°#fie vector. |
These C%?Qhﬂ?g@ﬁ%@&@26@ﬂh&&éh&{aﬁdecftdr@'ﬁkihgq3Qieﬁ'§tﬁfrﬁn%ct%!§£}g the X and Y axes
bet ween i nput” devi ce position at the start of the exam ned tine period, and
i tslposptricoatedaas foilowend. To avoi d dependence on the size of the signature,
the differences in |ocations are divided by the distance between the input
device locations at the start and the end of the tine period 25 exam ned in
the previous iterah)iPhbtithe padsh bipiined HANE (i 6fepdtARliY blSvelh QU¢HRM a
di vi si on-by-zero prevention algorithm It should be noted that the above
descri bed percent ag&pf therignatire smedxathisterg 2d0k he nunber of iterations is
nerely an

(b) The time period examined in the second to 13" iterations is 70% of

15 the time period examined in the previous iteration; and

(c) The time period in each iteration is either in the start of the time
period of the previous iteration, or in its end (but not in the

middle).

20 Each iteration adds two coordinates to the vector. These coordinates are
“calculated from the difference along the X and Y axes between input device position

at the start of the examined time period, and its position at its end. To avoid

dependence on the size of the signature, the differences in locations are divided by the
distance between the input device locations at the start and the end of the time period
25 examined in the previous iteration. In addition, there preferably is provided a
division-by-zero prevention algorithm. It should be noted that the above described
percentage of time period examined and the number of iterations is merely an
example of one embodiment of the present invention. Theoretically, higher
percentages (of time period examined) and higher iterations may be used which will
30  yield better results. However, such increase in percentages and iterations would
require increased computing and system capacity. Thus, under present state of
technology and economics, the above embodiment has been found to provide

sufficiently accurate results considering the economic costs.

12
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nbodi nent of the present invention. Theoretical l%gsshi gher

on
per cent a‘@'gsoof"g?(sti me period exam ned) and higher iterati oﬂ?ﬂ?&?ﬂ’ used whi ch

~will 30 yield better results. However, such increase in percentages and
iterations would require increased conputing and system capacity. Thus, under

present state Qfinsupb&eRROHRGYOANRE pEEERENIEHonkits e @nenRdl st has been
found to provide sufficiently accurate results considering the economc

costs. k2mk3he\IuER003cMEn0ONI2E683HEWHGCE 6008R Wy the Uwagsaenteded Hi gh O der

i nci pal . t t ti - Th I th I , at
et or entes Fater BIE SOBERN KRSt REAEBR 1 R DRI Besnar el “Vectors in a

* hi ghs di sgpsdRAtsRagicNkirais iPRaggue Mrethdd T hepsiheipalisfbpdientici pal 5 conponents

elliptic extraction in a unique nethod. The principal conponents
(" Ei gen{&tgenvectoranand HEigemxadegesf thefcorrplatienmatiataroerleeatedupinge cal cul at ed

S O R Rl o 1 S

t he use® atm on. feover, the

vect or s, edrrélgorpmhinikiapdlit’s GlapérRgiehtbrr®dieslict QB¢ LedsrsAYhapiindiged doubl e
precision 8 bytes variables. Only the 10 "Ei genval ues" require double variable
types. dihipsqid BirdirestionnBey nelerred denbls parcisieh bistes vaadhles QY 861 ved by a

digital. I5on 1  4S] i ha' | ution or

Ui ntfcor E2ARISNES R PO GoutiP a1, BB A ph e B B A IS T o

rul es ofhe'ellBolds §s'sohedronsdigitdl dondiviohesthsahalsysingsdfugonsesuth anSr'ons 310 in
unsupervi sed neural networks 300 learn to.recognjze clusters of vectors in a
hi gh di $w&noNdrngksns godehd hijeHgital condiggp slimyatesrbeiss of RymthmeRt vectors are
fed int ‘ b neuron cl osest to the added vector adds it to the
cl uster&l%smﬁeg%%zég?rggﬁd nodi fies the location and size of the cluster to
reflect the information gained from addi ng the new vector. The system 20 uses

a "standard" neﬁral get. 'k, but vm't[}, bwo variatiﬁns. he fi%s variation is
an 1unboundel YPEWHIPUP &18WRT W WS LD PRSUBFRUSSHESHE DB SR ¥ om gr owi ng

t 00 MICRAmSE ré®ghRe CRERINGZR RIS iVERLR IS A%idal §29E NTht @eserkl NGl € cluster.
This rule is explained in nore detail |ater herein. 25 The second variation

i s a unicamengychems is thithe jvectorsae fedrinfojtheiheiyorel hergHremglosest to the

added vector adds it to the cluster it recognizes, and modifies the location and size of
the cluster to reflect the information gained from adding the new vector. The system
20 uses a ‘“‘standard” neural network, but with two variations. The first variation is an
unbounded growth rule, which is used to prevent one neuron from growing too much
so as to recognize all vectors as belonging to a single cluster. This rule is explained in

more detail later herein.

25 The second variation is a unique process that is used for finding the resultant
ellipsoids. When using ellipsoid neurons, each neuron learns to identify an ellipsoid-
shaped cluster. The problem is that the neuron has to find the ellipsoid’s main

directions and sizes.

30 The standard approach to finding the ellipsoid main directions is to calculate
the correlation matrix of the distributions of the vectors along each axis. The Eigen-
vectors of this matrix are the ellipsoid main directions. The Eigen-values of the

matrix are the variance of the vectors along each of the main directions. When taking

13




el i psoids. Wen using ellipsoid neurons, each neuron |learns to identi f% %h .
el | i psoi d- shaped cluster. The problemis that the neuron has to f{gdAtlbe 3
el | i psonD 8o/s%bh di rections and sizes. 30 The standard appcoaBdv/doesd i ndi ng t he
ellipsoid main directions is to calculate the correlation matrix of the

di st ri buiel ORssoff sitdraobeawiveshasianiarédeviadot Sond bahHfgenmainect ors of this
matrix are the ellipsoid main directions. The Eigen-values of the matrix are
the var@serionsfthe gRipseidcayys 8F vref tharectem, hHe dplnng therdeH$Tons. When taking 13
WO 00/ 42563 13 AUG 2003 PCT/1BOO 00038 the ellipsoid sizes to be twice the
"standard devi ation along each of the main directions, the ellipsoid covers
95% of the vauteaigor driwbaditeffithis agpioheh Glthatvarenevdrer meny wectalriawiiaed of this

approach i s that whenever .a new vector is entere .to the net k, the .
cor rel alo A nelYarkxthe KeUFlat Mg aathedld baepdated, Ei“g@ﬁiﬁ%"d’t‘lﬁ‘?%or% HH%HA’I%J be found.
For | ar ri , ' : I r | um ng. Thus, in
accor da%ggdm\i\n%t ﬁ%ﬁgg%ﬁl‘é@éﬁ%, hlotﬁva(\a]%rt’ %%Bﬁ% Sesrlgv%l@ %’r‘%%/ﬁgdq&gg nmet hod call ed

Cumul ative Ortho-Nornalization which is a unique nethod to find the main 10

directions and si.zes of ellipsoids and/or spheres. The thod s based on the
observation tihES 1B Aecoxdanee Jathghe arasentiRveRyPhtt§ereqs BWé“q‘?gerﬁ’?ﬁﬂ% e of the

el i psoj i iy _}f@jﬂﬁ- LSO HiPR is a7 %h Wiodht®Endlihe HR§ vectors in the
cl uster%aq{eﬁce&%%m]a%?bgg Ot 89& 0(r?lma 1i gést? oﬁaﬁéﬁgﬁ coml)]ut ees t he average of
al | 10t hedivetions and hiats off @lipsoidsrad/dnephephelte ranthod hebaseden e of the vectors in

t he other hem sphere. To find the other 15 main directiqnps of t.he ellipsoid,
the prp‘é‘é@ﬁ‘fﬁ‘@“r‘%é%"t %‘ff,ra&?lﬁr}agé HPPINEREN OPRBEMEHRESD ﬁieséi[}ﬂﬁ’ﬂé P‘i”staI ong the
mai N di { S6L N afreUNh, S {cRbur!Er ﬂP@)Terv%%FsdinftBQBT'uEt@E th&/€6i@la8ive Si zes are,
again, conputed as tw ce the standard deviation of the vector conponents

al ong t OethoaNomdilizegen mathod 20mpoteavini averdge ofi@dhe vectrethgereanlonthe vectors
whenever

a. new vector is added to t.he ne rk,. the syste ssunes that the
new poi }h‘imbT’Bgf%re 4B t}&ﬂf&ﬁ:ﬁé‘e ?ﬂ@eé'\(?‘étf’gglé tB?Ot%\é\%berWﬁ@?ﬁre’t?ﬁﬁ??gltﬁeeOtgffst emcan rely
on the giafeahé@Ras 8Nthe2lZRsId MeNHo@kt &repdied, Buedchtisne/ &8s or was added. The
inmplication of this assunption is that the ellipsoid

components that lie along the main directions found so far are subtracted from the
vectors. Sizes are, again, computed as twice the standard deviation of the vector

components along the main directions.

20 To avoid the need to average all the vectors whenever a new vector is added to
the network, the system assumes that the new point does not change the average by
too much, thus, the system can rely on the directions and sizes found after the
previous vector was added. The implication of this assumption is that the ellipsoid
found is an approximation of the right ellipsoid. This approximation becomes better

25 as the number of vectors increases. Several hundred vectors result in an

approximation that is sufficient for all practical purposes.

It should be noted that analysis of the clusters created by the recursive
zooming sub-system shows that these clusters tend to be circular. As such, ellipsoid
30 neurons have little advantage over circular/bubble-shaped neurons. Indeed, it has
been found that an advantage of bubble-shaped neurons is that they are symmetrical
and as a result, there is no need to find main directions, thus improving the learning

time and reducing the amount of memory necessary to implement the system.

14
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the ellipsoid neurons discussed herein. D - Conponent Integration - first
stage - Conponent integration 400 is a 15 nethod for verifying that the
geonetric and Ibi Getpohentdowpemient-Jirgtfstagee Caapaortent mitamatianr490abgo exist in a

conpared si ure...Thi thod relies.on three type uni gue neurons as
f olrrFo‘\ﬂ/s r?@gfﬁ?&” VeRfyangy F&F(’@G‘ﬁ%‘}ﬁ{‘g@ HR2Uf SW?P%%B&ES’%}‘? pe‘f'ﬁlg Aver age
Tenpor al SUBTRE hikP eRRUINA sordpiPed signature.

This method relies on three types of unique neurons as follows:

20 D.1 - The Temporal Summation neuron, 410
D.2 - The Average Temporal Summation neuron, 420

D.3 - Pi-neuron, 430

D.1) Inthe Component Integration - first stage, each temporal summation
25 neuron 410 learns the relation between the number of vectors within an ellipsoid and
the total number of vectors. It remembers the average of these ratios and the standard

deviation.

D.2) A second type of neuron, the average temporal summation neuron 420,
30  leamns the average distance of vectors within an ellipsoid. It learns the average of

these averages and their standard deviation.
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D.3 - Pi-neuron, 430 D. 1) In the Conponent Integration - first st‘h@eAU@a?;ﬁ%
tenporal sunmation 25 neuron 410 |learns the relati on between the nunber of
vectors Wopi45&n el li psoid and the total nunber of vect orrcT/IBOO/GOBBENTDEr S t he
average of these ratios and the standard deviation. D.2) A second type of .
neur on, the avé)dde Riergpornad30suaitiptbothe nedtistienl 480ance IP theekrsrtsvot he aver age

di stance of vectors within an ellipsoid. It |learns the average of these

aver ages and 1HE™ st andard deviation. 15 13 AUG 2003 WO 00/ 42563 PCT/]

B0O0O/ 00038 D.3) The Pi-neuron 430 nultiplies the statistical distance of the
last two neurons. E - Conponent Integration - second stage - This neuron is an
i nproved Pi 5E n€ompan&00nisperien r,seemidi kapea- ThigukamonRs anéupooved Rat nul ti pli es

unprocessed vaglues, it orts its input dendrites in a descendi ng order of .
i nt erfsi CREEon g Yhesgia: v St TR T P-Gen ﬂﬁ%@@k%ﬁl@»ﬂ%%ﬁ%ﬁ_@%ﬁi i plication
I's | ess {hansane ddiiei el ke Bl lor8aSS i @ﬂﬂﬂ@@%&"ﬂ"ﬁ& thbBinSininigdex has its
greatest value. This neans that too many %enpora éunnatlon and Aver age

Tenpor al soBadnralek for wigiah dresmnkipbicationi ig lest dnaamd. The thayinadlivoorst cablon- Doni nant

Characteristic Extractor means 510 i rqQvi ded, ich extracts the npst
devi at e aBQCW}Ieﬁﬂ;’ﬁi”ﬁ X8 1 grealegt V/%Pgé[g“%’f“eé‘ﬂsa altoq TeEY at BN 2or  vari ances.

AS a resSUrﬁmQtfontﬁidSA\aé?%é/'Féxﬁporﬁlrﬁﬁ%%im&ﬁbﬁﬂeﬁgxﬁ%ié fenapgor mal devi ation

from 15 the conpared/learnt original signature. Ina nore generalized
expl @nat deyrationh NopelP poseind Chirheten g mploxteattorimeang 5a0 s pioyidedpwheehch t he neur al

network response toQ .a Sjgnatur .t h.the neural netwoyk,response to the
sanpl es eﬁ‘%&@? g@d“?sg dFYﬂ&{e%g’é'rrﬂ?lﬁBWﬂ)’h%%.50138(?"%]88%0&‘@?5%{%fj‘é‘,'lgté‘?morfor each 20
neuron, {JJdagndeguron response to the signature is cal cul ated. The neuron
response to a signature is represented using two nunbers. The first nunber,

which is naned the "global response,” is the percentage of the vectors the

nheuron r esponlgsegretsﬁh o}_ﬁgs analysis, the system calculates the abnormal deviation from

15  the compared/leamnt original signature.

In a more generalized explanation, the purpose of the component integrator is
to match the neural network response to a signature with the neural network response
to the samples provided in the learning phase. For each signature, and for each

20  neuron, the neuron response to the signature is calculated. The neuron response to a
signature is represented using two numbers. The first number, which is named the
“global response,” is the percentage of the vectors the neuron responded to. The
second number, the “local response,” is the average of the distances from a vector the
neuron responded to, and the center of the neuron.

25

The component integrator measures by how much the response of a neuron to
a signature deviates from the average response to the sample signatures. These
numbers are then fed to an improved Pi neuron 500, whose result is the measure of
matching between the signature and the samples provided in the learning phase.

30  Improved Pi neurons are components that operate in two modes. In a learning mode
they learn the number of significant inputs they have and in an operation mode, they
output the multiplication of the significant inputs. A more detailed explanation of this

aspect of the present invention follows.
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second numlyede426ése "1 ocal response,” is the average of the %ﬁhg@&@g%fwgm
vector the neuron responded to, and the center of the neuron. e
conmponent integrator neasures by how nuch the response of a neuron to a
signature deviates fromthe average response to the sanple signatures. These
nunbers are t héris hgdn h@edihat terbyeddiftussauneon] bt exahpseofitBspickerdts t he measure
of matching between the signature and the sanples provided in the | earning
phase. 307VAPFYYVAde BMHRIF SR Y sPIEcledHp SBMCEd tRACOFHEFNEYE n two nodes. In a
earni NG mdfmaAidakid6adh SMAUIMELL O ShaBlhiA oolBilids ey have and in an
operation node, they output the nultiplication of t significant inputs. A
nor e det aadcediaprpivathane embodintchi of thagpsett infentibe apd.ademttelypiewtthon fol | ows. 16
WO 00/ 42563. PCT/ 1 BQO/ 0038 13 Ql{G 2003 1t .is agﬁl n not ed thaf t he above

di scussesCHEF &YYCBAYERTES eV tle bR Prudimgthe PHIEERCES REWVEHRICAEHRE nder of thi s
di scl osur gnd SntpaR6t ed to a conprehensive mathematical discussion of each of
t he above sub-systens or conponents in 5 accordance wth one enbodi nent of the
present invention and, ultinmately, how the entire systemfunctions as a whole
unit, inc ing the differences hetween | earning and conparison. Mthemati cal
and Corrpr&‘ré&f?’?‘\%gﬂ@gépmﬁ? SIIEB@%’?H{’,O’% he signature authentication system of
t he pfgesent invention conprises five sub-processes or sub-systens as follows:
A - Signature sanpling, 100. 15 B - Predefined process - Bionetric & Geonetric
Anal ysi s, 200. Ag@n, thefsighat@ragahepticatednpgyisteooeipiba erassnigryengion comppeescess, 300.

D - Conmpopent .l nteqrati - first age. process, 400. E - Conponent

I ntegrati gﬁe §Ubé%r8§% essotrglér}%%srt%ﬁségss{%hgg& 20 A- Signature sanpling process
Sanpling in the present invention preferably is inplenmented with a personal

A - Signature sampling, 100.

15 B - Predefined process — Biometric & Geometric Analysis, 200.
C - High Order principal components extraction process, 300.
D - Component Integration — first stage process, 400.

E - Component Integration — second stage process, 500.
20 A- Signature sampling process

Sampling in the present invention preferably is implemented with a personal
computer 20 with any attached standard input pointing device, like devices 21, 22, 23,
24 shown in Figure 2, or any other like device. An application running on personal
25  computer 20 samples the human signature in real time (by using a high priority
thread) at a sufficiently high constant rate, preferably approximately every 7
milliseconds. In a preferred embodiment, the signature sampling process is initiated

only when a click event occurs. The following three-dimensional values are sampled:
30 ¢ X —x coordinate.

®* Y -y coordinate.

e At-derived from the constant sampling rate.
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conputer 20 with any attached standard input pointing device, |ike 1@%‘5&%@,‘ |
22, 23, 24 shown in Figure 2, or any other |ike device. An application
runni ng 0 p¥sasegnal 25 conputer 20 sanpl es the human si gnatrgmasocooosal ti ne
(by using a high priority thread) at a sufficiently high constant rate, .
pr ef er alilhesappeotinnaiseinyveeies yre buffietdd in@ecanddata hitayd Pipairgsednenmbodi nent, the
signature sarrpgi gg&@:fgfcgss isinitiated, onlé when a click event occurs. The
fol | owi HBTEnIndas GRa@i BREFaY dpig 8T aRr icidamillye thegtick xaluenpyodidibhate. v - y
coordin - (#1 . SRl 17 13 AUG 2003 WO
00/42563E§%%Vﬁ%5%ﬁg%€ggﬁ%ﬁi&%“%i?%%@ggﬁgﬂgﬁgn veéfggg%%%g“guffered into a raw
dat a ar résconShgmiatointes Foeherndiré,faad ai mentienddemrgtiouds, idesnde manvy idatta array.

I nci dentally, %[‘}e click val u«i may also be relied ugon as an ,adg tional
f eat Ar e AKYPINY CYICHE FHYNPITATHIS VA RESSHE RISENTE DRsd 19f Be BINNIATRIAN AdieMt s

Fur t her iR & oARdpRSerd TRl drBBRd ERMEVEOUSHY i in0l nting

devi ces can %ot Péarr(f:)l e tr?e pressure; prééggg}gﬁﬁgg‘&%ﬁﬁéeg@pﬁnﬁp red in a best
node of viahesplf €sgmessirey edburtndinkdoweuenn be gk figedahndpar exani rabe adewatee f or
sanpling. val ues, of.the pressure, fourth dinension can be defined. And, an
even morEHMEE PRSI IGEgRSTPE AU YA G BFF A08HBE) GERPEPEA by usi ng thi s
addi tional dinension. 10 B - Predefined process - Bionetric & Geonetric

Anal ysis. In this process the purpose is to convert the three dinmensions raw
dat aovect or s Bt Bradefhediprosessi-obiometine & Georetrit Matalyspeci fi ¢ application the
conversion process translates the three dinensions vectors into 26 di mensions
vectors. The conversion 15 vectors are generated, by a hierarchical zoom ng on
the time inteapv@kprolesd the g%hg{aamb%onv&p{he%%%kﬁens 3Rtk wcpat ur e

consi sts of 201 points, 200 tine intervals of 7 mlliseconds each. For such a
si gnat utte higindimenagnofec@s. Inibatgperihs rppladatipo et @niversiopyirbeess The time is

| ncl uded. | 0 {% ARf A EASX, DSt ARG LM O, UB 10,200, 20, Thefi Tt

hi erarc zoonmi'ng w on e The system
usegssevet@ks aegerih@tl] Ba hixiashias Zbohiogwen heuRRORerlAldbS ithaigRarent ation rate

For example, a sampled signature consists of 201 points, 200 time intervals of 7

milliseconds each. For such a signature, an array of 201 two-dimensional points is

built. The time is included in the array index beginning from 0 up to 200.

20 The first hierarchical zooming will be on the time interval from tp to tyax. The
system uses several segmentation rates as follows. Suppose that the segmentation rate
equals to 0.7 and two intervals are chosen; one interval is between 0 milliseconds to
140 milliseconds and the other is between 60 milliseconds to 200 milliseconds, as
shown in Figure 3. These two time segments represent a single iteration. The rule

25  implemented in the present invention for the segmentation preferably is as follows.

First interval indices are:

Interval =) , = (start index, start index + (end index - start index) x 0.7)

30 Interval ;<) , = (end index - (end index — start index) x 0.7, end index)

The segmentation process is a recursive process which repeats on each one of

the parent intervals for 13 zooming iterations. This process can be thought of as a
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3 4us 2003

iseconds to

equal s tQ,Qod438 two intervals are chosen; one interval Iﬁ%ﬁﬁr%%%

mlliseconds to 140 mlliseconds and the other is between

Single i PANVRRe HhepiF ORI, ELPR o EARSRALR: bl o3RRI L P he

segment apiredurgkefieratibh yf ihs rigdt brahttoisshowkrin Biguiert. er val i ndices are: Interval
1=1,a = (start index, start index + (end index - start index) x 0.7) 30
I-nterval 1=1,b = (end index - (end index - start index) x 0.7, end index) The

egnent ati on i i : i h f th
S€g ! P(?I?ﬁ?%?t}’llgas%nér rﬁ&éég1@6?&?&1%0\_1‘_@{%?6&%%%‘2&&39& %@é& one o e

parent interva zoomng iteratfons. s can be thought of as

‘a 18 MO §fk4a563 (18, Abo@rRppisg bRGEeh BOOM@ANEH, als\tht hvtteioe'0.52¢cthei ¢ conver si on.

Every iteration calculationis b sgd on a single rate. A recursive iteration

of the ragphiordh2th@Rdise o8 NBIR G PIR- GuFachitergign teords theva dmepsianalt he process

‘i's repeajed f Qrnidi b8 e%@rtatea%?@'@&tr?étiing?her QrBFoint RoANGE efm@égoﬂtﬁ" Hel - €., no

over | appli ng between the two interval the next tor O. the next for 0.54,
and so odiffagenteveads apé bdngdividad byitheleagthof aperor deratibe vestor di nensi onal
vectors, which are gener.ated by,subtracting.ihe.start int.fromthe end

ol e, TREUPEF MEPAnGE g b ASU AP LSRN TP By et KESHEHGTRORE a parent
rrergtl OA?%rva%&feqrze i eAEnPRSHoribA) Phis otk RPlo FEFRioRsERRTctRN al gorithm) in

order to detect internal to signature size Invariant proportions. This process

expl or esamgrwgoetriconktiogeonetric and bionetric relations. In a preferred
enbodi nent of the present invention, the zoomng ratio is defined as the 13th
root of 2/n where n is the nunber of distinct (x,y) points. This 15 enbodi nent

ensures that gfdglefcd d@oain@nsf tHefiedehiTBvdntiog] thakobsihetaieen 2 successive
sanpl es. For exanple, assune the signature consists of 200 (x,y) points, then

(2/200) dafmed nethsolderropfoff/nBhers relba PBILET Of RisUnGiéRAs PPREL TiHE i nterval s
shri {yéubgmﬁoy irgl%rgtoéns {est %%érq 3GaFid ,;tﬁ@fi}n%@mem?is'lﬂz%ééﬁ %@ﬁ’@%@%[v@‘eﬂt i's

part | ar esirable Wl1 relative ong signatures. Specifically, in such
| onger siagipddsuries extmple| @stme thersagriaome covsistoeft 26, 20pdings| tee@/200)on of t he

' nstant t%ct}qg ]rnrg\i/er\,\é)t“ ll/ 93 1rs% glpt Of.J/'.n?}l)is Ingleta%gt %tlt etmqgrtva%rs%ritng%yl 2 ”fackor of
0.7 in each iteration. The instant embodiment is particularly desirable with relatively
long signatures. Specifically, in such longer signatures, the last iteration, without the

20  implementation of the instant scheme, would reach final intervals that are too long,
whereby the system becomes insufficiently sensitive to local features of long

signature curves.

In accordance with the preferred embodiment of the present invention,

25 however, the system truncates long signatures. This does not inhibit the verification
process because in long signatures there are enough features such that instability at
the end of the signature (due to unstable truncation) is compensated for. Accordingly,
where other signature verification systems might implement more neurons, the
present invention, with a limited number of neurons, achieves sufficient reliability

30  based, possibly, only on a hand gesture resulting in three to five Latin letters.

It is noted that in the present embodiment of the present invention, the

number of neurons used is 32 and the dimension of the vector space which is analyzed
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whereby the system becomes insufficiently sensitive to |ocal featuf&s AUG P8i%g |
signature curves. In accordance with the preferred enbodi nent of the present
i nvent | v@ 00285d3owever, the systemtruncates |ong signat urpsTaddesoigoes not
inhibit the verification process because in |long signatures there are enough
f eat ur &g/ heeburah@diworisisalsi [Hatly itatatioh béthenecuwsive heorsingnaherees(@due t o unst abl e
truncation) is conpensated for. Accordingly, where_ other signature
verifi dh{“ieﬁﬁo%V%Ct‘%rr%‘drﬁ@mra‘i%IWu‘ﬁér"’éuﬁEﬁrlBHé,x % A6 GMSBEARS.i nvent i on,
with a ki : , 1:aehi ffici i ahidity 30 based,
- possi ol 'y VhF GBSy ELmREHRRS: o BEMENERoSULERELER shFhOBARLY PO (ore. 11
i S not ad vebiat spane therefire s alifferentashbee of itafatibiempy eBebe used é¢endimg t he nunber
of neurons used is 32 and the dinension of the vectar space which is analyzed
19 $3 Audhedesrepacetray sERhpe Y eREaPIHY3S hBS thhexamnle AISCHEedBFIEM s 26. Each
iterati f q ' I: ; j [ vector and 13
| or at e B K o R S o R R ever i
al t er natxampleenbodi nents, different nunbers of neurons and di mensions of
vector space as well as a different nunber of iterations may al so be used
depending 5 on the desired accuracy and the system capacity. Thus, the exanple
di scussed hefyg oy s BRIS &3 eRENE AL B EioRS rdty bbVeRlkOMiBhidne Pr esent
i nvention but nerely one exanple. The above process converts e three
di nensidmsnsiondl dadtarsudbaiimendionso The 36 dirhenstbnsansdeaned fwemtler s of 26
di mensi ons. . The ig di rensj ons are deri v?d f}rlom t hf collections of 13 recursive
i nt er vaCHEGUABERT hY TTHYSIVERIGVEIR{Z0PARE B e5igh InteRvat § eRTHIE VAT x &
coor di Nk &S Ao LdieRes SRANENBLABNRESSBIRIY aRI1Ecdr8EPIAEY buftkR Thebuf fer. The
buf fer becones full each tinme the recursive process reaches the nmaxi mal depth
13.  Edutffer begoatds dnll ¢l sme e ebasies provessreathes tlee maximad depbfldr r ed enbodi nent,
when t 5 buff is full,.i.e as 26 values, . it. is witten into a
sequent a&% ”reéalcf‘(?flgglsft?vloé’%facﬁg’ %‘ﬁfblhpgr ?IP 8@&?@?@5@P%%E§Qtsﬁ¥}éﬁpéﬁ%b| y lasts only a
I ﬁWsS eqRmis is il iSe. PRAACRSEIWS] # iW0fita] WRY & saRBeliAtecdriefikaNEhe@titor s; however,

e

recursive process preferably lasts only a few seconds.

This process will not always generate the same vectors; however, the
whole set of vectors can be represented as the unification of clusters of 26
20  dimensional points. Points are not just sporadically scattered in R?® . The fact
that the clusters will not always repeat, is well treated by the “improved Pi
neuron” which is the last processing phase of the neural network, discussed
later. Indeed, the clusters’ irrepeatability was the incentive for the improved
Pi-neuron. The output file of the predefined process becomes the input of the

25  neural network 300.

In a human analogy, the predefined process acts like the early vision stages in

the visual cortex of the vertebrates.

30 C - High Order principal component extraction process.

20



‘whol e set“QLmMﬁgéors can be represented as the unification of clustkﬁsAg§ QQB

20 di nensional points. Points are not just sporadically scEfTABUPMIE R26 . The

.fact that theP clusters will not always repeat, is well treated by the

“inproved Pi THEGHRInCOTPATER! Y2l iF §3¢cubidon @adinsupprastnaralingbver&ur al

net wor K, @p3cuss&dod Wil imnl S RS s the

i ncenti veﬂ??? t he ?rrprz)csle]ﬁjp %ﬁﬁﬁ%ﬁ%gﬁy%gﬁ (?)aﬁcf[i g]ueth? {UI egﬁlg# ﬂﬂ]‘léécgglé%\gfi ned
process ecbnmegonhaciknpwh apfedohé Or@& Mauorsd. Thenemrok 184s td ideifpuman anal ogy,

t he predgﬁineqyﬂgoggss acts like.the early vision stages.in the visual cortex
of the vé&r'tsEhy Yt 'dgh duppngion R%iné%“%&f’e#“ggrdi"ﬁew%n ellipaQignkith TERTMAEES on pr ocess.

20 WO500/A%aR 3 e 311fbid. 2993 exéﬁ[%{s@gpérpglﬂé%iﬁ)qg di;ﬂg{nnlgg%gnﬁﬁhisem raction is

executed in an unsupervised n network 300 Ich inplenents
geonet r y Higurextis eatlily beennbdt nhealekérpedietigbiddeasitenanain Sirebtiorsur ons are known as

"Second Order hburonﬁﬂéig%.neuron Iearnﬁpto ﬁdentify clusters of high

di mensi ofeG8THHE O KPGRIGF FENET 8hPAPIS) psoi d. ~ Each neuron uses 5 a

dedi cated el lipsoid. As an exanple, such an ellipsoid is shown in Figure 5. In
this Figure it is readily seen that the described ellipsoid has two nmain
directions (&tdsrugisweryiscdneuragpetvgok df themps¢sensinybutsane theofeupmi nts). In the

UnNsuper vi. [ . f th resent i nvention,,the neuraoan lo identifies
cl os28poi]%?’gfigsemﬁf)géﬂj(?@%yn@%%}é?Oﬁg]taecr usg?{aangrgéﬁciﬁ;{lply QYSY ed'S CRICEPUBNYer poi nt at
a pr edef iangelicfiné@raiototthenidddbehotiubtee (tht HEE@E of thecltiedlsaehlaidadyc! uster is

calculated by averaging it's points). This is done by conpetitive
sel f - or g@KE22iP8 #rs POTRS)- fisis defierycaommeditive selfrerganizationi theanaingr adual | y updat ed

wi th each: [ : f I Thi s i technique is
descri bod T artppar P bid 26 eRB o dh B R colh sl BB el HEHRVENT, on
extract i dearmss Thicaaikitshedjubys dehaitiediinue: follGuwmy piragrapky t ho- Nor mal i zat i on"
technique. Let V denote the difference vector between the position val ue of

the Aeuron
The ellipsoid main directions extraction is accomplished by the unique

“Cumulative Ortho-Normalization” technique.

Let V denote the difference vector between the position value of the neuron

20 (center point of the ellipsoid) and a new learned value. Let P denote the position of
the neuron 1n n dimensions (center point of the ellipsoid). Let Uy, Uy, ... U, denote the
main ellipsoid unit directions. And, let A, A, ... ,A, denote the projection variances of

the cluster points on the main ellipsoid directions. Each of these defined values is

depicted in Figure 6.
25
It is important to note that the 2 * VA calculated value (where A represents the
variance) counts for most (about 95%) of the sample space which is included in that
range.
30 Assume that the A values are the Eigenvalues of the correlation matrix. To

refrain from using a conventional high time complexity correlation matrix and its
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oo |
20 (center point of the ellipsoid) and a new | earned val ue. Let p%M@«aZ@ﬂ% |
position of the neuron in n dinensions (center point of the ellipsoid). Let
Ul, U2, wo.0oM236enote the nmin ellipsoid unit directions.PGEIB000GB8XT, 212,
... , 7 ~, denote the projection variances of the cluster points on the main -
el | i psoildgdhaleatiomnse fdBashinghew hebriqdeis enployed whsrebg magediredtisalsi n Fi gure 6.
25 It is irrp_ort,an%wﬁ.g,‘ note that the 2 * A cal cul ated value (where ? represents
the vaffEfceN IcBTRISeHor nost (about 95% of the sanple space which is
dincluded in that range. 30 Assunme that the 2, values are the Ei genval ues of
the correlation matrix. To refrain fromusing a conventional high tine
conpl exi ty cdheelalidnomicahtalies cfnbe A lssar@theh@riahi@s 2008 projeoBH4E8 a8 e
PCT/ 1 BOO/ 00038_ di agonal i zati on, . the foll ow new techni que i npl oyed -
wher £byaleaBah¢Vr &t fonst Uk AFeiomsmiy §X3§P%{}$ﬁ‘ﬁ=§d§ shppm lﬁ‘érr‘?;t ﬁBaI val ues of
the Vs reefoht}%in:éasrehﬁﬂpﬁ‘?d :%fs?éh}ﬁ?d @irgﬁﬁzg,%%]lcﬂeﬁg)ﬁﬂﬁ@nmﬁbé}'l(ﬁflgarhg@ U, 1=1,2, ..
n unit directions. An exanple for~1=21s shown in Figure 7. In the follow ng
secti onvedidrsasanslegt ed figures, mw ||l denote the nunber of |earned vectors
(sanples). The Us are set to initial values of a nultiplication of the w
ordinary base in order 10 to avoid too small ellipsoids. For exanple,
Ul=(100, 0, 0, G417 = b = ey .ih order- - €tc. The
updati ng prog%)sesU 'ss%rgrs'%% Oflélo%%ﬂ?@%%g atxgullt]}:);ll,catt@n&ggpgi%nensibgsnesl}]r?;%). 15 U,
wi | ho setorevais tddeendli ghipstidariionexanplpstie(1908i¢,ect ).dik= 02 0®.0] ..sBrve as the
second ellipsoid s direction, etc. The term [ V * <V, Ul>] is added 20 To:
[m* X1Us=(%0.]OQferts m f& t he nunber of |earnt vectors. (The old m* X1 * UL
is actually the square ellipsoid main direction). Let the new nain square
direction be denoted vector by Y, where

The updating process starts from i=1 up to i=n, (in 26 dimensions n=26).

15 U, will serve as the highest main ellipsoid’s direction; U; will serve as the

second ellipsoid’s direction, etc.

The term: [V*<V,U;> ] is added

20 To: [m* A, * U; ] where m is the number of learnt vectors. (The

old m * A, * U is actually the square ellipsoid main direction).

Let the new main square direction be denoted vector by Y, where

Y=V*<V,U> + m* M * Uy

25

Another way to define Y is:

Y=V * Sign(<V, Up>) *|[V]| + m* XA, * Uy, where |[V]] is the norm of V.
30 If the inner product <V, U,>, which is a projection on U, is negative, then the

added vector V * <V, U;> points to the positive hemisphere direction which is

pointed by U;. The positive hemisphere is all the Z vectors such that <Z, U;> >=0.
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';(:V* <V, UJ\?QB&@I%}* Ul. 25 Another way to define Yis: Y=V *chijlg&{/&}gélﬂuﬁ 2003

[IM| +m Ul, where ||V|]| is the normof V. 30 If the inner product <V,
Ul>, which is a projection on Ul is negative, then the added vector V * <V,
Ul> points to the positive hem sphere direction which is pointed by Ul. The
posi tive hem $pkar, &],>9s pbdititdBed theed t'ong, ($alectondd alsein thid posive. 22 WO
00/ 42563 PCT/ |1 B0O0/ 000383 AUG 2003 If <V, Ul> is positive then the V * <V, Ul>
vect or i Beraisgbere whigleisgeaned el ndns Bisars Balgimenatiogs pall mebicangellgech Thi s means
that sumpptl 00s,M flyeP Yo EANLEImAAET EbREITRYLS e blsif AiRRE work in a

IS 1S the or the mu

cunul ati vé nanner.. asi s ative Otho-Nornmalization

't echnj quenmbitaiveedvihdl Noeahituation kdchhiguell = Y/ FYl. Therefore, it will be a new

unit vector. The new k1l is just calculated as: (nrX .i + <V, Y/ 1YI>2)/(mtl),

where mis the 10 nunber of previous points that the neuron'has | earned. This

means that a GG S UM A0y © sk SHTRL RAMBIERER el ons on

o)
the Ul direction. actu t'he sumo squares. X1 = Sum of
square projections on the first main direction divided by the 15 nunber of
| earned vectors (sanples). The new in * X1* Ul vector is the new square nmain

el lipsoid dir éﬁb@inéw.hmél)iq@rcdé@lﬁ@dtaﬁ'eﬂnﬁloté¥d¥/l¥lc? ¥fn+1),, wheee pds $igd

V<V, U2>t o X 2* U2, Agai ave Y= V * <V, >+ ¥ o A , In
anot Hlr GagedpPreign PBoR 5 SR ps gt T weel o ey, '

pr ef er abkgmti9adkR@Ro YhePSId REMD G AE FE(S}edtfb‘ﬁs 8h IRAdydifatien! S¥ @dAUls  Accordingly,
a new vector Z=Y-<Y, Ul>* Ul is calculated. 30 By this the conponent of Y

whi ch i sapaally thelsutroofisdl qwarsgbt racted. Z is then normalized and a new U2 =
Zll 4

A1 = Sum of square projections on the first main direction divided by the
15 number of learned vectors (samples). The new m * A;* U, vector is the new square

main ellipsoid direction.
The process then proceeds to U,....
20 Weadd V*<V,U;>tom * A* U,.
Again we have Y=V * <V, U;>+m * A,* Us.

Or, in another way, V * Sign (<V, U>) *|[V]| + m* A2 * U,.

25
It is then preferable to keep Y perpendicular to the already calculated U;.
Accordingly, a new vector Z=Y-<Y, U;>* U, is calculated.

30 By this the component of Y which is parallel to Uy is subtracted.

Z is then normalized and a new U, = Z/|Z].
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23 WD 00/ 42563 13 AUG 2003 PCT/I1B00/ 00038 Again, the newtit wl bg 'f\yﬁ ?ﬁaq
calculated as (nfrk2 + <V, Z/1ZI>2)/(mtl). In that way the square 3ne
proj ect Mh0M3IS¢he new U2 is added to mrX2 and divi ded byPawiB®®odX®B wil | | ust
be the sum of squared projections divided by the 5 nunber of |earned vectors -
(sanples). 10 15 20 The process conti nues by adding V * <V, U3>to m* X3* U3.
AgalnvvehaveY—V*<V U3> + m* X3* in_anothe V * Sign (<V,

U3>) * |1VIIA8H mevaswwwslquSﬁéeﬁ?lajﬂék?tﬂ@éﬁ@ %xéﬁvh@ﬁl%bfﬁmaﬁ ed on the

. previou i ; The new U3 unit

vect or I\?\ntﬁﬁ Waﬁ/dt%’g g(é&arrléégva\fggfthﬂ)ﬁgcn% %{tr}\]y%iewe znlév?/dégd W )” be cal cul at ed
as (nt @vme&vy nd 1l g B2 i1 0 bk -the il %fﬁ{lﬁﬁe@ﬁﬁo}é@trﬁdsrmﬁi%e@l&ylﬂhe al | the main
ellipsoid directions are updated. After the last main direction is

cal cul atwdber phisapredosstorsisprplshes its end. Additionally, a variable P is al 50
kept. P is the average of the | earned vectors 25 and al so an additional
point, which is used as the neuron location. This may sound sonmewhat unusual,

but evi dent | JhereBesy sbitehules bohd@hbivwseivd (sake Bhions. and L (neuron | ocation)
for conpetition, the network differentiation is inproved. The process also

uses a rate by which L approaches P. Accordi ng to the present invention, L

does not nove t.owards I Ql nt, rather towards P, the average of
all 30 the g%ﬂ?r\”eed’a%a% \ﬁS(larlP> ‘5 J{o]"u 3ity m ght use additional menory,

t he,qadvant ages obt ai ned t her eby outwei gh any apparent disadvantages. 24 WO
00/ 42563
Or, in another way V * Sign (<V, Us>) * ||V]| + m* A3 * Us.

The projections are then subtracted on the previous main directions so:
15 Z=Y - <Y, Up>*U, - <Y, Uy>*U,
The new Us unit vector will just be new Uz = Z/|Z|.

Again, the new A5 will just be calculated as (m*A; + <V, Z/lZ]>2)/(m+l).
20
This process continues until all the main ellipsoid directions are updated.

After the last main direction is calculated, the process approaches its end.

Additionally, a variable P is also kept. P is the average of the learned vectors

25  and also an additional point, which is used as the neuron location. This may sound

somewhat unusual, but evidently when using P for ellipsoid calculations and L

(neuron location) for competitio'n, the network differentiation is improved. The

process also uses a rate by which L approaches P. According to the present invention,

L does not move towards a new learned point but rather towards P, the average of all
30  the learned points.

While this duality might use additional memory, the advantages obtained thereby

outweigh any apparent disadvantages.
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PCT/ 1 BO0/ 00038 13 AUG 2003 In the preferred enbodi ment, there is prﬂ AW[%Z[]IB
t he unsup®@A%&¥3neural network 300 unbounded growth prevé’ﬁfTHBW/QOG

these rules there is elimnated the situation of one dom nant w nner

‘el lipsoid (that learns too much data) or, on the 5 other hand, becones a

degener at ed elhllll tf?é rgf%rreg%%o@}ﬁén}?sme% Ra]%ﬁ d}é%’]ﬂ'tﬂ@ %g#geggls d nw}ﬁf‘ever the

neur on w ns, nt er i's 1ncrenented ura econes |ess

conpet i t In‘éﬁwdrf( a)O/mnufnumgemngah phagnovie fulésvByt thegsruldsrthemds ctiverated cl ose
nei ghbor. At that stage the neighbor w || be also updated for input vectors
with di $eaiteionsf one ﬂerﬂmnr “tlmer cYinapidi (Bt lepmns(tpp myalindaty sqraﬁ%éhff rom W nni ng

Neur on) EOMINed IPRGS o A " H{lﬁ)ﬁc}g . too many
ti mas'? th}(eeplr}l]g]]é%(rég % 'ﬁavggéﬁ % h S‘f“%oh%aﬁg\% ﬁ)%%gﬁor% aﬂ% o(\r%\5 t| on acts as a
fortifi cWhawrvafthyvwakronsung s camdter ranatmented atThs Nearah Neonakrigcemee condi ti on.

't is inmportant to say that .it is a good condition for. connect%g cI usters but
will not %fpvw?eﬁevadﬁraommgenﬁwn OVEhHPENIINES SHBRNEF VST 3

di Sconnefxre%ﬂb&rl Ul ahse siaC TiR. SUTHRIT ¢l bOG1cBAPMSea! fr lifiuPy &RE0 il gh or der

pri nci pa onents action process the topol ogy the signature is

| ear ned ldystetrina whsbdelfili thedositand order ellipsoid neural network. The

| ear ned signature topology includes bionmetric and geonetric characteristics.
25 D¢ Conponent Integration - first stage process. After the second order

neurons (Hi ghg l@ixﬂﬁ{urﬂbxﬁ&ldéeﬁon?mﬂgwe%)on?V(be%ﬁncé famNaghtdip>Ltopol ogy of the
data vectors in R26, the conponent integration 400 starts. 30 Al the sanple

signatur®s’.are sent to the systemone by one again. The process uses the
signatures and builds the grounds for the verification that geonetric and
bi onetric characteristics are preserved in future conpared signatures. 25 13

AUG 2003 WO 0@WKedeber PhetirdB@Rs083Bany times”, the network behaves like a

15 Kohonen network. The condition acts as a fortification of weak neurons and therefore
acts as a constructive condition. It is important to say that it is a good condition for
connected clusters but will not always be appropriate for data, which is scattered in R"

in disconnected clusters.

20 To summarize the above, in the present high order principal components
extraction process the topology of the signature is learned by the unsupervised second
order ellipsoid neural network. The learned signature topology includes biometric and

geometric characteristics.
25 D - Component Integration — first stage process.

After the second order neurons (High Order principal components) finish

learning the topology of the data vectors in R?, the component integration 400 starts.
30 All the sample signatures are sent to the system one by one again. The process

uses the signatures and builds the grounds for the verification that geometric and

biometric characteristics are preserved in future compared signatures.
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The second order ellipsoid neurons are kept fixed while two statis#idcAUG 2003
nmeasurenents are | earned for each signature and for each second order

el I i psoi dwormeuessa as follows: 5 The process | earns the pro /hﬂi@ 503§et ween

t he nunber of vectors within an ellipsoid and the total er o vectors. It

| earns the averjagecyal M@epé]llﬁso@@geﬂrbﬁs ar%tkﬁﬁp Oek < WEiYd &Y QQHQ{C ris

calculated in relation to the nunb | e signhatures. Th| s process of
cal cul at m@ﬁsrlreﬁfsmt%rtt éftamﬁérfp(ﬁ@h s@mmt piochfor tclAsewendnriepedipesid aver ages the
di st ance n%{lr | ] I%“%rvect ors within an ellipsoid. Distances are nmeasured from
the centér o ﬁlpsm d. Here, let s denote this value. The process

| earns the average value of s and it's standard devi ati on when testing all
the sanple signatures. s is calculated in relation to the nunber of sanple

si gnafur es. ePrefest kesmsdhe prponioatribetyvecn the nainbedofAweetaaserithanpor al

Summat i on,,. These l,cul at ed.val ue ret assed to.conventi onal

Pi -neuron]s]1plf’glﬁjsam‘li#ges{%?El ‘ﬁmé’la?mﬂfﬂ%rﬁzt %@E‘l?ﬁg? AYGTRIF YA UGk aar\ﬂﬁgﬁh i s perforned
by the TFemaedalevi@UeHert.onisaAkulaQ iAVELASE to/ BERALDer &'é%ﬂ& ngnht%réésed as a
nmeans for extractlgﬁ data out of the | arge nunbers of cto

necessar ilhys gagesspf adlgulatngr isfceleddervporst Bmhbuabbhe. Even if the neurons niss
the center of the cluster, the Tenporal Summation and the Average Tenporal
Summati on are useful. E - Conponent Integration - second stage process 25 All

the sanpl e si gnsdcun@proaess dvbRRePRS Wdarice dffaf theE RN W ifdin BEUNPR:A00 one by
one for further conponent integration. Referring to the |ast paragraph of the

pr evi ous DdgaRGep Are megsuiss frems the @ntﬁloé theaalbpsoid Hesadlht sdqma’t Unevaing f or eac h

d t
?\e/g?inanc%g?;o%a&%%gs ﬂ? a‘Ara§ee g &P?é‘nﬁ S‘Ctgrgdrgaﬁgfjﬁﬁlg frngteise}ng lﬁ (Varl ance
of s). 2eheSsahplAtiR0E@S s@@ﬂ]kblBQ@hﬁQ@&%Jﬂﬁh@Hixﬂ%Er yRdahpld ggnaafela one of the

ellipsoids. is the f[rul tiplication A * B, where - neasures |local structure
devi at i OF%“S RIACESS © lculatmg 5 1s called Average Temporal Summanon These

15 calculated values are then passed to conventional Pi-neurons 430.

Thus, in summary, the accumulation of data which is performed by the
Temporal Summation and the Average Temporal Summation is used as a means for
extracting data out of the large numbers of vectors, not necessarily out of any
20  preferred cluster/bubble. Even if the neurons miss the center of the cluster, the

Temporal Summation and the Average Temporal Summation are useful.
E - Component Integration — second stage process
25 All the sample signatures are then passed to the improved Pi-neuron 500 one
by one for further component integration. Referring to the last paragraph of the
previous section, two values are calculated for each signature and for each second

order neuron.

30 A = (Average r — current signature sample r) 2/ (Variance of r).

B = (Average s - current signature sample s)* / (Variance of s).

26




A- me
val ues
multip

than A+B B¢ VR v

neur on
Pi - neu

asures gl obal structure deviations. WO 00/ 42563 The process t AehtALG 2083
as YhHEPeHdent probabilities. This is one of the rRCIARO0/HEIBSt he
l'i cation. Anot¥ﬁr nore basic _jdea is that A*B is usually nore stable
lue o5 cack gpe ¢fthe gBimsoidp isskp BultiRdisetiordy * Bavhereecond or der

the _t eyl byofifed 18 AQrh Mg Hlqubie dAst neuron, the 1o improved
g it a multipli

ron 500. Agal n, IS | cdtion neuron. Let us denote the val ues

of A*B of eachAehlcapses glolad siicteteatevidniahs.i = 1,2, ... k, where k equals to

the nu
is the

mber of neurons. The X; values are sorted in descending order where X0
greatest value. The neuron starts nultiplying the X values until 15

Lo 4 (P11 caffhods heAsp LA &y el SO O AGIRILANEY, L1

si gnhat
renmenb
‘A valu
denot e
sorted
the mu
a fals
i nvent

ure i s carded. The first 1 * X; <1 is
er gdasoiithfer texinnitiblicaiah ubnathei mose Baerideads byat tAYS jsnpagKesiofd - neur on 500.

e of r s add aQ 20 imumi. The new i+l or i+2 value is
d kat%%%ﬁhe‘ﬁﬁﬂ@gs’bgfé?ﬁgg%%@ SXPYTEWFRY gnature, the Xi val ues are
and the multiplication up to index J is calculated. If the val ue of

Itiplication is greater than 1, the systemidentifies the signature as
e one. Hoeecicdisgsondendarcettva thepesolt &d BAs ahidnpnf dedastdien®nt thet he pr esent

[ i ncl ud 1 | t.ipli f i fyi t hat
<1 gnatur ampiftFAEE e 00 A Gt BiaseRluePgead sRaront mul 11 pl i cation i s 1i ke the

AND op
smal |

00/ 425
char ac
char ac

15

20

25

30

erator) and (2) it is preferable to avoid a nultiplication of too nany
val ues, which can cause false 30 verifications. 27 13 AUG 2003, WO
63 PCT/ IB0WY ¢0083hdwauendfiAPB iof agdhomtlipmbidoassX careh dtat 0md, Hf...tkhe
teri.sti ested,. signature,as,long as there are still enough
teriE H %E?U%\E/ﬁ#(?% ’é“ﬁ‘i“ % {aﬂggf’% X ‘f?é”r%@f%e deﬁﬁgsﬁeﬂéngi gnat ure.

order where X is the greatest value. The neuron starts multiplying the X; values until

the multiplication is less than 1. If no such condition is achieved, the signature is

discarded.

The first 1 which satisfies Xo* X; * ... * X; < 1 is remembered. The maximal
value of 1 is learned by the improved Pi-neuron 500. A value of 1 or 2 is added to

Maximum i. The new i+1 or i+2 value is denoted by J.

When the system compares a new signature, the X; values are sorted and the
multiplication up to index J is calculated. If the value of the multiplication is greater

than 1, the system identifies the signature as a false one.

The ideas behind the Improved Pi Neuron according to the present invention
include (1) the multiplication is a means of verifying that signature characteristics
simultaneously appear (multiplication is like the AND operator) and (2) it is
preferable to avoid a multiplication of too many small values, which can cause false

verifications.
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5 Characteristics of the Inproved Pi Neuron The number of required 3 AuBN2088
is the n r@&r/ of second order neurons, depends on the signature conplexity.
For exang'f , 883 si gnatures effected with a nouse, 20 neuPCmgBeyosal |y are
sufficient. 53{ | ong..si gnatures, on the other hand, 10 delivered via a -
di gi tizing pad€ ré‘él"gBC%tP“rPél?r‘"éﬁ%“él“é“frmfrtéeﬁh@'ﬁ@ﬁabtm.ofmswmnt of

Over gen l.j i I Lid e-descr.i bed five | or conponents
100, 208 2485 B0e T 0N B0 PR G ERRRITS e Bk LRIy ol s

i mpl eneptsona whoi dvenrsi the fignaassessi ng Over general i zation. Overgeneralization is
a situation in which the irrepeatability or over-sinplicity of the |earnt
signature can cause the systemto accept false signatures as authentic. In

genet al cHafaclerQHEs &ff‘hemf’g’f‘%gg}m@“ﬁ’% letters of a signature is spoiled, then
[ y ol

the system should still entify the signature. This desirable 20

system characteristic is nmade possible by the conpensation process which
exists in tgL?l I rbove Pi.y ron.. }Pt t oo many changes in the original '
signature ar e ‘§OMMPCLRLEHIEES Xt-nehich dhe pumbsi of secord ordar Bairadser gener al i zed.
The st apgsdnds @8 Yiead; b1t ' S | y. Te |_.Summati on and
Tenpor a’l"ggj mﬁ&%’%ﬁ?rg\r’\ggﬁﬁ% ér@gﬁgﬁg}?}gh@é Ig%g\%@ressegﬁe?{eg\%&‘uaes i n conparison
wi t h t hmoave2@geura tgscalfoarrakiicsut eFérHahg signaye! geRIAhdraahon exists, it
is d.lffi%ientd t.hat .half of the Neurons of the Conponent |Integration - First
St aze 488 Eh7d A B g UEing Ragn to Fhrevsons gy e prefaglleage / Vari ance > 50 (or
ot her predefined threshold) In a preferred enbodi nent, the systemrequires
that at |east 10 (Tenporal Summation & Average Tenporal Sunmation) neurons
(out of ABssmentof @Wergamepdlizatd@ WO 00/ 42563 13 AUG 2003 PCT/ | BOO' 00038 with
such a condition. Stricter requirenents can be inposed for at least 16 to 32

reurons o0 100, B 08, SOIRROPRLG LIKSRLBL e 18 BEMol ' o o
i nstant aipsag, die preaint forentibeprRsGesyIROtmplentéRE JenRNalhZatiQme Which tool is
rarely, Olvgrgeneralization. Overgeneralization is a situation in which the irrepeatability or
over-simplicity of the learnt signature can cause the system to accept false
signatures as authentic. In general, if 1 out of, for example, 7 letters of a signature is
spoiled, then the system should still reliably identify the signature. This desirable
20 system characteristic is made possible by the compensation process which exists in

the Improved Pi Neuron.

If too many changes in the original signature are still accepted, then the system
1s termed as Overgeneralized. The standard deviation, which is learned by the
25 Temporal Summation and Temporal Summation neurons, preferably should have
small values in comparison with the average values. To make sure that no
overgeneralization exists, it is sufficient that half of the Neurons of the Component

Integration — First Stage 400 agree with the condition:
30 Average * Average/ Variance > 50 (or other predefined threshold)

In a preferred embodiment, the system requires that at least 10 (Temporal

Summation & Average Temporal Summation) neurons (out of 32 * 2 = 64) comply

28




ever, I NCRRMIBEL/d i n other signature authentication syste%/lbg@ﬁgé,a tA?yeG 2003
i npl ementation of the tool is a direct result of the structure of the

omponent i e AL AP MAGESRquikin i LATMo0Ld f6P0ERLLNG (der general | zed

Neur ons

not ed above, e 'signature verification systemof the present

i nvent i opeurprieharodihe/64isthe Compbodit bwkgatioonditsi Smgé.or cancel i ng
overgeneralized Tenporal Summation and Average Tenporal Sunmation neurons:
Average * Average / Variance > Predefined Threshold. That is, the variance

preferably hag il fn &Tz{rﬁk@ﬁétyﬂlﬂtﬂeg?@ﬁexﬁ?{ﬂtﬁe Ibrepén?ﬁﬂlahﬁoé&a}sm@%hgaie val ues of a

neur al

network tralned 10 times w erent signatures. I's expected

t hat 4 heingehwgrekiat ol donthe aseismeor ofdd vargenePDizaBonpBBi G081 ADaBly, #2563 Tabl e 1
B0O0O/ 00038 Conpetitive. Tenporal Sunmation Aver enpor al Neuron
i ndexAverEBITR O PR SIS BRI AL RS TR ialiEe 06 42. 8 17, 72. 2

PCT/ |
23. 31.

10

15

7 Hp18Qetatton éPihk 160 i9d dite®PesBR of tHeXtRR1uBe SOth8 T omponent

Integration process.

Criterion for Canceling Overgeneralized Neurons

As noted above, the signature verification system of the present invention
preferably uses the following condition for canceling overgeneralized Temporal
Summation and Average Temporal Summation neurons:

Average * Average/ Variance > Predefined Threshold.
That is, the variance preferably has to be relatively low. Table 1 presents statistical
values of a neural network trained 10 times with different signatures. It is expected

that the network contains no information.
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91.80.9 100.10.1 110.60.4 120.10.1 130.10.1 140.10.1 150.10.1 165.9¢ B%UG 2003
176.92.4 182.90.9 190.10.1 200.80.8 210.10.1 220.10.1 237.41.2 240. 60.

250. 20. 2Wx6@/426631 270. 10.1 280.60.5 293.32.0 303.21.6 310. ﬁ@TﬁB&/o%st he ot her
hand, conparison with Table 2 of values of a network, which was trained with.
10 repeated signatures of the same person, shows the way significant
statistical values are represented T he neural network. The anal ysis shows
the statistical basis of the conponent integration inplenentation. It also

shows the 1o j ust Cbinpaitiven [f o cfiorrSdrembioh T OF R cragE EhmpbiaPT O
over gener al i zed nawranisdexd3q WRVRPAA256 Yariance Summation
Average”?2 / Variance
0 6.4 2.8 -
1 7.7 2.2
2 3.3 1.7
3 1.3 0.6
4 0.1 0.1
5 25 1.1
6 0.8 0.7
7 3.0 0.8
8 6.8 23
9 1.8 0.9
10 0.1 0.1
11 0.6 04
12 0.1 0.1
13 0.1 0.1
14 0.1 0.1
15 0.1 0.1
16 5.9 1.3
17 6.9 2.4
18 29 0.9
19 0.1 0.1
20 0.8 0.8
21 0.1 0.1
22 0.1 0.1
23 7.4 1.2
24 0.6 0.6
25 0.2 0.2
26 0.1 0.1
27 0.1 0.1
28 0.6 0.5
29 3.3 2.0
30 3.2 1.6
31 0.8 0.6

On the other hand, comparison with Table 2 of values of a network, which was
trained with 10 repeated signatures of the same person, shows the way significant
statistical values are represented by the neural network. The analysis shows the
statistical basis of the component integration implementation. It also shows the

10 justification for the criterion for the cancellation of overgeneralized neurons.
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Tabl e 2 13y4ku2@P3 PCT/ | BOO' 00038 Conpetitive Tenpor al SuPrrrratig)/n A\‘/'éar é%”ée 2003 |
Tenporal Neuron i ndexAverageA2 / VarianceSunmati on Aver age A IR0 ance
078. 1615. 36 1169. 029. 54 2864. 0718. 83 3325. 6625. 53 4204. 7310. 68 5281.8712. 78
671.3971.55 7733.4328. 84 846.8934. 66 9536.3172. 46 102381.02129. 76 11Cancel ed
Weak Neuron) Cancel ed (Weak Neuron) JT2hePl.1255.8 1371.959. 57 14932. 9336. 26
15516. 3276. 62 1695. 085.24 170.426 (Over generalized)0.45 (Over generalized)

18212. 0325. 62 19¢c6mpéRbe49 20tapda BSukimabh7. 4427 881825t mpdralY
Neuronindex | Average”2/ Variance Summation
Average”?2 / Variance
0 78.16 15.36
1 169.02 9.54
2 864.07 18.83
3 325.66 25.53
4 204.73 10.68
5 281.87 12.78
6 71.39 71.55
7 733.43 28.84
8 46.89 34.66
9 536.31 72.46
10 2381.02 129.76
11 Canceled (Weak Neuron) | Canceled (Weak Neuron)
12 1011.12 55.8
13 71.95 9.57
14 932.93 36.26
15 516.32 76.62
16 95.08 5.24
17 0.426 (Over generalized) 0.45 (Over generalized)
18 212.03 25.62
19 426.96 35.49
20 45.82 7.11
21 17.44 2.88
22 58.52 5.19
23 382.54 123.94
24 787.41 127.36
25 199.71 33.97
26 286.72 31.08
27 83.22 30.29
28 226.77 25.18
29 221.87 26.67
30 287.85 17.25
31 205.08 16.74

The system of the present invention has two modes, one for updating the

neural network weights (the leaming mode) and one for comparing a new signature’s

features to the already leamnt features (the comparing mode).

10

The Learning Mode - Phase 1.

e Signature sampling - The system samples a signature.
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28226. 77&% 6102 %%221. 8726. 67 30287.8517.25 31205.0816. 74 5 The system of the
pr esent "REAPT%n has two nodes, one for updating the neupral/ismicesssk wei ghts

(the learning node) and one for conpari ng a new signature's features to the -

al ready | earnt PredstinedBrqeese Eomgystenny e9 theT@wTaen ineahigh nigmMpitey - Phase 1.
Si gnature sa (g g - The system sanples a signature. 31 13 AUG 2003 WO
00/ 42563 PCT;JP B 100038 Predefined Process - The systemtranslates the raw

‘data into hieghUtkifRASken Hi¥R WaES prinapmue@rhgéﬁxzﬁgsl g ehdernprd aelpal

conponents extraction - The system |earns usters, which-are formed by
t hese vect or &ams the piuglersdivwhiehsare forResl| by hedduvdoeors iiSpaigh dinRnsioT RealLear ni ng

Mode .- Phase ignature sanpling - The system sanples a signature. _
Predéfi ned Pyég]ebseé %%‘I"ﬁéhsyst emtransl ates the raw data i nto hi gh di nensi on

10 vectors. Unsupervised H gh Order principal conponents conparison - The

process does not u&date the ellipsoid' s main directions. It just feeds the-
next | ayerlhe Leamning Mode - Phase 2.

» Signature sampling - The system samples a signature.
e Predefined Process - The system translates the raw data into hi gh dimension
10 vectors. | ‘
 Unsupervised High Order principal components comparison — The process
does not update the ellipsoid’s main directions. It just feeds the next layer.
¢ Component Integration — first stage — the averages of s and r and their
variances are leamed.
15
The Learning Mode - Phase 3.
e Signature sampling - The system samples a signature.
* Predefined Process - The system translates the raw data into high dimension
vectors.
20 *  Unsupervised High Order principal components comparison — The process
does not update the ellipsoid’s main directions. It just feeds the next layer.
e Component Integration — first stage — the layer calculates A and B and their
multiplication
e Component Integration - second stage — The Improved Pi Neuron learns the
25 index J

By the above three stages, the learning process is concluded.
The Comparison Mode
30 This mode has only one stage as follows:

e  Signature sampling - The system samples a signature
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Conponent_ | nt ation - first stage - the averages of s and_r and thgBr AUG 2003 |
vari ance?’oa&éﬁ?éar ned. 15 The Learning Mdde - Phase 3. Sipé:rTé‘PﬂﬁV%OO%%rrgl ing - ‘

The system sanpl es signature. Predefined Process - The systemtranslates ‘
the raw dAt aquchesn?ﬁa%WmSnéfﬁsi%ﬁemo@eflaﬁcéﬁl%w dAspieh dBENsIBh O der |
princi pal ggomponents conparison - The process does not update the ellipsoid's :
main directions. It just feeds the next |ayer. Conponent Integration - first
Stage - the Uaygerndsddcd]ght@derprantpaBcamgondné comparibdri piThe ptdcess Conponent
Integration - second stage -. The | nproved Pi. uron learns the 25 index J By
the above #¢fsde! %E%%ﬁ{e Cﬁﬁﬁoqdesa‘?’ﬁin:%reﬂ’%‘bseé‘éu%t eeé‘éﬂ?l’lfdéﬁ‘}’er'rhe Conpari son Mbde

30 This de st a ol ; ' r | - The system
sanp?es 21) Si (g:H%? Slﬁ)éeut &Q%]@ﬁ)/ %ggggagéﬁ 9]1?‘@%67 6%8%8%5%A%d?%%gﬁgm edefi ned
Process - rhhiipdiysiiem transl ates the raw data into hi gh di nension vectors
Unsupervi sed H gh Order principal conponents conparison - The process does
not updat e tRemappenhdyegradonmisecoad stage mods; Improved St Negeds t he next |ayer 5
Conponent ' - f kst 3Ge A the kayen gl B and their
mul tipli ceg%flagﬁ%ggérr%glntg)rll]tcgtfoﬁﬁ%gé'a Tor 2 gécdhdkét%gwoaaﬁlﬁzn@lndg? ved Pi Neuron
cal cul at esndelrd. MibletmyglipBedions jukt dse srBwb iffdeAZuinbBR dbove the wak$t Bge up t o and
including index J. The nultiplication is just one or two index nunbers above
t he Mor st "ea&8al B Xmaxi mal i ndex The result of the multiplication should be
less than 1. If it is greater than 1, it |

The result of the multiplication should be less than 1. If it is greater than 1, it

means that the new compared signature differs from the learned signatures. A result of

between 1 and 100 is designated a gray range which usually means that some
15 similarity exists but certainly not enough to be sure that the signature is not a forgery.
Of course, the actual scale or criteria implemented will depend on specific

requirements.

In view of all of the foregoing, it is readily seen that the present signature
20 authentication system is different from prior art systems. Specifically, The early
preprocessing is executed by an algorithm and not by a neural network. This is done

in order to reduce memory and disk space requirements. Furthermore, the preprocess

implements a hierarchical iconic zooming process in order to convert the signature

raw data coming from the signature sampling sub-process. In an alternative |
25  embodiment, the preprocess is replaced by a “What/Where” network if no biometric

data is available. In the preferred embodiment, the signature raw data is converted to

26 dimensions high order vectors.

There are also important improvements in the neural networks aspect of the
30  present invention. Specifically, (1) the data storage in the system preferably is solely
in self organized neural networks. (2) In the second order neurons a geometric

method of training/learning is used. No explicit diagonalization exists. There is no

explicit use of a correlation matrix. By this, calculations become much faster. This is
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means that the new conpared signature differs fromthe | earned signajarAUB 2003

result

of between 1 and 100 is designated a gray range which usually nmeans

that som¥ODPY/4236¢i | arity exists but certainly not enough t®dyaBsuo@3shat the
signature is not a forgery. O course, the actual scale or criteria

i npl enemeegdlmpdrtandemmde eif spetidd ieuraleguioresresually need stiaawitefatiahs  of t he
f or egoi ng, s readily seen that _the present signature 0 authe tication

syst em @ddmrﬁ@r%ﬁ&e WP‘%)?H“@PIPB}E dpt Tgwf@ﬁé ordsb@%wrpn%éﬂeﬂﬁno Relaygr ¢
-preproceﬁéfcﬁ xfeu?&&%C%E%P f"féc%hgﬁ?% AR k1 Wwﬁcﬂﬁkgsr@érlg&e”‘mk This is

done

prepro
conver
sub- pr
"What /
enbodi
vect or
of the
prefer
or der

di agon
t hi s30

in or redice nenb space requirenment urt hernore, the
C &fetirons iR @R Shds AT a4 Pi ¢ ndue@niate Zsedlinh (g Qorapasmts n order to

t the signature raw data com ng fromthe signature sanpling

odetgration phasea Thisyipget ey cgneppotnfRt netwREsprbheseledy i s repl aced by a

VWher I epreferred
men O‘fvﬁ é@éﬁg%euarugl T gé@q@t ggtl%snsge%]ir{ﬁ e"'f ﬁ%g&f}hl ’?eg%gg(sn@’#s F@ ns hi gh order
S. las'[hﬂfpﬁzxt af fe1rbs that ¥PREd, anhoti aamrduﬁfgentr&urdh e ameuroal wineh wor ks aspect
30 present invention. Specifically, (1) the data storagQ in the system

atﬂOV[Sﬂsﬁ lgbmte\fagfuqswné&eﬂ Cé}cgbm&ﬁszéam%ml&ml%vwk sstaifity mdex'he second
c}l«nﬁal q?ste'ﬁ{]% e%ﬁun%%le%er{‘tg @(%c{})'eﬂagi(fla %ggl{)bfcp\gsédsneldﬁ?d No explicit
» EXire reisno ‘explrcit use By

al ;at|0 a correlation matri Xx.
Caleowbidt.i BNcorieen mellmevnipal art. sigianse asthdRichBoAuBuB6ASusne1100/ 42563

PCT/ | BOO' 00038 very inportant because self organized neural networks usually
need naﬁ@opt%Wé@@%ﬁ§wu§%ﬂﬁﬁﬁé@efore are time consunming. (3) The second order

neurons feed m%l? thl ram%v Vd}io'hsctaﬁ%reqﬁx IRRAATIY Ihhe &p@g&@énans

contradlctory to t

stop".
Thi s i
si gnhat
out pyt
whi ¢

"st abi

20

25

i gh neuf ons. ar e ' ast "bus

(ebmpter (0 in)amﬁemotme anmpu&awrlanytcbmb@anpmﬂv&m@ Addmiegllat i on phase.
S not very n neur al d heretofor., unknown in

et wor ks
LB G RBHESTHE 1P 6 BRI G P G BA BB BB O The | ast

Blacileid o iihBabnistisged, is not an ordinary Pi neuron. It is a neuron
sorts the 1 nput values and then calculates the nmultiplication up to a

| ity i ndéxe the present invention has been described with reference to preferred
embodiments, it will be understood by those skilled in the art that various changes
may be made and equivalents may be substituted for elements thereof without
departing from the scope of the invention. For instance, as previously noted,
circular/bubble shaped neurons may be used instead of elliptical neurons. In addition,
many modifications may be made to adapt a particular situation or material to the
teachings of the invention without departing from the essential scope thereof.
Moreover, different numbers of dimensional vectors and different iterations may be
used than the above discussed embodiment to increase accuracy or as required by
system requirements. Therefore, it is intended that the invention not be limited to the
particular embodiments disclosed as the best mode contemplated for carrying out the

invention, but that the invention will include all embodiments falling within the scope

of the appended claims.
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(6) Finally, the present invention inplements cooperative un%ﬁ;gce}k\%ENrﬁ@d‘A f‘_r&ﬁ

10 networks. In contrast, well-known prior art signature authenticatlon
solutions usually adopt supervised neural networks. It is noted that instant
invention can be inplenmented fully either on a personal conputer or mainfranme .
type conputer, or any conbination thereof. Additionally, such conputers
preferably are connected in conventional manner to the Internet to 15
facilitate on-line transactions. While the present invention has been
described with reference to preferred enbodinents, it will be understood by
t hose skiwhetisi dlaibhed Bt t hat vari ous changes may be nade and equi val ents may
be substituted for elenents thereof without departing fromthe scope of the |
i nvention. For instance, as previously noted, 20 circul ar/bubble shaped
neurons may be ysed mesiaREf ghthehticdtihg alsigitlrs) cor prigsiagithé Qfbps drany

modi fications may be nade to adapt a particular situation or material to the
t eachi ngs of tsﬁ@ﬁ"ﬁ‘gﬁﬁ'igﬂﬁt%etarm&toﬂéﬁéjratta negpresentative of saichsigaptwWespe t her eof .
Moreover, di f fc8h@8fkindUBRRT Hath & WdlS! ARfh tb%cw;&%reh@siﬁgf£e:fe€‘cmsibéefat' ons
may be used than thé above di scussed e oalnent to i ncreéase accuracy or as
requi r ed SBNPRINGSRIOCESS r equi renents. Therefore, it is intended that the

i nventi on not V‘n‘?eéarng%éigqu&SF\}%esarﬁglﬁéeﬁl'q%\%%%wisggE’{é?%?ﬁﬂfﬁa?gn s the best

nmode contenpl ate carrying ou e 1Tnvention wll
i ncl ude &N inareeinGknswallern féatgresi ohsaidt signsttope defihed Hey apoeadéine! ai ns. 34
PLACE NE,spghg'AV nit 13 What is clained is: 1. A nethod of authenticating a

signature, cohprising the steps of: sanpling a signature and storing data
represent at i véeedingsattl kighrdimension wentemesrtoi argussuperdised riearéli rgftwadrkrensi on
wherein. said recursiy

vectors usjn recursiv S | i.n rocess . sanpl i ng
process @%&pﬁ?@%@ﬁﬁn@e? Qf&vgr@e?%réﬁ‘gﬁ’ %gcoraﬂo?%re@g@%@nyp?ﬁﬁﬁ 8P %t ures of
sai d si grmghidémedsibh vedtdrg byhaurhelative methomamalization, thereby identifying
clusters of high dimension points; and
analyzing said clusters of high dimension points to determine, based

on previously stored information, the authenticity of said signature.

2. The method of claim 1, further comprising the step of digitally
sampling said signature.

3. The method of claim 1, wherein said sampling is effected via at
least one of a mouse, a pressure sensitive pad, a digital tablet, a stylus and
an electronic pen.

4. The method of claim 1, further comprising generating a list of
time/location pairs.

5. The method of claim 3, further comprising sampling pressure

applied to said at least one of said mouse, pressure sensitive pad, digital
tablet, stylus and electronic pen.
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REPLAC »
feedi ng said high dinmension vectors to an unsupervi sed neur al netE § T§WET

perform ng a high order principal conponent extraction process on Uﬁhfﬂﬁr ?
di mensi on vectors by cunul ative orthonormalization, thereby identifying
clusters of high dinension points; and anal yzing said clusters of high

di mrension points to determ ne, based on previously stored information, the
authenticity of said signature. 2. The nethod of claim1, further conprising

the step of digital i iJd.signature. .3..Th thod of claim1,
wherei n sai d segirrpl |-Hr|1")gé rl‘qgme@f gggg%ﬁvll’a eI opling, js 'B&eggpﬂﬂ%&fatﬁ %ressure
sensi t i veatgeadst abalitgt@ sdmplds| par, semoatlyl us and an el ectronic pen. 4. The
met hod of claim1, further conprising generating a list of tinme/location
pairs. 5. The nethod of claim3, further conprising sanpling pressure applied |
to said at | edst orfereMousty Canoeled) pressure sensitive pad, digital tablet,
stylus and el ectronic pen. 35 REPLACEMENT SHEET 13 AUG 2003 6. The net hod of
claim1, wherein sanpling is effected at a rate of at |east about 40 sanples
per second. 7.8.(PrggANcELYEGRNcel ed) 8. (CANCELLED). 9. The nethod of claim
1, wherein said recursive sanpling process conprises 12 iterations. 10. The i
met hod of claiml1, wherein a tine period associated wwth each iterationis in
accordance w th t hahkah j irh Qr ivéh 1 i | iaed in the
first iteration is bet mgggdgg%flégﬁlg'y@’%&ﬁ?‘é%ﬁ%ﬁﬁﬁ*%féﬂ%ggt eps of

29% ; (b) OREPIsesel HELIBIPNSxani ned in a second to 13th iterations is 70% of
the tine period examned in the previous iteration; and

10. The method of claim 1, wherein a time period associated with
each iteration is in accordance with the following criteria: -

(a) the time period examined in the first iteration is between 50%
and 70% of a signature time (with steps of 2%);

(b) the time period examined in a second to 13" iterations is 70%
of the time period examined in the previous iteration; and

(c) the time period in each iteration is either in the start of the time
period of the previous iteration, or in its end, but not in the middle.

11. The method of claim 1, wherein said recursive process lasts no
more than 3 seconds.

12,  (Previously Canceled)

13. (Previously Canceled)

36



(c) the time period in each iteration is either in the starBE(?fL‘%ﬂ@MEWSHEETﬁ
period of the previous iteration, or inits end, but not in the m dB AUGLR003 |
The nethod of claim 1, wherein said recursive process lasts no nore than 3
seconds. 12. (Previously Cancel ed) 13. (Previously Cancel ed) 36 REPLACEMENT
SHEET 13 AUG 2003 14. The nmethod of claim1l, wherein a neuron is prevented
from growing to an extent whereby that neuron recogni zes all vectors as a

bel onging to in r The od_of claim wherein the clusters
are Clgl‘ cul ar giré bgu*lbeél 58 e gl%gn ?’hy%égﬂoa %?ur8paisﬁrﬂe”§?fgf69m a radi us
of a bubmr@wm@rtweg@omtnentomeeem ahdarrmkuwteni pddoanizet bineveétitsisargeaof the J
vectors f - wining neuron, 17. A nmethod of authenticating a signature,
conpri si nlgél?h%mg!t engglggfe E@?ﬁﬁgl ing a signature and storing data representative
of said si gnature converti ng sai d data to high di nension vectors using a
recursive proc |ng sai d hi gh di nension vectors to an
unsuper vi sed raI hﬁefnv&egﬁ?d %feﬂ rﬁorW?f&'rhth?gﬂuﬁeﬂ%rarSrF'W dalorconponent
extracti aubgpleshapedn said high di nension vectors by cunul ative

orthonormal i zation, thereby identifying clusters of high dinmension points;
anal yzing said clusters of high dinension points to determine, based on

previously stargd mheoraroan.oft AL of ARA SYOMR!bliishle geNer ating |
said information by: providing Iurallty of sanpl e si gnatures; e?fectlng

sai d samﬂqr'ﬁf’gspoeeﬁ\ﬁér'%h%ataé‘ﬁérq é@dlaﬁ@ns ok plae fdistanee lof dheswedorssfamat ur es;

wining neuron.

17. A method of authenticating a signature, comprising the steps of:

sampling a signature and storing data representative of said signature;

converting said data to high dimension vectors using a recursive
sampling process;

feeding said high dimension vectors to an unsupervised neural network
and performing a high order principal component extraction process on said
high dimension vectors by cumulative orthonormalization, thereby identifying

clusters of high dimension points;
analyzing said clusters of high dimension points to determine, based
on previously stored information, the authenticity of said signature;
generating said information by:
providing a plurality of sample signatures; i’
effecting said sampling, converting and feeding steps for each of said
signatures;

computing a temporal summation r and an average temporal

summation s for each of said signatures; and

based on said computed r and s values, outputting a measure of global
signature structure deviation A and a measure of local signature structure
deviation B.
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computing a tenporal summation r and an average tenporal RERTACBRMENTOSLIEL
of said signatures; and based on said conputed r and s val ues, out Ru‘:%t t;q\‘;ﬁg'l |
measure of global signature structure deviation A and a neasure of ‘1 ocal :
signature structure deviation B. 37 REPLACEMENT SIP + ' 10 ~ 13 18. The

met hod of claim17, whereinr is a ratio of the nunber of vectors within an
ellipsoid to the total nunber of vectors and s is the average of distances of
all vectors w{dli N5 ' ' : d od of claim 17, wherein said
previ ousl y stored _ﬁ%f ‘(q)l'regrrljé #%ﬁﬂléjmcégbgvmegeu\gﬁ Es gef?hos?% QPE0ES Het er mi ne,
based on Vectgiseishiaran sligseid tocthiectotal rirabeheitdctotsyaricheietie avdragdhe net hod
of claimd7y; | .Si Julti pl.ying values A and B including and
determ niifgd'ag?g'%%%r%!etaﬂ&%gﬁdg l)’@ﬁ"'ﬁgafdeg'gg?ﬂgh 1. 21. The nethod of claim 20,
further conprising executing said multiplying step in a Pi neuron. 22. The
met hod of claigg 21 wherein 20 to, 40 Pj_neyrons are enpl gyed. 23(Cancel ed)

24. A met hod ofl@aut &5t iREhody of sqagj'ﬁ‘atjt]r'e Wﬂﬁfﬁﬁ‘ri%ﬁ'q\gp Hdoushepstased sanpling a
3 i gnat ur ﬁ'nﬁmdwdattormr lis\gcomaparede Withs @atdtsigttatafe 39 @eﬁérﬁﬂﬁé,urb%ised CQﬁ'Vﬁr]E i ng sai d
ata to hi | mension vectors using.a recursive sanpling process; feeding
sai d hi grP'gpﬁ'éeﬁm"aﬁd \9@&%@%@” hentyderefed neural network and perform ng

a high order principal conponent extraction process on said high dinension

vectors by cunyl atiye orthonormalization, thereby identifying clusters of
hi gh di nensi oigépoi i §;method of claim 17, further comprising multiplying values A

and B including and determining whether the product is less than 1.

21. The method of claim 20, further comprising executing said
multiplying step in a Pi neuron.

22. The method of claim 21, wherein 20 to 40 Pi neurons are
employed.

23 (Canceled)

24. A method of authenticating a signature, comprising the steps of:

sampling a signature and storing data representative of said signature;

converting said data to high dimension vectors using a recursive
sampling process;

feeding said high dimension vectors to an unsupervised neural network
and performing a high order principal component extraction process on said
high dimension vectors by cumulative orthonormalization, thereby identifying
clusters of high dimension points;

analyzing said clusters of high dimension points to determine, based
on previously stored information, the authenticity of said signature; and

assessing the presence of overgeneralization in said neural network,
wherein a condition of overgeneralization is deemed to occur when at least

one of a ratio of the number of vectors within an ellipsoid to the total number
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anal yzing said clusters of high dinension points to deter RERLAGERENDSHEET |
previously stored information, the authenticity of said signat ure;1kaa%@ !
assessing the presence of overgeneralization in said neural networky iérzgp% a
condition of overgeneralization is deened to occur when at |east one of a |
ratio of the nunmber of vectors within an ellipsoid to the total nunber 38 *
REPLACEMENT SHEET 13 AUG 2003 of vectors squared (r2) and an average of

Vari ance SyrVecRe s HEREES Tot'en o 30k Bae Y pBEcEs 57 sl Ertdmakitinradet of m ned

(Cancoreqy o L A 2 e o S, lrcer ol
ncel e : ncel e : ncel e :

34. (Cang)eef%%arvgwgﬁéﬁg%éh?w Pﬁa’gﬁﬂ‘ﬁm"&%ﬂ Fr?{&s'é&g'rgnature, the software |

operable to: sanple a signature and storing data representative of the

si gnat ur e; c?gvert( t he d@ha to high di nension vectors using a recursive
sanpling procCéss, F‘-ﬁ% elj% rsive sanpling process conprising iteratively

focusing on increasingly smaller features of the signature, defined by
shorter tinme spans; feeqi? he hi gh di mension vectors to an unsupervi sed neural
network and rfom?'éc h order principal conponent extraction process on

t he hi gh 39 REPLACEMENT SHEET
27. (Canceled)

28. (Canceled)

29. (Canceled)

30. (Canceled)

31. (Canceled)

32. (Canceled)

33. (Canceled)

34. (Canceled)

35. Software for authenticating a signature, the software operable
to:

sample a signature and storing data representative of the signature;

convert the data to high dimension vectors using a recursive sampling
process, the recursive sampling process comprising iteratively focusing on
increasingly smaller features of the signature, defined by shorter time spans;

feed the high dimension vectors to an unsupervised neural network
and perform a high order principal component extraction process on the high
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13 AUG 2003 di nmension vectors by cunul ati ve orthonormal i zaWAgWMEW SHERT
identifying clusters of high dinmension points; and anal yze the cl ustm @f

hi gh di nensi on points to determ ne, based on previously stored info y n2,083
the authenticity of the signature. 36. The software of claim 35, further
conprising generating a list of tine/location pairs. 37. The software of
claim35, wherein the clusters are circular or bubbl e-shaped. 38. A system

for aut hefiider@idm Lgpat yr rising: at .least gne penpry operable to
store data repr esg{r?t%té%vgz glfr%gm%urogh%tgﬁr Fﬁﬁaj:iqﬂ'e ’ergﬁg G%ét'g\f'”gmre
pr ocessordustees pebighvadimensier pbines;tand sanpl e a first signature and storing a

data representgti i ignature in menory; convert the data to
hi gh di mensi or?%%ﬁe%%o% {'Jltsllgtﬁég é’??‘té%@rdg?sas'%aﬁ%ﬁ"isn@ ﬂé%%’%?' baged @Bur si ve
sanpl i ng Ryevioesly stongxt indormgatiom thiel echgntiéiog of thwsigRaturer easi ngly smal | er
features of said signature, defined by shorter tine spans; feed the high
di mensi on vectors to an unsupervi sed neural network and perform a high order

princi pal com3énenThexdofaedreaf duint85Sflther! dnprisiig 'e'ﬁ%PéﬂirPd‘aW%Eb?rs by
cunul at i ée o;t hc&nor nal i zation, thereby identifying clusters of high dinmension
poi nts; ARBSARCAYHEPRIFR clusters of high dimension points to determne, based .
on previously stored information, the authenticity of the first signature. 40
REPLACEMENT SHEET |1"\3 AUG 2003 39. The system of claim 38, the one or nore
processors further TNERYF ARG 06 ClaiRed it wWhereinstheotlustare/dreceitduwar pair s.

bubble-shaped.

38. A system for authenticating a signature comprising:
at least one memory operable to store data representatives of a
plurality signatures; and
one or more processors, collectively operable to:
sample a first signature and storing a data representative of the
first signature in memory;
convert the data to high dimension vectors using a recursive
sampling process, the recursive sampling process comprising iteratively
focusing on increasingly smaller features of said signature, defined by shorter
time spans;
feed the high dimension vectors to an unsupervised neural
network and perform a high order principal component extraction process on
the high dimension vectors by cumulative orthonormalization, thereby
identifying clusters of high dimension points; and
analyze the clusters of high dimension points to determine,
based on previously stored information, the authenticity of the first
signature.
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. REPL ‘
40. The system of claim 38, wherein the clusters are ci rclﬂzarAéCrEMENTSHEET |

bubbl e- shaped. 41. A systemfor authenticating a signature, conprisiﬁ@;ﬂﬁgaaﬁm |
for sanpling a signature and storing data representative of the signature; i
means for converting the data to high dinension vectors using a recursive
sanpling process, the recursive sanpling process conprises iteratively
focusing on increasingly smaller features of the signatures, defined by

shorter tine ns; I f ' t ' dinensi on vectors to an

unsuper vi sed Sjn%ur ;Ih@ﬁe ﬁ&ﬁ%n‘?ﬂ%%&%nghg% WSrW@Feﬁqrﬁ HBer component

ext ract i fPerpblectosgensiatena listgf timefoeatiom paics.ors by cumul ati ve
orthonormalization, thereby identifying clusters of high dinension points;

and nmeans for analyzing the clusters of high dinension points to deternine,
based on previdus| yhet systemi of arlafet i38), whbeiruhbedtsters Yaref citdifar SFgnature.

42. A netdipg,&f hg?uégpenticati ng a signature, conprising the steps of: sanpling
a signature ana storing data representative of the signature; converting the |
data to high dinmension vectors using a recursive sanpling process, wherein the |
recursive sanpld ng process, conprises,  iteratively focusing on increasingly ;
smal | er feat H%&S of’ ?’ﬁge@if&ﬁﬁ’f’nﬁ?%",&t'cﬁgaﬂi%ﬂgf‘ﬁ@rﬁi §PMArisesi on vectors to an |
unsuper vi sed meedrs forefanwisling &R rR€GAOSNA BEbrihd i RpTELeRiNE P fhe CONPONENT |
extraction process on the high dinension vectors by cumulative
or t honor r?éﬁrf)a} tS70on, thereby identifying clusters of high dimension points; |
and anal yzi ng rhéunsClfers cBhgering kel dHtaERS iHigh RAUNS 0 VEBLRE MidlGy ased on

previ ouslg stored information, the authentiCTity of the signature?’ 41
recursive sampling process, the recursive sampling process comprises

iteratively focusing on increasingly smaller features of the signatures, defined
by shorter time spans;

means for feeding the high dimension vectors to an unsupervised

neural network and performing a high order principal component extraction
process on the high dimension vectors by cumulative orthonormalization,
thereby identifying clusters of high dimension points; and

means for analyzing the clusters of high dimension points: to
determine, based on previously stored information, the authenticity of the
sighature.

42. A method of authenticating a signature, comprising the steps of:

sampling a signature and storing data representative of the signature;

converting the data to high dimension vectors using a recursive
sampling process, wherein the recursive sampling process comprises
iteratively focusing on increasingly smaller features of the signature;

feeding the high dimension vectors to an unsupervised neural network
and performing a high order principal component extraction process on the
high dimension vectors by cumulative orthonormalization, thereby identifying 3
clusters of high dimension points; and |

analyzing the clusters of high dimension points to determine, based on
previously stored information, the authenticity of the signature.
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