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10 Background Art

Advancement of portable telephones is accelerating. Recently, it
is possible to access servers on the Internet through a portable telephone
to download a variety of contents and applications. Such applications
that are downloaded from a network and used include, for example, an

15 application called "Java Applet" described in the Java (registered
trademark) programming language.

Open networks, including the Internet, generally have poor security,
and hence, Java Applets distributed through such an open network are not
necessarily reliable.

20 Accordingly, it is necessary to exclude accesses to networks
established by an illegal Java Applet. In response to this demand, there
has been proposed an access limiting technique called "sandbox model."
The sandbox model allows communication terminals, which perform as
clients, to access only a server from which a Java Applet is downloaded.

25 However, it is anticipated that network resources will be further
integrated or distributed in the future. In such situations, some cases are
likely to happen where applying the existing access limiting technique

mentioned above is not adequate.
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FO492I31§6432?§§g505ure of Invention Accordingly, it is an object of the
present.invention to propose a new nechanismfor limting netwrk accesses
gai ned by executing applications on a comrunication termnal. 5 To this
end, the present invention provides a call origination Ilimting nethod
including a conparison step for conpaRing, when a call origination is
performed froma conmuni cation term nal acconpani ed by executing an

appl i cat PRSclRuteofIneenatiayer of a comunication node, for which a call
origination is to be inplenmented, with a tel ephone nunber o of a

comuni cation Aederdtiigly, hess heeobfdarefl the presént ingentiensto pebposdand and
for which a call origination has been granted, and a determ nation step

f or det eneimi mgchhnrismar fohelinaitingrnefwertk oaccdssas dghmedyr byt execnting on a
basis of the result of the conparison. According to the present invention,
when a capplieatignf£n a€oRMAINICEtipAdEBMENaE. ned conmuni cation node is

or | gimat | on < KB HiiBe Banfhs DISSCHpITHFPRERSL TSy RS §CPONnORIEIAOMI of

th l.cati .t f the t nb that h
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node to éﬁe@@dihgdaﬂvia lideidie! £RERPhoHETRBNTbEMBF U B mMuribstibs! f#paeNe
directory data 'n the conparison step. In another preferred form the

storing feawhith acatkoriginhtion Btosbeimplemented omitloh telspmghunsloes ng
calls, and conpares the tel ephone nunber of the comunication node to be
cal 11ed wof ha t edmphonicatiorberade ovhith |hass tbeeint is¢oradhdnoat gtompgc aidansor
' ncom ngbgtaolrle%ainrc]l ta?x?l %rs t\%l)l(c}?fa call origination has been granted, and a
determination step for determining whether the call origination should be
granted or not on a basis of the result of the comparison.
According to the present invention, when a call origination of a

15 predetermined communication node is accompanied by executing an
application, it is determined whether the call origination should be granted
or not by checking the telephone number of the communication node to be
one of the telephone numbers that have been granted in advance. This
permits improved security to be achieved.

20 In a preferred form, the storing means is a memory for storing
telephone directory data, and compares the telephone number of the
communication node to be called with the telephone numbers included in
the telephone directory data in the comparison step.

In another preferred form, the storing means is a memory for

25  storing a history of outgoing/incoming calls, and compares the telephone
number of the communication node to be called with telephone numbers
of at least either the outgoing calls or incoming calls in the history of
outgoing/incoming calls in the comparison step.

In still another preferred form, the storing means stores plural




outgoing@bqggqhaglcalls in the conparison step. In still another preferred
form the storing neans stores plural F0492/3151 3 types of tel ephone
nunber groups, and conpares, in the conparison step, the telephone nunber
of the comuni cation node for which the call originationis to be

i npl enented with a type of tel ephone Bunber groups corresponding to an
application to be executed. 5 1In a preferred form the call origination

Lim tingtypédod tekephiond dathber growsstaenl tompurepuin the cdnpdsoRIsteped
error nmessage and pronpting an operation for instructing a call

ori gi nat the tedeploonednimber uefrthief comalunicatiogi nadiecofoprwhédsithg ltadl been
rejected in the determ nation step, and a step for accepting the operation
for inst ouiginatjonhis teabe ioaplgimentednwitho apaipieod fréel eipomeenugdheragedups r yi ng
out the call origination. In _each form descri bed above, the call

ori gi nat CERrasPoRding ta s spplicaiionitade eraedtedon for voi ce communi cation or

data communi cation.  Jhe esent, i nvgnti.on can he inpl ement ed. al so | form
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i mpl emrent ed rm wherei i a commuritcation termn or carrying ou
t he net hegidiaatioA0ptddBskinig has! beet rgjettéd dn_ thepdatdiptinabiotestep, and a

manuf act ured and nmarketed.” Such a communication termnal is provided wth a
means f ostep ofomacceptiaghdhe pebatienoffor onmstmictang otheodallf originationa cal |
origination has been granted, a neans for conparing a tel ephone nunber of
conmivhi c @erformeshibyrtbe uger mdhcarying ougithacabhoriginaties. i mpl enent ed 25
wth the tel epi]r? %%CBUP(B% Sdesstc?irb%% LIBOE/Q,e tﬁé %rzlilpgrlgﬁggtsio\{\lhi%na 6i)r((:);fl:lelssing
for line connection for voice communication or data communication.
The present invention can be implemented also in a form wherein a
carrying out program for the call origination limiting method described
15 above is distributed to a user through a telecommunication line, or in a
form wherein such a program stored in a computer-readable medium is
distributed to a user.
Furthermore, the present invention can be implemented in a form
wherein a communication terminal for carrying out the method for
20 limiting call origination explained above is manufactured and marketed.
Such a communication terminal is provided with a means for storing
telephone numbers of communication node for which a call origination
has been granted, a means for comparing a telephone number of
communication node for which a call origination is to be implemented
25 with the telephone numbers stored in the storing means when a call
origination is accompanied by executing an application, and a means for
determining whether the call origination should be granted or not on a
basis of the result of the comparison.

An example of the communication terminal is a portable telephone



origi nat'iFQQ9i2$/3ngorrpani ed by executing an application, and a nmeans for
determ ni ng whether the call origination should be granted or not on a
basis of the result of the conparison. An exanple of the comunication
termnal is a portable tel ephone F0492/3151 4 perform ng radio

communi cation. Brief Description of tde Drawings Fig. 1 is a block diagram
showi ng an entire systemconfiguration in 5 accordance with an enbodi nent

of the ppesformingvertiowomirithicatiba. @ bl ock di agram showi ng a hardware
configuration of a portable telephone in the enbodinent. Fig. 3 is a

di agram show ng an exanple of a history of outgoing/incomng calls stored
in the portable tel ephone in the |o enbodinent. Fig. 4 is a diagram
showi ng BriefkBesception of dphbhrawingsctory data stored in the portable

tel ephone in the ephodinent. Fig. 5.is a schematic di agram showi ng a
sof tware confi §L$ aﬂf%ﬁ @%Cﬁ(t(ii@gﬁm S WIngpERE $Ystere conbigliration im 5
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Referring to t e el AguoRlc Hballf thob e 7 it diead boblEuAtiBBcef dance

Wi th thepp@ptetelpont BitRSchBoeRn:l N thi s enbodiment, an exanple will

be explafned in which a portable telephone for radio data conmuni cation

executes an apPig.cali ¢ adelagidiad shiowinbavan (eRAnFSIRS e6f t 4 29RERIY) of
progranm ng | anguage 25 (herernafter referred to as "Java application").
The presentgoimgéimcoming calls stored in the portable telephone in the
10 embodiment.
Fig. 4 is a diagram showing an example of telephone directory data
stored in the portable telephone in the embodiment.
Fig. 5 is a schematic diagram showing a software configuration of
the portable telephone in the embodiment.
15 Fig. 6 is a flowchart showing a processing operation performed
when a Java virtual machine of the portable telephone in the embodiment

executes a downloaded Java application.

Best Mode for Carrying Out the Invention
20 Referring to the drawings, an embodiment will be described in
accordance with the present invention as follows:

In this embodiment, an example will be explained in which a
portable telephone for radio data communication executes an application
described with Java (registered trademark) progrémming language

25  (hereinafter referred to as "Java application"). The present invention,
however, can be implemented in various modifications within the scope of
the technological spirit thereof, rather than being limited to the
embodiment.

A: Configuration



however ,'F@a@ngliyipl enented in various nodifications within the scope of
the technol ogical spirit thereof, rather than being limted to the

enbodi ment. A: Configuration F0492/3151 5 First, the configuration of the
enbodi nent will be explained. (1) Configuration of the entire system Fig.
1 is a block diagram show ng the confisguration of the entire system
according to the enbodi nent of the present invention. As showmn 5 in the

drawi ng, the s¥itsemliesconfighragodndiohepambalimenehveithbeekpl@mend 10b, a
nobi | e data comruni cati on network 20, a server 25, the Internet 30, and a

downl oad (}pConfiguratitireopohe entizetsgisegrnones 10a and 10b are owned by users
to receive call services of a nobile telephone network, which is not
shown, and to Fig.olpisra deckadiagranmshomaagi tre wonfigurbticoa ef ahecentire of

the nobil e data comuuni catjon network 20 _.to receive, data, conmmuni cati on
servi ce 8YSERR acgg{f%&tqﬁ)e ¢H§’%&ﬁ'ﬂ%‘l of the gpasertsinvsations 16 shewipor at e
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referredahg Pdowmehd 3R eer 46! ephone 10 hereinafter unless it is necessary
to distinguish themin explanation. 20 The nobil e data conmuni cation

network 20 is Thegiértabkdteléphoses 19aadndn0blaresoivineldi g ugkld 66 rewbivd is
not shown, and communi cation lines for connecting them Miltiple base

stati onscall ser¥ictspbbyreabile gebepdtanerineeeorky srhishsisi not shomminandttoon

servli 0Ce Sgref%r?rI ragieo rgg)t;rllrln?mication with a base station 21 of the mobile data
communication network 20 to receive data communication service of the
network 20. The portable telephones 10a and 10b incorporate a browser
for browsing various pages on the Internet 30 and a Java virtual machine
for supporting Java (registered trademark), which allows various Java

15 applications to be executed.

The portable telephones 10a and 10b share the same configurations
and operations, so they shall be generically referred to as a portable
telephone 10 hereinafter unless it is necessary to distinguish them in
explanation.

20 The mobile data communication network 20 is constituted of base
station 21, switching office, which is not shown, and communication lines
for connecting them. Multiple base stations 21 are deployed at
predetermined intervals in a communication service area of the mobile
data communication network 20 to effect radio communication with the

25 portable telephones 10 movably located in respective radio cells. The
mobile data communication network 20 is connected to the Internet 30
through a gateway, which is not shown, and two-way data transfer is

possible between the networks.

The download server 40 holds data in an HTML (Hypertext



dat a compypibeaghgp network 20 to effect radio conmmunication with the 25
por.t abl e tel ephones 10 novably located in respective radio cells. The
nobi | e data conmmuni cati on network 20 is connected to the Internet 30

t hrough a gateway, which is not shown, and two-way data transfer is
possi bl e between the networks. The downl oad server 40 holds data in an HTM
(Hypertext F0492/3151 6 Markup Language) format that can be referred by

usi ng t ha1rews Blanghakby forwat ahaecdgbenkIegedlby %@@n%%héw%v&ﬂe@f g Java

applications, "'and “provides themto the portabl e tel ephone 10 through the

i nt er nedpartabdé tdlephbaeerlikt add andidlle typus eofddavac upplidatééngn dirl wor k
20. 5 Java applications held by the downl oad server 40 include, for

exanpl e, psovidearthetwto phepatiahjeReleglene d Othrongbthetintermediagynefthe to a
user of the portable tel ephone 10 and gane software for_ the user of the

por t abl elﬁf@rﬁﬁhaﬂ@mbth%mlﬁk datpaeryRuaicasien nghwerki20a anot her user.
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a call destination communication ndode, there are, or exanple, server 25,

por t abl eWheethesedal@ apphcatibas dreedpowniedded frehe e viAlddibisegxecut es
an application, and fixed tel ephones, which are not shown. 20 The server

25 Has ad4Puncthieoportableptalephong 10 andrexgsicuted by thepodable telephione 10,
speci CglIln%’dettgr?nlsneerdvg(r)mzrgug?csat?orﬁr{)o eyisarcg eZl,Oraniit Stt(i)cne%sing is carried
out by performing communication with the communication node. There
is also a Java application in which, when a user specifies a call destination
communication node, a so-called "PhoneTo" function is implemented to

15 call the communication node to effect voice communication.

In this case, as a call destination communication node, there are,
for example, server 25, portable telephones 10 other than the portable
telephone 10 that executes an application, and fixed telephones, which are
not shown.

20 The server 25 has a function for providing a user with the PIM
service. More specifically, the server 25 has a memory area for storing
schedules, note pads, etc. of each user, and performs updating or the like
of such data in response to requests received from the portable telephone
10 of each user. In this case, the Java application downloaded into the

25 portable telephone 10 is carried out thereby to cause the portable
telephone 10 to call the server 25 and perform processing in cooperation
with the server 25 to receive the PIM service.

If the Java application downloaded into the portable telephone 10

is a confrontational game to play with another portable telephone 10, then



schedul €g.,,430/4,83ds, etc. of each user, and perforns updating or the Iike
of such data in response to requests received fromthe portable tel ephone
10 of each user. In this case, the Java application dowl oaded into the 25
portabl e tel ephone 10 is carried out thereby to cause the portable

t el ephone 10 to call the server 25 and perform processing in cooperation
with the server 25 to receive the PIMservice. If the Java application

downl oadege ?&%B]B%%}iﬁ@ﬁ'& ¢OhefspeRaeplR, cadlsa Mﬁﬁl@tél@pﬁbn@ambto
pl ay with another portable telephone 10, fhen F0492/3151 7 the portable

t el ephond'hkReaftenrcemanphieationl isscatrted onitaidtovdeal ed poetatdb.tel s&f ter,
comuni cation is carried out between the portable tel ephones 10a and 10b
to execufl@atdrad 18bdomgmedudathedavatapplieationa application is executed on

the portable tel ephone 10 5 so as to connect a |line by calli n%a
predet er mi ned dbwsusi taka epphisabionair executest onethe postabdeiteteghonre dd) ng
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Referring now to the bl ock diagifam shown in Fig.” 2, the hardware 15
confi gur abowe isftakiea imotaigoanteiteizhaoe deBirdble tbealdewcaidadt orsinabiom in
the drawi ng, the portable tel ephone 10 is constructed of a

t r arishi t proggssésgibased omia instructienrafr Mvaapplicatiomnsuwéthautt dnfitatéonni t
13, and a bus 14 interconnecting them The transmtting/receiving unit 11
i s constitutedFer this g@@mé&lgn@nbodlment imposes a certain limitation on a

call origination processing accompanied by executing a Java application.

(2) Hardware configuration of portable telephone 10
Referring now to the block diagram shown in Fig. 2, the hardware
15 configuration of the portable telephone 10 will be described.
As shown in the drawing, the portable telephone 10 is constructed
of a transmitting/receiving unit 11, a control unit 12, a user interface unit
13, and a bus 14 interconnecting them.
The transmitting/receiving unit 11 is constituted of an antenna and
20 a communication control circuit, which are not shown, and performs radio
communication with the base stations 21 of the mobile data
communication network 20.
The user interface unit 13 is constructed of a liquid crystal display
for displaying various types of information, a key pad for a user to
25 perform various types of input operations, and a microphone with a
speaker for telephone calls of the user.
The control unit 12 controls each part of the portable telephone 10,
and is constructed of a CPU 121, a ROM 122, and an SRAM 123.

Various control programs or the like are stored in the ROM 122,



20 a comqigqat3i1@|1 control circuit, which are not shown, and perfornms radio
conmuni cation with the base stations 21 of the nobile data conmunication
network 20. The user interface unit 13 is constructed of a liquid crystal

di splay for displaying various types of information, a key pad for a user
to 25 performvarious types of input 8perations, and a m crophone with a
speaker for tel ephone calls of the user. The control unit 12 controls each

part of thd ther CPU & 2ereadwoat the caiifol pro@AThS 'ﬂ@te@&c‘ﬂfte av'a@f’dhslﬁge@ ROM

122, and an SRAM 123. Various control prograns or the like are sto

the ROM dP2¢compdd2p@reisitgandConerdlPprégiameaids that ROM d@R rmbhml@gatmrrs to
execute various types of control ocessing. Control progranms in the ROM
122 i ncl Operating cjysteny pgovida pﬁ?mpee@hlfn tetephyone di),ea thioaysemearnd, a
browser, and various. types of ftvvare ich will be djscussed

her ei naf V@F10U§ tYiﬁ’ésﬁA@dl Ware sw ‘éléiv%\‘%l be:ggﬁq'(u%ﬁeélah@felﬂﬁ@eCPU 121, and al so

stores Java a I C wnl oaded from the down v
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t el ephon e er S@ oWl ng an
xanpl o S{OIER %ﬁ%@@f@%ﬁs SESUmGsReY; oty d?g?ﬁ@#g?ﬁ{a@ﬂ“@ ﬂ%sRAM
123, and 4 vm a em@pé t

dat a stopgg |rn ?Itl %él%%AIﬁsi hoc‘ivﬁlsl r’@})fF @rthﬁge hﬁ%@oﬁ%f o’ut 90| ng
calls lstelbphedevmwcmyQlataraﬂxtéﬂeaiebykaemséme portabl e tel ephone 10 nmade
each call, associated wmth the tel ephone nunber of the conmunication node
f r om whi ch t heFig. t®| sphondiagrhim welsowing anhexamplenaof rihet diistdrgneof

nunber). Simlarly, the history of incomng calls is stored with date and
ti el Whe AUEZRINZ/BIGOAMING pallépit@md 1 the ¥R E33handiFig. &siveidiagdam t h

the tel egﬁowmg an example the telephone directory data stored in the SRAM 123.
As shown in Fig. 3, the history of outgoing calls is stored with date
and time when the portable telephone 10 made each call, associated with
the telephone number of the communication node from which the
15 telephone call was made (the originating telephone number). Similarly,
the history of incoming calls is stored with date and time when the
portable telephone 10 received each call, associated with the telephone
number of the communication node from which the telephone call,
corresponding to the received call, was made (the incoming telephone
20 number).
Furthermore, the telephone directory data is stored with
interrelated names and telephone numbers, as shown in Fig. 4.
As for a processing for storing of histories of outgoing and
inéoming calls, well-known arts shall be applied and the explanation
25 thereof will be omitted.
(3) Software configuration of portable telephone
The software configuration of the portable telephone 10 will now
be described.

Fig. 5 is a schematic diagram showing the software configuration



nunmber o'fF0t4r9Q/c3qr§quni cation node fromwhich the tel ephone call,
corresponding to the received call, was nade (the incom ng tel ephone 20
nunber). Furthernore, the tel ephone directory data is stored with
interrel ated nanmes and tel ephone nunbers, as shown in Fig. 4. As for a
processing for storing of histories of9 outgoing and incomng calls,

wel | -known arts shall be applied and the explanation 25 thereof wll be

oni tted. of¥heSpbitabie telephiomer 801 ONA Ofshpi élﬁltfhet @t BPHY)thESo U Areap £

configuration of the portable tel ephone 10 w now be described. Fig.

i s a schehatportablegebeptsdmenl Ogist denstttfutediof arpopeeating isgstdB408/, 31bdvP of
the portabl e tel ephone 10. As shown in the draw ng, the software of the
por t abl e appligghione managerc dAM taifavaoK aririvadrmiachine J6Vavh asd a Jawa

appl i cati on_ manager JAM a Java K virtual machine KVM and a Java

appl i cat ABRli&ptION AR ! Bhigarder Srom 2 dowiermast layer ta @na\lllipﬁgpwiﬁd@b’er.aye[)i
5 The_operating,system OS is wells known ftware installed in .portable
tel ep‘rhoﬁe to s%&%??e‘fﬂé@% Sﬁﬁﬁ%‘@sg%és@f“fqig'kﬁ’&“(%bﬁ tware pRghadl N The
Java a i | ' r Lody for.,contro n ecurity
check onPREEEENTBIRARE s Moy MK BBl P unB°Rbishble FRErE o s
applicatijgn manager JAMrefers to the aforesaid histories of .

out goi ng/inconming calls and the tel ephone directory data and determ ne

whet her the calltheoJawi ﬁ?bli@ﬁtibhoﬁﬁﬁﬁig'w FAMIig sofweaRE AR] P for tntbYl
checki ng whet her the telephone nunber of the above comunication node is

i ncl uded andeseduritynicheck onltheodayganKt virtuak machpinec BS¥M. t Torbe more
predle (; o %ggi(%icc,ortrf]rgnilg\%i ggpﬁgggogccrgggggére dLEK/I refers to the aforesaid
histories of outgoing/incoming calls and the telephone directory data and
determine whether the call origination processing should be executed or
not by checking whether the telephone number of the above
communication node is included therein, when a call origination is
15 processed to a predetermined communication node accompanied by
executing the Java application AP. The determination is based on an
idea: a call origination processing can be granted in such cases that the
node communication telephone number of the call origination is included
in the histories of outgoing/incoming calls or the telephone directory data,
20 because this means that the portable telephone 10 performed
communication with the communication node in the past or the user

recognized it as a communication partner.
The Java K virtual machine KVM carries out the Java application
under the control of the Java applicafion manager JAM. The Java virtual
25 machine KVM and the Java application manager JAM are incorporated
into the operating system OS in advance, and they are all stored in the

ROM 122.

The Java application AP is the software described in the Java

(registered trademark) programming language as mentioned above, and it



exeéutin@oqgg/éng application AP. The determ nation is based on an idea:
a call origination processing can be granted in such cases that the node
comuni cati on tel ephone nunber of the call origination is included in the
hi stori es of outgoing/incomng calls or the tel ephone directory data, 20
because this nmeans that the portable t1®l ephone 10 perfornmed comunication
with the communi cation node in the past or the user recognized it as a

conmuni c§§ dewrlaatedrintd the poteabiie teldpadnd0Nrot WY&deat hilioas QéitvefrthQfg ava

application wunder the control of the Java application manager JAM

Java vi r thed wizGengoramb stOr¥dandheh$RAdMaldBpl i cati on manager JAM are
incorporated into the operating system OGS in advance, and they are all
stored | B:t@perat@n 122. The Java application AP is the software described
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5 wll b | Ai. ' [ . f show ng the processin
ex\émcutig(rjlwof et ﬁngl}gE‘adgpog‘*%%{?lS@%éo%ﬂ%é%ﬁ@&@%%ﬁ%ﬁ@ﬁetﬁf 'a¥ghen an
i nstruct hg?libﬁtibﬁsflﬁgafl ?ﬁe%to‘i'f Hleqe@ﬁ&?96?8t ed Java application AP by

user's opetration, Java applicati¢ I's started up 10 on fthe Java K
virtual machi nWHMM sh oM tiuttior is Sidsede $PORIgrting e A Nsdquesté®nawnd the

processing is executed unit by unit which is an eXxecution unit called

"class" appHpaBon. AFhby, user’s opteation] tieel Jalvat dypplicimton! APsis stdveedugeut ed

'S t1hoe on the Java K virtual machine KVM shown in Fig. 3 in response to the
instruction, and the processing is executed unit by unit which is an
execution unit called "class" (step S1).

Then, it is determined whether the class to be executed is the
processing that requires a call origination or not to a communication node

15  (step S2).

If the class does not require the call origination processing (NO in
step S2), then the Java K virtual machine KVM repeats the processing of
step S1, and executes the processing corresponds to the class.

If the class requires the call origination processing (YES in step

20 S2), then the Java application manager JAM refers to the telephone
number of the communication node, for which the call origination
processing is to be implemented, the histories of outgoing/incoming calls
and the telephone directory data and compares them in response to a
request from the Java K virtual machine KVM (step S3).

25 If a comparison result indicates that the same telephone number as
that of the communication node for which the call origination processing
is to be implemented has been found in the histories of outgoing/incoming
calls or the telephone directory data (YES in step S4), then the Java

application manager JAM determines that the call origination processing



pr ocessi 'rgg)4tgw31r5qqui res a call origination or not to a comunication node
15 (step. S2). If the class does not require the call origination processing
(NOin step S2), then the Java K virtual nachine KVMrepeats the
processing of step S 1, and executes the processing corresponds to the
class. If the class requires the call Idrigination processing (YES in step
20 S2), then the Java application nanager JAMrefers to the tel ephone

nunber othak hbemr%‘unw&fdrﬂnimﬂ@ctsfﬂfat}ftfhiec."aﬂié”'% GAktuA" ch#ié KVM to
processing is to be inplenented, the histories of outgoing/incomng calls

and the eakeptetiee dallesrtigmatitat processingistepsSsem i n response to a
request fromthe Java K virtual machine KVM (step S3). 25 If a conparison
resul t indicat &6 npattelephongenumbamomdhichntier identichht tof thite of the
comuni cati on node  for a&i ch the call origination processing is to be

i npl enenCOMIMANIGAAONf BOde o5 Wﬁ@chigleoﬁﬁ soél‘glﬁﬁtlgai Ewﬁmmn@ lt‘_aab?_s or

i . Lin. S4) t he, I cation
rmnager  SANGAL N elOG iR e BIStPrigs: Of PAEOMEIAUDIAG ¢ atbaoAda s 11
onocut o 1§BRORE ARty dHE NQBbAS A8 Bh at)¢ pfernied o ShE qtﬂ‘.ih}ofr ,
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of out gomagerofAM dmthectanthe DavheKerianal dhaehiy K valatd Nﬁsb};‘a tgp
S4), then it is determned that the call origination processing S not
been gr amessagthenJaviaqajbicrystal ohisphay)agrticddigi tisitr the calherdgination
virtual machine KVWMto display a nessage on a liquid crystal display,
i ndikht i PEOERMNE heanniot ber guinted; sagethesr wids si cannessage gndivating
t oget her .wi th another nessage indicating that user's instruction is
necessar NSRS ASHECHON 4F NgrRssary o Rerfpreygall origination (step S6).
The displayed in this case can be a message, for example, " You
need to call 0o-xxxx-AAAA to continue the processing. Are you making
the call? Press key 1 for YES or press key 2 for NO."

15 If the user issues an instruction for making the call (YES in step
S7), then the processing comes to step S5 wherein the Java K virtual
machine KVM carries out the call origination processing. Then, the
processing returns to step S1 wherein the processing for executing the
Java application AP is continued.

20 In this case, a call origination is made in the step S5 processing so
that the telephone number used for making the call is stored in the history
of outgoing calls. Hence, the call origination processing will be granted
thereafter concerning this telephone number by step S4 determination
above mentioned.

25 If an instruction is issued by the user not to make the call (NO in
step S7), then the Java application AP is forcibly terminated by the Java
application manager JAM in response to the instruction (step S8).

In this way, a call origination is granted only if the result indicates

conformity after the comparison of the communication node telephone



The di spleygsh jiwdis case can be a nessage, for exanple, " You need to
cal | 00-xxxx-AAAA to continue the processing. Are you nmaking the call?
Press key 1 for YES or press key 2 for NO" 15 If the user issues an
instruction for making the call (YES in step S7), then the processing
cones to step S5 wherein the Java K virzual nmachine KVMcarries out the
call origination processing. Then, the processing returns to step S1

wher ei n imbepaesbé inplRmenedufonaht Rl WERRIL S#ithothe Riddrfangirnued

20 In this case, a call origination is nade i e ste processing so
that the diezgephghncomihgrcallseshd die relephonedireeddryl gatat ored in the history
of outgoing calls. Hence, the call origination proCessing will be granted

thereafter conddratiisgta bay, iretkishembodimieat, byllsorgigutiors ardiliatiiedh to above
mentioned, 25 If an,instruction is_issued by the user not to nake the call
(NOin dhepcemmunigatiomengdes egljed chefare ap ithe f oonithlpication nabdes by

t he nga af)s?l Il cation manlagsr JAM in resBonse to the instruction (step S8).
In this Wa§isteredip e teleRhogs duegiony: by Hhe yuser thensuse|the secarites
conf ormg%e@)t)pr t he conpari son of the communicati on node tel ephone

F0492/ 31 nunber to be inplenented for the call origination wth the

hi stories of outgoing/incomng calls and the tel ephone directory data.

That is to say, in this enbodinent, call originations are limted to the

commruni cﬂ;immmﬁm*mpp@j ore or the comunication nodes 5 registered
in the tel ephone directory by the user to ensure the security thereby. C

Modi fication edenpiredoaslypneritiomdd, thierpriessatinvreion 88 vt liMYRME {Pfhd s not

limted to the 1 o enbodinent described above, and may be inplenented in
varidus embodiment described above, and may be implemented in various

modifications as shown below.
(1) Form of each communication node

In the embodiment described above, the portable telephone 10 has
been used as the subject executing applications. The subject executing

15  applications, however, is not limited thereto; it may be a fixed telephone
or a personal computer connected to a portable telephone or a fixed
telephone.

A communication node to be called is not limited to the server 25
or the portable telephone 10; it may be a personal computer or the like-

20  connected to a fixed network and placed at home or in an office.

Thus, the subjects executing the applications and the objects to be
called are not limited as long as they are communication nodes to which
lines are connected by using telephone numbers to perform data
communication or voice communication. |

25 (2) The use of the histories of outgoing/incoming calls and telephone
directory data

In the embodiment, both the histories of outgoing/incoming calls
and the telephone directory data have been used to determine whether the

call origination processing should be granted or not; however, the present



mdi'ficatﬁm@lﬁhom bel ow. (1) Form of each communication node In the
enbodi ment descri bed above, the portable tel ephone 10 has been used as the
subj ect executing applications. The subject executing 15 applications,
however, is not limted thereto; it may be a fixed tel ephone or a personal
conput er connected to a portable telegdlfone or a fixed telephone. A

comuni cation node to be called is not limted to the server 25 or the

or tabl e inebatibani H0t limifsy théreto PerARERatPRSTRUWEhe Mert &51] | b8
Eonnect ed to g fi xed network and pl aced at ahorrya or l|:lfr:1 aeﬁ ‘I(E)@}I cegmﬁzﬁtu%{l t he
subj ect s prreestinggstdvd depp b aateidoma yavel debermitierb by ﬁsinEQ)nlS'aﬂHeeHisz?y not
limted as | ong as they are communi cati on nodes to whic | Tnes are

connect e®fiutgoing catlse omby ¢ha istary afbinmemingrcdHsaor onlytheaelépiione
voi ce co nication. 25 (2) The use of the histories of outgoing/incom ng
cal | s andlifeqtepndata, of brassng agdeast|tva pé themudi ment, both the histories

of out goi j ncom.n al |. and the tel ephone directory data have been used
to de%E grrqsgiir%ﬁsﬁ@g fﬁl’iéilﬁeéﬂlt apPp Pﬁt&PPgn processi ng shoul d be granted or

: \Y; . i ny i [ limted th )
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t he enbodi nent, even en a plurality of Java applicati ave been
i nstal | edfi outpeinyinaiihéng ecaliboandlhei telephoprendidesernidacs wikgbher
call origination should be inplenmented by using all the histories
10 awareness of differences among applications, when any of the Java
applications AP is carried out; however, the present invention is not
limited thereto. Alternatively, data on which the determination is based
may be limited for each application AP to be executed.
For instance, for the first Java application only the telephone
15  directory data may be the foundation on which determination is based, for
the second Java application both histories of outgoing/incoming calls and
telephone directory data may be the foundation on which determination is
based, and for the third Java application, without providing any
foundation on which determination is based, calls to all communication
20 nodes may be granted.
As for this occasion users may determine every time which data
shall be the determination foundation, or the Java application manager
JAM may determine according to attributes of a Java application AP.
Java applications AP are not necessarily limited to those
25 downloaded from a network. For example, some Java applications AP are
stored in the ROM 122 in advance. Such Java Applications AP are
considered to be with high security and no limitation may be put on the

call originations. Furthermore, Java applications AP that are

downloaded from the download server 40 authenticated by predetermined



of out goimy@leingqmiing call's and the tel ephone director data without |o

awar eness of differences anong applications, when any of the Java
applications AP is carried out; however, the present invention is not
limted thereto. Alternatively, data on which the determ nation is based
may be limted for each application AR4 o be executed. For instance, for
the first Java application only the tel ephone 15 directory data nay be the

foundati earigficttl alutHStigieR! fipty W ie%#gé%f&lj btr?:c ﬁf‘ovitdléle géﬁ%’fgﬁglt)léﬁa"s%curity.

application both histories of “outgoing/ince g call: ( el ephone
di rect or Hetrdey bath ltke thistdraen dft babgomgimadmiint @alisnahiiothd Selditisise and

for the third Java application, w thout providing any foundation on which
det er ni nditestory datesprhy balusedtas thd fawmdamorsonowhicto detetesimmioneare
granted. As for this occasion users may_ determ ne every tinme which data
shal | bebgfed de; eass theitestrctianatoncalbongimalion apptudty imaynnoade JAM
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authorities nmay be expected to provide respectable security.

t he hi sthtmthMgallng{i'ghmmmg calls and the tel ephone directory data
may be used_as the foundations on which determ nations are based to ease

t he ¥est (4-Programmiogllangpagenati on. Security may not be 5 expected nuch

for Java appligatjons QP downl otgged from downl pad  server 40 that are not

aut hent i cat ed g@/tif}?@d’é ediment therfava €epgistered trademark) has been used,

the present invention, however, is not limited thereto. It is needless to

say that other programming languages may be used.

15



aut hori tipgseg2Heneq, only a tel ephone directory data history may be used as
the foundati on on which determ nations are based enhancing restrictions on
call origination. 10 (4) Programm ng | anguage In the enbodi nent, the Java
(registered trademark) has been used; the present invention, however, is
not limted thereto. It is needless td5 say that other progranm ng

| anguages may be used. 15 F0492/3151 15 CLAIMS 1. A call origination
limting method conprising: a conpaQ[s®mves ep for conparing, when cal
origination is 5 performed froma conmunication term nal acconpani ed by
executing an application, a tel ephone nunber of a communi cati on node for
which the call originationis to be inplemented with a tel ephone nunber of
a comuni cati dn nddmlhariginatendemitingonethod comprisimgreans bef or ehand

and for which call origination has been granted; and 10 a determ nation
step for deter & fiMTBPAHEPReSIeMe T0RI COBPAIAG: | Bhersheall d osigiggiaredisor not
on a basis ff the result of the c arisan. . 2. The call originatjon

l'i mi t3 ngPHE %wiéam?@mmtalgﬁﬁp tergypaliaccompaaied; BY  SREGREN ans o
nunber of PRIIEAEERS o IEBRBRE bR o1 @ Mo BRI REORS faroR G e
data in TRE SSiglohAoRCRG B dRperen Vit 'a; RAePBRTET RIUY R ALY
ﬁfﬁf; ?;ng?hﬁnﬁh%dﬁdn nodecdiibh e Beehi 18ré®afASstofink MY bERSrebla®ld N9 @
and for which call origination has been granted; and
10 a determination step for determining whether the call origination

should be granted or not on a basis of the result of the comparison.

2. The call origination limiting method according to Claim 1,
wherein
15 the storing means is a memory for storing telephone directory data,
and compares the telephone number of a communication node for which
the call origination is to be implemented with telephone numbers included

in the telephone directory data in the comparison step.

20 3. The call origination limiting method according to Claim 1,
wherein

the storing means is a memory for storing a history of

outgoing/incoming calls, and compares the telephone number of the

communication node for which the call origination is to be implemented

25  with telephone numbers of at least either the outgoing calls or incoming

calls in the history of outgoing/incoming calls in the comparison step.

4. The call origination limiting method according to Claim 1,

wherein



out goi ngkign@@risng4cal I's, and conpares the tel ephone nunber of the

comruni cati on node for which the call origination is to be inplenented 25
wi th tel ephone nunbers of at |east either the outgoing calls or incom ng
calls in the history of outgoing/incomng calls in the conparison step. 4.
The call origination [imting nethod ascording to Claiml, wherein

F0492/ 3151 16 the storing neans stores plural types of tel ephone nunber
groups, and celi@atesng mehis storaRapi : hang f the
comuni cati on node forgwhi ch thgmgaﬂlﬁ{g?itglt)ﬁgtoifgﬁr?q?éﬁdt)g@be |lr)rgflg§m)§d
with a tppd compareshome thembemmarisgs stepr ehrondlephdne atumbeki oft tign 5
to be executed. 5. The call origination |imting nmethod according to Claim
1, conpfepsimyniecatsermadse foumphichi the ealr edginationdd ter berimpksagatahd | o
pronpting .an operation for instructing a call origination perforned by a
User i Sa0n 2 YRe Akt i Glephore sympbem EEoRE fOFrISPOnNddng riotare appl matiomt i on
st ep; anE ﬁ stef%for accepting the operation for an instruction of call

ori gi5r1at % eb?‘ ‘Uggr and inplenmenting the call origination. 15 6. The call
origination limting nmethod according to Claim1, wherein the call
origination is a processing for |line connection for voice comrunication.

20 7. The call soriph@atdIProdipiddly 1NRifiRE ARGALY B8ORS Elainther € N
comprising:
a step for outputting a predetermined error message and
10 prompting an operation for instructing a call origination performed by a
user if call origination processing has been rejected in the determination
step; and
a step for accepting the operation for an instruction of call

origination by a user and implementing the call origination.

15
6. The call origination limiting method according to Claim 1,
wherein
the call origination is a processing for line connection for voice
communication.
20
7. The call origination limiting method according to Claim 1,
wherein
the call origination is a processing for line connection for data
communication.
25
8. A program for causing a computer that controls a

communication terminal to execute:
a comparison step for comparing, when a call origination is

performed from a communication terminal accompanied by executing an



t he call 'pcmjgyj/rgaltgjlon Is a processing for line connection for data

comuni cation. 25 8. A program for causing a conputer that controls a
comuni cation termnal to execute: a comparison step for conparing, when a
call origination is perforned froma comunication term nal acconpani ed by
executing an F0492/3151 17 applicatiom7 a tel ephone nunmber of a

communi cati on node for which the <call origination is to be inplenented

with a t@lp@mfuammmbwberegﬁor@ nEeiBeNbEaf b@ﬁnﬂﬁﬂfcé‘fﬁbﬁmd&iﬁe%fé}%ﬁ I n

storing neans beforehan and for which call origination has been granted;
and 5 a dellerorigiagition ssefo flog taphemented witht hekeldphoi®) Inuthbet NeFi gn
shoul d be granted or not on a basis of the result of the conparison. 9. The
pr ogr am &E@REinigatien medenvehichhbagibeenhstosedrinnstorasg smesns beforelyaidr
storing telephone. directory data, , 1 o and conpares the tel ephone nunber of
a communid& t#pqonEtfﬂbcaﬁromgmﬁlon has bgen grangedaandn is to be inpl enent ed
phone directory data in the

' | eph nber. i hcl ud in the tel
compal i son st o, JG6THRGLRRbER ot st eATLIG WHELRTS (0G4 bioraBaten

storin [ r r ' I stor out goi ng/i ncom ng

cal l's, gaggagg%gré‘g ﬂ?%@: #jogp%ghggﬁﬁﬁgrtﬂgfm%ﬁ O%I:%ﬁm?‘&)éf%@ﬁ-node for
which the call origination is to be inplenented wth the tel ephone nunbers
of at least either the outgoing calls or incomng calls in the history of

out goi ng/ i ncondng Bl lpgojzPamhfcoRdRes &6 TlaiR08 Sivlreihl. The program
according to Caim38, wherein the storing neans stores plural types of
t el ephone nurbthe gtarips means is a memory for storing telephone directory data,
10 and compares the telephone number of a communication node for which
the call origination is to be implemented with the telephone numbers

included in the telephone directory data in the comparison step.

10. The program according to Claim 8, wherein
15 the storing means is a memory for storing a history of
outgoing/incoming calls, and compares the telephone number of the
communication node for which the call origination is to be implemented
with the telephone numbers of at least either the outgoing calls or
incoming calls in the history of outgoing/incoming calls in the comparison

20  step.

11. The program according to Claim 8, wherein
the storing means stores plural types of telephone number groups,
and compares the telephone number of the communication node for which
25 the call origination is to be implemented with a type of telephone number

groups corresponding to an application to be executed.

12. The program according to Claim 8, comprising:

a step for outputting a predetermined error message and prompting



and conpaigs,t/Ae shel ephone nunber of the conmunication node for which 25
the call origination is to be inplenented with a type of tel ephone nunber
groups corresponding to an application to be executed. 12. The program
according to aim8, conprising: a step for outputting a predeterm ned
error nessage and pronpti ng F0492/ 3151818 an operation for instructing a
call origination perforned by a user if the call origination processing
has been ' ' ' ' V2T o} ' t he
oper at | o P B g el O RO B O P by P Bl 1 ' 20
car ryi ngcallt otigénatéadh procghsiaigi his bedn FéRcREdIhatheac detctimithdtionstép? 8,
wherein the call origination is a processing for |ine connection for Vvoice
comuni candon. 10 14. The program according to Claim8, wherein the call
origination is a processing for |ine connection for data comunication. 15
15. The progr af #¢ePr dPhgaceemiingmtbe wperation hfomppistawmting) the acall
application.described in é%,a lﬁ{ﬂggran’m’ n% | anguage. 16. A, ., .

conpur er OFEAHaHPB RETEPHYEd Rygt eloand LT yngeuhihiecall sriginationy a
conputer that controls a conmmunication termnal to carry out: a conparison
step for conparing, when a call originationis perfornmed froma

comuni cation f§§rmyal gggn%uﬁmadr&icggdmr%gg@giﬁlmi @ﬁe{%ﬁ%pl i cation, a

t el ephone nunber of ‘a ni-cat1on e call origination is

to be i npl enengigd cullt brigihsdi@ﬁhgnse§wm§ilgg fdr28n€ CBRIEE RN F0r eI ch

has been stored in stori'ng means beforehan
communication.
10
14. The program according to Claim 8, wherein
the call origination is a processing for line connection for data
communication.
15 15. The program according to Claim 8, wherein

the application is an application described in Java programming

language.

16. A computer-readable storage medium storing a program for
20  causing a computer that controls a communication terminal to carry out:

a comparison step for comparing, when a call origination is
performed from a communication terminal accompanied by executing an
application, a telephone number of a communication node for which the
call origination is to be implemented with a telephone number of a

25 communication node which has been stored in storing means beforehand
and for which call origination has been granted; and

a determination step for determining whether the call origination

should be granted on a basis of the result of the comparison.



and for w@q@Q/@qgh origination has been granted; and a determ nation step
for determning whether the call origination should be granted on a basis
of the result of the conparison. F0492/3151 19 17. A communi cation term nal
conprising: storing means for storing tel ephone nunbers of comunication
nodes for which call origination has B®&en granted; conparing neans for
conparing, when call origination is 5 acconpani ed by executing an

application, aigel eﬂW}gnmﬁm%mgftegmlﬁgmﬁiﬁﬁfgmgn node for which the call
origination is to be performed with a tel eplo unber stored in storing

means; and det storimgt meansefors storingdetedephohagnuhidis’ of heomahhnifitipmat i on
should be granted on a basis of the result of the conparison. 10 18. The

comuni caodes foerwhichl calt osiginationchad heem prantddirein  t he cormmuni cati on
termnal is a portable tel ephone for perform ng radi o _communication. 15
comparing means for comparing, when call origination is
5 accompanied by executing an application, a telephone number of a
communication node for which the call origination is to be performed with
a telephone number stored in storing means; and
determination means for determining whether the call origination
should be granted on a basis of the result of the comparison.
10
18. The communication terminal according to Claim 17, wherein
the communication terminal is a portable telephone for performing

radio communication.

i5



