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and scans the received message for a specified bit pattemn. The specified bit pattemn
identifies a message as a status query that includes a prototype response. If the bit
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al lows a qonRut t tiher g%:gg devi ces
coupl ed tg It t%{ég%‘gﬁgga&ﬁcgh%ﬁﬁm%%ﬁ?? mgrl elrlr nré: %lk/)(r}g%r managemnent
syst ens t R&FaniEAY [ORIOBESS NATY ity CORMUREaEonst Rbesedesppiseetypifally medude the

parti cul aigpy I@Qp{&fr?ﬁ)@f@:tfot {h‘éQIFU QB B0 rdutingd mﬁ?&@?ﬁéﬂt@d by the@HEidndSt at us)
i nformation froma second that is in

i nventory, and ot her S

| ow power adt?%%ﬁﬁ??‘é‘ﬂ %ﬁé‘l‘ 80%1?5%%?0’?:%’6@3 ARViEhI ISSHRNSSYO hgﬂgi%rrd conput er
(its CPU andhitserpposhowindgiFeg. 118015ttraabélh'eIT@P/IPOpratobblg,hehtlcﬂi)BVtRBcrct[edsﬁmrrptI on
state. In the, t| e t S upl ed
to the nete\?\oﬁr% %E%‘ﬁg%h%h ﬁal?gézgn e };?h ml?snc%hdes gfﬁﬂaﬁt V(é?/rcurt
The shunt Yﬁrkélﬁ%)r ncl udes a query recognl tion nmodule to recogni ze request
nmessages (hereafter, "status query") that can be handl ed w t hout invoking
the CPU and supporting |logic of the second conputer. The shunt circuit also
i ncludes a data routing e%i_t Ealctndl_\él'z eader data and prototype
response data fromthe sta us query and generdte a fully routable response
to the status request fromthe retrieved data Adopting a standardi zed form
for these querres srnplrfres the recognrtron and routrng nDduIes needed to

o o o, o o o -~ o o o o



2 2 APR 2002 'O 991261 a9 PCT/US9811771 a 350 is provided by status 9[}6&?1
300, UR DST 322R specifies the |IP address of the source node that R 2002
originated svavwgsiguery 300, i.e. OQSRC 324. Simlarly, OR SRGIHMR7714
specifies the | P address of the destination node designated in UQ DST 322,

i .e. the currenRefapde stflio b ¢ Bstommypgatianprotos)staskat s 198 ezdheco)nprise

ori gi nal S%heﬁxoﬁnﬁmbbhmﬁkm@%ﬁdwae@wom&%o@sy 1@@@ TeSROARGBRY thus be
speci fied |n pr ot ot}gﬂaem@ponse 350 when the query genera Thi s
t

el i m nat eslaYHERERH GRS B AT BRRY B d%‘f‘%Fc‘I?a‘OSF“‘E H@al“éﬂﬁondl ng

node to geﬂaeaaé éath hemdahagohaipupoy ddvides oh :ﬁd’r@nﬁ&ﬁpmﬁ&e apfﬁktﬁupﬁﬂ&emae
anycast

| nvention Rserd r??i SHons aE“&&&%%ﬁ |2 e

nessages, HERRRIF TP S8 St T hATT SR 88%%"?&%“‘%“& tnéad ?ﬂp tHERour ce
node. As aﬁhn/teanspd)relautrtincﬁadﬁ rd@mtlesnmtlp@aiag@dlm from thh@phe&pm"lsﬁrlfsr t he
origi nal , i type
Fesponse it AORER, #1a didALaN bk e AR o ﬁﬁi%&.ﬂé?ﬂﬁég edepRERag,
provi des |g@hppl@ﬁd'rh@d@)[ergm@gg@glpp@xm@elypo Ui deorddRl [pseins bthece
fields, I esRa i\_ﬁ%td{:o] of response frame 300R using the circuitry of the
net u, ~ork contro] | er dition to UR DST 322R and OR 324R, prototype
response 350 ma§ %11“%"6“‘?‘W87 aiéeréncél‘ﬁicé”fqdéllcﬂ”mf°}5‘i“é‘d€° Pﬂ?%@%ﬁc ds80Fe &iuhi ch
data routi fghsporttasiet rnyotdmtztgianﬂemnmksfmfds@me&fetmd& geieemb:@clodami from
one or nor

e othe tvvork trol articul ar
o et st or kS EEL2q A ERRARLTb R AR CBTHEL s TORE Iy, BE L) e
sour ce nodpartioulad menntsmtwormmlt:t generaes amdPrht:aien f@@h@tdvezgrmdé"bc i net wor k
100 S| atagtPALRbEl P MHBesDS thiR Gfighdy oAl thoﬁ%lfmﬁérc@ngdé A AT s
or the no ﬁ é

i nformation or use | spondi n ti-cast and any-cast
nmessages. FRsUBRIRPAaGNOf Hedrigeram afﬂﬁ%@l thg ng \Mﬁ“ﬁ‘ﬁ’o i Hergethef a

net wor k Coeﬁmlul BlircdA8dd RFfers AURE télﬁplﬂlnG@@ﬂHé !h'ﬂQordﬁdeté‘thé SardgrR@tan@kde i N
accor dance W't E}Té?} rese t i.nvention. é T nterface gm%gl e 410, a
packet sen¥iURATAGHPEIATE! SRR FORELOOPHINE dor BREMME: BaFRe ASaB,
respecti velryg dfthgrmna)ffehCmﬁseemﬂodgmaﬂh&QUdﬂsQﬁtmh i deighrantguetd @vd Wklateo t he
physi cal PI\/A 444 and a e I nt.er connect
interface ?f’%‘lna Nof5e qunp%ﬁ%gt]h Srrnrﬁdgs acek)pg B{aqé% dﬁ%g{gggﬂnd;{cvﬁ

control | er bdio®, fqmianeagrtbcsdatagrmmfer @mm:m@c@mnmy%md@sm@ont roll er 440
controls dghaibash beh OGRchNe biditee 30t ABklo e Mn b englaorecont T ol | er

400. Also shown 1S an optio egl st er for stonnt sel ect ed st at us)
i nvent ory) iEp@eMEIraiayar %M%PW%@M@‘WP%@Y&@NI%H%GF AR eXAmPlukE circui t

450 for i deftp/fpyinaguBRAP HesPENs| ng to query packets is coupl ed to the front
end logic of ne r k controller 40 V\o&é |nterfac IL_{lﬁe 41 0 I‘OVI des

t
the el ectrical a“ﬁ‘évcoﬁ%fﬁ%ﬂ‘f’"yolabﬁﬁpﬁ “A58% gﬁaﬁé‘é‘lé‘ét‘ %‘i‘é b‘sﬁﬁl&h% 420
and the netioordasieanchory tbe subnehwark tnehivhihe cmietis odupéad tHO0gh &s oauprled. Packet
sensing modul, olfIé%OTb D& gﬁéd &a‘i’@r&nfsoéﬁ r&‘%@fek {lo”a‘% F%?a%‘eetwﬂ{,r?ﬁéa& 9 the
under | yi ng Re; urre whe Wwork '1's avail F ot sendi ng
message pamesrsmeiibm“@me¢tn@rk8nénmdcstaéezmqo( dyheagerCkmsepreadasitaghenodul e 420

typical |y ifARbRMERRS a fraftd(* N?Maﬁ@ﬁ?@p%liéd BhiR d%%%%/ﬁ?é NTHeQdb: R4 ection
(CSMW CD) protocol. For token ring network tech O%XGZ\‘% cket senS| ng

modul e 420 WHEERAASPREYISORRSTIYPERES PEE’P“(‘P&MF%ISC desdnclyges 8% 26149
fCT / US9§/ 1 lggalédddﬂbﬁfbfﬂfbtr\/@ﬂé lon QWBﬁét]&v@fk tﬂgtgrgh@ﬁgls g\%gra&ﬂﬁldc@kﬁmrd’cﬂ@ﬂby ed to
ransm WES 0 e ne U er s, an or ar
L el s S b s Rk SEo a0 B ol MR IPSABREREY |,
440 contr oIISCal Iaédréise:wlrervuaianmecbetbmemrqdawhfye«mhxﬁaquxéam subdetwoek et of t he

conput i ng 44 8 . I n the disclosed
enbodi nment d%%h%:“tw\}\%‘? g%ﬁf%ﬁ%@%ﬁlﬂ %Bf%?gt Seg‘lml[\kg O is coupled to packet
sensi ng nodul e mavmmamsmwcman@éwpnglqmd@geam@tﬂdmt@twrm TEEEIEREP t 0

status quererslM'h?&'4M%r%qmg%tae&%&qnteQEan'ﬂQ\'é{Wd?l 15@9&1&%@:& Ecirti089@ei n the
front end of “network contr jc that needs

to be power¥BiRP SPYUEHBPHF) £B S‘éb@f“g‘?rbsl 186%4 §C 1W%KW6H§‘“&E%@S“E%W|‘@GF)£W ons)

di scussed bﬁbﬁﬂmoﬂawm@mtxdmmﬁ)ﬂ‘ﬁdb@bk@rd&ﬂﬂbﬂé IS ¢ ifgsR. th&htwerseodul e 450

i ncludes cir gul tr dat f.rom NT and rot otype
response 350 %S’ﬁ}ﬁh @E%‘[d?é (114?/153953]6531 §SUTRR R99° éﬂﬂlﬁr{ffﬂf ﬁhﬁ'\tﬁad' %%} esponse
frame 300R (uBngwod) 12G. oFhet theal destmiaveredoddah ehe frameaotdiubnetmorls hilhis roweul e 450
may include circuitry for incorporating into response packet 300R st at us,
inventory, and simlar data available in registers) 490.
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Referfing again to Fig. 3, frame 300 includes data in a specific ordg AP
This facilitates scanning a nessage for recognition code 340 and, wh % R 2002
appropri at eyfVYOg8aerdti ng a response using data retrieved fronrthespessage.

For exanp]e, the bit streamrepresenting.frame 300 includes the | ocal

dest i nat | B PesPissyples aySrerva A nesstices Fepiiep: HasttioRderoast,  and

pr ot ot ypempesipoths NTBhérdenandriehgier ofShazeevdiefriran gichrdamtioanelghe of t hese data

fields are i fi f or..ea )r.ato0col , the circuyitr ecessary to retrieve

and reor dgﬁﬁ%y}?ﬁffsﬁ Py 4 eg"b%lge%bhﬁﬁ ¢ boecsl\/sg?lg/ceél8ar¢p'lne[§h‘? Prl?z%lfeé)ﬁi %g now t o

Fig. 5 t etwogk wirogre! Entbadihmesr ves thesdmagrars ifrooutiht IEtShec rising a

query det GOIRDHTNAC R 00T ABthePalal ] AUbLIRG e émchn%t'gq; det ect i on
udes an | nboun uffer ?y

nmodul e 550 1 ncl u 10 "and® a conpari son citcuit 520.
| nbound bempeyedinGupaetyatip] 2d Tthe diwermEmamssapsp aeiest e difdrrepack et

sensi ng nMagk& AROwARE V& 108WRE eCoRbanditAm £ﬁﬁ@bﬁgﬁalr§e§§eaﬁq tnﬁgg%&s Lot he
| r CUlI ccordi ng

back end of Network Controller 400 _Qr to data routi

to the tyg@lmt%wg@écwés‘é&e@w &Fﬁlgaa%dﬁ-c pgg rou b LB RSARANY 520 1 5
coupl ed t forivesiimes’hgrpatlets raks/ e fronntxtenddbid f twdk0l 00psta¢i8CG@Ni 34 on code
340. If the_ i.ndi cated recogni.tion cod 40 i s present) conparison circuit
S20 tri gggﬁg B g?c%. 'FSU e’l‘%%&%ﬁlaSF%V%g%CF%OPT%JﬁY%Bdata out of inbound buffer 5
| 0. In one enb8dfememg no¥ tehignE, thére cushowaShlockadiagram of aufpdmed2@Uforof i nbound
buffer 51Q.i0.: R AhA S sted i he

sel ected g%@?ﬁ@%#g&o&% Olgt[}ﬁs gg,’;‘%&k&&&? goﬁ“eg?sdag’&érpggc e{c?rg“ gﬁd\%/é%sded to

the back ErcndP! NsssREr Rawsn(loindéypigriy indbedes achenkisHa fepirstiee BP0 i ncl udes
routing cidiabilky S3ardftksRH! Boud nbatf 810 $EOiH KR WchiNstdaieHi(t_1989) 2 coupl ed

to receive data from.in d buffer 510 and transfer it to selected slots
of out boun'*’i?a‘?Eﬁj‘t“f‘%adL )\%ﬁgﬁorﬁ%@o‘a@ ‘gsrc%?ﬁsé\“?%&ﬁm&i %Jf@%é‘g). ISSUBSTI TUTE
E?QB:ET (Rk&ﬁecﬂ&)wl eendits2orifiia 12&&&:}&@@%&6@&@%&&9@90 § thedidgh Hejels ng circuit
may optiaonal ly regeive a_fromregqgi r and.transfer it to
sel ect ed slll%n[esw%¥¥o[u °6¥3‘r%8fg‘ﬂ?*f%?“&ﬁ%‘%ﬂ%fr’tlﬁn%ﬁcﬁf g@gf%dg) ‘Es“é by a detected
st at us queeypmuRatexsatgpke of thedeutsts andiswitehes tiat sauple Wasebnetyorke pr ovi ded to
a data fi - (B4 b 5er -] j i y be
provi ded o Saar P hagget? %@Sf%f T LA A o
request délg v@eE@EL sakeg ringf FPDEstwedlras shpyloea destinaiemg bt andiogsouice 2l 6sed
3 _nb_ogi (rjre !’”othifxf% @?Ttg\t sgnFWr%lgé&é s%]?@e §1I6qi50|$n§9fo thé Bﬁg‘iﬂﬁ!ldslé?fcfcﬁfod% @egrl 2) o
ivided into S , , ,an correspond, t.0
SRC 3l 6, @eﬁgﬂr@tqaﬁﬁfs%é‘é 5%}“’%{%6‘3 WS&?‘&??%@‘F@%‘HE%BO@S‘@P‘%E ectively, of
query fr arsmdady, |doat acsnh:ﬂ&adrﬁléipﬂ}nftsi tlelélﬁiSulﬁﬂnEne &%t%dagﬁbcﬁéﬁhdtﬂfeﬂnca?.m a]t us f
gquery is receiv LS. coupl o, fields 544).54 and 54 espectively, o
out bound B ?ré?setgiﬁéq“ﬂ%ogrg O\rﬂélﬁp i“h%“‘%f“?&%&?%“‘%ﬁﬁa n?é(;edf Fory 1(Ezdlr'rcuit 530 is
triggered to | dothwingeNdatader 20nsiadatagrain BlS ¢@nprii® arolPdeaden 324 apdiaf er 540
by compar i b ltPé%@er,?.%?@e&%ﬁeﬁ%%{ﬁhhﬁﬂ@d&?lqggﬁg(% ip5199bechedy, i n feld

516. For those status queries reques ta fromregister 490, the
request ed Rl PRUTER i 224 for dotagran 8 1§ ninnagticwasuPiPRC &2 epsaifies3be  when
the | ?t t eZnﬂgﬁwt Eddresr(ee ab&re@fﬂmfgiirfe@@%&i:é’ ﬁéf&e’! c.?ﬁs@wegilgg ]gfmetcx%gplgi es iOI n
register may, . 0. fi of oufbou fier ependi ng
on the val 8V%f“y’}’g§6§ﬁ¥f%gﬁsﬁ?8 lﬁsgﬁ‘f&p aé%‘zfsa?,fi[ﬁ‘? poge O?@Eﬁéﬁl?et‘?%?grﬁ‘?’ St at us
queri es 30timatelyagrent¢d TP teakdzr 320tyipscalyg ficdesladditional felds dhyt dpacidg,dor fiel d in
status que 0,, .1 e i t,. I jtion code 3 i | - known
ort deai GAaFRRy i hesGRE FERR AR Ror AP bkBRoCREa Y Frtiliiher 320
In an al t eradat ReeadabIH) isgencrateebyp theiittematveok by dmaspepdediogdagmizeldt o a bi t

field in thy dala i%&%@%m%né}%ﬂ%y%@oapf)ﬁ@aﬁ'oﬁia% Sfoﬁﬁaiﬂ%z%@mt otype
350. I~rT trailer 312 1s typically provide y “packet sensing nodul e
420, al t hougHSBRThEWST-npl enent ati ons are possibie. In one enbodi ment of shunt
circuit 450, inhasndedishhiedonspldingaeviess bguadvdIubs and Ba9 10261 INeari ve and

t t buff 430 34 .of Net k Controll 400. In thi nbodi t
L e R
transm t buyypicelly #Bplcmentedmosidivese foatitesoanhaCPHnd thpamoalpuehg deyded..  Thi s

enbodi ment - I Lt f ssary to
ol ement . REroar e AERe s debal] Rl E TR Bl BppdREICETE 0T

t he funct i BiRscsofragsmpar ieyise dodeiam BiB0anthgenewaied leeporsida deta53an with the

i npl enented as software nodul e by mcrogontroller 440. In still another
enbodi nent of the invention, these functions nmay be inpl enented using
various conbi nati ons of cdhgul . firmvare. Referring now to
Fig. 6, there is shown aﬁé% ?Zﬁ]‘%ﬁ.’ﬁ %@%m'g'r%%ﬁ of shunt circuit 450 that
anal yzes the bit stream corresponding to a nessage packet on-the-fly. In
this case, the bit streamis driven to both nodul e buffer 430 and shunt

AN o AN " o o . a o ~ AN 2 1



2 2 APR 2002 WD 99/26149 PCT/ US98/ 1771.1 different data fields by co%r:zt'A[;kgmm
the bits fromthe start of the nessage packet. As routing nodule 610

reaches the Wbtvs261@9 a given field, MIX 620 is triggered to provusethe

bits to an appropriate one of registers 630, 640, 650) 660. For exanpl e,

bi t | ocat i #rSORTHEE Nd dicpdas 3oRand BUNT 28RCFONIEDSTSORY: stcsitpy peirame g% 8k 2350 |

and r ecognidrhpiingedeicd4a Rfw g%\v&%m%.grw De, feaufr&dnhané EPSiRNE 630, 640,
650, and 660, respectively. are nodul e 670 can determ ne whet her the

message i sSUPPRTRBRSIG HAIHIBVIUB H5PT MGV ERBARIQ heih! PRYFTSIAT OSBOCHF s one or
nor e accephglibginesdoniré ramtinendes 340. |f a status query is identified,
conpare nodul e i s, State machi ne 680.to form a packet having a
suitable NT heagé‘?pﬁé&?}] %ﬁréuo&a@éwlsﬁC?@BF%I{%OE?I%gﬁfor%%ﬁmgﬁa “é‘gcﬁ[h%t a from
NI C regi st eompgMgrdgyicbecaugtiddo itahrohgh 2 egporis evithacketerfefing wahpatved by
recognitio I : hi ne 680. In
he. a1 scl oma e e B e P B W esent 1

buf f er 430P#HEUIaKififtPreseRcigrentiesallont e HFUFeMPYS Prlichaawed8IEcy sanddent i f i ed
as a stat ugthdt§pys ofShféRhatidn fBdth t séRRd icBRbGRE @St ik T PWBIWHricBHs ohhat it

wi ||l process the response. This lBrevenﬁ%s t he dat g,\%f uffer 430 from bei ng
further prOCESYERPULGAUSRERT 0TS BHPF STIOBT CUBRFIEHYS P HPRYULIAEIDIR ng t he
node' s CPUtrhmsigorhiogiteghdp pueer hadreptiohseatebodi ments of recogniti on nodul e
550 and data rouyt] | discl.osed in Fig. 6 are sh s dedi cat ed
circuits. HOWEVZIIE %"pegﬂom?r%%g?gné?)?B'Sf’"‘fcﬁég%?%sﬁﬁ?neds& 3‘/J : ?és ?OEJ‘B%\éqrr%n ee.d as

sof t war e nmpeklogisthpgughfagretwesrkigphtedlieathat mcludenw stont grcugr Toabkutdedcyt ocessor .
Ref erring 'ﬂf%‘ﬂ’xcfc?aﬁh&y rdooghifBh %ddﬁlcﬁg'géﬁ’?wﬂzé e M\és?ﬁ‘@gnsré:g&f(h@reﬁ'ﬁérh@%ﬂsoo In

' or re 8on [ to status queries

accordance with the pr esént | nvention | (
wi t hout i nABRY nightusan epbrmiled vihayy gyygking s RY apghaypparimgdegig et ihs recei ved

710, it isseanosdputd Tielshantciedl Aké imehidePHgata thﬁ@ﬂmo@ﬁi@%'?ﬂi?ﬂlﬁ Naf E he
oT r.ecognitl on

i nvention, the recognition code may be one of a pluralit

codes)  eacREBEr (fif AR P RIESRRnR Jabireming s alergiald sMemie  ¥om ¢ he

recei vi ng meadsble tdspany tothe slams repegiidn e radeasl de Advptinglestanfddaréded20 1 n

t he nmessag sage i.s not status que .and tho I.;1s 710

t he next nzggﬁa%g.m @?ef]q% °3 318} é&e’\l S(t%ﬁéeco S l%’g‘;%m{/\ﬁé?"ﬁm%gog@%%%%g%ég%é:ﬁ@a&ot her
resources asypousested with the network controller, e.g. the associated CPU.
| f a recogni tiokegQeRs hswidlRMY bf ihed if dbwid b106k BRSAANGE a fiArkc 236Gt 2, e.g. L
SRC and L DST) .and IPgdat a, €. 9. prototype responde data,_are retrieved 730
from the meREYRS 2 FRMUSKECTYPORIPT Yse avithebp Bifset diveabere Ahifi et edramsp3POnat

addi tional pegiat usthdaiNeT Bdadéd @A 8fceifikaliceal estifstionr@d sbiremdédee LQOEST t he

gonor at ed_ 18 ST Ry R Betermisyuulynipe Ppugiind af U2 ueel ] Sifipp S5R7 ¢ 'S
recogniti orBO@gﬂedhtagkianspron?@tﬁrmmodnmcsidai ars[Rolreadetd?@sat dpdcafigsstsr equi r ed)
the r eSpon%ﬁiﬁﬁaggﬂgﬁﬁ&?ﬂx lé?rgal%élgf{ E&Jek,%?df?é\? 3546 d BRd§$<§-321her e has

t hus been provi net wor k ton er capable of respon to sel ected
status queries Wwh#iditierabseturasgf stetus quergBOR arecr feeegndigprode 3#0aida For this

purpose, t hRolRHYREskofRMSHOK B disBRkAHISRLRIHLEA! McsSERH Eddbaap iodul e and a
data routing tf SUBSTI TUTE SHEET _( RULE 26) 2" 2 APR 200(2:16\/\0 991 26149

PCT/ US98/ 1 P3cileifiiaaenceat dratifjes 4 Bewsash 45iaW otHsne e d8@AF zes speci fi ed
bi t sequena@sbodirhdie obtte ifichAaRraSiE9¢h Aheshovkt édhtiolleO(Fiddg 4n)3sagaa t o
identify st.atous. guecgi es. Thei data r.outi r@ (_QD ul e (,e.z.ri egges M ang t,‘ItF‘c dat a

f r om nessad i TR MTTAE "G %‘?r&f‘elfswrlfk}écﬁé NGNS GER08P PR EOFE 148 Bon€l Y om t he
ret neved dahameJdage isetstatey@etry. Piitan a siansiquely 302 ipreodgitizedecimastsiaigehe whi ch

provides t hﬁt&&k&%ﬁt@&fm f%%ﬁg@ ?ﬂ?ééél}ue%aﬂagﬁg@?%:t’rrarlh& aﬁﬁée@érﬁ@s 4 {}Qﬂ%thR/enOde

specific data nmade avai l al | n net wor ontroller.
The data rduessasf freyatheerclivsed @ widop) woeursd toTherCRH g SURPOFEpaicof die NT
header for deddgndieapease that routes the retrieved data back to the

originating node, 12 SUBSTI TUT;% SHEET (RULE 26)
Prototype response 350 is used to form the IP portion of the response to status

query 302. Prototype response 350R includes an IP header 320R that specifies its

ultimate destination and original source nodes UR_DST 322R and OR_SRC 324R,

respectively, and, optionally includes an IP data field 330R. Since prototype response
7
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2 2 APR 2002 What is clainmed is: 1. In a network controller capable qf7 APR 2002
operating in_|ower power and hi gher power states, a method for respondi ng
to a statusvgegrg4ronpri sing: scanning an address portion ofp@mmssa'ge

whi | I

the _ﬁfe't mgﬁg oo o reuR Al AO0TEPaT park Fsrias PhE petengtMor
speci f i edsdarde rsﬁqmm«)ewm‘atetihmmm@gm(] se H0QrBRESA4t Sirniiarn QRUSRC

cont rol | e4s,q IoctRs ARAP daRds by be ﬁ?ﬂlﬁﬁp&endd% ASLRGLEh ugemwvegla n the

| ower po T f éspondi n e>usin protofype response
and net wothk chearmteroddairamfm@m(md@ tﬁes@fag@iusawdﬂéﬁ therfé‘lgsfﬁfééwf%ém it sequence

|s not def %%a%‘eddesﬁh%ﬂuoegs @rtﬁ{ﬁeﬁdﬁs& ﬁaymstbfa%pée SaEIn ROYRIe Hspbie’ O

prepare a I’eSEOﬂSG , Wherein respon 1 ng COI’T'pI’I Ses!

gener at i ngS&whest Welqléefblé&&@“"ﬁ%ﬁr Thiy @%6?1‘5%‘“@5%%@6!“‘(‘?‘@@‘1 PRMPBREIURFe d

net wor k haa&eéfzﬂéképowm@heng o&ﬁteanprmtdatagtm b@ﬁll@ﬁ@S&]etré)spfoh&: gener at ed
net wor k header;. and a oty e_response.
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receive and transrmt buffers 4.)0 434, respectively, form a front end that couples

network controller 400 to the physical network. A DMA module 444 and a peripherals

component interconnect interface (PCI IF) module 448 form a back end that couples

network controller 400 to the rest of the computing device. A micro-controller 440

controls data flow between the front and back ends of network controller 400. Also

shown is an optional register 490 for storing selected status, inventory, and related data.

In the disclosed embodiment, a shunt circuit 450 for identifying and responding to query

packets is coupled to the front end logic of network controller 400.

Network interface module 410 provides the electrical and mechanical coupling

between packet sensing module 420 and the network hardware to which network

controller 400 is coupled. Packet sensing module 420 includes logic for monitoring

packet traffic on the underlying network to determine when the network is available for

sending message packets. For ethernet network technology, packet sensing module 420

typically implements a Carrier Sense Multiple Access/Collision Detection (CSMA/CD)

protocol. For token ring network technology, packet sensing module 420 determines
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outbound buffer 540 depending on the value of recognition code 340. To facilitate
recognition of status queries 300, recognition code 340 is assigned to a readily located
field in status query 300. In one embodiment, recognition code 340 is a well-known port
designated in a destination port field (not shown) of IP header 320. In an alternative
embodiment, recognition code 340 may be assigned to a bit ficld in the data segment of
query 300 that precedes response prototype 350. NT trailer 312 1s typically provided by
packet sensing module 420,although other implementations are possible.

In one embodiment of shunt circuit 450, inbound buffer 510 and outbound buffer
540 are receive and transmit buffers 430, 434 of Network Controller 400. In this
embodiment, receive buffer 430 accommodates both serial and parallel output, while
transmit buffer 434 accommodates both serial and parallel input. This embodiment has
the advantage of limiting the number of buffers necessary to implement Network
Controller 400. In another embodiment of the invention, the functions of comparison
module 520 and routing module 530 are implemented as software module by
microcontroller 440. In still another embodiment of the invention, these functions may
be implemented using various combinations of circuitry, software, and firmware.

Referring now to Fig. 6, there is shown an alternative embodiment of shunt
circuit 450 that analyzes the bit stream corresponding to a message packet on-the-fly. In
this case, the bit stream is driven to both module buffer 430 and shunt circuit 450. Shunt
circuit 450 includes a routing module 610 that identifies data fields in a message packet
and routes the associated data to registers 630, 640, 650, 660 through MUX 620. Since
NT and IP header fields have specified bit sizes, routing module 610 may locate the
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Compare module 670 can determine whether the message 1s a status query by
comparing the bits in register 660 with one or more acceptable recognition codes 340. If
a status query is identified, compare module 670 triggers state machine 680 to form a
packet having a suitable NT header from the data in registers 630, 640 and 650. Data
from NIC register 490 may be added to the response packet if indicated by recognition
code, and the response packet launched by state machine 680.

In the disclosed embodiment, data from a message packet will be present in
buffer 430 and shunt circuit 450. Accordingly, if the message is identified as a status
query, shunt circuit 450 indicates to controller 400 that it will process the response. This
prevents the data in buffer 430 from being further processed by network controller 400
and avoids transitioning the node’s CPU to a higher power state.

The embodiments of recognition module 550 and data routing module 570
disclosed in Fig. 6 are shown as dedicated circuits. However, some or all of these
modules may be implemented as software modules by, for example, 2 microcontroller or
embedded processor.

Referring now to Fig. 7, there is shown a flow chart of a method 700 in
accordance with the present invention for responding to status queries without invoking
the CPU or its support logic. When a message is received 710, it is scanned 720 for a
recognition code. In one embodiment of the invenuon, the recognition code may be one
of a plurality of recognition codes, each of which requires a different type of status data
from the receiving node. If any of the recognition codes are not identified 720 in the
message, the message is not a status query, and method 700 awaits 710 the next
message. In this case, the message will be processed using other resources associated
with the network controller, e.g. the associated CPU.

If a recognition code is tdentified 720 in the message, NT data, e.g. L_SRC and
L_DST, and IP data, e.g. prototype response data, are retrieved 730 from the message.
If the identified recognition code indicates 750 that additional status data or IP address
data is required from the node, the data is retrieved 760 from an appropriate buffer and a
routable response is generated 770 using the retrieved NT, IP, and status data. If the
recognition code indicates 750 that no status or address data is required, the response is
generated using the retrieved NT and IP data.

There has thus been provided a network controller capable of responding to
selected status queries without resorting to the CPU and its support logic. For this
purpose, the network controller includes a query recognition module and a data routing

1
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data made available through a buffer in the network controller. The data routing module
uses the retrieved NT data to generate an NT header for the response that routes the

retrieved data back to the originating node.
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1. In a network controller capable of operating in lower power and higher power states, a method for
responding to a status query comprising:

scanning an address portion of a message while in the lower power state to determine if the message is
addressed to the network controller;

scanning a data portion of the message for a specified bit sequence if the message is addressed to the
network controller;

if the specified bit sequence is detected, remaining in the lower power state and responding to the
message, using a prototype response and network header data from the message; and

if the specified bit sequence is not detected, signaling a transition to the higher power state to prepare a
response.

2. The method of claim 1, wherein responding comprises:

generating a network header for a response message from the retrieved network header data;
appending the prototype response to the generated network header; and

appending a network trailer to the prototype response.

3. The method of claim 2, wherein generating comprises:

designating as a local destination for the network header a local source specified in the retrieved network
header data; and

designating as a local source for the network header a local destination specified in the retrieved network
header data.

4. The method of claim 2, further comprising:

determining whether additional data is required for the response message;
retrieving the required response data from a designated buffer; and
adding the retrieved response data to the response message.

5. The method of claim 1, wherein responding to the message comprises generating a response comprises
generating a response that may be routed to a node on a different network.

6. The method of claim 1, wherein remaining in the lower power state comprises maintaining a computer
system associated with the network controller in a lower power state.

7. The method of claim 6, wherein maintaining the associated computer system in the lower power state
comprises generating the response without activating a communication protocol stack implemented by the

computer system.
13
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a network interface module to scan an address portion of a received message to determine if the message
is addressed to the network controller;

a query recognition module coupled to the network interface module, the query recognition module being
capable of operating in a lower power state to scan a data portion of the message for a specified bit
sequence if the message is addressed to the network controller; and

a data routing module that also operates in the lower power state to retrieve local source and destination
data and prototype response data from the message and generate a routable response message from the
retrieved source, destination, and response data when the specified bit sequence is detected in the data
portion of the message.

9. The network controller of claim 8, further comprising a status data register to provide the data routing
module with status data for the response message.

10. The network controller of claim 8, wherein the query recognition module comprises:
an inbound buffer including one or more storage locations; and

a comparison module to compare data in the selected storage location with a specified recognition code
and providing a match indication when the data matches the recognition code.

11. The network controller of claim 10, wherein the data routing module comprises:
an outbound buffer including one or more storage locations; and

a selection module to couple data from a selected storage location in the inbound buffer to a storage
location in the outbound buffer when the match indication is detected.

12, The network controller of claim 8, wherein the query recognition module and the data routing module
are implemented by a programmable microcontroller.

13. The network controller of claim 8, wherein the query recognition module and the data routing module
are implemented as dedicated circuits.

14. The network controller of claim 8, wherein the query recognition module invokes the communication
protocol stack when the specified bit sequence is not identified in the received message.

15. A computer system comprising:
a processor;
a communication protocol stack, the communication protocol stack to be implemented by the processor to

handle network communications when the computer system is in a higher power state; and
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1sa d to thysy em 1s a sta s que utm mo ule to generate a response to the
mcommg message if it is a status query, the network controller remaining in the low power state when the
incoming message is a status query.

16. The computer system of claim 15, wherein the network controller further comprises a backend
module, the back end module to operate in conjunction with the communication protocol stack to process
an incoming message, when the incoming message is not a status query.

17. The computer system of claim 15, wherein the processor and network controller module transition
from the lower power state to a higher power state to respond to an incoming message that is not a status

query.
18. The computer system of claim 17, wherein the network controller further includes a backend module
that operates in conjunction with the communication protocol stack when the network controller
transitions to the higher power state.

19. The computer system of claim 15, wherein the query recognition module and the data routing module
are implemented by a microcontroller.

20. A method for handling network communications in a computer system that includes a central
processor and a network controller, the method comprising:

scanning an address header of a message received by the network controller to determine whether the
received message is addressed to the network controller, when the computer system is in a lower power
state;

if the message is addressed to the network controller, determining whether the message is a status query;

the network controller remaining in the lower power state and generating a response to the message if the
message is a status query; and

the network controller invoking a communication protocol implemented by the central processor to
generate a response if the message is not a status query.

21. The method of claim 20, wherein invoking a communication protocol triggers the central processor to
transition from the lower power state to a higher power state.

22. The method of claim 20, wherein the network controller generating a response comprises:
the network controller retrieving a prototype response and address information from the status query; and

the network controller combining the retrieved prototype response and address information to form a
status query response.

23. The method of claim 22, further comprising the network controller providing status information from
a register to the status query response.
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