AUTHENTXCATION METHOD

[Technical

[0001]
The present\invention relates to a fingerprint
authentication sys\em, a fingerprint authentication

program and a fingerN\rint authentication method.

[Background Art]

[0002]
Research and development\of various fingerprint

authentication systems have beeN conducted. Current

fingerprint authentication system}\ are based on a
"pattern (image) matching process”, "minutia process",

a "minutia and relation process" or a \frequency analysis
process”, for example.
[0003]

The "pattern matching process"” is to spgify a
particular limited area of a fingerprint and cick the
pattern of ridges in the area by fingerprint ima
superposition.

The "minutia process” is to extract and register

information on 20 to 30 end points or branch points of



fingerprilyQt as matching with another fingerprint only
when both o a minutia and relation information agree
with each othR{r between the two fingerprints.

The "frequeycy analysis process" is to regard a
cross section of slice of the pattern of ridges and
grooves of a fingerpyint as a waveform and uses the
waveform spectral serigs as feature information to
perform checking based oY the maximum correlation.
[0005]

In addition, Patent Litdygature 1 (Japanese Patent
Laid-Open No. 2011-86130) discNpses speed-up of an
authentication process performed\py a fingerprint
authentication system used by a lange number of users.
The fingerprint authentication system\that speeds up the

authentication process described in the\Patent Literature

sensor to which the fingerprint data is input in &
fingerprint data input processing, registration mean
that registers the input fingerprint data in a storage

device in association with the group identified by the



\stration processing, and checking means that checks
ut fingerprint data against the fingerprint data
associagNed with the same group as the input fingerprint
data of t fingerprint data registered in the storage
device in a\fingerprint data authentication processing.
[0006]

In addition\ Patent Literature 2 (Japanese Patent
Laid-Open No. 2009%164680) discloses a radio
communication terminXl that has an advanced security
function that permits ly a plurality of particular
terminal users registered in advance to use the radio
communication terminal, and\ a terminal user
identification method.
[0007]

The radio communication term\nal described in Patent
Literature 2 is a radio communicatiyn terminal provided
with a PTT switch that comprises a fiNgerprint reading
part provided in the PTT switch, a stordge part in which
fingerprint data for a plurality of termimdgl users and ID
number information including at least user numbers set
for the terminal users whose fingerprint data
registered can be registered, a fingerprint
authentication part that checks fingerprint data r§ad by
the fingerprint reading part against the fingerprint\data
registered in the storage part, means of making the ra

communication terminal operate according to the checking



esult from the fingerprint authentication part, and
me\ns of acquiring one piece of ID number information
from\the storage part based on the checking result from
the fiMgerprint authentication part.

[0008]

In add\tion, Patent Literature 3 (Japanese Patent
Laid-Open No.\2006-277415) discloses a registration
device of a finNerprint authentication system based on a
difference in phy\ical characteristics between users.

The registration delXice described in Patent Literature 3
comprises an input pa to which bioclogical information
on a registration target\is input, an advance extraction
part that extracts first ature data from the biological
information in a predetermin®d feature extraction method,
a classification part that det¥rmines classification data
for classifying the biological iNformation as any of a
plurality of groups based on the f¥Z\rst feature data, a
feature extraction part that extract} second feature data
from the biological information in a c&gyresponding one of
feature extraction methods specified for the plurality of
groups, and a registration part in which thy first
feature data, the second feature data and the
classification data are registered in associati with

each other as reference biological information.

[Citation List]

[Patent Literature]




[0009]

atent Literature 1]

Japanese Patent Laid-Open No. 2011-86130
[Pate Literature 2]

Jap\nese Patent Laid-Open No. 2009-164680
[Patent Lixerature 3]

Japanesd\ Patent Laid-Open No. 2006-277415
[Summary of InverNion]
[Technical Problem
[(0010]

Although the technXgues described in Patent
Literatures 1 to 3 can peNform fingerprint checking for a
predetermined number of peopNe, the techniques have a
problem that the processing tiye increases as the number
of pieces of registered fingerprynt data increases.
There is another problem that the ¥ser has to input the
group information in the technique ddscribed in Patent
Literature 1 or the ID number or other\nformation in the
technique described in Patent Literature With the
technique described in Patent Literature 1 Rr 2, there is
a problem that fingerprint authentication fai\s if the
user forgets the group information or the ID nu
[0011]

An object of the present invention is to provi
fingerprint authentication system, a fingerprint

authentication program and a fingerprint authentication



ethod that can achieve a high-speed processing. The
ex\sting techniques disclosed in the patent literatures
are proaches to reduce the processing time of a
popula®\ion under a particular algorithm. To the contrary,
accordind\ to the present invention, factors that are to
be sub-divi\Jjed in a population and an algorithm that
distinguishes\those factors are found in the population,
and an search t{rm is changed to keep the processing time
constant independqntly of the population.

Another object Rf the present invention is to
provide a fingerprint Yguthentication system, a
fingerprint authenticati®n program and a fingerprint
authentication method that\can achieve high-speed
processing regardless of the\number of pieces of

fingerprint data.

[Solution to Problem]
[0012]
(1)

A fingerprint authentication system cording to an
aspect comprises a plurality of stages of iNdexes, and a
registration part in which fingerprint data i\ registered
according to the indexes, and the registration rt
creates a plurality of fingerprint data groups accrding
to the indexes and, if the number of pieces of
fingerprint data registered in any individual one of tNe

plurality of fingerprint data groups is greater than a



redetermined number, changes the stages of indexes to

the number of pieces of fingerprint data registered
in h of the plurality of fingerprint data groups equal
to or ss than the predetermined number.
[0013]

In thi¥ case, a plurality of stages of indexes is
provided. FoN example, if a first stage includes three
types of indexe\, and a second stage includes three types
of indexes, the n¥\nber of pieces of fingerprint data
registered in each oup of the registration part can be
reduced to an average of 11.1%.
More specifically, \00% of fingerprint data can be
grouped into three groups Yach including approximately
33.3% of the fingerprint dat¥{ according to the indexes in
the first stage, and the approXimately 33.3% of the
fingerprint data can be further ¥rouped into three groups
each including approximately 11.1%\of the fingerprint
data according to the indexes in the\second stage. 1In
this way, the fingerprint data can be vantageously
grouped in the registration part.
[0014]

In addition, the indexes are formed in a\changed
manner so that each fingerprint data group cont¥ins a
predetermined number or less of pieces of fingerp
data. As a result, compared with a case where all
registered fingerprint data are used for checking or

like, the access speed can be increased to reduce the



according to\the one aspect in which, when the

registration pRrt changes the stages of indexes, the
registration par¥\ may reconfigure the order of indexes so
as to reduce a corNelation between an index in a higher
stage and an index i\ a lower stage.

[001l6]

In this case, when tNe registration part changes the
stages of indexes, the regi\tration part may reconfigure
the order of indexes so as to\reduce a correlation
between an index in a higher stage and an index in a
lower stage. That is, if it is de\ermined that the
fingerprint data are not smoothly cl®ssified by the index
in the higher stage and the index in tNe lower stage, for
example, if one group contains 50% or moNe of the
fingerprint data in the determination for e index in
the higher stage or the index in the lower stRgge, the
order of indexes may be reconfigured by interchynging the
index in the higher stage and the index in the loNer
stage, by replacing the index in the lower stage wi
another index so that the another index follows the irNgex

in the higher stage, or replacing the index in the highe



stage with another index so that the index in the lower
age follows the another index. In this way, the number
of Wieces of fingerprint data in each group can be
reduckd.

[0017j

(3)

The firmNerprint authentication system according a
third inventioy is a fingerprint authentication system
according to the\one aspect or the second invention in
which, when the relqistration part changes the stages of
indexes, the registrd;:ion part may change a threshold of
a condition for the in
[0018]

In this case, when the\registration part changes the
stages of indexes, the registNation part may change a
threshold of a condition for thé&\ indexes. That is, if
one of the groups contains a largl\number of pieces of
fingerprint data, the threshold for §n index can be
changed to reduce the number of the pigces of fingerprint
data in the one group.
[0019]

(4)

The fingerprint authentication system accoXding to a
fourth invention is the fingerprint authenticatio\ system
according to the one aspect or the second or third

invention in which, when the registration part change

the stages of indexes, the registration part may increa
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the number of the stages of indexes and create, as an

index, a condition that equally divides a condition for

an\index in a higher stage.

Ir\this case, in the increased number of stages, a
condition\that equally divides the condition for the
index in th¥ higher stage i1s created as an index.
Therefore, thdy number of pieces of fingerprint data can
be classified iro a plurality of groups with reliability.
In this way, the nN\mber of pieces of fingerprint data in
each group can be re
[0021]

(3)

The fingerprint authenf\cation system according to a
fifth invention is the fingerpyint authentication
according to the one aspect in ich, when the
registration part increases the nuNber of the stages of
indexes, the registration part creatds, as an index, a
condition that equally divides the numlder of pieces of
fingerprint data in a relevant fingerpri data group
based on a deviation of the relevant fingerfrint data
group.
[0022]

In this case, for the increment stage, as an

pieces of fingerprint data in the relevant fingerprint

data group based on the deviation of the relevant
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fingerprint data group. Therefore, the fingerprint data
an be equally classified into a plurality of groups with
ref\iability. In this way, the number of pieces of
fingdprint data in each group can be reduced, and
formatiQn of an excessive stage can be prevented.

[0023]

The fingeXprint authentication system according a
sixth invention \s the fingerprint authentication system
according to any oNe of the one aspect and the second to
fifth invention in wiN.ch the indexes may be based on a
characteristic or featue of the fingerprint data.

[0024]

In this case, since thé\indexes are based on a
characteristic or feature of e fingerprint data, the
fingerprint data can be grouped Yccording to the
characteristic or feature of the f\ngerprint data.

[0025]

(7)

The fingerprint authentication systel according to a
seventh invention is the fingerprint authenN\ication
system according to any of the one aspect and \the second
to sixth invention in which the index may inclu a
pattern of ridges and grooves of the fingerprint dita.
[0026]

The fingerprint authentication data can be general

classified into at least three types of patterns of
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ridges and grooves of the fingerprint, LOOP, WHORL and

ARCH, which can be advantageously used as an index.

(8)

A\fingerprint authentication system according to an
eighth i\vention is the fingerprint authentication system
according ¥§o any of the one aspect and the second to
seventh inveNtions in which the index may include at
least any of t number of lines, the interval between
lines and the ang\e of a line concerning at least any of
a short line, a bar\line, a hair line and an island line
of the fingerprint da
[0028]

The fingerprint data §an be generally classified
according to the number of 1\nes, the interval between
lines or the angle of a line cdpncerning at least any of a
short line, a bar line, a hair 1Xe and an island line,
which can be advantageously used as\an index.

[0029]

(9)

A fingerprint authentication system cording to a
ninth invention is the fingerprint authenticdgtion system
according to any of the one aspect and the secynd to
eighth inventions in which the index may include\at least
any of a branch point, an end point, a point, a stXrt
point and a joint point of the fingerprint data.

[0030]
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The fingerprint data can be classified according to

t least any of a branch point, an end point, a point, a

t point and a joint point, which can be
ageously used as an index.

[0031]

A fingdrprint authentication system according to
another aspecl comprises a plurality of stages of indexes,
a registration rt in which fingerprint data is
registered accordiyg to the indexes, and a checking part
that checks the fingRrprint data based on the indexes,
and the registration pdrt creates a plurality of
fingerprint data groups cording to the indexes and, if
the number of pieces of firNerprint data registered in
any individual one of the pluXality of fingerprint data
groups 1is greater than a predet¥{rmined number, changes
the stages of indexes to keep the\number of pieces of
fingerprint data registered in each ©f the plurality of
fingerprint data groups equal to or legs than the
predetermined number. The order of the dexes in the
stages is determined by computing by machiNe learning an
efficient combination of indexes for the data\ groups at
the point in time. Therefore, the order of preNedence of
the indexes in the stages is appropriately changeN for
each data group. For example, FingerCcde is used 1iI\ the
first grouping for a fingerprint having a core at the

center thereof, or angles at branch points are used in



n this case, the indexes are configured in a
pluralixy of stages. For example, if a first stage
includes Y{hree kinds of indexes, and a second stage
includes th\ee kinds of indexes, the number of pieces of
fingerprint dAta registered in each group in the
registration pa can be reduced to 11.1% of all the
fingerprint data average.

The checking paN: checks the fingerprint data to be
checked against only 1 % of registered fingerprint data
having passed through thd plurality of stages. Therefore,
the checking part can compl§te the checking of the
fingerprint data in a short tyme.

In particular, if n stages\of indexes (n represents
a positive integer) are formed, eZ\en a population
containing several hundreds, or ten of millions of
pieces of fingerprint data can be divied by the indexes
into groups containing only several thougands of pieces
of fingerprint data, and the checking proc¥{ss requires
checking against only the several thousands pieces of
fingerprint data. Therefore, checking duration\can be
reduced.
[0033]

(11)
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A fingerprint authentication system according to an
leventh invention is the fingerprint authentication
em according to another aspect in which the checking
ay perform checking of the fingerprint data in a
final s\age of the plurality of stages in at least any of
a frequen analysis process, a hybrid process, a minutia
process and pattern matching process.
[0034]

In this cas the checking part performs only the
checking of the fiNgerprint data in the final stage of
the plurality of stadgs in any of the frequency analysis
process, the hybrid progess, the minutia process and the
pattern matching process,\which are computationally
intensive. Therefore, the ecking speed can be improved,
and the process load can be m
[0035]

(12)

A fingerprint authentication prdgram according to
another aspect comprises an indexing pNocessing
configured in a plurality of stages, and registration
processing of registering fingerprint data {ccording to
the indexing processing, and the registration\processing
creates a plurality of fingerprint data groups cording
to the indexing processing and, if the number of Neces
of fingerprint data registered in any individual one\of
the plurality of fingexrprint data groups is greater th\n

a predetermined number, changes the stages of the
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indexing processing to keep the number of pieces of
\ngerprint data registered in each of the plurality of
fingerprint data groups equal to or less than the
predef\ermined number.

[C036]

In tINs case, a plurality of stages of index

processing provided. For example, if a first stage
includes thredy types of indexes, and a second stage
includes three pes of indexes, the number of pieces of
fingerprint data gistered in each group in the
registration process\ng can be reduced to an average of
11.1%.
More specifically, 0% of fingerprint data can be
grouped into three groups ch including approximately
33.3% of the fingerprint datd according to the index
processing in the first stage, \and the approximately
33.3% of the fingerprint data carNbe further grouped into
three groups each including approxiyately 11.1% of the
fingerprint data according to the ind{xes in the second
stage. In this way, the fingerprint da in the
regiétration part can be advantageously gfouped.
[0037]

In addition, the indexes are formed in a \ghanged

predetermined number or less of pieces of fingerp
data. As a result, compared with a case where all tN\e

registered fingerprint data are used for checking or ty{e
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like, the access speed can be increased to reduce the
rocessing load since only the fingerprint data

ragistered in part of the groups is used.

A fiygerprint authentication program according to
another aspgct comprises an indexing processing
configured inr\a plurality of stages, a registration
processing of r¥dgistering fingerprint data according to
the indexing procigsing, and a checking processing of
checking the fingerpxint data based on the indexing
processing, and the reyistration processing creates a
plurality of fingerprint\data groups according to the
indexing processing and, iXN the number of pieces of
fingerprint data registered N any individual one of the
plurality of fingerprint data oups is greater than a
predetermined number, increases t\e number of the stages
of the indexing processing to keep e number of pieces
of fingerprint data registered in eac\of the plurality
of fingerprint data groups equal to or ss than the
predetermined number.

[0039]

In this case, a plurality of stages of in
processing is provided. For example, if a first \tage
includes three types of indexes, and a second stage
includes three types of indexes, the number of pieces\of

fingerprint data registered in each group in the
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registration processing can be reduced to an average of

More specifically, 100% of fingerprint data can be
dividgd into groups each containing about 33.3% of
fingerp\int data and registered in the indexing
processind, in the first stage, and the about 33.3% of
fingerprint \data can be divided into groups each
coﬁtaining abdygt 11.1% of fingerprint data in the
indexing process{ng in the second stage. In this way,
the fingerprint da\a can be efficiently grouped in the
registration process\ng.

[0C40)

In addition, the indgxes are formed in a changed
manner so that each fingerzNint data group contains a
predetermined number or less f pileces of fingerprint
data. As a result, compared wi\h a case where all the
registered fingerprint data are u§ed for checking or the
like, the access speed can be incref{sed to reduce the
processing load since only the fingerRrint data
registered in part of the groups is use

In particular, if n stages of indexes\are provided
{(n represents a positive integer), even if ere are
hundreds or tens of millions of pieces of findgrprint
data, the checking process requires only thousan\s of
pieces of registered fingerprint data grouped accoXxding
to the indexes, so that the time required for the

checking process can be reduced.
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[0041]
(14)
A fingerprint authentication method according to
anothRr aspect comprises an indexing step configured in a
plurali of stages, and a registration step of
registeri fingerprint data according to the indexing
step, and t registration step creates a plurality of
fingerprint da{a groups according to the indexing step
and, 1f the numb{r of pieces of fingerprint data
registered in any dividual one of the plurality of
fingerprint data gro®dps is greater than a predetermined
number, changes the stages of the indexing step to keep
the number of pieces of f{ngerprint data registered in
each of the plurality of fiRgerprint data groups equal to
or less than the predetermined number.
[0042]
In this case, the indexing st{p is configured in a
plurality of stages. For example, 1Y a first stage
includes three kinds of indexes, and a\second stage
includes three kinds of iﬁdexes, the numNer of pieces of
fingerprint data registered in each group the
registration step can be reduced to 11.1% of\all the
fingerprint data on average.
More specifically, 100% of fingerprint data be
divided into groups each containing about 33.3% of
fingerprint data according to the indexes in the firs

stage and registered, and the about 33.3% of fingerprin
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data can be divided into groups each containing about

11.1% of fingerprint data according to the indexes in the

cond stage. In this way, the fingerprint data can be

ciently grouped in the registration step.

ddition, the indexes are formed in a changed
manner so Yhat each fingerprint data group contains a
predetermined number or less of pieces of fingerprint
data. As a res\lt, compared with a case where all the
registered fingerRrint data are used for checking or the
like, the access spdged can be increased to reduce the
processing load since Ynly the fingerprint data
registered in part of th{ groups is used.
[0044]
(13)
A fingerprint authenticatiNn method according to
another aspect comprises an index\ng step configured in a
plurality of stages, a registrationN€\step of registering
fingerprint data according to the indeging step, and a
checking step of checking the fingerprin¥ data based on
the indexing step, and the registration st creates a
plurality of fingerprint data groups accordi to the
indexes and, if the number of pieces of fingerp\int data
registered in any individual one of the plurality¥\f
fingerprint data groups is greater than a predetermiged
number, changes the stages of the indexes to keep the

number of pieces of fingerprint data registered in each
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of the plurality of fingerprint data groups equal to or

ess than the predetermined number.

n this case, the indexing step is configured in a
pluralNy of stages. For example, if a first stage
includes Xhree kinds of indexes, and a second stage
includes th¥ee kinds of indexes, the number of pieces of
fingerprint d\ta registered in each group in the
registration st can be reduced to 11.1% of all the
fingerprint data average.
More specifically, 100% of fingerprint data can be
grouped into three gro¥ps each including approximately
33.3% of the fingerprintN\data according to the indexes in
the first stage, and the approximately 33.3% of the
fingerprint data can be furthgr grouped into three groups
each including approximately 1I\1% of the fingerprint
data according to the indexes in e second stage. In
this way, the fingerprint data in t registration step
can be advantageously grouped.
[0046]

In addition, the indexes are formed i\ a changed
manner so that each fingerprint data group cdntains a
predetermined number or less of pieces of fingegprint
data. As a result, compared with a case where al\ the
registered fingerprint data are used for checking oX the
like, the access speed can be increased to reduce the

processing load since only the registered fingerprint



data registered in part of the groups is used in the
hecking step.

In particular, if n stages of indexes are provided
(n rRpresents a positive integer), even if there are
hundre or tens of millions of pieces of fingerprint
data, thé&\checking process requires only thousands of
pieces of gistered fingerprint data grouped according
to the indexe¥y, so that the time required for the

checking proces® can be reduced.

[Brief Description the Drawings]
[0047]

[Figure 1] Figure 1N\.s a schematic diagram showing
an example of a schematic nfiguration of a fingerprint
checking system according to \an embodiment.

[Figure 2] Figure 2 is a sXhematic diagram showing
an example of a fingerprint regisY\ration device.

[Figure 3] Figure 3 is a flowch\art showing an
operation of a fingerprint registrati process according
to this embodiment.

[Figure 4} Figure 4 is a schematic didgram for
illustrating LOOP, WHORL and ARCH of fingerpNint data.

[Figure 5] Figure 5 is a schematic diagram\for
illustrating an example of characteristics or feaures of

the fingerprint data.
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[Figure 6] Figure 6 is a flowchart showing an
peration of a fingerprint checking process according to
tIN s embodiment.

[Figure 7] Figure 7 is a schematic diagram showing
an exaMple of checking in the fingerprint checking
process.

[Figury 8] Figures 8 are schematic diagrams for
illustrating process performed in a case where the
number of piece of fingerprint data TFD registered in
any one of the groygps in the registration part 400 is
greater than ten tho\sand.

[Figure 9] Figure\ 9 are schematic diagrams for
illustrating an example the process shown in Figures 8.
[Figure 10] Figure 10 \s a flowchart showing an

example of the process shown \n Figures 8 and 9.

[Figure 11] Figure 11 is a\flowchart showing another
example of the process shown in FNure 10.

[Figure 12] Figures 12 are scheNatic diagrams
showing an example of a stage addition\process.

[Figure 13] Figure 13 is a flowcharf®\ showing the

example of the stage addition process.

[Reference Signs List]

[0048]

100 fingerprint authentication system

331 - 33P n—-th index determination unit

400 registration part
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600 checking device

FD, TFD fingerprint data

e following, an embodiment of the present
invention Will be described with reference to the
drawings. In\the following description, the same
components are Nenoted by the same reference numerals.
The same componen¥\s also have the same names and the same
functions, so that tailed description thereof will not
be repeated.
[0050]
<Embodiment>
(Fingerprint Checking Sy§tem 100)
Figure 1 is a schematic diygram showing an example

of a schematic configuration of a\fingerprint checking

system 100.
[0051]

As shown in Figure 1, the fingerpriXt checking
system 100 includes a fingerprint data acgf§isition device
200, a first to n-th index determination devXNce 300, a
registration part 400, a selected data acquisitNon device
500, a checking device 600 and a determination reXult
display part 700.
[0052]

(Fingerprint Registration Process)
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First, a fingerprint registration process will be
described.

A fingerprint registration apparatus 900 is used for
the\fingerprint registration process. The fingerprint
regis\ration apparatus 900 includes the fingerprint data
acquisiiNon device 200, the first to n-th index
determinat{on device 300 and the registration part 400.

First, e fingerprint data acquisition device 200
acquires fingeNprint data FD. The fingerprint data
acquisition devi 200 provides the acquired fingerprint
data FD to the firs{ to n-th index determination device
300.

[0053]

The first to n-th ind{x determination device 300
makes a determination on the\fingerprint data FD based on
a plurality of stages of index¥s described later. The
first to n-th index determinatiol\ device 300 provides
index information (referred to as 1dex data,
hereinafter) associated with the finggrprint data FD to
the registration part 400. The registraXion part 400
registers the fingerprint data FD as fingdgprint data TFD
in a group corresponding to the index data. \The "group”
will be described later.
[0054]

(Fingerprint Checking Process)
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Next, a fingerprint checking process will be

described. The fingerprint checking system 100 is used

the fingerprint checking process.

More specifically, for the fingerprint checking
procesY, the fingerprint data acquisition device 200, the
first to\n—-th index determination device 300, the
registrati part 400, the selected data acquisition
device 500, e checking device 600 and the determination
result display Rart 700 are used.
In the fingeNprint checking process, the fingerprint
data acquisition deWice 200 acquires fingerprint data FD.
The fingerprint data agquisition device 200 provides the
acquired fingerprint dat¥ FD to the first to n-th index
determination device 300.
[0055]

The first to n-th index de\ermination device 300
make a determination on the finge¥print data FD based on
the plurality of stages of indexes ¥escribed later. The
first to n-th index determination devXce 300 extracts the
index data from the fingerprint data FD or the
determination. The first to n-th index de®3ermination
device 300 provides the index data to the selected data
acquisition device 500.

The selected data acquisition device 500 extX\acts
the registered fingerprint data TFD corresponding t¥{ the
index data from the registration part 400 based on th

index data.
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[0056]
The selected data acquisition device 500 provides
thd fingerprint data TFD extracted from the registration
part 00 and the fingerprint data FD from the fingerprint
data acNuisition device 200 to the checking device 600.
The ecking device 600 performs pattern matching
between the\fingerprint data TFD extracted from the
registration rt 400 and the fingerprint data FD from
the fingerprint Nata acquisition device 200, and provides
the determination Nesult to the determination result
display part 700.
The determination Xesult display part 700 displays
the determination result §n an incorporated display part
{(not shown).
Although the display part\incorporated in the
determination result display pa 700 has been described
above, the present invention is noy\ limited thereto, and
the fingerprint authentication systel\ 100 may have a
signal output part that outputs a sign indicative of
the determination result.
[0057]
(Example of Fingerprint Registration Devige)
Figure 2 is a schematic diagram showing an ample
of a fingerprint registration device. As shown in\igure
2, the first to n-th index determination device 300
comprises n+l stages of index determination units (n

represents a positive integer).



For example, a first index determination unit 310
eceives the fingerprint data FD from the fingerprint
daXa acquisition device 200, classifies the fingerprint
data\FD into three classes, and transmits the fingerprint
data FN according to the classification.

More\specifically, the first index determination
unit 310 cay generally classify the fingerprint data FD
into three cl\sses, LOOP, WHORL and ARCH, based on the
features or chaMNacteristics of the fingerprint data FD.
These classes wilNbe described in detail later.

[0058]

As shown in Figuré\ 2, second index determination
units 320, 321 and 322 a provided below the first index
determination unit 310.

Furthermore, n-th index &etermination units 331 and
332 are provided below the secoNd index determination
unit 320.

Similarly, a plurality of n-th \ndex determination
units (not shown) are provided below tX{e second index
determination unit 321, and an n-th indeX determination
unit 33P is provided below the second inded\ determination
unit 332 (P represents a positive integer).

In this way, the first to n-th index determination
device 300 comprises a plurality of stages (n+l s
of index determination units.

[0059]
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As shown in Figure 1, the first to n-th index
determination device 300 is provided with the
ragistration part 400. As shown in Figure 2, the
regigtration part 400 has a plurality of groups, from a

.first Yroup 401 to (m+2)-th group 40m+2 (m represents a

[0060]

The firs\ group 401, a second group 402 and a third
group 403 of thy registration part 400 are provided below
the n-th index deNermination unit 331.

Similarly, a foNrth group 404, a fifth group 405 and
a sixth group 406 are YWrovided below the n-th index
determination unit 332.

Similarly, an m-th grogp 40m, a (m+l)-th group 40m+1l
and the (m+2)-th group 40m+2 \are provided below the n-th
index determination unit 33P.

[(0061]

(Flowchart of Operation of Finderprint Registration
Process)

Figure 3 is a flowchart of an operaNion of the
fingerprint registration process according\to this
embodiment. Figure 4 is a schematic diagram \or
illustrating LOOP, WHORL and ARCH concerning t
fingerprint data, and Figure 5 is a schematic dia§ram for
illustrating an example of features or characterist\cs of
the fingerprint data.

[0062]
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As shown in Figure 3, in the fingerprint
egistration process, the fingerprint data acquisition
dewice 200 acquires fingerprint data FD (Step S1).
hen, the fingerprint data acquisition device 200
transmiX s the acquired fingerprint data FD to the first
index det®rmination unit 310, and the first index
determinati unit 310 determines as which class, LOOP,
WHORL or ARCHN\ the fingerprint data FD is classified
(Step S2).
[0063]

As shown in Figie 4, the fingerprint data FD is
classified as LOOP wher\ the fingerprint has a pattern of
loops, 1is classified as ORL when the fingerprint has a
pattern of circles, and is Ylassified as ARCH when the
fingerprint has a pattern of ¥Arches.

In the processing of Step , the first index
determination unit 310 determines \as which class the
fingerprint data FD is classified.

[0064]

For example, if it is determined in he processing
of Step S2 that the fingerprint data is claxsified as
LOOP, the second index determination unit 320\further
determines which condition, a 2A condition, a 2
condition or a 2C condition, the fingerprint data\FD

satisfies, based on the characteristics or features f

the fingerprint data FD (Step S3).

[0065]
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As shown in Figure 5, in the fingerprint data FD, a

rojection in a skin cross section appears as a ridge,

an¥ a recess appears as a groove. As shown in Figure 5,
the Ningerprint data FD has a hair line Cl, an end point
c2, a anch point C3, a short line C4, a bar line C5, a
point Cé,\a start point C7, a joint point C8, an island
line C9 and\the like as features or characteristics.
The hair\line Cl is a ridge having a thickness equal
to or smaller tMNan a half of a predetermined value, the
short line C4 is ridge having length smaller than 5 mm,
the bard line C5 is ridge having a length equal to or
greater than 5 mm, and\the point C6 is a ridge whose
thickness and length are\equal to each other.
[0066]

In the processing of St S3, the second index
determination unit 320 sets a ndition that the number
of bar lines is less than 30 as e 2A condition, a
condition that the number of bar ligyes is equal to or
more than 30 and less than 70 as the XB condition, and a
condition that the number of bar lines \s equal to or
more than 70 as the 2C condition, for exa and
determines which condition the fingerprint
satisfies.
[0067]

If it is determined in the processing of Step
that the fingerprint data FD satisfies the Z2A condit

the n-th index determination unit 331 determines wheth
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or not the fingerprint data FD satisfies a predetermined

ondition (Step Sn).

68]
The n-th index determination unit 331 registers the
fingerN\rint data FD in the first group 401 as the
fingerprXat data TFD if the fingerprint data FD satisfies
a 3A condit\on, registers the fingerprint data FD in the
second group X02 as the fingerprint data TFD if the
fingerprint dat\ FD satisfies a 3B condition, and
registers the finggrprint data FD in the third group 403
as the fingerprint ta TFD if the fingerprint data FD
satisfies a 3C conditi {Step Sn+1).
[0069]
In this way, the fingeXZprint registration apparatus
900 eventually classifies the\fingerprint data FD into
the first to (m+2)-th groups and registers the classified
fingerprint data FD as the fingerpyint data TFD. As a
result, the number of pieces of fingdgrprint data TED
registered in each of the first to (m+X)-th groups can be
reduced. For example, when hundreds of mN.llions of
pieces of fingerprint data FD are to be red\stered, the
number of pieces of fingerprint data TFD regiXtered in
each group can be reduced to several thousands
using dozens of stages of index data.
[0070]
(Flowchart of Operation of Fingerprint Checking

Process)
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Figure 6 is a flowchart of an operation of the

fingerprint checking process according to this embodiment,

aNd Figure 7 is a schematic diagram for illustrating an

own in Figure 6, in the fingerprint checking
process, t fingerprint data acquisition device 200
first acquires fingerprint data FD (Step S1).
Then, the \ingerprint data acquisition device 200

transmits the acg®ired fingerprint data FD to the first
index determination\unit 310, and the first index
determination unit 31N\ determines as which class, LOOP,

WHORL or ARCH (see Figury 4), the fingerprint data FD is
classified (Step S2).
(0072]

For example, if it is dete¥mined in the processing
of Step S2 that the fingerprint ta FD is classified as
LOOP, the second index determinatioN unit 320 further
determines which condition, the 2A coMdition, the 2B
condition or the 2C condition {see Figu
fingerprint data FD satisfies, based on th
characteristics or features of the fingerpriNt data FD
(Step S3).
[0073]

If it is determined in the processing of Step
that the fingerprint data FD satisfies the 2A conditi

the n-th index determination unit 331 determines whethe
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or not the fingerprint data FD satisfies a predetermined

condition (Step Sn).

74]
If the n-th index determination unit 331 determines
that tNe fingerprint data FD satisfies a 3A condition,
the n-th \index determination unit 331 passes the
fingerprint\data FD and the index data that specifies
LOOP, the 2A ¥ondition and the 3A condition to the
selected data adguisition device 500. That is, the index
data is "LOOP"™, " condition”™ and "3A condition".
Based on the index data, the selected data
acquisition device 500N\acquires all the fingerprint data
TED registered in the coixesponding one of the first
group 401 to the (m+2)-th gXoup 40m+2 of the registration
part 400 (Step Sn+l).
[0075]

Then, the selected data acquiN\ition device 500
passes all the fingerprint data TFD
predetermined group and the fingerprin) data FD to be
checked to the checking device 600.

As shown in Figure 7, the checking devZce 600
performs pattern matching check between the f\agerprint
data FD to be checked and the fingerprint data
registered in the predetermined group (Step S$21).
[0076]

Although all the registered fingerprint data TFD

been described as being passed to be checking device 600
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in this embodiment for the convenience of explanation,
the present invention is not limited to this

plementation. The fingerprint data TFD may not be

padsed to the checking device 600, and the checking

devi 600 may refer to the fingerprint data TFD
registeXed in the group for checking.
[0077]
If the Xhecking device 600 determines in the
processing of Xtep 21 that the fingerprint data FD to be
checked does not\patch with any of the fingerprint data
TFD registered in e predetermined group, the
determination result NYisplay part 700 provides a no-match
displayA(Step S23).
If the checking devi 600 determines in the
processing of Step 21 that e fingerprint data FD to be
checked matches with any of thX fingerprint data TFD
registered in the predetermined oup, the determination
result display part 700 provides aYatch display (Step
522) .
[0078]
In this way, the checking device 600
pattern matching process using a predetermingd number of
pieces of fingerprint data TFD grouped and regiystered
based on the index data, the pattern matching prd¢cess can
be completed in a shorter time. Specifically, the

fingerprint data FD can be checked against the dozens\or,
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several hundreds of or several thousands of pieces of

egistered fingerprint data TFD in several seconds.

f the fingerprint data TFD is not grouped and
ed based on the index data, the fingerprint data
FD has to\be checked against hundreds or tens of millions
of pieces o\ registered fingerprint data TFD, so that the
checkingAproc s takes tens of thousands of seconds. For
exampie, the chegking process takes 3 hours, and the
fingerprint authen\ication cannot be used as an
alternative to persoNal authentication, a card or the
like.
[0080Q]
Although the determinaWion result display part 700
is used in the embodiment des¥ribed above, the present
invention is not limited to thid\ implementation, and the
determination result may be output\in the form of a
signal or other means.
[0081]
| (Automatic Configuration of Index De{ermination)
Next, an example of automatic configurXtion of the
fingerprint checking system 100 according the\embodiment
described above will be described in detail. I
embodiment, 1f several hundreds, or tens, of mill
pieces of fingerprint data TFD are registered in one

group, the checking process takes a long time, which

poses a serious problem.
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[0082]

With the fingerprint checking system 100 according
the embodiment, automatic configuration of the first
cth index determination device 300 and the

ation part 400 occurs. In the following,

[0083]

Although, he embodiment described above, the
fingerprint checkind\ system 100 has been described as
including the first tA\n-th index determination device
300 (n represents an arb\trary positive integer) and
having the first group to e (m+2)-th group 40m+2 (m
represents an arbitrary posi®\Nve integer), the numbers n
and m can also be determined as\shown in the example
disclosed below.
[0084]

Figures 8 and 9 are schematic diaYrams for
illustrating a process performed in a ca\e where the
numpber of pieces of fingerprint data TFD rdgistered in
any one of the groups in the registration pa 400 is
greater than ten thousand. Figure 10 is a flowdhart
showing an example of the process shown in Figure
9.

[0085]
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As shown in Figure 8(a), in the registration part

aﬂOO of the fingerprint checking system 100, two thousands

*\pieces of fingerprint data TFD are registered in the
fir\\\group, twenty thousands of pieces of fingerprint
data f.p are registered in the second group, five
hundreds\gf pieces of fingerprint data TFD are registered
in the thiXd group, a thousand of pieces of fingerprint
data TFD are Xegistered in the fourth group, fifteen
thousands of piRces of fingerprint data TFD are
registered in the\fifth group, and five hundreds of
pieces of fingerprin data TFD are registered in the
sixth group.
(0086]

In this case, as showl\ in Figure 1, the registration
part 400 of the fingerprint ecking system 100 according
to the embodiment determines wiéther the number of pieces
of fingerprint data TFD register in any of the first to
(m+2)-th groups is greater than ten\thousand or not (Step
S51).

If the number of pieces of fingerp\nt data TFD
registered in any of the first to (m+2)-tINgroups is
greater than ten thousand, it 1s determined Yhat there is
a correlation, and the order of indexes 1is chaNged (Step
$52).
The process in which fingerprint data are claskified

as LOOP, WHORL or ARCH illustrated in Figures 3 and

described above is just an example, and the order of
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indexes is not limited to that shown in the example and
an be changed based on the result of machine learning.

For the basic process before performing machine
learNing, a set of indexes and the order of the indexes
are determined that provide high efficiency, high
dependencY and high processing speed. For example,
triplet, peXipheral texture information (FingerCode) or
the like oftel\ takes precedence over other indexes.
[0087]

(Index Correldtion)

As shown in FigW\e 8(a), of the first, second and
third groups, the seco group has twenty thousands of
pieces of fingerprint da registered therein. Therefore,
the result of the processiny of Step S51 is Yes, so that
it is determined that there i} a correlation, and the
order of indexes is changed. In\the example shown in
Figures 8, an n-th index determinaXion result Sn+l is
replaced with an n-th index determin¥tion result Sn+a.

As a result, as shown in Figure 8%), the number of
pieces of fingerprint data registered in \the second group
can be reduced to 8500.

[0088]

The number of pieces of fingerprint data registered

in the first group is 8500, and the number of piedgs of

fingerprint data registered in the third group is 6

Since the numbers of pieces of fingerprint data
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registered in the groups are all egual to or less than

en thousand, the process shown in Figure 10 ends.

n index correlation will be described with
referer\ge to Figures 9(a) and 9(b). As shown in Figure
9(a), if \he n-th index determination result Sn and the
n-th index Netermination result Sn+l are used, the pieces
of fingerprin) data are classified into three groups
containing 3000 Ypieces, 20000 pieces and 500 pieces.

On the other Nand, as shown in Figure 9(b), if the
n-th index determina\ion result Sn and the n-th index
determination result S\+a are used, the pieces of
fingerprint data are classified into three groups
containing 8500 pieces, 85 pieces and 6500 pieces.

As can be seen, the n-th\index determination result
Sn and the n-th index determinadion result Sn+l are
highly correlated, and therefore, \the pieces of
fingerprint data cannot be classifi into groups of
approximately equal numbers of pieces Rf data. On the
other hand, the n-th index determination\result Sn and
the n-th index determination result Sn+a a less
correlated, and therefore, the pieces of finggrprint data
can advantageously be classified intoc groups ©
approximately equal numbers of pieces of data.

The registration part 400 repeats this process Rf

changing the order of indexes until the pieces of
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fingerprint data are classified into groups of

approximately equal numbers of pieces of data.

Next, Figure 11 is a flowchart showing another
of the process shown in Figure 10.
own in Figure 11, the registration part 400
ldetermines hether or not the difference between the
numbers of piXces of fingerprint data registered in
adjacent groups\ils equal to or greater than 50% of the
number of pieces fingerprint data registered in one of
the groups, even if {he number of pieces of fingerprint
data registered in eacN of the groups is not greater than
ten thousand (Step S61).
If the difference betwg{en the numbers of pieces of
fingerprint data registered i\ adjacent groups is equal
to or greater than 50% of the nNmber of pieces of
fingerprint data registered in ond of the groups, it is
determined that there is a correlatiyn, and the order of
indexes is changed (Step $62).
In this way, the numbers of pieces fingerprint
data registered in adjacent groups can be duced, and an
approximately equal number of pieces of fingexprint data
can be registered in each group.
[0091]
(Stage Addition Process)
Next, Figures 12 are schematic diagrams showing a

example of a stage addition process, and Figure 13 is a
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flowchart showing the example of the stage addition

before the procksses shown in Figures 8 to 11 are
performed.
[0093]

As shown in Figur¥ 13, the fingerprint checking
system 100 determines wh¥ther or not the number of pieces
of fingerprint data TFD red\stered in any one of the
groups in the registration paxt 400 is greater than ten
thousand (Step S71). As shown Figure 13, if the
number of pieces of fingerprint dfta registered in any of
the groups is greater than ten thoudand, the fingerprint
checking system 100 increases the numbgr n of the first
to n-th index determination device (Step\S72).

[0094]

More specifically, the first to n-th in
determination units configured in the first to Y-th
stages are reconfigured into first to (n+l)~th in¥ex
determination units configured in first to (n+l)-th

stages.
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As a result, the groups can be increased to first to

(m+2)-th group 40m+2L (L represents an arbitrary positive
igyteger). After that, it is determined again whether or
not\the number of pieces of fingerprint data TFD
regisfred in any of the groups in the registration part
400 1is eater than ten thousand (Step S71).
[0095]

As desciNbed above, the groups can be divided into
more groups fr the first group to the (m+2L)-th group
40m+2L (L represe\ts an arbitrary positive integer).

As a result, t number of pieces of fingerprint
data TFD registered ir\each of the first group to the
(m+2L} -th group 40m+2L n be reduced to ten thousand or
less, and therefore, the cNecking device 600 can perform
checking in a shorter time.
[0096]

Although, in the example desqribed above, the number
of pieces of fingerprint data TFD rdgistered in each of
the first group to the (m+2L)-th group\ 40m+2L is reduced
to ten thousand or less, the present invgntion is not
limited to this implementation. The first\o n-th index
determination units can be automatically incNeased to the
first to (n+l)-th index determination units so
reduce the number of pieces of fingerprint data
registered in each group to any number, such as two
thousand or less, three thousand or less, four thousa

or less, five thousand or less, six thousand or less,



seven thousand or less, eight thousand or less, or nine

thousand or less.

Although, in the example described above, the number
of firxXt to n-th index determination units 1s increased
accordind, to the number of pieces of fingerprint data TFD,
the present\ invention is not limited to this
implementatio The number of first to n-th index
determination ulits may be increased when the duration of
checking performed by the checking device 600 exceeds
five seconds.

Although the case\where the number of index
determination units is i greased when the checking
duration exceeds five secorxds has been described above,
the present invention is not imited to this
implementation. The first to nd\th index determination
units can be automatically increaded to the first to
(n+l)-th index determination units any time, such as
when the checking duration exceeds one\seconds, two
seconds, three seconds, four seconds, seXen seconds,
eight seconds, nine seconds, or ten second
[0098]

Next, a process of increasing the first to\n-th
index determination units to the first to (n+l)-t
determination units will be described in detail.
For example, it is assumed that an index

determination condition for the n-th index determination
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unit is whether or not the distance between the hair line

1 and the bar line C5 of the minutiae in the fingerprint

da TFD is equal to or greater than 0.5 mm.

n this case, if an (n+l)-th index determination
conditin is to be provided following the affirmative
result (YS) of the determination for the n-th index
determinati®{n condition, an index determination to
determine whedher or not the distance between the hair
line Cl and the Ypar line C5 of the minutiae in the
fingerprint data D is equal to or greater than 0.7 mm
is automatically adadxd.
[0099]

If an (n+l)-th indexXx\ determination condition is to
be provided following the gative result (NO) of the
determination for the n-th irngex determination condition,
an index determination to deterkgine whether or not the
distance between the hair line Cl\and the bar line C5 of
the minutiae in the fingerprint datd TFD is equal to or
greater than 0.3 mm is automatically ded.

In this way, the pieces of fingerpr¥\nt data TFD
registered in two groups based on whether Rr not the
distance between the two minutiae is equal t{ or greater
than 0.5 mm can be further divided into four gipups based
on whether the distance between the two minutiae
smaller than 0.3 mm, equal to or greater than 0.3
smaller than 0.5 mm, equal to or greater than 0.5 mm

smaller than 0.7 mm, or equal to or greater than 0.7 mm



- 46 -

[0100]

Although two groups are further divided into four
gNoups in the embodiment, the present invention is not
limiXed to this implementation. The (n+1)-th index
determ{nation can also be provided for only a group that
contains\a larger number of pieces of fingerprint data
TFD. That \is, in the example described above, two groups
can also be Nvided into three groups.

[0101]

(Example of dex Condition)

Next, specificexamples of the condition for index
data used in the embodNment described above will be
described.

[0102]

For example, the registiNgtion part 400 extracts a
characteristic quantity for prégise authentication from
the fingerprint data TDF, that 1 the fingerprint image,
and sets an index condition. Specilically, a
characteristic quantity of the minuti such as the
position, the type or the vector of theNninutia, is
extracted from the fingerprint data TDF.

(0103]

A characteristic quantity that can be inde&ged is
then extracted from the fingerprint data TDF.
extracted characteristic quantity that can be indexed is
used as a condition for index data.

[0104]




Specifically, the characteristic quantity that can

be indexed may be the shape of a triplet formed by

m\nutiae, the number of, the type of or the positional
reldtionship between singular points, Poincare index,
peripiral texture information (FingerCode), the number
and/or s\ape of lakes, independent ridges, islands, spurs
or crossovdrs, frequency analysis of an orientation image
fingerprint, the configuration of the
orientation imaye of the entire fingerprint, the number
of ridges in the Xross section of a slice of the
fingerprint and the\result of frequency analysis of the
ridges as a waveform, Xhe line formed by a minutia and a
singular point, the numb¥r of ridges in the cross section
of the slice of the fingerNrint taken along the line and
the result of frequency analZis of the ridges as a
waveform, the presence or shape\of a crease, or other
fingerprint shape information.
[0105]

The characteristic quantity that Xan be indexed
described above is adjusted so that the Yharacteristic
quantity can be indexed if two fingerprintX can be
compared based on computation of the similarNy of the
characteristic quantity without modifying the
characteristic quantity, that is, without the nee a
normalization processing, such as alignment.

That is, a certain margin can be provided, and th

margin can be changed from a wide width to a narrow widt



[0106]

For example, high-speed authentication of one
fiNgerprint data FD against registered fingerprint data
TDF achieved by using the characteristic quantity
descrilbdgd above. As described above, the registered
fingerpriRt data TDF is coupled to an index
(characteridtic quantity). Thus, a characteristic
quantity is eracted from the one fingerprint data, and
peripheral candiNates are extracted from the registered
fingerprint data TNRF.

The number of cagdidates that should be extracted
for each characteristid\gquantity is preferably determined
based on the value distriRution of the characteristic
quantity or the matching prdgision.

[0107]

The fingerprint checking syXtem 100 determines the
combination of the many characteriXtic gquantities
described above by machine learning, \and performs a
feedback processing to improve precisi To determine
the combination of the characteristic quafktities, a
principal component analysis or an independdnt component
analysis is used to take into consideration wither the
characteristic quantities are dependent ones or
independent ones. By performing the determination
processing by machine learning, a combination patteri\ of

significant characteristic quantities can be determine
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in a massive volume of data in a short time that would be

onventionally impossible to achieve.

A discrimination model for the fingerprint data FD
may used in order to discriminate between fingerprint
data FINthat require many candidates for index
determinaX\ion and fingerprint data FD that require less
candidates r index determination.
[0108]

The fingerp¥int checking system 100 creates a
combination of the\fingerprint data FD and the
characteristic quantA\ty and learns the index
classification itself using a generation model. That
is, the authentication pr§cision can be improved by
includiﬁg a feedback procesXxing.

Furthermore, for a given\candidate of the
fingerprint data FD, high precidlon one-to-one
authentication using the position,\ the type or the vector
of a minutia may be performed.
[0109]

Furthermore, the components of the INngerprint
checking system 100 or the components of t fingerprint
registration apparatus 900 do not have to be \nstalled at
the same location and may be interconnected by
Internet, a cloud or the like.

[0110]
As an example of the condition for index data, th

following information is used. For example, information
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on a triplet formed by connecting minutiae may be a

ombination of angles between three lines at a branch

po\nt classified into several patterns, various kinds of
ation on a figure formed by three lines at a branch
hether the descending order of magnitude of the
es of the triplet is a clockwise order or a
counterclocXwise order or the magnitudes of the three
angles of the\triplet, the lengths of the sides of the
triplet, the dedgee of deviation of the directions of two
sides passing throygh each minutia from the direction of
the orientation fiel the area of the triplet, the
number of the ridges ti\at intersect with each side of the
triplet, the result of fr¥gquency analysis of the
frequency of intersections R{f ridges with each side of
the triplet, a rotation of thd& triplet, or an arbitrary
combination of any of the index Y}onditions described
above.
[0111]
As an example of the condition for\index data, the
following information is used. For examp\e, information
on a quadruplet formed by connecting minutige may be a
combination of angles between three lines at branch
point classified into ten patterns, various kin of
information on a figure formed by three lines at a\branch
point, a pattern of arrangement of the four angles i
descending order of magnitude, the position of the poiN

of intersection between the two diagonals and the angles
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between the two diagonals at the point of intersection,
e angles of the four corners, the lengths of the four
sidgs, the degree of deviation of the directions of two
sides\and the diagonal passing through each minutia from
the dirdction of the orientation field, the area of the
quadruple a rotation of the quadruplet, or an arbitrary
combination Wf any of the index conditions described
above.
[0112]
As an example Yf the condition for index data, the
following informatiorNis used. Information on a crease
may be the thickness or\length of the crease, the number
of the ridges that inters&ct with the crease, the result
of frequency analysis of thd frequency of intersections
of ridges with the crease, or \an arbitrary combination of

any of the index conditions descxibed above.
[0113]
As an example of the condition r index data, the
following information is used. That is\ information on a
singular point and on a use of the singulgr point, the
number of singular points, the types of sinXular points
(such as core or delta) or the like, the distdnace between
the core and a delta, the number of ridges that \intersect
with the line segment connecting the core and the
the result of frequency analysis of the frequency o
intersections of ridges with the straight line connect

the core and the delta, FingerCode (such as the directio
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or density of ridges in any of 8 by 8 sub-regions of a

peripheral region of a singular point), or an arbitrary

bination of any of the index conditions described

can be used. As an alternative, the peripheral

of sub-r¥&gions, and the direction and density of ridges
in any of e sub-regions may be used as an index
condition.
[0114]

As an exampl\of the condition for index data, the
following informati is used. Information on the entire
fingerprint may be the\number of triplets and information
on the triplets, the numMNer of triplets resulting from 0-
n order Delaunay triangulatNon of the fingerprint and
information on the triplets, Yhe number of guadruplets
and information on the quadrupl¥qts, the number of
minutiae and the types of the minXZ\iae (end point or
branch point), the number of sweat ands, a hashed SIET
characteristic quantity, a ridge line
dimensional Fourier transform, a templat
orientation field, or an arbitrary combinat§{on of any of
the index conditions described above.
(0115]

Although the checking device 600 has been des§ribed
as performing a pattern matching process in this
embodiment, the present invention is not limited to th

implementation, and a minutia process, a frequency
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analysis process, a hybrid fingerprint authentication

rocess or the like can also be used.

s described above, the fingerprint authentication
system Y00 according to the present invention provides a
plurality\of stages (n +1 stages) of index data (indexes).
As a result\ the fingerprint data FD can be efficiently
grouped and registered in the registration part 400 as
the fingerprint Yata TFD.
Furthermore, e checking device 600 checks the
fingerprint data to checked against the fingerprint
data TFD previously groyped through the plurality of
stages (n+l stages) and rXgistered in the registration
part 400 based on the index\data, and therefore, the
checking device 600 can check \Xhe fingerprint data FD in
a shorter time.

In particular, since the n+l tages of indexes are
provided (n represents a positive indgger), even 1if there
are hundreds or tens of millions of pieges of fingerprint
data TFD, the checking process requires oRly thousands of
pieces of fingerprint data TFD grouped accoXding to the
index data, so that the time required for the
process can be reduced.
[0117]

Since the index data is based on the characterisXics
or features of the fingerprint data FD, the fingerprin

data FD can be grouped according to the characteristics



or features thereof. 1In particular, compared with a case

here all the registered fingerprint data TFD is used for

chicking or the like, the access speed can be increased,
and e process load can be reduced.

FuXthermore, the index data indicates general
classificktion as LOOP, WHORL or ARCH or the number of
lines, the \nterval between lines or the angle of a line
concerning a ort line, a bar line, a hair line or an
island line and \herefore can be advantageously used.

Furthermore, e index data can indicate
classification as th& branch point, the end point, the
point, the start point \or the joint point and therefore
can be advantageously us
[0118]

According to the present \invention, the index data
corresponds to an "index", the Ningerprint data FD and
the fingerprint data TFD correspo to "fingerprint data",
the registration part 400 correspon to a "registration
part", the fingerprint authentication stem 100
corresponds to a "fingerprint authentica®Non system", the
checking device 600 corresponds to a "checlNng part", the
first to (m+2)-th groups correspond to a "finYerprint
data group", the n-th index determination units\331 to
33P correspond to a "final stage of a plurality o
stages", and the flowcharts correspond to a "fingerpxint
authentication program" or a "fingerprint authenticati¥n

method”.
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[0119]

Although a preferred embodiment of the present
irtNgention has been described above, the present invention
is nxt limited to the specific embodiment. Those skilled
in the\art will understand that various other embodiments
are possNle without departing from the spirit and scope
of the presknt invention. Although effects and
advantages of\the configuration according to the
embodiment have\peen described in the embodiment, these
effects and advanthgges are only examples and are not

intended to limit th{ present invention.




[Document Name] Description

[Title of Invention] FINGERPRINT AUTHENTICATION SYSTEM,
FINGERPRINT AUTHENTICATION PROGRAM AND FINGERPRINT

AUTHENTICATION METHOD

[Technical Field]
[0001]

The present invention relates to a fingerprint
authentication system, a fingerprint authentication

program and a fingerprint authentication method.

[Background Art]
[(0002]

Research and development of various fingerprint
authentication systems have been conducted. Current
fingerprint authentication systems are based on a
"pattern (image) matching process", a "minutia process”,
a "minutia and relation process™ or a "frequency analysis
process", for example.

[0003]

The "pattern matching process" is to specify a
particular limited area of a fingerprint and check the
pattern of ridges in the area by fingerprint image
superposition.

The "minutia process" is to extract and register

information on 20 to 30 end points or branch points of




ridges in a captured fingerprint image and perform
checking based on the information.
[0004]

The "minutia and relation process" is to regard a
fingerprint as matching with another fingerprint only
when both of a minutia and relation information agree
with each other between the two fingerprints.

The "frequency analysis process" is to regard a
cross section of a slice of the pattern of ridges and
grooves of a fingerprint as a waveform and uses the
waveform spectral series as feature information to
perform checking based on the maximum correlation.
[0005]

In addition, Patent Literature 1 (Japanese Patent
Laid-Open No. 2011-86130) discloses speed-up of an
authentication process performed by a fingerprint

authentication system used by a large number of users.

The fingerprint authentication system that speeds up the

authentication process described in the Patent Literature

1 is a fingerprint authentication system having a
plurality of fingerprint sensors that comprises group
identification means that identifies a group to which
fingerprint data belongs according to the fingerprint
sensor to which the fingerprint data is input in a
fingerprint data input processing, registration means
that registers the input fingerprint data in a storage

device in association with the group identified by the




group identification means in a fingerprint data
registration processing, and checking means that checks
the input fingerprint data against the fingerprint data
associated with the same group as the input fingerprint
data of the fingerprint data registered in the storage
device in a fingerprint data authentication processing.
[0006]

In addition, Patent Literature 2 (Japanese Patent
Laid-Open No. 2009-164680) discloses a radio
communication terminal that has an advanced security
function that permits only a plurality of particular
terminal users registered in advance to use the radio
communication terminal, and a terminal user
identification method.

[0007]

The radio communication terminal described in Patent
Literature 2 is a radio communication terminal provided
with a PTT switch that comprises a fingerprint reading
part provided in the PTT switch, a storage part in which
fingerprint data for a plurality of terminal users and ID
number information including at least user ID numbers set
for the terminal users whose fingerprint data is
registered can be registered, a fingerprint
authentication part that checks fingerprint data read by
the fingerprint reading part against the fingerprint data
registered in the storage part, means of making the radio

communication terminal operate according to the checking




result from the fingerprint authentication part, and
means of acquiring one piece of ID number information
from the storage part based on the checking result from
the fingerprint authentication part.

[0008]

In addition, Patent Literature 3 (Japanese Patent
Laid-Open No. 2006-277415) discloses a registration
device of a fingerprint authentication system based on a
difference in physical characteristics between users.

The registration device described in Patent Literature 3
comprises an input part to which biological information
on a registration target is input, an advance extraction
part that extracts first feature data from the biological
information in a predetermined feature extraction method,
a classification part that determines classification data
for classifying the biological information as any of a
plurality of groups based on the first feature data, a
feature extraction part that extracts second feature data
from the biological information in a corresponding one of
feature extraction methods specified for the plurality of
groups, and a registration part in which the first
feature data, the second feature data and the
classification data are registered in association with

each other as reference biological information.

[Citation List]

[Patent Literature]




[0009]

[Patent Literature 1]

Japanese Patent Laid-Open No. 2011-86130
[Patent Literature 2]

Japanese Patent Laid-Open No. 2009-164680
[Patent Literature 3]

Japanese Patent Laid-Open No. 2006-277415

[Summary of Invention]
[Technical Problem]
[0010]

Although the techniques described in Patent
Literatures 1 to 3 can perform fingerprint checking for a
predetermined number of people, the techniques have a
problem that the processing time increases as the number
of pieces of registered fingerprint data increases.

There is another problem that the user has to input the
group information in the technique described in Patent
Literature 1 or the ID number or other information in the
technique described in Patent Literature 2. With the
technique described in Patent Literature 1 or 2, there is
a problem that fingerprint authentication fails if the
user forgets the group information or the ID number.
[0011]

An object of the present invention is to provide a
fingerprint authentication system, a fingerprint

authentication program and a fingerprint authentication




method that can achieve a high-speed processing. The
existing techniques disclosed in the patent literatures
are approaches to reduce the processing time of a
population under a particular algorithm. To the contrary,
according to the present invention, factors that are to
be sub-divided in a population and an algorithm that
distinguishes those factors are found in the population,
and an search term is changed to keep the processing time
constant independently of the population.

Another object of the present invention is to
provide a fingerprint authentication system, a
fingerprint authentication program and a fingerprint
authentication method that can achieve high-speed
processing regardless of the number of pieces of

fingerprint data.

[Solution to Problem]
[0012]

(1)

A fingerprint authentication system according to an
aspect comprises a plurality of stages of indexes, and a
registration part in which fingerprint data is registered
according to the indexes, and the registration part
creates a plurality of fingerprint data groups according
to the indexes and, if the number of pieces of
fingerprint data registered in any individual one of the

plurality of fingerprint data groups is greater than a




predetermined number, changes the stages of indexes to
keep the number of pieces of fingerprint data registered
in each of the plurality of fingerprint data groups equal
to or less than the predetermined number.

[0013]

In this case, a plurality of stages of indexes is
provided. For example, if a first stage includes three
types of indexes, and a second stage includes three types
of indexes, the number of pieces of fingerprint data
registered in each group of the registration part can be
reduced to an average of 11.1%.

More specifically, 100% of fingerprint data can be
grouped into three groups each including approximately
33.3% of the fingerprint data according to the indexes in
the first stage, and the approximately 33.3% of the
fingerprint data can be further grouped into three groups
each including approximately 11.1% of the fingerprint
data according to the indexes in the second stage. In
this way, the fingerprint data can be advantageously
grouped in the registration part.

(0014]

In addition, the indexes are formed in a changed
manner so that each fingerprint data group contains a
predetermined number or less of pieces of fingerprint
data. As a result, compared with a case where all the
registered fingerprint data are used for checking or the

like, the access speed can be increased to reduce the




processing load since only the fingerprint data
registered in part of the groups is used.
[0015]

(2)

The fingerprint authentication system according to a
second invention is the fingerprint authentication system
according to the one aspect in which, when the
registration part changes the stages of indexes, the
registration part may reconfigure the order of indexes so
as to reduce a correlation between an index in a higher
stage and an index in a lower stage.

[0016]

In this case, when the registration part changes the
stages of indexes, the registration part may reconfigure
the order of indexes so as to reduce a correlation
between an index in a higher stage and an index in a
lower stage. That is, if it is determined that the
fingerprint data are not smoothly classified by the index
in the higher stage and the index in the lower stage, for
example, if one group contains 50% or more of the
fingerprint data in the determination for the index in
the higher stage or the index in the lower stage, the
order of indexes may be reconfigured by interchanging the
index in the higher stage and the index in the lower
stage, by replacing the index in the lower stage with
another index so that the another index follows the index

in the higher stage, or replacing the index in the higher




stage with another index so that the index in the lower
stage follows the another index. 1In this way, the number
of pieces of fingerprint data in each group can be
reduced.

{0017}

(3)

The fingerprint authentication system according a
third invention is a fingerprint authentication system
according to the one aspect or the second invention in
which, when the registration part changes the stages of
indexes, the registration part may change a threshold of
a condition for the indexes.

[0018]

In this case, when the registration part changes the
stages of indexes, the registration part may change a
threshold of a condition for the indexes. That is, if
one of the groups contains a large number of pieces of
fingerprint data, the threshold for an index can be
changed to reduce the number of the pieces of fingerprint
data in the one group.

(0019]

(4)

The fingerprint authentication system according to a
fourth invention is the fingerprint authentication system
according to the one aspect or the second or third
invention in which, when the registration part changes

the stages of indexes, the registration part may increase




the number of the stages of indexes and create, as an
index, a condition that equally divides a condition for
an index in a higher stage.

[0020]

In this case, in the increased number of stages, a
condition that equally divides the condition for the
index in the higher stage is created as an index.
Therefore, the number of pieces of fingerprint data can
be classified into a plurality of groups with reliability.
In this way, the number of pieces of fingerprint data in
each group can be reduced.

[0021]

(5)

The fingerprint authentication system according to a
fifth invention is the fingerprint authentication
according to the one aspect in which, when the
registration part increases the number of the stages of
indexes, the registration part creates, as an index, a
condition that equally divides the number of pieces of
fingerprint data in a relevant fingerprint data group
based on a deviation of the relevant fingerprint data
group.

[0022]

In this case, for the increment stage, as an index,
a condition is created that equally divides the number of
pieces of fingerprint data in the relevant fingerprint

data group based on the deviation of the relevant
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fingerprint data group. Therefore, the fingerprint data
can be equally classified into a plurality of groups with
reliability. In this way, the number of pieces of
fingerprint data in each group can be reduced, and
formation of an excessive stage can be prevented.

[0023]

(6)

The fingerprint authentication system according a
sixth invention is the fingerprint authentication system
according to any one of the one aspect and the second to
fifth invention in which the indexes may be based on a
characteristic or feature of the fingerprint data.

[0024]

In this case, since the indexes are based on a
characteristic or feature of the fingerprint data, the
fingerprint data can be grouped according to the
characteristic or feature of the fingerprint data.

[0025]

(7)

The fingerprint authentication system according to a
seventh invention is the fingerprint authentication
system according to any of the one aspect and the second
to sixth invention in which the index may include a
pattern of ridges and grooves of the fingerprint data.
[0026]

The fingerprint authentication data can be generally

classified into at least three types of patterns of
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ridges and grooves of the fingerprint, LOOP, WHORL and
ARCH, which can be advantageously used as an index.
[0027]

(8)

A fingerprint authentication system according to an
eighth invention is the fingerprint authentication system
according to any of the one aspect and the second to
seventh inventions in which the index may include at
least any of the number of lines, the interval between
lines and the angle of a line concerning at least any of
a short line, a bar line, a hair line and an island line
of the fingerprint data.

[0028]

The fingerprint data can be generally classified
according to the number of lines, the interval between
lines or the angle of a line concerning at least any of a
short line, a bar line, a hair line and an island line,
which can be advantageously used as an index.

[0029]

(9}

A fingerprint authentication system according to a
ninth invention is the fingerprint authentication system
according to any of the one aspect and the second to
eighth inventions in which the index may include at least
any of a branch point, an end point, a point, a start
point and a joint point of the fingerprint data.

[0030]




The fingerprint data can be classified according to
at least any of a branch point, an end point, a point, a
start point and a joint point, which can be
advantageously used as an index.

[0031]

(10)

A fingerprint authentication system according to
another aspect comprises a plurality of stages of indexes,
a registration part in which fingerprint data is
registered according to the indexes, and a checking part
that checks the fingerprint data based on the indexes,
and the registration part creates a plurality of
fingerprint data groups according to the indexes and, if
the number of pieces of fingerprint data registered in
any individual one of the plurality of fingerprint data
groups 1is greater than a predetermined number, changes
the stages of indexes to keep the number of pieces of
fingerprint data registered in each of the plurality of
fingerprint data groups equal to or less than the
predetermined number. The order of the indexes in the
stages is determined by computing by machine learning an
efficient combination of indexes for the data groups at
the point in time. Therefore, the order of precedence of
the indexes in the stages is appropriately changed for
each data group. For example, FingerCode is used in the
first grouping for a fingerprint having a core at the

center thereof, or angles at branch points are used in
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the first grouping for a fingerprint having many branch
points.
[0032]

In this case, the indexes are configured in a
plurality of stages. For example, if a first stage
includes three kinds of indexes, and a second stage
includes three kinds of indexes, the number of pieces of
fingerprint data registered in each group in the
registration part can be reduced to 11.1% of all the
fingerprint data on average.

The checking part checks the fingerprint data to be
checked against only 11.1% of registered fingerprint data
having passed through the plurality of stages. Therefore,
the checking part can complete the checking of the
fingerprint data in a short time.

In particular, if n stages of indexes (n represents
a positive integer) are formed, even a population
containing several hundreds, or tens, of millions of
pieces of fingerprint data can be divided by the indexes
into groups containing only several thousands of pieces
of fingerprint data, and the checking process requires
checking against only the several thousands of pieces of
fingerprint data. Therefore, checking duration can be
reduced.

[0033]

(11)
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A fingerprint authentication system according to an
eleventh invention is the fingerprint authentication
system according to another aspect in which the checking
part may perform checking of the fingerprint data in a
final stage of the plurality of stagés in at least any of
a frequency analysis process, a hybrid process, a minutia
process and a pattern matching process.

[0034]

In this case, the checking part performs only the
checking of the fingerprint data in the final stage of
the plurality of stages in any of the frequency analysis
process, the hybrid process, the minutia process and the
pattern matching process, which are computationally
intensive. Therefore, the checking speed can be improved,
and the process load can be minimized.

(0035]

(12)

A fingerprint authentication program according to
another aspect comprises an indexing processing
configured in a plurality of stages, and a registration
processing of registering fingerprint data according to
the indexing processing, and the registration processing
creates a plurality of fingerprint data groups according
to the indexing processing and, if the number of pieces
of fingerprint data registered in any individual one of
the plurality of fingerprint data groups is greater than

a predetermined number, changes the stages of the
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indexing processing to keep the number of pieces of
fingerprint data registered in each of the plurality of
fingerprint data groups equal to or less than the
predetermined number.

[0036]

In this case, a plurality of stages of index
processing is provided. For example, if a first stage
includes three types of indexes, and a second stage
includes three types of indexes, the number of pieces of
fingerprint data registered in each group in the
registration processing can be reduced to an average of
11.1%.

More specifically, 100% of fingerprint data can be
grouped into three groups each including approximately
33.3% of the fingerprint data according to the index
processing in the first stage, and the approximately
33.3% of the fingerprint data can be further grouped into
three groups each including approximately 11.1% of the
fingerprint data according to the indexes in the second
stage. In this way, the fingerprint data in the
registration part can be advantageously grouped.

[0037]

In addition, the indexes are formed in a changed
manner so that each fingerprint data group contains a
predetermined number or less of pieces of fingerprint
data. As a result, compared with a case where all the

registered fingerprint data are used for checking or the
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like, the access speed can be increased to reduce the
processing load since only the fingerprint data
registered in part of the groups is used.

[0038]

(13)

A fingerprint authentication program according to
another aspect comprises an indexing processing
configured in a plurality of stages, a registration
processing of registering fingerprint data according to
the indexing processing, and a checking processing of
checking the fingerprint data based on the indexing
processing, and the registration processing creates a
plurality of fingerprint data groups according to the
indexing processing and, if the number of pieces of
fingerprint data registered in any individual one of the
plurality of fingerprint data groups is greater than a
predetermined number, increases the number of the stages
of the indexing processing to keep the number of pieces
of fingerprint data registered in each of the plurality
of fingerprint data groups equal to or less than the
predetermined number.

[0039]

In this case, a plurality of stages of index
processing is provided. For example, 1f a first stage
includes three types of indexes, and a second stage
includes three types of indexes, the number of pieces of

fingerprint data registered in each group in the




registration processing can be reduced to an average of
11.1%.

More specifically, 100% of fingerprint data can be
divided into groups each containing about 33.3% of
fingerprint data and registered in the indexing
processing in the first stage, and the about 33.3% of
fingerprint data can be divided into groups each
containing about 11.1% of fingerprint data in the
indexing processing in the second stage. In this way,
the fingerprint data can be efficiently grouped in the
registration processing.

[0040]

In addition, the indexes are formed in a changed
manner so that each fingerprint data group contains a
predetermined number or less of pieces of fingerprint
data. As a result, compared with a case where all the
registered fingerprint data are used for checking or the
like, the access speed can be increased to reduce the
processing load since only the fingerprint data
regilstered in part of the groups is used.

In particular, if n stages of indexes are provided
(n represents a positive integer), even if there are
hundreds or tens of millions of pieces of fingerprint
data, the checking process requires only thousands of
pieces of registered fingerprint data grouped according
to the indexes, so that the time required for the

checking process can be reduced.
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[0041]

(14)

A fingerprint authentication method according to
another aspect comprises an indexing step configured in a
plurality of stages, and a registration step of
registering fingerprint data according to the indexing
step, and the registration step creates a plurality of
fingerprint data groups according to the indexing step
and, if the number of pieces of fingerprint data
registered in any individual one of the plurality of
fingerprint data groups is greater than a predetermined
number, changes the stages of the indexing step to keep
the number of pieces of fingerprint data registered in
each of the plurality of fingerprint data groups equal to
or less than the predetermined number.

[0042]

In this case, the indexing step is configured in a
plurality of stages. For example, if a first stage
includes three kinds of indexes, and a second stage
includes three kinds of indexes, the number of pieces of
fingerprint data registered in each group in the
registration step can be reduced to 11.1% of all the
fingerprint data on average.

More specifically, 100% of fingerprint data can be
divided into groups each containing about 33.3% of
fingerprint data according to the indexes in the first

stage and registered, and the about 33.3% of fingerprint
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data can be divided into groups each containing about
11.1% of fingerprint data according to the indexes in the
second stage. In this way, the fingerprint data can be
efficiently grouped in the registration step.

[0043]

In addition, the indexes are formed in a changed
manner so that each fingerprint data group contains a
predetermined number or less of pieces of fingerprint
data. As a result, compared with a case where all the
registered fingerprint data are used for checking or the
like, the access speed can be increased to reduce the
processing load since only the fingerprint data
registered in part of the groups is used.

[0044]

(15)

A fingerprint authentication method according to
another aspect comprises an indexing step configured in a
plurality of stages, a registration step of registering
fingerprint data according to the indexing step, and a
checking step of checking the fingerprint data based on
the indexing step, and the registration step creates a
plurality of fingerprint data groups according to the
indexes and, if the number of pieces of fingerprint data
registered in any individual one of the plurality of
fingerprint data groups is greater than a predetermined
number, changes the stages of the indexes to keep the

number of pieces of fingerprint data registered in each
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of the plurality of fingerprint data groups equal to or
less than the predetermined number.
[0045]

In this case, the indexing step is configured in a
plurality of stages. For example, if a first stage
includes three kinds of indexes, and a second stage
includes three kinds of indexes, the number of pieces of
fingerprint data registered in each group in the
registration step can be reduced to 11.1% of all the
fingerprint data on average.

More specifically, 100% of fingerprint data can be
grouped into three groups each including approximately
33.3% of the fingerprint data according to the indexes in
the first stage, and the approximately 33.3% of the
fingerprint data can be further grouped into three groups
each including approximately 11.1% of the fingerprint
data according to the indexes in the second stage. 1In
this way, the fingerprint data in the registration step
can be advantageously grouped.

[0046)

In addition, the indexes are formed in a changed
manner so that each fingerprint data group contains a
predetermined number or less of pieces of fingerprint
data. As a result, compared with a case where all the
registered fingerprint data are used for checking or the
like, the access speed can be increased to reduce the

processing load since only the registered fingerprint
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data registered in part of the groups is used in the
checking step.

In particular, if n stages of indexes are provided
(n represents a positive integer), even if there are
hundreds or tens of millions of pieces of fingerprint
data, the checking process requires only thousands of
pleces of registered fingerprint data grouped according
to the indexes, so that the time required for the

checking process can be reduced.

[Brief Description of the Drawings]
[0047]

[Figure 1] Figure 1 is a schematic diagram showing
an example of a schematic configuration of a fingerprint
authentication system according to an embodiment.

[Figure 2] Figure 2 is a schematic diagram showing
an example of a fingerprint registration device.

[Figure 3] Figure 3 is a flowchart showing an
operation of a fingerprint registration process according
to this embodiment.

[Figure 4] Figure 4 is a schematic diagram for
illustrating LOOP, WHORL and ARCH of fingerprint data.

[Figure 5] Figure 5 is a schematic diagram for
illustrating an example of characteristics or features of

the fingerprint data.
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[Figure 6] Figure 6 is a flowchart showing an
operation of a fingerprint checking process according to
this embodiment.

[Figure 7] Figure 7 is a schematic diagram showing
an example of checking in the fingerprint checking
process.

[Figure 8] Figures 8 are schematic diagrams for
illustrating a process performed in a case where the
number of pieces of fingerprint data TFD registered in
any one of the groups in the registration part 400 is
greater than ten thousand.

[Figure 9] Figures 9 are schematic diagrams for
illustrating an example of the process shown in Figures 8.
[Figure 10] Figure 10 is a flowchart showing an

example of the process shown in Figures 8 and 9.

[Figure 11] Figure 11 is a flowchart showing another
example of the process shown in Figure 10.

[Figure 12] Figures 12 are schematic diagrams
showing an example of a stage addition process.

[Figure 13] Figure 13 is a flowchart showing the

example of the stage addition process.

[Reference Signs List]

[0048]

100 fingerprint authentication system

331 - 33P n-th index determination unit

400 registration part
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600 checking device

FD, TFD fingerprint data

[Description of Embodiment]

[0049]

In the following, an embodiment of the present
invention will be described with reference to the
drawings. In the following description, the same
components are denoted by the same reference numerals.
The same components also have the same names and the same

functions, so that detailed description thereof will not

be repeated.
[0050]

<Embodiment>

(Fingerprint Authentication System 100)

Figure 1 is a schematic diagram showing an example
of a schematic configuration of a fingerprint
authentication system 100.

[0051]

As shown in Figure 1, the fingerprint authentication
system 100 includes a fingerprint data acquisition device
200, a first to n-th index determination device 300, a
registration part 400, a selected data acqguisition device
500, a checking device 600 and a determination result
display part 700.

[0052]

(Fingerprint Registration Process)
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First, a fingerprint registration process will be
described.

A fingerprint registration apparatus 900 is used for
the fingerprint registration process. The fingerprint
registration apparatus 900 includes the fingerprint data
acquisition device 200, the first to n-th index
determination device 300 and the registration part 400.

First, the fingerprint data acquisition device 200
acquires fingerprint data FD. The fingerprint data
acquisition device 200 provides the acquired fingerprint
data FD to the first to n-th index determination device
300.

[0053]

The first to n-th index determination device 300
makes a determination on the fingerprint data FD based on
a plurality of stages of indexes described later. The
first to n-th index determination device 300 provides
index information (referred to as index data,
hereinafter) associated with the fingerprint data FD to
the registration part 400. The registration part 400
registers the fingerprint data FD as fingerprint data TFD
in a group corresponding to the index data. The "group”
will be described later.

[0054]

(Fingerprint Checking Process)
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Next, a fingerprint checking process will be
described. The fingerprint authentication system 100 is
used for the fingerprint checking process.

More specifically, for the fingerprint checking
process, the fingerprint data acquisition device 200, the
first to n-th index determination device 300, the
registration part 400, the selected data acquisition
device 500, the checking device 600 and the determination
result display part 700 are used.

In the fingerprint checking process, the fingerprint
data acquisition device 200 acquires fingerprint data FD.
The fingerprint data acquisition device 200 provides the
acquired fingerprint data FD to the first to n-th index
determination device 300.

[0055]

The first to n-th index determination device 300
make a determination on the fingerprint data FD based on
the plurality of stages of indexes described later. The
first to n-th index determination device 300 extracts the
index data from the fingerprint data FD for the
determination. The first to n-th index determination
device 300 provides the index data to the selected data
acqguisition device 500.

The selected data acquisition device 500 extracts
the registered fingerprint data TFD corresponding to the
index data from the registration part 400 based on the

index data.
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[0056]

The selected data acquisition device 500 provides
the fingerprint data TFD extracted from the registration
part 400 and the fingerprint data FD from the fingerprint
data acquisition device 200 to the checking device 600.

The checking device 600 performs pattern matching
between the fingerprint data TFD extracted from the
registration part 400 and the fingerprint data FD from
the fingerprint data acquisition device 200, and provides
the determination result to the determination result
display part 700.

The determination result display part 700 displays
the determination result on an incorporated display part
(not shown) .

Although the display part incorporated in the
determination result display part 700 has been described
above, the present invention is not limited thereto, and
the fingerprint authentication system 100 may have a
signal output part that outputs a signal indicative of
the determination result.

[0057]

(Example of Fingerprint Registration Device)

Figure 2 is a schematic diagram showing an example
of a fingerprint registration device. As shown in Figure
2, the first to n-th index determination device 300
comprises n+l stages of index determination units (n

represents a positive integer).
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For example, a first index determination unit 310
receives the fingerprint data FD from the fingerprint
data acquisition device 200, classifies the fingerprint
data FD into three classes, and transmits the fingerprint
data FD according to the classification.

More specifically, the first index determination
unit 310 can generally classify the fingerprint data FD
into three classes, LOOP, WHORL and ARCH, based on the
features or characteristics of the fingerprint data FD.
These classes will be described in detail later.

[0058]

As shown in Figure 2, second index determination
units 320, 321 and 322 are provided below the first index
determination unit 310.

Furthermore, n-th index determination units 331 and
332 are provided below the second index determination
unit 320.

Similarly, a plurality of n-th index determination
units (not shown) are provided below the second index
determination unit 321, and an n-th index determination
unit 33P is provided below the second index determination
unit 332 (P represents a positive integer).

In this way, the first to n-th index determination
device 300 comprises a plurality of stages (n+l stages)
of index determination units.

[0059]
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As shown in Figure 1, the first to n-th index
determination device 300 is provided with the
registration part 400. As shown in Figure 2, the
registration part 400 has a plurality of groups, from a
first group 401 to (m+2)-th group 40m+2 (m represents a
positive integer).

[0060]

The first group 401, a second group 402 and a third
group 403 of the registration part 400 are provided below
the n-th index determination unit 331.

Similarly, a fourth group 404, a fifth group 405 and
a sixth group 406 are provided below the n-th index
determination unit 332.

Similarly, an m-th group 40m, a (m+l)-th group 40m+l
and the (m+2)-th group 40m+2 are provided below the n-th
index determination unit 33P.

[0061]

(Flowchart of Operation of Fingerprint Registration
Process)

Figure 3 is a flowchart of an operation of the
fingerprint registration process according to this
embodiment. Figure 4 is a schematic diagram for
illustrating LOOP, WHORL and ARCH concerning the
fingerprint data, and Figure 5 is a schematic diagram for
illustrating an example of features or characteristics of
the fingerprint data.

[0062]
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As shown in Figure 3, in the fingerprint
registration process, the fingerprint data acquisition
device 200 acquires fingerprint data FD (Step S1).

Then, the fingerprint data acquisition device 200
transmits the acquired fingerprint data FD to the first
index determination unit 310, and the first index
determination unit 310 determines as which class, LOOP,
WHORL or ARCH, the fingerprint data FD is classified
(Step S2).

[0063]

As shown in Figure 4, the fingerprint data FD is
classified as LOOP when the fingerprint has a pattern of
loops, is classified as WHORL when the fingerprint has a
pattern of circles, and is classified as ARCH when the
fingerprint has a pattern of arches.

In the processing of Step S2, the first index
determination unit 310 determines as which class the
fingerprint data FD is classified.

[0064]

For example, if it is determined in the processing
of Step S$2 that the fingerprint data is classified as
LOOP, the second index determination unit 320 further
determines which condition, a 2A condition, a 2B
condition or a 2C condition, the fingerprint data FD
satisfies, based on the characteristics or features of
the fingerprint data FD (Step S3).

[0065]
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As shown in Figure 5, in the fingerprint data FD, a
projection in a skin cross section appears as a ridge,
and a recess appears as a groove. As shown in Figure 5,
the fingerprint data FD has a hair line Cl, an end point
C2, a branch point C3, a short line C4, a bar line C5, a
point C6, a start point C7, a joint point C8, an island
line C9 and the like as features or characteristics.

The hair line Cl is a ridge having a thickness equal
to or smaller than a half of a predetermined value, the
short line C4 is a ridge having length smaller than 5 mm,
the bard line C5 is a ridge having a length equal to or
greater than 5 mm, and the point C6é is a ridge whose
thickness and length are equal to each other.

[0066]

In the processing of Step S$S3, the second index
determination unit 320 sets a condition that the number
of bar lines is less than 30 as the 2A condition, a
condition that the number of bar lines is equal to or
more than 30 and less than 70 as the 2B condition, and a
condition that the number of bar lines is equal to or
more than 70 as the 2C condition, for example, and
determines which condition the fingerprint data FD
satisfies.

[0067]

If it is determined in the processing of Step S3

that the fingerprint data FD satisfies the 2A condition,

the n-th index determination unit 331 determines whether
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or not the fingerprint data FD satisfies a predetermined
condition (Step Sn).
[0068]

The n-th index determination unit 331 registers the
fingerprint data FD in the first group 401 as the
fingerprint data TFD if the fingerprint data FD satisfies
a 3A condition, registers the fingerprint data FD in the
second group 402 as the fingerprint data TFD if the
fingerprint data FD satisfies a 3B condition, and
registers the fingerprint data FD in the third group 403
as the fingerprint data TFD if the fingerprint data FD
satisfies a 3C condition (Step Sn+l).

[0069]

In this way, the fingerprint registration apparatus
900 eventually classifies the fingerprint data FD into
the first to {(m+2)-th groups and registers the classified
fingerprint data FD as the fingerprint data TFD. As a
result, the number of pieces of fingerprint data TFD
registered in each of the first to (m+2)-th groups can be
reduced. For example, when hundreds of millions of
pieces of fingerprint data FD are to be registered, the
number of pieces of fingerprint data TEFD registered in
each group can be reduced to several thousands or less by
using dozens of stages of index data.

[0070]
(Flowchart of Operation of Fingerprint Checking

Process)
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Figure 6 is a flowchart of an operation of the
fingerprint checking process according to this embodiment,
and Figure 7 is a schematic diagram for illustrating an
example of checking in the fingerprint checking process.
[0071]

As shown in Figure 6, in the fingerprint checking
process, the fingerprint data acquisition device 200
first acquires fingerprint data FD (Step S1).

Then, the fingerprint data acquisition device 200
transmits the acqguired fingerprint data FD to the first
index determination unit 310, and the first index
determination unit 310 determines as which class, LOOP,
WHORL or ARCH (see Figure 4), the fingerprint data FD is
classified (Step S52).

[0072]

For example, if it is determined in the processing
of Step S2 that the fingerprint data FD is classified as
LOOP, the second index determination unit 320 further
determines which condition, the 2A condition, the 2B
condition or the 2C condition (see Figure 5), the
fingerprint data FD satisfies, based on the
characteristics or features of the fingerprint data FD
(Step S3).

[0073]

If it is determined in the processing of Step S3

that the fingerprint data FD satisfies the 2A condition,

the n-th index determination unit 331 determines whether
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or not the fingerprint data FD satisfies a predetermined
condition (Step Sn).
[0074]

If the n-th index determination unit 331 determines
that the fingerprint data FD satisfies a 3A condition,
the n-th index determination unit 331 passes the
fingerprint data FD and the index data that specifies
LOOP, the 2A condition and the 3A condition to the
selected data acquisition device 500. That is, the index
data is "LOOP", "2A condition" and "3A condition".

Based on the index data, the selected data
acqguisition device 500 acquires all the fingerprint data
TFD registered in the corresponding one of the first
group 401 to the (m+2)-th group 40m+2 of the registration
part 400 (Step Sn+l).

[0075]

Then, the selected data acquisition device 500
passes all the fingerprint data TFD registered in the
predetermined group and the fingerprint data FD to be
checked to the checking device 600.

As shown in Figure 7, the checking device 600
performs pattern matching check between the fingerprint
data FD to be checked and the fingerprint data TFD
registered in the predetermined group (Step S21).

[0076]
Although all the registered fingerprint data TFED has

been described as being passed to be checking device 600
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in this embodiment for the convenience of explanation,
the present invention is not limited to this
implementation. The fingerprint data TEFD may not be
passed to the checking device 600, and the checking
device 600 may refer to the fingerprint data TFD
registered in the group for checking.

[0077]

If the checking device 600 determines in the
processing of Step 21 that the fingerprint data FD to be
checked does not match with any of the fingerprint data
TEFD registered in the predetermined group, the
determination result display part 700 provides a no-match
display (Step S$S23).

If the checking device 600 determines in the
processing of Step 21 that the fingerprint data FD to be
checked matches with any of the fingerprint data TFD
registered in the predetermined group, the determination
result display part 700 provides a match display (Step
S522) .

[0078]

In this way, the checking device 600 performs the
pattern matching process using a predetermined number of
pieces of fingerprint data TFD grouped and registered
based on the index data, the pattern matching process can
be completed in a shorter time. Specifically, the

fingerprint data FD can be checked against the dozens or,
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several hundreds of or several thousands of pieces of
registered fingerprint data TFD in several seconds.
[0079]

If the fingerprint data TFD is not grouped and
registered based on the index data, the fingerprint data
FD has to be checked against hundreds or tens of millions
of pieces of registered fingerprint data TFD, so that the
checking process takes tens of thousands of seconds. For
example, the checking process takes 3 hours, and the
fingerprint authentication cannot be used as an
alternative to personal authentication, a card or the
like.

[0080]

Although the determination result display part 700
is used in the embodiment described above, the present
invention is not limited to this implementation, and the
determination result may be output in the form of a
signal or other means.

[0081]

(Automatic Configuration of Index Determination)

Next, an example of automatic configuration of the
fingerprint authentication system 100 according the
embodiment described above will be described in detail.
In the embodiment, if several hundreds, or tens, of
millions of pieces of fingerprint data TFD are registered
in one group, the checking process takes a long time,

which poses a serious problem.
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[0082]

With the fingerprint authentication system 100
according to the embodiment, automatic configuration of
the first to n-th index determination device 300 and the
registration part 400 occurs. In the following,
automatic configuration of the first to n-th index
determination device 300 and the registration part 400
will be described.

[0083]

Although, in the embodiment described above, the
fingerprint authentication system 100 has been described
as including the first to n-th index determination device
300 (n represents an arbitrary positive integer) and
having the first group to the (m+2)-th group 40m+2 (m
represents an arbitrary positive integer), the numbers n
and m can also be determined as shown in the example
disclosed below.

[0084]

Figures 8 and 9 are schematic diagrams for
illustrating a process performed in a case where the
number of pieces of fingerprint data TFD registered in
any one of the groups in the registration part 400 is
greater than ten thousand. Figure 10 is a flowchart
showing an example of the process shown in Figures 8 and
9.

[0085)
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As shown in Figure 8(a), in the registration part
400 of the fingerprint authentication system 100, two
thousands of pieces of fingerprint data TFD are
registered in the first group, twenty thousands of pieces
of fingerprint data TFD are registered in the second
group, five hundreds of pieces of fingerprint data TFED
are registered in the third group, a thousand of pieces
of fingerprint data TFD are registered in the fourth
group, fifteen thousands of pieces of fingerprint data
TFD are registered in the fifth group, and five hundreds
of pieces of fingerprint data TFD are registered in the
sixth group.

{00861

In this case, as shown in Figure 1, the registration
part 400 of the fingerprint authentication system 100
according to the embodiment determines whether the number
of pieces of fingerprint data TFD registered in any of
the first to (m+2)-th groups is greater than ten thousand
or not (Step S51).

If the number of pieces of fingerprint data TFD
registered in any of the first to (m+2)-th groups is
greater than ten thousand, it is determined that there is
a correlation, and the order of indexes is changed (Step
S852).

The process in which fingerprint data are classified
as LOOP, WHORL or ARCH illustrated in Figures 3 and 4

described above is just an example, and the order of
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indexes is not limited to that shown in the example and
can be changed based on the result of machine learning.

For the basic process before performing machine
learning, a set of indexes and the order of the indexes
are determined that provide high efficiency, high
dependency and high processing speed. For example,
triplet, peripheral texture information (FingerCode) or
the like often takes precedence over other indexes.
[0087]

(Index Correlation)

As shown in Figure 8(a), of the first, second and
third groups, the second group has twenty thousands of
pieces of fingerprint data registered therein. Therefore,
the result of the processing of Step S51 is Yes, so that
it is determined that there is a correlation, and the
order of indexes is changed. In the example shown in
Figures 8, an n-th index determination result Sn+1l is
replaced with an n-th index determination result Sn+a.

As a result, as shown in Figure 8(b), the number of
pieces of fingerprint data registered in the second group
can be reduced to 8500.

[0088]

The number of pieces of fingerprint data registered
in the first group is 8500, and the number of pieces of
fingerprint data registered in the third group is 6500.

Since the numbers of pieces of fingerprint data
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registered in the groups are all equal to or less than
ten thousand, the process shown in Figure 10 ends.
[0089]

An index correlation will be described with
reference to Figures 9(a) and 9(b). As shown in Figure
9(a), if the n-th index determination result Sn and the
n-th index determination result Sn+l are used, the pieces
of fingerprint data are classified into three groups
containing 3000 pieces, 20000 pieces and 500 pieces.

On the other hand, as shown in Figure 9(b), if the
n-th index determination result Sn and the n-th index
determination result Sn+a are used, the pieces of
fingerprint data are classified into three groups
containing 8500 pieces, 8500 pieces and 6500 pieces.

As can be seen, the n-th index determination result
Sn and the n-th index determination result Sn+l are
highly correlated, and therefore, the pieces of
fingerprint data cannot be classified into groups of
approximately equal numbers of pieces of data. On the
other hand, the n-th index determination result Sn and
the n-th index determination result Sn+oa are less
correlated, and therefore, the pieces of fingerprint data
can advantageously be classified into groups of
approximately equal numbers of pieces of data.

The registration part 400 repeats this process of

changing the order of indexes until the pieces of
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fingerprint data are classified into groups of
approximately equal numbers of pieces of data.
[0080]

Next, Figure 11 is a flowchart showing another
example of the process shown in Figure 10.

As shown in Figure 11, the registration part 400
determines whether or not the difference between the
numbers of pieces of fingerprint data registered in
adjacent groups is equal to or greater than 50% of the
number of pieces of fingerprint data registered in one of
the groups, even if the number of pieces of fingerprint
data registered in each of the groups is not greater than
ten thousand (Step $61).

If the difference between the numbers of pieces of
fingerprint data registered in adjacent groups 1is eqgual
to or greater than 50% of the number of pieces of
fingerprint data registered in one of the groups, it is
determined that there is a correlation, and the order of
indexes is changed (Step S$62).

In this way, the numbers of pieces of fingerprint
data registered in adjacent groups can be reduced, and an
approximately equal number of pieces of fingerprint data
can be registered in each group.

[0091]
(Stage Addition Process)
Next, Figures 12 are schematic diagrams showing an

example of a stage addition process, and Figure 13 is a




- 42 -

flowchart showing the example of the stage addition
process.
[0092]

The stage addition process 1is performed after the
processes in Figures 8 to 11 are performed if the number
of pieces of fingerprint data registered in any one of
the groups is greater than ten thousand.

The stage addition process can also be performed
before the processes shown in Figures 8 to 11 are
performed.

[0093]

As shown in Figure 13, the fingerprint
authentication system 100 determines whether or not the
number of pieces of fingerprint data TFD registered in
any one of the groups in the registration part 400 is
greater than ten thousand (Step S71). As shown in Figure
13, if the number of pieces of fingerprint data
registered in any of the groups is greater than ten
thousand, the fingerprint authentication system 100
increases the number n of the first to n-th index
determination device (Step S72).

[0094]

More specifically, the first to n-th index
determination units configured in the first to n-th
stages are reconfigured into first to (n+l)-th index
determination units configured in first to (n+l)-th

stages.
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As a result, the groups can be increased to first to
(m+2L) -th group 40m+2L (L represents an arbitrary
positive integer). After that, it is determined again
whether or not the number of pieces of fingerprint data
TFD registered in any of the groups in the registration
part 400 is greater than ten thousand (Step S71).

[0095]

As described above, the groups can be divided into
more groups from the first group to the (m+2L)-th group
40m+2I, (L represents an arbitrary positive integer).

As a result, the number of pieces of fingerprint
data TFD registered in each of the first group to the
(m+2L) -th group 40m+2L can be reduced to ten thousand or
less, and therefore, the checking device 600 can perform
checking in a shorter time.

[(0096]

Although, in the example described above, the number
of pieces of fingerprint data TFD registered in each of
the first group to the (m+2L)-th group 40m+2L is reduced
to ten thousand or less, the present invention is not
limited to this implementation. The first to n-th index
determination units can be automatically increased to the
first to (n+l)-th index determination units so as to
reduce the number of pieces of fingerprint data TFD
registered in each group to any number, such as two
thousand or less, three thousand or less, four thousand

or less, five thousand or less, six thousand or less,




seven thousand or less, eight thousand or less, or nine
thousand or less.
[0097]

Although, in the example described above, the number
of first to n-th index determination units is increased
according to the number of pieces of fingerprint data TFD,
the present invention is not limited to this
implementation. The number of first to n-th index
determination units may be;increased when the duration of
checking performed by the checking device 600 exceeds
five seconds.

Although the case where the number of index
determination units is increased when the checking
duration exceeds five seconds has been described above,
the present invention is not limited to this
implementation. The first to n-th index determination
units can be automatically increased to the first to
(n+l)-th index determination units at any time, such as
when the checking duration exceeds one seconds, two
seconds, three seconds, four seconds, seven seconds,
eight seconds, nine seconds, or ten seconds.

[0098]

Next, a process of increasing the first to n-th
index determination units to the first to (n+l1)-th index
determination units will be described in detail.

For example, it is assumed that an index

determination condition for the n-th index determination




unit is whether or not the distance between the hair line
Cl and the bar line C5 of the minutiae in the fingerprint
data TFD is equal to or greater than 0.5 mm.

In this case, if an (n+l)-th index determination
condition is to be provided following the affirmative
result (YES) of the determination for the n-th index
determination condition, an index determination to
determine whether or not the distance between the hair
line Cl and the bar line C5 of the minutiae in the
fingerprint data TFD is equal to or greater than 0.7 mm
is automatically added.

[0099]

If an (n+l)-th index determination condition is to
be provided following the negative result (NO) of the
determination for the n-th index determination condition,
an index determination to determine whether or not the
distance between the hair line Cl and the bar line C5 of
the minutiae in the fingerprint data TFD is equal to or
greater than 0.3 mm is automatically added.

In this way, the pieces of fingerprint data TFD
registered in two groups based on whether or not the
distance between the two minutiae is equal to or greater
than 0.5 mm can be further divided into four groups based
on whether the distance between the two minutiae is
smaller than 0.3 mm, equal to or greater than 0.3 mm and
smaller than 0.5 mm, equal to or greater than 0.5 mm and

smaller than 0.7 mm, or equal to or greater than 0.7 mm.
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[0100]

Although two groups are further divided into four
groups in the embodiment, the present invention is not
limited to this implementation. The (n+1)-th index
determination can also be provided for only a group that
contains a larger number of pieces of fingerprint data
TFD. That is, in the example described above, two groups
can also be divided into three groups.

{0101]

(Example of Index Condition)

Next, specific examples of the condition for index
data used in the embodiment described above will be
described.

(0102]

For example, the registration part 400 extracts a
characteristic quantity for precise authentication from
the fingerprint data TFD, that is, the fingerprint image,
and sets an index condition. Specifically, a
characteristic quantity of the minutia, such as the
position, the type or the vector of the minutia, is
extracted from the fingerprint data TFD.

[0103]

A characteristic guantity that can be indexed is
then extracted from the fingerprint data TDF. The
extracted characteristic quantity that can be indexed is
used as a condition for index data.

[0104]
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Specifically, the characteristic quantity that can
be indexed may be the shape of a triplet formed by
minutiae, the number of, the type of or the positional
relationship between singular points, Poincare index,
peripheral texture information (FingerCode), the number
and/or shape of lakes, independent ridges, islands, spurs
or crossovers, frequency analysis of an orientation image
of the entire fingerprint, the configuration of the
orientation image of the entire fingerprint, the number
of ridges in the cross section of a slice of the
fingerprint and the result of frequency analysis of the
ridges as a waveform, the line formed by a minutia and a
singular point, the number of ridges in the cross section
of the slice of the fingerprint taken along the line and
the result of frequency analysis of the ridges as a
waveform, the presence or shape of a crease, or other
fingerprint shape information.

[0105]

The characteristic quantity that can be indexed
described above is adjusted so that the characteristic
guantity can be indexed if two fingerprints can be
compared based on computation of the similarity of the
characteristic quantity without modifying the
characteristic quantity, that is, without the need of a
normalization processing, such as alignment.

That is, a certain margin can be provided, and the

margin can be changed from a wide width to a narrow width.
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[0106]

For example, high-speed authentication of one
fingerprint data FD against registered fingerprint data
TFD is achieved by using the characteristic quantity
described above. As described above, the registered
fingerprint data TFD is coupled to an index
(characteristic quantity). Thus, a characteristic
quantity is extracted from the one fingerprint data, and
peripheral candidates are extracted from the registered
fingerprint data TFD.

The number of candidates that should be extracted
for each characteristic quantity is preferably determined
based on the value distribution of the characteristic
quantity or the matching precision.

[0107]

The fingerprint checking system 100 determines the
combination ¢of the many characteristic quantities
described above by machine learning, and performs a
feedback processing to improve precision. To determine
the combination of the characteristic quantities, a
principal component analysis or an independent component
analysis is used to take into consideration whether the
characteristic quantities are dependent ones or
independent ones. By performing the determination
processing by machine learning, a combination pattern of

significant characteristic quantities can be determined
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in a massive volume of data in a short time that would be
conventionally impossible to achieve.

A discrimination model for the fingerprint data FD
may be used in order to discriminate between fingerprint
data FD that require many candidates for index
determination and fingerprint data FD that require less
candidates for index determination.

[0108]

The fingerprint authentication system 100 creates a
combination of the fingerprint data FD and the
characteristic quantity and learns the index
classification itself by using a generation model. That
is, the authentication precision can be improved by
including a feedback processing.

Furthermore, for a given candidate of the
fingerprint data FD, high precision one-to-one
authentication using the position, the type or the vector
of a minutia may be performed.

[0109]

Furthermore, the components of the fingerprint
authentication system 100 or the components of the
fingerprint registration apparatus 900 do not have to be
installed at the same location and may be interconnected
by the Internet, a cloud or the like.

[0110]
As an example of the condition for index data, the

following information is used. For example, information




- 50 -

on a triplet formed by connecting minutiae may be a
combination of angles between three lines at a branch
point classified into several patterns, various kinds of
information on a figure formed by three lines at a branch
point, whether the descending order of magnitude of the
three angles of the triplet is a clockwise order or a
counterclockwise order or the magnitudes of the three
angles of the triplet, the lengths of the sides of the
triplet, the degree of deviation of the directions of two
sides passing through each minutia from the direction of
the orientation field, the area of the triplet, the
number of the ridges that intersect with each side of the
triplet, the result of frequency analysis of the
frequency of intersections of ridges with each side of
the triplet, a rotation of the triplet, or an arbitrary
combination of any of the index conditions described
above.

[0111]

As an example of the condition for index data, the
following information is used. For example, information
on a quadruplet formed by connecting minutiae may be a
combination of angles between three lines at a branch
point classified into ten patterns, various kinds of
information on a figure formed by three lines at a branch
point, a pattern of arrangement of the four angles in
descending order of magnitude, the position of the point

of intersection between the two diagonals and the angles
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between the two diagonals at the point of intersection,
the angles of the four corners, the lengths of the four
sides, the degree of deviation of the directions of two
sides and the diagonal passing through each minutia from
the direction of the orientation field, the area of the
quadruplet, a rotation of the quadruplet, or an arbitrary
combination of any of the index conditions described
above.

[0112]

As an example of the condition for index data, the
following information is used. Information on a crease
may be the thickness or length of the crease, the number
of the ridges that intersect with the crease, the result
of frequency analysis of the frequency of intersections
of ridges with the crease, or an arbitrary combination of
any of the index conditions described above.

[0113]

As an example of the condition for index data, the
following information is used. That is, information on a
singular point and on a use of the singular point, the
number of singular points, the types of singular points
(such as core or delta) or the like, the distance between
the core and a delta, the number of ridges that intersect
with the line segment connecting the core and the delta,
the result of frequency analysis of the frequency of
intersections of ridges with the straight line connecting

the core and the delta, FingerCode (such as the direction
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or density of ridges in any of 8 by 8 sub-regions of a
peripheral region of a singular point), or an arbitrary
combination of any of the index conditions described
above can be used. As an alternative, the peripheral
region of a singular point can be divided into any number
of sub-regions, and the direction and density of ridges
in any of the sub-regions may be used as an index
condition.

[0114]

As an example of the condition for index data, the
following information is used. Information on the entire
fingerprint may be the number of triplets and information
on the triplets, the number of triplets resulting from 0-
n order Delaunay triangulation of the fingerprint and
information on the triplets, the number of quadruplets
and information on the quadruplets, the number of
minutiae and the types of the minutiae (end point or
branch point), the number of sweat glands, a hashed SIFT
characteristic quantity, a ridge line subjected to two-
dimensional Fourier transform, a template of the
orientation field, or an arbitrary combination of any of
the index conditions described above.

[0115]

Although the checking device 600 has been described
as performing a pattern matching process in this
embodiment, the present invention is not limited to this

implementation, and a minutia process, a frequency
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analysis process, a hybrid fingerprint authentication
process or the like can also be used.
[0116]

As described above, the fingerprint authentication
system 100 according to the present invention provides a
plurality of stages (n +1 stages) of index data (indexes).
As a result, the fingerprint data FD can be efficiently
grouped and registered in the registration part 400 as
the fingerprint data TFD.

Furthermore, the checking device 600 checks the
fingerprint data to be checked against the fingerprint
data TFD previously grouped through the plurality of
stages (n+l stages) and registered in the registration
part 400 based on the index data, and therefore, the
checking device 600 can check the fingerprint data FD in
a shorter time.

In particular, since the n+l stages of indexes are
provided (n represents a positive integer), even if there
are hundreds or tens of millions of pieces of fingerprint
data TFD, the checking process requires only thousands of
pieces of fingerprint data TFD grouped according to the
index data, so that the time required for the checking
process can be reduced.

[0117]

Since the index data is based on the characteristics

or features of the fingerprint data FD, the fingerprint

data FD can be grouped according to the characteristics
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or features thereof. 1In particular, compared with a case
where all the registered fingerprint data TFD is used for
checking or the like, the access speed can be increased,
and the process load can be reduced.

Furthermore, the index data indicates general
classification as LOOP, WHORL or ARCH or the number of
lines, the interval between lines or the angle of a line
concerning a short line, a bar line, a hair line or an
island line and therefore can be advantageously used.

Furthermore, the index data can indicate
classification as the branch point, the end point, the
point, the start point or the joint point and therefore
can be advantageously used.

[0118]

According to the present invention, the index data
corresponds to an "index", the fingerprint data FD and
the fingerprint data TFD correspond to "fingerprint data”,
the registration part 400 corresponds to a "registration
part", the fingerprint authentication system 100
corresponds to a "fingerprint authentication system”, the
checking device 600 corresponds to a "checking part"”, the
first to {(m+2)-th groups correspond to a "fingerprint
data group"”, the n-th index determination units 331 to
33P correspond to a "final stage of a plurality of
stages”™, and the flowcharts correspond to a "fingerprint
authentication program" or a "fingerprint authentication

method".
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[0119]

Although a preferred embodiment of the present
invention has been described above, the present invention
is not limited to the specific embodiment. Those skilled
in the art will understand that various other embodiments
are possible without departing from the spirit and scope
of the present invention. Although effects and
advantages of the configuration according to the
embodiment have been described in the embodiment, these
effects and advantages are only examples and are not

intended to limit the present invention.




