WO 89/ 04517 PROTOCOL FOR NETWORK HAVI NG A PLURALI TY OF | NTELLI.GENT CELLS.
BACKGROUND OF W@B9MVANTI ON 1.  Field of the. Invention The Trvéftfdn 3>
relates to the field of networks with distributed intelligence, '
confi-gure¥i on and control ‘and intelligent-5 cells used in networks,
primarily where the networks are used for sensing, comunicating and -
controlling. 2. Prior Art. There are many commercially avail abl e products:
whi ch provide sensing, control and communikations in a network 10 -

envi ronment. Th ' e = ier nsi ahqrate systens, -
to sinple syst 4 T geok R R _‘fﬂm&ﬂﬁﬁpt he present
invention is dr towards providing a systemhaving a rel atively large
e cormer cf ai PAGKRRCHNE P FAR HYERTEN S cont ol - by wey of
exanpl e, between aJight, syt d | . VWen the light swtch is
operated, a code p --teﬁ'ﬁw t@@’%t@cﬁ'ﬁ}énthe power lines to a receiver
at the light. The Gﬂ,ﬂ% i : ' ety C LA s, true form
and-once inits 20 H‘E\%m%r%légﬁﬁgv&éﬁ {'hgj c@fdﬁgﬁrrggew by the
receiver, it pSey i h o.maNtLal. the lig : '
Mechani cal adyf%fsrg“ﬁsqnggﬁg”' re eém%ﬁg@@%aélg\ﬁvat If'l(’aocﬂtrél ea']‘a mte“'_gem :
5 cells used in r'x__etwo_rks, primarily’ where the networks are used

for sensing, communicating and controlling.
—/ . 2. Prior Art. _ |
- . | There are marly commercially available products which
provide sensing, control and communica'tioné in-a network
environment. These .p'roducts range from very expensive,
elaborate systems, to simple systems having little intelligence.: |
As will be seen, the_' present invention is. directed towards
'providing' a system having aI relatiVely large amou'nt of .
intelligence and computational power but af a low cost.
15 One commerciélly available system "X-10" provides control,
Y by way of example, between a light switch and a light. When ihé
- light switch is operated, a c_:ode'pattern i_s_transmitted over the
power lines to a réce_iver at the light. The code pattern is
transmitted twice, once in its true form and once in its |
20 compléméntary form. When the code is received' by the receiver,
it is interpreted, and thereby u"se'd to control the light.

: Mechanibal addfes_sing means are _employed. to a!'low the



transmtter at the switch to communicate with the specific desired receiver
at the light. As will be seen, the present invention provides substantially
nore capability and flexibility than current” systens. -3- According the
‘present invention there is provided a network for sensing, >
communi cating and controlling where said network includes at |east a
first and a second nedia, conprising: a first plurality of cells coupled to
said first nedia; a second plurality of cells coupled to said second nedi a;
a third cell coupled to both said first and second nedia; at |ast one of
said first cells and one of said second cells having .a comon group
~identification nunber and being assigned a group function for said
group, said group function being a common task for sensing, conmunicating
and controlling carried out by said cells in said group identified by said
comon group identification nunber; 2

transmitter - at the swntch 1o commumcate wnth the specxfuc
desired recewer at the Inght

As will be seen the present mvent:on prowdes
substan‘na!ly more capablhty and flex:b:hty than currént

systems.



said third cell "having said conmon group identification nunber for
repeati ng nessages broadcast between sai d cells havi ng said

comon roup identification nunber; whereby sensing and control over a
net wor k ving a plurality of media is achieved. WO 89/ 04517 :

PCT/ US88/ 03887 4 BRI EF DESCRI PTI ON OF THE DRAWNGS Figure 1 is a bl ock
dlagran1 illustrating typical application for the present invention. Figure
2'is-a diagramused to illustrate the groypgng of 5 cells. Figure 3. is
anot her bl ock diagramsimlar to Figure 2 used to illustrate the grouping

of cells. Fi gure 4 is a diagramused to descri be 'subchannels. Figure 5is a
diagramillustrating a pl Neabk8¥ng! €Ré! Sy ré@éﬁ:loindeﬁeiw 'Ehé'ﬁ@d i9

2 chart i11ust  <PFRYLARE pACKEREFS ﬁa{‘?eéﬂﬁs&ﬁe S¥ne GPBBURECHFARRL IS8
Figure 7 i's a cheohtrbllthgatwingré haadasi geawoek |imdlyded i at 15east tde
Facket f or mat offEkgHrgng Fbggagd mébigstégﬁs§lgi§g[|es of- steps used in
ormng a - _
_ a first plurality of cells coupled to said
first media" _
. a second plurality of cells coupled to said
second media;
.a third cell coupled to both said first and
< second media' o |
' - at last one of said first cells and one of
said second cells having a common group identification
number and being:assigned a'"group. function for said
W “group, said group _function being a common task for
sensing,'commuhicating and controlling carried out by
said cells in said group identified by said common
group identification number;
said third cell Hhaving said common group
identification number for repeating messages broadcast
between said cells having said common  group
identification number; o '

te

whereby sensing and control over a network
A g _' hav1ng a plurality of media is achieved._



group of Cg} g# .the present invention. Figure 9 is a pipmUiS88/d388trating
the code a |g men%s for the three-of-six encoding used with the present

‘invention. Figure 10 is a bl ock di agram of the comunication and
control ceII - WD 89/ 04517

PCT/ US88/ 03887 Figure 11 is a bl ock di agram of a portion of the |nstruct|on -

decodi ng | ogic. used within the processor of the cell of Figure.10 Fi gure 12
is a detail ed bl ock diagramof the procesg,of 5 Figure 10. Figure 13 is a
timng di agram for the- processor of Figure 10; this di agram al so shows
latches and registers-used to provide the pipelining enployed by the cell.
Figure 14 is a block -diagram illustrating the presently 10 preferred

embodi ment BRIEFe DESORIFFION OR THE DRAWINGS i s a bl ock di agram
. showi ng the presently preferred enbodi nent of the three-of-six decoder.

e e BT e
schemati c dbrt the bpfésentsdnveantioal. one of the I/0O sections. Figure 18 is an
" electrical schematic of the counting and tim ng functions for an 1/0 - '
subsection. Fi guFEgL’lEel 2 is) a|diagratulusachdonillustodte: Hbecgmwplngarm‘
5 cells. S | | |
Flgure 3 is another block diagram snm:lar to F:gure 2 used
to ﬂ!ustrate the grouping of cells. - e P
Fsgure 4 is a diagram used to descnbe subchannels -
Flgu_re_ 5is a dtagram nllustratmg a p!urahty_._of cells; th_is.'
: 10 diagram is 'used to describe celt.group formation 'emplo_ying the W
present invention. | | ' o
Figure 6 IS a chart mustratmg the packet format used
~ with the present invention.
Fsgure 7 lS a chart mustratmg the des:gnatlon list portnon_'
15 - of the packet format of Figure 6. o _ |
Flgure 8 illustrates a series of steps used in formmg a |
group of cell with the present invention. '.
 Figure 9 is a chart illustrating the code assignments  for
_the three-of-six encodmg used with the present invention. |
20 Figure IO is a block dlagram of the communication and

control cell.



-20 state rracghgﬁaf Q& 4N 1/ 0 section. Figure 20 is an el ectpdTyuiS88/0388RL I C
for the sanpl q1 }d nmeans aSSOCIated with the I/O subsections. WO

89/ 04517 PCT/ US88/ 03887 Figure 21

il lustriatés the netvvork forrred Wlthln .an 1/ 0 subsection to do

digital -tq-anal og conversion. Figure 22 illustrates the network forrred _
within ap /O section for anal og-to-digital conversion. 5 Fi gure 23

is.an el ectrical schemati c showi ng the comuni cati ons portion of an i/O
~subsection. Figure 24 is a state di agram us& for the 1/0 subsections and -
for transm ssion contentlons Figure 25 is a state diagram for the link

| evel ARQ 10 Figure 26 is a state diagramfor primary station

connections. Fi gur?gu*é g %g%ﬁo@ ra?ér?@f‘ of R torst tkﬁé‘ mféructlon

connecti ons. Flgur a graoupi ng
Figure 29 is r No h fsty,g "I £ 5 ofted
for transm SSI on @léggjgﬁﬁéd @ﬂc%%d %}’dr g cel %@FI gBureg?gel g?a

di agram used to descrlbe t he operation of the |nput/output sectlon and
'senaphore regi ster.

‘Figure I2 is a detarled block dtagram of the process of
5 anure 10.
Flgure |3 is a tlmmg diagram for: the processor of anure
" 10; this diagram- also shows: latches and registers used to provide
| the oipelining_employed by the cell. SRV

[§}

. Figure 14 is a-block--diagram il!us.trat'ing ‘the presently
N\, : 10 preferred embodiment of the. three- of-six" encoder. 1 '
| Frgure 15 is a block diagram showmg the - presently
preferred embodiment of the three-of-six decoder.
‘Figure 16 is a block diagram showing the presently
prefe’rred-'embodirﬁent of the three-of.-s'ix' code verifier.
15 " Figure 17 is an eiectncal schematic of the buffer sectlon '
_ | of one of the I/O sections.
e Figure 18 is an electrical schematic of the counting and
timing functions for an 1/0 subsection.
Figure 18 is an electrlcal schemat:c of the control and
20 state machine for an /O section.
| Flgure 20 is an electrical  schematic for the sample and

~ hold means associated with the I/O subsections.



WO 89/ 04514 go/0451 PCT/ US88/ 0386T/V¥B8/03887
© 89/ 04517, ~~~~~~~- 4? BETAILED DESCRI PTI ON OF THE PRESENT | NVENTI ON An

appar atus .and et hod for providing a communi cati ons,. sensing and control in
a network is described. Wiere the network contains a plurality of -
intelligent cells, the cells in general are 5 programable single chip’
renote control, sensing and communi cati on devices that, when |nterconnected
(via various nedia) with other cells, have distributed sensing,

. communi cation, control and network configipation intelligence,
configuration and control. The system conprises a network of cells
organized in a 10 hlerarchy based on communi cations needs. Cells are

organi zed into WFjgure " @noubsétratelepirslenetvebri Norrmsdowithineaar 4/O.

G oups of:cells generally are used to performa group function. This

function i sgppsectibrouio ot digitabtaramalbgoicormarsidm. cel I's. within the
groups. Cells communi cate, control and sense. 15 information. In general,

~each cell has- aFigunre 22er|lhus1raaesothelunbtwomwopméd)rmnﬁmhoatmtlmn
processing tasks such as: bidirectional comunications protocol,

i nput / out pusectimrkefomranatog+ig-digitalnaonyensiodi gi t al sensing and control .
I'n general, the systemconprised of the cells has the characteristic of 20
st ori ng et wor k d%/igur@;rz:hgsl @vrelectdaat isghemadicstshawingl the oughout t he.
system and comuni cates autonatically routed nessages anmong ceIIs Each
system al socpa@nwmaaqggs portion of an /O subsection. _

F:gure 24 is. a state diagram used for the 110 subsect:ons u
“and for transmission contentions. |
Flgure 25 is a state daagram for the link level ARQ.
10 | Figure 26 is a state diagram for pnmary station - -
connections. | |
Figure 27 is a state diagram for seeondary sfation_'
connections. | _ | ".
Figure 28 is a block diagram for a grouping device.
15 ~ Figure 29 is a diagram showing the form in which the. -
system'lD is encoded for transmission by the packet and encoded = -
~ within a cell. o | |
" anure 30 ns a dnagram used to describe- the operatnon of

~ the mput/output section and semaphore register.



WD 89/ 04517 PCT/ US8803838pPcT Ass88ig388at i on

(I'D) which mWﬂ@%%és&gntly preferred enbodinent is 48 bits. Mor eover, it -

contains versatile programmable input/output I/Ocircuits with digital
versati Ne/programming to configure cells to specific sensing,

comuni catjon, control and 5 1/Q analog 1/0Q,- communication 1/0 and
connunicégbons bit rate sensing. In the follow ng description, numerous
specific details are Q set forth such as-sgecific frequencies, etc., in
order to provide -a thorough understanding of fhe present invention. It wll
be 10 obvious, however, to one skilled in the art that these details are

* not required to practice the invention. In other instances, well- known -

cirouits, e NEETRICET DESICRTPT AN GFTHE PRESERT INVENTIBN, 1o °
;A\E\?Iéln'?ﬁglnq\lnage;rgﬁ Ii?,'zn%ﬂ?ﬁ%ersg hl nﬁ‘%e ggm%ﬁgl ?Eg P@W{?mnﬁ I n
:ss{.ez'a?f o, 25eaing DEnd B 1P A KN e Cgbiels, SRS ol Hehegle
In WD 89/04gdftains a. plurality of intelligent cells, thé-Te&l$8ilGEHeral are
5 programmable single. chip remote control sensing and
communication devices that, when interconnected (vna-'var_ious
v N media) with oiher--'cells. ‘have distributed sensing; communication,
- - control and’ hetwork configuré‘tion_ intelligence, configuration and
| ~ control. The system comprises a network of cells organized in a
A 10 | hierarchy based on communications needs: Cells are organized
into 'wo‘rking' "groups” indepe'-nd'ent of the network hierarchy.
Grdups of cells generally’ are used to perform a group function.
This functi-on is carried out by the'-assig_nment of tasks to cells
within the grdups.. Cells éommunicate, cohtrdl an'd sense
15 information. ‘In general, each cell has a unique identification
number and perfo_rm ‘informatior'\ processing tasks such as:
bidirectional. communications protoco!, input/output, packet
processing and 'anélog and digital sensing and'c.:on'trol. In genéral,
| the system comprised of the cells has the charactefistic of
20 _sto'ringl“network_configuring information that is distributed
throughout the system; and’ communicates ‘automatically routed

messages among cells. Each system also has a unique



a Fi gureé éd]"ﬁ W tch 22 is used through the present iPCT¥US88/0388% control
the Iight g e arrangement 20 conprises a cell 27 which is connected to
‘the switch 22. The cell is also connected to a transceiver 29 5 which .
coupl es data onto the lines 24 and 25. Power for, the transceiver “answtel |
are provided fromthe power supply 30 which receives power fromthe |lines
24 and 25. For this. exanple, the lines 24 and 25 are ordinary household:
wiring (e.g., 11OVAC) and t he power suppﬁESSO a five volt. DC supply. The
cell 27 is 10 preferably an integrated circuit which is described in nore
detail beginning with Figure 10. The transceiver 29 may be any one of many
wel | -known devices for receiving and. transmtting digital data and as :

e ent1 1 ORI (S8 it PR sRET LR BEaRIGE RIS SRR i har
wal | mount ed. aleeiitd cal NigrodVdC e RNE GBRIRNIBS pAgRAAhabRa! Sw teh.

The arrangénent agal n. nay enoug a typica

el ectrical rr]x‘taﬂtl’ Gtgheendo rtsaked% avmwe'i%apwérs&uang?rb@g ﬁwgr tg3 Which

may be ide i construction to ower  sup anscei ver

29, respe%aﬂﬁggreTbeﬁsceél sgaclfrc Csémé:ﬁg t SorIAURICANESR] \WInted AHH pover

supply 29. as as the sol enoi d operafed power switch 32. Cell 28 may be
i denti gal YO, an‘éﬁb@9l/@45é31’nmumcatlon !/0 and communications &/ rlé$88/ 03887

sensmg S |
I the following description, numerous specific details are o
set forth such as specmc -frequencxes etc in order to prowde a

thorough understandmg of the present mventton It will be
10 obv:ous, however, to one skilled in the art that these d_etails are

not required to practice the in_vehﬁon._ '_ln ofhe_r‘.instances, well-

k_ndwn circuits, methods and -the like are not set forth in detail in

order not to unnecessarily obscure the present invention.

.- N | T P ; .
15 - OVERVIEW OF AN APPLICATION OF THE PRESENT
| NVENT s

Before deséribi.ng ‘the present invention in detail, an -
| understanding of a typical application will aid in appreciaﬁon of
20 the deta_i'ls to follow.” In Figure 1, a simple, typical applic;atibn is
-shown based on the use of the present invention in a home. In



10 cell 27 exc Bt J’&kﬂw ogranm ng and an identification nunpef;uéggpdaggral |
be di scussed H%PH? ‘output fromthe cell 28 controls the solenoid 32 to.

operate a power switch which in turn connects the light 23 to the power

| i nes 34-and 35.. The cell 28, 5 as will be seen, can provide a digital or
anal og output, which can control a rheostat (not shown) or the like, thus
enabl i ng{t he di mm ng of the light 23. The break 26 in the power lines 24
and 25. iS5 used to indicate that the power. It?es 24 and 25 may not
necessarily be on 10 the sane circuit as power lines 34 or 35. As will be
seen, the transceiver 29 may not necessarily comunicate directly with
transcei ver 33, but rather communication between the transceivers may

require |inkaggighreughhenewissh @2 'Ii'sauéearmﬁw_qhe%iﬁememﬁtim%efs

sent between the 15 "arrangenments 20 and 217" In"Figure |, the transceivers
29 and 33 conmgaingesle togelightv@B. | i nes. The transceivers:- nmay conmmuni cate
with one another in nunerous different ways. over countl-ess nredi a-and at any

baud rate. They may,THeraraagemenkath comprses andell 2Ziwhictnds oc@inected
frequency or mcrowave frequency signals through antennas. The

transcei vers. touthe tswitcmr22:t edheocell iraisni connected itoea, transbeierag?
gg} ngé/ E)V:éggwhiggi gogpralefsi %?artgpégfo %ﬁgl I?ngg d24tg h;;d 25._\_1\)(/'80&'3341'0?33?19
| tranéceiver and cell 'aré 'pro_videg from the p_ﬁWer_supply- 30 which
B -~ receives power from the lines 24 ahd 25. For t-his-,_éa;gmple, the
lines 24 and 25 are ofdinary household wiring (e.g.. 110VAC) and
the power supply 30, a five .volt DC. sﬁbply.‘ The ,gqll 27 is
U 10 preférably an iritegrated circuit whi'c’h-- is _described. in more detail
beginning with Figure 10. The transceiver 29 may be any one of
many well-known devicé’s for receiving and transmitting .digit'al
data 'and as 'presently ¢ontempiated does not perform -ariy'_
processing on transmitted data. The entire arrangement 20 may
15 be smali enough to fit within an drdinary w_allmounted electrical
box which -normally contains an electrical switch. |
The arrangement 21 again mrnay be small enough to fit within
a typical electrical dutlet box and includes a power supply 31 and
transceiver 33 whif:h may -be identical in cohstruction to the
20 'power' supply 30 and transceiver 29, respectively. This cell 28 is
coupled to the transceiver 30 and power supply 29 as well as the
solenoid o_peratéd power switch 32, Cell 28 may be identical to -



11 communi agd@9ve4sh7one anot her independent of the power PCTASSES/QREEST known
conmuni cati ons nmedi um may be enpl oyed between the transceivers such as
infrared or ultrasonic transmi ssions. Typical.transm ssion rates are 10K
-bits per second (KBPS) for 5 power |ines. Mich higher transnlsS|on wat es’
are possible for radio frequency, infrared, tw sted pairs, fiberoptic |inks
and other nedia. Cell 27 senses the opening or closing of the switch 22,

t hen prepares a packet which includes a nessage, initiating the state 10

of the switch 22; the packets is comuni cal@ to the cell 28 t hrough.
transcei ver 29, lines 24 and 25, lines 34 and 35, and transceiver 33. The
cell 28 acknow edges the nessage by returning a packet to the cell 27 and
al.so acts upslh 2Reexceptdiori programmingiandiran niglentificatidr nbmbeérght 23 by

operating the 15 solenoid controlled power switch 32. Each cell has a
uni que 48 bwhichieshali ibatdissussetelaterdD Ambautputstrom itihwes cedf &8 ed to as
the cell address.. In the currently preferred enbodi nent, each cell as part
of the manucentrols thepsotereid 32 dpyoperate a)epomaerswaab uml'qob nrotam
nunber. (It cannot be changed foll ow ng manufacturing.)
appr eci at edconneatsifeckights yootiwe M@bll@QSD&%ﬁﬂé’r 33. ea'Ehec@em B
- have a uni que IR unber no matter how | afge a network WO 89/ Q4517
PCT/ Usgg/ oggg7w | be seen, can provide a digital or analog output, which can
control a theostat (not shown) or the like, thus enabling: the
dtmmmg of the light 23.
The break 26 in the power lines 24 and 25 is used to
_indicate that the power lines 24 and 25 may not necessanly be on
10 the same circuit as power lines 34 or 35 “As will ‘be seen, the | )
transce:ver 29 may not necessarily commumcate directly with
'tr_ansce:v.er 33, but r_ather_cpmmumcatlon between the .
transceivers may require linkage through another cell and |
transceiver which repeats packets sent between the |

- 15 arrangements 20 and 21.

P

In Figure |, the transceivers 29 and 33 communicate over

power lines. The transceivers may communicate with one another
- in numerous different ways over countless media and at any baud
rate. They' may, for -example each transmit and receive radio
20 frequency or mncrowave frequency srgnals through antennas Thé
transceivers. could be connected to. a communications lines, such

as an ordinary tw:sted pair or fiberoptic cable and thus



12 becones for practical purposes, or no natter how many n -
I nt er connect e(}vga‘?fﬂf}ﬂél‘oupl ng device then accesses the i ndﬁ/l cﬁ“@ ?F | Ds

and assigns a systemID to each cell. In addition, the grouping device .
conflgw\es the cells into groups to 5 performgroup related functions. For
the illustration of Figure |, cell 27 is designated as "A" to indicate that

its primgary function is to "annOunce"_ that is, transmt the state of switch
22 on the—network communi cations lines 24 and 25, and 34 and 35. On the -
ot her hand, cell 28 is 10 des‘ignat.ed wi t-h t-hplletter "L" since its primry

function in Figure | is to Iisten to the network and in particular to
listen to rressages fromcell I n subsequent figures, the WA" and FLU

mi Pple coll ?f@*ﬁﬁﬁlff‘é@?e%ﬁ'”&?ll# ARnesy ?‘%%W ?éa*tﬁ%m&?rmé o el

t 2
Smgggggegf di %ésis?((‘jr? %ﬂﬁﬁq%vﬁe@% so rres @E}e&rreg@
transmtting ofng G¢gh¥EEREHS! %uld'ht *H%Jtml‘ﬂréde’b?eu‘lt?aso'&llcgot?arl%ﬁssl(drfs 50”‘9

cases, the transcel vers may be sinpl e passive network or sinple wres,
whi ch coupl e tt" réaelrrns*sldﬁ raté€! aredNOK eltlslp r é‘éco\hd' (RBFZEHo ihe
|/ O section of e cel I s-can provi de output signals that WO 89/°04517

tPg /rrggfg/e 23887p§%rdfhé§ MUWhSh@helaltra@snﬁéelohl katesThdre possisle for
radio frequency. mfrared tw:sted palrs fiberoptic llnks and
o '_ other media. | o | -
. : o _ Cell 27 senses the openmg or closmg of the switch 22, then
| | | prepares a packet Wthh lncludes a. message mrtuatxng the state
Y E '10 of the. switch 22; the packet- is _co_m_m._umcated. to the cell 28 |
through._transcelver 29, lines 24 and 25, - lines 34 -and 35, and
- transceiver 33. _The._cell_28 'acknow_ledges' the message by
| returning a packet to the cell 27“_'_'and also acts upon the message
it received by turning on or off the light 23 by oper_ating the
15 solenoid controlled power swrtch 32,
| Each cell has a unigue 48 bit |dentlflcatlon number (lD
| 'number) sometlmes referred to as the cell address. In the
currently preferred embodlment each cell as pant of the
manufactunng process recelves thls permanent and umque iD
20 number. (lt cannot be changed following manufacturmg) As will
| be appreclated with approximately 248 possible ID numbers, each

cell will have a unique ID number no matter how large a network



can functi oW089/843L7anscei ver for sone nedia.) The cells PCT/LARR/9888% wi 1|
be described subsequently are processors having multiprocessor attributes.
- They may be 5 programred prior to or after installing to performtheir
~required. function, such as an announcer or |istener and for groupi ng\w/
conbi-nati ons. WO 89/ 04517 _
PCT/ US88/ 0388, |1'S- NETWORK ORGANI ZATI ON AND DEFI NI TI ONS A. Definitions 5
Cell: Acell is an intelligent, programmabl er| enment -or el enents providing
renote. control, sensing and/or communications, that when interconnected -
wth other like elenments forma conmunications, control and sensing network -

e ¥ Sour co BB, I g AGLEEFIAURERES, 4P\ na marféh B eWﬁ@?V%?Bge-r
Tetener ) (%SQ“P“#W%‘P%F&’ZSFEF g Gibuiie’ GRVEY (e AckRaRerahener 15 ©
o "cel P BddK Beh [neraddrBdsigealor Surfivy a5 sabboeRI " L O]

controlling aedtﬁbnoftrté Eﬁ‘rb’t’)pthg Héflftfé %df@@esather BERS- into groups to
5 perform group related functions. '

| For the |llustrat|on of Frgure I, cell 27 is desrgnated as “A"
.to mdncate that its primary functlon is to "announce” that is,
transmit the state of switch 22 on the network commumcatlons -
lines 24 and 25, and 34 and 35 On the other hand, cell 28 is -
'10 des:gnated wnth the letter "L* since its pnmary functron in Frgure |
| is to "hsten to the network and in partrcular to lxsten to |
~ messages from _cell 27. In sub_seque_nt frg_ures, the "A" and "L" |
desi-g'natiohs'a_re used, particularly in ce'rtnectio'n with 'a'g_roup
formation of multiple cells to indicate an ahnounr:_er- arrangerhent,
15 such as arrangement 20 and a listener arrangement, such as
arrangement 2. For purposes of duscussxon the cells themselves
are sometumes referred to as transm:ttmg or recewmg data ' \-e’
without reference to transcewers. (In some cases, the '
transceivers m'_a'y'_be_ a simple passive network or stmt_:le wires,
20 which lcouple the lin_p'ut/output of a-cell ohto--a line. As will_ b_e__

seen the I/O section of the cells can provide output signals that



In Figure 2, the gr .37 has an announcer 37a, listeners 2pctAidag/gdaads37C,
and a Iistenerwﬁ@g/‘%%r‘oup 38 i ncludes an announcer 38a, Iiste/}ers 38b. and

38c and the listener 40. Figure 2 illustrates that a single cell (cell 40)
may be &¥istener in two WO 89/ 04517 C e S B
PCT/ US88/ 03887 groups. |f announcer 37a-has a light switch function, it can
control (gghts through cells 37b, 37c and 40. Simlarly, a swtch _ :
associ ated wi th announcer 38a-can control lights through cells 37c, 37b,

and 40. 5 In Figure 3, a group 42 incqugs announcers 44, 45 and
|isteners 46 and 47. The group 43 shares cell ™44 with group 42; however,

a2 coll a7 <3 Wike Acuptsey 8 8 InLARE, o RERS ESVs fartRbliAL T e
the listener 4% pingctivh ¥ LHandteidhs dof somk maagl ptes as a listener -
group 42. single celT” as shown may be an announcéf for one group and

a nistener for anotyh BEAUPIYCRhY o8 s ANACLYTERACBRP SBSEUM are

functions, as will - be discussed wever, as presently cont

single cell casaplecubtauRBYIAg T mBNSdIRILATaIGIES. 1They maly bg he

currently preferre nbodi nmen as three I nput/olUtput” pairs of
lines and g sebepgrammted ?ﬁbrp@ rors dters iAsENIENtS epetforfre3hei c apqulingd
|l i nes may be used independently for sone functions where the required
shar ed Ires;)ﬁ_rcfemoﬂi@mowcbnas'i ah.anmoohber drulisterersanthéor ignespimge used as
pairs. I'n is S . - '

. combinations.

s



20 exanpl e,We 8940451gf | eads fromcell 27 are coupl ed to @waggg /g%é-ch and
anot her pair are used for conmmuni catlons from the announcer, {T

" WD 89/ 04517 PCT/ US88/ 03887 SchhgnneI

I'n Figure 4, a first plurality of cells are shown communi cat i ng t hroughya
~common nedi um such as a twi sted pair 50 I((ﬁgl | s are shown as "C', announcer s
as "A" and listeners as "L"). This (e.g., 'twisted pair 50) is defined as' a
subchannel, that is, a 5 set of cells all of which comunicate di rectly
w th one anot her over the same medium A broadcast by any nenber of the
subchannel , such as the cell 49, will be heard by all nenbers of that
subchannel. over the twi sted pair 50. Channel: A channel conprises two or
nore subchannels 10 where all the cells comunicate using the same nedium-
In Figure 4, another plurality of cells flre shown coupled to tw sted pair
52 form ng anot her subchannel . Assume cklis 56 and 57 communicate between

The oo’ o HEDARARl QG ANIZATION M WERINTHSNS "oni 72 oy e &
singl e cha -nel'. It.' . Ssible that the twisted pairs 50, 52 -and 72 are one
cont i nuous ' iﬂ; S%th one subchannel 50 so far apart fromthe second

porti of of f’ﬁet&‘?é-;{ o 0 éﬁﬂ#ﬂ&dﬁﬁrﬁfvﬁme” mabl Slmeny 8% in this
case the CSlerﬁeﬁﬁsaBF'm?Zi ﬁéeréﬁﬁtgnﬁgnﬁfbl sensing and/or
commumcatlons that when mterconnected wnth other hke ,
elements form a commum_catlons, control and sensing network or
system with distributed intelligence. - o
10 Annouyncer: An announcer is a source of group messages.
Listen er: A listener is a sink of group messages.
(An announcer in some cases may request state mformatxon
.from a Ilstener)
mg_ A repeater is a cell wh:ch in addition to other '
15 functions reads packets from_a' medium and rebroadcasts them.
Group: A set of cells which work togsther for a common. |
‘function (for example, a switch-controlling a set of lights) is - “
referred to as a "group”. |
In Figure 2, the group 37 has an announcer 37a, _Iiste_ners.
20 37b, and 37c, and a listener 40. A group 38. includes ah'an‘nouhce}_
38a, listeners 38b and 38c and the lietener 40. Figure 2

illustrates that a single cell (cell 40) may be a listener in two



"repeaters” i g o what ever other function they naycqetgga&ggg}
announcer or %P:?‘%hé‘??n WO 89/ 04517

PCT/US88/03887 A group 55 is illustrated: in Figure 4 which conprises an
announcé“/and listener. in the two different subchannels. Another group 75
S |IIust ated conprising an announcer. on one subchannel 51 and subchannel
52, mhere he subchannel s are not part of the 5 sane channels since they
use dlfferent medi a. GateWay: ‘A gateway reads packets fromtwo different
medi a and .rebroadcasts them A -c~[ mAay b. e t eway; . Conmuni cati ons

bet ween channels is through gateway 54. In Figure 4, an additional
subchannel which-includes the cell 10 58 is coupled to anot her nedlun15l

for exanpl e, T RO I [ o channel
gat eway 54 whg ' turn cound‘#uér‘ll‘lega?t-g;?acvaet% hg%t pa| r 'SEteé‘?he gat enway
54 does not ri amyu I fgn

but rat her for t g@l Ilf%h??g{‘gu’%nb%%féneﬁb perfm% onﬁt‘/ﬁ?r haﬁngw‘{%l

gat eway functiaggobiatedr withli dnsarBEpi Ieai.eanbebnan lightylithteught candi a.
Subnet wor k: A subnetwork conprises all the cells having the sang system

identificatiof7és8tsrand @0, For exanple, all the cells in a single fanily
honme. may have the sane system|ID. 20 Therefore, the channels of Figure 4

may be parst of thelmdfiguseBeangrdup M2 hncludeeyaaheuecew &4nd5sgndem | D,
| hsteners 46 and 47. The group 43 shares ceil 44 with group 42;
Q " however, cell 44 is a listener for group 43. ‘The group 4l shares |
cell 47 with group 42; cell 47 is 'an_announcer' 'f_o-r group 4! and for
-example, can announce to the listener 48 of g'rqup 4l. Cell 47 also
Y _-10 operat’es_es a listener for group 42. A single cell as shown may
- be an announcer for one group and a listener for another group
(cells are. programmed to 'perform these functions,_ as will be
discussed) HoWever as presently 'contemplated, a single cell
cannot announce for more than one group.
15 {In the currently preferred embodrment each cell has three
W input./_output. peurs ef lines and a select line. Each pair shares a
common set of resources. The lines may be used independently
for some functions where the required shared resources do not
conflict. ‘In other functions, the lines are used as pairs. In this
20 example, a pair of leads from cell 27 are coupled to a light
| switch and another pair are used for communications from the

announcer, cell 27.)



WD 89/ 0451%v0 89/04517

PCT/ US88/ 0BETA$8H/ 93883t wor k

A full network may conprise a plurality of subnetworks each of which has a

different- system I D, a conmuni cations processor is used for exchanging
" packets between subnetworks. The conmunj.cations processor translates\Js
packets changing their system|D, addr €
‘factory buildings may each have their own system I D, but control

the two is

appliication in its nore general

"full 10

ng and other information. Two.
bet ween

used by changing system|IDs. (The word "network™ is used in this

sense and therefore refers to other than a
network" as defined in this paragraph.) OQher terns used | ater

are: Probe Packef: A packet rgutﬁd by fl oo jn? whi ch accumyl| ates routing
“information as iéﬂbﬁ]&ﬂﬂ.ﬁlhr Qghigute fetaudirel plgrality of gellsoasg showae: A

devi ce that controls detejnmination of routes among cells, assigns cells to
EUBERIGAHING NEAGH 8 cAmMeRpRedIUE, RUGH 3% 8 KISt PaItN ch -

groups, an
exi sts whe
subchannel

10

50 Rl P S S i b RS A SRR TBheR a1

This (e.g., twisted pair 50) is defined as a subchannel, that is, a

set of cells all of which communicate directly with one ancther

over the same medium. A broadcast by any member of the

subchannel, such as the_cell 49, will b_e hea_rd by a_ll“ __ﬁwembers of |

that subchannel over the twisted pair 50. o
‘Channel: A channel comprises two or more subchannels

where all the cells communicate using _the'"sa_me medium. In

Figuf_e_ 4, another plurality of cells are shown coupled to twisted

~ pair 52 forming another subchannel. ,Aésum_e cells 56 and 57

~ communicate between one another through a twisted pair 72.

15

-They form yet another subchannel. The cells associated with the

twisted _pairs 50, 52 a_nd 72 c'omprise a single channel. It is

possible that the twisted pairs 50, 52_ and 72 are one continuous |

- _twiste_d pair with one subchannel 50 so far apart from the second

subchannel 52 that the only communications between subchannels

- is over the portion of the twisted pair 72 running befwe_én cells .

20

56 and 57. In this case the cells 56 and 57 are assigned to be
"repeaters” in addition to whatever other function they may serve

(e.g., announcer or listener).



WO 89/ 04517 0.89/045 PCT/ U- S88/ 0388?CTK,5@/0333@JP '
FORNMATI ON 1. ‘%élq %GS|oned to a grouo by a postinstallation arouoing

devi ce.  Assume that the plurality of cells shown in Figure 5 are-all 5
connect &/t o communi cat e over’ tthe power lines in- a. hone and are part of

't he sane ;Qennel Furt her assune that. one cell, announcer 60, is to be
.grouped WL_h the listener 65. The lines bﬁLteen the cells such as line 59
is used to indicate which of the cells ca muni cate directly with one
anot her, for instance, announcer 10 - 60 and cell 61 can conmunicate with
one-another. (Cells 61, 62, 63, 64 and 66 of course nmay be announcers or .
|l i steners.in other groups, but for purposes of explanation are shown as "C'

in Figure 5.) Sincep gwcgg i@ollﬁﬂ;‘irﬁ@d snt,l;,ﬁnLﬁ% 429&."? %}mﬁgggéer#rfate

with one another, th are.on the sane subcha s 62,

64, 65 and 66 g W'h% nc URRBRBR in tﬁéhﬁk afﬁeﬁmesusehaggw' %dd}her

Figure 5). Inport owever, announcer I stener are

di f f er ent SUbgjga%e'?s % lllbstrﬁf@d”?f&m%sﬁh@%ﬁ #nAGdntEL¢h Brfe Wh?éﬁnel

routes by whi a nessage can be passed from announcer 60-to |i1stener 65,

for exanple, 8T eih sttidharfiel282, aiter@ the SlbbehanneR bee G?otapérﬁéf theC -
Note that even though all the cells are on the sane power system of
house, thes maamet chanmeis csiheedthexctuse wifferent media.. -
Gateway: A gateway reads packets from two. different
s " rhedia and. rebroadcasts them.: A cell-may.be .a gateway.
| Communications between channels is through gateway 54.
In Figure 4, an additional subchannel which..includes the cell
R 10 58 is coupled to another medium 5I, for exam'elei a common power
| line. The cell _58 is shown connected to channel:gateway 54 'v_v'hic'h
~in turn communicates with the twisted pair 52. The gateway 54
does not necessarily perform either an announcer or listener
function, but rather for the illustrated ‘embodiment, performs
15 only a chennel gateway function by —proﬁdin'g. communication
between two dlfferent media.
Subnetwork: A subnetwork compnses all the cells havmg
the same systefn identn‘lcatlon (system ID). For example, all the

a;_,

| cells in a single famuly home-may have the same system ID.
20 Therefore, the channels of Figure 4-may be part of the same
subnetwork in that they share the same system ID.



WO 89/ 04517 PCT/ U888/ 03 gaggRgher . For

| nst ance, VR 83M¥GdAcer 60 may be ‘on one G rcuit which |§§g/rltTaé§/§ coupFed to

" the.listener 65 through long Ilengths of wire running the length of a hone
and a | ow i npedance bus bar of a circuit breaker panel. The high f r eywncy.
comuni cation 5 nmessages nmay be sufficiently attenuated through this path
~to prevent direct conmunications betwe cells even though they are - _
physically close to one another. For the following description, it is .~
assuned that each of the cells-can broadcast without interfering with the
broadcast of 10 other cells. That is, nessages do not interfere w th one
anot her . s The case where sone contention occurs is dealt with under the .

. protocol section_of this applica n. I n gne-enbodi ment, the group Q
announcer 60 anw 2‘1“'9 rr@@“ﬁW’&sﬂ"ﬁQ Fﬁ@"%’r‘%p@n@“ﬂ@btk@fshom
and | ot enaubeay ks aed plCuRich ‘Rag 4LaMrene S8R B Announcer and
e or. i BERT G devbﬁ%@%@ﬁ%u{%ﬁﬁﬁﬁ?ﬂa&ﬁ% adie fackets™lrt hunber
0000 el SaERENORKE! orTeY SR BURRAIER ol ldod yadghssY
assur esst Nl AGE BHEHGME el Wstef 15" G8HHELsiRY URY Bingram! e each
information. Two factory buildings may each have their own . -
sysfem ID, but control between the two is used by changing \J -
sys{em IDs. (The word '?netwcf'k" is us’éd in this application m its -
‘more general sense and therefore refers to other than a "full
10 network® as defined in this paragraph) - | A 4
' Other terms used later are: T o
w A packet routed by ﬂoodmg whxch
accumulates routing mformatxon' as it travels through the

" network.

15 Grouping Device: A device that controls determination of
routes among cells, assigns cells to groups and assngns function G

to group members.
an;gnﬁgn- The state whnch exxsts when two or more cells |
attempt to transmnt a broadcast on the same subchannel at the

20 same time and their signals interfere.



WO 89/ 04517 © PCT/ US88/ 03887 " or Qupi Ng"
devi ce and her@ 89/0481own system I D for the subnetworks use%cf%ﬁglsggfm

This systemID.is used in cell packets for the subnetwork. In this exanple,
the grobping devi ce has available the cell IDs of cells 60 and 65. (Various
methods of 5 obtaining cell IDs will be described later.) The grouping
devi ce. i'g" sonnected to. cell 60 by. connqu@atlng t hrough one of its three-
pairs of\hnput/output (1/0 lines. of the cell (or the select pin) and the
groupi ng devi ce reads the 48 bit |D nunber of the cell 60. (Different

met hods of 10 determining the cell's IDs are described in the next
section.) The. grouping device next generates a random bi.t binary nunber
which in the presently preferred_enbodinent is 10 bits. Thi's nunber _
functions as a group identificat BGRENR FORMATION red to as the group
address) for the oroup conpr|5|ng the an ouncer 15 Ilstener 65. The
groupi ng devi P - IS0 ITLY=T Me Vad: DA eaRs € = S has
previously assigned to deternrne if the: group ID has preV|oust been used.
If it has bee dy used it generates another nunber (A single -
groupi ng devi for ce kee track,of all the Ds assj,gned in
a single 20 ﬁ@ﬁé’ T{{'@i ﬂ!ﬁlp‘?'H@ @@vﬂfe u%ﬁmnt% c'@lulr BER| znatl ng it
?,‘Z':T/ 3283? ggrc:ce:hggctec\{@oéggl %ﬁumcate over the power hnes in-a. home and are |

part of the same channel Further assume that one cell, announcer
(O - 60 is to be grouped wrth the listener 63. The Imes between the
~ " cells such as line 59 is used to indicate which of the cells can
'commumcate drrectly with one another for instance, -announcer
10 60 and cell 61 can communicate with .one -another. .(Cells 6!, 62,
| - 83, .64 and 66 of course may be-announcers or listeners in other
groups but for purposes of explanatron are shown as "C" in Frgure
5) Smce announcer 60 and cells 8l, 62, and 63 all communicate
with one another, they are on the same subchannel. Similarly,
15 cells 62, 64, 65 and 66 are another subch.annel. | (There are other
\_/ ~ subchannels in Figure 5). Importantly, however, announcer 60 and
listener 65 are in different subchannels of the channel of Figure 5
and there are numerous routes by whrch a message can be passed
- from announcer 60 to lrstener 65, for example through cells 6l
20 and 64 or through cells 62 and 64, etc. ”
Note that even though all the cells are o'n the same power

'sys'tem of a house, ‘they may not communicate dir'ec'tly with one



The groupi %ggm gF - Ay cause the announcer 60 to br oadcpGT/US88/a3880 D
number in a special packet which asks all cells in the network to

acknow edge the nessage if they have been designhated as a nenber of this .
- group. This is another way 5 to verify that the group ID has not beew
used. The groupi ng device now determ nes _the I D nunber of the cell 65. This
may be done by connecting the grouping ice directly to the cell 65%even
before the cell is installed or by other nethods discussed in the next
section. (A cell and a group 10' can be assi gned ASCI'lI nanes, for exanple,
"porchlight" (cell name) and "exterior lights" (group nane). This is used
to allow selection of cell IDs or group IDs by accessing the ASCII nane.
Now the gr anpther. deF‘ocansm tH@WG@OM%tb@de@dﬁl@ﬁ@ packet .
The probe packet contains the ID of cell 15 65 e packet directs all
cel | s recewhiob ishenigctoupled riepthe listemed 85r througtel lbngs léngthekpdwl edge
t he packet. Each cell receiving the probe packet repeats it and adds to the
- repeated' Witkqunning dhe langtmbéra Heme aedl adow impegance busdareof once
(the mechani smfor preventing a probe Facket frrom being repeated 20 nore,
than once BsCiresitt breakeatpangl. Th’éheeh ghedrequenayscommpunitatiqrcket
t hroough nunerous routes, including those which in the diagram appear to be
nost S\Aonmsages*may be sufflcrently attenuated throughpghis path dessi o
3 prevent dlrect commumcatrons between cells even though they

are physncally close to one another o o U
N For the followmg descnptlon, it is assumed that each of the .
cells can broadcast without mterfenng wnth the broadcast of
10 . other cells That is, messages do not mterfere with one another <
- The case where some contentron occurs is dealt wrth under the
protocol sectlon of this applrcatlon o
in one embodlment the group of announcer 60 and llstener
| 65 is formed by usmg the grouping devvce shown ln Figure 28.
15 Note that before this group is formed the announcer 60 and
llstener 65 are ordlnary cells not designated to be an announcer _'

| -and llstener. Each grouplng device may.bfe assigned a unique 48 et

~ bit system ID at time' of manufacture-' (in the presently preferred .
| embo’diment' a 48 bit number is used). In the presently preferred
20 embodlment a cell is included wnth each grouplng device. The
cell's ID becomes the system lD._ Thr_s a_s.sures that each system

has a unique system.ID. By way of example, each home has its



direct (via cell 62) and those which are |onger, for exanpl | 61
and 64. It isWOBUBSHTE hat the first probe packet to.arrivi’cgybgéﬁclﬁé%%

took the nost direct route- and is therefore the preferred routing. (Assune
that thiNs/is via cell 62.) Cel'l -65 5 'receives a packet which indicates :
that the probe-- packet was transnitted' by cell 60, repeated by cell 62 and
i ntended foy cell 65. The other probe packéd received by cell.65 after '
this first—packet are discarded by cell 65. Céll 65 now transmits an
acknow edgenment back to - 10 announcer 60. This packet includes the
routing of the probe packet (e.g., repeated by cell 62).; The packet.
directs cell 62 to repeat the packet. to confirmits receipt-. After '
announcer 60 receiyes the acknow edgengnt packet for cell it determ nes
that cell 62 WD )&wmepg %Y‘.CeTﬁgngenSPo'deﬁ RV SN Hes 3&.15%% thenouncer

of col 62, t URFBIHOMBYSEI tBerBame. RIS RYSIR: K Belipedn R8I i1 s

2T hose packBRckets: 10 dhg SUBNEtNBAK i 1 i EXERDISo the FIOURINg, HEREE

fovi co. repoat cib,2vEbis) MR E{ER" s cally Bt a¥RL 657 | Rlarilfs HBHEbS ot

L koSBT ol "D oolDHE 448884 8180 ) e grouping deu ce
) The grouping device is connected:to.cell 60 by - = -

. v | - 'cpmmu"hicating through one of its three pairé' of input’/odt_put
)} lines of the cell (or the select pin) and the grouping device
reads the 48 bit ID' number of the cell 60. (Different methods of
determining the cell's IDs are described in the next section.) The

- grodﬁi'hg device next g'eneratesf. a random bit binary number which
in the presently preferred embodiment is 10 bits. This number
functidns és a group identification number (alscj réferred to as
the grdup address) for the group cdmp’rising‘.fhé announcer 60 and

15  listener 65. The grouping device checks this number againSt |
L ~ other group IDs which it has previously assigned to determine it
the group ID has previously been used. If it has been already used
it ge'nerates'anbthesr ‘number. (A single grouping device, for
instance keeps track of all the group IDs assigned in a single
20 ho_me.) The grouping device brbg'ra_ms'fhe cell 60 deSighatihg it as

an announcer.



assi gns nepber mber number whch is stored by nmenber l -group
formation MH%§§@@B ti above is shown in Figure 8 by 5 stggghbr gﬁ%@k 68
through 72. Block 68 illustrates the broadcasting of the probe packet

(e.g., cell 60 transnmts the initial probe packet to all cell's). The\packet
includes the address < of a destination cell. ‘As the packet proceeds - .
.through the network, the packet and accunul ates the |ID nunbers of those 10
cells repeating the packet: (bl ock 69). 2iAck 70 shows the acknow edgenent
~(reply) to the probe packet fromthe destination cell (e.g., cell 65). This
packet returns the I D nunbers of the repeaters contained in the first

recei ved probe packet Repeater assi gnnent packets are sent out by the 15

announcer causi f‘l‘shee qurc‘demceoma@bceadeaﬂte EAMRIrscdroB0t fig group; this
i s shown by bl ock 7 I nally, as shown by bl ock 72, the destination cel

such as cebtoddcast d&elgmupadtms\berl irsteerspecial p@dkle‘t whigrerasks @lp group

by a preinstallation gr.ougi ng device. There may be several 'types of

prei nst al Iaeilsnngthepnegﬂom tcteackeeledgeeﬂwnm,ssm i ghey BAveor a _
devi ce which may -be used. - One type is a device that a nmanufacturer uses to

~ preassign beensde&gg'ratepsaspaomeanbemm‘ titispgroupst aThist ipanpthepi wgydevi ce
WO 89/ 04517 - PCT/ US88/ 03887 is one that a
 retail & ofo ey that) th%lﬁﬂ@ldpn@ has nat bggﬂgﬁsedtl s to groups before

_Installation. The groupr_ng device now determines the ID nu__mber of the
~cell 85. This may'be done by connecting the grouping device '. U
drrectly to the cell 65 even before the cell is installed or by
other methods drscussed in the next section.. (A cell'and a group
10 can be assngned ASCll names, for example, "porchlight" (ceu | -’
name) and "exterior- hghts (group name). This is used to allow )
selection of cell IDs or group IDs by accessing the ASCI! name.
Now the groupmg devrce causes the announcer 60 to _ _
transmit a probe packet. The probe packet contams the ID of cell
15 65. The packet directs all cells - recenvmg the packet to repeat it
| and drrects cell 65 to acknow!edge the packet. Each cell
recerymg the_probe packet _repeat_s it and adds to the repe_ated‘
| packet _ite own ID number_. Each ceii only repeat_s the packet once
~ (the mechanism for prev_enting a probe packet from being repeated
20 more than once is described later) | _ | | B
The cell 65 recewes the probe packet through numerous B
routes, including those which in the diagram appear to be most



A grouping device assigns a cell to a group and assigns th ke -
function(s) fUIOBWQéab"?oup. The grouping device nay al so 5%@#%%/03883'ystem
ID to the cell.-The system |D assigned by a preinstallation grouping device
i s not.\nécessarily a unique system.ID. (Postinstallation grouping devices .
assi.gn a. unique systemID to each system) One nethod that may be used by .
pr-ei nsta@tion grouping 10 devices to @ndrate a systemIDis to choose a
system I D"from a range of the 48 bit address and system | D nunbers that
have been set aside for use as preinstallation system|Ds. Just as the cell
IDs in the range 1-1023 have been set aside for use as group IDs and group
addresses, the cell IDs in the range 1024-2047 can be 15 set. aside for use
as preinstall gt yst I ' i as WHieh e - U} bl& S d

ot her netmr'kagggpr@,éd%gl? c%) bdeﬁ'dabtﬁgg?o ideﬁt?i&ngpg?ﬁéﬁg?%ﬁgﬁysﬂm

I Ds as opposegell9 Bloandsed.! dtiignagsamsd thBS theSfirgte ppobéi packét abi on
sytem | Ds are dgenerated by copying a cell 1D, cell IDs should not' 20 be
assi gned in taerivangt ceil 65itdeks the priststrethtroutesantels Itherefbrer ¢er e,

| D nunbers in that range woul d not be assigned to cells as cell |Ds. WO

89/ 04517 preferred routing. (Assume that RIS US8@iaDTedl7 62<) | Celhy6Be sol d
In sets that have been preassigned to a group by the manufacturer. The

{ype' of prei nceceivasi an packedi whickvindicatesdthgt the probe cqeacket wasi gns
cells 1o groups nomitted by cell 60, repeated by cell 62 and intended for cell
\ . ©65. The other probe packets received by cell.65: after this first

packet aré discarded by cell 65. | |
- Cell 65 now -.tr_ansm_its an acknowledgement. back to
W, .10 announcer 60. This pécket includes . the chting of the probe
| packet (e.g., -'repe_a.ted' by cel.l 62). The packet.directs cell 62 to |
rep_éat the: p,a_cket to confirm -_itS-_- receipt. c
After announcer 60 receives the: acknoWledgemént packet
- for cell 65 it _det,érmiriéstha_t cell 62 must be a repeater. The
15 grouping ‘devices causes announcer 60 to send a repeater
~ assignment packet which includesthe unique ID number of cell
62, the group num_bef and a message _Which informs_cell 62 that it
is assigned a repeater f'unction.fdr- the group. This causes cell 62
io repeat' all those packets for the group comprising 'anndu_ncer |
20 cell SO and 65. Another message is sent from announcer 6_0 uhder
control of the grouping device repeated by cell 62, -deSignatihg |

cell 85 as a listener, céusing it to act upon messages for the



witing thew@ﬁﬁ@ﬁ |-at e codes into the cells' nonvol ati | eoTPUS88/03887 The
- user may ins such a set of cells and it will operate wi t hout aSS|gnnent

by a postlnstallatlon groupi ng device provided that the 'set of cells may
comuni cate via a single subchannel. A user may assign cells to-a grsuf at
the time cells are 10 purchased or at any other time before installation. .
Such ceIIs 4 unlike the case preV|ou%% di scussed, are not assigned-to
groups by the manufacturer and are call unassi gned cells. Unassigned-
cells all have the same systemID, a system|D nunber that has been set
aside for use only by unassrgned cells. 15 The user assigns a set of
cells to a group by using a preinstallation grouping devi ce t hat nmay be

Ty oot T, " GREHPOAT, B Mtk ol ghatif sheaty; ok el BRIE. ‘”TEE
et om0 oBFeldiTs HEnBElP o eMAnb I WS I8, S0reBrBY iptnRE °"
operator-co s the grouping device to assignh a ceII to the group while
the cell is connected to the MO 89/04517

PCT/ US88/ 0388- 7
K>, e Y e R e

27. groupi ngteRy! 6F- bltsbﬂsgssuwwglevme Bi6ERNGSCRIUstratee Bge
' - broadcasting of the praobe packet (e.g., cell 60 transmrts the
initial probe packet to all cells) The packet includes the address v’
of a destination cell As the packet proceeds through the ' | S
| network the packet and accumulates the ID numbers of those _ | | .
10 ' cells repeating the packet (block 69). Block 70 shows the | U-_ -
acknowledgement (reply) to the probe packet from the | |
destination cell (e.g., cell 65). This packet returns the ID
"numbers of the repeaters contained in the first received probe
packet. - Repeater assrgnment packets are sent out by the
15 announcer ca_usmg each repeater to rebroadcast packets for the
group; this is shown by block 71. Flnally, as shown by block 72,
the destination cell such as cell 65 is designated as a listener.
l_l. igne FOUD reir llin'r_in vice, -
T here may be several types of preinstallation grouping'
20 devices, for-exam'ple, see Figure 28 for a device which may be
‘used. One type ls a device that a manufacturer'uses to preassign

- cells to 'group_s. ‘Another type of preinstallation grouping device



group ID and s until it is comanded by the operat orpdP8888388¢€ 2
new group | D aﬁi‘sgg}s@é’rlh I'D. The user may install such a set o(?ﬁ )?rair}]d It

w |l operate 5 w thout use of a posti nstal | ation grouping device provided
that th&—éet of cells can comunicate via a single subchannel. 3.-
Unassi gned_Cel | s G ougi ng and Sel f - Assi gnment After Installation.

Unassi gne | tell's may- create a group and assj thenmselves i> 10 'to the
group after installation in the follow ng e Aer. The first announcer cell
that is stinulated via its sensor input (e.g'., Ilght swi t ch) controls the

group formation process. It chooses a system ID nunber at random fromthe
range of system ID nunbers that have been set aside for preinstallation

groupi ng 15 dpyigiRs thht &veRarsr drobfher. cBlINVEREEr afhay %@Wo'és% pﬁ“ceﬂs

broadcasts the group I D nunber in a packet that requests a reply om any
cells that ar etmegtmypsobewpé iostalbation, t he transmitti ng cell receives any
such replies, it chooses another group ID at random The cell” continues

this process of sel wgroupng(Heweecwsm neua ¢eéll dodatgsum@nc assigns the is
al ready-in. use until inds a group ID that is unused in the systemin

which it is opeeH's hgnction{s) &sv k&t group. The grouping device may also
PCT/ US88/ 0388, An unassi gned cel |l "s default configuration informtion
prograrmed St absigma sygterelDitoi the icedl. f dig isysterm tDtassigaed by a
preinstallation groupmg device is not necsssarily a umque
w | system 1ID. (Egst_mstallatan gro_up_mg._ dev_lc_es assign a unique
| system 1D to each system.) o
| ~ One method that may be used by preinstallation grouping.
Y 10 devices to gene_(ate a sys’lte..m ID is to choose a system 1D f_fom a
range of the 48 bit address and system__,_ID _nufnbers that have been
~ set aside for use as preinstallation system ID_s_. Just as the cell
IDs in the range 1-1023 have been set a_s.id.e for use as group iDs
and group addresses, the cell _le in the ran'ge' 1024-2047 can be
15 'se_t aside for use as pré’installation system IDs. '

o dtis desirable that grouping dévic_:g:’s, and other network
control.'de\?ices_ bé able to-identify preinstallation system 1Ds as
opposed to postinstallation syste_m lbs. | Since postinstallation
-sytem |IDs are generated by .copyi_ng_ a cell ID, cell 1Ds should not’

20 be assigned' in the range set'aside fOr preinstallation‘system IDs.
| Therefore, ID numbers in that range. would not be assigned to
‘cells. as cell IDs.



| i stener Oﬁ@?ﬁ ne ﬂncer | f fhe unaSS|ghed'ceII IS an apPW8er0388t Waits:
for its se &% g t to be stinulated, and when it is 5 stinulated, the

cell transmts a packet addressed to a group. |If an unassigned cell. is a -
listener,. it listens after power-up for a packet. 'The cell takes tKke/
group ID fromthe first .packet it receives and assigns itself to that =
group. The cell then sends a reply to the announcer cell. Thissreply is not
an acknomﬁedgenent 10 -only packet; _|t:1 a packet that identifies the cell
as a listener in s the group and the packet nust be acknow edged by the
~announcer. This assures that all of the listener identification packets
will arrive at the announcer even though there will be contention and

Sonouncensnt "busells $R87becfol in, setirii.hald Bedh AR B 8 P, o
ﬁﬁﬂﬁira 2.9 Fﬁaesﬁanﬂi@dﬁ%ﬁlﬁ%*w%ﬁ FThEuvY ! BFftapdush UR dFE o

200 oup | BRG0P ISR SRR SIS PRy byt o o
PCT) U588 038fiing the appropriate codes info_ the cefife fbiveiathd hibderyl on 3

Sectiong 3 Fiy Qisdr rﬁsrf inRe mesett b¢ @é‘l@ertV\ﬁiiF dpetabe stinulated
without ass:gnment by a postmstallat:on grouping device |
~ provided that the _set of cells may communicate via a single | \../
subchannel. | ' |
A usef may "assign cells to -a group at the time cells are
10 purchased or at any other time before installation. Such cells, o
unlike the case previously discussed, are not assigned to groups
by. the manufaCfufer and are called unassigned cells. Unaséigned
cells all have the same system 1D, a system ID number that has
been set aside for use only by unassngned cells.
15 The user assngns a set of cells to a group by us’irig a
preinstallation grouping device that may be different from the |
preinstallation grcuﬁing device used by a- '.manufacturer
Typically, such a ‘grouping device will operate on one cell at
a tnme - The operator commands the grouping device to generate a
20 new group ID and system ID and then each cell is connected to the
| device in turn. The operatdr comr_n'arid,s the grouping ;iev-ice to

assign a cell to the group while the cell is connected to the



via its sensor n unassi gned announcer waits for ity Ugge/§38§ensor
I nput sti nul aWQ)ﬁg@F‘ ]rf first received packet. O those tv?o e{vents

event that occurs first deternines thé * subsequent actions of the
announcer/cell. - If the cell:is stinulated first, it controls a group
formation process-just as in the‘ above exanpl e. If. t he announcer cell 10
recei ves{ a group packet first,: it joins tﬁa} group as an announcer: |t

t hen senﬁ's‘ a packet to the group'announcer requesting configuration

i nformati on about the group (group size, nunmber of announcers,etc.) and the
assignment of a group nenber nunber. WD 89/ 04517

PCT/ US88103887 30 C. METHODS OF | DENTI FYI NG A CELL FOR GROUPI NG I n order

haa a Sef Pt oBrOHiRE devied, T ol Rvied FERaRs Ve s e %a%‘)t‘é! the
. Th N i) d
?{)O?Ee_ ce-IeI grgmgg'??éﬁeg%ﬁgleﬂgqgr ocessl“i ztgoﬁrr@t‘%ods t%gtmgde nL@n >

groupi ng devi ggn@aytéjgenéw grbapniD rﬁ-,d:glygtérﬁqmre listed bel ow. Not e that
a grouping deVice or other Control devicé s ability to comunicate with a

cell in the fol | owiThe axsemintayeinsksl! | dudh el S8t opwslls \ankd it willcegerate i f -
used. The securi ty procedures, limtations on conmunications and | evels of

security @ e withoul tusealoft @ tpustinstatiationngrouping deviden|growided etwatpl e
assunes that no _

, the set of cells can communicate via a single subchannel
\_ 3. Unassigned Cells Grouping and Self-Assignment After =
| Installation. S |
- Unassign_ed._cell_s_ rhay creaté'_a-group and assign'them‘selves___
vl 10 to the__group-after_,installation_ in thé foﬂowing*manner.-
| ‘The first announcer cell that is stimulated_via its sensor
input (e.g., iight sw'itch) controls the group 'formétio:n process. |t
chooses a system ID number at random from the range of system
~ID numbers that have been set aside for premstallatxon grouping
15  devices. it chooses a-group ID number at ran_d_om_. 1t then
broadcasts the g_.roup ID number in a packet that requests a reply
from any cells thaf_ are members of that group. If the |
fransmitting cell receives ahy such replieé, it chooses another
. group 1D at randb_rn;- .The cell continues this process af selecting a
20 random group ID and testing to see if it is already in_use until it
finds a group. ID thaf is _unus‘ed in the s_yst'erh in which it is
- operating. | |



security prpgedseas3re in place. In particular, it may becﬁmmgﬁyosgas for a
groupi ng device to communicate with installed 15 <cells unless the grouping

device has the systen1key (system 1D and encryption keys.) 1. Direct
connection to the cell. The grouping device may .be connected to an 1ACVIine :
of the cell package and then send a nessage to the cell requesting its I'D
20 Physical connection can be used toZ&Rd - acell's ID either before-or
after the cell is installed. Known means can be used (e.g., a fuse WO

89/ 04517 : PCT/ US88/ 03887 3'. or a o
pr.ogrammed di sabl e command) to allow a user to disable this functlon In an
installed cell to protect the security of the-system 2. Selection of the

Cel | Through Usarmfusassigiedi celltse dﬁfarulnmbmﬁ§ur@ﬁogrmrnﬂaﬁ@wi ce or
some other 5 selection device to physically select- the cell by stinul ating

a cell inpptogfamnied atstheschactiery ddentifieso itserfunctioe &¥ aithemn 4 uncti on.
The grouping device comunicates with the ‘cel-l through the nornal

conmuni cat listenerhenranm sanmoluneers H theoamassignedsegl iseaneannogneea) al |

- selected cells reply with 10 their ID. Only one cell is selected so only
-~ that cell iti waitsefoy its semsingjuisput tehipe stimulated, i andcwhere itisisd' to
find a cell's IDeither before or after the cell is installed. Again, a

neans- &an sbn*pﬂatew,edheocellltranamiﬁs:ratba@k%htaddnelsisedf 4at ar grewp pr ot ect
the I an unassigned cell is a listener, it listens after power-up
for a packet. 'Th’e _'ce_ll takes the group ID from the first packet it u,
receives and assigns itself to that group. The cell then sends a '
reply to the announcer__-lcell. Thi_s;;reply- is not an ackncjwledgement
'10 only packet; it is a packét that identiﬁes the cell as a listener in u
 the group an_d'the--packe_t must be acknowledged by the announcer.
This assures that' all of the |i'stenér identification packets" will
amve at the announcer even though there will be contentlon and
colhsnons in the process
15  The cell that transmitted the group announcement builds a
st of' group _membe'rs as each reply comes in. It then sends a -
packet to each listener assigning that listener a grou_p__ member |

number..

20 Unassigned cells may be added to existing systems and
assigned .to a group in a manner similar to the above method



security of the sg bgn}e 15 3. Query Al Narres of Pr evi ousl yc@r/psmdgggq-l I s
I't is assumed MO &% g(arrpl e that ASCI| "groups" and "cell" nanmes have

been previously assigned to the cells. For this nmethod, the grouping device
queries\aVl of the cells in a systemto report their group and cell nanes
(ASCl | nane) The user scrolls 20 through the list of group names by using
t he grougfog devi ce. The user selects the of the group that is

bel i eved contain the' target cell. The g?gﬁping device displays t he
names of all of the WD 89/045 17.

PCT/ US88/ 0388-. 32- cells that are in the group and their a55|gned tasks
(announcer; |istener, repeater). The user selects the name of the céll that
is believed to be the target cell. If the selected cell is an announcer, '

the groupi ng déliseussedpiroRaatiaths @have.o écliﬁm%' jgias dheosystampand a
stlnulatlng its inpu For exanple; if the c tached to a |ight
switch, the usdF OHPrhy hﬁsﬁm?dﬁe&tﬁpﬂrﬁﬁ (Wf Cilab Q¥fhds announcenent
packets to the group deV|c | i stens to the.co ni.cations
channel and di scover® -{Hﬁ 85 glhelé Wswé‘tsom Ulated
t he activated annoyncer. |f Ihe sel ct ed cel | %@4 | i stener ¢

groupi ng devi cé’'3e §s SEASRE WRY- ¢+ &N cHNASEIgN HOYRERH wafis rr@ergﬁ first
number's for a0 SR8AP thpbRTERUIARo" of td diCrédsivad Bhloket™” 6 AFBLE

two ev_ents, the event that occurs first determines the
. subsequent actions of the ‘announcer cell. .
| | If the cell is stimulated first, it controls' a group formation -
process just as in the "above example.  If the announcer cell | |
A~ 10 récéives a group packet'first,i_ it joins that group as an announcer.

| It thén" sends a packet 'to'the group.. announcer req'ués;tirig'
configuration inforrnat__ion-_ about the group' (gfoup size, number.of

announcers,etc.) and the assignment of a group member. number.



if the cell controls a light, the light will flash on and ' s, 15
all ows t hew0s89%/0457verify that he has sel ected the corr@&T?{éé%/w@e

groupi ng device sends a packet (using group and nenber nunbers for - :
addressing) to the target cell with a command for the target cell tonskturn’

its cell 11D. The grouping device now k the target I D and can proceed
- wWth the group assignnent 20 process. ferying names is used to find a
~cell's ID before or after the cell is installed. WO 89104517 T

PCT/ US88/ 03887 "4. Stinulate Gioup. This nethod is used in a network in
whi ch group and cell ASCI| nanes have been assigned. The user comands the
groupi ng device to wait for the next group announcenent. Then the user 5
stimul ates the announcer in the I(é|roup of interest. For exanple, if the

announcer Cs METHQDS QFJDENTIFYING ACREL: FOBWGRAUPINGgr oupi ng
devi ce. hears the announcenment packet and extracts the group ID fromit. The -
user may veri f ylit Qgdef Hog @r@@uping device tacgacthroughithe teé@s by causing
. the grouping device tg send packets to, al |- t he %goup l.isteners .

conmandi n'@¢RSSATY 1R JErA anereur RHACd al'ﬁghugbra PUP; dt MKst kNOW s t he -
dest o0 9TRPIBK SPRSS AR WSS 181 wid Dol Y el s ™ e
5 then uses those cell IDs to address commands to the cells during
the grouping process. - The methads that a usér with. a grouping |
device may use to obtain the cell IDs are listed below. Note that.
‘a g.r'ou'ping' device or other control d_ev'ice's 'ability to communicate
with a cell in fhe"_following example "rhay be' limit_ed by sét:urity
10 . procedures if used. 'Th'e security procedures,; limitat’ibns on
~ communications a_nld levels of security are not critical to the
present invention. The following. example- assumes that no
security procedures/ra?e 'in place. In particqlar, it may be
impossible for a grouping device to communicate with installed
15 cells unless the grouping device has the system key (system D
and encryption k'eys.) | | o
1. Direct connection to the cell _
The grouping device may be connected to an /0 line of the
cell package and: then send a message to ihe _céll requesting its ID -
20 Physical connection can be used to find a cell's 1D either before or

after the cell is in'stalled‘ Known means can be used (e.g., a fuse



15 Now usi ng that: group ID, the groupi ng devi ce broad ?ﬁﬁet
to the group rWQUEYP4LY that each cell reply with its cell %gzzéﬂﬁyﬁ

cell of interest is-found. The user selects that nanme and the grouping
devi ce, \kmowi ng that .cell's ID, can proceed with the group assi gnnent

process. 20 |f.a user elects, the-1LD of -the cell may be verified . -
bef ore pri6ceeding with the groupi ng procedure The follow ng procedure is
used to ¥W|fy that the IDis for the target, cell. - WD 89/04517

PCT/ US88/ 03887 If the selectedcell is an%gﬂnouncer, t he groupi ng device

pronpts the user to activate the announcer by stimulating its input. For
exanple: if the cell is attached to a light switch, the user turns the
switch on and off. The gr.oupi ng.device, is then able 5 to discover the
group address 8ficanpragrammesk disablensosamand)f tq rallow auser de| disable this

and monber E‘Snﬁyﬁ’él’él‘%md%'a?ésiﬁllgé Eemiprfﬁ?el:{'ethgel iy B 15 Aystomor
This 10 all oud-t noaleHian o8 the Ul RBroxbh lse Beﬁl}af;l?mcer ’
or col| ASQII ﬁQ%S%@s}S;%&é@%ﬂ%gé’riﬁimtﬁeeﬁé@ Eodsl@h&?s”ﬁa%"“p
Pethork L anablEe 8B L BBl cadBing wal o) sflibing 8 1
' cell nnput pin that has been desxgnated to serve the selection
N\ ) R functlon The groupmg device commumcates w:th the cell
| through the normal communlcatlons channels and sends a
broadcast message requestmg that all selected cells reply with
“ 10 thenr ID. Only one cell is selected SO only that cell will reply to
| -the request Physncal selectlon can be used to fmd a cell's ID
| elther before or after the cell lS mstalled Agaln a means can be
provided to _allow a user to drsable thls featu_re to protect the
‘security of the system. . | | | | |
15 3. Query All Names of Previously Grouped'Cel_ls'"
\,/ o It is assumed in this example’l that ASCll "groups" and "cell”
' names have been prevrously asslgned to the cells For thns
method, the groupung devrce quenes all of the cells in a system to
| report their group and cell names (ASCll name). The user scrolls
20 through the list of group names by using the grouplng device. The
user selects the name of the group that is belleved to contain the

target .cell. The grouping ‘device displays the names of all of the



packet coniya B9/asits | D the next time it is stinulated PORES§BMN3IBBTg
device then pronpts the user to stinulate the announcer by activating its.
sensed devi.ce; for instance, turn on a light switch for a light switch

announcer: Since the-user will 20 stinulate only one announcer, theny/ - .
groupi ng device will receive only one packet with a cell. ID. VWD 89/ 04517
PCT/ US88/ 03887 There is a chance that 1 her announcer cell will be —

stinulated at the same tine. Perhaps s one else throws a light switch or
a tenperature sensor detects a teirperature change. The user nmay want to
verify that the IDreceived is for 5 the correct cell. To verify that the
cell IDis the correct one, the user goes through the announcer stinulation .
process a ¢celsnthati aeealmutbergrowp amdttheie assignedstdsks (anmouner, Toggl e
Li st ener Th|s method is used_in a network in -which no group or cell 10

nanes have lﬁmfas@mﬂ Thd hg digermgelastscthernamenafsthe calkdhat Hst

queries ceb f are listeners to reply with their I'D. The grouping

devi ce neel8lL¥E ﬁ?t Ph&hﬁtmgﬁtcﬁebel |'s replying.so the packet contains
an | D bit mask \t"o élmt Iles to a subset of the possible cell |Ds. Wen
the groupi ng de é ehgelertbe 6BHdisaans annaynagr, (thet Q@feLping devicel | ows t he

.user -t li stener usi.ng.the listener cell to turn its output.
~on and ffg e c¥ner r?ﬁ’e@ci'd’radﬁgm? rNNPYNCeF stSEﬁl#laﬁéll #Suntil he

Obse“’e_s tPneput For example; if the cell is attached to a Irght switch, the

user turns the swnch on and off. The cell sends announcement
packets to the group The groupung devrce llstens to the
~communications channel and dlscovers the group and member
10 numbers or other codes of the activated announcer. - w |
If the selected cell IS a llstener cell the groupmg devrce
"se‘nds packets tc the cell (using the group and member_numbe_rs _
~ for addressing)' commanding" it to toggle its output ~ For example,
~if the cell controls a light, the lrght will flash on and off. This
1'5 allows the user to verify that he has selected the correct cell.
| | The grouping device sends a packet (using group: and member | -
numbers for addressmg) to the target cell with a command tor
the target cell to return its cell ID. The grouping device now
knows the target 1D and can proceed with the group assxgnment
20 'process ' ' '
| Querying names is used to fmd a cell's lD before or after the
cell is installed.



target cell togglﬁdgg‘* 1;"5 output. The user has then i denti fi pdTi®88763d87t O

the ' grouping
WO 89/ 04517

exanpl e,

synch) .

d it can proceed with the grouping 20 operation.
: _ ' PCT/ US88/ 03887 D. PACKET
FORMAT Lagch packet transmitted by a cell contains nunmerous fields. For

a format used for group announcenents s shown in Figure 6. Oher
,packet3f0(3nts are set forth in Appendix A. 5 [Each packet begins with-a .
preanbl e USed for synchronizing the receibr§ cells' input circuitry -(bit:

The particular preanble code used in the currently preferred

enbodi nent is described as part of the three-of-six conbinatorial codes
(Fi-gure 9). Aflag field of 6 bits begins and ends each of the packets. The

10 . flag fiel dgcodet ribed in Figure 9. As currently preferred,
$r'o SHimuate, KErep

each of the cells e
CRC | cul at i tia it f @r Ji B el
Compar os. that  r eoul 11§ TRERIES iactsed]in' & nshiong ThWHIEH diolly andlce)

102 of 15 - Fi HaS e 9@%5' I ' ' Gl
regi gt ers 13|0g¢los‘r€'gt%odr}ﬁ%8hlﬁ%t e‘r'rgecrli %ses eﬁ'l ghgﬁf‘ééﬁcegﬁ@?%?ﬁ’%

verified for afe|iReot® \WaRafdrethe et

- the

field is 16 hits -as cal cul ated, then converted into 24 bit fields for

transm ssi gn i gtimulats QhQOdgn_a@nmi'irrg_thé_egfcrmctimm@fre&.gur"er9exérlﬁpne,t e

remai nder of discussion

[\

ire packet, does a cyclic redundancy code .

and

LU

annot

drinslincemded. ThenPaskaisdiRC

the announcer is a light switch, the user throws the switch. The

"grouping device hears the announcement packet and extracts the

group ID from it.

‘The user may verify'that this grdup ID is for the desired' .

%e

10 group by causing the grouping device to. send packets to all of the

group listenérs commanding them to 'tagglé their outputs. The

user verifies that it is the desired grbup by' observing the actions

of_thé' listener cells '(for example, if the grodp consists of

lighting controls, the light flashes).

15  Now uéi_ng that group 1D, the grouping device broadcasts a

packet to the grouﬁ 'reque'stirig_that each cell reply with it_s ceil

name until the cell of interest is found.. The user selects that

name and the grouping device, kno_Wing'that cell's 1D, can proceed

with the group assignment process.

20 " If a user elects, the ID of the cell may be verified béforé

proceeding with the grouping procedure. The following procedure

is used to verify that the ID is for the target cell.



- of packet figeBol@457this section, the field length is deRQT/LS8&/0BB8Dr to
encoding with the 3-of-6 conbinatorial codes of Figure 9.) In WO

89/ 04517 - - : . PCT/ US88/ 03887 37. the- :
currently preferred embodiment the CRCis a CCITT standard al gori-t hm{xX16+X .
12 + X5 + 1). The systemIDis a'32 bit field as currently preferred. The
5 other 16 bits of the 48 bit system®Pgiare included in'the CRC =~
calcul ation but not transmitted as part f the packet (Figure 29). The link
address field is a 48 bit'field. Wen this field is all zeroes the packet
Is interpreted as a system w de broadcast which is acted upon by all the-
cells. For ‘instance, a probe packet 10 has an all zero field for the link.
- address. G oup Hdthessalectad eglhtiai andanhounserhéhei gtoupiagedevider group
addresses the first 38 bits are zero and the remaining 10 bits contain the
group addrRyemptsrHEecdisen tonagtivate dha @nnpuncendy Stirulatingtitened
earlier range fraom 1024 to 248 since 210 addresses are reserved 15 for
groups.) IMREt i horaguasple:i nf b celis is attached i tediasilighdl switeb, 1the
~address. (For exanple, when a cell .is,pbei assi gned the task of rggeatér

or |istenddS8r T dRecsWiteh ePnand; offa 107@igrouping devieeais d0ant aBiRal 6

bits fgr field . (or other check sum) used to verify the 10. 20 bits of

Che ti er o1 BISEOEICHIS P URAdRIBsscANG maimbRE nUpbex b the cefl.
- If the selected cell is a listener,.;the_ grouping device sends

packets to _th'e cel_l_- (using the group and_fnemb_er. numbers, for |

addressing) commanding it to toggle its output. For example, if
the cell controls a light, the light will flash on and off. This
10 - allows the user to verify that he has selected the correct cell. - u

5. Stimulate Announcer. o |
 This method is used in a network in which no group or cell
ASCIl names have been assigned but annoimcers and listeners |
have been aSSignefd. The grouping device sends a packet to all
15 '.cens_'i_n'-_ the'neﬁuqu commanding each annbunc_er to bréadcast a
packet containing its -ID the next time it is stimulated. The o
_grouping device then prompts the user to stimulate the announcer “‘i
by activating its sensed device; for instance, turn on a light |
switch for a light ‘switch announcer. Since the user will
20 stimulate only one a_nn_o'u_ncer, the grouping device will receive |

only one packet with a cell ID.



upon this field if the ceII must wait to transmt the packetpeqf: "ﬁ
are being tran¥Q 89045b7 other cells a cell nust wait to P\XE’%S?%’??%

PCT/ US88/ 03887 transmit its packet, the time it -waits is indicated by
counti ng_down the contention timer field. The rate at which this field is
count ed down can be programed in a cell -and this rate is a function of the
type of nétwork. The field starts with a-c&qﬁ?ant whi ch may be sel ected by
the type of network. . Each cell. repeating packet counts down fromthe
nunber in the field at the tine the packet is received., Therefore, -if a
packet is repeated four tinmes and if each of the four ceI | s involved wait
for transmtting, the number in the contention field reflects the sum 10
of the times waited subtracted froma constaale(e. ., all ﬁ ) .. Wen the
contention timer fielldefederdschance dhatsanethercannopacarngel ovilt Bt the
packet discards the pa ke at her. than tr t-it. This prevents ol der
packets from arsrt‘im‘i“?ge na Pnﬁamﬂ gf"ﬁ?et ?oe{fn@ﬂﬁaﬁ%nﬁoﬂﬁvﬁgﬁcﬁéfowi@ '
As nenti oned, cont. ntion tiner Lf the
Contenti on ) might; S qner%' aPriRatre haeaaekeq?e@sgc ahiSareluid
could not be copputed u acket I T
woul d requi re ﬁg%pq,%l cu f"gﬁg rﬁﬁﬁt Wghl{ & Wnﬂ%rt @‘&Aﬁdzé%%l&gg ‘ %P
transm ssio a h 20 f f
e cont ent Son EaEBrRC 6870 T NARISE i BREIGRIE B e e LpliRetE B! e
verified by 't ydePbes through the announcer stimulation process a second
w | time and verifies that the same results occur. |
6. Toggle Llstener _
This method is used in a network in wh‘ich_ no group or cell
- 10 names have been assigned. The grouping device broadcasts a
| packet that quenes cells that are listeners to reply with their lD
The groupmg device needs to limit ‘the number of celis replymg ]
- the packet contains an ID bit mask to limit rephes to a subset of
the possible cell IDs. When the grouping device has developed a
15 list of listener IDs, it allows the user to toggle each listener,
causing the listener cell to turn its output b_n and off. The user
continues through the list of listener cells’ until he observes the
. target cell toggling its output. The user has then identified the -
cell to -the 'grouping- device and it can pr'oceéd with the grouping

20 operation.
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PCT/ US88/ 03887 The hop count field records the nunber of hops or

- retransm ssions that a packet takes before arriving at its destination.

~ This 4 bit field starts with a nunber which is the maxi num nunber ot/

~retransm ssions allowed for a particulars 5. packet and is decrenented by

each cell repeating a packet. For-exaﬁ%ﬁé’ in a packet originated by a

group announcer the starting * "hop" count is the maxi num nunber of

retransm ssions that the packet nust undergo to reach all of the cells in a

group. Wien this field becones all zeroes, the packet is discarded by the

cell, 10 rather than being retransnitted Therefore 16 hops or

e s o e L SR WACREY RGBT 0 T Lk ot
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encrypbi onEYBR’ pabket Bedihe Magke préahiblbeugéar_ Yo @¥nchronizing the
receiving cells' input_circuitry (bit. s_ynch)., The particular )
" preamble code used in the c_urre"ntly preferréd embodiment is '- _. u
- described as part of the three-of-six combinatorial codes (Figure .
9). A flag field of 6 bits begins and ends each of the packets. The
10 flag field code is also described in Figures. =~
| As -currently preferred, each of the cells ‘reads-in the entire
packet, does a cyclic redundancy code (CRC) calculation on the
packet except fo'r the contention timer field and compares that
result with the CRC field of the received packet. The ALU 102 of
15 Figure 12 has hardware for calculating the packet CRC and CRC
registers 130 for storing intermediate results. If the packet CRC
cannot be venf:ed for an mcomnng packet the packet is
discarded. The packet CRC field is -_16 bits as. calculated, then
converted into 24 bit fields for transmission -i.n_ a 3-of-6 code
20 using the' encodfng of Figure 9. (For the remainder of discussion
of packet fields in this section, the field length is' described pfior
to encoding with the 3-of-6 com_binatorial code's of Figure 9.) In

I'n conjunctlon wth -
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control fiel dqusgfot4§)l‘i ndi cates routing type or packet type, for instance,
network control, group nessage, probe nessage;.etc. The. source address
field (arvi abl e size) contains, by way of 5 exanple, the 48 bit |ID nunber
of the cell originating a packet. For a probe packet this field contains

the I D ngmber of the announcer. For an ac edgenent.- the field contains-
the I D of 7the listener. For a packet addressed to a group, this field:
contains the source cell's .group nmenber nunber. 10 ° The destination

list is described in conjunction with Figure 7. The nessage field is
variable in length and contains the particul ar nessage being transmtted by
t he packet. Typical nessages are contained in Appendix B. ILn the case of a
probe 15 pacltbe cuerentiy preferradeembediment the CRE issa €4 Tcstandard
repeating includes its ID nunber to.this field. The messages, -once a group
is fornmed, wilalgotithmstance, is used by announcer 60 to tell |istener 65
to turn-on a |r§q , eg%;ji Thg%enCKyptjoh fietd, when used, contains 16 bits
used to 20 ve f§+ﬂh it tVHLty of an encrypted packet typically this

porton of o packet i< nol chagged wagn g Rarkel, |, 1SRt sdovel) “kpun
| 5 other 16 bits of the 48 bit sys"t'em'ID are included in the CRC
 calculation but not transmitted as part f the packet (Figure 29).
v  The link address field is a 48 bit'field. When'this field is
" all zeroes the packet is interpreted as a system wide broadcast .
‘which is acted upon by a'll_thé""c-:el'ls.' For instance, a probe packet’
10 has an all zero field for the link address. Group addresses are
contained within the link '.éddféss. For group addresses the first
38 bits are zero and the remaining 10 bits contain the group
address. (The c_éll IID'numEers assigned at the factory m_ehtioned
earlier range from 1024 to 248 since 210 addresses are reserved
15 for groups.) The link address, in some cases, is an individual's
L " ¢ell's_éddreés. (For example, w_h"eﬁ a cell is being assigned the
' ' task of repeater or listener.) - '
. The contention timer is a 10 bit field with an additional 6
bits for a CRC field (or other check sum) used to verify the 10
20 bits of the timer 'fie!d.' Eacﬁ cell which repeats a packet_ operates
~ upon this field if the cell must wait to transmit the packet. If

packets are being transmitted by other cells a cell must wait to .
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~of Figure B’Q'%%Pégb‘nts the portion of a packet which renai r{sggﬁ/g:atggfed when
a packet is repeated. These fields are used to limt repeating as wll. be
described in conjunction with Fi gure 8. 5 The destination list\/eld
of the packet of Figure 6 is shown in Figure 7. The destination [ist begi ns
wth a 4-bit field which indicates the nunber of nenbers in a group

- designated to receive.a nessage in thexgdcket. Therefore the packet can be
~directed to up to 16 nenbers of a group. The nunber of each of the nenbers
10 within the group is then transmitted in subsequent 8 bit fields. The

- group nunber contained in the |ink address and nmenber nunber contained in -

the destingahghit! s packBt.2fhadfintesituandld qscweéttgassgg@ttﬂftg?%t he

- group is forne stination number 1s zero ddr essed

to all merdew t o] 0 C [ ntains
the 1D of the% ?ﬁgePep?@%ﬂﬁ ﬂ?’s%i?'%%eﬁﬁéA@b hymgl—?ANl Sl\ﬁ’ %é;%ﬁl:’ ENTI NG

ok AR O Nah T RErRScDI 8 0o M1 e 0 21 °PS
initially function of the type of network. The field starts with a constant
5 . which may be_sel_ecte_d b_y the type of netv_&brk_._ Each cell o
re'pe'ating _the'packet'- counts down from t'h_e.number_in the field at
the time the packet is recsived. Therefore, if a packet is U
repeated four times and if each of the four-cens involved wait for
transmnttmg, the number in the contentlon field reflects the sum
' {o of the times walted subtracted from a constant {e.g., all ones).  \ .
| “When the eontentlon timer field r_eaches_all zeroes, the cell |
waiting to tran'sr"nit'the packe’t discards the packet rather than
| tranemit it. Th:s prevents older packets from arnvmg and being
.mterpreted as bemg a new packet
15. .~ As mentioned, the contentron tlmer has its own 6 bit CRC
field. If the _contentlon timer field were included in the packet
C_RC, .the' packet CRC could not be computed until a packet could
actually be transmitted. This would reghi_r_e many caiculations in
- the last few miéroseConds’ before a transmission. To avoid thns
20 problem a separate CRC field is used for the contention tamer
~ field. If the contention timer field cannot be verme_d by its 6 bit
CRC, the packet is discarded.



\s/\:))eg?ﬁifmﬁt:e}(?:hanws}ﬁﬂﬂég}?ammd into each of tlhe cerlc-sr/ gﬁ?g&gB?ﬁi/@%@g&@ﬂ | A

recogni ze packets which it has recently repeated. First, it should be
recal | edt/hat as each cell transmits, or 5 retransmits a packet, it

cal cul ates a packet CRC field which precedes the end flag. For packets that
are repeat"’d a new CRC i s needed since at |east the hop count w || "change,.
requiring~a new packet CRC field for the p\ﬁet This CRC field is :
different fromthe CRC field discussed in the next paragraph. 10 As.
each packet requiring repeating is received, a repeater CRC nunber is _
calculated for the fields extending fromthe begi nning of the link control

ho & cel It abr ondoabhe HOpHERwH eid TeBtes Hbelslinesr 8RS Qe rooul 1
oreq.  PoevaetEnsiRissibed Hal 4 d5aSeet s %"'ﬁeref'%“%{was Afst€oes not
cach packet | SESIEYRE WA Eohl FBtd bk igh hﬁhéb‘ét& Wi oo
compar 2degt9 ek RGN o reliaeinieiio, ShaWaRlon ¢ BaiElRr
Lhe cel | | 201 G ebiMnkl @°He&Hmerhel "ty @5@?@@,@@@%’;@@;@ BaSRY

WO 89/ 0431
~example, in a packet ongmated by a group announcer the starting

- . "hop" count is the maximum number of retransmissions that the
packet must undergo to reach all of the cells in a group. When this

| field becomes all zeroes, the packet is discarded by the cell,

- 40 rather than bemg retransmntted Therefore 16 hops or
retransmissions is the limit as currently rmplemented

The link control field provides the Imk.'protocoljand

_consists of 8 bits. This field is _dis_cussed in a subsequent section
covering other layers of the protocol. _

15 | - The rand_crrt/pseudo- random- nur_nber field contains an 8 bit
‘random number which is generated for each packet by the cell
Origirtany transmittin‘g the packet. This number.is not -
regenerated when a packet is: repeated This number is used as o
will be explained in conjunctncn with anure 8 to limit

20 - rebroadcastmg of probe packets it also may be used in

B conjunction with encryption where the entire packet is to be |
'encrypted



WO 89/045%& ﬁgﬂy g nunbers, the neM/rebeater CRC resul t pcp/U%83/03868¢ as
i ndi cat ed (} 33 73c and the packet is repeated. On the other hand, if

t he nunber .is found then the packet is not repeated. As presently

i npl emented, 8 nunbers are stored in a circular list, 5 that is, tt

"ol dest nunbers are di scarded as new ones are conputed. The use of the
repéater CRC cal cul ati-on associated with the field 99 and the use of the
circular list-will prevent repeating &Ca previously . rebroadcasted packet
Note that even if an announcer 10--continually rebroadcasts the sane
sequence of nessages, for exanple, as would occur with the continuous
turning on and turning off of a lLight, a cell designated as a repeater wll

o bo-di 11 er entTHenRENON gantol-feld TAEBHET iifitates Muid cfBeh cach
st ance. RGBT, WE Jakladed BRRR c8RLL | Eéﬁﬁdgaet#?  ARBeCare

field 99 n nunber), ‘the packet with its nessage w |l not be
rebroadcai§é€§ﬂ¢§ %gg%artlcularly true for probe packets Thus, for 20 the )

i okl y i o ook SRS STASRY AU (rarldiel SRACERIRIE. oY AR B s 1

PCT/ U%81%prertner@a RSt | 1T rﬂimb'e‘i"ecf RUSERN BPBRARATR Y ;séatét' ¢ inthe
For a probe packet this field contains the ID number of the |
announcer. For an acknowledgement the field contains the ID of U
the listener. For a packet addressed toa--'g_to,up,' this -fietd |
contains .t_he .source cell's group ‘member number.

i0 The destination list is described in conjunction with Figure 7

The message field is variable in length and contains the -
particular_ me'ssage being transmitted by the 'packet. Typical
messages are contained in Appendix B. In the case of a probe

15 packet the -fie_ld_-in_cludes the rcﬁting; that'i's, ‘each cell repeating

includes its ID number to this field. | The messages, once a group

| is formed, wxll for instance, is used by announcer 60 to tell |
listener 65 to turn-on a hght etc.

The encryptlon field, when used, contams 16 bits used to

20 verify the authenticity of an encrypted packet ~ typically this
portion of a packet 'is_ not : changed wnen a packet is repeated.
Well-known encryption techniques may be used.



net wor k. F. TQﬁgﬁlﬁﬁrg X. COVBI NATORI AL CODI NG I n many net wopdyU$88/0388he
synchr.onous- t 2 d53fon of 5 digital data, encoding is enployed to enbed
timng information within the data stream One w.dely used encodi ng net hod
i s Manckest er codi ng. Manchester or ot her coding may be used to encode .the
packets descri bed above, however, the codi descri bed below is presently
preferredﬁ\lo " 'A three-of-six conbinatofial coding is used to encode_
data for Yransnmission in the presently preferred embodinent. Al data is
grouped into 4 bit. nibbles and for each such nibble, six bits are
transm'tted. These six bits always have three ones and three zeroes. The
transmssion of three ones and three zeroes i-n some 15 conbi.nation-in

every six bits all oThet beacketu89c of crigurg 6frggreseeits sthieo pariich! gf lEecome
synchroni zed (bit synch) and.to becone byte synchronized as will be '

di scussed i n quackstt whichi tgmains Iunalteredi whemla paoket isy repeatédzedThese
of hunt node) the transitions in the incomng bit streamare used to-

mai nt ai n syncHielgs are-used to liméi repaatingd asomilinber deisgribed ini sts the
20 possi ble conbinations of 6 hit patterns where 3 of the bits are ones and
3 are zeroes. GoNjURStiast twithd FIGUIRMS. t he corresponding 4 bit WO
89/ 04517 ' PCT/ US88/.0388 agtern
assigned t8 the thr@@eomdeét'ﬂ%@ﬂ é‘lsﬁ f'%'dsﬁ’(ﬁvﬁhe pagket ? legurg % is shown

in Frgure 7. The destmatron list begins wrth a 4 bit field which
indicates the number qf members in a group designated to receive
a message in the packet Therefdre the packet can be directed to
up to 16 members of a group The number of each of the members
10 wnthm the group is then transmrtted in subsequent 8 bit frelds
The group number contained in the fink address and member
: number contained in the destrnatron hst forms an address used to
convey messages once the group is formed. If the destmatron
number is zero, the packet is addressed to all members of the”
'. 15 group. For some packet types thrs freld contains the ID of the

recervmg cell (see Appendrx A)

E MECHANlSM FOR PREVENTING REBROADCASTING OF
CERTAlN PACKETS
20 | o
" As preuiouSIy mentioned, the probe. packets are repeated
only once by each of the cells after the packet is_i'ni'ti!ally |



exanple, if t%%sgc/aq"lsli‘s to transmt the nibble 0111, it isPCD/RS8Y@3Bgro t he
bit segment 010011 before being transmitted. Simlarly, 0000 i-s converted
to 011010 before being transnmtted. 5 Wen a cell receives the 6 bit
‘patterns, it converts themback to the corresponding 4 bit patterns. There .
are 20 three-of-six patterns and only 16{pdssible 4 bit conbinations..
Therefore, four three-of-six patterns do not have corresponding 4 bit-

- pattern assignnents. The three-of-six 10 pattern 010101 is used as a
preanbl e for all packets. The flags for. all packets are 101010. The -
preanbl e and flag patterns are particularly good for use by the input.

circuitry t dreadeaist.shAdgbacsymn | zation since they have repeated
transitions at the basic ggﬁ?‘r gﬁgea%r’ﬁ@ﬁ WOdiREYMed to pacheofistheot

~assi gned cafels allows khd gelpasi QRS ions and instructions, '
Accordingly, a cell prepares a pacﬁéé?ag'g%é aﬂq@‘éﬁ Whiehr i ham‘a_eceﬂfuybyt es
and each ni fPeatedassigned a 6 bit pattern before transnission. The

preanbl e and fl a%s, are then added. The circuitry for converting fromthe 4
dr

bit pattern to tRérs, ot tsheouldodie eeea|iapd tEONVEL S for converting from
the 6 bict terns to the 4 bit patterngditgqgtﬁ\ﬁ%# IﬁﬂL_rté%nimltB)dot5.

pat
Vo 89/ 0R517etransmits a packet, it calcula CT/AISR81.03887 si | .
COMMUNI CAT O cAé'gDes ROL CELL A O/ertveis'ev% Rfe %ﬁél %?elo’ which
C e end flag. For_packet; that are repeated, a new CRC

i; nee_de_d__: since at least the hop count will change, requiring a
new paqket CRC field for the packet. This CRC field. ié .different ' U

| from the .CRC_, field dist;usSed in the n‘ext. p'ar'agraph. | | |

1Q | As each packet requiring repeating is 'receive.d,' a repeater
CRC number is ca_l';:ulate_d- for the fields 'exte_n.ding_from.the |

beginning of the link control. to the-_en_dl of the desti o

indicated by bracket 99 of Figure 6 |

packet it stores the 16 bit repeater

nation list as
As a cell rebroadcasts a

CRC . - .
15 of such numb_ers-if'the same number fé.no:e:l::asd;nstaog;c.:U'ar "
However, the packet is repeated_ only if t.he circular list does not
contain the_ rgpeater CRC results _Ca]culated for the.field g9. . %
_The.re_for_e. as each packet is _re_ce.ived-which requires

repeating,. ~the CRC is computed for the field 99. .fhis is sho-v.v'n by
block 73a of Figure 8. This number is compared with é list of 8 '
numbers stored within the RAM contained within the celj

indicated by block 73b. | .

20

If the number is not foung within the



5 Referring to Figure 10, each cell includes a nultiproces
i nput-/ out put NQBPE431D7-110, nenory 115 and associ at ed tlﬁﬂﬁgt%gﬁgﬁﬁ

shown specifically as oscillator 112, and tlntng generator |1.. Al so shown
is a voltage punp 116 used with the 10 nenory 115. This cell is realized
with ordinary integrated circ¢uiits. By way of exanpl-e, the mul ti processor
100 may penfabricated using gate array te | ogy, such as described.in

U.S. Patent 4,642,487. The preferred embodiment of the cell conpri ses the
use of CMOS technology where the entlre_cell of 15 Figure 10 is fabricated
on a single silicon substrate as an integrated circuit. (The nultiprocessor
100 is sonetinmes referred to in the singular, even though, as wll be
described, it is

multi processoStass .wrag‘érééﬁtn‘}f?rﬁﬁéeaﬁ%?@fsé&% resully abe FtoiedAs ) o
ALU 102 conpr TdicRied SE HIPEK.73¢ (el e hackpl is rEPFabl: c SRRk Bl ren:
br ovi des. st or A0Goff the BETDSY 8 JRHNG, they the! Séﬁk??%"ri&SEr%%seﬁg"d&%Em’ |
Gsea tor Stor AESEREY: RhpRedBrield AuiieY) argl Gt ifTackiklfHEY 1S
menory is g i‘héf"??o%écﬁl@%%t%”ﬂbéréléﬁe Wt&ﬁrd‘éﬁ“&é ?z%'%vaorpéé”a”r'e ty of
| computed. |
Y, o The use of the repeater CRC calculation associated with the
field 99 and the use of the crrc_ular list will prevent repeatmg of
- a previously rebroadceSted pa‘_cl_(et._‘ ‘Note that even if an announcer |
< 10 *.c':ontihu;alll'y rebroadcasts the same sequence of meSSeges, for |
| ~ example, as would .'oc'cur with the continuous 'turning on and
" turning off of a light, a cell designated as a repeater will
rebroadcast the same message_ since the packet containing
messages appear's to be different. This is true because the
15 random nUmb_er, s'ent'with each of the identical messages.will
presumably be different. Hp,we'ver, in the instance where a cell
" receives the same message included within t.h'e same field 99.
(same r_andom number), the packet with its ‘message will_'not be
| -'rebrpadcast This . is particularly true'for'probe packets. Thus, for
, 20 the establishment of groups discussed above, the broadcast probe

packets qunckly' "dne out” in the network otherwrse they may echo



ordinary stbige qEiery cells (dynam c cells can be used) pcThesgamzssgporti on
of the menory Conprises an electrically erasable and electrically
programmabl e 'read-only nenory (EEPROVM 11 5c. In the currently preferred
enbodi nent, .the EEPROM 115c enpl oys 10 nenory devi ces having fl oati ngw/
gates. These devices require a higher voltage (higher than the normal °
operating voltage) for progranm ng and¢gyasi ng. This higher potenti al s
provi ded froman "on-chi p" voltage punp 116. The entire address space for
menory 115 addressed through the ALU 102a which is one part of 15 the ALU
102. The ROM 115a stores the routines used to inplenent the various |ayers
of the protocol discussed in this application. This ROM al so stores

routines nemdedrher peried afmtinge} ltausimgMuhhbeestaey anakfie an ehepr ogram for
the cell is stored in ROM 115a 20 and, 'I'n general, 1s a routine which acts
as a "stat petadnkie"’ driven by variables in the EEPROM 115¢ and RAM 115b.
- RAM 115b stores conmuni cations vari abl es and nessages, applications - WO
89/ 04517 : F. THREE-OF-SIX-COMBINATORHA%/ 0BGQDIMG. variables
and "state machi ne' descriptors. The cell ID, system|D and conmuni cations
and appl i cati onlpamany eretwerks. usimguthesynehromodsetransrnéssion of
announcer/repeater/|istener assignnents) are stored in the EEPROM 11 Sc.
The pordi ofligitak diata, emroding lissemployedy tohemked timing invdormatiomnt ect ed”
that is, onge. o o L .
within the data stream. One widely used encoding method is
Manchester_ coding. Manchester or othe_r coding may be used to u .
encode the packets described above, however, the coding -
described below is presently preferred. o
10 A three-of-six combinatorial coding is used to encode data
for transmission in the pre__sently preférred_erﬁbodiment. All data
is" grouped into 4 bit nibbles and for each such nibble, six bits are
transmitted. These six bits always have.three ones and three
zeroes. The transmission of three ones'and'three zeroes in some
15 combination in every six bits allows the input circuitry of the
cells to quickly become synchronized (bit synch) and to become
byte synchronized as will. be discussed in connection with the /O
section. Also once synchronized (out of hunt mode) the -
-transitiohs'_ in the incoming bit stream are used to maintain synch.
S- 20 ~The righthand column of Figure 9 lists the 20. possible
combinations of 6 bit patterns where 3 of the bits are ones and 3

are zeroes. In the lefthand column, the corresponding 4 bit



pr ogr ammed W|t tqa it cannot be reprogrammed The POPMUS88IA3IBET
section of the ce conprlses four subsections 107, 108, 109 and 110. Three
of these subsections 107, 108 and 109. have | eads 103', 104, and 105 v
respect\vely for 10 communicating with a network and/or‘controlling,'and
sensi ng dayvi ces connected to the cell. The renaining subsection 110 has a -
single sélect pin 106 which can be used to, d in commands such.as used to
determne the cell's ID. As presently i npl eneént ed, the subsection 110 is
primarily used for timing and 15 counting. The |nput/output section is
addressed by the processor through a dedi cated address space, and hence, in
ef fect appears to the processor as nenory space. Each 1/ 0O subsection can be

coupl ed to eaqiaftérn hessighedodos the sthréeiof-Ebatpatterralisnghowm t Rer
mul ti processor architecture of processor 100, provides for 20 the

conti nuous (neexamipde; iptthe) aﬁﬂeuattmmraﬂsmiteﬂpeonhtﬂer D111g ig1 1® section

may be fabricated fromwell-known circuitry; the WO 89/ 04517

* PCT/ US88/ ossa:omperéednte ythe ebrérse@rnemoa‘! 6011 ikeforewbeing Rransamitted.

through 23. The cell of Figure 10 also includes an oscillator 112 and -

timng generat3imilarly, t@l@ogals e¢0@>¥©ﬁﬁﬂe§0t R4 1014 rkelgrgnBeing transmitted.

particul arly needed for the plpellnlng shown in Figure 13. Operation at a
r

16nHz rat eSf orWhen rﬂnd‘-s@k recgives theg E'tlgaf@rﬁﬁf r‘feﬁplﬁyeﬁ%ﬁﬁﬁmecpaqlﬂuﬁ@

I di At t
providing & rTt1r_t|ze %‘or}?éséé‘r?d{n“g% %Il patterns

w There are 20 three-of -8ix patterns and only 16 possible 4
bit combnnatlons Therefore, four three-of—snx pa_tterns do not
have correspondmg 4 bit pattern ass:gnments The three{of-six
Y 10 pattern 010101 is used as a preamble for all packets The flags -
' for all packets are 101010. The ‘preamble and flag patterns are
particularly good for use by the input cireuitry to e’stablish’ data
synchromzatron since they have repeated transitions at the basic
| data rate. The two three-of-six patterns not assngned can be used _
15 for special conditions and instructions. |
Accordingly, a cell prepares a pac_ket generally in integral
_'nUmber of bytes and each nibble .is assigned a 6 bit pattern before
transmission. -_"l"h_e p'reamb'le and. flags are then added._ The
' circuitry- for 'converting't—rom the 4'bit pattern to the 6 bit
20 patterns and’ conversely, for convertmg from the 6 bit patterns to

the 4 bit patterns is shown. m Fsgures 14 and 15



cycle ratew@gbm4a\r/el | -known |ines associated with the cBET/US88(0%887e 10
are not shown (e.g., power). 10 Al of the cell elenents associated
with Figure 10 are, in the preferred enbodi ment, incorporated on a single .
- sem conductor chip, as nentioned. B. PROCESSCR The currently prefer
enbodi nent of the processor 100 is 15 shown. in Figure 12 and includes a
plurality of registers which coﬁnunicaieéﬂttttwn ALU s 102a and 102b.— B
(O her processor architectures may be used such as one having a "register"
based system as wel| as'other ‘ALU and nenory arrangenents.) The address.
ALU 102a provi des addresses for the-nenory 115 and for 20. accessing the
/0 subsections. The data ALU 102b provi des data -for the nenory and /0O
'section. The menory output in generallkil WD-89/ 04517
. PCT/ US88/ 03887 coupled to the processor isters throu eglsters 146 to

DBUS 223. The 16-bit ARGMMUNICATION |6}O,NTRQLh6%1ddress ALU 102a.
- The base pointer registers 118, effective address registers 5 119 and the
i nstruction pointer registersl 120Q are coupled to this bus. (In the |ower
ri ght hand gor neQvelrvider soniidies Cedld t o designate these registers, there is’
shown--an-arrowwith a .- & designation "x4". This is used to
I ndi catg that, for,exanple, the base pointer register S 4 deep, nore
specifically, the base - .

Referring ‘to Figure IO each cell mcludes a multrprocessor

100, mput/output section 107-110 memory i5 and associated

tnmmg cnouats shown specuﬂcally as oscillator ll?. and timing ~
generator lll Also shown ns a voltage pump lI6 used with .the
10 memory 5. Th:s cell is realized with ordmary integrated

circuits. By way of example the multlprocessor 100 may be
| fabricated usmg gate array technology, such as descnbed in. U. S
'Patent 4,642, 487. The preferred embodiment of the cell
| comprises the.use of CMOS technology w_here_the entire cell of
15 Figure 10 is fabrioated on a. single-si!icon sub'strate as an
mtegrated circuit. (The multnprocessor 100 is sometnmes
referred to in the smgular even though as wﬂl be descnbed it ns' u
a multrprocessor specmcally four processors) '
The multnprocessor 100 is a stack onented processor havmg
‘ 20 four sets of regnsters 101, provrdmg mputs to an anthmetlc logrc
~ unit (ALU) 102. The ALU 102 comprises two separate ALU'S in the

' presently preterred embodnment



10 pointer r Qnprises 4 .16- bit-. -reg~i sters-, onepfPprUSBBAIBE8T
processor. ‘?ésqu‘s‘ﬁﬁéo true for the- effective address regi sters and the

lnstruct|on pointer registers.) The BBUS 221 provides up to a 12 bit input -
to the QLW 102a or an 8 bit input to the data ALU 102b t hrough register '
142. The 4 deep top of stack registers 122, stack pointer registers o
123, return pointer registers 124 and |nstLéZt|on regi sters 125 are coupl ed
to the BBYUS. The CBUS 222 provides the other 8-bit input to the-ALU 102
through register 143. The CBUS is coupled to the i-nstruction poi nt er

regi sters 120, the 4 deep top of stack registers 122, the 20 four carry
flags 129, and the 4 deep CRC registers 130 and the 4 deep next reglsters
131. - WD 89/ 04517

s ol asT TR MBS IS Riovises, S18AGR 1052 AT BN AKEL A, the
e momory or POy (HHEEs bifpdthet, AHAET ATF. EPE{'%ﬁfé?bé'ﬁéd She
155, 130, 191 3"@’3 offRE One rHLE ?&éﬂ‘%rher’é’]"]’? is' Boa f6r SRS, om
the output o tieags S(FHOM 1306 LP184)e 1T SH8ES pbflon TBE 1AL UntiRbry is

i ncl udes CII’CUItI’y orm ng ations IS CII’CUItI’

_gggectT Ihy C%me@t %ambhwid&e@acmem&yeﬁasb?%mr coepRsasT s%lmkylémes
ordinary static memory cells (dynamac cells can be used). The
o -thlrd portion of _the memory comprises an electrically erasable
‘and electrically 'programmab!e ‘read-only memory (EEPROM) 115c.
| ‘In the currently prefe'rred' embodimént, the EEPROM 115_c em_ploys
U 10 memory devices having floating gates. These devices require a
‘higher voltage (higher than the normal operating voltage) for
| _'pro'gramming-and ‘erasing. This higher potential is provided from
an "on-chip" voltagle pump Ii6. The entire address ‘space for
memory II5 address-ed through the ALU 102a \rvhic':h is '_one part of
15 the ALU 102. | | |
The ROM 115a stores the routines used to implement the
various layers of the protoco! discussed in this application. ~ This
ROM also stores routines needed for programmmg the EPROM
115c The application program for the cell is stored’ in ROM 115a
20 and, in general, is a routine which acts as a "state machine"’
driven by variables in the EEPROM 115¢ and RAM 115b. RAM 115b

_stores communications variables and messages, applications



10 top ofwotgssas1qyi sters 122 are connected to the nexPCTEGPEY 3887131 over
lines 138. These lines allow the contents of register 122 to be noved into
-registers 131 or the contents of register 131 to be noved into registers -
122. As currently inplemented, a bidirectional, (simultaneous): swap &/ data
‘between these 15 registers is not inpffented.. Four bits of data fromthe -
out put of the nmenmory may be returned directly either to the instruction

poi nter registers 120 or- the instruction registers 125 through |ines 139.

The pi-pelining (registers 141, 142,.143, 145 and 146) of 20 data and
addresses between the registers, ALU, nenory and their respective buses.is
~described in conjunction with Figure 13. WO 89/ 04517

PCT/ Us88/ @3stable$handalstate machine” adesdriptoreck Tive ndell (Dsobpem 23 or
any one of the return pointer registers 124 may be directly increnented or
decrenent emd lcompiunications ahd Zpplication parataeterd {(©2h, groupass eit her
of their inputs to 5 their output termnals, can increment and can add
thei r i npmumbery meanben awmbeon annaddocerrepeatédtistendt r act i ng, '
shifting, sets carry flags 124 (when a%pr%%riate , ANDi ng, ORi.ng, exclusive
ORi ng and agsignmenisk@set storechinethe. EERROAM i The portipre-oftthe al so |
can conbine_the contents of next registers 131 10 and CRC registers 130
(throu®h. BRPMOM A the stesingathecerli H2 ist "write-pratectad e that ds, enceof the
top of stack re istersJ%$2-to - ) o '
- progra _me_d witl th_g cell ID, it cannot be reprogrammed
The input/output section of the cell comprises four . O
subsections 107, 108, 109 and 110. Three of these subsections 107,
108 and 109 have leads 103, 104, and 105 respectively for
10 _com_mu_n.icati_ng"w_ith a'n_et_vlvbrk.and/or: c_on_t-ro_ll_ihg.and:se_nsing o o
~ devices connected to the cell. The remaining subsection 110 has
a Sing__le select pin 106 which can be used-io read in commands’
such as used to determine the cell's ID. As presently
implemented, the s;ib_-section _.HO' is primarily used for _tiniirjg and
15 . counting. = The input/output section is addressed by the processor
through a dedicated address space, and hence, in effect appears to -
the 'probessor as memory space. Each /O subsection can be u
c_oUp_!_ed to each of the. subprocessors. “This feature, along with
the .rinultipro'c;ess_or “architecture of processor 100, provides for
20 the continuous (non-interrupted) operation of the processor. The

110 séction may be fa‘_bripated from well-known ciréuitry; the



provi de the next nunber used in the CRC cal cul ations. Addi tpcqmesss/o3gssu '
102b perforns“@k%%gﬁ?h‘shjfting and provides a special nibble feature

allowing the | ower or higher four bits to be 15 shifted to a higher or .
| oner four bits, respectively. Al so, ALU 102b perfornms a 3-of-6 encodi ng or

decodi ng -described in Section F. In the z{aé:‘erred enbodinent with a single
sem condGctor chip for a cell there are i c contact pads on the die for
power 20>~and -.ground and all the I/QO pins A and B and the "read -only" pin
106 (subsections 107, 108, 109 and 110, Figure 12). These contact WO
89/ 04517 - PCT/ US88103887 6>

~~~S3 pads are used for attachment to package pins for_a basic_i nexpensive
package. | n apdeseotlyt prefesredsembagimant pmahewai in dnigurpadi?i through
presently preferred enbodiment will be provided with 5 connections to the
ADBUS 224 and28he MBUS 225 of Figure 12. One control contact pad may be

Mnternal menory i s EhE dRlbRGER aBlsco es s G Rs RIS i 2,388 by 1 he
processors. This, allows the use of a nory that is, exf.er.nal to 1 the .
cell. It is.adiniRe §ORLIILRE ﬁgdglﬂ?o’?ﬁe%cﬁ/ﬁ%’égeﬁa&e rrh?“ﬂgt SiRN&WRi | abl e
cont act s ey BETHEBAbENBSCRH: T ShepBIPeining SAown IR FIgare s>
-  Operation at a 16mHz rate for the phases l-4-of"Figure 13 is
N ~ currently preferred', thus providing a 4mHz minor instruction -
" cycle rate. Other well-known lines associated with the cell of
Figure 10 are not shown (e.g., power).
10 All of the cell elements associated with Figure 10 are, in-
| the. preferred -embbdiment. incorporated on a single
semiconductor chip, as mentioned. |
| ) 'B. PROCESSOR |
The currently preferred embodiment of the processor 100 is
15 shown in Figure 12 and includes a plurality of reg’istefs which |
| communicate w_ith two ALU's 102a énd {02b. (Oiher processor
V ~ architectures may be used such as one héving a "register" based
systerﬁ. as well as '.other'ALU and memory érrangements.) _The
address ALU 102a provides addresses for the memory'lls and for
20 accessing the 1/0 subsections. The data ALU i02b p‘rovides’ data

for the memory and KO section. The memory output in general is



contacts or _frompins in packages that have nore than th er of
pins. 15 WO 8WHé°%éII as manufactured requires an ini th,q?el zatgllﬁgﬁg?fggram
At wafer probe time the external memory is used for several. purpose,.-one or
which is to test the cell. Another use is to provide a programto mmkhé t he
cell IDinto the EEPROM during the nanufacturing process. Any necessary
EEPROM i nstructions to 20 allow power oot when.the cell is later .put
in use may be added at this time. Initialization prograns and test progr anms
are well-known in the art. - WD-89/04517

PCT/ US88/ 03887 -C. PROCESSOR OPERATION I n general, menory fetches occur when
the ALU 102a provides a nenory address. The nenory address-is typically a
base addr eseoupladicta ithe processoBiosgistens dirought negisiers peiitte DBUS
reglsters 118, effective address registers 119 or instruction pointer
register 1232@0nb|ned with an of fset on the BBUS fromthe stack, pointer

_ reglster 123, return 0|nter reqgister 124, top of stack registers 122 or
the instruction rd@ dett ABLS h&@ cn;pwdeﬁ]meu input toAthe agddresssALU

typically involve one of 10 the top of s sters 122 (BBUS) and the
next regi st &aa 131-10*@:8\33?309 _____ gﬂl%ﬁfﬁgi&b@ffﬁﬁﬂ"%fa%@%trﬁ@é%'ﬁ%ﬁ from

-one of the stru on.re |s .ers 125 Wi | resent | r.red
. enbodi néht | llghgnﬁfgbgséraﬁ.@uc ion " pointer: reg?sters 1 para caup)(ed t?ns :

(In the lower ngnthand corner. of the- symbols used to

designate these registers, there is shown-an-arrow with a

~ designation "x4*. This is used to indicate that, for example, the ~
| -base pomter register :s 4 deep, more specxfzcally, the base |
10 | pomter regnster compnses 4. I6-bntJeg|sters ‘one for each - W
| processor.... This is also true for the effective “address regasters‘ ' |
and the mstructnon pointer registers.) The BBUS 221 provides up
to a2 bat mput to the ALU 102a or an 8 bit input to the data ALU
102b through register 142. The 4 deep top of-sta_ck regnsters 122,
15 stack poin‘té'r registers 123, return pointer registers 124 and.
: mstructxon registers 125 are coupled to the BBUS.

The CBUS 222 provides the other 8-bit input to the ALU 102'
~ through regist_er 143. The CBUS is coupled to the_n_nstructnon_-
‘pointer -fegisters- 120, the 4 -deép t_bp-"of. stack 'regist_er”s l22._ th-e'
20 four carry flags 129, and the 4 deep CR'C__'r:eg.'igtefg '|30-“and the 4
deep next registers 13I. o L :



operates with %B%Pz@;ﬁtu}t of the menory bei ng coupl ed 't.o t he pERlsS8870388%3

t hr ough regi st he processor could also be inplenented with data
bei ng coupled directly to the input of ALU 102b. Al so, the function
perforned by sone of the other registers, such. as the effective address
regi sters 119 can be perfornmed by other registers, although the use-of the
effectivé 20 address registers, and for %§3EPIe, the CRC registers,

i mproove t e operation of the processor, ) 89/ 04517 : _ _
PCT/ US88/ 0388-. In general, for nenory addressing, a base pointer is - . .
provided by one of the registers 118, 119 or 120 with an offset fromone o
regi sters 122, 123, 124 or 125. The address ALU 120a provi des these

addresses. Also, inThenMBUS,tteupled 1@aheSoatputaoéthenmemongneant recdivée he
top of stack and next register; there are exceptions, for exanple, the

i nstruction redata dromagheroutplt af therALU: 02 ghrough t tegister 145b, or
Specific addressing and other instructions are described below. D..

MULTI PROCESSORfrorERle onemery or 1/Qnhsestionss {607:51Q).f ethissdiys dnrough

mul ti processor. (four processors) he se of the nultiple.registers and the
pi pel i ni ng whi @gisten 146 (ﬂggrtﬁsegﬁalé:@ﬁ%rﬁfﬂvﬁﬁw INRULS dlor segtsters 118,

Mt er rupt s Sar clfoi2iedaey, Bar Bhulas: P30cidtand 1 Mhercamy.iaas 28
output stgnals. Therfid b' ff X80 B 12 Moht A& oTYSEr 'Sr' e address
. ALU I02a to the registers 120. The ALU I02b includes. circuitry
- for perfbrmihg CRC-.calculatio_ns. This circuitry directly'éonnects
with the CRC registers 130 over the bidirectional lines 133. The
10 'top of stack registers 122 are connected to the next regisiers"-ISI
over lines I138. These lines allow the contents of register 122 to
be moved into registers 13! or the contenté 6f régister 13! to be
moved into registe\?s I22‘._ As currently implemented, a |
bidirectional, (simultaneous) swap of data between- these
15 registers is not imp!emented.' Four bits of.data from the output
of the memory may be feturned d-irectly gither to the instruction
7 pointer registers 120 or the instrubtion registers 125 through
lines 139, . | |
 The pipelining (registers 141,142,143, 145 and 146) of
20 data and_' addresses betweén the registers, ALU,’ memory and' their .

- respective buses is 'desc':ribed_ in conjunction'with Figure 13.



t he use ofw%e@@/ a5pr ALUs for each processor I n the cur rrOT/UR8$10888T r ed
enbodi nent, econom es of |ayout are obtained by using two ALUs, (102a-and
102b) however only one of the ALUs operates at any given time. (Note the
'BBUS provides an input to both 20 ALUs.) Therefore, the nultiprocessss/
operation of the present invention may be obtained using a single ALU™

WD 89/ 04517 ' =2 . - PCT/ US88/ 03887 The -

processing system has four processors sharing an address ALU;. a data ALU
and nenory. A basic mnor cycle takes four clock cycles for each processor.
The ALUs take one clock cycle and the menory takes one clock cycle. The:

m nor cyecles for eachyﬁ)rocessor are offset by one clock cycle so that
‘each processor. Jd?ﬁ&%t@s RN rRf ﬂLQJsStéﬁKePQHHEfU@QI%tﬁfSnlﬁ3 ©fcany

Lo mor mal OBBOEH. Dy cratich cRpifes  fEialeTse 154 omap e 8RRy | h paral 1 - 10
regi st Z?Lsineére%faeﬁ &K 85 FacreeRies ioudn (BrdtelRbr operation and is
el udes one. bl ARIE J0AR Ao Tozb: B8 padsaanbes ot gheire Pyt to i on
| BSI ntord roiEcputndl ptmiials’ GF EPe Mt Al S Al e EGhBLE. Lna R
carry 1o R3cfps! i SHiBHP 16" abBMG! BroviRid SAPAELig, Oémft%gt he Tour
sets carry flags 124 (when appropriate), ANDlng, ORing, \/
excl_us:_ve ORing and ones complement anthmetuc. The: ALU 102b in :
_ a si.ngle step also can combfne the contents of next re'gi'sters 131 |
10 and CRC regxsters 130 (through paths 222 and 133) and combine rt v
- with the ccntents of one of the top of stack regxsters 122 to
prov:de the next number used in the CRC calculat:ons '
Addmonany, ALU 102b performs standard shifting and provudes a
specxal_ nipble feature allow_mg-_the,_._lowe._r or hngher.fo_ur bits to _be
15 shifted to a higher or lower four bits, respecti\)ely:. Also, ALU
102b performs a 3-0f-6 encodjng or deooding_ described in Section
| _ In the' preferred embodiment with- a single semicon'd'ucfor. |
chip for a cell there are basic contact pads on the die for power
20 .ar"1d __gr_ound and all the /0. pins A e_nd B"and_the-"rea_d- onl'y"fpiri 106 -
| (subsections 107 108, 109 and 110, Figlur..e 12). These contact



processors. EgphaopesBIgssor executes instructions in nminor EGTIEI88/QHMS

m nor cycle consisting of four clock cycles. During 20 the first clock
cycle a processor will gate the appropriate registers onto the ABUS, BBUS
and CBUS, In the next clock cycle the ALUs will be active generating data
fromtheit<inputs of the WD 89/ 0451* : '
PCT/ US88/0388. KJ ABUS, BBUS and CBUS. Menory or |/Ow Il be active during
the third clock cycle, with the address com ng fromthe ALU 102a and data
ei ther ~being sourced by nenory or the ALU 102b. The fourth and final clock
cycle will gate the results fromnenory or the 5 ALU 102b into the

FAURARR A T LAY i Do e Y R
i nternedi ate Wﬂ?%é%@F@?é g%eﬁéag into a set of pipeline registers. By usi ng

t hese pi peline ossible to separate the 10 i ndividua

steps i'n the sequenﬁfoﬁmﬁbhewfmee HRYE édh&;atcgtﬁngéﬁe'g?amdﬁy pads in ,th%

si mul t aneousl y. The processors can oper out I nterferrng wt

one anot her e\sLJdiNaNDH TR B MESHTAL wilF B Yprdyideanihitiny control

circuits. The ‘contr a processor including the pipelining is best 15
under st oodsf r g @etiend ko i ADBUD e ard thdMBUS 223 dii Figueeni2r and

an instruction register. These are shown in Figure 11 as counters 137a
through 137d, ©aehcentrdli ebntactapadcmdyedevgrovided to disable internal
memory. By activating the control contact the internal memory is
disabled and the data over ADBUS and MBUS is used by the

processors. This allows the use of a memory that is external to

10 the cell. It is assumed that the additional contact pads may not
be 'available'for use when the cell is in an inexpensive package.
These additional contacts may be accessed by wafer probe
contacts or from pins in packages that have more than the |
minimum number of pins.

15 The cell as manufactured requires an initialization program.
At wafer probe time the external memory is used for several

k/ | . purpose, one or which is to test the cell. Anbther use is to _

| pravide a program to write the cell 1D into the EEPROM during the
manufacturing process. Any ne'cessary EEPROM -instrd,ctions to
20 allow power up boot when the cell is later put in use may be
added at this time. |nitialization programs and test programs are
well-known in the art. - | | |



one of theWh8%0481Ton regi sters 125a through 125d, respBeliab{P388ich of
the instruction registers is | oaded through the DBUS. As 20 an instruction
register is |oaded, the instruction is coupled to a PLA 212. This PLA '
determ nes fromthe instruction how rra%-\ﬁr_n nor cycles are required toQ
~execute the instruction and a 3 bit 89/ 04517
PCT/ US88/ 0388 7 binary nunber is then |oaded into.the counter 113a or 113D
or 113c or 113d, associated with the instruction regi-ster 125a, or 125b, or ..
125¢ or 125d bei ng | oaded. For instance, for. a CALL instruction |oaded
into instruction register 125c,.the binary 5 nunber 010 (indicating t hree
m nor cycles) is |oaded intG. CBBIQGESSOR QPERATEON nor cycl es can be
used for a given instruction, however, only up to 6 mnor cycles are used
for any of the |lnsgeuerabnstemcrméetqhesamaqurpmm the AbthbdORant.) The
count val ue 000 i.s used to cause a new instruction to be fetched. 10
The count PEQYidessapmemary addbﬁﬁﬁ er Thedmemorysaddeessns (ypicallya bi t s)
in its asspciated jnstructio ister froma 15 bit input to the PLA 136.
These 15 bP@SPnBGEEEES R Q&H rihe ABL iflemr ene ebttbecbaseupeints
regi sters and four sets, of nsLructio registers are sequentially coupled |
to the PLAINIEEHSIANS | ﬁ%e Qfé ?Vﬁeédqq'ﬁésﬁegbﬂﬁﬁﬁt 130 1Qfe iPENUIIRM ol s t he
operation of . the ro.c More s eC| i cal l | ines 213 contral data flow
P e ABUBDIMCFe0RTRRIRD" pPRSR; Wilihiaal Sifset Am thes BBDSroms

control t“‘?hgegPéa/k 68"&?erarsegv¥s{er ‘?Esdes L'n%’ego%natte?rrelé.%’té’ﬁ’eizit't°o”p %t
stack regrsters 122 or the instruction regrsters 125. - \/ .-
| Calculatnons in the ALU 102b most typically mvolve .one of |
10:_ the top of stack _regx_sters 122 (BBUS) and the next registers 131
: | (CBUS) 'or deta'_which_ ‘may 'be.part of an inst_rUction_ from o__r1e of
'the mstruct:on regtsters l2s. ) |
While m the presently preferred embodrment the processor
operates with the output of the .memor_y being c_oupled to the DBUS
15 _' :223 through r__e'g.ister_j146, the processor could also be
 implemented with de_‘{a'being'coupled dfrectly__ to the input of ALU |
I02b. Also, the_.funeti_dn performed by some of the qther'._ o ",
registers, such as the effective address_ re'g_i.sters'_llg can be -
p'erfo'rmed by dther 'registers although the. use of the effeetive
20 | address regusters and for example, the CRC regrsters nmprove
| the operatron of the processar.



subsecti ons 10go gfBs431509 and 220) and lines 216 control daPETAK88 P/ on
the DBUS. The specific outputs provided by the PLA 136 for a given
instruction is best understood fromthe instructions set, set forth later
in thi s _dpplication. The action taken by the WO 89/ 04517 .
PCT/ U888/{3€\887 processors to execute each of the instructions. is described
with the \{nktruction set. The outputs fro € PLA on lines 213 are coupl ed
directly to the devices controlling data f on the ABUS, BBUS, and 5
CBUS. The signals controlling.the ALU are coupl ed through a one clock phase
del ay register 217 before being coupled to the ALU via the |ines 214.

Since all the regi sﬁers 217 are clocked at, 6 the sane the regi ster 217

performcsjI ](cjel ay func ri‘ogngn.ﬁ@’wiflpr W@m@c;ﬁ S.ss*ﬂngﬁr 6tﬁgﬁapelf#ﬁ6?'§éhe PLA
136 - nmenpr.y, 1

reg g? Er 36?27:555%?&%@?13’%3% @@'@?P@S&?ﬁ&ﬂ?ﬁzﬁgﬁg&rpt@@agﬁ&%ﬁ 3 gfgnes
The contr ol Z.g’ﬁg’ﬁsmﬁ%%fk&%ﬁ%ﬁ%rﬁgaﬁ%g{hﬂfﬁ/x 6%9%‘3%%[6%% '
216 and +her ef 502 PLOVIdREONTRFY addres385° MBS, 6 JenefuiP kA, AR H2de o0

L1 due P pBIafed ot ) pSHS! of, 8808 S SN B Hex( Tellsher 0
i nstruction regiéler ark’ BcdptoriNtor exdmpie s tHE instraction Stegis®eK may
N provide an immediate input to the ALU 102b. Specific addressing
~ and other instructions are described below. |
D. MULTIPROCESSOR OPERATION
10  The processor is effectively a muitiprocessor (four'
processors) because of the multiple registe’rs and the pipelining
which will be described in conjunctibn with Figure 13. As |
mentioned, one advantage to this -multiprocesso'r operation is that
interrupts are not needed, particularly for  dealing with input and
15 output signals. The multiprocessor operation is achieved without
‘the use of separate ALUs for each processor. In the currently |
\— preferred embodiment, economies of layout are obtained by using
| two _ALUs, -('!02a ‘and 102b) however, only.one of the ALUs operates
~ at any given time. (Note the BBUS provides an in'p'ut to both R
20 AlLUs.) Therefore, the multiprocessor operation of the_.,pre'sent

invention may be obtained using a single ALU.



20 phase aﬁﬂ)§9@ﬂ§EU to lines 213, during a second cIockP% g§§8/382és 214;

during a third clock phase, 215; and during a fourth cl ock phase to I|nes_
216. During the first clock phase of each WO 89/ 0451.

PCT/ US88/ 0388-. * instruction cycle, t contents of the counter 137a\ahd
the instruction register 125a are coup ﬁ°to the PLA 136. During the s€tond
cl ock phase, the contents of the counter 137b and instruction register-125b
are coupled to the PLA 136 and so on-5 for the third and fourth clock -
phases. Assune now that instructions have been | oaded into the i nstruction
regi sters 125a through 125d and the counters -137a * through 137d have been

| oaded with the f n . needed to
perform each of t ﬁ'Sﬂ'@lyr%s“igué*l ‘ons. o@{agp?éé&aipssu?ﬁga?@ %:negl ster
125a is | Oa@eﬁewnw GldatanALU G mémbriyhan, Bh%né‘@ﬁld&eéyéléamé nto

counter- 137a. During a first instruction m nhor cycle, 010 and the 12 bit

instructi Omuptl@LLCMquwpé&dhtprdd&sﬂ:A THe ALY tdNes oHe lidck nput PLA

136 provides at its output all the control signals-15 needed to conplete

the first gyols and/theomedmergAakesnoneucidekn cyeld. . Theuminbectygibesks) for
the ABUS, BBUS CBUS, the ALU, the nenory and the DBUS Since the system

uses pifel iegichg prooessor caresen‘ﬁsgt byconercloock syceass thatl eaeh 213 used to
carry out the first clock phase of the CALL instruction which is the 20
inputs to pPileCBSEST Cam. angessu meEmoy anqud.usamece reach rhasncammmrl '
cycle.. Since each processor has. its own register. set it can run.
'. independently at its normal ‘speed. - The system thus pnpehnes
four processors in: parallel _ _
10 Each register of Figure 12 is associated with one of four |
groups _of__regns_ters.and.e_ach group facxh_tate_s the__ _mult_np_rocessor
operation _a_nd- is a_,sso.ci:a_te'd with a processor (1-4) of.Figure_ 13.
- Each -o_f_ t_he._fou'r'_'group.-s i_n'cludes one base pointér register,
_ e_ffectivé address: feg_ist_e_r_.,in_struction pointer register, top of
15 stack- register, stack poi_ht.ery._re"g,ister, return pointer register,
. -instruction register, CRC register, next register, and a carry flag.
. Each rél_a_tedgrou‘p of registers corresponds to one of the four u
processors. Each processor _executes- instructions  in minor
cycles, each minor cycle consisting of four clock cycles. During
20 the 'fi_rs_t cl‘oc_k cydl_e a processor will-_'_ga_te _:the._ appropriate
registers onto the ABUS,_BBUS and CBUS. In the néxt clock cycle
the ALUs will be active generating data from their inputs of the



lines are contwe 89/0451he ALU, the nenory and the DBUS of ofP&d/U$H@38ES0r s,
for different instructions in the pipelines.)During WO 89/ 04517

PCT/ US88103887 061 phase 2, the count in counter for 137b and the

i nstruégjon in register 125b are coupled to the PLA 136. During phase 2,
the sign on lines 213 now control the ABUS BBUS and CBUS inputs to the
ALUs for second processor to carry out=*He instruction 5 contained in
reci ster 125b. During this second clock phase, the signals on |ines 214
control the.first processor and the ALU to performthe functions needed to
carry out the second cl-ock phase of the CALL instruction contained in

17y Si mififi.yéﬁ%": éaif#?ﬁq‘ié‘b’égéﬁ @Eem&yhﬁaéﬁﬁ?\gﬁéﬁéi v it $he h
st et on cotblieneipd, Sye i dha; adckess (GHaVas oidm ife" Bl Migaciha
signals on I $r8itheF bt Hébhéé%&&”?@é@%?v'ﬁa&ﬁf;éﬁ{ ﬂbﬁiﬁ;tmf&fﬁgﬁg
in register 1 : Lt 'S S | i

clock phase, A4 masEreh Sy MTEs Wiy o e St e
counter 137 arﬂgoggggd in® the é’ﬂgﬁdﬁrﬁateT BN ¥is e DBes. 213 control

t he ABUS, BBUS ‘an to carry e instruction contarned within

L\E%i ster 20 125d fOpr bfbdUs¥BISERN  bé "AeWed AsSatlave8s datd BrIpAGatinge

through the sequence described above. At each step the
~ intermediate results are clocked into a set of pipeline registers.
By using these pipeline registers it is possible to separate the
10 ind_ividual steps in the sequence and therefore have four stepé
executing simultaneously. Th‘é_ four processors can operate
-~ without interfering with one anqther even though they share the
iALUs, memory, /O and many control circuits.
The control of a processor including the pipelining is best .
15 understood from Figure 11. For each processor there is a 3 bit
counter and an instruction register. - These are shown ‘in Figure 11
— as dou_nters 137a through 137d, each of which is associated with
| ~ one of the instruction rggiéter‘s 125a through 125d, respectively.
Each of the instruction registers is loaded through the DBUS. As
20 an instruction register is loaded, the 'insfruction is coupled to a
PLA 212. This PLA determines from the instruction how many

minor cycles are required to execute the instruction and a 3 bit



to carry owlp 8¢ye45IBtruction in register 125c for the t RGRIUSBBH388Dr; the
signals on lines 215 control the nenory to carry WO 89/ 04517

-PCT/.US88/ 03887 out the instruction in register 125b for the second
processor; and the signals on lines 216 control the DBUS to carry out
instruction in register 125a for .the first processor. After four cycl®es of
the 16nHz clock the count in register 55&837a decrenents to 001. Each~
register is decrenented on the cl ock cycle following the use of the -
contents of the counters contained by the PLA 136. The input to the PLA 136
t hus changes even though the |nstruction within register 125a is the sane.

This all the PLA 136 19 t | d 10 "th
Socond iy (PaR) dIGMGET: s B, 14asad J0HT GHE "eRbEEEE R IOTS 49 Ofare

é'spﬁ'eiﬂrft'i"eﬁffgbeéhﬁﬁﬁ%é?m& B8 30 e ol e 1290 5™ 71
s ebor o Y282, 80,1258 4t 1280 BBIAS spabatl FY ARES P L TRALL o

t?if%ﬁ“%ﬁ@sg‘gﬁ{* i toag el s fbed “”*ﬁ@@?ﬁ?if%’éﬁe?ﬁéggﬁ Loy, gi 'veg
For 1ot BRI BeY, (FAIEaling? 19FEe Amidr ditled] i3 ldaied TRto Cojafer o
‘associ at ehargh (0 {6 'SmitcrCeyervs edn BE asbd’ fir ﬁyﬁlv%rﬁﬁ’fﬁ’é’t‘f‘ﬂcf?an' i nes

213; during a
' however, only up to 6 minor cycles are used for any of the-

T
instructions in the currently preferred embodiment.) The count e
- value ."000_" is used to cause a new instruction to be fetched. |
10 The count (e.g., 3 bits) in a counter and the instruction (e.g., o

12 bits) in its associated instruction reg'ister from a 15 bit input |
 to the PLA 136. _'These 15 'bit ihpdtS:_from eéch of-'the"respective -
four sets of count registers and four sets of 'instfuctib'n' _r'égisters‘ .
are sequentially coupled to the PLA 136 as will be described. The
15 output of the PLA- cohtrdls the opefation of the processors. Mo're.',
-spécifically: lines 213 control data flow on the ABUS._ BBUS and
CBUS: lines 214 contral the ALU 102; lines 215 control the '
- memory; (and, as will be "descr'ib'ed' laiér"l/b operation of o |
subsections 107, -_108',"'10.9 and 220) and lines 216 cd_r{t'roi data’
20 flow on the DBUS. The specific outputs pr_'oﬁided by the PLA 136
“for a given instruction is best understood from the instructions

set, set forth later in this application. The action taken by the



second cycle o hRs=244; duri ng a third cycle on |ines 21pcT90888/038%Y
89/ 04517 Wd h&/ﬁiaﬁl . PCTI US88/ 03887 during a fourth

cycle on lines 216. The control signals needed by the second processor
fol | ow\gehi nd; those needed by the third and fourth processors follow ng

behind thege used by the second processor. FI% The pipelining of the .
signal s i@l lustrated i.n Figure 13. The ?rprocessor operation of the

processor 100 of Figure 10 is shown in Figure 13 as four processors,
processors 1, 2, 3 and 4. Each one of the groups of registers is associated
wi th one.of the processors. The four phases of a single instruction cycle
are 10- shown at the top of Figure 13. In Figure 13, registers 101 are
used to indi catprocessorscta@xesute aoh tofethecinstiuctions dsedescableet vith
in an instruction are placed on the ABUS, BBUS and CBUS. The registers are
118, 119 and 13beorinstigchBs; s@k2, 123, 124 and 125 on the BBUS;, 120, 122,
129, 130 and 131 on the 15 CBUS. During a first phase, signals prevjously
stored in the group Theegutpwssfrom ghe Antiires 213 L counled directly

nog0ci at od wi { Ot GIoipSS GUraliEbsaara I <N b AR S cHB0S c2AdL,

o ocessor 28undeBhe TiPsHOARECartIling HenALU s couPR e hane

fromregisters cé’g gﬁlgséd'églaiynwgits?eer %'@%fé% being coupled to the ALU
via the lines 214. Since all the régisters 217 are clocked at the
same rate, the r_egi"ster 217 performs delay functions as will be
described. Those signals from the PLA 136 used for memory

10 cbntrol are coupled through two stages df dela'y registers 217
before being coupled to the memory, thus the signals on lines 215
are delayed 'for two clock phases related to the signals on lines
213. The control signals fbr the. DBUS after leaving the PLA 136
are coupled thrdugh 3 sets of delay registers 217 before being

15 coupled to the lines 216 and therefo.re are delayed three clock
ph'ase's related to those on lineé 213.' The registers 217 are
clocked at a 6mHz rate, thus when the PLA 136 provides output -
control-sign_als for a given instruction (e.g., contehts of
instruction registeé 125a) thé control signals during a first clock

20 phase are coupled to lines 2-13, during a secbnd' clock phase, lines
214: during a third clock phase, 215; and during a fourth clock |
phase to lines 216; During the first clock phase of each



WO 89/ 0451 89/04517% . PCT/ usss/rm:agww&a&%'
regi sters or processor 3. And, finally, during this first phase, signals
associated with the group 4 registers are gated fromregisters 146 onto the -
DBUS. During the second phase, si gnal s sociated with a group | reglxﬁyers

.. are coupled fromthe 5 ALU o0 regi ste 145. The data associated wi tfi~

‘group 2 regi.sters are coupled to menory. The data associated with the\group
3 registers is coupled fromthe register 146 onto the DBUS, Those
associated wth the group 4 registers are gated onto the ABUS, BBUS and
CBUS . And, simlarly, during the third and fourth phase 10 of each

R e R R T e ey 1 S
S i1 AT i 220, e ochha LA I BB,
B L febfocBRERTphale, s ghts of el KBEPSC 117 AL oL 1"
]I;(C):rT} Bsgg} g@@g@jé}d#%g,é&w ¢bab' AP '&olpIRY %o lthe BLA 1 5@ é%oéélan
5 for the third and fourth clock phases. .
Assume n_ow.__that_ instructions have been loaded into the
instruction registers. 1:25a through 125d and the counters 137a
throﬁgh 137d have been loaded with the._-_éorréspondi'ng- binary |
counts for the minor cycles needed to perform each of the | |
10 instructions' For example, assume. that reglster 125a ns Ioaded -
with a CALL mstruct:on and that 010 has been loaded into counter'
137a During. a first instruction minor cyc!e 010 and the 12 bit
instruction for CALL are coupled to the PLA 136. From ‘this 15 blt. -
input PLA 136 prov:des at. its output all the contro! signals
15 needed to cor_nplete the first minor .cycle of the CALL instruction
(e.g., four clock phases) for the ABUS, BBUS CBUS, the ALU, the |
memory and the DBUS. Since the system uses pipelining .. . >3
'multipr.'dcessin.g, the control signals on lines 213 used to- carry
out the first. clcck phase of the CALL instruction wh'ich is the
20 inputs to the ALUs. (Durmg this first clock phase the other control |
lines are controlling the ALU, the memory .and the . DBUS of other |

processors, for different instructions in the .plpelmes.),Dunng_



FI GURE 12 | DENTI FI CA J]$ ONi p° instruction pointer (14 bitsper/588/0388% 20

(fixed range ¥O 3W8#°17 3rFF) 5 (not accessible to ROM
based prograns) i r i nstruction register (12 bits) _ 125 (not
accesskb)e to ROM based prograns) 10 bp base page pointer (14
bits) 118 (fi xed range of 8000 - FFFF) (wite only) e a

effectiv ddress pointer (16 bits) 1142 (not

accessi b to ROM based prograns) sp 4 stack pointer (8 bits)

1 23 (positive offset frombp, grows down) 20 : rp return
stack pointer (8 bits) (positive offset from bp, grows up) 124 WO
89/ 04517 PCT/ US88/ 03887 tos top of data

£135%,(® D1 Bnase 2, tne solff ASEHuTAYIF 1M BRI, 2011

gfggggggioré %E ?2%6‘5% coupﬂé‘&% thegpLA( 138! t)Durmg phase ézﬂwe
s:gnals on lines 213 now control the ABUS, BBUS and CBUS inputs
to the ALUs for the second processor to carry out the instruction
5 contained in rec’ster 125b. During this second clock phase, the
signals on lines 214 control the first processor and the AL_U to
U perform the functions needed to carry out the second clock phase
of the CALL instructioh'contained in register 125a. (Note a delay
equal to o'ne--phase was provided by register 217.) Sirhilarly,- _
"u 10 ddring the third phase, the signals on lines 213 control the ABUS,
BBUS, and CBUS for the third processor to carry out the
instruction contained in register 125¢c; the signals on lines 214
control the ALU to carry out the instruction 'Contained in register
125b, and the signals on lines 215 control the rherhory to carry
15 out the instructions in regisier 125a for the first processor.
" And, finally, during the fourth clock phase, the instruction from
| register 125d, along with the count in counter 137d. are coupled
"to the PLA 136. The signals on lines 213 conirol the ABUS, BBUS
and CBUS to carry out the instruction contained within register
200 125d fourth 'p'rocessor;' the signals on lines 214 control the ALU
to carry out the instruction in register 125¢ for the third

~ processor; the Signals on lines 215 control the memory to carry



‘The top el appey/@517he return stack is al so addressabl e B§Tép$9@é¢ﬁ8é'r., even
though.it is physically located in RAM Instruction Table 15 CALL }

"'l aaa aaaa aaaa Subroutine call CALL Iib 0000 aaaa aaaa .
Library call 20 - BR : : 0010 1 aaa aaaa - Branl BRZ
0010 OOaa aaaa ~ .Branch on TOS==0 - 7 BRC. = 0010 I|laa aaaa. ™
Branch on Carry set CALL interseg 011 LLLL -LLLL , (Subroutlne) 5
0000 hhhh hhhh . Two word instructions LIT 0101 I ffh
bbbb -Const ant - op TOS LbC _ - 0101 11 1h bbbb Load -
~Constant *10 ALU . - -. 0101 Cef ffff - Top of Stack and NEXT
RET 0Q11 1101 Refurn or Bit I n ot her
i nst ructi oRUEsthey, 'fﬁ%’“c]t'on in reg's%eflotﬁw r‘??rsecon RRERFERSAE Apd
Regi ster L

- LposT giﬁ)srlgrpaTs@np‘ ’b%aé)ééa:a%o%ol e’ %Jsstqlféd[b%‘gr&zg
o101~ Olowmstrr[xctron Lvﬂaqegqutgrretﬁgg 167 the first processor

After four cyc\es of the 16mHz clock the count in register

5 137a d_ecr_erne_r_\ts to 001. Each :regrster is .decremente_d on the

| clock cycle following the use of the conten’ts of the counters

contamed by the PLA 136. The input ‘o the PLA 136 thus changes
even though the mstructron within regrster 125a is the same.
‘This allows the PLA 136 to provnde new . output srgnals needed for

10 _'the second minor cycle of the CALL r_nstructlon. These control
signals are ripp_led'_th_roUQh the conirol through the cohtrol '_lines
213, 214, 215 and 216 as'descﬂbed above. Wheh the count in a

- counter reaches 000 thrs is mterpreted as an instruction fetch
for its assocrated processor. '

15' Therefore each of the four processors may snmultaneously
'execute an mstructron where eac:. of the instructions has a .
different number of cycles. The control s_ighats_ reaching the - -
' imaginary "l_tne 218 for ahy given clock cycle represent ‘control :
signals for four different instructions and for four different

20 processors. For ex'empl_e; the contro_l signals associated with the
first proces_sor during a first cycle appear _oh lines _213;__duri_ng a

~second cycle on lines 214; during a third cycle on lines 215; and



68 For. each

bel ow i n stan

anguage not ati on. CALL Call Procedure 5

Qperation: rp++ . lowbyte (ip); *rp++ - hibyte (ip); 10 i p dest;
Encodi Rg/ intra-seg nent: 15 1 aaa aaaa aaaa dest. ip + a
1. displggenment a. is always negatlve "l inter-segnent: 0011 LLLLL LLL 20

89/ 04517

aaaa a a a a dest :'CXBOOO+'(OX8001 + a); J* table | ookup call Timng:

15

20

000 HHHH HHHH dest . H: L; c; 16 bit absol ute address /

W%‘ﬂg jon, the operation, encoding and tim PCTAUS8S/6888Drt h

1;

WO

PCT/ US88/ 0388-7 | i brary: 00000

during a'fourth'cycle on lines 216. The control signals né_ed_ed by
the second processor follow behind; those needed by the third and
fourth processors foliowing behind those used by the second
processor. | |

The pipelining of the signals is ilustrated in Figure 13.
The multiprocessor operation of the processor 100 of Figure 10 is
shown in.Figure 13 as fdur processors, proceSSOfs I, 2, 3 and 4.
Each one of fhe groups of registers is associated with one of the
processors. The four phaées of a sihgle instruction cycle are
shown at the fop-of Figure 13. In Figure 13, registers 101 are
used to 'indiga’té that the contents from the specific registers
called for in- an instrUdtidn are placed o.n the ABUS, BBUS and
CBUS. The registers are 118, 119 and 120 on the ABUS; 122, 123,
124 and 125 on the BBUS 120, 122, 129, 130 and 131 on the
CBUS.

During a first phase, signals previously stored in the group |
registers (e._g.,' two of them) are gated from the registers onto the

ABUS, BBUS and CBUS. Wihile this is occurring, signals associated
with the group 2 registers are gated from the registers 141, 142,
143 into the ALU 102a and 102b. This is shown in Figure 13 as
processor 2 under the first phase column. Simultaneous signals

are gated from registers 145a and 145p into the memory for



CALL type . cks - specific rrermry-operjat-i POT/M(588/03887
i ntra-seg Wosgl‘ﬁgh? *rp++ . lobyte (ip) 1 *rp++ - hibyte (ip) 0
ir *(ip =*dest) 15 ' i nterseg 54  lobyte (ea) = ip++ 3.
hibyte (ea) - tip 2  *rp++ - lobyte (ip) 1 *rp++ = hibyte (|p) cu#
.0 ir =*(ip = *dest) library . 4 WD 89/04517
- PCT/ US88/ 03887 C,C-10 3 '*rp++ = | oby, (ip) 2 - *rp++ - hlbyte (|b+-1
- ip dest O ir *ip5 BR - Br 1 al ways Operation: ip = dest; 10 °
Encoding: 0010 | aaa aaaa : -
~group 3 registers: for processor 3. -An__c'j,___finally.' during this first
phase, '_s'i_gna_ls_' associated with the group 4 registers are gated
from registers .'146 onto the DBUS. During the second phase,
~ signals aséociated with a group | registérs are 'c'oupled from the
5 ALU to registers 145. The data assocnated ‘with group 2 reglsters
~are coupled to memory The data associated wnth the group 3
regnsters is coupled from the reglster 146 onto the DBUS Those
' :.assocaated with the group 4 regnsters are gated onto the ABUS
BBUS and CBUS . And _similarly, dunng the third and fourth phase ‘
10 of each instruction cy_cle,-.thls p_:pe_hmng continues as shown in U _
_Figu_re'_-13_,-.__thu.s effectively providing four processors. o
_ E. PROCESSOR INSTRUCTIONS

In _this' _sec_t__ion each instruction of the processor is set
15 forth, 'along with the specific' registers and memory operations.
| . Lower case letters are used below to indicate the contents of a - )
register. For example, the contents of the instruction register u |
are shown as "ip". The registers and ﬂags are set’ forth below |
with the:r correlatnon to Figure 12..
20 |



dest ip + a + 1; /* displacement a is sign extended . 15 T
“speci fic menor YO Ton 20 PE‘I‘?@SBS?&

dest) WD 89/04517 ' | ~ PCT/ US88/ 0388' 7
BRC \_s Branch on carry q)eratlon 5 if (CF.)ip dest; else
| p++; Encoding: 10 0010 01 aa aaaa dest = |p + a + 1;
/* ais n extended * Tim ng: #cl ocks specifie nmenory operation
15 10 .ir:(;(p:dest)oro ir -
cee.m m m = = ~—=———————~PC/ S808 ..... '
FIGURE 12
IDENTIFICATION
ip instruction pointer (14 bits) 120
(fixed range of 0000 - 3FFF)
5 | - (not accessible to ROM based programs)
U B - ir instruction register (12 bits) 125

(not access"ib'_l.e to ROM based programs)

o 10 'bp base page pointer (14 bits) 118
o (fixed range of 8000 -FFFF) '
~ (write only)
ea effective address pointer (16 bits) 119
15 (not accessible to ROM based programs)
o sp data stack pointer (8 bits) 123

(positive offset from bp, g'rdws down)

20 rp return stack pointer (8 bits)
' (positive offset from bp, grows up) 124



- WD 89/ 0451 : PCT/ US88pER%388/03887
Br.anch on %%EgggAESEratlon 5 if (tos==0, tos-next, next= *(++sp) )‘ip =

dest; ‘el se ++ip; Encoding: 10 0010 00aa aaaa dest = p+a+1; - /*
displacenent a is sign extended */ 15 Timng: #cl ocks speC|f|M;J
menory operation A2 ' -1 0s - next; 20 ' ~
next = *(++sp); 0 ° ir -(ip -dest) . 9/ 04317 L
PCT/ US8810388, . -or O ir - (++ip) LDR Move register to TOS 5
~(includes certain.indirect, indexed nmenory reference) Qperation: *(sp--)
next; if (reg) { next =tos; tos =reg } else { next - bp+TCS or next - .
(bp+2p)+TCS } - _ : ' .
- tos top of data stack (8 bits) 122
next item below top of data stack (8 bits) 131
5 - crc used as scratch orin | 130
CRC calculations (8 blts) o
.__ﬂa.g'_s” - carry flags, (1 bit) 129 S
processor 1D (2 bits) | |
10 nv
The top element of the return stack is also addressable as a -
register, even though it is physicauy located in RAM.
.In-s'tructio'n Table
15 o __
| CALL ~ laaa aaaa asaa  Subroutine call
CCALL lib 0000 aaaa aaaa Library call
20 BR -~ - 0010 1aaa aaaa Branch

BRZ o .0010' 0Caa aaaa - Branch on TOS==0



10 Encoding: 0101 0100 r r reg -

#cl ocks specific nmenory operation 15

| obyte(ea) = *(bp+2p) 3 hi byt e(ea) =*(bp+2p+1) (if
sp-- \aext 20 :

tos; |

(includes certain indirect,
if (reg) { reg ;

, (++sp);
see table */

next) next

r /.
5
10
(_/
15

20

. LD,ST

ir = *(++ip) STR

tos - next;

BRC

CALL interseg

LIT

LDC

ALU

RET

IN,OUT
LD,ST bp+a

(bp+p)+a

_LDR,STR r -

} else

‘Encoding: 0101 010 lgzrrrr 10

0010

0011

0000

0101

- 0101

0101

0101

. 0100

0100

011p

0101

r.

/* see table */ Timng:

(if (bptp)+TCS) | 54

'if (reg) tos = reg el se next nbp+TOS, ea+TOS
PCT/ US88/ 0388 .

reg, bp+TOS) 32

if (reg) next
WO 89/ 04517

Store TOS to .register

{ bp+TCS -

11aa aaaa .

LLLL LLLL
hhhh hhhh

1fth  bbbb

111h bbbb
- 00ef

0011 1101

Owrr

1waa aaaa

fiff

reer

pwaa aaaa

0_‘i0w

rrer

i ndexed nmenory reference) Operation: 5
next or (bp+2p) +TOS

red

Branch on Carry set

(Subroutine)

Two word instructions
Con%tant op TOS

Load Constant

Top of Stack and NEXT

Return or Bit set

in other instruction

- Read/Write /O Register

Load, Store
Load, Storé

Load, Store CPU reg



Ti m ng: #cl dcks . specific menory operation (if (bp+p)+TQOS) 54
| obyt e(ea) *(bp+2p) 15 3

hi byt e(ea) =*(bp+2p+.1) if (reg, bp+TQS) 32 if (reg) reg = tos; else
bp+TCS, ea+TCS=next 1 - if (reg) tos- next; 20 - . . \/

next - *(++sp); 0O ir  *(++ip)- WO 89/ 04317 : S '
PCT/ US88/ 0388-4 O , ) [ ~~~~~~ 5 Regi ster assignnents 0 0
00 Fl ags . CFx IDL ID0O O O0 1 CRC low byte  (high.
byte in TGS) 0 0 1 0 | owbyt e (bp) .-/ wite Xl next
("OVER" instruction) /* read '/ 10 : 0011 - hi ghbyte (bp)

/ wite */ tos ("DUP" instruction). [/ read */ - 01 00 sp 0101

rp150110 _ see RPCP, RPUSHgg

F_dr.-eabh, instruction, the operation, encoding and timing are sef forth
below in standard C language notation. '
CALL  Call Procedure -

)
Operation:
*rp++ = lowbyte (ip);
*rp++ = hibyte (ip);
10 ip = dest; )
- o
'Encodirig:
' iﬁtra-seg ment:
15 taaa aaaa aaaa
' - dest =ip + a+ 1;/* displacement _'a is always negat'ive *
 inter-segment: |
| o/
_ 0011 LLLL LLLL
20 - . DOO0OHHHH HHHH

" dest = H:L; I" 16 bit a_bsd_lute address */



0111 WO @3(P4EE) "/ indexed fetch, store PCHFS88/0388T

000 "(' (bp+0) +TOS) P indexed indirect , 1 001
"'(*(bp+2) +TOS) - P indexed indirect */ WO 89/ 04517 _
PCT/ USR8/0388-. -7G1 0 1 0 “(' (bp+4) +TCS) ~/* indexed
i ndirect 1011 *(' (bp+6) +TOS) /' indexed indirect '! 5
RPOP N/ pop return stack Operation: 10 *(sp--) - next; next
- tos; tos -rp--; Encoding: 15 01 0 1 01 1110 Timng: 20 '
#cl ocks - specific menory operation 3 WD 89/ 04517
PCT/ US88/ 03887 0 - _ _ _ ' 17 .

library:

0000 aaaa aaaa _
dest = 0x8000+°(0x8001 + a};  /* table lookup cali */

5
Timing:
\/ CALL type " #clocks specific memory operation
- 10 intra-seg ' 3
~ 2. ‘rp++ =  lobyte (ip)
*rp++ = hibyte (ip)
0 ir = *(ip = "dest)
15 ' interéeg 5
| | 4 . lobyte (ea) = ‘ip++
N\, 3 hibyte (ea) = *ip
.2 = ‘rp++ = lobyte (ip)
1. *rp++ = hibyte (ip)
20 I 0 ir=*(ip = *dest)

library 4



-#cl ocks specific menory operation 3
PCT/ US88/ 03887 _~~~~ 0 2- *(++rp) - tos;
ir -(++ip) 5 I'N

10
2
1
0

2 sp-- Wo'8¥lossext

push .tos onto return stack QOperation:

next =*(++sp) Encoding: 15 01 01 0101

10

15

20

tos; 1 t os

BR Branch always-
Operation:

ip = dest;
Encoding:

dest=ip+a+1;/ displacement a is' sigh extended */

Timi’ng:_

Lrp--3

10

0  ir = pertises/oBsBPUSH

(++rp)=tos;

11 10 Timng: 20

WD 89/ 04517

tos - next; next .*(+
Mve I/ Oregister to TGOS Qperation:

‘rp++ = lobyte (ip)
‘rp++ = hibyte (ip)

lp = dest.

0010 1aaa aaaa

#clocks

tos = next;

o
< °

‘specific memory operation

ir = *(ip = dest)



*(sp--) next . cie  next - tos; tos reg; Encodi ng!C'I‘.]lBSES/nOS&B‘D 0
rror ﬁ&#?ﬁégﬁ?‘zo ' : |

Orr " #cl ocks

specific menory operation 3 2 *sp- - next WD 89/04517

PCT/ US88/ 03887 next tos; 1 tos -reg; O ir *(++ip): 5 QUT

Store T o l/Oregister Operation: reg = tos; tos - next; 10 next
= ( +sp)_?®codi ng: 01 O 001 rr rrrr 1 -5”T| m ng: #cl ocks specific
menory operation : o _ ' -

BRC Branch on carry
Operation:

5 " if (CF)ip = dest;

else ip++;

' Encoding:
., 10 - 0010 Olaa aaaa
dest=ip+a+ 1;/° a is sign extended */
Timing:
- #clocks .specific" memory operation
15 . 1 | | | _
0 ir = *(ip = dest)

0 ir = *(++ip);



20 WO 89/04517 . 32 reg . tos; 1 t OSPQT/ES88/03887T WD

89/ 04517 PCT/ US88/ 0388, next *(++Sp);
0 ir *(++ip); LDC | oad constant (into TOS) 5 Operation: sp--
next; next-. tos; 10 " tos - constant; Encoding: 0 1 0 1. 1 1 H\Dbbbb
15 = i f (HFMD) constant OOOQiggbb; el se constant--bbbbzooqg:>
Ti m ng: #cl ocks speci fic menory eration 20

32  *(Sp--) . next; next -tos;

BRZ - Branch on TOS==0
Operation:’
5 | o |
if (tos==0,_ tos=next, next= *(++sp) ) ip = dest; .
glse ++ip; .
(>
Encoding:
10 o
' ' ' W
0010 00aa aaaa
dest = ip + a + 1; /* displacement a is sign extended */
15 Timing:
#clocks specific memory operation U
2 i tos = next;

0 ir = *(ip = dest)



VO 89/ 0451, ‘WO 89/04517 - pCT/ Usss/ 0 Z5E/L 88103885,

constant; O ir - '"(++ip) LD (bp+a) | oad from base page 5
Operation:- *sp-- = next next =tos 10 tos -*(bp+source); Encoding:
0100 1Qaa aaaa 15 - - source _zaa aaaa Ti m ng: #cl ocks

speci fi nory operation 3 20 T3 - .2
*sp-- . t; next .- tos; WO 89/ 04517 o :

PCT/ US88/ 03887 1 tos = *(bp+source); O ir - (++ip) LD (bp+p)+a

| oad indirect 5 ' ( TS with byte addr essed by poi.nter at

bp+of f set then indexed by TQOS) Operation:
or

0 ir = "(++ip)

LDR Move register to TOS .
5 (includes certain _ind_irect,_inde_xed memory referehce) '
Operation:

| '(s'p--). = next,

~ if (reg) { next = tos; tos = reg } |
“else { next = bp+TOS or next = (bp+2p)+TOS }
10  Encoding: | S
~ 0101t 0100 rrrr
) _reg =r /' see table */
Timing; | B |
I _ #clock_s- | specific memary operation
15 (if (bp+p)+TOS) 5 o o
4 . lobyte(ea) = *(bp+2p)
o | | - _ o 3 hibyte(ea) =*(bp+2p+1)

(if reg, bp+TOS) 3
2  'sp- = next
20 o if (reg) next = tos;
| ' | 1 if (reg) tos = reg
else next=bp+TOS, ea-_n-TOS |



10 nex.t ='tos tos *(*(bp+2p) +of f spdp/rseBaRBBRY: 5
0l1 p pOaa aaaa o set = aa aaaa Ti m ng: #cl ocks specific nmenory

operation 20 . 54 | obyte(ea) = (bp+2p) 3

hi byt e(ea) =*(bp+2p+l1l) - WD 89/04517 ' o/ '
PCT/ US88/ 03887 2 Asp-- next; next = tos; 1 ‘tos= (ea+offset) O /ir
= *(++ip) 5 ST (bpta) - store into bage page Operation: 10 _ (»«
*(bp+dest) = tos tos next ;; next = *(++sp)~ Encodi ng: 15

010 ‘1 i aa aaaa

_ 0 S = *(++ip)
STR Store :'TlOS. to registér | o
| (includes certain indirect, indexed mémory reference)
Oper'ation" a | | o |
5 i {reg) { reg = tos; tos = next }
else { bp+TOS = next or (bp+2p)+TOS = next }
next = “(++sp);
Encoding:
0101 0101 ‘rrrr |
10 -. o reg =r I" see table */ S S V |
‘Timing: o |
| #clocks - Spebific memory operétion B
(if (bp+p)+TOS) 5 S
| | 4 lobyte(ea) = *(bp+2p)
15 | | 3 hibyte(ea) =*(bp+2p+1)
| i ('reg, bp+TOS) 3 | ' B
| 2 if (reg) reg = tos; U '_
~ else bp+sTOS,ea+TOS=next
| 1 f (reg) tos = next; |
20 | | . next= *(++5D):

0 ir = *(++ip);



dest = aa aaagg pojipasls #cl ocks ' speci fic nmenory operP&l’ﬂ/USB@/OB&BE
*(bp+dest) - tos; WO 89/ 04517 ' o

PCT/ US88/ 0388-. 1 tos . next; next - 0 ir= (++ip) 5 ST (bp+p) +a
store Nadirect ( TOS into byte addressed by pointer at bp+2p offset by a)
Operatio 10 *(*(bp+2p) +tof fset)-t0 tos - next; next = *(++sp)

Encodi ngh\_25 011 p pl aa aaaa a offset - aa aaaa Timng: 20 #cl ocks
speci fic nenory operation 5. : :

‘Register assignments

0000 . Flag_s_. _ CF x 'ID1 IDO.
. | .
| 0001 CRC low byte  (high byte in TOS)
~ 0010 Iowbyté (bp) ' T write Y
_ ' next ("OVER" instruction) /* read 'l
10 0011 | highbyte (bp) | | /" write */
R tos ("DUP" instruction) [* read */
0100 sp | |
) 0101 - rp
15
0110 see RPOP, RPUSH
0111 | *(bp+TOS) /* indexed fetch,store */
20 10 00 | *("(bp+0)+TOS) /* indexed indirect °/

1001 *(*(bp+2)+TOS) I indexed indirect */



WO 89/ 04517 . PCT/ 0338:afnl
S WO 89/0451% 4 | obyte(ea) -*(bp+2p) 3 hi bﬁéﬁé‘%}’gﬁﬁémzpﬂ)

PCT/US88/0388. S, &=

10

18

20

2 *(eat+toff)-tos 1 tos- X next; 5 .
next *(++sp) O ir X (++ip) | ALU Goup'l 10 Operation: if(rmsl)\J
hi byt e(i p) . rp--; lobyte(ip) =rp--; 15 '} pipe = tos; .~
| o internal processor pipeline * tos = tos op next; switch (s) { casekg)
‘next = next; - typi cal unary 057'@; 20 - .case 1l: next .
*(++sp);

/[* typical binary op t/ . WD 89/04517

t
1010 "('(bp+4)+TO'S) R & index’ed in’di’rect. */
1011 '('(bp+6)+TOS)' /" indexed indiréqt .
RPOP_ pop returﬁ stack
| Operation:'

*(sp--) = next;
next = tos;
tos = “rp--;

Encoding:

0101 0100 1110

'Timing:

gclocks speCific memory operatidn-



Encoding: Ot . Sf f f f f op=fffff / s equal to RCOIUSA8ASSSE bit
Fyaggpels operat

Al s = (1=iun O--binary op) 5 Op Table: code : operation
carry state 10 00000 _ tos + next _ arith carry
00001 \~ tos + next + carry . arith carry 00010 : next -
tos _ arith borrow 00011 ' xt - tos - carry arith
borrow 0@0 ‘tos - next _ N arith borrow 15 00101 :
0011 0 O 1 01000 . . tos AND next unchanged WO 89/ 04517
PCT/ U S88/0388d 01001 . tos OR next .~ unchanged 01010 ‘
tos XOR next unchanged 01011 01100 - - drop '
unchanged 01101 5 swap- dr op unchanged 0111 0. 01111
CRC st ep- unchanged 2 *sp-- = next
' | next = tos;
1 tos = .'rp--.;:'
0  ir = “(++ip)
-5 -
- RPUSH push tos onto return stack
R\,
- Operation:
w .10 : _(++rp)_=tOS;
tos = next;
next = *{++sp);
Encoding:
15
0101 0101 1110
o
'Timing:
20 | o o #ciot:ks'  specific memory operation



10000  wo 89Bhs{TTOD) tos7 10001 aspCT/TSBY/03887
10010

0 10 rotate .left(tosj tos7 10011 . ~rotate.
right (tos) tosO 10100 ' t os parity(TOS) 10101
10110 15 10111 : 30f 6 encode set if not valid

89/ 045 17 . PCT/ US88/ 03887 11.000—~
sl (TOS) 11001 : | sr (TOS) 11 010 shift left by 4(;LJ/'
011 - shift left by 45 = =~ TR0 swap 1 1101
tos (NOP) 11110 NOT(TOS) 3of 6 decode Timing: 10 s . #cl ocks
specific nmenory operation 1 : ' 2 (4) (if r.,1) 3
hi byte(ip) = rp--; 15 ' (if r=M) ' :
| obyte(ip) = *rp--; .1 tos - al u output 2 - *(++rp) = tos;

' 1 tos = next;

. next = *(++sp); |
o o | 0 ir = *(++ip)
5 IN - Move /O register-to TOS

Operation: -
R
*(sp--) = next; .
- 10 next = tos; !
tos = reg;
Encoding:
15
0100 00rr rrrr
Timing:
20 ' ~ #clocks | speciﬁc_'memory operation

3

2 - *sp-- = next



0 ir=*(+igyefoasiz 3 (5) (if r==1) PCT/US88/03887

hi byte(ip) = *rp.-; ) 20 (if r==1) _ 3 Iobyte(ip)': W p--;
2 tos W al u out put 89 1  *(++sp) - next Q ir -*(++i p) SWAP
speci ak_gase 5 The exchange of TOS with N is a special case of the ALU

ops usi he direct data path between TOS{'@hd NEXT. The NEXT register
receivegg;)c" of the TOS via a pipeline register, prior to TOS bei ng | oaded
with the contehlj of NEXT (non-sinultaneous transfer). 10 NOP Qperation: 15
++i p; Encodi ng: short 0010 120000000 20 long

0101 00011101

" next = tos;
1 tos = reg ;

0 ir = *(++ip).

-5 OUT Store TOS to /O register
) Operation:
reg = tos;
- tos = next;
. 10 _ next = '(++sp):
Encoding:
0100 O1rr rrrr
15 | |
Timing:
| #clocks ~ specific memory operation
20 3

2 reg = tos;

1 tos = next;



WO 89/ 04517 WO 89/04517 PCT/ US88/ 03

Ti m ng: #cl ocks specific nenory operation 5 %lﬁgﬁg/rotsss‘
1 (BR +1) o 0 ir = *(++ip) long _
2 -- _ 1 tos tos O i.r  *(++ip) 10 RET return from
subroutine Operation: hibyte(ip)- *rp- 5 | obyte(ip) =rp-- ++%¥
Encodi ng: 20 : ' 0101 O 1101 Timng: WD 89/ 04517 -
PCT/ US88/ 03887 #cl ocks specific menory operation 4 5 '
3 hi byte(ip) - *rp-- 2 ‘I obyte(ip) = *rp--

next = *(++sp);

0 ir = *(++ip);

LDC load constant (into TOS)
5 -
Operation:
*sp-- = next: | | - o u
next = tos; | |
10 tos = constant;
Ehcoding: _
0101 111H bbbb
15 it (H==0) constant = 0000:bbbb;
else constant = bbbb:0000
Timing: | |
| #clocks specific memory ope.?ation
20 3 o

2 . *(sp--) = next;
 next = tos:



1 tos ntos *(++| p) | LI TERAL Goup | 10 Qperati ?%36£§§§,P3$€§ op.

const ant ; Encoﬂi‘h@‘?/oi@' 0101 |IffH ccc
(H==0) Iconstant 0000: cccc el se constant cccc: 0000 Op Table: 20 code
oper at \ay carry state WO 89/ 04517 . '_ -
PCT/ US88/ 03887 (2 s G 00. . tos +
const ant arlth carry 01 }os - const ant . arith :
borrow 0 t os AND const ant 11 constant (see LDC) 5
Ti m ng: #cl ocks : speci fic menory oper ation j 2
1 tos = constant;
0 ir = *(++ip)

LD (bp+a) ~ load from base page

Operation:-
AW,
S *sp-- = next

next = tos -
Y 10 ,tos.' = (bp+s_ource);'
Encoding:
0100 10aa aaaa
15 source = aa aaaa
Timing:
#clocks specific memory operation
| 3
- 20 | - 2 "sp-- = next

‘next = tos;



1 tos - alu output 10 _ : : . ir -
*(++ip) F. VARBYO#ELS| X o ROU TRY As previously menti one&cﬁ’ﬁéai}@@%%
contains nmeans for 15 encoding four bit nibbles into six bit words for .
transm ssion (encoder of Figure 14) and for decoding six bit words ingg/the

four bit nibbles (decoder of Figure 15). Both the encoder and decoder - use -

hardwired | ogic permtting the conversiggAo be perforned. very quickl{ ijn
both directions. Mdrreover, there is a circuit shown in 20 Figure 16 to

verify that each six bit word received by the cell is in fact a

t hree-of-six code, that is, three zeroes and three ones (Figure - -WO

89/ 04517 _ PCT/ U S88/0388,. O :
~~~~~~ q3) Referring to Figure 14 the register. 14245 illustrated with four
bits of the register containing data t hr oUgh~ Dfa‘("ﬁ’l*‘fgctl‘ﬁ’gg Uis commanded

to encode this data, the resultant six bits wll abe cqupl [ the latch
regi steri 45b. To obtain the conversion shown 5 iog Fi gﬂr'eeg"'*?hg Do bit is
directly coupled into first stage of register 145b and becones EO’ the
encoded bit. Also, the bit D3 is directly coupled into the register and

becones Ed. |Hpclibpi+pliaa r emipaindnBidegtEl’ through E4 are provided by the
l ogic circuits 153 through 150, respectively. Each of these logic circuits

are coupfed to receive Do, (1PODiwith2b @d&re’éé‘éb}-bg?héirﬂb?% bg&%?saétns

ordi nary gates which inplenent the equation shown wt Its respective
bl ock. These . then indexed by TOS) ' .
Operation:
10 - - *sp-- = next; | - . -
next = tos | -
tos = '(*(bp+2p)+offset);
Encoding: |
15 | 011p pOaa aaaa
offset = aa aaaa
-Timing: :
#clocks - specific memory operation
20 . L 5

4 lobyte(ea) = *(bp+2p)
3 hibyte(ea) ="(bp+2p+1) .



equations ar eﬁg%‘ll.r. standard "C' language ( "&' - |ogi cacriiess/o388t
| ogi cal ogical OR) These equations can be inplenented wt h

ordi nary gat es. 15 The decoder of Figure 15 is shown in a simlar

f or mat Uhls time the six bits of the encoded-data are shown in regi ster

142. - decoded four bits of data 'are shown in the registerl45. To

i npl erre he pattern assignment shown ing®4ure 9, the EObit is coupled

directly To the register 145 and becones Do- The Es bit 20 is coupled

directly to the register145 and becones the D3 bit. Logic circuits 154 and

155 provide the bits D2 and D, respectively. Crcuit 154 is coupled to

receive the bits EQ E3, E4 WO 89/ 04517

PCT/ US88/ 03887 and Es while the circuit 155 recei wes Engsth EC}, )ﬁnd E5 (E2
he si X

is not used to provide the Do through D3 bits.) (Sone o
patterns are not used and others are used for synchroni @gnd t hus do -
not require conversion into a data nibble.) The circuits },4 'and 155 are-

constructed fromordinary |ogic-gates and-inplemnment themegwqrég)pgff%ty} :
The synbol " ~ represents the exclusive OR function in the equations. The -
circuit of Figure 16, as nenti oned, verifies that ghe riecai viadeigh X bi t
words do contain three zeroes and three ones. 10 The encoded words are
shown couged fromthe top of stack register 122 into the two full adders,
157 and 158. These adder stages are contained within the ALU 102b. Each

adder recei veSTan(bp+a) store into base page
__.\-/= | )
Operation:
U 10 *(bp+dest) = tos
tos = next;

next = *(++sp)

Encoding:
15 . | 0100 11aa aaaa
.- dest = aa aaaa |
Timing: |
#clocks specific memory operation
20
'3

2 *(bp+dest) = tos;



X, Y and caryr and provides a sum and carry out put pary
adder stageswéragﬂg‘géh coupled to receive one bit of the 1%‘2—’gnc0(¥z(§1§H rd as

shown. (Any coupling of each bit to any input of address 157 and 158 may be"
used.) The carry outputs of the adders 157 and 158 are coupled to t hen/ '
exclusive OR gate 159; the sumoutputs of the adders 157 andi 58 are coupl| ed
to the excl usi ve OR gate 160. The output of the gates 159 and 160 .are @,. '
coupled to the input term nals . of an AND gate 161. If the output of this
AND gate is in its high state the word%a;_the regi ster 102 contains three

ones and three zeroes. O herw se, the output of WO 89/ 04517

PCT/ US88/ 03887. ;~~~~9 the gate 161 is in its |low state (abort condition). '
- The incom ng packets are checked to deternine th t eaw SIX .word is
valid, while it is decoded into the four bit n|b | es /QJTPUT
SECTION 5 A Ceneral The 1/0O section includes a pluraly etxé of (C+I

el enents such as a ranp generator, counter, conparator tcT h are.

interconnected in different confi guratl ons -undergsoft yare J(Q__,_Aﬂ)nt rol .
Exanpl es of this are shown bel ow for the anal og- to- digital o D) and
digital -to-analog (Dto A) operations. These elenments with the| r software
configurabl e interconnections : '

5 ST (bp+p)+a  store indirect |
( TOS into byte addressed by pointer at bp+2p offset by a)

Operation:
10 *(*(bp+2p)+offset)=tos; | . : O
‘tos = next; - | |
next = '(++sp)
- Encoding:
18
011p p1éa aaaa
Offset = aad azaa | ..
_ - Timing:
20 |

#clocks specific memory operation
S



provide great flexilihity for the cell, allowing it to perf [ sks.
The entire 1/ @'9@8(4‘."6‘ ‘is preferably fabricated on the 15 Eéﬂ)‘g%%%& :
whi ch il udes the processor. B. Buffer Section As shown in Figure 10 and
previ ously discussed, each of the cells includes four input/output I/0O
subsectigng; three of the subsections 107, 108, and 109 each have a pair of
| eads, 2@ dentified as Pin A and Pin B. @B fourth subsection 1 10 has a
single "read only" pin 106. Any of the four subsections can conmunicate

wi th any of the four subprocessors. As shown in = WO 89/04517 _

PCT/ US88/ 0388-. 0 Figure 12, this is easily inplenented by connecting the
address bus (ADBUS) and the nmenory bus (MBUS) to each of the four 1/0
subsections. Use of the MBUS through the-register %46 to_the DBUS al oS,
the 1/0 subsections to communicate with the 5 professofoPBE(ERE é&!‘h—p)

Pin A and Pin B can receive and provide TTL | evel gignals .S tki,staLed,, -
In the currently preferred enbodi nent, each pin Ca§ Si nlb'%%ct?gir (?etgp_"'ép*”

approxi mately 40m | |ianps-(except for pin 106).' Al t he.gé +% f) C be
programed to provide an 10 anal og output signal dnd.a g taf LT 0-%anal og
converter is included in three of the 1/0O subsectigns 19‘?,: 408, @0d 109 to
provi de an anal og output on Pin B. An anal og input signal on any'of the Pin

5 _ K | next = *(++sp)

0 ir = *(++ip)
[ ALU Group ]
N\ 10 Operation:

i (rast) {0
: hibyte(i'p) "rp--;

lobyte(ip) = “rp--;

5 ) |
9 pipe = tos; " internal processcr pipeline */
tos = tos op next;
switch (s) { | _
case 0: next = next; /" typical unary op */
20 - case 1: next = ;(++sp): . typical binary 6p '

}



B's can be converted to a digital count since three of tt}, ﬂ%@ﬂgﬁ tions
include A tWOB¥8#RAI ters coupled to these pins. Each 15 %}}!/ | ?‘Igi n A
and Pin B) can operate as a differential anplifier for input signals, .a
differential receiver, and a differential transmitter and a differentig}
vol tage conparator. The I/ O subsections can be 'used to performmany

di fferent functions, fromsinple switch@®fsto, by way of exanple, having
two pin 20 pairs coupled to drive the wi ndings of a stepping notor. The
circuits shown in Figures 17-23 are repeated in. subsections 107, 108 and
109. Those circuits associated with WO 89/ 04517 -

PCT/ US88/ 03887 0 Pin A and Pi-n B (such as the buffer sections of Figure 17)
are not fu{éd}/c R ained in the I/O subsection 110. Only sufficient _
buffering ow data to be read on Pin 106 is needed. Referring to the
1/0 buffer section ofnH gure , t gQi 5 data is coupled to Pin A

t hrough the buffer ‘16 1%“'1 I z]iqloy?tfou?gf;?rﬁg data is coupled to Pin B ' _
t hrough the buffer 164pafd hg+ dat S h/€ control swtch
165. Thi s outgoing da?lg, b)e/ﬁ%y?o?e%@rr%fz,e 'Nsd}f:oup erEilFS%lltP?n A fromthe
register 206 of Figurg 23(1bLonaby @) P08=Bindryggpp 19. The control 10
switch 165 is used to enable outputs to Pin A through the buffer 163, when
enable &\ (EN.A) is high (line 166). Mreover, the switch enabl es the output
to Pin B when -enable B (EN.B) is high '

Op Table:
code . operation - carry state
_-10 00000 - tos + next | arith carry o
- 00001 tos + next + carry arith carry
. 00010 next - tos . arith borrow
00011 | next - tos - carry  arith borrow
.'OO;IOO' | tos - next . arith borrow
15 00101 |
00110 -
00111 -

01000 tos AND next unchanged



(l'ine 167) and enabl es outputs to both pins (w th the out pgr/t$8870888 bei ng
i nverted) whep @9763E RS-485 is high (line 168). .The 15 outgoing anal og
signal to Pin Ais provided through the switch 175 when the enabl e anal og
outpuKH?ignal is high. Incomng signals to Pin A are coupled to one input
termnal of the differential anplifier 169, he other termnal of this

si gnal peceives a reference potenti al (ef§§7’2.5 volts). This '20
anplifiéfja]so i ncl udes the comonly used hysteresis node-to prevent
detection of noise. This npde is activated when the enable hysteresis (Pin
A) signal coupled to anplifier 169 is high. WO 89/ 04517 '
PCT/ US88/ 03887 The out put of anplifier 169 is coupled to a transition
detection circuit é?b Zﬁhich sinp&dsq§ppﬁ§§teach t r ansiunchangesat is, a
zero to one, or on 9 ero. The inputs to Pin B are coupl ed to, one
terminal of a5 dbi?gr@nti al anplihgi XOR Hexthi ch may pachasgeccal to
anplifier 169. The |Tfier 170.-receives the enable hysteresis (Pin B)
signal. The other 'q@rf1to anplifier 170 (line 176) can be coupled to
receive one of several signals. It can receive a DC signal -used fﬁﬁ xthage
conpari sons, a rarrmv»mgh_shal_l- bedpcussed | ater, -10 Uwr@%a 3 in A
for differential. sensing, or a reference potential (e.g., 2.5 volts). The
out put of (§’t he anpl gwp:laﬁbpan be inverUBdhaﬁggdgh t he exclusive OR gate

177 for soOme nodes of operation. A transition detector 172 .is associated
wth the Pin B . -0g1110. : ' "

S, 01111 ~ CRC step.'. D un'ch'anged-
- 10000 asl (TOS) tos7
10001 asr (TOS). - 0
\/ 10 10010  rotate . left(tos) “tos7
40011 rotate right (tos) = tosO -
10100. - - tos S parity(TOS)
10101
10110 o | o
15 10111 ~ 30f6 encode ~ set if not valid -



~inputs, agavo g9m4detect transitions of zero to one or on®CTAS88/0388I5 C.

| /O Counting/Timng Each of the cells includes a timng generator (RC
oscillator) for providing a 16nHz signal. This signal is connected to a
rate multiplier 178 contained in the I/O section (Figure 18). The \

mul tiplier 178 provides output frequencies to each 1/0 20 subsection,~his
multiplier provides a frequency fo equﬁﬂo: fo - 16WnbZ X (LOADE'D,_,/'
VALUE) 216 W) 89/ 04517 _ PCT/ US88/ 03887
o ' ~~~qqg. The | oaded value is a 16 bit word | oaded' -
into a register of arate.-multiplier 178. The rate nultiplier conprises
four 16-bit registers and a 16-bit counter chain. Four logic circuits allow
selection of four1@P0ferent out pght (EQfMal s, one for each 5 subsection. Two "
bus cycles (8 bits each) are used tg |oad the 16 bit words into the'
register of the Y8081l tiplierl87€TQR) can be. seen from the above

equation, a relatjyely w de range.of output frequencies can be generated.
These frequencigis1 é?@yused for %E‘hf} !ﬂfﬁfgyeﬁt functions as will be-

descri bed i ncl udj it 10 "synchronjzation. The output of the nultiplier
178 in each of th'gggabsecti on i§tﬁé{£ulﬁzfgdb¥of4an 8 bit counter 179. The

counter, can be injthal |y | oaded froma counter |oad register 180 fromthe
dat a bL% of the 1ngEH - SWQB] : : - _ o

11101 ~ tos (NOP)
11110 NOT(TOS) L
11111 Sofs-d:ecode h ~
Timing: |
10 | | v
s . #clocks specific memory operation '
1 2 (4) | | |
O (if rmmi) '3 hibyte(ip) = *rp--; )
15 (if ra=t) 2 lobyte(ip) = ‘rp- )
| | 1 tos = alu output .
0 ir = *(++ip) -
0 3 (5) S -
(i ra=1) | 4  hibyte(ip) = *rp--; )
20 | | o -
(it tm=1) 3 lobyte(ip) = “rp-i )

2  tos = dlu output



processors. This register can, for exanple, receive data froma 15
program The count in the counter is coupled to a register 181 and to a
conparator 182. The conparator 182 also senses the 8 bits in a register
183. TRescontents of this register are also | oaded fromthe data bus of the
processors. \Wen a match between the contents in the counter and the
contents of register 20 183 is detected by. conparator 182; the conparator
provi-des an event signal to the state machine of Figure 19 (input to o
mul ti pl exers 190 and 191). The contents of the counter 179 can . WO :
89/ 04517 PCT/ US88/ 03887 ~oo0 be I-atched
into register 181 upon receipt of a sigigl fromthe state nmachi ne (output
of the execution register 198 of Figure 19). The same execution register
198 can cause the counter 179 to be | oaded frdm redtsiRir= 188 \Wen the
counter reaches a.full count 5 (termnal counf) gsi gpa_li%}is coupled to the
-state machine of Figure 19 (input to' nultiplexers 190 and 191). D. 1/0
CONTROL AND STATE MACHI NE Referring to Figure 19,'the processor MUS . _
comuni cates 10quwWhbh j st 185 and 186 both of which perform masking .
functions. Thr eg%%sséggf{afiegér%gi ster 185 control the selection of one of
the five lings coupled to the nultiplexer 190; simlarly, 3 bits of the

regi ster 186 control_the sel ectign of one of the five |ines cou%red to t he
input of the nultiplEiepxchgage ?ﬁ&&&;wﬁt‘\@ﬁ is @ special case of the ALU ops using

the direct data path betWeeh TOS and NEXT. The NEXT register receives a copy

\/ ' of the TOS via a pipeline register, prior to TOS being loaded with the contenls
of NEXT (non-simultaneous transfer). ' ;

- 10 '

. NOP
Y
Opération:
15 ++ip;

Encoding:

| short 0010 1000 0000

~ 20 ' '

long’ 0101 0001 1101



15 the maslwidﬁ -,bggiﬁters 185 and 186 are coupled to a mupdr/elsessgds’. The -
five bits fromthe nultiplexer 187 are coupled' to a register 198. Each of

these bits define a different function which is, -in effect, executed by the
state machine. Specifically, the bits control |oad counter,|atch. count/ '
‘enabl & ranp switch, pulse 20 Pin A, and pulse Pin B. The nulti pl exers 190
and 191 both receive the termnal coun 6i gnal from counter 179 of Fi qurje
18, the conpare signal WO, 89/0451 : '

PCT/ US88/ 03887 O0~~~~~~~~ O from conparat-or 182, the ranp start signal from
the ranp generator 200 of Figure 20, and the transition A and B signals
fromthe transition detectors 171 and 172, respectively of Figure 17. The
one bit oufpwiingsom each of the nultiplexers 190 and 191 5 is coupled to
‘an OR gate: .188" This OR gate is biased in that if an output occurs ;
si mul taneously from both multiplexers 190 and 191, priority is given to

mul tipl exer 190. The output of the nultiplexer 190 controls the nultiplexer
187 with the signal identified #lochkisch event "sp&bifc sngmodry sopesatishored -
in the 3x3 10 first-in, first-out -(FIFO buffer 199. This signal -
i ndi cates which MJUX 190 or 191 has received an event and this: data is
stored along-with the inputs to Pin A and Pin B (Figure 17) in the FIFO
199. THe state ®ddfthe for each of the 1/0 subsections :

(BR +1) | o 0 ir = t(++ip)
long 2 o _' O
-~ 1 ‘tos =tos
0 ir = *(++ip)
10 RET return from subroutine o o

Operation: '

hibyte(ip) = *rp--

15 lobyte(ip) = “rp--
++ip; ' -
Encoding:
20 0101 00111101

Timing:



15 conpri ses [ £1ip-flops connected in series as shepgq: } - 19
within the dot?g?‘*/l&g% 189. The fl i p-flops 194 and 196 recei gg/ﬂf%%&g%

signal whereas. the flip-flops 193 and 195 receive the conplement of this
timng signal. The clocking signal (CLK) is obtained fromthe Q output of
the flip,h\op 194 20 and is coupled to register 198 and FI.FO 199. The
clear si received fromthe O termluﬂcjﬁ flip-flop 196 is coupled to
the register, 198. WO 89/ 04517 [ | | | |
PCT/ US88/ 03887 102C In operation, the masking registers 185 and 186 are
| oaded under software control. The bits fromregister 185, for instance,
cause the selection of one of the input lines to multiplexer 190, for
exanple, termnal count. Then the circuit of Figure 19 waits 5 for the
signal term nal count. Wien the signal term nal count occurs the state
machi ne begi ns operating and the fi#cdolgkss of dat agspegifia epiemhery 18pepation
connected through multiplexer 187 into register 198. The state nachine-
causes an output to occur on one of the lines fromregister 198 causing,
for exanple, a pulse 10 to be generated on pin A Simlarly, a word-in
regi ster 186 can be used to cause, aghin by way of exanple, the counter to -
be | oaded. The flip-flops 203 and 204 are cl ocked by the output of register
198. TheseSflip-flops allow the output signal to bd@ conhibytedip) e gR-gate
208 permts data froma shift register
: . 2 lobvte(ip) = “rp--

KRR - ' | 1 tos = tos
' ' ' ' 0 ir = “(++ip)
[ LITERAL Group ] '

Y 10 | C
Operatioh:' '
tos = tos op constant;
Encoding: | )
15 0101 1ffH cecce
S o o=t
: if (H==0) constant = 0000:cccc
. else constant = cccc:0000
Op Table: | |
20 o

code  operation | carry state



15 206 of Figure 23 to be coupled to Pin A This register is discussed
later. The WOBYPEET 6 bits of the ADBUS are input to ded§ddFS88/938%e /0
‘subsections 107, 108, 109 and 110 of Flgure 12. Two of the bits are used to. .
sel ect a specific I/O elenment and the rest are 20 decoded to control '
operation. The PLA 136 of Figure 11 has generalized outputs 215 connec,t.gd
in parallel to all 1/0 subsections 107, 58, 109 and 110 to select the ABUS
cl ock cycle WO 89/ 04517 9 _ PCT/ US88/ 03887.
0o ' o i 03 for data to be used for controlling
operation of the 1/0O subsections. E. ANALOG TO DIG TAL AND DIG TAL TO .
ANALOG CONVERSI ON 5 - Referring first to Figure 20, the /O subsystem
i ncludes a ranp ner at or 200 ich continually generates ranps of a known
peri od.” The out of the ramp et £RStantyuf f er ed@FIR 0 &RITBuf fer 201 and

- sel ected by sw fych 202. The swijch, as w /)| .be descrihed, .is selected at -
sone count (ti mgq]fol | ow ng the{O_L% N ﬁ%ﬁ\ﬂ?ta%f each r 3y, er@m ‘coupl i ng

t he sane potentj to the capacjtor . j apacitor becones charged and
potential is codpled through buﬁ%tA%g)Zc[oMHfA when the switch 175 is

‘closed. (Switch4l75 is shown in.Eihg ~d 1Theyswi tch 202, capacitor 203,
and buffer 204 gc as a sanpl e gﬁhgtfgorﬁde‘i{%%nl'sﬁe) ' : _

5 '
| Tirriing:
| #clocks'  specific merﬁory-operation u |
2
| 1 tos = alu output
10 - 0 ir=c+p)

F. THREE-OF-SIX CIRCUITRY
As previously mentioned, the ALU 102b contains means for
15 enéoding four bit nibbles into six bit wor_dS for t‘ransmissiori'
(encoder of Figure 14) and for decoding six bit words into the four | _
bit nibbles (decoder of Figure 15). Both the encoder and decoder use
.hardwired logic permitting the_conver’sion to be performed very
quickly in both directions. Moreover, there is a circuit shown in
20 Figure 16 to verify that each six bit word received by the cell is in
‘fact a three-of-six code, that is, three zeroes and three ones (Figure'
9).



15 I n' Figgyg6/0a816everal of the circuit elenments previ POUBUSS8388T bed
have been redraw”"to describe how a digital to anal og conversion occurs and
to show how the circuit elenents of the |I/O subsection can be reconfigured
t hrough_software by the 1/O control" and state machine of Figure 19 to
performdifferent 20 functions: For a di@i®al to anal og conversion an
appropri% frequency (fo) is selected fromthe rate nultiplier. 178 or

count er of WO 89/ 04517 - _

PCT/ US88/ 03887 Figure 18, which corresponds to the period of the ranps

bei ng generated by. ranp generator 200 (Figure 21). A digital value which
corresponds to the desired output analog signal is |oaded into the register
183. Wren a ranp bay'fesringetanﬁgmaa.r‘mstl@manegastars 1dRipsedlustratash wib =~
state machine 189 of Figure 19 (for example, through the nultiplexer 190) = -
and the flip-faurpbjts ofithecsegisier prdainingrdate DO heougbalRst (H.the AkY is
zeroes). The fo signal then counts into counter 179, e.conpar at,or 182

then conparesComunasaeshte encede é@ﬁngéﬁé'YQhem[QFfﬂlﬁigthc,s@ﬁt@_ Wik _.bﬁ)
appl i cd 1 hr ouGRURIRG IBIG,BE 131 GROISBELAERy (TR CHETE. Thet AW ersI gy shown
ot vated g I hathc oacld it R MRS GHUNIBH 78R, el MiaBRBcriter
D s tor 503 Thghy gHd Betbomes Bl tnd ncBdbd"BIt° 288 tHe Bt DS Ys' dfectly
. ~ coupled into the register and becomes E5. Each of the remaining bits
~ E1 through E4 are pro{/ide'd' by the logic circuits 153 through 150,
respectively. 'Each of these logic ciréuits are coupled to receive 'Do',
| | 10 D1, D2 and D3. Each logic circuit contains ordinary gates which
implerhent the equation shown within its respéctive block. These
equations are shown in standard "C" language ( "&" = logical. AND, "I"=
logical NOT, and “|" = logical OR.) These equations can be
implement-ed with ordinary gates.
15 The decoder of Figure 15 is shown in a similar format. This
time the 'six bits of the encoded data are shown in register 142.
— - T'he decoded. four bité of data are shown in the registeri45. To
| implemen_t the pattern assignment shown in Figure 9, the Ep bit is
~ coupled directly to the register 145 and becomes Dp. The Es bit
20 s coupléd directly to the registeri45 and becomes the D3 bit.
Logic circuits 154 and 155 provide the bits D2 and D1,
| respectively.- Circuit i54 is coupled to receive the bits Ep, E3, E4



charged towp B9/048htage which corresponds to the digital POD/USS8/¢E88Ged in
regi ster 183. One manner in which the A-D conversion can be perforned is
shown in Figure 22. The input analog signal is applied to one 20 input
termnal of the differential anplifier 170. The ranp is applied to thgy

other term nal of the anplifier 170. i,ztially, when the ranp is stapted,
the state nmachine 189 causes the WO 89/-04517* U
PCT/ US88/ 0388-7 0- - .1 o5 counter 179 to be

| oaded fromregister 180 (e.g., all zeroes). The counter is clocked at a
~frequency (fo) suitable to the period of the ranps. Wen the transition
detection 172 detects that the potential on Pi-n B and the ranp have the.

sane potenghdl E5 whilel the dircuitctdaetdivesBgs BEneEgoamd iEs (B isowmater
179 to be latched into latch 181. The digital word in |latch 181 corresponds.
to the DC psednto epromd@utneBDo rarebgh Pgobitdi)ng(Sdmenndithe six Bitgi t al
conver si on. : - F 1/0 COVMWUNI CATI ONS 10 As previously
di scussed, pattermssamcrmt usedoapdnothers arehusedufar synehednizationcand
transmt data over -communi cations lines or other links. The cells in a
subchannel thusardovinotdaequire cnavessionr inte aypiadal nipbdet)er mhee@lr@jdlﬁShe
communi cations |ink being enployed, for exarg:) 10K BPS in a noi sy

narsc

envi r ofent 54uandad 55 areocopsiructedntrom or dﬂg&ltg@teﬁr ang r ed

enbodi nent, the cells
" implement the equatxons shown. - The symbol " * " represents the

exclusive OR function in the equations. B
The circuit of Figure 16, as mentioned, verifies that the
- received six bit wofds do contain three zeroes and th.re'e ones.

10 The en_c:oded words are shown coupled'frbm the top of stéck - lU
register 122 into the two full adders, 157 and 158. These adder
stages are contained within the ALU 102b. - Each adder receives an
X, Y and carry input and provides a sum and carry output. These

ordinary adder stages are each ¢oup!éd_ to receive c'ne bit of the
15 encoded word as shown. (Any- coupling of each bit to any input of

~ address 157 and 158 may be used.) The carry outputs of the

adders 157 and 158 are coupled to the exclusive OR gate 159; the

sum outputs of ;hé adders 157 and158 are coupled to the

exclusive OR gate 160. The output of thé gate_s 1.59 and 180 are
20 coupled to the input terminais of an AND gate 161. If the output

of this AND gate is in its high state the word in the register 102

‘contains three ones and three zeroes. - Otherwise, the output of



do not have ci{ppgghaepeill ators but rather rely upon' RC oRET/L&88/0888°The

| atter are not particularly stable and frequency variations occur both with
tenperature and as a result.-of processing variations. Mreover, there is
no syndlyoni zati on 20 provided between cells, thus, each cell nust provide
synchrorngation to the incom ng data inqugg to properly read the data.
One feat ‘of all cells is that they detect and store the WO 89/ 04517
PCT/ US88/ 03887 frequency of the inconmi ng data and when acknow edgi ng a
packet they can transmt at the frequency that the original packet was
transmtted. This reduces the burden on cells to synchronize when they are
recei ving an acknow edgenent, packet. 5 Referring to Figure 23 during
the hunt m)dé,hea@aiﬁo‘lgﬁb!&dﬂi B8 low rstaten(pbast eerdition)ri nthe Hngoming, t he
rate multiptier provides a f&e uenc fo) to the counter 179 and .a nunber
i's | oaded i ntRAGKRYSsAER ¢REC santa t%suf@.emasnsgcgcw Bih werck igevalided

by conparat or 2 gt.,a frequency . correspondj ng to the expected i ncom ng
data rate. Sd@éﬁ?i al§ ,ecﬁ‘ﬂgeqe'%ﬁ?nﬁ‘e dount be ngt@ﬂﬁﬁer 179 is synchroni zed
to the transitions. As indicgted =) i t he processor
continually searches for tra rtL@ﬁghyf6$ahﬁgﬂgiéﬁgpﬁﬁgnqdetectors 171 and
172 of Figure 17. Wen transitions occur, the processor 15 determ nes

whet her tHe transitions occurred before or after the term nal count and

then adj usts Ape__&rewcy (fo) unt i_I the

- The'. /0 section:-includ_es' a plurality of circuit elements
~ such as a ramp generator, counter, comparafor, etc., which are
interconnected in different configurations under software
10  control. Examp.les of this are shown belbw for the analog-to-
digital (A to D) and digital-to-analog (D to A)-’operations. These
elements with their software configurable interconnections -
provide great flexilibity for the cell, allowing it to perform many
tasks. The entire /O section is preferably fabricated on the
15 same "chip" which includes the brocessor., |
B. Buffer Section
— - As shown in Figure 10 and previously discussed, each of the
- cells -includes: four input/output /O subsections; three of the
- subsections 107, 108, and 109 each have a péir of leads, .
20 identified as Pin A and Pin B. The fourth subsection 110 has a
single "read only” pin 106. Any of the fcu_r subsections can

communicate with any of the four sLibpro-cessors. As shown in



term nal %@?9?&&?:’5 at the same tine that the transiti pag/e8e8/g3gssct ed.
This frequ he shifting rate for the shift register 206. (The steps

performed by the processor are shown in 20 Figure 23 as bl ocks 210 and
211.) The nunber | oaded into register 183 provides a phase shift betwge«h
the tine at which transitions occur an& he ideal tine to shift data t he
regi ster WO 89/ 04517 PCT/ US88/ 03887 0
(07. 206. This prevents the shlftl ng of data during transitions._ Not e - '
- counter 179 is reloaded (e.g., all zeroes) each tinme it reaches a term nal

. count. Wen bit synchronization occurs, rate needed for the 5

synchroni zation (16 bit word) is stored within the processor nenory.and -
used to sefFigueetidndhis isregsdycimplementsedoby ccgnngcting mekaddresf whi ch
the'rate was devel op ed This stored bit rate as discussed later is' used in

t he contenhUSn(AB&U &fanqngermemoa! bais MBS tpeeachiof the found/O

mat ched' to the | ast 10 rec ed The co arator output is used as
a shift rasubs@ctions.KUse; Ozﬁ}l‘ﬁt NFQQ&%&EFO%B ﬂ'\ﬂJ regiptenc 4R 10 e, the

data from i s contj.nu i fted through re |ster 20 he preanbl e
to a packebé@tﬁ%ﬁ”ﬁnﬂﬁ 36& b@@f&ﬂﬁ‘ﬁ- Eptg P“F%teslwlgi‘e %l ong 15

t he shi BI ster 206 a @2d the shifting rate adJ usted so that .

synchr |zchr GRESOEKTBERIPES: When the packet beginning flag

Each Pin A and Pin B can receive and provide TTL level
- signals and is tris.tated. lri the currently preferred embodiment, . u
each pin can sink and source -approx'imately 40milliamps. (e'xcept
for pin 106). All the Pin A's can be programmed to provide an
10 analog output signal and a digital-to-analog converter is mcluded o
in three of the 1/O subsections 107, 108 and 109 to provide an
analog output on Pin B. An analog input mgnal on any of the Pm
B's can be converted to a digital count since three of the /O
subsections include A to D converters coupled to these pins. Each
15 pin pair (Pin A and Pin B) can bperate as a differential amplifier
for input signals, a differential receiver, and a differential |
transmitter and a differential voltage comparator. The 1O e
| _su-bsection's" can be used to perform many different functions,
from simple switching to'. by way of example, having two pin
- 20 pairs coupled to drive the windings of a stepping motor.
| - The circuits shown in Figures 17-23 are repeafed in
subsections 107, 108 and 109. Those circuits associated with



appears (ni bblye %P 37401010) the' last two stages of the rp@fgisgs/ode8swi ||
contain ones aAa I's"wi || be 'detected by the AND gate 207. A binary one at

the output of gate 207 ends the 20 hunt node and provides the nibble
synchr daivzati on. When this occurs, the data is clocked out of the shift

regi ster bits) into a data |atch 235 a&d_{fromthere the data can be
cl ocked o the WO 89/04517 '
PCT/ US88 887 O processor and converted into 4 bit nibbles. Another

circuit means is present to detect all zeroes in the shift register 206.
When this occurs, the processor and shift register return to the hunt node.
The nunber-| oaded into register 183 provides a phase shift 5 between the

time at whi chPin drd s Bcésuchras tthe buaHfet seotiwriso ofFigurdal @) iareandt out
of the register 206. This prevents the shifting of data during transitions.
Dat a whi ch i sfully oontaien int ¢bei ¥Q rsubssectionl 1100 tQalyaufficiantst er 205.
(Note only 6 bits representing -a four bit nibble are 10 transferred into
the data regibulieringstg atiowedatabito sbarreachen Riant@6riscaeeded.t he shift
regi ster 206 and shifted out at the shift rate. As nentioned, if the packet
bei ng shifted out Refeedagt 10 dheadidobutiagesection ok Rigure 14t ©WEOiRGponds

hand | 5 b& ngdatiist GOUBIASF 40 Eaf &, tiRUGINtRe PAHBr| 168ne SIBHIAM. ohi {1
rate for the éﬁ?gngirr;ig_t tdla?g i(selczlcahpled to Pin B through the butfer 164 after the
U : _."dat'a passes _thro‘ug'h the /O control switch 165. This outgoing-

data, by way of example, is coupled to Pin A from the register
206 of Figure 23 through gate 208 of Figure' 19. The co'ntrql
o | 10 switch 165 is used to enable ouiputs to Pin A through the buffer
| 163, when enable A (EN.A) is high (line 166). Moreover, the
. switch enables the output to Pin B when enable B (EN.B) is high

(line 167) and enables outputs to both pins (with the output to Pin
B being inverted) when enable RS-485 is high (line 168). The

15 outgoing anlalog signal to Pin A is provided through the switch
175 when the enable analog output signal is high.

- Incoming signals to Pin A are coupled to one input terminal
of the differential amplifier 169. The. other terminal of this
signai receives a reference potential (e.g., 2.5 volts). 'This. |

20 amplifier aiso includes the commonly used hysteresis mode to
prevent detection of noise. This mcde is activated when the

enable hysteresis (Pin A) signal coupled to amplifier 169 is high.



(Not e that WO B9/§4BET 23, data is shown | eaving the regi stRGT/AS8HIBGTPin A
For differential nobdes; the conplenent of Pin Ais driven onto Pin B - and
ot her variations are possible.) 109 G .| VO REA STERS AND RESOURCE ...
SHARI NG Each 1/ 0O subsection has a nunber of registers which have

bi di rectional connections to the MBUS. These registérs are in the I/0O ~,
subsections 107, 108, 109 and.110 of Fig&®e 12. The reading 5 and w iting
of these registers under processor programcontrol configures the 1/0
subsystens for proper operation. ‘Figure 12 illustrates the four 1/0
‘subsections 107, 108, 109 and 110 and shows the connections to the | ow
eight bits of the MBUS and the | ow six bits of ADBUS. Two ADBUS bits sel ect

one of theThauputp@t 16 amplifierntis9his reomleidndof autrariditioar detiecwesd to
" select one of the 1/O control and status registers (described bel ow) of

that subsegiregit: 17Hehivte simplyi detettsoreddte traAsitiin,othat de| ea liet®

control the action of the I/0O.subsections. One line is "Read" and the
ot her lineto pne\Vort ehe Wheerappropriate these lines are active 15 on phase
3 of the clock cycles. The i/Oregisters, functions and bit definitions are
descri bed bel owTherimpuiE® RERB areocoupldd:dobgnenterminat @f ai ne). 20
Event 0 Contiguration Register:register, masking, 185 Figure 19: Bit O:
Upon edent differgirdiali mamplifier 170 which may be identical to amplifier -
 169. The amplifier 170 receives the enable hysteresis (Pin' B)
sigrial. The other input to amplifier 170 (line 176) can be coupled \J
to receive one of several signals. It can receive a DC signal used
for voltage comparisons, a ramp_ ‘which shall be discussed later, |
10 the signal on Pin A for differential sensing, or a reference W
-pofen_tial (e.g., 2.5 volts). The output of the a_-r"n_plifer 170 can be .
inverted through the exclusive OR gate 177 for some modes of
operation.'- A transition detector 172 is associated with the Pin B
inputs, again to detect transitions of zero to one or one to zero.
15 C. /O Counting/Timing -
Each of the cells includes a timing generator (RC oscillator) = ..
for providing a 16mHz signal. This signal is connected to a rate -
multiplier 178 contained in the /O section (Figure 18). The
multiplier 178 provides output frequencies to each I/O

20 subsection. This multiplier provides ‘a frequency fo equal to:

fo =__16MhZ X (LOADED VALUE)
216 ' ' _



Bit 1: Upon' wyaidodsagal e pin B. Bit 2: Upon event Lat chP8THiS88:@888% Bi t
3: Upon event close Ranp switch (nonentary on) 110 Bit- 4: Upon event

Load 8 bit counter BitsS-7: |nput Ml tiplexer: MJX 190, Figure 19. 000
Tr ansi ti_gn on pin A 001 Transition on pin B 5 - 01 0 Termna
Count ev 011 Count Conpare event 1 Ranp start event 10 1 Pin B
conpare t 10. Event 1 Configuration Re ter: nasking register _
186, Figure 19;. Bit 0: -Upon event Toggle p|n A Bit 1. Upon event Toggle
pin B Bit 2: Upon event Latch 8 bit count Bit 3: Upon event close Ranp
switch (nmonmentary on) -15 Bit 4: Upon event Load 8 bit counter
Bl t s5-.7: | nput Mul tiplexer: MUX 191, Figure 19 0 0 O Transition on pin A
00 01 Transi Tihen loadednvalugl i9 a Tk bihavoreh lbadedeinto 28 register of a rated1l
Count Conpare event 1 0 O Ranp start event
: multiplier- 178. The rate muiltiplier comprises four 16-bit
registers and a 16-bit counter chain. Four logic circuits allow
selection of four different output signals, one for each
5 subsection. Tw_d bus cycles (8 bits each) are used to load the 16
bit words into the register of the rate multiplier 178. As can be
seen from the above equation, a relatively wide range of output
frequencies can be generated. These frequencies are used for
many different. functions as will bé déscribed including bit
10 synchronization. |
| The output of the multiplier 178 in each of the subsection
_ is coupled to an 8 bit counter 179. The counter can be initially
loaded from a counter load register 180' from the data bus of the
processors. This i'egister can, for example, receive data from a
15 program. The count in the counter is coupled to a register 181
and to a comparator 182. The comparator 182 also senses the 8
bits in a register 183. The contents of this register are also
loaded from the data bus of the processors. When a match
between the contents in the counter and the contents of register
20 183 is detected by comparator 182; the comparator provides an
event signal to the state machine of Figure 19 (input to

multiplexers 180 and 191).' The contents of the- counter 179 can



101 Pin W BE vent |/ O REG STERS AND RESOURCE SHARid\ﬁLgﬁgﬁgggf
Counter Loa é Counter |oad register 180; Figure 18 Bits 0-7 =

count 30 Wite Cormunl cations Data Qut REgister: data register 205, Figure
23; Bits 0-7 - data Wite Conmunicati ons Oonflguratlon Regi ster: (not\/

shown) 35 (loaded from MBUS) Used to c]: gure the comunications o~
subsystem for . transmt and receive ctions. Sit 0: O = Receive, kl__.-
Transmit Bit 1: NOP Bit 2:. NOP 5 Bit 3: Shift Register enable Bi t

4: Enter Hunt Mode Bit 5: NOP Bit 6: NOP Bit 7: NOP 10 Qutput .

Configuration Register 0: (not shown) (I|oaded from MBUS) Used for setti ng'
anal og and digital p| n configurations.

be latched into register 181 upon receipt of a sagnal from the |

state machine (output'of the execution register 198 of F:gure 19).

The same execution'regis't'er' 198 can cause the counter 179 to be

loadéd'from regis‘_ter 180. When the counter reaches a full count _
5 (terminal count) a signal is coupled to the state machine of

Figure 19 (input to multiplexers 180 and 191).

D. /O CONTROL AND STATE MACHINE
| Referring to Figure 19, the processor MBUS communicates
10 with registers 185 and 186 both of which perform masking )
| functions. Three bits of the register 185 control the selection of
one' of the five lines coup'led to the multiplexer 190; similarly, 3
bits of the register 186 coﬁtrol the selection of one of the five
lines coupled to the input_bf the multiplexer 191. The output of
15 the masking registers 185 and 186 are coupled"to a multiplexer
187. The five bits from the multiplexer 187 are coupled to a
- register 198. Each of these bits define a differeht function which
is, in effect, exeduted by the state machine. Specifically, the
bits control load counter, Iatch count, enable ramp switch, pulse
20 Pin A,, and pulse Pin B. '_ _ '
The multiplexers 190 and 191 both receive the terminal

count signal from counter 179 of Figure 18, the compare signal



Bit 0: Enable gj a.Iog out Bit 1: Enable pin A digital . -
Bit 2. Enable ﬁlbnrhqu ‘ up. Bit 3. Enable pin A pull down BF@*&FS@%&&%

pin B Inversion Bit 5 Enable pin B digital out Bit 6: Enable pin B

pul | up \20 . Bit 7: Enable pin B puildown Qutput Configuration Register |
1: (now sheign) (| oaded from MBUS) Used for enable and conmpare functions. .
Bit O: E e 8 bit counter 25 Bit Conpare pin Bto TTL

reference Bit 2: ~ Conpare pin B to adj.ustaigl D.C reference Bit 3:

Conpare pin B'to Ranp voltage Bit 4. - Conpare pin Bto pin ABit 5 Enable
RS- 485 driver 30 - Bit 6: Enable Input hysteresis on pin A Sit 7:

Enabl e i nput hysteresis on pin 8 Qutput Configuration Register 2: (not
shown) . (| oadeftofn crompdBatdas dBZ,otheetarnpgstant sigrial freml the 3amp Bi t

0:- Execut e, | oad 8 bit counter with value In 8 bit Counter Load Regi ster
112 Bit 1: - Segeperatart 800ogf Figavel 20, and the ransmon A and B signals
| from the transition detectors 171 and 172, respectively of Figure |
17. The one bit output from each of the multiplexers 190 and 191
5 is coupled to an OR-gate 188. This OR gate is biased. in that if an
- output occurs sxmultaneously from both multlplexers 190 and
T ._ 191, priority is gwen to multnplexer 190 The output of the
' muitiplexer 180" controls the. mult;plexer 187 with the signal
identified as "which event”. This signal is also stored in the 3x3.
' 10 first-in, first-out (FIFO) buffer 199. This signal indicates which
| - MUX 190 or 191 has received an event and this data is stored
along with the mputs to Pin A and Pin B (Flgure 17) in the FIFO
189. '
" The state machine for each of the /O subsections -
15 comprises 4 D-type flip-flops connected in-'se.ries as shown in
Figure 18 within the dot_ted line 189: The flip—-flop-s 184 and 196
‘receive the 8mHz signal whereas. the flip-flops 193 and 195
receive tﬁé complement of this’ tirriing signal. | The clocking
signal (CLK) is obtained from the Q output of the flip-flop 194
20  and.is coupled to register 198 and- FIFO 199. The clear signal
reéeived from the Q terminal of flip-flop 196 is coupled to tHe
register 198. | |



Bit 2: Setwpigy/dediy | ogic level 0 Bit 3: Set pin B to Ipggy/rsssngsssd Bit
4: Set pin Bto logic level 0 5 Lower Half of Rate Multiplier Register:

rate multiplier 178, Figure 18 Lower byte of rate multiplier 10 Upper Half.
of Rate Multiplier Register: rate multiplier 178, Figure 18 8 Bit CoRpare
Load Regi ster: .conpare |oad regi ster 1F¢#I gure 18 Byte for conparis 15
'READ REG STERS: (control l'ed by "Read" Read Event FIFO Fl FO 109,/

Figure 19 Bit 0: ‘O=Event 1 occurred 20 1=Event 0 occurred
Bit 1: Pin A level during occurrence of event 'Bit 2. Pin B level duri ng
occurrence ot event Read 110 Condition Register: 25 1/0 Status: Bit

O: Input pin ABit 1: I|nput tp|n BBit 22 1 ranp conpare Bit 3: NOP 30
Bit 4: NOP Bit Sin eparatiomastheatmasking registers 185 and 186 are loaded

under software control. The bits ‘from register 185, for instance;
cause the'--selection of -gh_e of the input lines to multiplexer 180,
for example, terminal count. Then the circuit of Figure 19 waits
5 for the signal terminal count. Whén the signal. terminal count
occurs the state machine begins operatmg and the five blts of
data from. reglster 185 are connected. through multlplexer 187
into register 198. The state machine causes an output to ‘occur on
one of _-thé,-lines from register 198 causing, for example, a pulse
10 to be generated on pin A, Similarly, a werd in register 186 can be
~.used to cause, again 'by:-"w_ay of_example', the counter to be loaded.
The flip-flops 203 and 204 are clocked by the output of
register 198. These flip-flops allow thé output signal to be
controned The OR gate 208 permits data from a shift regxster
15 206 of anure 23 to be coupled to Pin A. Thxs register is
discussed later. -
The low order 6 bits of the ADBUS are input to decoders in A
the /O subsections 107, 108, 109 and 110 of Figure 12.. Two of |
the bits are used to seleét a _sp_eéifi_c I/Q element and the rest are
20. decoded to contral an operation.  The PLA 1=36 of Figure 11 has
generalized outputs 215 connected. in parallel to all /O |
' subsectlons 107 108, 109 and 110 to select the ABUS clock cyc!e



O0-FI FO enpty 8B Ler Latch: register 181, Figure 18 3 L
Byte - ﬁ3y®ﬁmh?@§t’?bns Data Register: . data |atch 235, %‘zgﬂpgagggggia
Byte Communi cations Status Register: (not shomm) (reads onto MBUS) 5

Bit 0: \Receive node: |-data .available In shift register Transnit node:
O=transm atch ready Blt 1: 1=in Hunt Nbde fromFigure 23 =~ WD

89/ 04517. (:j O2PCT/ US88/ 03887 RESOURCE
SHARING In the presently preferred enbodlnent there are five resources
shared anong t he processors. -They are the EEPROM and the four I1/0O5
subsections. A hardware "Senmaphore. Reglster (SR) -and five words in RAM are
used in controlling resource sharing. Figure 30 illustrates how

the. nul tiproc C ng B T, g 12 reads
and i ten Lo TEF BgreCRS Be RRBRMSC R EAng (B8N g1 RROHEP 1, Lo
ldle, Proc.#lg %’ #egnsl0 Proc. #3 or Proc. #4. A processor nmay
|nterrogate a RAM Iocatlon ‘bef ore assi gnnent of resource to see if a

resource is busy. IE,tANALOG TO DIGITAL AND DIGITAL TO ANALOG
’ ~ CONVERSION
5 Referrmg flrst to Fxgure 20, the o) subsystem mcludes a
ramp generator 200 whn_ch_ contmuslly generates ramps of a
) ~ known period.. | The oufput of the._ ramp generator is buffersd_
| _throuQ_h buffer 201 and selected by switch 202. The switch, as
will -be' described, is selected at sofne éou_nt (time) following the
\_ 10 start of each ramp, ,‘_chereby _co_up'ling the same poténtial to the
" capacitor 203. This capacitor becomes charged and potential is
* coupled through buffer 204 to Pin A when the switch 175 is
‘closed. (Switch 175 is shown in Figure 17.) The switch 202,
capaci{or 203, and _buffér 204 act as a sample and hold means. |
15 In Figure 21 several of the circuit elements breviobsiy |
described have been redrann to describe how a digi,t.al to ahalog
~_conversion occurs and to show how the cirsuit elements of the
'_ VO subsectxon can be reconf:gured through software by the I/O
_control and state machine of Figure 19 to perform different |
20 functions. | |

. For a digital to analog cpnversion an ap‘pr’qpriate fre_quency
(fo) is selected from the rate multiplier 178 or counter 179 of



resource | FO89/08537gned it will then access the SemaphoPETHf8L0388755
described below. (Alternately, a processor may, skip the initial RAM

i nterrogation step and check the RAMI tion after it has accessed 15 the
- Semaphore Register). If the resource y busy the processor nust Q_,éar
the Semaphor e Register to "O' and walt to try again. If the resource

"I'dl e" the processor aSS|gns a resource by changing the state of the
Register from"ldle" to "Proc.#x" and then clearing the Semaphore Regi ster
to JO Wen the processor is finished with 20 the resource, clears the RAM
location to *idle". The SRis a one bit hardware register. During phase 3

of its reengetrewscywhich idorresponas. tocAse Pefieesbe'thetraspeeinfe SR In

ti me sequence, this neans that .the processors may access the SR 295 WO

89/ 04517 generated bz ramp generator 200 (Fig W/24§88/N3§@1ta!%!%e0“ one of
four successive clock cycles (e.g., phases). The SR 295 i's nornmally set to’

V. In Fi gwhic®D cqrrespoedsstdﬂthendes&eu eout Utrmw isignak ds oloadead SR 295 .
. Processor #2 is shown accessing the SR recelves a "O' at the
begi nni ng into tthe cregletertm&omNVhenhangamp begmes ntgrecmanmrtstamssg@@led or .
cleared and it sets the aﬁproprl ate RAM | ocation and if it contains "ldle"
the pr5ce980couplﬁd ttbrous ﬂre)cstaﬁetmact'aser 488ngf thiguresd8r {ferand t hen-
"clears" the SR to. he processor found that another processor was
using the exameder etaéeuee medawtlnbexesd%@.) iard pthe: flip-Haps)+ Thisn
"clears" the SRto "0" ent it 10 ‘nmust wait and try agaln Sone

operatlonsc%léﬁﬂrs 5§et%H@thn 9 etoE afr%(?&e%ﬁ?"’es) The fo o
signal then counts into counter 179. The comparator 182 then =~ @

compares the contents of the counter179 wrth the contents of
10 register 183. When the two words are the same, -the compare
| | srgnal is apphed through multrplexer 191 agarn causing the state
machine to be actrvated as rndrcated by "SM1"' 189 and the
switch 202 of the sample and hold means to ¢close. For each ramp
_generated by the ramp generator, the ramp switch 202 is closed :
15 (e.g., for 500 nanoseconds) causmg the ‘capacitor 203 to be
charged to a DC voltage which corresponds to the digital number |
placed in register 183. - - | \J |
One manner in which the A-D conversion can be performed is
shown in Frgure 22. The mput analog srgnal is apphed to one
20  input termmal ot the drfferentrai amplrfrer 170. The ramp is
 applied to the other terminal of the amplifier 170. Initially,
when the ramp is started, the state machine 189 causes the



cl ock cycl es sggdwopspcessor shoul d "assign* the RAM regi sPPET/Gs88/08885ase
the SR 295 while it is using the shared resource. \Wen the processor is

through with its operation using the assigned RAM 15 |ocation it accesses
the SR\again until it finds a "0. It then clears" the RAM I ocation to
"idle" anpd™~clears” the SR 295 to "0". Wh r a processor accesses the SR
295 and f s a"1" it leaves the SR 295 InThe "1" state and nust wait to
try again. In the exanple in Figure 30 Processor #4 is shown as needing a
20 shared resource. It interrogates the SRto find out if it is free. The
processor uses a "test&set" operation and since the SR 295 was al ready ."1"
the test & set operation | eaves the register with a "1". It -~ W 89/04517
PCT/ US88/ 0388zommier rih® wai bealoaded frorm negistemill80 e, tallizegoes).i | The
gets access to the SR 295 and it finds the resource in the RAMword is
"idle". V. PRopOntergs clocked at a frequemcycdfg)esuitakle Noctherperiod af the
typi cal- application the comunicati ons network agggg the cells is lightly

| oaded and t héa@Ws.s Wheneieriransiian detectiomdcostalpctothati®e In the
case of heavy traffic, t network can 10 saturate. A heavy. |load w |
generate col ?/ipﬁtﬁﬂgagﬁd‘ E’SHC@ ABGuthe fammpahRayes %§§m-elﬁ°¥eé1t'rain§lﬂ¢s%tiaéﬁs
continue tp collide, t net wor k ,.can_possi bl.y saturate.-kh ontention
backof f al ori@ﬂﬂhﬁ?@e&g%n%%f%r ‘éf‘Lﬁ Ukltée'sﬁ?ﬁag%r ﬂﬁé fq' ¢ilaicfRe a

longer time peLiodanh YHE. RS SR Wik FEA%EER ' Qi‘“'é@?r&rs%in?ﬁ ' tHe®
v DC potential on Pin _B, thereby providing the a'halog to digital |
conversion. - T o ' ' '
| F - /0 COMMUNICATIONS

10 As previously discussed,--for instance, in conjunction with
Figure 1, each cell can transmit data over communications lines
or othér links. - The cells in a'-s"ubch'anrie’l.trans'mit-data-at the
‘same rate typically determinéd by the 'commuhicaﬁons ‘link bein'g
employed, for example, 10K BPS in 'a."noisy environment such as

15 for power lines. In the currently preferred embodiment, the cells
do not have crystal oscillators but rather rely upon RC
oscillators. The latter are not particularly stable and frequency
variation.s occur both with temperature and'as a result of
prbcessing_ variations. ., Moreover, there is no synchronizatidn '

20 provided between cells, thus, each cell must provide
'synchfonization to the incoming data in order“tb properly read the

data.  One feature of all cells is that they detect and store the



15 traffi read over a long tinme.period, the SWo '
CWbSB({’?& SEP il;g&?]anne'l under

unstable; it w not recover fromsaturation. Access to a S

~“contention conditions is regul ated by two nechani sms, deferring and backlng

off. Deferring is a collision avoi dance techni que used in group 20 :
acknowl edgenents. - Backing off is a tra‘f:f:tc or load leveling technique.

VO 89/ 04317 ~PCT/ US88/ 0388 7 0 @
Hi Deferring consists of counti ng free slots When the nunber of free™
slots that the cell has seen equals the defer count, the cell transmts its
packet in the next available slot. \WWen backing off, the cell increases its
waiting time before 5 attenpting to retransmt a packet t hat has suffered
a collisi osreqaemcyamfutEneomcommg dataaandi whers @acknowledgingea rpaticet of
collisions or retransmissions. The algorithm inplenenting this function.

i s cal | edthey eaokiransinitcab:the ifrequeqeyi that theecoriginal packed wasarri er
~sense nultiple access netho of 10 resolving contention for the

communi catiangsmitedne Thisheeduces| the Hurdem, on celisniei synehramnize |istens
to the communi cations channel, If it hears another cell transmtting, it

wai ts for Whem emektﬂ{ﬁnéﬁcemg an ackeewledgemsalit PR&HAL , a cel |l may
dot o1 fned by (RETREING:AS; Eigiieyen GHANg the hunf méde, an oy 15 15
subsection is hunting for data. Durmg this mode, the rate
multiplier provides a frequency (fo) to the'-"co'unt_e"r 179 and a
number is loaded _into' register _183'from the MBU.S.' Matdhesor_:cm
a‘nd are detected by comparator 182 at a frequency corresponding
10 to the expected incoming data rate. Specifica-lly, the terminal
count of counter 179 is synchromzed to the transitions. As |
mdrcated by the dotted Ime 201, the processor continually
searches for transitions from the transition detectors 171 and
172 of Figure 17. When transitions oc'r:ur- the processor
_'15 '.determmes whether the transitions occurred before or after the
terminal count and then adjusts the frequency (fo) until the |
terminal count occurs at the same time that the transitions ‘are .
detected. This frequency is the shifting rate for the shift
register 206. (The steps performed by the processor are shown in
20 Figure 23 as blocks 210 and 211.) The number loaded into |
register 183 provides a phase shift between the time at which

transitions occur and the ideal time to shift data in the register



. ,on'the. chﬁi@ﬁbm-&% pfeasured in slots, each sl ot being M‘Wf@sa;’ogé?'

nost recently ected receive baud rate (i.e., shift rate) én a cell
del ays -before transmtting, it wai ts an int egral nunber of slots. Wien a
cel | déteécts a clear channel, it 20 may delay and then when it is ready to

transmt, - attenpts to transnit on a-sl ot boundary. If a cell is
transmtt@ a packet that has suffered a;@o]llsmn it delays a tine
period determ ned WO 89/ 04517

PCT/ US88/ 03887 by the backoff al gorlthm Backof f delay is random zed
uniformy over N slots, Nis adjusted by the backoff algorithm Its
smal l est value is 2 and it 'is adjusted upward by the backoff algorithm

before each r ans u 10
aroup acnion BT ENE, SRveius BRC ehiting DITBAI duiAg @anSifong. ONdte, |

set of group bbah@éveﬁwwlislrewueédeeéb ORIt Bersad) &faehenmé qt yeaehes a
acknow edgement. to t he announcer. Wthout .a nethod of arbitrati ng

contention anwgnm@lsecw;movw edgenents, they will:-always collide. To avoid
this problem a built in reservation systemfor group. - acknow edgenents is

used. A listener celWhesebit synghromizatioheocourderafe msdsdifoe the ch sl ot
to use for.its acknow edgenent. 15 G oup nenber 5 will transmt its
acknow eddenesynchrohization f {1 bit oword) |iswstored:ogjthinrthef processogi nal
packet. The result. is that group menber 1 will transmt its.

acknow edgerrememoryhand used to set the transmit frequency when -

Y - acknowledging the packet for which the tate was developed. This
. _ stored bit rate as discussed later is -u_sed“m the contention back-
off algorithm éll'owing slot periods (M) to be matched to the last
\— 10 received bit rate. |
| " The compafafor output is uséd a"s' a shift ratée for a six bit
shift regis’fer 206. jD'uring the hunt mode, il_'_ze data from Pin B is
" continually shifted through register 206. The preambie to a |
packet as shown in Figure 9 (010101-bit synch) is shifted along
15 the shift register 206 and the shifting rate adjusted so that
synchronization/lock occurs. When the packet beginning flag
appears (nibble synch-101010) the last twd stages of the -
. register 206 will contain ones and this will be detectéd by the
| AND gate 207. A binary one at the output of gate 207 ends'the'
20 huﬁt' mode and prdvidéé the nibble synchr_onization. When this
occurs, thé data is clocked. oQt of the shift register (6 bits) into a

data latch 235 and from there the data can be clocked into the



first slot woldopeds1g t he origi nal packet. G oup nmenber tRETW $38/0388Tsmi t
Its acknowl edgenent in the first slot followmng first 20 group nenber's
acknow edgerent. This process continues until the last group menber has
replied to the original packet. If a - WO 89/04517 :

PCT/ US88/ 03887 group nenber does not reply and thus | eaves its reply t
enpty, the next group menber replies 1 e next slot. The contention d
i/O state diagram is shown in Figure 24. The following table sets forth

t he states and-t-hel r descriptions. 5 Contention States State Name
Description "10 O. I dl e Time the slot boundaries Wile | ooki ng
for receive data transitions. 1 - Bit Sync Establish baud rate -
synchr oni zptogessart and: canvetted gnad . 4 2bit nmhles.SyrknoN'vert cirouitt Meeansir t of
packet flag. 15 3 Rev Recei ve the Racket | PG Delay Inter-
Packet GapsDpragenbdpagetect ralbuzreroesem gheeshift cregistest 206e | Whemacket on
t he subchannel (whether 20 this neuron transmtted it or
recei ved ittys eccursaa&lk%fprocemrt and |1shift registen rafurncto shet haintast .

execution of the, backof f al gor.ithm t.he ARQ pr ot ocol
sof tware. Modes. Thﬁnﬂumber 1oadedaing; e wswcﬂga PFPY'H’@SnéxPP‘ﬂs@t shift

B s petwdBA e AikE AP WHIER {AnsifoRS obSlr e’ H3 RE! P%:&Sp‘?c' fied
shift data in and out of the register 206. This prevents the
shifting of data during transitions.’ |
Data - which is to be transmitted is transferred into the data
- register 205. (Note_ only 6 bits representing 'a four bit nibble are
10 transferred into the data._regi'ster 205.) These 6'bif$'are then W
transferred into the shift register 206 and shifted out at the o
shift rate. As mentioned, if the packet being shifted out
repreSehts an acknowledgement, the shift rate corre_spond's to the
rate of the incoming data. If thé outgoing packet on the Ot_h'er, |
15 hand is being sent to several cells, the shift rate is the nominal
shift rate for the transmitting cell. |
(Note that in Fig'ure'_23, data is shown le'av_ing the register
to. oniy Pin A. For differential modes, the complemenr of Pin A is
driyeh onto Pin B - and other varia_tions are possible.)

u‘- 1

.



in bit tinmes). Exeécute the backoff al gorithmto set the backoff slot count.

30, WO 89/ 04517 ' PCT/ US88/ 03887 120
Contention State Transitions State - Event L Action.

Next S{ate 5 0. Idle . A Transitions Detected none . 1. Bit
Sync 0. Idle L. Packet to Xnt " none ' 5. Backoff Delay 1.
Bit Sync B. Sync Achieved “none 2. Byte Sync 1. Bit Sync G.
No Transitions none . 4. 1 PG pghay 10 Byte Sync 2.
Byte Sync F. Hunt Ti neout none - 1. Bit Sync 2. Byte Sync C.
Starting Flag none . 3. Rcv Detected 15 3. Rcv E. Abort
Detected none - : 1. Bit Sync 3. Rcv D. Ending Flag

Set Pckt Rcvd Flag 4. 1PG.Delay 3. Rcv . N. Packet Too Long none .-1.

gackol . 3. Del ay bone & DO REFSTERE anp ResPURGE BHARNG mackorf~ A
Transitions DetectedgacROfS subsectiof: hﬂ a %ﬁ%e?‘rbf registélsWhich have
. badnrectxonal connections to the M__BUS. These registers are in the
VO subsections 107, 108, 109 and 110 of Figure 12. The reading
5 and ‘writing of these regrsters under processor program control
configures the o subsystems for proper operatlon Flgure 12
BN illustrates the four /O subsect:ons 107, 108, 109 and 110 and
' " shows the connections to the low enght bits of the MBUS and the
low six bits of ADBUS Two ADBUS bits select one of the four I/O
10 units and the remammg four bnts are decoded to select one of the
1o control and status registers -(descnbed below) of that
subsection. There are two lines from the PLA 136 of Figure 11 to
control the action of the 1/O: sobseetions ‘One fine is "Read” and ~
the other line is "Write". When appropnate these Imes are actwe_
15 on phase 3 of the clock cycles
| The /O registers, functnons and bit definitions are
described below: |

WRITE REGISTERS: (Controlled by the *Write" Ime)

20 Event 0 Contiguration Register:register, maskmg, 185 Fugure 19:
Bit O: Upon event Toggle pin A
~Bit 1: Upon event Toggle pin B
Bit 2: Upon event Latch 8 bit count
‘Bit 3: Upon event close Ramp switch (momentary on)



6. Xmt | .
6. Xmt H.
Jam Done

Col lision Detected Calculate Backof f Del ay 7. Jam
Xnt Done none 0. Idle 30 7. Jam K.
none 5. Backoff Delay 35 C. COLLI SI ON

"DETECTION In the currently.inplenented enbodi nent. col lision detection
not used. Ordinary ci rcwts can be used to - provide WD 89/ 04517
PCT/ US88/ 03887 Q
cells providing responses as set forth in | EEE802. 3. Upon detecting a
collision, the cell can transmt a jamnm nﬁtor? gnal for one'slot tinme to nmake

sure that all
transmttlng

cell network

collision in the sane slot©

cells on the channel detect

12j this feature with the

e collision. 1t then ceases

and 5 executes the backoff algorithm The backoff al gorithm
adj usts the contention r'andom’ zation i nterval . IEEE802 3 uses the nunber of -

col l'i sions exper| eq%by
may -
al gorithm may use eg

backoff interval. | f the

F. gabc backoff interval. The
E@b" d (r)fthe ceé s backoff
'SP" Irr ed iﬂb‘ Ballful ate the _

tlon it detects a o
1 whi Eﬂ‘# o(s\:ansp Bretries the transm ssion- -

(after the5backoff |ntervap)1° Terminal Count event

10

15

20

25

30

35

011 Count Compare event
100 Ramp start event
101 Pin B compare event

E\)e'rtt 1 Conhgurahon Reglster' masking reglster 186 F:gure 19

Bit 0:

- Bit 1:
Bit 2:
Bit 3:
Bit 4:
Bits5-7:

Upon event Toggle pin A _ _ _u t
Upon event Toggle pin B : '
Upon event Latch 8 bit count

Upon event close Ramp switch- (momentary on)

Upon event Load 8 bit counter .
Input Multiplexer: MUX 191, Figure 19 )
000 Transition on pin A :

- 001 Transition on pin B

010 Terminal Count event

011 = Count Compare. event
100 Ramp start event

101 Pin B compare event

/0 REGISTERS AND nssounce SHARING

8 Bit Counter Load Regrster. Counter load register 180;

Figure 18
Bits 0-7

= -count ' I Ao

Write (:ommumcatwns ‘Data Out REglster. data register 205

Figure 23;

Bits 0-7 . data

Write Commumcations COnfuguratlon Reglster. {not shown)
(loaded from MBUS) ' '

Used to

conhgure the communications subsystem for



For cells without collision détection where a collision 15 occurs, the
celd discovers it when the protocol tinmeout period expires. If a cell is
sending a packet to nultiple destinations (the normal case), it infers a
col lisiveA if at the end of the protocol timeout period, no replies have
been received fromany of the destinations. |If even one reply is received,.
there was no collision 20 -at the transmt pornt and the retransm ssion

t akes place without an increased delay due to backoff. The cell then
execut es the backoff algorithnrjust as it does with collision detection,
usi ng - WD 89/ 04517 111 - PCT/ US88/ 03887 t he
inferred collision count. After the backoff interval, the cell transmts

the packet. Ther ef ongansht daﬁaerse fveb%%ﬁ'ansol |ision"detection and
collision inference gg ond 3 = TF%'A%% takes the cell to 5

di scover that a col lggi qu ccurre D (SZF ALGORI THM The backof f

al gorithmused in thgyc r;re y preferred enbodiment is set. forth in :

| EEEB02. 3 stgndard, gy thunc bk meex R?Emlal backof f. The backof f
interval is an expong t|4aI %Me f e nunber of .colljsions .
(detailed or inferr pe Ias successful transm ssioh. An
exponenti al backof f ¢ r| t gr ves the systemthe stability it needs to
recover from sat uratéﬁn.,con pons. By exponent ially spreading out the |oad
in a saturagsd system the algorithmallows.the systemto recover. :

" Output Conﬁgurahon Register  0: (not shown) (loaded from MBUS)
- Used for setting analog and' digital pin conflguratnons

1 - Bit 0: Enable pm A analog out
. 'Bit 1: Enable pin A digital out ;
: 15 - Bit 2: Enable pin A pullup. .
Bit 3: Enable pin A pulldown
_ : Bit-4: Enable pin B inversion
(N _ Bit 5: Enable pin B digital out
. _ Bit 6: Enable pin B pullup
20 Bit 7: Enable pin B pulldown

Output COnfaguratron Regrster 1: (now shown) (Ioaded lrom MBUS)
Used for enable and compare tunctions.

: Bit 0: Enable 8 bit counter .
25 Bit 1: Compare pin B to TTL reference :
Bit 2: Compare pin B to adjustable D.C reference
Bit 3: Compare pin B to Ramp voltage
Bit 4: Compare pin B to pin A
: Bit 5: [Enable RS-485 driver :
R 30 Bit 6: Enable input hysteresis on pin A .
Bit 7: Enable input hysteresis on pin B

Output Conflguratlon Regnster 2: (not. shown) (loaded from MBUS)
Used for setting pin logic levels,
35 . Bit 0: Execute, load 8 bit counter with value in8 bit
- Counter Load Register



15 Backoff interval in slots - R such that R random nunber |inearly
distributed over the interval: 0 cR<2 EXP [min (10, n)] where n nunber of

“collisions. 20 When a cell has two transceivers attached, it

transmts every packet via both transceivers. Since the transceivers aggess

“different subchannels, they will experience different |oad WO 89/ 04517*

PCT/U888/03887-c0nditions. Each-transceiver is treated as a separate
subchannel and has its own backoff paramgtgers (collision count and backoff{
interval ). The backoff paraneters are .kept' by the cells, one set for each
transmssion. ' 5. The random nunber for the backoff algorithmis
generated by one of two nethods: |. by a pseudorandom nunber generation

al gorithm seeded with the 48 bit cell 1D (guaranteed to be unique as

'd| scussed), 2. by g Ng St CHIM A o2 Nelgizavévall §he | ow order bits when an

‘external event ' iggtdet ecggql iHOA to lo Qeg}gtg are equal in durations to

bit rate of the | gt gecesgg ﬂataato c \ ve‘fafh cell used its internal
bit rate, slot duiggjigns Set! Sin' & %ol | J1t -cel |, E. CONTENTI ON TI MER

Packets t hat have rrultlple routes to a st| natlon may 15 experience a | ong

content i on dol Gey! falf Sof Wafe M :%éwréﬁééssw-ay rife! AliiipriR’ 99s,

si mul t aneously via anot her gﬁ 18
Lower byte of rate multlpher

10 Upper ‘Halt of Rate Mulnpller Register. rate multiplie’r 178.
' Figure 18 . _
8 Blt Compare Load Reguster-'compare load register 183, /
Figure 18 - = _ : :
Byte for companson

B_EA_D__B_E_G_LSIE_B_S. (comrolled by "Read“ lme),

Read Event FIFO: FIFO 199, Flgure 19
Bit 0: 0=Event 1 occurred .
20 . - 1=Event 0 occurred. -
- Bit 1 Pin A level during occurrence of event
Bit 2: Pin B level during_ occurrence of event

15

Read /0 Condition Register- :
.25 I/0 Status: .
Bit 0: Input pin A
Bit 1: lnput pin B
Bit 2: 1sramp compare o : . -_
' Bit 3: NOP - L - _ <.
30 Bit 4: NOP . BT . : -
' Bit 5: 1=FIFO has data
- O-FIFO empty

8 Bit Counter.Latc-h reglster 181. Flgure 18
35 Count Byte



contention delay is allowed to be too long, the | ater packet could arrive
after the destination's receive sequence nunber has cycled back to the sanme
sequence numnber in the packet. A packet-could 20 thus arrive out of
sequence.i t hout the ARO protocol detecting it. To prevent this type of
error, each packet uses the contention timer field (Figure 6) that is -
decr errent ed by the nunber of slots- WO 89/ 04517

PCT/ US88/ 0388. ‘that the packet has waited for contention at each hop in a
nmul ti hop route. Wen the count reaches zenqg3 the packet is discarded. F.
ARO PROTOCOL 5 The cell' uses a sliding wi ndow protocol with a w ndow
size of 1 and nodul o 2 sequence nunbering (equivalent to a stop and Walt _
protocol). The link control mechanismis very simlar to the HDLC

asynchr onous .balGomstunicationsTHRats i Registerdi f datacrlatctbe238, tFigurei 28 1 bit
sequence nunbering i DataaBydé acknow edging 10 packets with the poll/final
bit set, every information packet nust- have an acknow edgenent. Before the

ARQ mechani sm c Qomerknicationy eStatas REgister: epied | S1F8w) bﬁbwen orle MBUS)
broress T st beatlh s R gy oo
ns 0
|i cat The A th
application. e R%gec{;: gn}n'gwgngpﬁro%esh ﬂ@ﬁbt{?’: I's | e

connect . state. The e consi der es of the connect



state. Wen 8 eb transmts a nessage, it waits for a reply from20 the
destinati onVOI§? ‘cel | ‘does not receive an acknow edge®&TYUSB8/AB88

. predefi ned time out period, it assumes t hat the message was |ost and it
transmts the message again. WO 89/04317 - <
PCT/ US88/ 0388. K Two types of packet may be used to carry an :

acknow edgement, an acknow edgenent-only.. packet or an information pangt.
The acknow edgenent is carried |n t he ei ve sequence nunber of the
~packet. The acknow edgenent- 5 only Lgéket has no nessage field and. is
identified by the ACK.command in the link command field,, An information
packet does contain a nessage field and is identified by the I NFO command
in the link command field. Figure 25 is the link |evel ARO state di agram

and al ong RESDUBRCE iSHARINGy ng tabl e, defines.the various ARO states.

State E Event Acti on - - Next State O.
“ldle lesthe cprasedeiyl preferred eBubbdimPernitethere are five resouttes (shamice
Packet to Transmt . Send Packet Cont enti on 15 0
ldle avaongtthaepeooeslsors They aredbesEEa&RQM and the four VOdle 1.
“Contention Packet . Transn1tted Start Ti nmer Wit ACK 2.

wait ABK subsessigns. A hardware "Samgphorer Hggrster (SR) and five words in |
Bul | d Pac‘i?eAM are used |n2controllmg resource sharing. anure 30 illustrates
how the multiprocessors share common resources. .The SR 95 of Figure
12 reads and wntes to bit 0 of the MBUS.. S o u |
Each RAM word will contain one state: idle, Proc.#1, Proc.#2, B
10 Proc. #3 or Proc. #4 A processor may interrogate a RAM location N
| before assngnment of resource to see if a resource is busy. If the v
resource is not assigned it will then access the Semaphore Regrster as |
described below. (Alternately, a processor may, skip the m_rtial RAM
interrogation step and check the RAM location after it has accessed |
45 the Semaphore Regis‘ter). If the resource already busy the processor |
‘must clear the Semaphore Hegister to “0" and wait to try again. If the
‘resource is "ldle" the processor assigns a resource by changing the | u :
state of the RAM Register from "Idle" to "Proc.#x" and then clearing
the Semaphore Register to "0". When the processor is finished with
20 the resource, clears the RAM location to “Idle". | | |
The SR is a one bit hardware register. During phase 3 of its
respective cycle, if .required, each processor may access the SR. In

time sequence, this means that the processors may access the SR 295



2. Wit ACK  Rapkeloabpy Retransnit Retransmit Packet. PCTITS i on
2. Wit ACK  ACK pckt Received or N Stop Tiner % %!BEW

retries 2, Wait ACK Non ACK pckt Received Process Packet 2.
Wait ACK-25 A cell nust store a transnmit sequence nunber for each addressee
W th whogrN conmuni cates. An addressee car%e a cell, a group, or a
control ce.” For receiving, a cell mistSsave V\D 89/ 04517

PCT/ US88/ 03887 t he recei ve sequence nunber of each source fromwhich it:
receives. A source can be a cell, a group, or a control device. Wen a cell

recei ves a nessage, . it checks the CRC on the nessage. If the CRC is not
rassage ol s BAEBLSN SR 'qié?é«irgéﬁgéé‘%aﬁen%cﬁu%ms qugfﬁx'a éééi'nﬁth $Be295
ocei pt of thiS PRy oseﬁh “Bict Biv ot A0 procasSSi #1,8ARCH, are ot
P et onsafdiBHing Vee ot SR EERLCIEBLRHST %2 L dnd " | 2f5eSing' the
saves the seqitficeninbereY8s Ena | atinppBByiEneEE Tl BybeCit kGRS Bathing
b oo SOOGS0 o SbtBRr a
location and if it contams "ldle™ the processor inserts its "Proc. # thus
assigning the resource and then "clears” the SR to "0". If the processor |
found that another processor was: using the shared resource it does not.
| assign its Proc. # and it then "clears” the SR to "0". In -this event it
L 10 must wait and try again. | ’ |
Some operations such as those on the EEPROM may take many

clock cycles so the processor should "assign” the RAM register but

release the SR 295 while it is using the shared resource. When the

processor is through with its operation using the assigned RAM
15 location it accesses the SR again-unfil it finds a *0". - It then "_cle'ars"
: the RAM location to "idle” and “clears” the SR 295 to "0". Whenever a |

processbr accesses the SR 295 and finds a "1" it leaves the SR 295 in

the *1" state and must wait to-try agam

In the example in Figure 30 Processor #4 is shown as. needmg a

20 shared resource. It interrogates the SR to -find- out if it is free. The

processor uses a "t_est&set" operation and since the SR 2985 was

already "1" the test & set op’eratidn leaves the register with a "1". It



messages adgparpedsivi th the cell address (used when conmpgTeEsssyg38gs h
control devices). Cell to cell comunications is via group addresses.

Direct addressing with cell addresses is used for network 20 control
functions. The cell 'will be communicating with a grouping device or netyork
controller in those cases. A cell can hpMg only one conversation at aggiyven
time that uses cell WO 89/ 04517

PCT/ US88/ 03887 addr esses because it has provisions to store only one set of
t hose sequence nunbers. When a control device wi shes to communicate with a-

- cell, it opens communi cations by sending a packet with a connect *5 .
'com"randlnth i nk cotrol field. .That,con |n|tJaI|z t.he uence.
nunbers. F‘Qc‘?él\?@' oPngnzH aﬂﬁ'}End 'HW@W&??M’YW%{" cgeﬂﬁ?

?Sﬂiifiif'i thh SH 25 dn JECE B o 350 B oes, ce'dé%?{}i the

cell a 10 disconnect command. The period of tinme that the cell waits for.
‘an - -acknow edgenent of a nmessage depends on the type of routing used. In
general, the.cell allows enough tie ? Eﬂ) acket to arrive at its
destination, plus protocol proce55|ng Ime In the 15 destination cell and

t he tr%n5| t time for the ref “C‘DRWIGW ml @Eﬂggﬁgknow{ edgenent .

In a typical' application the. communications network among .
the cells is 'Iightly loaded and the célls. will expefience little or u
no contention deiay. - In the case of heavy traffic, the network'_qan o
10 saturate. A heavy load will generate collisions and hence require
- retransmissions. If retransmiss‘ions._'conti-nue to .cdllide, thé
network c¢an possibly saturate. The contention backoff algorithm’ :
* used in the network quickly spreads the traffic over a longer time
- period so that the system can recover --frbm-éaturation. It the |
15 traffic_is- not spread over a Iong'-ti_me period, the system will be
| unstable; it will not recover f'rom' ‘saturation. |
Access to a subchannel under contention cbnditions is \J
regulated by two mechanisms, deferring and backing off.
-Deferring is a collision a\}oidance technique used in group .
20 acknowledgements. Backing oft is a traffic or Ibad' le’vel'ing
technique. |



The protocol tj | iod for nmultihop packets is also inf . J he
W8 Rfoastt PotrRERyostes:

col l'i sion count. N Tn.very noisy environnments, it is nore

the reason.a packet failed to 20 reach its destination in tine is due to a
contentNwon rather than a transmi ssion error. Wien a packet is retried, it

I S assunegel hat the collision count is.anindication of system|oad and the -
WO 89/ 04 ' i{1~7 PCT/ US88/ 03887 1Zc5 expected -
contentiofMdelay for a nultihop packet. The delay period for multihop :
packets is adjusted upward as a function of collision count. The tineout
period is therefore a function of the transm ssion baud rate, the nunber of

Commands contr ol t TRSB5ERG: FBASIATS: At GoUDURG15e8) Sty WWESH A8 BB on
Contains. a1 At eeknaioss it ey ol rRD e adimagHAlS | RisodeTer ok ni® on
(doss. not reqBEne ST eAge Anket i 1, ekt BY AR Bty manas. coom
Connect DI SC VRSA Yfdking off, the cell increases its waiting time before
5 attempting to retransmit a packet that has suffered a collision.
| The ‘amount of this incréase is a function of the number of
. | collisions or ret.ransmiss'ions._ The algorithm i'mplementihg this
“function is called the backoff or contention algorithm..
| - The network uses a carrier sense,rr_i_ultipleh access method of
10 resolving contention for the cdmmu'nicatio_ns channel. When a cell
| is ready to transmit it first listens to the communications -
channel. If it hears anothér cell transmitting, it w;its for a clear
| cha'rinel., Once it detects a clear channel, a cell méy delay before
transmitting. The method of determining that delay is
15 deternﬁined by the cbntention algorithm. -
. Time on the channel is measured in slots, each slot being M
A bits at the most recently 'detecte_d receive baud rate (i.e., shift
| rate). When a cell delays before transmitting, it waits an
integral number of slots. When a cell detects a clear channel, it
20 may delay and then when_ it is ready. to' transmit. it attempts to_l_
~ transmit on a slot bouhdary. If a cell is transmii_ting a packet

that has suffered a collision, it delays a time period determined



Si - Seb dophdgid i zation 20 XND Exchange Net \pormiS8d/a3dien! i es

to Connection Control Comrands CMDR Command reject 25 m

Request Di sconnect Rl _ Request Initialization UA Unnurrbered
Acknowl edge SUsB--r| TUTE S&HEET WO 89/ 04517

PCT/ US88/ 0388, O 129 Only packets W|th the A&

and | NFO commands use sequence nurmber i IJTSTh&E | NFO packet s -have two (-

. sequence nunbers, a transmt sequence nunber and the sequence nunber oft he

- last packet recei ved. ACK packets have both sequenCe nunber fields but the
‘transmt sequence nunber is ignored by the 5 destination.- Packets with
commands’ ot her - than ACK or I NFO are cal | ed unnunbered As packets.
Unnunber edy dbieetiackalf algesithetige Backaff stelayaisl randomized ounifoemiy UA
comand. Unnunbered packets do not, contain a ness field. H CONNECTI ON
'CONTROL yjower N slotsf & dsaadpiated) bNeW%eb%@lﬁDféoa{gﬂﬂﬂtbme We Ismalest | it
nmust establlshaconnetlon w-th the cell B Ehln aconn ction '

consi sts OMalUR; IS & i3n¢ 4t t'ﬁeagélé]ﬁ@ﬁcé‘m ﬁgat@l@” trol.
devi ce anglg eII |nt a known ,state. ,The cognect hon est.abl i sh nt .and

mai nt enan GFSCEGG Eetéagsﬂ'ﬁﬁmc?fb? RAGKEl.ra iR MAXiMMe Y8 dSi n
._softvvage 210,

B. GROUP ACKNOWLEGEMENT PACKE-T CONTEN'TION

- A packet f'rorh a group announcer to a set .of Qroup listeners
will ca.use"each of those listeners to send an acknowledgement. to
10 the announcer. ‘Without a method of arbitkatihg contention among
those acknowledgements, they will always collidé. To avoid this
problem, a built in reservation sysiem for group. |
-acknoWledgemé_nts is used. A listener cell 'uses its 'group member
number to determine which slot to use for its acknowle_dg'ement. |
15 Group member 5 will transmit its acknowledgement in the 5th |
free slot following‘ rec_:eption of the original packet'; The result is
that group member 1 will transmit its acknowledgement in the ' U_‘
first slot fo’llowing'the original packet. Group member two will o
| transmit its acknowledgement in the first slot following first
20 'gr'oup member's ‘acknowledgement. This'process continues until

the last group 'mefnber' has replied to the 'origihal packet. If a



15 - - An anaﬂyg@@n?ffll must establish a connection mnth E g&ﬁggger

cell inits group y when the connections have been establis may the
announcer comunicate with the |listeners. Connections are controlled by a
subset ‘¥ the |ink.control commands. Conmands are issued by a primry
station: g;jecondary station receives .a command and sends a reply to-the 20

primry. a group, the primary statdd I s the announcer. The |isteners
are secondaries. Wien a network control device comunicates with a cell
the control device is. the primary, the cell is the secondary. The link aL
T | iawe WO 89/ 04517.

PCT/ US88/ 0388-. control commands and their responses are shown bel ow. The
| NFO and ACK commands are -ARO prot ocol commands; the rest are connection

control corgnougps membem doesy not spdyrand ythus leave:esmurppﬂ)orslobrempty

Response | NFO ... Informati-on: valid.only in connect
state. | NFdhe next group rmemper sapliesl ind thel pexh sdokinect st ate. |
ACK Acknow edgenent :; use sequence nunpers in pacéet bué do not
updat e r ecei ve sgﬂaeﬁ@@tﬁﬂuﬁ*%rand State diagram '@oﬁhﬁhﬂ‘ r"éj gureséfdt onl'y
by Secondar, nect te RebU| ckt ‘apd sen
di sconngct secondary RD Request E]sconnect dlsconnect t he
secondary. . S o _
| Contention - States
L. \/ |
_ State Name Descnpnon
10 O ldle Time the siot boundanes whxle lookmg for receive data transitions.
1 Bit Sync | Estabhsh baud rate synchromzatxon-w»th recenved signal.
- 2 Byte Sync Wait for the start of packet ﬂag
15 . .
3 Rev Receive the packet R |
4 . |PGDelay Inter Packet Gap Delay Delay for n bit times aﬁer the end of the last
3 - packet on the subchannel (whether .
20 this neuron transmitted it or received it).
5. Backoff  Wait M siots where M was set by the last execution of the
Delay - backoff algorithm or by the ARQ protocol software. .
k/-' 25 6. Xmt Tfansmitapacket in the next siot.” N _
7. Jam  Transmit a jam pattern (all ones) for the jam period (specified
' in bit times). Execute the backoff
algorithm to set the backoff siot count.
30 _ ' '. :

ﬂlr'\ -hguqnnn Y i

abbalhd.h ar:hzi



-Unnunbered ACK CVDR
connect st ate.
PCT/ US88/ (8&Re7

DM

Acknomﬁedgenent 20 CVDR
i n connect state.
initialization:

DM
CONN
CVDR

retry CONNN R 1
- di.sconnect secondary,

di sconnect:

5

10

15

20

25

30

35

wo 89/08xondary Is I n the D sconnect state ACRPCT/US88/03887

Di sconnect Mbde:
N Connect UA
Command rej ect:
Request

send DI SC. 35 DI SC -

Event

0. Idie _A. Transitions Detected
0. idie L. Pa_cket to Xmt
1. Bit Sync B. Sync Achieved -
1. Bit Sync G. No Transitions
- Byte Sync
2. Byte Sync F. Hunt Timeout
2. Byte Sync C. Starting Flag
Detected
3.Rev E. Abort Detected
3.Rev - D. Ending Flag
3.Rev  N. Packet Too Long
4. 1PG Delay M. Delay Done
5. Backoff J. Delay Done .
Delay L o
5. Backoff  A. Transitions Detected
Delay |
6. Xmt [. Collision Detected
. Xmt H. Xmt Done
7 K. Jam Done

. Jam

Commend rej ect:
Rebui | d- pckt and send it again. .
Inl't secondary. disconnect secondary. Connect secondanry,/

Secopggly is In the.di sconnect statqeﬁ)
3

sent only by secondary
RI Request

Unnunber ed -ACK:

sent only by Secondary in connect state
, Initialization:
connect secondary. RD

Init secondary.
Request-
D sconnect UA

. ContentioncjState Jeansitionsby secondary in
Retry DI SC. 40 SUaSTI T JTtS SHEET '

WD 89/0451* .

Action Next State

none - 1. Bit Sync

none 5. Backoff Delay

none 2. Byte Sync

none 4. |PG Delay

none 1. Bit Sync

none 3. Rev __

L et

none 1. Bit Sync :
- Set Pckt Rcvd Flag 4. IPG Delay

none . 1. Bit Sync |
‘none 0. ldle ™~

none’ 6. Xmt

none 1. Bit Sync -

Calculate Backoff
~ Delay 7. Jam

none 0. ldle __

none 5. Backoff Delay /.

C. COLLISION DETECTION

In the currently implemented embodiment collision

detection is not used. Ordinary circuits can be used to provide |



S| : 89/0401¢ Set Initialization CVDR PCT/US88/03881
reject: Sent on?y by secondary In Connect State. Retry SI. UA

Unnunmbered ACK. 5 XND Exchange I D & Network dat a:
This cqmmand is sent only In when the primary Is in the disconnect state.
XND - . Exchange ID & Network dg E% The -secondary sends 10

an XND onse only If It is in the disc rllect state. If it receives an

XND while In any other state, the secondary responds with CVDR.  CMDR
Command reject: sent only by secondary in _>.
connect state D|sconnect secondary; then try * 15

S imary and By : TBshiie Mrh e S vt §%S§n%8§ﬁ%%oéét{fg% in’
connecti on. C, an re st that t.he state of t he’ connecti on
change but th g&[mg ylc!éﬂﬂoge HQ)Q& %r@'@%ﬁ%c & ¢elhFass @&ﬁ?A“d%d to

do 200 T fEHGK YhAPor 4 %ﬁé ob PRl i EicgRDs o ' °
Lt 22 ot ofnatel diet i HRERE! g, r*ﬁé’f“?ﬁe&éﬁé’%“dﬂﬁﬁémﬁﬁ%’ ey
o013 kg pabR g, o SRRl Bsa e
the contention randomization interval. 1EEE802.3 uses the number
of collisions experienced by the packet to calculate ‘the backoff
interval. The cell network may -not always have colhsnon
detection so the cell's backoff algonthm may use the protocol's
10 - inferred collision to calculate the ‘backoff mterval If the cell
has collision detection, it detects a collision in the same siot in
which it occurs and retnes the transm:ssnon (after the backoff
interval).. |
For cells without collision detection Where 'a,collisi'on
15 'dccurs,- the cell discovers it when the prdtbcol timeout period
expires. If a cell is sending a packet to multiple destinations (the
~ nor'm'al case), it infers a collisioh if at the end of the protocol
ti‘medut period, no 'replies have been 'reéeived from any of the
destinations. If even one reply. is rece_ived, there was no -col!ision.
20 at the transmit point and the retransmission takes place v.vithout'
an incréased de‘la-y- due to backoff. The cell then executes the

~ backoff algorithm just as it does with collision detection, using



1. D sconnewO 89/0%\1‘ | gnore | 1. Di SPOTMUSS88/0B887T

- Di sconnect CVDR - Retry DI SC 1. Disconnect 35 2. Wit
Connect UA ".Reset Seq Nuns 3. Connect 2. Wait Connect Fatal
Error or Rl Send S _ 4. Wit Init 2. Wait Connect - Nonfatal erw
RD, or CMDR - Send DI SC . 5 V\bfé Di sc. SUBSTI TUTE SHEET .

89/ 04517 o . PCT/ LTS88/ 03887 2. V\alkL_,/
connect | NFO ACK send DISC5.WDi. 2.. Wait Connect DMARty ON5

W 1C 2. Wit connect XND - Retr.y CNN 3. Wit Connect
2. Wit Connect Ti ec')ut ' ‘Send DI SC 5. V\ait Disc. ne Conn:
rXRF CRetry Wait Connect 3. Conne atal Error or R
Send ‘the mferredmolhssog eintect Atterothet §|aq!;,qft)rmterval the cell :
nt RD, or disc. , DS5 WDsc 10 . ~~~<~~~I gquest o

.WDsc 3. BRe@Its tHE ° packet  SnDM Sd DISC 1 Dsconnect 3.
ConnCt I N O, AC1K Processi : nnect '

XND 1§:s éﬁ?efe@e VBetWepo. coliFipn. dgteghifoand UA

Sond D SC. ca?swngf\f@r%n%fs@ if gy leRath of ik ks, m“@ekef T

4. Vel Ind:scover that a collision has occurred.
- D. BACKOFF ALGORITHM
The backoff algorithm used in the _currendy preferred o
embodimeht.is set forth in IEEE802.3 stan'd_.ar'd, a truncated binary
exponential backoff The backoff interval is an exponential | |
10 function of the number of collisions (detaﬂed or mferred) smce

the last successful transmission. An exponential backoff
_algorithm gives the system the stability it needs .t'o recover from
‘saturation conditions. By exponentially spreading out the load in
a saturated system, the algorithm allows the system to recover.

15 Backoff interval in slots = R such that R = random number linearly
distributed over the interval: ' o
0 <R<2 EXP [min (10,m)] | | v

‘where n = number of collisions. | |
20 ‘When a cell has two transceivers attached, it transmits
every 'packet'.'via both transceivers. Since’ the transceivers access

different subchannels, they will expérieﬁce' different load



4. Wit it _ Q. _ACK Retry Si 4. In|
2ni t RD, CXRi8R %@”I'Retry Si 4. Wait int. bg{m\%ﬁ(o%ﬁ

Ti me out Rer 4. Wait mn S. Vait" disc UA

1. Diségunect 5. Walt disc RI o ;g% Send Sl 4. Wat
mt 5. Wa L disc Fatal error Sen ' _ 4. Wit mont 25

5. Wit Q CMVDR, RD, XND Retry DS C 5. Wait Disc. 5. Wit
D sc : O . ACK - Retry DS C 5. Wit Disc. 5. Wit Disc

Ti me out Ret ~ry DI SC 5. Wait Di sc. SECONDARY STATI ON

CONNECTI ON STATES 30 State Event ' Action

Next State 0. Start - Power- Up Initialization 3. Initiaflz
35 1. Di scomeaditionscodpachk cksansaeiversisnireated as a separateosubehannel

Di sconnect SI received Initjalization L Inlitilize 1 Di sconnect

Fatal' Error and é&aﬁi its own backoff pafameters. (le"lﬁj%mt and keokoft
Send XND - ,Eonngct 4? 1.. Di.sconnect EI

Retry DM mteqval)D stBRnBacket! pareameters are Jkeptt by fhe ceNs.R@Beysw
| . Disconnect ,2. Con Sl received * initlalization 3.
Initialize 45 forzeaégnﬁéé@sm’ss'onu SC recei ved Send UA 11.

mOr el 8ss7 5 ERActdndom numpber fer the backaff alogrithm is generajgd,

| NEG iCKéonneb? ong-gf Ig%i;ﬁéﬂpgﬂ 9" by, 3°Bdeorandom nBmiSér GenrafiBhnec!

. - algorithm seeded wit'h'the 48 bit cell 1D (guaranteed to be unique

~ as d:scussed) 2. by running a counter and saving the low order
bits when an external event is detected. |
v 10 The slots are equal in durations to bit rate of the last
: received data. Note: if each cell used its internal bit rate, slot
durations wo'uld vary from cell-to-cell.
| ' E. CONTENTION TIMER - |
Packets that have multipl'e routes to a destination ‘may
15 experience a long contention delay via one route and a shorter
delay while traveling simultaneously via another route. - If that

contention: delay is allowed to be too long, the later packet could
arrive after the destination's receive sequence number has cycled
back to the same seqhe‘nce number in the packet. A packet could
20 thus arrive out of sequence without the 'AHQ"_‘ protocol detecting it.
- To _prevén‘t this type of error, each packet uses the contention

timer field (Figure 6) that is decremented by the number of slots



2. Connect WO 89/04NK "~ Retry UA 2. ConnBCT/U$S882388%nnect

XND - Send -RD 5. Error 3. Initialize DI SC recei ved
Send UA 1. Disconnect 3. Initialize -~ |INFQO ACK CONN Retry Rl

3. Initialize 3. Initialize S| . Retry UA 3. W/
Initialize 10 3. Initialize... XND Retry RD 3. TN
tnitialize 4. Wait Init. Si received2& Initialization = 3. | nitiakize
Send UA 4. Walt Init | NFO, ACK + » Retry RI 4. Wit Init 1.5
4. Wit Init DIS C,XND,CONN ~ Retry R 4. Wit Int S Error

DI SC recei ved ~Send UA 1.. Disconnect 5. Error rece| ved

LI AL 22 tne badgh ik fRREF Jol bfipBioR & sach hvepa%?ay be
retried Nt ahpqlﬂ\éentméq{ tﬁé“é&ﬁn e&anépggélzhs ’oﬁ{e F@%ﬁa Ee a fatal

error and c lal i zat'on heé™Ce y count and it .-
S |ncreneqa :any reply other than INFO.or ACK is retried. The retry
count is cleare €never a non-retry teply is sent to the-30 - primary

cell. 1. ABORT SEQUENCE A cell tpanaARQ!PROTOEROKet can abort the packet
by 35 transmtting an abort sequence Instead of .continuing to transmt

5 The cell uses a sliding window protocol with a window size
of 1 and._medulo 2 sequence numbering. (equi\gelent to a stop and

wait protocol). The link control mechanism is very similar to the

£3

HDLC asynchronous balanced mode. The principal difference being et

_  that with 1 bit sequence numbering iristead of aCKnowledging
10 packets with the poll/final bit set, every information packet
must have an acknowledgement.
Before the ARQ. mechamsm can work a connection must be
established betv_veen the two communicating .devi'ces (cell or
- network’ control devices). The connection process is described in
15 the "connection” section later in this .ap_plication. The ARQ |
mechanism only operates when the cell is in the connect state.
The ARQ states may be considered as substates of the connect. U
state. | | -
- When a cell transmits 'a message, it waits for a reply from
20 the 'destination' If the‘ cell does not receive ari acknowiedgement.
within a predefmed tnme out penod it assumes that the message
was lest and it transmnts the message agam



WO 89/ 04517 - PCT/ L' S88/ 038 -
| 3LF. ~~~~~~~~~~~~8~9/~%°tlﬁe packet ‘The Abort sequence is a grgéT/L§88/?38|8

12 ones transmtted in succession. A receiving cell identifies an abort
fromtRe /code verifier -of Figure 16. A receiving packet treats any 3 of 6
code violag{ion as an abort. One. result of this is that alink 5 idle
conditioQ&sults in an abort. If. the link is idle (no transitions) for
nore t han bit time, the result is a coq(f&#ol ation. Wien a cell receiving
a packet detects an abort sequence, it d ds the portion of the packet
that it has clocked in and begins searching for a new packet preanble. The
abort 10 sequence is also used for janming after a-collision is detected.
J. SYSTEM'ID Referring to Fi gure 29, thenethod by which the 48 bit system

!s;?s;Zmu?gdSWOml Qstf‘ﬁ’ 9&3%1 ﬁa#%%ﬁ?%?rect sf-g]mté/ﬁ%'ﬁlnet;ag{(ei hgs
LQ?LE?Q??oﬁyoﬁéﬁed‘ﬁLﬁﬁ'ﬁs&Eh? [ AEK Ty wieddeiphiotly dagke Dr 8 L\ )

ones as indicgh tuéhe BtRref Z%eataéﬂifbv?% gni hs ﬁBﬁléé'ﬁP'tﬁb' on.
Then the 16 bit fie of the system DI s ~use CRC cal cul ation
to provide a Jrécléwe fs uiar?@e mpdbefhéf thel fadkét. | S‘Tﬁéoaéﬁmméd@erﬁ'éﬂm\/'
and used as. a preset field ea ch tine a packet CRC i s cal culat ed.

5 only packet has no message ﬂe.ld and. is identified by the ACK

command in the link command field.. An-information packet does

-

.V ~ contain a message field and is identified by the INFO command in
the link command field.
Figure 25 is the link level ARQ state dlagram and. along with
- 10 the following table, defmes the various ARQ states. ..
State . - - Event : . . Aetlon .- . Next State
0. ldle ~  Message to Send . Build Packet ' . 1. idle
0. Idle Packet to Transmit - Send Packet ' 1. Contention
15 0. idle Packet Received - Process Packet: - - 1. Idle
_ " 1. Contention Papkét Transmitted o ‘Start Timer™ - . 2. Wait ACK -
: AN 2. Wait ACK  Timeout , Stop Timer . .. .. T
20 : ~ Build Packet 2. Wait ACK
2. Wait ACK  Packet to Retransmit " Retransmit Packet - .1. Contantion
2. Wait ACK  ACK pckt Receivad or N Stop Timer 0. ldle
o ' - retries o
o5 2. Wait ACK  Non ACK pekt Received Process Packet 2. Wait ACK

‘A cell must store a transmit sequence number. for each
- addressee with whom'if__communicates. An addressée'can be a

cell, a group, or a control device. For receiving, a cell must save

1' m-eul-.--:- - .- --—

a
[ L S
Odban b Ghoid
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fom———— 35 When a packet is to be transmtted once the preset field is:

~ stored, the stored CRC field is coupled to the CRC register. The 16 bit. .

packet CRC field is calculated using this present field and hte other\_y
fields in the packet” used to calculate the packet CRC. (Al 5 fields except -
the contention tinmer field are used.) TRé=other 32 bits. of the system+4D
are transmitted within the packet. When a packet is received, the processor
~calculates a CRC for the received packet by first placing its stored CRC
preset field in its CRC register and then .conputing the packet -CRC (again,

11210, SETTh a8 Bl amB: 4k S B NERIA °T O\
has beet | TREGARILY A 885FE cah oo Bk RegaqBopy 4 wbritet Bvgd. co'T e

V.. GROFI Wh%vhcéeﬁh‘aﬁﬁ?ggg‘ﬁggﬁég& gaéhééllé@ tﬁ 'CRE dR'the and can be

realized with comerci ardware such as a per-sonal conputer.

These conmpunhgssagan he theadRE @ ﬁatwrﬁﬁ te RelIf BoBSt ABt faplyp4s fHenctions

described in the~application .performed by the grouping device. For
exanpl eg t hpeseagebe Mhadicel! pscaiving =yl messagel disd thadkakeig needed t.o

communi cate withthe cells for grouping. Qher functions such as the
generation messhge'sisbguence number. If the sequence number indicates
that this is a duplicate packet, the cell acknowledges the o
~ receipt of the packet to the sender but does not pass the packet u
to the application software. o -
10 The ARQ p'rctoco_l uses a bit that means “this.is a
retran'smis_sion.by‘. the .sénder". -A receiver will not ackndwled_ge. a
duplicate niesSage unless the message h_as,its retransmit bit on. |
The cell saves the-séquence number for the last received message
for each group for which it is a 'listen_er.-_ It has a separate 1 bit
1'5 transmit sequence number and 1 bit receive séquence number for
messages addressed with the cell address (used .when
communicating with control devices). | | . |
_Cell to cell communications is via grOUp addréssesQ |
Direct addressing with cell addresses is used for network
20 control functions. The cell will be'_comrﬁunicating'-'with a
grouping device or network controller in thoée éases.' A cell

can have on’ly' one conversation at a given time that uses cell
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w thin the pacwgtssg/%ﬁ‘}‘b_e generated with well -known program?.c‘?An Af)'% e |l

conputer, for instance, may be used as a grouping device. The 48 bit - -system
I D may \hg stored on a disk; or, 5 a printed circuit card may be provi ded
whi ch engages one of the slots of the Appll@Ti conputer, the card can
contain 3,system I D which is taken froma cell such as cell 232 of Figure
28. As groups are fornmed, the assigned group nunbers, nmenber nunbers, etc.,
can be stored on the disk or stored in an EEPROMon a card. 10 ~ - In
Figure 28, the elenents of a presently preferred groupi ng device are

Il lustrated. They include a CPU 226 which nmay be an ordinary

mi cropr ocessoraddies<ed) berEEY dBites WbbisionsY stefe dnlytonecset ote a RAM
227, ROM 228 and storage neans 229 for storing the systemID. Were a
f1oppy di sk i sthosedselquence apmbets) and program (ot herw se stored i n ROM
228 ) are stored on the disk, with the programbeing transferred to. RAM for
execution. A displ alWWmeana eontrelcdeviseawisiiesatoy comimtunicate omiipl adcelh, t he
CPU. to provide a display to the user, for instance, the display can be
used to providé opens commuenipalinns byt Sending agmacked witheds.connagtboard.
231 is used to allow commands to be entered into the CPU. WO 89/ 04517
PCT/ US88/ 0888 7camenand in Hiolink sonteel figld. cdhatgemmand Haitiadizesoei ng

the sequence numbers. After receipt of that command, the cell

. will_ not. accept r_nes_sages-_add_r.es__s__ed___to_ it (via cell- address) by

~ another control device until the convers_ation._endé. -The

.conversation ends when the control device sends the cell a

10 disconnect command. N o

" The period of time that the cell waits for an -
acknowledgement of a message depends on the type of routih_g o
used. ln general, .'the cell allows enough time‘.fdr the packet tClJ.
arrive-af its destination, plus protocol processing time in the
15 destination cell and the transit time for the return packet
_ carrying the acknoWI_edgément.

The protocol timeout period. for multihop packets is also
influenced by the collision count. Even in 'v_ery noisy o
environments, it is more likély that the reason a packet failed to.
20 reach its déstinafion in time is due to a contention rather than a
transmission error. When a packet is retried, it is assumed that

the collision count is an indication of system load and _thé _



coupled to k through transceiver 233. The cell 23@rigsgppigsf the
gr oupi ng déﬁ?géz and the cell's IDis used by the grouping devices as a

system I D. Typical nessages transmtted by 5 the conputer to the cell are
~shown in Appendi x B, for exanple, the nmessage of assigning the destingtyon
~cell to be an announcer in a desi?nated group is a nmessage generated by .the
groupi ng device. The grouping dev Z2an conmuni cat e directly with the-cel’
~over one of the three pairs of |eads which are coupled to the 1/0 10
subsections or through the select pin which allows nessages fromthe CPU
226 to be read to the fourth 1/O subsection. Thus, a network for sensing,
connunlcatlng and control|ing which has dlstrlbuted i ntelligence has been

o IARECHRH CORTBRTORagelmk Db s Mo Badkel. bERBHOBIAI REriamie kil ed
D g wﬁt it R el B i LT v o
P &éﬁ%#&ggﬂﬁ“@?%ﬁﬂwﬁ abeRBte 4 STBERR A s oes or Packer
Exa”p't?én§m|sqno‘H 'Béﬂdrra?és?ﬂe numﬁ’nﬁ'of':hBBg' Qﬂd the collision
5 count '
G LINK CONTROL COMMANDS
Link control commands control the operatnon of the ARQ protocol andu
the hnk connection process (see next sectxon) The link command field of a

packet always contains a link command

10 Protocol Commane . ' ; By | \«
INFO Information Packet (requires ackn"oWIedg'ement)-
ACK Acknowledgement Only Packet (does not require
' -acknowledgement)
- 15 nection nirol mman
CONN - Connect
DISC Disconnect
S| Set Initialization o | | - )
20 XN\D ~ Exchange Network Data : SR ' s
l ti n
CMDR “ Command reject
25 PRD Request Disconnect
Rl Request. Initialization

UA Unnumbered Acknowledge.

SUBSTITUTE SHEET



3 Restri ct E%E?%’ég G oup Fl oodi ng NOTE: The pack@wt-s@oasaa' I n

cell nmenory bits

ore 3 of -6 encodi ng). A packet on a conmuni cations

subchannel , after .conversion to 3 of 6 code, is 50%|arger. Single Hop
Packet Egrnat: Preanbl e, 16 bits Flag, 4 bits Destination cell Address, 48

bits Cont

ilon Timer, 10 bits Contention Tinmer Checksum 6 bits Hop Count,

4 bits Ragd@dm zer, 8 bits Link Contrql transmt Flag, 1 bit Rcv Seq, 1
bit Xnt Seq, 1 bits Unused, 1 bit Comfand, 4 bits Network Control Routing
Type, 4 bits - 1 (Fully Addressed) Source Cell Address, 48 bits Message, 16
to 512 bits Message Type 8 bits Message Contents, 8 to 511 bits Encryption

Check,

A0

15

20

16 bits
Only packets with the ACK and INFO commands use sequence numbering. The

_'INFO packets have two sequence numbers, a transmit sequence number and

the sequencé number of the last packet received. ACK packets have both

séquehce number fields but the transmit sequence number is ignored by the

destination.

Packets with commands other than ACK or INFO are called unnumbered
packets.' U_nnumb_er_ed packets are _ac_knowle_dged in a stop and wait fashion
via é UA command. Unnumbered packets do not contain a message field.

' H. CONNECTION CONTROL |

Before a control device can commumcate with a cell, it must
establish a connection with the cell. Estabhshmg a connection consists of
initializing the sequence numbers and putiing ‘the control' device and cell
into a known state. The connec_tioh_ establishment and maintenance
p'rdcédures are govefned by state machines implemented in software.

An announcer cell must establish a connectnon with each listener cell
in its group. Only when the connections have been estabhshed may the
announcer communicate wnth the listeners. Connections are controlied by a
subset of the link co_htr_ol commands. Commahds are i_ssued'_ by a primary
station. A'secondafy station receives a command and sends a reply to the
primary. In a group, the primary station is the announcer. The listeners

‘are secondaries.  When a network control device communicates with a cell,

" the control device is the primary, the cell is the secondary. The link

&
-
tw

STITUTE SEST



CRC, 16 bitwo8®o4ss bits WO 89/ 04517 - PCT/US88/03887
PCT/ US88f 03887. Single Hop Reply Fornmat: Preanble, 16 bits Flag, 4 bits

System I D, 32 bits Destination Cel] Address, 48 bits Contention Timer, 10
bits Contention' Ti ner Checksum 6 bits Hop Count, 4 bits Randomi'zer, 8 pits
Link Control Retransmt Flag, 1 bit Rcv Seq, | bit Xnt Seq, 1 bits UnuSed,
1 bit Command, 4 bits Network Contrdl2guting Type, 4 bits . 1 (Fully®
Addr essed) Source CeII Address, 48 bits Encryption Check, 16 bits CRC, 16
bi ts : : '

control commands and their responses are shown below. The INFO and 'ACK

commands are ARQ protocol commands; the rest are connection control

commands.
S5 Primary Secondary Description
Command .~ Response
INFO . 'lnformahon valid only in connect state. S
: : -INFO : Information: valid only in connect state. N
10 . ~ ACK Acknowledgement: use sequence numbers in '
- - packet but do not update receive sequence number
- CMDR : Command reject: sent only by Secondary
- in Connect State. Rebuild pckt and send it agaln
: Rl ~ Request initialization: init ‘secondary. S
15 | | - disconnect secondary. B
. RD - Request Disconnect: disconnect the secondary
DM ' .~ Secondary Is in the Disconnect state
20 ACK : Acknowledgement
CMDR Command re}ect sent only by secondary in
_ - - connect state. Rebuild pckt and send it again.
Rl : Request initialization: init secondary.
_ : . disconnect secondary. Connect secondary.
25 oM Disconnect Mode: Seoondary is in the disconnect
L . state. :
CONN L 'Conneot . - _\J.
- UA Unnumbered ACK: .
30 CMDR _ Command reject: sent only by Seoondary in
. R : connect state retry CONN:
RI : Request initialization: Init secondary.
- ' - disconnect secondary, connect secondary.
35 RD - Request disconnect: send DISC.
DISC o Disconnect
UA _ Unnumbered ACK ' '
CMDR , ‘Command reject: sent only by seoondary in
40 oonneot state. Retry DISC.

 SUBSTITUTE SHEET



Flag, 4 bits wo\89R453/704517 - PCT/US88/03887
PCT/ US88/ 0388-. Mul ti hop Full Address Packet - Format: Preanble, 16 bits
Flag, 4 bits SystemID, 32 bits Next Cell Address, 48 bits Contention
Timer, \10 bits Contention Ti ner Checksum 6 bits Hop Count, 4 bits '
Randomz 8 bits Link Control Retransmt Flag, 1 bit Rcv Seq. 1 bit X
Seq, 1 bi Unused, 1 bit Command, 4 pHis Net wor k Control Routing Type, 4
bits . 1 (Fully Addressed) Cell Addr ess Li st Address Count, 4 bits

Addr esses, 48 - 768 bits Source Cell Address, 48 bits

Si ' . Set lmhahzation
CMDR ' Command reject: Sent only by secondary
_ - In Connect State. Retry Si.
UA _ Unnumbered ACK.

XND _ . : Exchange ID & Network data: This command is.
' : sent only in when the primary is in the
disconnect state. -
- XND Exchange 1D & Network data: The secondary sends
10 - ) "an XND response only if it is in the disconnect
' ~ state. If it receives an XND while in any other
: - state, the secondary responds with CMDR. '
. B .CMDR . Command reject: sent only by secondary in
o/ - ' connect state. Disconnect secondary; then try
15 o _ XND again.

I

The connection state dlagrams of Fxgures 26 and 27 refer to

pnmary and secondary stations. The pnmary station controls the
-'conne_ctnon. The secondary can request that the state of the
20 connection change but the secondary cannot change the connection
unless commanded to do so by the primary station.
.~ PRIMARY STATION CONNECTION STATES
25 State o Event ~ Action _ Next State
W 0. Start Power Up Initialize 4. Wait Init
"~ -1. Disconnect Connect Request Send CONN 2. Wait Connect
30 1. Disconnect Fatal Error or Rl Send Sl 4. Wait Init
1. Disconnect XND Process XND 1. Disconnect
1. Disconnect INFO, ACK Retry DISC 1. Disconnect
1. Disconnect UA, DM ignore 1. Disconnect
3.5 1. Disconnect RD, CMDR Retry DISC 1. Disconnect
© 2. Wait Connect UA o Reset Seq Nums 3. Connect
2. Wait Connect Fatal Error or RI Send Si 4. Wait Init
2. Wait Connect Nonfatal error,
" ' : RD, or CMDR Send DISC §. Wait Disc.

SUBSTITUTE SHEET



Message,

: . K
bits Encryption Check,
- PCT/ US88/ 03887 Mul ti hop Full

4 bits System
Ti nmer,

.Seq,

2.

2.

2.

5 2
3
3.
10
15
20
25

30

OE&BZO‘iﬂlt"s Message Type,
o ‘ 16 bits

CRC,

ID, 32 bits Destination Cell

O bits Contention Tiner
) 8 bits Link Control

Walt ccnnect :

Wait Connect

Wait Connect

Wait Connect

Connect
Connect

; Ccnnect

Connect
Connect _
Connect

. Wait Init

Wait Init

3
3
3
3
4
4.
- 4. Wait Init
4,
4
§
5
§
5
5
§

Wait Init

. Wait ' Init

. Wait dise
. Wait disc:
. Wait dise
. Wait dise

Wait Disc

: Wait Disc

State

0
35

40

NN

45

b b
-

-.—.-‘d‘
. s e

Start

. Disconnect

Disconnect

.- Disconnect

Dis_co.nnect
Disconnect
Disconnect
Co'nn'ect

Connect

Fatal

INFO, ACK
DM

XND

Time 'out

" Fatal Error or m

Nonfatal error,
RD, or disc.

request
DMm:

' CMDR, INFO.ACK
XND

UA

UA recenved

MDR received
INFO, ACK

'RD,  DM,R! XND

Tlme out

Rl
error
CMDR,RD,XND
INFO, ACK
Time out

16 bits Flag, .
Addr ess Reply Format:

ksu 3:9‘2
%??ansmt Flag, 1 bit. Rcv Seq, 1 bit.

RandoT E?[s Unused 1 bit Command, 4 bits Network Control

4 bits

Addr ess,
bits Hop Count,

Send DISC -
Retry CONN
Send DISC

Retry CONN

Send S|
Send DISC

‘Send DisC

ARQ Processing
Send DISC
Send DISC

Send DISC
Retry SI
Retry sI

Retry SI

Retry s

Send S

-Send SI

Retry DIS c
Retry DIS C
Retry DISC

.8 bits Message Contents,

8 to 511

PCIO 888/038417

Pr eanbl e,
48 bits Contention -

~
Aty

4

o » pova

Bkl ¥

hepro cowa

16 bits Fl ag,

bits

- Wait Dise,
Wait Connect
Wait Disc.
Wait Connect

Wait lntt.
Wait Disc.

Disconnect
Connect
Wait Dise. -
Wait Disec.

Wait Dise.
Wait Init
Wait Init
Wait Init
Wait Init

Disconnect
Wait Init
Wait Init
Wait Dise.
Wait Dise.
Wait Dlsc

- SECONDARY STATION CONN ECTION STATES

Event
Power Up

CONN receive_d
Si recewed

E_rror

Fatal
XND _
INFO, ACK

bisc

Sl received °*

DIS C received -

Action

Initialization

Send UA

Initialization
Send UA
Send RI

Send XND
Retry DM
Retry DM

lnitializatnon

- Send UA
- Send UA

N

3..
1

ext State

Initialize

3
. 2. Connect
3.
4
1
1
1

initialize
Wait Init.
Disconnect
Disconnect -
Disconnect
lntti_altzc

Disconnect

“.

P



Routi ng Type, ﬁgbéé,msnl '( Ful |y Addressed) Cell 'Address Li $CT/US88793887
Count, 4 bits dresses, 48 - 768 bits Source Cell Address, 48 bits

Encrypt.ion Check, 16 bits CRC, 16 bits Flag, 4 bits . WD 89/04517 '
PCT/ US88//0388-. Open Fl oodi ng Packet Format: Preanble, 16 bits Flag, 4 bits
System | 2 bits Broadcast Address, 48 bit %gg\l | Zeros Contention Timer,
10 bits ention Timer Checksum 6 bits I—'|oz nt, 4 bits Random zer, 8 .
bits Link Control Retransmt Flag, 1 bit Rcv Seq, 1 bit Xnmt Seq, 1 bits
Unused, 1 bit. S o ' :

Connect  Fatal Error | Send Rl . Wait Init.

2. 4
2. Connect "+ Nonfatal error Send RD S. error
2. Connect INFO, ACK - ARQ Processing 2. Connect
2. Connect CONN ~ - Retry UA - 2. Connect
5 2. Connect - XND ~ Send RD 5. Error
3. |Initialize DISC received Send UA 1. Disconnect
3. ' Initialize INFO, ACK,CONN Retry RI 3. Initialize
3. |Initialize Sl : Retry UA 3. Initialize
10 3. Iinitialize. . XND . ~ Retry RD - - 3. Initialize
4. Wait . Init. S! received initialization 3. Initialize
A _ - Send UA :
. 4, Wait ‘Init - INFO, ACK . Retry RI 4. Wait Init
W 15 4. Wait Init DIS C,XND,CONN  Retry RI 4. Wait Init
5. Error DISC received Send UA 1. Disconnect
5. Error S| received - Initialization. 3. Initialize
. - Send UA '
~ §. Error ~ INFO, ACK " Retry RD 5. Error

CONN,XND

| 25 NOTE:': R.eiries: A reply may be rétried N times. The event that
_causeé- retry N+1 is defined to be a fatal error and causes |
"initialization. The cell maintains ohe retry count and if is
incremented when any reply other than INFO or ACK is retried.- The
N~ ~ retry count is cleared whenever a non-retry réply is sent to the
30 primary cell. o | '

I. ABORT SEQUENCE

A cell transmitting a packet can abort the packet by

35 transmitting an abort sequence instead of .continuing to transmit



Command, 4 bits yvork Control Routing Type, 4 bits - %yggl.ng)
Desti nati of*@8p/0 R&Jdress 48 bits Source Cel|l Address, 4g@g| t's sage,
to-512 bits Message Type, 8 bits Message Contents, 8 -to 511l bits Encryptlon _

Check, 16 bits CRC, 32 blts Flag, 4 bits - "W\ 89/ 04517 \/
PCT/W888/ 0388-. 0 0 3 Open Fl oodi ng Repky
Format: Preanble, 16 bits Flag, 4 bits 3yst em | D, 32 bits Broadcast
Address, 48 bits X Al Zeros Contenti ohe 1 0 bits Contention Tiner

Checksum 6 bits Hop Count, "4 bits Randomi zer 8 bits Link Control

th'e- packet. The Abcrt sequence is a group of at least 12 ones
transmitted’ in successton A recelvmg cell identifies an abort
frc_m the code verifier of Figure 16.' A receiving packet treats any
3 _cf's code vi'o!ati_ch as an abort. One result of this is that a link
5 idle condition results in an abort. If the link is idie (no
transltxcns) for more than a bit time, the result is a code
~ violation. When a cell receiving a packet detects an abort PR
sequence it discards the portnon of the packet that nt has clocked u
- inand begins searchmg for a new packet preamble. The abort
10 sequence is a!sc used fcr jamming after a collision is detected.
| J. SYSTEM ID
Referrmg to Figure 29, themethcd by which the 48 bxt
system ID is used within the packets is illustrated. ‘Thirty-two
~ bits of the system ID shown as field 251 is placed directly into
15 the packet as indicated by the field 255. The remaining 16 bits
are used in the calculation of the packet CRC. Initially, the CRC
register begins with all ones as indicated by the field 252 at .the u
start of the CRC calculation. Then the 16 bit field 250 of the
system ID is used in the.CRC'calcul‘aticn to provide a 16 bit field
20 253. The field 253 is stored in the EEPROM and used as a preset
CRC field ea ch time a packet CRC is calculated. |



Ret ransmt -Fl a

Rcv Seq. | bit Xmt Seq. 1 bits Unus B Faane
“&ﬁ@'f%ﬁ‘ﬁk- .Control - Routing Type, 4 bits - 2&{@8%}938&

Command, 4 bit

L]

Fl oodi ng) Destinati.on Cel I Address, 48 bits Source Cell Address, 48 bits
Encrypt\on Check, 16 bits- CRC, 16 bits Flag, 4 bits WO 89104517 :
PCT/ U888/£3887 144, Restricted Floodi ng Packet Format: Preanble, 16 bits

Flag, 4

S SystemID 32 bits Broadcast Address, 48 bits - Al Zeros

Contentior Timer, 1 O bits Contention Ti qgﬁhecksum 6 bits Hop Count 4
bi ts Random zer, 8 bits

15 -

5
‘U
| - 10
O |
—k/.
20

~should be discarded.

When a -packet is to be tfansrhitted once the presét- field is

_stored, the stored CRC field is coupled to the CR'C register. The 16

bit packet CRC field is calculated using this present field and hte

other fields in the packet used to calculate the packet CRC. (AH

fields except the. conteniion__ timer field aré used.) The other 32

bits of the system ID are transmitted within the packet.

When a packet is received, the processor calculates a CRC

 for the received packet by first placing its stored CRC preset field

in its C-RC'regist'er and then computing the packet CRC (again, the

co'nterition timer '_field is not usecJ). __If the hewly-computed CRC

field does not match the field in thé packet, it is assumed that the

--pa¢ket has been improperly transmitted or that the transmitted

packet, if correct received, has a different system ID and thus

~ VI. GROUPING DEVICE

- The grouping device can take various forms and can be
realized with commercially available hardware such as a personal
computer. . These computers can bé readily programmed to perform
thé various'functioné described in the application- performed by. |
the grouping dévice. -For example, théy can be readily programmed
to 'prdvide the packets needed to communicate with the c_éils for

grouping. Other functions such as the generation of the random



. Li nk Cont gsnmt Flag, 1 bit Rcv Seq, 1 bit. Xnt -Unused
1 bi t. Co ‘ésgzé‘{ﬁl‘s Net wor k Control Routing Type, 4 bi ?6?/‘3‘4' r| cted

Fl oodi ng) Destination Cell Address, 48 bits Source Cell Address, 48 bits
Message, 16 to 512 bits Message Type,_8 bits Message Contents, 8 to 511
bits Encryption Check, 16 bits CRC, 16 jojs Flag, 4 bits WO 89/ 04517,
PCT/ US88/ 0388-. Restricted Flooding Reply Format: Preanble, 16 bits Fag, 4
" bits SystemID, 32 bits Broadcast Address, 48 bits - Al Zeros Contention
Timer, 10 bits S S _ o

.num'oe.r used within the packets can be generated with well-known
programs. . o |
An Apple I computer, for mstance may be used as a.
groupnng device. The 48 bit system ID may be stored on a disk; or,
5 ‘a printed circuit card may b_e provided whlch-engages one of the

slots of the Apple Il computer, the card can contain the system D
which is taken from a cell such as cell 232 of Figure 28. As

groups _are formed, the assigned group numbers. member numbers,
etc., can' be stored on the disk or stored in an EEPROM on a card. -
10- In Figure 28, the elements of a presently preferred grouping o |

device are |Hustrated 'They include a CPU 226 which may be an
ordmary m:croprocessor The CPU commumcates with a memory |
which may comprise a RAM 227, ROM' 228 and storage means 229
for storing the system ID. Where a fioppy disk is used the system
15 ID and program (otherwiSe stored in ROM 228 ) are stored on the
~disk, w'ith the program being transferred to RAM fo'r e.xet.:ution.' .
A display means 230 such as a 6rdinary monitor is coupled .
to the CPU to provide a display to the user, for insfance’. the _
- display can be used to 'provide lists of the groups with their ASCII _ E
.20‘_' names. A keyboard 231 is used to allow commands to be ente}éd
into the CPU.




Contention Timer Checksum 6 bits Hop Count, 4 bits Random 4i nk
Control Retran¥@ ?Wﬂfl'&)g 1 bit Rov Seq, 1 bit Xnt Seq. 1 bi ??r(}m%%%h& bi t
Command, 4 bits Network Control Routing Type, 4 bits . 3 (Restricted

Fl oodi ngy Destination Cell Address, 48 bits Source Cell Address, 48 bits

Encrypti gpCheck, 16 bits CRC, 16 bItS FIa A4 bits WO 89/04517
PCT/ USSS@S-. G oup Annouricenent Packet } 7mat Preanbl e, 16 bits Fl ag, 4

bits System ID, 32 bits Goup Address, 48 bits Contention Tiner,-10 bits

The CPU is shown coupled to a cell 232 with the cell being
_coupled to a network through transceiver 233. The cell 232 is
parf of the grouping" devices and the cell's ID is used by the
grouping devices as a system ID. Typical 'messag'es transmitted by
5 the computer to the cell are shown in Appendix B, for example, the
- 'message of asSigning the destinatioh cell to be ar_i announcer in a
L/ ' designated group is a message generated by the grouping device.
| - The grouping device can communicate directly with the cell over
one of the three pairs of leads which are coupled to the VO
N\ 10 -'subsec_:tions or through the seleét’_ pin which allows méss_ages from
the CPU 226 to be read to the fourth VO subsection.

Thus, a network for sensing, communicating and. contr'olljng

which has distributed ‘intelligence has been déscrib_ed. While in

15 thi's.- applicatiqh a simple example of use of ce!lé in a home' _
environment has been described, it will be obvious to one skilled
in the art that the disclosed invention may be used in numerous |
other applications. Appendix C to this application contains a fist
of some other applications'in- which thé' present invention may be

20 used. | |



Contention. Ti ecksum 6 bits Hop Count, 4 bits Rando Ls Link
Control Ret Wé?'nngtﬁﬁogbhgag 1 bit Rev Seq, 1 b|t Xnt Seq. 1 g‘?ﬁi‘ ﬁﬁ)ég 1 bit
Command, 4 bits Network Control Routing Type, 4 bits - 4 (Goup Fl ood| ng) -
Sour ce I\/Errber Nunber, 8 bits Destination Menber Nunber, 8 bits, (O -
~broadcast) Message, 16 to 512 bits I\/E§% Type, 8 bItS Message Contentss 8
to 511 bits Encryption Check, 16 bits 16 bits Flag, 4 bits WO '
89/ 04517 : PCT/ US88/ 03887 1y7 Goup -
Announcenent Reply Format: Prearrbl e, 16 bits

Appendix A, Packet Examples

Routing Types fcr Packet Exampies
1 Fully Addressed

2 Open Flooding

3 Restricted Flooding-

4 Group Flccdmg

NOTE: The packet sizes are in cell memory bnte (before 3-0f-6
encoding). A packet on a communications subchannel after conversion -
to 3of 6 code is 50% !arger

Single Hop . - - I
Packet Format: o o | .

. Preamble, 16 bits '
Flag, 4 bits _ N , -
Destination cell Address, 48 bits I o w
Contention Timer, 10 bits : | o
Contention Timer Checksum, 6. blts
Hop Count, 4 bits
Randomizer, 8 bits
Link Control
Retransmit Flag, 1 bit

. Rev Segq, 1 bit

~.Xmt Seq, 1 bits
Unused, 1 bit
Command, 4 bits : - | - .
Network Control . . o .
Routing Type, 4 bits =1 (Funy Addressed) : |
Source Cell Address, 48 bits
‘Message, 16 to 512 bits
Message Type, 8 bits

- Message Contents, 8 to 511 bits
Encryption Check, 16 bits
CRC, 16 bits
Flag, 4 bits



Flag, 4 bits stenllD 32 bits G oup Address, 48 bits Con

bits Cbntenthﬁ ‘Checksun1 6.bits Hop Cbunt 4 bits Rgﬁg@#??%ﬂé b t
Li nk Contr ol Retransn1t Flag, 1 bit Rcv Seq, 1° bit Xnt Seq, | bits Unused
1 bit ngnand 4 bits Network Control Routing Type, 4 bits . 4 (Goup

Fl oodi n Sour ce Menber Nunber, 8 bits j nati on Menmber. Nunber, 8 bits

Encrypt §on) Check, 16 bits CRC, 16 bits 2 , 4 bits WD 89/04517

_PCT/US88F03887 Probe Packet Fornat Preanble, 16 bits :
Single Hop |

Reply Format:
Preamble, 16 bits
Flag, 4 bits
System 1D, 32 bits
Destination Cell Address, 48 bnts
Contention Timer, 10 bits -
Contention Timer Checksum, 6 bnts
Hop Count, 4 bits
Randomizer, 8 bits
Link Control
Retransmit Flag, 1 bit
SO Rcv Seq, 1 bit
Xmt Seq, 1 bits
Unused, 1 bit
Command, 4 bits
.. Network Control |
N Routing Type, 4 bits = 1 (Fully Addressed)
- Source Cell Address, 48 bits
Encryption Check, 16 bits
CRC, 16 bits
Flag, 4 bits



Fl ag,

Cont enti on

4 bit - D, 32 bits Broadcast Address,
ikﬁ%ﬁb‘l bItS Contention Tiner Checksun1 6 bi

¥é§ /§§§£5

bits Random zer, 8 bits Link Control Retransmt Flag, 1 bit Rcv Seq 1 b|t

Xm Seq. 1 bits Unused, 1 bit Conmand, 4 bits Network Control
4 bits - 3 (Restricted Fl ooding) Desti
_Cell Address, 48 bits Message, 49 to 7 Its Message Type
Cont ent s,

bits Fm_?ggégblpgu Adm)egg/ 04517

*PCT/U

Packet Format:
Preamble, 16 bits

‘Flag, 4 bits -

System ID, 32 bits
Next Cell Address, 48 bits
Contention Timer, 10 bits

Contention Timer Checksum, 6 bits

Hop Count, 4 bits
Randomizer, 8 bits
Link Control N
Retransmit Flag, 1 bit
Recv Seq, 1 bit

Xmt Seq, 1 bits

- Unused, 1 bit

Command, 4 bits
Network Control

‘Routing Type, 4 bits = 1 (Fully Addressed)
Cell Address List -

Address Count, 4 bits
Addresses, 48 - 768 bits
Source Cell Address, 48 bits
Message, 16 to 512 bits
Message Type, 8 bits
Message Contents, 8 to 511 bits
Encryption Check, 16 bits
CRC, 16 bits

- Flag, 4 bits

on Cell Address,

Routing\Iype,
48 bits Sour
8 bits Mess
48 to 768 bits (Route List) Encryptlon Check, 16 bits CRC, 16

ge. .



Probe Reply Format: Prganbl e, 16 bits Flag, 4 bits System| 'g3887T
Broadcast AddrQ8YMS1Eits = Al Zeros Contention Timer, F%T&%agdr??eﬁtion

Ti mer Checksum 6 bits Hop Count 4 bits Randomi zer, '8 blts Li nk Contr ol
Retransmt Flag, 1 bit Rcv Seq, 1 bit Xnt Seq, 1 bits Unused, | bit-
Command, i ts Network Control ‘Routing e, 4 bits .3 (Restricted

Fl oodi ng stination Cell Address, 48 bits Source Cell Address, 48 bits
Message Fi el d, Message Type 8 bits Message contents, Route Li st Encryption -

Check, 16Mhﬁmog?¢u|16AaukésEI ag, 4 bits
_ Reply Format:
Preamble, 16 bits '
Flag, 4 bits
System 1D, 32 bits
Destination Cell Address, 48 bltS
Contention Timer, 10 bits
Contention Timer Checksum, 6 bits -
Hop Count, 4 bits
Randomizer, 8 bits
Link Control '
Retransmit Flag, 1 bit -
N - Rev -Seq, 1 bit
o Xmt Seq, 1 bits
Unused, 1 bit
- Command, 4 bits
Network Control
.  Routing Type, 4 bits = 1 (Funy Addressed)
Cell ‘Address List :
Address Count, 4 bits
Addresses, 48 - 768 bits
Source Cell Address, 48 bits
- Encryption Check, 16 blts
CRC, 16 bits
Flag, 4 bits



WD 89/ 04517

PCT/ U888/ 0388, 150 Broadcast

~ Command Paci® 89M497: Preanble, 16 bits Fl ag, 4 bits Sys?gmtl‘ﬁ /a3885; ¢ 5
Broadcast Address, 48 bits . Al Zeros Contention Timer, 10 -bits Contention
Ti mer Checksum 6 bits Hop Count, 4 bits Random zer, 8 bits Link Cont rQ) '

Retransmt Flag, 1 bit Rcv Seq, 1 bit Xptg,Beq. 1 bits Unused, 1 bit v

Command, 4 bits Network Control Routing Type,

4 bits . 3 (Restricted

Fl oodi ng) or 2 (Open Fl ooding) Source Address, 48 bits Message, 16 to 512

_b| ts MgypageFibuding8 bits Message Contents,
_ : Packet Format: '

Preamble, 16 bits

" Flag, 4 bits B

System D, 32 bits

Broadcast Address, 48 bits = All Zeros
Contention Timer, 10 bits |
Contention Timer Checksum, 6 bits
Hop Count, 4 bits

Randomizer, 8 bits

Link Control

Retransmit Flag, 1 bit

‘Rev Seq, 1 bit

- Xmt Seq, 1 bits

Unused, 1 bit

Command, 4 bits

Network Control

Routing Type, 4 bits = 2 (Open Floodmg) -

Destination Cell Address, 48 bits
Source Cell Address, 48 bits
Message, 16 to 512 bits

Message Type, 8 bits '
Message Contents, 8 to 511 bits
Encryption Check, 16 bits

CRC, 32 bits '

Flag, 4 bits

8 to 511 bits



Encryption GW ts CRC, 16 bits Flag, 4 bits Broadc®CT/T886A3R8 Repl y
Format: NO REPL 9/6‘%’/% 89/ 04517

PCT/ US88/ 03887 j51. Appendi x B - Message Types Probe Function: Deternine
.the begt route fromthe announcer to the I'istener. Source: G oup Announcer
Addr ess e: Cell Routing Method: Restrlit¢fAd Fl oodi ng Message Type: 2

( Number ? 8 bit field) Message Content: Address Count (1 byte), (nunber
of ‘cell 1Ds in probe packet - this is the nunber of cells rebroadcasted
packet) ADgenasBldodihgProbe Result” Function: report the address |ist in the
first probe packet RegfyVFgrmatt he- dest’ination Cell. Source: Cell o

.preV|_ ouslp(reaémb?éls%'tyltg Probe nessage. Address Type: Cell
Flag, 4 bits -
‘System 1D, 32 bits .
‘Broadcast Address, 48 bits = All Zeros-
Contention Timer, 10 bits
Contention Timer Checksum, 6 bits
-~ Hop Count, 4 bits
Randomizer, 8 bits
- Link Controi
Retransmit Flag, 1 bit
- " Rev Seq, 1 bit
N\ Xmt Seq, 1 bits
Unused, 1 bit
Command, 4 bits
Network  .Control: :
Routing Type, 4 bits = 2 (Open, Floodmg)
Destination Cell Address, 48 bits -
Source Cell Address, 48 bits
Encryption Check, 16 bits
CRC, 16 bits
Flag, 4 bits



Rout i ng Newg /di@&:.rl cted Fl oodi ng Message Type 3 MesspQe/USpayeIssT
Addr ess Co ?1 byte) Address List Assign G oup. Announcer Function:
Assign the destination Cell to be an announcer in the. designated group.
Source: Gouping Device Destination: Cell Address Type: Cell or G oupy/
Member Routing Method: Restricted Flodgipg or G oup Flooding Message Type:
4 Message Content: G oup Nunmber, Member Nunber Deassign Group Announcér
Functi on: Deassign the destination Cell fron1serV|ng as an announcer in fhe
desi gritestrigtedipFisoding:: & oupi ng Devi ce WO 89/ 0451. '
PCT/ US88/ 03887 Dﬁamt thmaﬁnouncer Cel | Address Type: Cell or Group
anber e« Restricted Flooding or Goup Flooding Message Type
5 Nbs%?g egt none Assign Group Listener Function: Assign 'the

on

desti to be a l'istener in the destinated
stem |ID, 32 bits

Broadcast Address, 48 bits = All Zeros
Contention Timer, 10 bits
Contention Timer Checksum, 6 bits
Hop Count, 4 bits
- 'Randomizer, 8 b:ts
‘Link Control
 Retransmit Flag, 1 bit
Rev Seq, 1 bit | - | ,
Xmt Seq, 1 bits | S >
Unused, 1 bit
Command, 4 bits
- Network - Control L . : :
Routing Type, 4 bits = 3 (Restricted Flooding) : . )
Destination Cell Address, 48 bits ' - - - |
- Source Cell Address, 48 bits
Message, 16 to 512 bits
Message Type, 8 bits
Message Contents, 8 to 511 bits
Encryption Check, 16 bits
CRC, 16 bits
Flag, 4 bits



group. Source: Gouping Device Destination: Cell Address Type. ' -
G oup Menber - WR@9IM4g1ket hod: Restricted Fl oodi ng or G oup m&%ghgw%‘ssage
Type: 6 Message Content: Group Nurmber, Menber Nunber Deassign G oup

Li stengr sFunction: Deassign the destination Cell fromserving as a-listener
in the deaj gnated group. Source: Groupi nfiyfBvi ce Destination: Listener Cell
Address Qypge: Cell or G oup Menber Routing Method: Restricted Flooding or
G oup Fl oodi ng Message Type: 7 Message Content: none Assign G oup Repeater

Funct i on: Agg_lg@%h degtination Cell to be a repeater in the designated
group. Scﬁ @:%3 |ce Destination: Cell Address Type: Cell or
G oup Menber Routin M&stricted Fl oodi ng or Group Fl oodi ng Message
Type: 8 I\Eléem'glbl@pnt&nbttseroup Nunber, Member Nunber Deassign Goup - ,
Repeat er F]agcta.ob,tsDeasm gn the desti natl on OeII from servi ng as a repeat er
- System ID, 32 bits :
 Broadcast Address, 48 bits = All Zeros
Contention Timer, 10 bits
Contention Timer Checksum, 6 bits
Hop Count, 4 bits
Randomizer, 8 bits
- Link Control
Retransmit Flag, 1 bit
U Rev Seq, 1 bit -
Xmt Seq, 1 bits
Unused, 1 bit
. Command, 4 bits
: - Network Control '
« -~ Routing Type, 4 bits = 3 (Restncted Floodmg)
' Destination Cell Address, 48 bits
Source Cell Address, 48 bits
Encryption Check, 16 bits
CRC, 16 bits
Flag, 4 bits



the desi gnaweuB9043k% Source: G oupi ng Devi ce Desti nati orPCTE68%/0R88eat er
Cel | Address Type: Cell or G oup Menber Routing Method: Restricted Flooding
or Group Flooding WO 89/ 04517 :
'PCT/ US88/ 03887 Message Type: 9 Message daqﬂceht none Assign Repeat er u
Function: Assign a Cell to act as a repeater. Used to assign Cells that Yar e
not normal ly all owed to be a repeater, i.e. a Cell with one transceiver on
a nonrg at ed ,medi um Control device Destination: Cell Address
Type: ORFPU Roﬁﬂ % FuIIy Addressed, Open Fl oodi ng, Restricted .
Fl oodi ng I\/Essage Qnmat ge Content: none Shutup Function: Broadcast
messagePreairibie, a16 bdlsl S .to stop transnmitting until comanded to resune.
Source Flagt gobitgevi ce- Destination: Cells Address Type: Broadcast. or Cell

System D, 32 bits :

Group Address, 48 bits

Contention Timer, 10 bits

Contention Timer Checksum, 6 bits

Hop Count, 4 bits.

Randomizer, 8 bits

Link Control _

Retransmit Flag, 1 bit

Rcv Seq, 1 bit . - _ : : -

Xmt Seq, 1 bits - : o - o J

Unused, 1 bit ' R R

Command, 4 bits

Network Control -

Routing Type, 4 bits = 4 {(Group Floodmg) .

Source Member Number, 8 bits ' - b

Destination Member Number, 8 bits, (0 = broadcast) | :

Message, 16 tc 512 bits : :

Message Type, 8 bits

Message Contents, 8 to 511 bits

Encryption Check, 16 bits

CRC, 16 bits

Flag, 4 bits



Routing Methogiq Eé}iﬁ%i‘et ed Fl oodi ng or Open Fl oodi ng MessageTiypes/03887
Message Content: none heport your 1 nput Function: Command a Cell to report

its input. Source: Cell or Control Device Destination: Cell -Address Type:
Any Routing Method: Any Message Type: 1ﬂbssage Content: |nput number
(byte). ort your Qutput Function: Co nd a Cell to report its output.
Sour ce: trol Device or Cell Destination: Cell Address Type: Any Routing
Met hod: Any Message Type: 13 Message Content: CQutput nunber (byte). '
Downl 0adGroupcAgapgusement | : - PCT/ US88/ 03887 -
Function: Downl oad Repiy &ormate Source: Control Device Destination: Cell
| Preamble, 16 bits | L
Flag, 4 bits
- System 1D, 32 bits
Group Address, 48 bits
Contention Timer, 10 bits
- Contention Timer Checksum, 6 bits
Hop Count, 4 bits :
Randomizer, 8 bits
Link- Control
Retransmit Flag, 1 bit
- Rev Seq, 1 bit
(_ Xmt Seq, 1 bits - -
- Unused, 1 bit - - _ Lo
Command, 4 bits | - -
'Network Control ‘
Routing Type, 4 bits = 4 (Group Flooding) -
Source Member Number, 8 bits
Destination Member Number, 8 bits
- Encryption Check, 16 bits
CRC, 16 bits _
Flag, 4 bits



Address Typwo g97943kwuti ng Met hod: Any Message Type: 14 MPCIAGB88&088%Nt :
Address, length, code Set communci ati on paraneter Function: Set a
Communi cation Paraneter. in the Cell Source: Control Device Destination:
"Cel | Address Type: Any Routing Methodys®ny Message Type: 15 Message
~ Content: Paraneter nunber, value Announcement Function: Announce Sensor }
Dat a Source: G oup Announcer Destination:. Goup Address Type: Goup, ~
" Br oad?st Routi ng Method: G oup Floodi-ng Message Type: 16 Message Content:
0- 2 ebytp V\¢E89/0451 * . o o
PCT/ U888/ 0388 7 Packet-Format:———_i \xJ APPENDIX C

- Preamble, 16 bits :

Flag, 4 bits :

System ID, 32 bits

Broadcast Address, 48 bits = All Zeros

Contention Timer, 10 bits

Contention Timer Checksum, 6 bits

Hop Count, 4 bits.

Randomizer, 8 bits

Link Control

Retransmit Flag, 1 blt

Rcv Seq, 1 bit

Xmt Seq, 1 bits

Unused, 1 bit

Command, 4 bits

‘Network Control -

Routing Type, 4 bits = 3 (Restricted Floodmg)

Destination Cell Address, 48 bits

Source Cell Address, 48 bits

Message, 49 to 769 bits

Message Type, 8 bits | -

Message Contents, 48 to 768 bits (Route List) -

Encryption Check, 16 bits

CRC, 16 bits

Flag, 4 bits



Pt ATt O R SLBCATECRY POT/USR/030es
g Functions Usage Conmuni cati on

Functions Control Functions Agriculture Crop Managenent

Crop Segsor/ Comm Irrigation CtrU Conm Land Level er Sensor Conm Pest

Sensor/ (wmth call IDs Identifying anL(_rpj?s) Li vest ock

Det ect or A\Jracker Feed Sensel Ctrl/Comm M | ker "Sensol Ctrl / Comm Wei ght

Sensor/ Conm Herder Signal Device Conmerci al Banki ng

ATM Car d BreReroni ¢ Money Commerci al -~ Cash Register

Sensel Ctrl/ Cornm El Reply r Féemsatt Gt rl/ Conm S| ot Machi ne Sense/ Ctrl/ Conm

Vendi ng@%& §on1sg/ gl / Conm Commerclal M sc o D aper

Sensor f agebltgt r| nm Protechnics, Sensor CGrl Stanp'l.D. Watch Crl|

Const r uct Decay Sensor/ Comm Post Sensor/ Comm
System 1D, 32 bits y __ : -

Broadcast Address, 48 bits = All Zeros
Contention Timer, 10 bits _
- Contention Timer Checksum, 6 bits
Hop Count, 4 bits
Randomizer, 8 bits
Link Control :
.Retransmit Fiag, 1 bst
. " Rev Seq, 1 bit
\—  Xmt Seq, 1 bits
Unused, 1 bit
Command, 4 bits
Network Control
Routing Type, 4 bits = 3 (Restncted Floodmg)
‘Destination Cell Address, 48 bits :
Source Cell Address, 48 bits
Message Field,
Message Type 8 bits
Message contents, Route List
Encryption Check, 16 bits
CRC, 16 bits '
- Flag, 4 bits



Ener gy Managggealoasit

Sensor Sense/ Comm Ther rrosqagtr/@hgd,d()

Uility Sensor/Comm Vent CtrU Comm Security :

Sense/ Ctrl/Comm Snart Keys (Serial ) Conmuni cat i on . Communi cat i ons_

Cabl e Eli m nati on Channel

CtrU Conm-Net wor k Confi.guration Crl/Comm

- PCT/ UsS88/ 03887 1540 Telemetry Ctrl/Comm Wring Elimnation Conputer
Architecture Artificial

Sl ow Dat a Net wor k Net wor k

| nt el | iBfo@dcasdnCiogomandn Cirl Copy Protection Parallel Processing Nodes

Per i pher al Packet Format: Cable Elimination Keyboard Sense/ Comm

Mouse PrehbR™M16 bits
Flag, 4 bits
System ID, 32 bits

Broadcast Address, 48 bits = All Zeros
Contention Timer, 10 bits
Contention Timer Checksum, 6 bits -

Hop Count, 4 bits
Randomizer, 8 bits
‘Link Contro!

Retransmit Flag' 1 blt

Rev Seq; 1 bit
Xmt Seq. 1 bits
Unused, 1 bit
Command, 4 bits
Network Control

Routing Type 4 bits = 3 (Restricted Flooding)

or 2 (Open Floodmg)

Source Address, 48 bits
‘Message, 16 to 512 bits

Message Type, 8 bits

Message Contents, 8 to 511 bits
Encryption Check, 16 bits

'CRC, 16 bits
Flag, 4 bits

Broadcast Command

Reply Format:
NO REPLY

|
“Anyt hing Bridge Phone |.D. (Call |.Djf@none to Cell Bridge WO 89/ 0351

N

to



Wi ng El i m nati on Devel op. System Emul at or_Devi ce

Consunmer A0 8R4d 7 : ' Sensor Sense?@gfﬁﬁ%'?tséh
Sonse/ Ctrl/ Comm Consuner, M sc - ' Det ect or/ Tr acker
(Electrignic Serial #) Low Battery Detector - - Smart Lottery Ti cket
Ent ert ai gaent , - Amusenent Park Cirl r Arcade Gane. Cirl'
Cabl e -T@tess Crl'r Cable TV - Sanple Crlr CD Player.Ctrtr  Speci al
Effects | r Stereo Ctrl'r TV Crl r VCR Ctrl r- Hone fnprovenent

Central O ock Sys Curtain Ctril/Conm Door Sense/ Conm Garage Door Ctrlr

| ntercom IntercomCri'r Pool Cftl r Snse/ldErI/Conm Snoke/ Fire Detector
W ndow Sens/ Ctrl/Comm Pets - - - .. Detector/Tracker

(Electronic Serial #) Pet Ciri / Tr ai ner
Appendlx B - Message Types

 Probe
Function: Determine the best route from the announcer to the listener.
, Source: Group Announcer
. -~ Address Type: Cell
N\ " Routing Method: Restricted Floodmg
Message Type: 2 (Number for 8 bit field)
Message Content: Address Count (1 byte), (number of
cell IDs in probe packet - this is the number of cells
oo -~ rebroadcasted packet) - |
: Address List '

Probe Result

~ Function: report the address hst |n the ﬂrst probe packet recewed by
the destination Cell. '
Source: Cell previously addressed by a Probe message
Address Type: Cell
Routing Method: Restricted Flooding
Message Type: 3 _ - - '
Message Content: Address Count (1 byte), Address List

Assngn Group Announcer

Function: Assign the destination Cell to be an announcer in the
'desugnated group. :

Source: Grouping Devrce
Destination: Cell
Address Type: Cell or Group Member :

Routing Method: Restricted Flooding or Group Floodmg
Message Type: 4 .

Message Content Group Number, Member Number

Deassign Group Announcer

Function: Deassign the destrnat:on Ce!l from servrng as an ‘announcer in |
the desrgnated group.

‘Source: Grouping Device



Educat i on i.on, M sc | nteracti V@dr?@§s8/0388'
ves%%@ét

- Sense/ Ctrl/ Sense/ Comm Engi neering Data Acquisition '
DAC/ ADC | nstrunentati on _ - DAC/ ADC Swi tch SnsaeCtrl/ Conm Homa
El ectri cal _ Li ?%f ri/ Conm Neceptiel SonsetCongQLCtri

- WD 89/ 04517* e - PCT/ US88/ 0388.8 57

Switch Sense/Ctrl/Corm All forms of sensing All fornms of control Ener gy -

Manasgnment - Sensor Sense/ Corm Thernostat Ctrl/ Comm Utility"
Sensor / Comm Vent Dmstinatian Hansouncesy Eadht ~Central d ock

Sys Curtain Crl /AddnesiSod p§erGeM anG@aFamerer Ctrl'r IntercomlIntercom -

Gri*r Pool Crl Ho@“ﬁé%ﬁb&%ﬁ!&téé Flddding ®¢!@roup Flooding
: Message Type: 5 ' - .
Message Content: none

Assign Group Llstener -
Function: Assign the destmatron Cell to be a listener in the destmated
group.
: Source: Gr0upmg Device
Destination: Cell’ . -
~ Address Type: Cell or Group Member --
Routing Method: Restricted Flooding or Group Floodmg o,
~ Message Type: 6 O
Message Content: Group Number Member Number

Deassign: Group Listener
Function: Deassign the destmatnon Cell from servmg as a hstener in the u
des:gnated group. :

Source: Grouping Device

Destination: Listener Cell

Address Type: Cell or Group Member -

Routing Method: Restricted Floodmg or 'Group Floodmg
Message Type: 7 .

Message Content: none

Assign Group Repeater s
Function: Assugn the destmatron Cell to be a repeater in the designated
group. | N
_ ~ Source: Grouping Device ) -
- Destination: Celi

Address Type: Cell or Group Member :

Routing Method: Restricted Floodmg or Group Floodmg

Message Type: 8

Message Content Group Number Member Number

Deassign Group Repeater - :
Function: Deassign the destination Cell from servmg as a repeater in
the designated group.

Source: Grouping Device

Destination:. Group Repeater Cell

‘Address Type: Cell or Group Member

Routing Method ‘Restricted Fiooding or Group Floodmg
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Lock Sense/ a r‘f’?&%?# g% rt Keys (Serial #) Vibration/Mtion Sense/ Con’m‘

wi ndow Sense/ Ctrl/ Comm Spri nkl er o Timer Ctrl/Comm
Val ve @il Comm Wet ness Sensei Ctrl [ ndustrial Ener gy Managenent

Sensor e/ Comm Ther nost at Ct r| / Corrm Qtfrﬂ% y Sensor/ Comm Vent Ctri/ Comm
| ndust ri &L ‘Equi prent ensor/ Cri / Comm Povver Load
Sense/ Ctrl/Comm Utility Sensor/Comn Security - Lock
Sense/ Ctrl/ Conm SnaMessage Tgpei & ) Vi bration/ Mbt i on- Sense/ Comm W ndow
Sens./Ctri/Conm SecMédsagd Cortent:ahone Copy Protection

Det ect or/ Tracker (El ectronlc Serial ) Personnel Badge 1.. Law

Security, Copy Protection 1.D. Car d (Serial #) Gun
| D. Pass 3035?%?3?’%08 ifter Det ect or o .
unction: Assign a Cell to act as a repeater. Used to assign Cells that

are not normally allowed to be a repeater, i.e. a Cell with one
transceiver on a nonradiated medium.

Source: Control device

Destination: Cell

Address Type: Cell
Routing Method: Fully Addressed, Open Floodmg, Restncted Fiooding
| Message Type: 10

Message Content: none

. Shutup :
Function: Broadcast message telling all Cells to stop transm:ttmg until.
- commanded to resume.
U Source: Control Device
' Destination: Cells

Address Type: Broadcast or Cell ’
Routing Method: Restricted Flooding or Open Floodmg
Message Type: 11
Message Content: none

Report your input -
Function: Command a Cell to report its mput
Source: Cell or Control Dewce :
, . Destination: Cell
0 Address Type: Any
_ : Routing Method: Any
o Message Type: 12 -
~ . Message Content: Input number (byte).

Report your Output
Function: Command a Cell to report its output.
Source: Control Device or Cell
Destination: Cell
Address Type: Any -
Routing Method: Any
Message Type: 13 _ :
Message Content: Output number (byte).

Download
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Wring Elimnation WO. 89/ 04517

PCT/ US88/ 0388. Production drl . Detector/Tracker

(Electronic Serial C) Inventory Sense/]gm;n Pr oeass Cirl -

~ ‘Line Bal ance Production Automation Production Fl ow Sense .

Roboti cs Det ect or/ Tracker (El ectronic Serial #)
| cal, Msc

Robot . Sense/ Ct. rI
- Sl o- Feedback' HTQ? g@é&?@ﬂ%@r?é %art Pacer | npt ants -Medi cal
‘n

~Alert Sense/ Corrm 68/ Comm Pat.i ent Monitoring Personal -
Di spenser Ctri/ cddestioasions] Gehlitors Prosthetics Mlitary .
Mlitary, Msc Address TypepAnkr ot ection Damage Ctrl Sense/ Comm

Detector/Tracker Fﬁgbﬁﬁérmtﬁoéerﬁuﬁ} #) Personnel Sedge 1. D -
- Message Type: 14 | | -
Message Content: Address length, code '

‘Set communciation parameter : -
Function: Set a Communication Parameter in the Cell
Source: Control Device
Destination: Cell
Address Type: Any
Routing Method: Any
Message Type: 15 '
Message Content: Parameter number, value

Announcement | L

Function: Announce Sensor Data

- Source: Group Announcer

* Destination: Group
Address Type: Group, Broadcast
Routing Method: Group Flooding
Message Type: 16 |

- Message Content: 0 - 255 (one byte)



Redundant Conm SDI Sense/ Ctril Conm Sonnas Buoy Sense/ Comm S

Sense/ Ctr 1/ ConPHRHP#3on Sense/. Ctr1/ Comm Syst em Di agnost i cs%ﬁ%ﬁ%%ﬁ'%r
Gane Monitor/ Sim Wapon Sense/ Ctri/ Conm Security

Look Seln.s.e/ Ctri/Conmm Smart Keys (Serial #) Vibration/ Mtion Sense/ Oom*n

W ndow Se s/Ctri/Comm Scientific

Weat her/ Ear} hquake/ stc. sensor - Tr anspor(?tson Aut onoti ve

CGeneral sensing General comminication General control Anti-lock Breaking
Sys Conpl ex Cable Elimnation Gauge Ctrl |In Dash Map/ Locator Instrument
Panel Ctri License Plate |1.D. ‘& Comwlg_;‘tﬂﬂﬂm&t |/ Conm WD 89/ 04517

PCT/ US88/ 03887 TIONS
CATEGORY SUBCATEGORY | APPLICATION
General -~ Sensing Functions _
Usage Communication Functions

 Controi Functions

Agriculture Crop Management Crop Sensor/Comm Irrigation
Ctri/Comm Land Leveler Sensor Comm
Pest Sensor/Comm (with cell IDs '
Identilying animals)

Livestoek . D_otoetorlTraekor :
v, ' : o N Feed Sense/Ctri/Comm
. . S S _ ' Milker Sense/Ctrl/Comm .
Weight Sensor/Comm
_ " Herder Signal Device
Commaercial Banking o - ATM Card
Electronic Money
- Commercial " ~ Cash Register Sense/Ctri/Comm
Elevator Sense/Ctri/Comm
Slot Machine Sense/Ctri/Comm
Vending Mac‘hln_i Sense/Ctri/Comm
Commarcial,Misc . Diaper Sensor/Comm
. : Pager Ctri/Comm
- ' o o Protechnics, Sensor Ctrl
RN~ . _ Stamp 1.D.
. ' - Wateh Ctri/

v ~ Construction Decay Sensor/Comm
- o Post Sensor/Comm

Energy Management : Sensor Sense/Comm
_ : , - Thermostat - Ctri/Comm
Gl : _ - . Utility Sensor/Comm -
Z ' . ) . Yent Ctr/Comm

Security : -Lock Sense/Ctrli/Comm

iy Smart Keys (Serial #)
CGmmunlcltlpn. Communicaﬂhns Cable Ellfnihnlon

Channe! Ctri/Comm

. Network Configuration Ctrl/Comm
Csell to Anything Bridge

. Phone 1.D. (Celi LD.)
Phone to Call Bridge



Regul at or Seos®/645Tm Snart Keys (Serial #) Switch Sansa/ @CT/USBBI038R St em
Di agnostics Sense/ Comm Wring Elimnation Avionics ' : o
Ant-11ock Breaking Sys Conplex Cable Elimnation Gauge Cirl |nstrunent
Panel Crl Light Crl/Comm Regul at or [ ge/ Conm Sensor Sense/ Comm Swi {ch
Sensel Ctrll/Conm System Di agnostics e/ Comm -Wring Elimnation.- =

Transportation, M sc Emergency Locator (ELT) Sense/ Comm Traffic
Monitor/Ctrl Traffic Signal Sense/ Ctri/ Cor Im{r : 3%‘?‘;9‘ Gane h
3D ' 0Chip. Wts" Ssnse/Ctrl UComm Bi ngo Card imiRgtleae senso/ Ctrl/ Comm

Hobby = - _ Carrera'Se;sa/ Ctri ‘,'Con'm Hobby Kit
Senss Miomm ic _Faui pment Sense/ Ctri SGwrBete Netwoske Train Ciri/Conm
Renot ggg?'lk 'Sensg{?%t“r'.le}z%(gmn Sport é’""‘"" Intelligence Ener gency
onfiguration Ctr!
Locator (ELT) Sense/ Comm . Copy Protection | :
: ' Paraliet Processing Nodes-

Peripheral , _Cable Elimination .
Keyboard Sense/Comm
_ Mouss Sense/Comm
o - Wiring  Elimination
Develop. System . Emulator Device

" Consumer Appliances Sensor Sense/Comm
: . : _ - Switch s.mucgtlIComm

Consumer, Misc . Detector/Tracker (Electronic Serial #) PN

Low Battery Detactor
Smart Lottery Ticket

a0

Entertainment . 'A-tﬁuso_m'ont Park Ctri'r

Arcade Game. Ctri'r = _ o

- Cable TV Access Ctri'r : ' U
Cable TV Sampie Ctri'r o '
CD Player Ctri'r -~
Specisl  Effects Ctri'r

- Stereo Ctri'r
TV Ctri'r '
VCR CtrlI'r -

Home improvement - Central Clock Sys
' Curtain Ctri/Comm
Door Sense/Comm

Garage Door Ctri'r:

intercom E - ' .
Intercom Ctri'r _ \J
Pool Ciri'r Sense/Ctri/Comm - i

Smoke/Fire Detector
Window &nulCtrl/Cemm

a

 Pets R Detector/Tracker (Elsctronic Serial #)

Pet Ctrl/Trainer

Education Education, Misc Interactive Book Sense/Ctri/Comm
S _ o Test Sense/Comm
Engineering Data Acquisition DAC/ADC
' Ins‘trum_om_atlon _ D_AC/Abc

Switch Sense/Ctrl/Comm
Home Electricsl B Light Ctr/Comm

Recepticie Sense/Comm/Ctri



Trap Line Sensgr ri. Accessory Sensal/ Ctri/ Conm Toy e -
Logg- Bot Sonse%@ g&&éﬂ}ﬁn Medi a Interactive Toy Sonse/ CtrVi co‘?ﬁ%ﬁ’kﬁ?%&?%%‘ Toy
Sonse/ Ctrl'/ Comm - LA~M- - 160 _ CLARnS; 1.. A network for
sensi Ngy: comuni cating and control l'i ere said network includes at
I'east _a“(gsyst and a second nedi a, cor‘rﬁi ing: a first plurality of cells
coupl ed t\o said first -nmedia;- a second plurality of cells coupled to said
second nedia; a third cell coupled to both saigd- first and second nedi a; at
| ast one of said first cells;and one of said Zg Janse: :’]'[%\7% a conmon
group identification nunber and being assi gnedag tarisUés lon for said
group, said group function being a common task for sensing, - communicating -
and control | ing carrEmdgpuMensgemanyy cells in -er9$qm Copamtified by said
common group identification nunber; said thi rdu?,“ﬂ'Psna ‘,@ﬁ’;ﬁ}ﬁ‘d conmon '
group _— : Vent Ctr/Comm '

~ Home Improvement Centra! Clock Sys

Curtain Ctrl/Comm
Door Sense/Comm .

- Garage Door Ctri'r

intercom

- lntercom Ctri'r .
Pool Ctri'r Sensa/Ctri/Comm

SmékolFlrQ_ Detector
Window s.nulc_mmornm

Security . - Lock Sense/CtriComm -
‘Smart Keys (Serial #)

. | _ - Vibration/Motien Sense/Comm
U o ‘ . window Sense/Ctri/Comm
| Sprinkier Sys ' Timer Ctri/Comm
S ) Vaive Ctri/Comm .
Wetness Sense/Ctrl

Industriat ~ Energy Managemaent .. Sensor Sense/Comm
- : Thermostat Ctri/Comm
Utitity Sensor/Comm
VYent Ctri/Comm
Industrial Equipment ~ Oft Drilt Sensor/Ctrli/Comm
Power Load Sense/Ctri/Comm
Utllity Sensor/Comm
. Security o ' Lock Sense/Ctri/Comm
~ , : : ' Smart Keys (Serial #)

Vibration/Motion Sense/Comm
Window s.nul_cml(.‘.omm

. Security , industrial | Copy Protection
: _ o Detector/Tracker (Electronic Serial #)

Personnel Badge 1.D.

Law Security, Law C Copy Protection
: ' 1.D. Card (Serial #)
Gun LD.
Passport (Serial #)
Shoplifter Detector.

Manufacturing ciM . , _ Artitficial Iinteliigence
: Witing Elimination



i dentifi catWOB9M4I&r for repeating nessages broadcast bSFMé?B/O%Td
cells having said conmon group identification nunber; whereby
sensing and control over a network haVilﬁﬁ plurality of media is achieved.
2. A network defined by claiml Tein said third cell rebroaggasts
sai d group nessages onto both said first and second nedia. 3. A
network defined by clainms 1 or 2 in which said first, second and third -
cells are each ®sedugtien GUHif ferent nenberDatesteriTrapkersRiectiande Seriabre of
sai d nunbers being stored in each of said,fi. third, cells.

| 111111 11131 pldeehdléee11! 11 11 - 161 - m:rﬁé:fméiﬁ?lr}\g?'\?\'oggk defi ned by
claim1 in whiclpredictiohhAutdnatioh | S progr chroedktion Fow§ensgac nessages bei ng

transmited betyeoluele ones of sald cell s e rdter idctonic Lol o

Robot Sense/Ctri/Comm

Medical Medical, Misc ~ Bio-Fesdback
: o L Bionics '

Hl_ndlc_app'o& ‘Interfaces
Heart Pacer

implants o
Medical Alert Sense/Comm

Medicine Alert Sense/Comm
. .Patiant Monitoring

Personal Dispenser Ctri/Comm ' u

Personsl Monitors
_ _ Prosthetics
Miiitary © Military, Misc Copy Protsction
' o ' Damage Ctrl Sense/Comm

RN ) Do_toetcrl‘l'nckor {Electronic Serial #) U

Personne! Badge 1.D..
Redundant Comm

SDI Sense/Ctri.Comm
Sonna Buoy Sense/Comm
Spying Sense/Ctrl/Comm
Position Sense/Ctri/Comm

" System Diagnostics Sense/Comm
War Game Moniter/Sim: '
Weapon: Senss/Ctri/Comm
Security - ~ Loek Sense/Ctri/Comm
' : Smart Keys (Serial #)

Vibration/Motion Sense/Comm
Window Sense/Ctri/Comm

Scientific o | ' Weather/Earthquake/ste. sensor
© Transportation . . Autemotive ' General sensing

' ' General communication
General control '
Anti-lock Breaking Sys
Compilex Cable Elimination
Gauge Ctrl.
in Dash ' Map/Locator
instrument Panel Ctri
License Plate 1.D. & Comm

Light Ctri/Comm

-
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" Transportation, Misc

Tpy/Hobby/Spo " Game

Hobby '

Sport '

Toy -
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Ragulator Sense/Comm

-Smart Keys (Serial #)

‘Switch Sonsolcfrlitﬁbmm

System Diagnostics Sense/Comm
Wiring Elimination

Antl-lock Breaking Sys

Complsx Cable. Eiimination

~ Gauge Ctrl

Instrument Panel Ctrl
Light Ctri/Comm -

. Regulator Sense/Comm_

Sensor Sense/Comm

. Switch Sense/Ctri/Comm
System Diagnostics Sense/Comm
- ‘Wiring Elimination. . '

Emergency Locator (ELT) Sense/Comm

" Traftic Monitor/Ctrl

Tratfic Signasl SQniolétr|IComm
3-D “Chip-Wits” Sense/Ctri’/Comm

Bingo Card Sense/Comm
_Gam'o sense/Ctri/Comm

Camera Sense/Ctri/Comm

Hobby Kit Sense/Ctri/Comm

" Maglc Equipment Sense/Ctrl/Comm

‘Minlature Train Ctrl/Comm

Remote Ctrl Sense/Ctri/Comm

Emergency Locator (ELT) Sense/Comm
Trap Line Sensor

Sport Accessory Sense/Ctri/Comm

Lego-Baot Sense/Ctrl/Comm

Madia Interactive Toy Sense/CtrliComm

Animated Toy Sense/Ctri/Commi
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CLAIMS ;

1. A network for sensing, communicating and
controlling where said network includes at least a
first and a second media, compr131ng.
. a . first plurality of cells coupled to sa1d
first media;
a second plurality of cells coupled to said
second mediaj :
' a third cell coupled to both said first and
second media°
 at last one of said first cells and one of

said second cells having -a common group identification

number and being assigned a group function for said
‘group, said group function being a common task for
. sensing, communicating and controlling carried out by
said cells in said group identified by said common
group identification’number'

said third cell having said common group
ldentification number for repeating messages broadcast
between 'said cells  having ' said common - group
identification number; ' _

whereby sensing and control ooer' a network
having a plurality of media is achieved.

2. A network defined by claim 1 wherein said
third cell rebroadcasts said group messages onto both
said first and second media. :

- 3. A network def1ned by claims 1 or 2 in which
said first, second and third cells are each assigned a
different member number in said group, one of said

numbers being stored 1n each of said first, second and

third cells,

1§
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4. A network defined by claim 1 in.which said
third cell is prog'rammed to recognize messages being
transmitted between the ones of said cells having said
common group identification number.




