WO 2013/040475

100
1

PCT/US2012/055601
1/5
Integrated Circuit
1 130 j
140 Additional
Component(s)
I/O :
Interface(s) f€—> nggji?;g
120
1107 R
Memory
125
Secure Memory

FIG. 1



WO 2013/040475 PCT/US2012/055601

200 2/5
\,\4 21 01 225 1
S.ta.r.t s.oft\/\./are ( Error or Halt State )
initialization
215 220
Software i
s for the Ves No CSP stored in

?
first time? memory

230

Is interface
disabled and/or
external read ability
disabled? (CSP
protected?)

Yes

Is interface
disabled/external read
ability disabled?

( Error or Halt State )

250
R

Generate and store CSP in
secure memory

240
Al

( Normal Device Operation j<— 255

Write/erase protect CSP in
secure memory




PCT/US2012/055601

320

CSP stored

Y

in memory?

325
Al

( Error or Halt State )

335
R

‘( Generate and store CSP in

WO 2013/040475
300 3/5
\,\4 3104
Start software
initialization
315 X
Is interface No
disabled/external read
ability disabled?
Yes
3301 Y.
Yes . CSP stored."\._ No
... in memory? .- .

" .

------------------------------------

Software No

Y

L secure memory

Write/erase protect CSP in i
secure memory ;

runs for the
first time?

FIG. 3




WO 2013/040475 PCT/US2012/055601

4/5

400

\n,

f410
Determine that the method is being
executed for a first time

'

_ - 420
Determine that an ability to access f

secure memory via an interface of an

integrated circuit has been disabled

'

Generate at a CSP

'

Store the CSP in the secure memory

430
f

440
g

FIG. 4



WO 2013/040475 PCT/US2012/055601

5/5

500

\n,

Determine that an ability to access f510
secure memory via an interface of the
integrated circuit has been disabled

Generate at a CSP

'

Store the CSP in the secure memory

FIG. 5



