
20 JULY 2006 1  DESCRIPTION Terminal Device and Relay Device Technical Field
The present invention relates to a terminal device that executes an
installed application program, and to a relay device that relays data
between  different networks. 10 Background Art Various application programs
can be installed in a terminal device such  as a personal computer, to
provide a variety of functionality. Such  application programs can be
installed by means of storage media such as a  CD-ROM, or via a server on a
network such as the Internet; alternatively, 15 application programs may be
preinstalled by a manufacturer of a terminal, or installed by a retail
seller of a terminal who has a license contract with the  application
program manufacturer. However, not all sources of application programs can
be trusted;  malicious individuals may, for example, make available damaging
or  dangerous software via servers on the Internet. Disclosure of Invention
The present invention has been made in light of the above problem,  and has
as its object the provision of a terminal device and a relay device  25
capable of notifying a user of a terminal of differences in sources of
application programs executed on the terminal. To achieve the stated object,
the present invention provides a terminal  device which has a storage means
for storing a plurality of applications; and  an application executing means
for executing an application stored in the 20 JULY 2006 2 storage means, and
for giving a user a notification on the basis of a source of  an application
being executed. 



The application executing means may determine a source of an application on
the basis of an installation method of the application. 5 The application
executing means may change the notification on the  basis of whether the
application being executed is downloaded from a  network. The application
executing means may change the notification on the  basis of whether the
application being executed is read out from an external  i10 storage medium.
The application executing means may change the notification on the  basis of
whether reliability of the application being executed is guaranteed by  a
third party which is different from a provider of the application. The
application stored in the storage means may include an application  15
downloaded from a network via a relay device, and the application executing
means may determine whether reliability of the application is guaranteed on
the basis of whether there is a predetermined identifier added by the relay
device. The storage means may have the first storage means for storing an
Z0 application obtained from external storage medium; and the second storage
means for storing a preinstalled application. The application executing
means may change the notification on the  basis of whether the application
being executed is from the first storage means  or from the second storage
means. 25 The terminal device may also have a display means for displaying
various information under control of the application executing means. Also,
the application executing means may display by image on the display means
the notification that differs on the basis of source of application. The
display means may display an image for an application executed 20 JULY 2006
3 by the application executing means on a first displaying area, and an
image for  the notification information on a second displaying area that is
independent  



from the first displaying area. Also, according to a method of the present
invention for having a  5 terminal device to execute an application: a
terminal device downloads an  application from a network; the terminal
device stores the application in a  storage unit in relation to a download
identifier showing that the application is  a downloaded application; and
the terminal device, if a download identifier is  related to an application
when executing the application, displays a  ,10 predetermined image on a
display of the terminal device. According to a method of the present
invention for having a terminal  device to execute an application: the
terminal device downloads an application  from a network through a relay
server; and the terminal device, if the terminal  device finds an identifier
attached by a relay server on the application when 15 executing the
application, displays a predetermined image on a display of the  terminal
device. Also, the present invention provides a program product for having a
computer to perform processes of. downloading an application from a network
by using a communication unit; storing the application in a storage unit in
20 relation to a download identifier showing that the application is a
downloaded  application; and displaying a predetermined image on a display
of the terminal  device, if a download identifier is related to the
application when the  application is being executed. Further, the present
invention provides a computer-readable medium  25 for storing a program for
having a computer perform processes of.  downloading an application from a
network by using a communication unit;  storing the application in a storage
unit in relation to a download identifier  showing the application is a
downloaded application; and displaying a  predetermined image on a display
of the terminal device, if a download 20 JULY 2006 4 identifier is related
to the application when the application is being executed.  The present
invention also provides a relay device for relaying data 



between a first network and a second network, the relay device comprising: a
receiving means for receiving data from the first network; and a forwarding
5 means for forwarding data. received by the receiving means to the second
network, and for adding a predetermined identifier to the data when
reliability  of the data is not assured by a third authority that is
different from the source  of the data. Data received by the receiving means
from the first network may be  10 sent by a server connected to the first
network; and the forwarding means may  determine whether reliability of the
data is assured on the basis of  identification of the server that sends the
data received by the receiving means. The source of an application is
determined on the basis of the  installation . embodiment, that is how the
application is installed. As  15 installation embodiments, there are, for
example, a method of installing from a storage medium,, and a method of
installing after downloading from a network. Brief Description of the
Drawings Fig. 1 is a block diagram showing elements used when a mobile phone
20 MS according to the first embodiment downloads an application. Fig. 2 is
a block diagram showing a configuration of the mobile phone  MS according to
the embodiment. Fig. 3 is a diagram showing an example of an application
control table  TBL of the embodiment. 25 Fig. 4A is a diagram showing an
example of a display of a liquid  crystal display MS4 during execution of a
preinstalled application, and Fig. 4B  is a diagram showing an example of
the display of liquid crystal display MS4  during execution of a downloaded
application. Fig. 5 is a schematic diagram showing an execution environment
of an 20 JULY 2006 5 application in the mobile phone MS according to the
first embodiment. Fig. 6 is a diagram showing a data sequence when the
mobile phone  MS according to the first embodiment downloads an application
through  



gateway server GWS. 5 Fig. 7 is a diagram showing an example of display of
liquid crystal  display 14 in the first embodiment. Fig. 8 is a flowchart
showing a process performed at the time of  executing an application in CPU
11 of the mobile phone MS according to the  first embodiment. 10 Fig. 9 is a
flowchart showing a process performed at the time of  executing an
application in CPU 11 of the mobile phone MS according to  modification 1.
Fig. 10 is a block -diagram showing a configuration of the mobile  phone MS
according to modification 2. 15 Fig. 11 is a block diagram showing elements
used when the mobile  phone MS according to the second embodiment downloads
an application. -'20 25 Best Mode for Carrying out the Invention Preferred
embodiments of the present invention will now be described  below referring
to the accompanying drawings. In the following description,  the subject
matter of the embodiment relates to an application written in a
non-volatile memory, and a term "application", as used below, precludes a
file  (for example, applet or GIF file) designated by a tag in data of
Hypertext  Markup Language type (hereafter, "HTML data"), executed on a
browser. [1] First Embodiment Fig. I shows elements used by a mobile phone
MS when downloading  an application from a server on the Internet, according
to the present  embodiment. Although a mobile phone MS is used in the
present 20 JULY 2006 6 embodiment, a terminal device such as a PDA can also
be used in the present  invention. Referring to Fig. 1, description will now
be given with respect to  



elements through which the mobile phone MS downloads an application from  5
IP server W via the Internet. An application stored in IP server W is
transmitted to a mobile phone  MS through the Internet INET, a gateway
server GWS, and a mobile packet  communications network MPN. . It is to be
noted that in Fig. 1, to prevent the  drawing from being overly complex,
only one mobile phone MS, one base 10 station BS, and two IP servers W are
respectively shown. In actuality,  however, several mobile phones MS, base
stations BS, and IP servers W exist  in the network. IP server W is a
computer system owned by Information Provider (IP).:  The IP server. W, for
example, holds HTML data, a software called Java  15 application written. in
Java (trademark) programming language and. various applications written in
other programming languages (hereafter, the term  application is used
generically to refer to Java and other applications, unless  otherwise
stated). Applications held in the IP server W include, for example,  an
application for performing online trading such as stock trading, an address
-20 book application, and Personal Information manager application (PIM).
Each application is stored differently, depending on its type. For example,
a  Java application is divided into ADF having attributes such as a name of
the  application, and Jar containing a data body of the application; and ADF
and  Jar are held in IP server W. In the following explanation, unless there
is a 25 specific need to distinguish ADF from Jar, they will each be
referred to as a  Java application. Applications other than Java
applications are stored  without being divided. A URL is set for each one of
data including these applications. IP  server W extracts URL included in the
GET request, received from the 20 JULY 2006 7 Internet INET, and sends the
data designated by the URL to the Internet INET  in response to the request.
If the URL included in the GET request, received  by IP server W, designates
an application other than a Java application, IP  



server W simply sends back the designated application body to the Internet.
5 However, if the URL designates a Java application, IP server W sends. ADF
of  Java application designated by the URL to the Internet. Then, if a
delivery  request of Jar correlating to the sent ADF is received, IP server
sends the Jar  corresponding to the delivery request. Mobile phone MS can
conduct data communication via a mobile  10 packet communication network
MPN. In addition, mobile phone MS can  conduct voice communication via a
mobile telephone network (not shown).  Mobile phone MS stores a World Wide
Web (WWW) browser, which a user of  mobile phone MS uses to browse pages
provided via IP server W. WWW  browser provided in mobile station MS also
functions to execute Java applets. 15r, When browsing a WWW page, a WWW
browser can download a Java applet  designated by a tag and execute the
downloaded Java applet. Besides,  mobile phone MS is able to execute various
applications such as a Java  application downloaded from IP server W. In
addition, according to the present embodiment, the mobile phone  20 MS
treats an application differently depending on its source. More
specifically, mobile phone MS is able to notify a user that an application,
when it is executed, has been downloaded. The specific configuration for
realizing this function will be explained in detail later. Mobile packet
communications network MPN is a communication  25 network for providing a
packet communication service to mobile station MS,  and has a packet
subscriber processing device (not shown) in addition to  gateway server GWS
and a plurality of base stations. Gateway server GWS is a computer system
provided in a mobile  packet gateway switching center that connects the
mobile packet 20 JULY 2006 8 communications network to the Internet INET.
The gateway server GWS  executes protocol conversion on the received data so
as to be conformed with  the destination network and then transmits the
converted data. Data  



communications between mobile packet communication network MPN and 5 the
Internet INET in the present embodiment is realized by the function of
gateway server GWS. (A) Hardware Configuration of Mobile Phone MS Fig. 2 is
a block diagram showing a configuration of the mobile phone  MS according to
the present embodiment. '10 As shown in the figure, mobile phone MS has a
controller MS1, a  transmitter-receiver part MS2, an instruction input part
MS3, a liquid crystal  display MS4, and a, bus MS5 used for data
transmission between each  element. Transmitter-receiver part MS2, under the
control of controller MS1,.  15 performs wireless communication with base
station BS of mobile packet  communications network MPN. Instruction input
part MS3 is provided with a variety of buttons such  as push button (PB),
and also with cursor keys. When a user performs an  input operation,
instruction input part MS3 sends an operation signal in 20 response to the
input operation to controller MS1. Liquid crystal display  MS4 is comprised
of a display device such as liquid crystal panel, and  displays various
information under the control of controller MS 1. Controller MS1 comprises,
for example, a Central Processing Unit  (CPU) 11, a Read Only Memory (ROM)
12, a Random Access Memory  25 (RAM) 13 and a EEPROM 14, and controls each
part of mobile phone MS. ROM 12 stores various applications such as a WWW
browser, and a control  application. The application stored in ROM 12 is an
application stored in a  production process of the mobile phone MS
(pre-installed), and reliability of  the application is assured by a mobile
communication carrier or maker of 20 JULY 2006 9 mobile phone MS. In the
following explanation, the application preinstalled  in the ROM 12 is
referred to as a preinstalled application. RAM 13 is used as a work area of
CPU 11 and temporarily stores data  



such as HTML data and applications downloaded from IP server W. 5 EEPROM 14
has ,an application storage area 14a and a .table area 14b.  In application
storage area 14a, applications downloaded from IP server W are  stored. In
the following explanation, applications downloaded from IP server  W to be
stored in application storage area 14a of EEPROM 14 are referred to  as
download applications. 10 As shown in Fig.3, in table storage area 14b,
application control table  TBL is provided. As shown, storage location
information of the application  (storage medium name or memory address), and
download flag F is stored in  application control table TBL in relation with
every application name stored in  mobile phone MS (that is, the preinstalled
application or,, downloaded  15 application). Download flag F is a flag
which indicates whether an application is a  downloaded application. If an
application is a downloaded one, flag F has a  value of "1"; if the
application is a preinstalled one, the flag has a value of "o>, 20 In the
present embodiment, CPU 11, at the time of executing an  application stored
in ROM 12 and EEPROM 14, treats the executed  application differently on the
basis of the contents of application control table  TBL. More specifically,
CPU 11 reads out download flag F from the  application control table TBL at
the time of executing an application, and in 25 the case that the download
flag has a value of "1", CPU 11 sends a control  signal to liquid crystal
display MS4. Upon receipt of the signal, a  predetermined image is displayed
on liquid crystal display MS4. Thus,  according to the present embodiment,
the mobile phone MS is able to notify a  user that an application being
executed by CPU 11 is a downloaded 20 JULY 2006 10 application.  Fig. 4A
shows an example of a display in liquid crystal display MS4 when executing a
preinstalled application, and Fig. 4B shows an example of a  



display in liquid crystal display MS4 when executing a downloaded  5
application. As will be apparent from Fig. 4A and-Fig.. 4B, a symbol showing
"DL" is displayed in Fig. 4B (hereafter, the image is referred to as  "DL"
mark). Thus, when the application being executed is a download  application,
"DL" is displayed. Furthermore, the display screen shown in Fig. 4a and Fig.
4B is  10 divided into two areas. That is, in the figure, in an area below
the dotted line  a runtime screen of an application being executed is
displayed; and in an area  P above the dotted line icons which are typically
used in a mobile phone, such  as an antenna symbol, are displayed
(hereafter, these icons are referred to as  "pictogram". "DL" is also a
pictogram)., Note that the area P is not used by  15 any application, and is
independent from other area. When "DL" is displayed in area P, it can be
determined that an  application being executed is a downloaded application.
(B) Application Runtime Environment of Mobile Phone Fig. 5 is a schematic
diagram showing a runtime environment of an  20 application in mobile phone
MS. In the present embodiment, the application execution environment of
mobile phone MS includes a Java runtime environment (hereafter, referred to
as "Java Runtime Environment" (JRE)) on an operating system (hereafter,
referred to as "OS") provided in the lowest layer. 25 JRE is comprised of a
Java application manager (hereafter, abbreviated  as "JAM") and Java virtual
machine (hereafter, abbreviated as "KVM"), and  both are executed under OS
functionality. A Java application is executed by  CPU 11 on the basis of a
runtime environment that JRE provides. JAM is  software for controlling
security in executing a Java application. KVM is 20 JULY 2006 11 software
for executing, under control of JAM, a Java application; and it  functions
to convert bytecode, execution file type of Java, into mandate code
recognizable by CPU 11 of mobile phone MS. 



Applications other than Java applications (for example, WWW a  5 browser and
so forth) are executed by CPU 11 under OS functionality. [1.2] Operation of
First Embodiment Hereafter, operations of the present embodiment will be
explained in  the following order (A) operation when downloading an
application (B)  operation when executing an application in mobile phone MS.
(A) operation when downloading an application An operation of downloading an
application will now be explained  below with reference to the data sequence
shown in Fig.6 .  Firstly, a user operates instruction input unit MS3 of
mobile phone MS 15 so as to activate WWW browser. After the input, in
response to an operation  signal sent from instruction input unit MS3, CPU
11 reads out WWW browser  from ROM 12, and carries out a packet registration
on a packet subscriber  processing device which is inside mobile packet
communication network  MPN described above. The packet registration is a
registration procedure for 20 packet switching between mobile phone MS and
mobile packet  communication network MPN. When packet registration is
carried out,  mobile phone MS can conduct packet switching between gateway
server GWS,  which enables mobile phone MS to send a request or response
during packet switching.  25 Thereafter, when the user performs, for
example, an input operation designating a URL that identifies the download
page of IP server W, CPU 11  in mobile phone MS transmits a GET request D1,
including the URL, to  mobile packet communications network MPN through
transmitter-receiver  part MS2. The GET request D1 is then received by
gateway server GWS, 20 JULY 2006 12 and the gateway server executes protocol
conversion on the request received  and transmits it to the Internet INET as
GET request D2. IP server W, upon receiving the GET request D2, sends HTML
data  D3 designated by the URL included in the GET demand D2 (in this case,
a  



5 download page}-to the Internet INET. HTML data D3 is received by Gateway
server GWS and is transmitted to the Internet INET as HTML data D4. The HTML
data D4 is then received by transmitter-receiver unit MS2  of mobile phone
MS. CPU 11 of mobile phone MS stores received HTML 10 data D4 in RAM 13, and
displays on liquid crystal display MS4 a screen  showing the HTML data D4.
Fig. 7 is a diagram showing an example of an image displayed on  liquid
crystal display MS4 of mobile phone MS that has received HTML data  D4. As
shown in the figure, an application title that mobile phone MS can 15,
download from IP server W is displayed on liquid crystal display MS4 of
mobile phone MS as a menu title. Specifically, in Fig.7, download menus  and
several application titles are displayed on the liquid crystal display.
These application titles are written in the form of anchor tag in HTML data.
At this stage, if a user wants to download "application (a)", the  20
following operation is performed. In the operation, using cursor keys a user
first selects an application title. Next, CPU 11 highlights a character
string of  the selected application title. In the case shown in Fig.7, the
term "character  string" referred to as "application, (a)" is highlighted,
and when the user holds  down a predetermined button of instruction input
unit M3, during this 25 high-lighted state, CPU 11 transmits GET request D5
including a URL that  which designates a menu title "application (a)" to
mobile packet  communications network MPN through transmitter-receiver unit
MS2. At  this time, CPU 11 stores the character string of the designated
application title  (that is, "application (a)") in RAM 13. . 20 JULY 2006 13
GET request D5 sent from mobile phone MS is received by gateway  server GWS
and is transmitted to the Internet INET as GET request D6 to be  received by
IP server W. IP server W extracts the URL included in the  received GET
request D6. IP server W sends the application designated by 



..5 the URL (in this case, application (a)) as data D7 to the Internet INET.
Data  D7 is subjected to protocol conversion by gateway server GWS, and is
then  received by mobile phone MS as data D8. In the present embodiment, a
different process is performed depending  on whether the application to be
downloaded (that is, application (a)) is a Java  10 application or not. The
following description will be given in two-part form: when application (a)
is a Java application; and when application (a) is another  type of
application. (i) When application (a) is a Java application When IP server W
receives the GET request D6 sent by mobile phone  15 MS and transmitted
through gateway server GWS, IP server W extracts a URL  that is included in
the GET request. Then, IP server W sends ADF  corresponding to the URL (in
this case, ADF correlating to application (a) to  the Internet INET. The ADF
is received by gateway server GWS, and is  transmitted to mobile packet
communications network MPN. 20 When a transmitter-receiver unit MS2 of
mobile phone MS receives  the ADF, CPU 11 of mobile station MS extracts an
application title  "application (a)" included in the ADF, and stores it in
application control table  TBL. Then, CPU 11 stores the received ADF in
application storage area 14a  of EEPROM14, and CPU 11 stores the storage
location of the ADF (that is,  25 storage medium title (EEPROMI4) and memory
address) in RAM 13. Next, CPU 11 sends a distribution request of Jar
corresponding to the  received ADF (that is, Jar of application a) to the
mobile packet  communications network MPN. Gateway server GWS transmits the
distribution request of Jar, and IP server W receives it. IP server W sends
Jar 20 JULY 2006 14 corresponding to the distribution request (that is, Jar
corresponding to  application (a)) to CPU 11 in response to the request.
When transmitter-receiver unit MS2 of mobile phone MS receives the  Jar, a
process as outlined in the following steps is performed by CPU 11. 



5 Step 1  CPU 11 stores Jar of the application (a) in the application
storage area  14a of EEPROM 14. When storing the received application (a),
CPU 11  reads out a storage location of ADF stored in RAM 13 and correlates
it with  the Jar. 10 Next, CPU 11 stores storage location information of
application (a)  (that is, storage location of ADF and Jar corresponding to
application (a)) in  application control table TBL. At this time, type of
storage medium  (EEPROM14) and a memory address are stored as the storage
location  information in the application control table. 15 Step 3 CPU 11
stores download flag F in application control table TBL. In  this case,
since application (a) is downloaded from IP server W, CPU 11 stores  "1" as
download flag F in application control table TBL. Step 4  20 CPU 11 displays
a message such as, for example, "download  completed" on liquid crystal
display MS4, and ends the process. (ii) When Application (a) is not a Java
Application IP server W that receives GET request D6, sent from mobile phone
MS and transmitted through gateway server GWS, extracts a URL included in
25 the GET request and sends the application designated by the URL (that is,
application (a)) to the Internet INET as data D7. When the data D7 is
transmitted through the gateway server as data D8 and transmitter-receiver
unit MS2 of mobile phone MS receives it, CPU 11 of the mobile phone
performs the following process. 20 JULY 2006 15 Step l CPU 11 reads out
character string "application (a)" stored in RAM 13,  and stores it in
application control table TBL as an application title. Step 2 



CPU 11 stores the received application (a) in application storage area  14a
of EEPROMI4. Step 3 Next, CPU 11 stores storage location information of
application (a) in  application control table TBL. At this time, type of
storage medium 10 (EEPROM14) and a memory address are stored as the storage
location  information in the application control table. Step 4 CPU 11 stores
download flag F in application control table TBL. In  this case, since
application (a) is downloaded from IP server W, CPU 11 stores  15 "1" as
download flag F in application control table TBL. Steps CPU 11 displays a
message such as, for example, "download  completed" on liquid crystal
display MS4, and ends the process. (B) Operation when an application is
executed on mobile phone MS 20 An operation when an application is executed
on mobile phone MS  will now be explained with reference to Fig. 8. In the
following explanation,  application control table TBL of EEPROM 14 is
assumed to be comprised of  the same contents as the application control
table shown in Fig. 3. When a user operates a predetermined button of
instruction input unit  25 MS3, CPU 11 of mobile phone MS reads out all
application titles stored in  application control table TBL. CPU 11 then
transmits a display control  signal to liquid crystal display MS4 to display
the application title (step Sal,  Sa2). When liquid crystal display MS4
receives the signal it displays a menu  corresponding to each application
title. 20 JULY 2006 16 When a menu is displayed on liquid crystal display
MS4, CPU 11  remains in standby mode until a user inputs an instruction
input unit MS3 for  prompt execution of the application (step Sa3). When a
user inputs application title "application (a)" to start  



5 application (a) for example, CPU. 11. reads out storage location
information  "EEPROM (#1)" and download flag F "1", each corresponding to
application  title "application (a)", from application control table TBL
(step Sa4). After the read out ends, CPU 11 can determine whether the
read-out  download flag F has a value of "1" (step Sa5). In the case
described above,  10 download flag F corresponding to application title
"application (a)" has a value of "1". Therefore, the determination in step
Sa5 is "Yes". Upon  making this determination, CPU 11 performs a process to
display "DL" in area  -P of liquid crystal display MS4 (step Sa6), and CPU
11 reads out the  .application (a) that the user designated (when
application (a) is a Java 15 application, ,ADF or Jar) according to the
storage location  information "EEPROM (#1)" (step Sa7). .  When the
determination in step Sa5 is "No" (that is, when a download flag F has a
value of "0"), CPU 11 reads out the designated application and  does not
have liquid crystal display MS4 to display anything on area P (step  20
Sa7). In this way, CPU 11 executes an application (a) under a condition
appropriate for the application (step Sa8). More specifically, when an
application (a) is a Java application, CPU 11 executes it on the basis of
the  function provided by JRE; whereas, when an application (a) is an
application 25 other than a Java application, CPU 11 executes the
application (a) on the basis  of the under OS functionality. As described
above, when the mobile phone according to the present  embodiment executes a
downloaded application, "DL" is displayed on liquid  crystal display,
thereby alerting a user of the phone to a potential problem of 20 JULY 2006
17 reliability of the downloaded application. Note that, in the present
embodiment, the area where the "DL" mark is  displayed on the liquid crystal
display is independent from an area where  application uses, therefore the
area is not occupied when an application is 



5 executed.. Hence, regardless of a type or function of an application
executed  on the mobile phone, it is possible to notify a user that
downloaded-application is in progress. In the present embodiment, execution
of a downloaded application is  notified to a user by displaying a pictogram
on area P, but it may also be  10 shown in another area. Alternatively,
notification may be conveyed to a user  by another means, such as audibly.
Furthermore, pictograms displayed on liquid crystal display MS4 may  be
other than "DL" such as symbols and pictographs. In the present embodiment,
' mobile phone MS is provided with an  A5 application from IP server W.
However, Personal Handyphone System  (PHS), telephone, Personal Digital
Assistants (PDA), personal computers and the like can also be employed. When
using a terminal such as personal computer, it is possible to  display a
pictogram on a task-bar provided in a multi-task OS. '20 In the present
embodiment, pictogram ("DL" symbol) is displayed  when an application being
executed in mobile phone MS is a downloaded  application. However, it is
possible to display a pictogram when an  application to be executed is a
preinstalled application, and not to display any  pictogram when executing a
downloaded application. 25 [1.3] Modifications  < Modification 1-1 > In the
present embodiment, CPU 11 determines whether the  application is downloaded
application on the basis of download flag F stored 20 JULY 2006 18 in
application control table TBL. However, determining whether the  application
is a downloaded application or a preinstalled application by  another method
is possible. For example, a configuration such as in the following could be
used. 



5 As described above, a preinstalled application is stored in ROM 12 of  a
mobile phone MS at the time of factory shipping, and then shipped. On the
other hand, a download application is stored in EEPROM 14. Therefore, the
preinstalled application and download application are stored in physically
different storage media respectively. Hence, it is possible for CPU 11 to 10
determine whether the application to execute is a downloaded application or
a  preinstalled application on the basis of a physical difference in storage
medium (that is, whether it is "ROM 12" or "EEPROM 14"). More specifically,
since storage location information is stored" in  application control table
TBL of EEPROM, whether the, application is a  15 downloaded application or a
preinstalled application is determined on the basis of storage location
information. Thus, download flag F on application  control table TBL is not
needed. Fig. 9 is a figure showing a process of CPU 11 adopting modification
described above. Since the process in Fig. 9 is the same as the process in
Fig.  '20 3, as far as step Sb3, explanation before step Sb3 will be
omitted. CPU 11 determines whether the storage medium title of the storage
location  information read out in step Sb4 is "EEPROM" (step Sb5). When the
storage medium title is "EEPROM", CPU 11 displays "DL" on liquid crystal
display MS4 (step Sb6). When the storage medium title is other than 25
"EEPROM" (in this sample, when it is ROM 12), "DL" is not displayed on
liquid crystal display MS4. Also, a pictogram ("DL" symbol) may be displayed
when an  application stored in ROM 12 is running. <Modification 1-2> 20 JULY
2006 19 Fig. 10 is a diagram showing the configuration of mobile phone MS 10
according to the present modification. Like elements are denoted by the
same reference numerals used in Fig.2. In mobile phone MS10 according to the
present modification, unlike  



5 the mobile phone MS .shown in Fig.2, mobile phone MS in the present
modification has an external device connecting interface MS6 for connecting
an external device such as a CD-ROM drive to relay data. Further, mobile
phone MS 10 can be provided with an application from an external device that
is connected to external device interface unit MS6, and stores the
applications  10 in EEPROM 14. Further, in the present modification,
download flag F is not stored in  application control table TBL, and install
flag F2 is stored in its place. The  flag F2 indicates whether an
application is installed from an external device. When installing an
application from an external device, CPU 11  15 operates so that the install
flag F has a value of "1" and stores the flag in  application control table
TBL. Then, when executing the application, CPU  11 displays "DL" mark on
liquid crystal display MS4 when install flag F has a  value of "1". Note
that, since the process of displaying a "DL" mark is the  same as the
process in Fig. 8, explanation is omitted. ,20 As described, according to
the present modification, not only when  executing an application downloaded
from network but also when installing  an application from an external
device, it is possible to notify a user that the  application being executed
is incorporated from a different source. In the present modification, mobile
phone MS is designed to display a  25 pictogram ("DL" mark) when an
application being executed in mobile phone  MS is installed from an external
storage medium. However, a pictogram  may be displayed when the application
being executed is a preinstalled  application. 20 JULY 2006 20 [2] Second
Embodiment In the first embodiment, the display of a pictogram is determined
on  the basis of whether it is a downloaded application or a preinstalled
application. However, among downloaded applications there are still 5;
applications that may not be safe. For this reason,.t is possible to
determine  



whether to display a pictogram by distinguishing a downloaded application
from a safe one, and one for which may not be safe. In the second
embodiment, as shown in Fig. 11, gateway server GWS2  is used to enable
discrimination as described such as above. Like elements  10 are denoted by
the same reference numerals used in Fig. 11. The gateway server GWS2
includes an approved database GWS21.  The data stored in approved database
GWS21 is an address of IP server W  obtained by an IF under contract with a
mobile communication carrier to  guarantee application reliability. When
Gateway server GWS2 receives data 15 from Internet INET, it extracts sender
address of the data, and then searches  for the same address in approved
database GWS21. For example, if explained with reference to Fig. 6, when
gateway  server GWS2 receives data D7, it extracts sender address from data
D7 and  determines whether the same address as the sender address is stored
in '20 approved database GWS21. If the same address as the sender address is
stored in approved database GWS21 as a result of the determination, the
gateway server executes a protocol conversion on the received data D7, and
when transmitting it to mobile packet communications network MPN as data
D8, an identifier indicating that that it is approved (hereafter, referred
to as  25 "approval identifier") is added to a header part of the packet. If
the same address as the sender address is not stored in approved  database
GWS21 as a result of the determination, gateway server GWS 2  executes a
protocol conversion on the received data, and transmit them to  mobile
packet communications network MPN without adding an identifier. 20 JULY 2006
21 CPU 11 of mobile phone MS that received data D8 determines whether  an
approval identifier is included in a header part of the data D8. When an
approval identifier is added to data D8, CPU 11 operates so that download
flag  F, corresponding to the application, has a value of "0" and stores the
flag in 5 application control table TBL. When an approval identifier is not
added to  



data D8, mobile phone MS operates so that the download flag F,
corresponding to the application, has a value of "1" and stores the flag in
application control table TBL. Note that, with respect to an operation when
an application is executed,  10 because it is essentially the same as that
described in the first embodiment,  explanation (refer to Fig. 9) will be
omitted. Gateway server assures reliability of data received from the
Internet as  described above. Due to this system, a user of a mobile phone
can recognize  whether an application being executed is assured in
reliability with ease and 15 certainty. Additionally, IP can provide an
application by collecting reliability  from a user. = In the present
embodiment, a pictogram ("DL" symbol) is displayed  when the reliability of
the application being executed on mobile phone MS is  not assured. However,
it is also possible to display a pictogram ("DL" 20 symbol) when the
reliability of the application being executed on mobile  phone MS is
assured. [3] Modifications An embodiment of the present invention may be a
mode of producing  25 and selling a mobile phone that displays a symbol on
the basis of whether it is  a download application or an installed
application; or a mode of distributing  through telecommunication lines
programs that makes a terminal device  realize the above function; or a mode
of distributing such programs in a  computer-readable storage medium. 20
JULY 2006 22 CLAIMS 1. A terminal device comprising: storage means for
storing applications; writing control means for storing an external
application, and for storing an  application in said storage means with its
corresponding identifier when the application  to be stored satisfies a
specific condition; and 



application executing means for executing an application stored in said
storage  means, and for indicating to a user a predetermined notification
when said identifier is  stored in said storage means with a corresponding
application. 2. A terminal device as set forth in Claim 1, wherein said
writing control means stores an application in said storage means  with an
identifier, when the application to be stored is downloaded over the
network. 3. A terminal device as set forth in Claim 1, wherein said writing
control means stores an application in said storage means  with an
identifier, when the application to be stored is read out from an external
storage  medium. 4. A terminal device as set forth in Claim 1, wherein said
writing control means stores an application in said storage means  with an
identifier, when the application to be stored includes information
indicating that  its reliability is guaranteed by a third party winch is
different from a provider of said  application. 5. A terminal device as set
forth in any one of Claims 1 through 4, further  comprising: display means
for displaying various information under control of said application
executing means; and wherein said application executing means displays by
image on said display. 20 JULY 2006 23 6. A terminal device as set forth in
Claim 5, wherein said display means display an image for an application
executed by said  application executing means on a first displaying area,
and an image for said  notification information on a second displaying area
that is independent from said first  displaying area. 7. A terminal device
comprising first storage means for storing an application obtained from
external storage  medium; second storage means for storing a preinstalled
application; 



application executing means for executing one application stored either in
said  first storage means or in said second storage means; judging means for
judging in which storage means among said first storage means  and said
second storage means said one application is stored; and notifying means for
notifying a notification in correspondence with a result of  judgment
conducted by said judging means. 8. A terminal device as set forth in Claim
7 further comprising: display means for displaying various information under
control of said application  executing means; and wherein said application
executing means displays by image on said display means. 9. A terminal
device as set forth in Claim 8, wherein said display means display an image
for said one application executed by  said application executing means on a
first displaying area, and an image for said  notification on a second
displaying area that is independent from said first displaying  area. 10. A
method for having a terminal device to execute an application, comprising
the 20 JULY 2006 24 steps of: causing a terminal device to download an
application from a network; causing said terminal device to store said
application in a storage unit in relation  to a download identifier showing
that said application is a downloaded application; and  causing said
terminal device, if a download identifier is related to an application when
executing said application, to display a predetermined image on a displaying
unit  of said terminal device. 11. A method for having a terminal device to
execute an application, comprising the  steps of causing said terminal
device to download an application from a network through a  relay server;
and causing said terminal device, if said terminal device finds an
identifier attached by  



a relay server on said application when executing said application, to
display a  predetermined image on a display of said terminal device. 12. A
program product for having a computer to perform a process comprising the
steps of downloading an application from a network by using a communication
unit;  storing said application in a storage unit in relation to a download
identifier showing that said application is a downloaded application; and
displaying a predetermined image on a displaying unit of said terminal
device, if a  download identifier is related to said application when said
application is being  executed. 13. A computer-readable medium for storing a
program product for having a  computer perform a process comprising the
steps of: downloading an application from a network by using a communication
unit;  storing said application in a storage unit in relation to a download
identifier showing the application is a downloaded application; and
displaying a predetermined image on a display of said terminal device, if a
20 JULY 2006 25 download identifier is related to said application when said
application is being  executed. 14. A terminal device comprising: storing
means for storing one or more applications in a condition that it is able to
distinguish an application with a certain reliability from an application
without the  certain reliability; instruction inputting means for generating
an instruction of execution of one  application stored in the storing means
in response to an operation made by a user of the  terminal; application
executing means for performing data processing following codes of  the one
application in response to the instruction generated by the instruction
inputting  means; determining means for determining whether the one
application identified by the  



instruction generated by the instruction inputting means is an application
with the  certain reliability or an application without the certain
reliability; and notifying means for providing a notification in
correspondence with a result of  determination made by the determining means
at least at a timing in a period between a  start and an end of execution of
the one application. 15. A terminal device according to claim 14 further
comprising application obtaining  means for obtaining an application from an
external device, wherein the storing means stores attribute information in
correspondence with at least one  of (a) one or more applications stored in
the storing means in a production process of  the terminal device and (b)
one or more applications stored in the storing means after  being obtained
by the application obtaining means, so that it is able to distinguish an
application stored in a production process from an application obtained by
the  application obtaining means, and the determining means determines that
the one application is with the certain  reliability when it is judged on
the basis of existence/absence of the attribute  information or content of
the attribute information that the one application is stored in a
production process, and determines that the one application is without the
certain  reliability when it is judged on the basis of existence/absence of
the attribute 20 JULY 2006 26 information or content of the attribute
information that the one application is obtained  by the application
obtaining means. 16. An terminal device according to claim 15 wherein the
application obtaining  means obtains an application from a data source in a
network via the network. 17. An terminal device according to claim 15
wherein the application obtaining  means obtains an application via an
external storage media. 18. An terminal device according to claim 14 further
comprising an application  obtaining means for obtaining an application from
a data source in a network via the  network, wherein the determining means
determines that an application obtained by the application  obtaining means
is with the certain reliability when it is judged that a certain identifier



is added to the application at a node in the network other than the data
source, and  determines that the application is without the certain
reliability when it is judged that  the certain identifier is not added to
the application at the node. 19. An terminal device according to claim 14
further comprising an application  obtaining means for obtaining an
application from an external device, wherein the storing means comprises a
first storage area for storing one or more  applications in a production
process of the terminal device, and a second storage area  for storing one
or more applications obtained by the application obtaining means, and the
determining means determines that an application stored in the first storage
area is with the certain reliability, and determines that an application
stored in the  second storage area is without the certain reliability. 20. A
terminal device according to one of claims 14-19 wherein the one or more
applications are Java applications. 21. A method for executing an
application comprising: a step for storing one or more applications in a
condition that it is able to 20 JULY 2006 27 distinguish an application with
a certain reliability from an application without the  certain reliability;
a step for generating an instruction of execution of one application stored
in the  storing step in response to an operation made by a user of the
terminal; a step for performing data processing following codes of the one
application in  response to the instruction generated in the generating
step; a step for determining whether the one application identified by the
instruction  generated in the generating step is an application with the
certain reliability or an  application without the certain reliability; and
a step for providing a notification in correspondence with a result of
determination  made in the determining step at least at a timing in a period
between a start and an end  of execution of the one application. 22. A
program for causing a computer execute: storing one or more applications in
a condition that it is able to distinguish an  



application with a certain reliability from an application without the
certain reliability; generating an instruction of execution of one
application stored in the storing step  in response to an operation made by
a user of the terminal; performing data processing following codes of the
one application in response to  the instruction generated in the generating
step; determining whether the one application identified by the instruction
generated in  the generating step is an application with the certain
reliability or an application without  the certain reliability; and
providing a notification in correspondence with a result of determination
made in  the determining step at least at a timing in a period between a
start and an end of  execution of the one application. 23. A computer
readable recording medium recording a program according to claim  22. 




