20 JULY 2006 1 DESCRIPTION Term nal Device and Rel ay Deyj ff.yiReni cal Field
The present invention relates to a terminal device that executes an
installed application program and to 4 relay device that relays data
between different networks. 10 Background Art Various application prograns
can be installed in a term nal device such as a personal conputer, to

provide a variety of functionali S@KIE’TI@N' i cation prograns can be
installed by nmeans of storage nedia such as a CD-ROM or via a server on a
network such as the Internet; alternatively, 15 application prograns my be
preinstalled by a manufacturer of a termnal, or installed by a retail

seller of a term nal who T&$nidal DF8AcE aadREBSIDM/ide t he application
program manuf acturer. However, not all source$ of application prograns can

be trusted; malicious individuals may, for exanple, nake avail abl e damagi ng
or dangerous software via servers on the Internet. Disclosure of Invention
The Br espsvhnieFieldn has been made in |ight of the above problem and has
‘as its object the provision of a termnal device and a relay device 25
capabl e of notTHe ipresentufipientionaréleites nal a atrmindledevivestlian specietes o
application prograns executed on the termnal. To achieve the stated object,
t he pr edastalledvapplicatiqn progiasnaandrtoi matlayddevive thiat abldyasdatasbetwagen means
for storing a plurality of applications; and an application executing nmeans
for exediffienentametsygrkiscati on stored in the 20 JULY 2006 2 storage neans, and
for giving a user a notification on the basis of a source of an application
bei ng execut ed.

10 Background Art
Various application programs can be installed in a terminal device such
as a personal computer, to provide a Variety of functionality.  Such
application programs cah be installed by means of storage media such as a
CD-ROM, or via a server on a nétwork such as the Internet; alternatively,
15 application programs may be preinstalled by a manufacturer of a terminal, or
installed by a retail Seller of a terminal who has a license contract with the
application program manufacturer.
However, not all soﬁrces of application programs can be trusted;
malicious individuals may, for example, make available damaging or

—"20 dangerous software via servers on the Internet.

Disclosure of Invention

The present invention has been made in light of the above problem,

and has as its object the provision of a terminal device and a relay device

25 capable of notifying a user of a terminal of differences in sburces of
application programs executed on the terminal.

To achieve the stated object, the present invention provides a terminal

device which has a storage means for storing a plurality of applications; and

an application executing means for executing an application stored in the



The application executing neans nmay determ ne a source Qbyenyagel i cati on on
‘the basis of an installation method of the application. 5 The application
executing neans nmay change the notification on the basis of whether the
-application being executed is downl oaded froma network. The application
executing neans may. change the notification on the basis of whether the
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downl oaded from a work via are evi ce, ppl Ication executing
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t he basi s”of whet there is a predetermned identi by the rel ay

devige. The Sfl‘lfeaﬁgPH@z&i‘@n mcﬁﬂﬁgnﬁi&anéirhay éi@f?@ﬁléf%ﬁﬁda@forﬁb%tm an

Z0 application obtalned fromexternal storage nmedium and the second storage
neans f pasit @fi Mhether ehestppliegtionpbenst | eculéd® RpRIowaloadedexXesu idg
means nmay change the notification on the basis of whether the application
bei ng execwoekl is fromthe first storage nmeans or fromthe second storage
means. 25 The term nal device may al so have a display nmeans for displaying
vari ous i nf or fiitei apphcateon execubhg aheahe mayldhzmgieothee netifitciatipmeanthe Al so,
the application executing neans nmay display by inmage on the display neans

t he not basisaof svhather thi applisatden theingoiecutdd spuead ot fappl avacktennalrhe

di spl ay neans nay. di splay an image for an application executed 20 JULY 2006
3 by t hetarpgeimaediudn executing means on a first displaying area, and an

image for the notification information on a second displ.aying area,that is
i ndgpendem 'The application executing means may change the notification on the

basis of whether ré}iability of the application being executed is guaranteed by
‘a third party which is different from a provider of the application.
The application stored in the storage means may include an application

‘15 ‘downloaded from a network via a relay device, and the application executing

- means may determine whether reliability of the application is guaranteed on
the basis of whether there is a predetermined identifier added by the relay
device.

The storage means may have the first storage means for storing an

"iZO application obtained from external storage medium; and the second storage
means for storing a preinstalled application. |

The application executing means may change the notification on the
basis of whether the application being executed is from the first storage means
or from the second storage means.

25 The terminal device may also have a display means for displaying
various information under control of the application executing means. Also,
the application executing means may display by image on the display means
the notification that differs on the basis of source of application.

The display means may display an image for an application executed



fromthe first displaying area. Al so, according to a netpodLvbodshe present
invention for having a 5 termnal device to execute an application: a
term nal device downl oads an applicatgon froma network; the termninal
.device stores the application in a storage unit in relation to a downl oad
identifier showing that the application is a downl oaded application; and
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term nalfgﬁﬁjvﬁ%%igqm#&g&%oégr&opl ication froma network through a relay
e termia

server; vicé, if the terminal device finds an identifier

attached by a dflifsbayac%%’f&ﬁftgeg@ 4 et b?athieogﬁé’é‘gﬁgiihgfeﬂﬁ%ﬁ“féﬂ%at\{iggmanal

appl i cation, spfays a p eterm ned i1 nmage splay of

devi ge. éhthal! BevieeRS ehetiieth! AfbIRAIHICE @Al ABVRICABWnIbAUshay! N9 a
conputer to performprocesses of. "down oadi ng an application froma networ
by usi ”%@lﬂﬁ%”ﬁ%ﬁﬁ'é)ﬁle‘ﬂﬁkﬁk; sheotentiddiedadebi @atéPthé hpplRda®iciPenual t 1N
20 relati’on to a downl oad identifier show ng that the application is a

downl oadgdragenimit ¢atreRtionateda diosallexd idemtifieesledb aAing Mhak lecatdodiispl ay

of the termnal device, if a download identifier iS related to the

appl i catd downleadéd appHpationphndithe sermeinay dexicryti€c downlbad idetmgfipr ésent
invention provides a conputer-readable nedium 25 for storing a program for
havi ng aetateputer amerdppleatrocewhen afxecutiognlthadi applacatapy! idisplays faom a
network by using a_conmunicatjon unit; storing the application in a storage
uni 10i n pretleteronned imagewn asdsplagedithedermuredwlevgcehe application is a

downl oaded app|ication; and djsplaying a redeterm ned. i nage on a .di spl ay
of the term nACGEdIRG to;x H@%‘é&ﬁﬂ%&&@ @’@Sgﬁmmmmm?%bﬁmg artergung| at ed
to the appl.i cation en the.application is i n xecyted. The,present
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from a network through a relay server; and the terminal device, if the terminal

device finds an identifier attached by a relay server on the application when -
15 executing the application, displays-a predetermined image on a display of the
terminal device.

Also, the present invention provides a program product for having a
computer to perform processes of: downloading an application from a netwérk
by using a communication unit; storing the application in a storage unit in

© 20 relation to é download identifier showing that the application is a downloaded
appli'cation; and displaying a predetermined image on a display of the terminal
device, if a download identifier is related to the application when the
application is being executed.

Further, the present invention provides a computer-readable medium

25 for storing a program for having a computer perform processes of:
downloading an application from a network by using a communication unit;
storing the application in a storage unit in relation to a download identifier
showing the application is a downloaded application; and displaying a

predetermined image on a display of the terminal device, if a download



between a first network and a second network, the relay2ddguLeeotsonprising: a
receiving neans for receiving data fromthe first network; and a forwarding
5 neans for forwarding data. received Ry the receiving neans to the second
.network, and for adding a predeterm ned identifier to the data when
reliability of the data is not assured by a third authority that is
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a bl ock di agram show ng a configuration of the nobile phone M according to
the embegi thendatafk ot Aiskdred By aptland seMorigy tiatdx diffeeedf fraf ahelsosatd on
control table TBL of the enbodinent. 25 Fi'g. 4A is a diagram showi ng an
exanpl e gffthe dhtapl ay of a.liquid crystal display M54 during execution of a
preinstalled application, and Fig. 4B is a diagramshow ng an exanpl e of

t he di spl ay ofDatagueicdivedy by ahedieoei enngvBieand uromy thex ¢irst netwofk anapvire oaded
application. Fig. 5 is a schematic_di agram showi ng an execution environnment
of H) 28eatiby 2euwes cappectedttiodhe; first metwork: and e tonvmrgding maeans ma he
first enpodinent. Fig. 6 is a_diagram show ng. a data sequence when th

mobi | e SIEEHENINGS ‘Hgé&eéii seliabilitye Of; %P &Rt dismeassu PBaGgea:g;létﬁpl ?Pkati on

! hr‘ ough identification of the server that sends the data received by the receiving means.

The ‘source of an application is determined on the basis of the
installation . embodiment, that is how the application :is- installed. As
15 installation embodiments, there are, for example, a method of installing from a

storage medium,.and a method of installing after downloading front a network.

Brief Description of the Drawings
Fig. 1 is a block diagram showing elements used when a mobile phone
20  MS according to the first embodiment downloads an application.
Fig. 2 is a block diagram showing a configuration of the mobile phone
MS according to the embodiment.
| Fig. 3 is a diagram showing an example of an application control table
TBL of the embodiment.

25 Fig. 4A is a diagram showing an example of a display of a liquid
crystal display MS4 during execution of a preinstalled application, and Fig. 4B
is a diagram showing an example of the display of liquid crystal display MS4
during execution of a downloaded application.

Fig. 5 is a schematic diagram showing an execution environment of an



gateway server GAS. 5 Fig. 7 is a diagram show ng an exagpugy2boedi spl ay of
lTiquid crystal display 14 in the first enbodinent. Fig. 8 is a flowhart
showi ng a process perfornmed at the tinmg of executing an application in CPU
A1 of the nobile phone M5 according to the first enbodinent. 10 Fig. 9 is a
fl omchart showi ng a process perforned at the time of executing an
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matter o ment relates to an application witten in a

non-vpl atile ry : C i (WaTely S a

file T (for exanmre is ikt ShoWiRk SiF cxaiple 8l Wilay R Houh Xy

Hypertexgisﬂwy K4Qn ¥R THRVEIbRBdcher eaf ter, "HTM. data"), executed on a
& .

br owser . I rst -Enbodi nent Fig. | shows el enents used by a nobile phone

M5 when downl opfii ng isal ABMdhagt isBOWiHhE M Bproveys Mpétfoimied | 4t thé simea@for di ng
to the present “enbodinment. Although a nobile phone M5 is used in the
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be gi venfirsttdmbedimeeit. t o
10 Fig. 9 is a flowchart showing a process performed at the time of
executing an applica'tjon in CPU 11 of the mobile phone MS according to
modification 1.
- Fig. 10 is a block -diagram showing a configuration of the mobile
phone MS according to modification 2. ‘
15 Fig. 11 is a block diagram showing:elements used when the mobile

phone MS according to the second embodiment downloads an application.

Best Mode for Carrying out the Invention

Preferred embodiments of the present invention will now be described

-’20  below referring to the accompanying drawings. In the following description,
the subject matter of the embodiment relates to an application written in a
non-volatile memory, and a term “application”, as used below, precludes a file
(for example, applet or GIF file) designated by a tag in data of Hypertext
Markup Language type (hereafter, “HTML data”), executed on a browser.
25

[1] First Embodiment

Fig. 1 shows elements used by a mobile phone MS when downloading
an application from a server on the Internet, according to the present

embodiment.  Although a mobile phone MS is used in the present



el enments through which the nobil e phone M5 downl oads anaappLy g@ii on from 5
IP server Wvia the Internet. An application stored in IP server Wis
transmtted to a nobile phone M throggh the Internet | NET, a gateway
.server GA5, and a nobil e packet comrunications network MPN. . It is to be
noted that in Fig. 1, to prevent the draw ng from being overly conpl ex,

only on ks h OREL, 0. h@n I are
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stati O”%n@é&t{i@ﬂd |P servers Wexist in the network. IP server Wis a
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conput er "systém owned by Information Provider (IP).: The IP server. W for

examl e, ol dxdfEfindairFig. 20 deeiiiiH el 1% bd Si9pA! i rBBpsed tpen. in

Java (tradem progr anmm anguadge and. vari ous pl'ications Itten in
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generica to Java an ther applications, unle ot herw se
st at gd) .IW&CW e Ehe BAteérneét. t he | P server Winclude, for exanple, an

appl 1 cat or performng online trading such as stock trading, an address

- 20 book appl !mtargﬁcaﬁaﬁ JtereP R [P st e W 19 traimpdaed @PRh6Bileophdit M .
Each application stored differently, depending on its type. For exanple,

a Java Mspitireagh Ghei Eiteiinet AAETHa gat®valyasdreer GWS baidsa mobilepazkeane of
the application, and Jar containing a data body of the application; and ADF
and Jarcommuhtations ndtwssrkveiPNV . [Ihig teebé miotedvting idBigarigtto prevent ess t here
is a 25 specific need to distinguish ADF fromJar, they wil|l each be

ref er r edirawing faom) heng pperkyacomplexnpphnly aneonotilehphonealvlSavae base
applications are stored w thout being divided. A URL is set for each one of
datBOi nstatitmPBShewnd ape IPaseniess YW argerespectaveli rsdioven.URIN; astudey, in the
GET request, recei vef| fra tge ZOMHLY 2006 7 Inégr ne NET, anqysends t he
dat a dediogreesdsexerahmalple pjopas Ma; basestatiqrs B, apddFospwvery WHeXiskquest .

If the URL, incl Udﬁg in the GET request, received by IP server W designates
an appl 1B40¢ 8FIWPHEr than a Java application, IP

IP server W is a computer system owned by Information Provider (IP).: -
The IP server W, for example, holds HTML data, a software called Java
15  application written: in Java (trademark) programming language and:various
applications written iin other programming languages (hereafter, the ‘term
application is used generically to refer to Java and other applications, unless
otherwise stated). Applications held in the IP server W include, for example,
7 an application for performing online trading such as stock trading, an address
~—20 book application, and Personal Information manager application (PIM).
Each application is stored differently, depending on its type. For example, a
Java application is divided into ADF having attributes such as a name of the
application, and Jar containing a data bddy of the application; and ADF and
Jar are held in IP server W. In the following explanation, unless there is a
25  specific need to distinguish ADF from Jar, they will each be referred to as a
Java application. Applications other than Java applications are stored
without being divided.
A URL is set for each one of data including these applications. IP
server W extracts URL included in the GET request, received from the



server Wsinply sends back the designated application bogyuiLe2bdse | nternet.
5 However, if the URL designates a Java application, |IP server Wsends. ADF
of Java application designated by the7URL to the Internet. Then, if a
.delivery request of Jar correlating to the sent ADF is received, |IP server
sends the Jar corresponding to the delivery request. Mbile phone M5 can

conduct ke ST G LA ha St ISR TR ARy IR
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orovt e AP ilo N Y SHREERGRAEE ULl G BRI A ARl
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speci fi ce ' able to notify a user t at’_an application,
when it reguBitesfidcorteRtRRety dRvEeRPADIF i hecsiRedl TP Gepréy sedath®Taf O

realizing this function wil1 be explained in detail |ater. Mbile packet

comuni Qﬁjﬂ@yp@n@eﬁg\m khé/Béliveryrequezuni cation 25 network for providing a
packet conmunication service to nobile station M5, and has a packet

subscri ber prddebiienphdrei MS (caxt comaluc} dataadoirthonidationgatigvaynesbiler G5
and a plurality of base stations. Gateway server GA5 is a conputer system
pr ol depacket aomminuaicaiink aretyarkvisEPN wi %/[n haddj tiomy t mobileaphonanbt$ scame

nobi | e packet 20 JULY 2006 8 conmuni catigons network to the Internet |NET.
The gat eenduct Vpiee COBIMyNEGANIAE Vi & Brahile delephone meswarke(neicshowm)dat a so
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mobile phone MS uses to browse pages provided via IP server W. WWW
-browser provided in mobile station MS also functions to execute Java applets.
15¢ *:*When browsing a WWW page, a WWW browser can download a Java applet
- 1 designated by a tag and execute the downloaded Java applet. Besides,
mobile phone MS is able to execute various applications such as a Java
application downloaded from IP server W.
In addition, according to the present embodiment, the mobile phone
20 MS treats an application differently depending on its source. More
specifically, mobile phone MS is able to notify a user that an épplication,
when it is executed, has been downloaded. The specific configuration for
realizing this function will be explained in detail later.
Mobile packet communications network MPN is a communication
25 network for providing a packet communication service to mobile station MS,
and has a packet subscriber processing device (not shown) in addition to
gateway server GWS and a plurality of base stations.
Gateway server GWS is a computer system provided in a mobile

packet gateway switching center that connects the mobile packet



communi cati ons between nobil e packet comruni cation net wapbuiMPbbognd 5 t he
‘Internet INET in the present enbodinent is realized by the function of
gateway server GA5. (A) Hardware Configuration of Mbile Phone M5 Fig. 2 is
.a bl ock di agram showi ng a configuration of the nobile phone M according to
the present enbodinent. '10 As shown in the figure, nobile phone M5 has a
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i nf or maty ntrol of controller M5 1. Controller MS1 conprises,
for exa%ﬁ@ﬁg%&%ﬁwgiocessi ng Uit (CPU) 11, a Read Only Menory (ROM

12, a %%Mﬁcmﬁwﬁgﬁﬁm%ﬂ@mMgEPm 14, and controls each

part of e 12 stores various applications such as a WW
browser, and #jgontisal bloeRRliageir ¥howihg @@Dhﬁg&kﬁt@@nﬁﬂh@dnbbi@%ﬂdﬁ’e' s an
application stored in a production process of the nobile phone

(pre-i n¥& dcdyrdimgntd thed preseht emnboidinteme. application is assured by a nobile
comuni cation carrier or nmaker of 20 JULY 2006 9 nobil e phone MS. In the
fol10w ng explAsiahowm intheafighie;amodmlepphionst WS drhs & rcarteolRVMS 1, sa
referred to as a preinstalled application. RAM 13 is_used as a work area of
CPU 11 4rahsmaitiesrraceiver past dMSAaam instruction input part MS3, a liquid. crystal

display MS4, and a bus MS5 used for data transmission between each -

element.
Transmitter-receiver part MS2, under the control of controller MS1, . -
15 - performs wireless communication with base statioh- BS of mobile packet -
.communications network MPN.

Instruction input part MS3 is provided with a variety of buttons such
as push button (PB), and also with cursor keys. When a user performs an
input operation, instruction input part MS3 sends an operation signal in

20 response to the input operation to controller MS1. Liquid crystal display
MS4 is comprised of a display device such as liquid crystal panel, and
displays various information under the control of controller MS1.

Controller MS1 comprises, for example, a Central Processing Unit
(CPU) 11, a Read Only Memory (ROM) 12, a Random Access Memory

25 (RAM) 13 and a EEPROM 14, and controls each part of mobile phone MS.
ROM 12 stores various applications such as a WWW browser, and a control
application. The application stored in ROM 12 is an application stored in a
production process of the mobile phone MS (pre-installed), and reliability of

the application is assured by a mobile communication carrier or maker of



such as HTM. data and applications downl oaded from | P seovyeLY@oeS EEPROM 14
has ,an application storage area 14a and a .table area 14b. In application
storage area 14a, applications downl oaded fromI|P server Ware stored. In
the foll owi ng explanation, applications downl oaded fromIP server Wto be
stored in application storage area 14a of EEPROM 14 are referred to as

dounloady4HA1J EROAERTS, 1 SrP el EXflhorih, IR BRSSP R0t
oo L PRI S o § RERAEIES WcaRggor momory adr ess) . and

every applicat i L t .S - eqnst al | ed
application orwgﬁ%%@%%&a’ggﬁggﬁfﬁ W%potggﬁgqﬁglggﬁg% (??%g

whi ch i ngli ﬂgﬁt i i i 29e ycation. If an
appl i cat ﬁgﬂ?%lgﬂa O\A/!q?fc‘)aa edagﬁlel,bﬁﬁf)gglalgvﬁggag%% ue o%&%ﬂwi f the

appl iscati on | SERPROMI4dhAcen %@ﬁlicbﬂ@nfdtéﬁheg}aﬁre%_ Y44 4adAd take.aréf 14b.the.
present enbodi ment, CPU 11, at e tinme of ecuting an application stored
in ROM 1p, ﬁﬁﬁli&ﬁ?ﬁ%&é%efaf@@!lﬁa} fsplessionedowalpadap oM IR ek eeeW ! ateon t he
basis of the contents of application control table TBL. Mrre specifically,
CPU 11 retaglsd.ouln deyvfdldemwtirig egplariation, applicatiphs detvrdoaded frexh IabeeyefBL at
the tinme of executing an application, and in 25 the case that the downl oad
flag hasWatedleustondd inl ‘appliPatidn ssevage areackta of EERROIV 14 ar¢ qefeired yot al

di spl ay Ms4. Upon receipt of the signal, a predeterm ned inmage is displayed
on |i qui as doysdaad dppbcationss4. Thus, according to the present enbodi nent,

the nobil e phone M5 is able taq notify a user that an _apgl i cation being
exedlt ed by CPysshoven in ddgrd, dadablexstoyags apemd 4bp appHcadan;emtroltaple 4a

shows a anpl e of di spl in liquid crystal .displa when.executing a
pr ei nst Qf ﬁingﬁPYléﬁai or‘ﬁ£§ﬁéwlﬂi: §loragedRE Oﬁﬂnm&@r\{&%e application

. (storage medium name or memory address), and download flag F is stored in

application control table TBL in relation with every application name stored in =~
. mobile phone MS (that is, the preinstalled application or.-downloaded

~15  application).

Download flag F is a flag which indicates whether an application is a
downloaded application. If an application is a downloaded one, flag F has a
value of “17; if the application is a preinstalled one, the flag has a value of
“0”.

20 In the present embodiment, CPU 11, at the time of executing an
application stored in ROM 12 and EEPROM 14, treats the executed
application differently on the basis of the contents of application control table
TBL. More specifically, CPU 11 reads out download flag F from the
application control table TBL at the time of executing an application, and in

25 the case that the download flag has a value of “1”, CPU 11 sends a control
signal to liquid crystal display MS4. Upon receipt of the signal, a
predetermined image is displayed on liquid crystal display MS4. Thus,
according to the present embodiment, the mobile phone MS is able to notify a

user that an application being executed by CPU 11 is a downloaded



display in liquid crystal display M54 when executing a dgwpieagied 5
‘application. As will be apparent fromFi g. 4A and-Fig.. 4B, a synbol show ng
"DL" is displayed in Fig. 4B (hereaftem the image is referred to as "DL"
.mark). Thus, when the application being executed is a downl oad application,
"DL" is displayed. Furthernore, the display screen shown in Fig. 4a and Fig.
4B is 10 divided into two areas. That is, in the figure, in an area bel ow
the dot t@RPINGHON. 3 runtime screen of an application being executed is

used 1 a mobiTIE. dibABOV, e SRRl Gh iRl Mk Eva sisp By MER °7 1Y
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Java appid J FRIROR disheswaf ter, abbreviated as "JAM') and Java virtual
p%pwl?édt abﬁe P y@eﬁ

machi ne ereafter, viated as "KVM'), and both are execut ed under GS
functional i ty. FulevdoraprthieC display | Scre¥gCsH@dnbin &3 44 41 thig bapi §sof a

runtinme epyi ronment that JRE prqv!_des: JAM i S software for controlling
il o e e Ok R
t o conver furtymecedesn of anuapplicdtidrebeingeexécutadds displaysdndad dncamlarea -
recogn Zlglglb(ewg >éhgggttécll l?r];e icnglisl \%hi)cqlogree ‘lvsyi)'ically used in a mobile phone, such
as an antenna symbol, are displayed (hereafter, these icons are referred to as °*
“pictogram”. “DL” is also a pictogram). Note that the area P is not used by -
15  any application, and is independent from other area.
When “DL” is displayed- in area P, it can be determined that an
. application being executed is a downloaded application. |
(B) Application Runtime Environment of Mobile Phone
Fig. 5 is a schematic diagram showing a runtime environment of an
'20  application in mobile phone MS.
| In the present embodiment, the application execution environment of
mobile phone MS includes a Java runtime environment (hereafter, referred to
as “Java Runtime Environment” (JRE)) on an operating system (hereafter,
referred to as “OS”) provided in the lowest layer.
25 JRE is comprised of a Java application manager (hereafter, abbreviated
as “JAM”) and Java virtual machine (hereafter, abbreviated as “KVM”), and
both are executed under OS functionality. A Java application is executed by
CPU 11 on the basis of a runtime environment that JRE provides. JAM is

software for controlling security in executing a Java application. KVM is



Applications other than Java applications (for exanple, 200¥i& 2066 br owser and
so forth) are executed by CPU 11 under OS functionality. [1.2] Operation of
First Enbodi nent Hereafter, operationsldf the present enbodinent will be
explained in the follow ng order (A) operation when downl oadi ng an
application (B) operation when executing an application in nobile phone M.
(A) opergts i i1C inﬂMAno td 443 Ok aci ng an
appl i cat ?(?)frtﬁ%r | now ete |gl|q%§13 C%fq)lg*(%)lwa\};\jt r’eF1 e%{l%ed@glﬁle&g;\?gasgﬂquence

shown i npffitidhs to BOARI bytecotis e XURRARBILAIS B3 BETROR, itBUmatidate WBRCOT

t
nmobi | e phone M5 15 so as to activate WNWV browser. After the i1nput, in

r esponserdcd otz A48 At CPUJ 1§i(gqﬁbbﬂgr1ph5ﬁ@ms.nstruction i nput unit M3, CPU
11 reads out” WAV browser from ROM 12, and carries out a packet registration
on a packet suRgelichEbns PodeesStaiy Jagui apphbatdnd S(fonSeLampid)i WWavkgt
communi cation network MPN described above. The packet registration is a
regi gt r abtewsdl ARESY ferthpare?Ox easkdtbys UGS Nilnendiet @S nebionatitphone MS and
nobi | e packet comuni cation network 'MPN. When packet registration is
carried out, nobile phone M5 can conduct packet sw tching between gateway
server GA5, which enabl es nobil e phone M5 to send a request or response
during pgkReOpenatiohiofdirstEmbodiment er, when the user perforns, for

exanpl e, an inﬁut operation_ designating a URL that identifies the downl oad
page of |P ser ereat@)er;:ppenailonmo ¢ Ippepersnembpediment wilk ba explaingdiest D1,
including the URL, to _nobil|e packet comunications network PN thrc()ﬁgh

transmi tther fpHewing  ordear {Ayspperptiwncavhen (Wdewnlaading apeappleationd

gat y server , 20 JULY 2006 12 and the gate ser.yer executes protocol
con\%g?si‘épﬁr@ﬁloﬁl%\ﬁ%&ﬁég‘t‘tmg@& 1cafien (R B?fgﬂiq Eﬁgpetﬁ\‘ﬁt he Internet |INET as
GET requ‘@ta D2. 1P s rv% upen_recei \110??9 t he GET request D2, sends HTM
dat a QP%%W%W AGIRE ARAPHGT M. GET demand D2 (in this case,

a An operation of downloading an application will now be explained

below with reference to the data sequence shown in Fig.6:
Firstly, a user operates instruction input unit MS3 of mobile phone.MS
15 so as to activate WWW browser. After the input, in response to an operation
signal sent from instruction input unit MS3, CPU 11 reads out WWW browser
from ROM 12, and carries out a packet registration on a packet subscriber
processing device which is inside mobile packet communication network
MPN described above. The packet registration is a registration procedure for
20 packet switching between mobile phone MS and mobile packet
communication network MPN. When packet registration is carried out,
mobile phone MS can conduct packet switching between gateway server GWS,
which enables mobile phone MS to send a request or response during packet
switching.
25 Thereafter, when the user performs, for example, an input operation
designating a URL that identifies the download page of IP server W, CPU 11
in mobile phone MS transmits a GET request D1, including the URL, to

mobile packet communications network MPN through transmitter-receiver

part MS2. The GET request D1 is then received by gateway server GWS,



5 downl oad page}-to the Internet INET. HTM. data D3 is rageiLyadoddy Gat eway
Server GA6 and is transmitted to the Internet INET as HTM. data D4. The HTM
data D4 is then received by transmttenareceiver unit M52 of nobile phone
MS. CPU 11 of nobile phone MS stores received HTM. 10 data D4 in RAM 13, and
di splays on liquid crystal display M54 a screen show ng the HTM. data D4.
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These app}q Hééfg]ﬁ’i?t%dk A eatﬁd‘i‘”ihéfug%\?'n fhoglg@,ﬁET”ﬂ&fnaﬁﬂﬂ)?;gihaﬂ%ih;bdi}gAa dat a.

At this stage, wants to- applicatio

follaown i YS the MiBshet - op o S] SQUFSTvKEY user
First sl Qaroas! B 1 TRt TRERY: RO T Nk PohdS TSy ey

string oGatéWaySsereét EAVaPRhd 48 iiBRniitfddeto tie Iers@SENETOM HTMI dddta t he

term"character string"” referred to as "application, (a)" is highlighted,
and whenpihe user holds down a predeterm ned button of instruction input
unit M3, during this 25 high-lighted state, CPU 11 transmts GET request D5
i ncl udi ng a URTheHdTMbhdath 0445 ¢ghent escavedrby tiansmitteppecaiaer amit MS2t o
mobi | e packet conmmunications network MPN through transmtter-receiver unit
M52. At of mebilé phonePM3.1 €R1 dd ofienebide qprane M istoresfreceive H§MEed
application title (that is, "application (a&") in RAM 13. . 20 JULY 2006 13
GET likequdeta B3 danRAMNOoA3mapd disphairse onsliqyid sepstabdlisplayaMedya sereesr GAs
and is transmtted he | rnet I NET as GET request D6 to be received by
| P ser ve$hwln$t%m%@t%gcts the URL included in the received GET

request D6. | FpReryel AVAgotin 'dowiRl b ARpfe VN iftha? displayed on

liquid crystal display MS4 of mobile phone MS that has received HTML data

D4. As shown in the figure, an application title that mobile phone-MS can

15+ download from IP server W is displayed ‘on liquid crystal display -MS4 of

mobile phone'MS as a menu title. - Specifically, in Fig.7, download menus

and several application titles are displayed on the liquid crystal display.
These application titles are written in the form of anchor tag in HTML data.

At this stage, if a user wants to download “application (a)”, the

) ‘20 following operation is performed. In the operation, using cursor keys a user

first selects an application title. Next, CPU 11 highlights a character string of

the selected application title. In the case shown in Fig.7, the term “character

string” referred to as “application (a)” is highlighted, and when the user holds

down a predetermined button of instruction input unit M3, during this

25  high-lighted state, CPU 11 transmits GET request D5 including a URL that

which designates a menu title “application (a)” to mobile packet

communications network MPN through transmitter-receiver unit MS2. At

this time, CPU 11 stores the character string of the designated application title
(that is, “application (a)”) in RAM13. .



..5 the URL (in this case, application (a)) as data D7 t20JUL¥ 2006t er net | NET.
Data D7 is subjected to protocol conversion by gateway server GA5, and is
then received by nobile phone M5 as dgga D8. In the present enbodi nent, a
different process is perfornmed depending on whether the application to be
downl oaded (that is, application (a)) is a Java 10 application or not. The

oot St et A5 ISR 1S B ttepeareagpien
o7 o QYRR SR e el G Al 1 v

receives sent e phone n ansmtted

th h W P t hsqi nel d i

the Gt Facioay Wt erV iR W, [ BRI WAHHREES, e TERT: Rpeg, B HE
hi . ; . : _ he ADF

o Tece HSsTRR SHLILGULATDG FEseaRy ot ik appRouibh dighicl bl

coneni C@fd ORI TR 1S l@a%:hbpg%Aa\gFtﬁﬂ g@&tarlsidhggim §b-thedatdpet INET.MSH £h

nobi [ e phone MS receives "t nobile station M5 extracts an

appl i cat pgnjg &ﬁ&j@ctédaﬁpr@t@hb@rtdrﬁ')e'fsibﬁcﬂi}al%%de\ivﬂytsi&v%m?hﬁd 9§ @heht in
application control table TBL. Then, CPU Il stores the received ADF in

appl i catregeivddbagrobile phbhe ME aEBRERAVE4, and CPU 11 stores the storage
| ocation of the ADF (that is, 25 storage nediumtitle (EEPROM 4) and nenory

address) in RAM the. pridsent exabodimenénal slierting tprobess snperdormed defpedaling ‘
corresponding to the received ADF (that is, Jar of afplication a) to the

nobi | e per kehetheotheuapplicaton to bevdownlradedGihat sy application\() k isamdaias t he

di stribution request of Jar, and |P gerv,er, Wreceives it, |IP server Wsends

Jar100 Japplicasom eunebr r Ehgdediavgingodescaiption milhe givencHueke-arkdorms, Jar
When' & T SNGRPCAREIGADEB] FR7S drfavevARplifatiihianel PSR Gios (RS HOUSE: |
process t%eoc%allﬁp%c%tljo?l.the follow ng steps is performed by CPU 11.
(i) When application (a) is a Java application
When IP server W receives the GET request D6 sent by mobile phone
- 15 MS and transmitted through gateway server GWS, IP server W extracts a URL = -
that is included in the: GET réquest. Then, IP server W sends ADF
corresponding to the URL (in this case, ADF correlating to application (a) to
the Internet INET. The ADF is received by gateway server GWS, and is
transmitted to mobile packet communications network MPN.
20 When a transmitter-receiver unit MS2 of mobile phone MS receives
the ADF, CPU 11 of mobile station MS extracts an application title
“application (a)” included in the ADF, and stores it in application control table
TBL. Then, CPU 11 stores the received ADF in application storage area 14a
of EEPROM14, and CPU 11 stores the storage location of the ADF (that is,
25 storagé medium title (EEPROM14) and memory address) in RAM 13.
Next, CPU 11 sends a distribution request of Jar corresponding to the
received ADF (that is, Jar of application a) to the mobile packet

communications network MPN. Gateway server GWS transmits the

distribution request of Jar, and IP server W receives it. IP server W sends Jar



5 Step 1 CPU 11 stores Jar of the application (a) in theJapphkowwati on
storage area 14a of EEPROM 14. Wen storing the received application (a),
CPU 11 reads out a storage |ocation of4 ADF stored in RAM 13 and correl ates
it with the Jar. 10 Next, CPU 11 stores storage |ocation information of
application (a) (that is, storage |location of ADF and Jar correspondi ng to

2P | oot e AesnD 480Rl) AHMEEN. FusEPBal s, D el 3P,
| ocat i 0?&’&#‘%@@?@3%'@@3 |cS Bﬁ%é%t %&ﬁé%tt able. 15 Step 3 CPU 11

stores 170N con e TBL. In this case

since appli caty WC@W&% 1 as

downl oad fl ag n app i cation cont r%tﬁ%fof%{ﬁﬁ%ﬁhoﬁﬁ%%r%&ﬁ gl spl ays

a nmessa tﬁpﬁ@ dq grystal

di spl ay%ﬁ'fﬁ’oge%gnafds% b g? !g?lelgsfﬁz Weﬁgﬁgﬁf?ﬁﬂ@w ; slIr:lot a Java
Appl 5cat$@?1I P server Wthat receives GET request D6, sent from nobi | ¢ phone

M5 and transmitted through gateway server GA5, extracts a URL included in

25 the GET requUpbl 1anrtoreeds otfhhwﬁ?licm‘bno?)qg&m plitdpion S@rake drehat is,
application (a)) to the Internet INET as data D7 en the data D7 is

transm t 14 ofhEBPROMEel 4at Wieen seoning @ dedeive® applidationsifa),t GPUetei ver
unit MsS2 of nobile phone Ms receives It, CPU 11 of the nobile phone

per f or nereatis dutld swrage pocatesrs of 2DHktéreddf RA Mt Ep andCGRutrélatesatisviolt
character string "application (a)" stored in RAM 13, and stores it in
appl i catthedatontrol table TBL as an application title. Step 2

10 Next, CPU 11 stores storage location information of application (a)
(that is, storage location of ADF and Jar corresponding to application (a)) in
application control table TBL. At this time, type of storage medium

(EEPROM14) and a memory address are stored as the storage location
+ ..information in the application control table.
15 - Step3 «
- CPU 11 stores download flag F in application control table TBL. In
- this case, since application (a) is downloaded from IP server W, CPU 11 stores
- “1” as download flag F in application control table TBL.
Step4 |

20 CPU 11 displays a message such as, for example, “download

completed” on liquid crystal display MS4, and ends the process.
(i1) When Application (a) is not a Java Application

IP server W that receives GET request D6, sent from mobile phone
MS and transmitted through gateway server GWS, extracts a URL included in

25 the GET request and sends the application designated by the URL (that is,
application (a)) to the Internet INET as data D7. When the data D7 is
transmitted through the gateway server as data D8 and transmitter-receiver

unit MS2 of mobile phone MS receives it, CPU 11 of the mobile phone

performs the following process.



CPU 11 stores the received application (a) in applicati @pjetLenege area 1l4a
of EEPROM 4. Step 3 Next, CPU 11 stores storage |location information of
application (a) in application controjstable TBL. At this tinme, type of
storage nmedium 10 (EEPROML4) and a nenory address are stored as the storage
|l ocation information in the application control table. Step 4 CPU 11 stores
downl oad:ﬁflzig F in application control table TBL. In this case, since

appl i cat?GR (a) is downl oaded fromIP server W CPU 11 stores .15 "1" as

D . T
exetut e BB HG BB E6Rob e, P AR MR AR 0 on T s "execut ea

on nobi | t Qone M5 wll now be explained with reference to Fig. 8. 1In the
foll ow ﬁ% pl anati on, application control table TBL of EEPROM 14 is

Tabl B shoun | rCEp 1 STORRDRE R ABPILAIOH @ ihbptRRkiciP gt otpa®!

i nstructi®of RONI14. 25 MB3, CPU 11 of nobile phone M5 reads out all

appli catll on titles stored in application control table TBL. CPU 11 then
transm t§tep3di splay control signal to liquid crystal display M54 to display
the application title (step Sal, Sa2). Wien liquid crystal display M54

receives the segxalCPU ti spdrey stérageriocationrigfoandiion dfoamsiédntedw!(aFahi on
title. 20 JULY 2006 16 Wen a nenu is displayed on liquid crystal display

VB4, CPUpplicatiomaiovntiol sabledyBhodeAunthis aimsgertypapof sstaragesmediuinon
i nput uni't MS3 for pronpt execution of the application (step Sa3). Wen a
usei Oi nBEPROMIldat amd a i tdeendmyppiddress awe ( sfored oastthet storage location
information in the application control table.
Step4
CPU 11 stores download flag F in application control table TBL. In
this case, since application (a) is downloaded from IP server W, CPU 11 stores
15  “1” as download flag F in application control table TBL.
Step5 - |
CPU 11 displays a message such as, for example, “download
completed” on liquid crystal display MS4, and ends the process.
(B) Operation when an application is executed on mobile phone MS
20 An operation when an application is executed on mobile phone MS
will now be explained with reference to Fig. 8. In the following explanation,
application control table TBL of EEPROM 14 is assumed to be comprised of
the same contents as the application control table shown in Fig. 3.
When a user operates a predetermined button of instruction input unit
25 MS3, CPU 11 of mobile phone MS reads out all application titles stored in
application contro]l table TBL. CPU 11 then transmits a display control
signal to liquid crystal display MS4 to display the application title (step Sal,
Sa2). When liquid crystal display MS4 receives the signal it displays a menu

corresponding to each application title.



5 application (a) for exanple, CPU. 11. reads out storagg jR§Heben
information "EEPROM (#1)" and download flag F "1", each corresponding to
application title "application (a)", C]L om application control table TBL
(step Sad4). After the read out ends, 11 can determ ne whet her the
read-out download flag F has a value of "1" (step Sa5). In the case

descr Do, 200l SRR CR0EIRRCS GR1GSRRERH T BaRD. S RRU 1 o,
5o M B 0 G5 S B TR o
sl 2ol oo LA AL BB M B2, 50 LD T e
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apol e21408 43I idn Ay AR fHSon SEMLATBIETHE e oagfne bast s o

application 25AgehqherRa8 Gutldds, BPU 131 éH) defdPthihé WhefHérethe Fad-out
application (a) on the basis of "'the under OS functionality. As descri bed

above, vdewnld®l flabi F qiaphovslueced It fstepoSade phedtntasedbsetibediabeiecut es a
downl oaded application, "DL" is displayed on liquid crystal display,

t hel€by ddwnloady flaguderconfespordimgobe applicaiimrenitleal“apphibchiono(a)Z0haklLy 2006
17 reliability of the downl oaded application. Note that, in the present
enbodi mevalpet o “dr’ea ThenegonehetheDdeteramkation i spe@y®ad de t¥es™.i qlipbmr yst al
display is_independent froman area where application uses, therefore the
area i s makingthipidstermiaatian, &BY i1d perberms a process to display “DL” in area

‘P of liquid crystal display MS4 (step Sa6), and CPU 11 reads -out the

.application (a) that the user designated (when application (a) is a Java
15 application, -ADF or Jar) according to the storage - location
information ’EEPROM (#1)” (step Sa7). | '
When the determination in step Sa5 is “No” (that is, when a download
| flag F has a value of “0”), CPU 11 reads out the designated application and
, does not have liquid crystal display MS4 to display anything on area P (step
20 Sa7). - |
In this way, CPU 11 executes an application (a) under a condition
appropriate for the application (step Sa8). More specifically, when an
application (a) is a Java application, CPU 11 executes it on the basis of the
function provided by JRE; whereas, when an application (a) is an application
25  other than a Java application, CPU 11 executes the application (a) on the basis
of the under OS functionality.
As described above, when the mobile phone according to the present
embodiment executes a downloaded application, “DL” is displayed on liquid

crystal display, thereby alerting a user of the phone to a potential problem of



5 executed.. Hence, regardless of a type or function of ayagdoecati on
executed on the nobile phone, it is possible to notify a user that

downl oaded-application is in progress.]Jn the present enbodi nent, execution
of a downl oaded application is notified to a user by displaying a pictogram
on area P, but it may also be 10 shown in another area. Alternatively,

Ft;t }'efE@;&?&fg}j‘%pﬁ@véﬁ@%ﬂ@%@é@aﬁpﬁﬁg{imwdaQ?;L‘?;ln "ai spi ai“%&fia?“%ﬁ' y
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e BB BRR ont B ARRAB U Msrk RSh i RpEROAE £ SRR
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exectt ec ocutb. P Hebel rERArdRGAT A thpe O Tnelies of A ApBlicion ERbL AR N9
possi bl e?llso Pl RBbAeP phogeam ithels amposapflel C3bi ORotify Peaexeket edthst a |

preinstalled application; and not to di'splay any pictogram when executing a
downl oadgewakpadecrhpplicat?on fid iBprdd@dssi cations < Mdification 1-1 > In the

present enbodi nent, U 11 determ nes whether the application is downl oaded
appl i cation orin tife pesvent @mbodm@t efkeagtibnséoa atbwilcHded kcdtBonnis

application control table TBL. However, determ ning whether the application
i s a dovmbtafidétoapphseraby alisplayangraeipactogramdonpgieacRf bub ibymagnalsibebenmet hod
usali0"! dhown i another aréa. - Altemnatively, notification may be conveyed 10 3 user -
by another means, such as audibly.
Furthermore, pictograms displayed on liquid crystal display MS4 may
be other than “DL” such as symbols and pictographs.
In the present embodiment, mobile phone MS is provided with an
.~d5 application from IP server W. However, PerSonal Handyphone System
(PHS), telephone, Personal Digital Assistants (PDA), personal computers and
the like can also be employed.
When using a terminal such as personal computer, it is possible tb
display a pictogram on a task-bar provided in a multi-task OS.
20 In the present embodiment, pictogram (“DL” symbol) is displayed
when an application being executed in mobile phone MS is a downloaded
application. However, it is possible to display a pictogram when an
application to be executed is a preinstalled application, and not to display any
pictogram when executing a downloaded application.

25
[1.3] Modifications
< Modification 1-1 >

In the present embodiment, CPU 11 determines whether the

application is downloaded application on the basis of download flag F stored



5 As described above, a preinstalled application is stor®duLy2@M 12 of a
nmobi | e phone M5 at the tinme of factory shipping, and then shipped. On the

ot her hand, a downl oad application is Bored in EEPROM 14. Therefore, the
preinstall ed application and downl oad application are stored in physically
different storage nedia respectively. Hence, it is possible for CPU 11 to 10
determ % - the i i ex j e | caki.on or
a prei @ a elgﬁglgg{] i%(grﬁ?(%ln(\tgfr)]le?ﬂTGB asi EH(%?%Q} e%h%#ggai@?gf ce{?]ggg{eéri ﬁ[hset or age
medi um ( it eth iflohded 13t EEP ) isasshfbheal 1y,
si nce stéoé@%ced ﬁg}c\g’tgi %na?\l’?’ o(r) rr(;?q ort i i@as%(g{r e0 l%Il gég?l?%dal\%ﬁﬂlcont r oPglt abl e

TBL of Eﬁf metRbAgs poesibl@ppl i cation is a 15 downl oaded application or a
preinstalled applicati gn I's determ ned on the basis of storage |ocation

information. Thysexsap @acbrifi@grati i s@dPhs ?@Eﬁ@ﬁoll@@ﬁ‘ﬁ%@bul@%‘e%é‘@l—. i's not
needed. Fig. 9 is a figure show ng a process of CPU 11 adopting nodification

. descpi bed abovgs desofibed dovEP@gHRiINdtalied applicationcissoredin ROMIPESFs i n
Fig. '20 3, as far as step Sh3, expl anati on before step Sb3 will be

oni tt ed.a GR¥bild pHehe MBnathehiahbef thbmrzt@ﬁppﬁlgm@ﬂumehis&ﬁpp@d. t [®n3her age

| ocation information read out in step Sb4 I1's "EEPROM' (step Sb5). Wen the
st or age ovher lant] &l dowsloaBERMatictPls stored spERBROM' 14n Thewe forer, yhe al
display M54 (step Sb6). Wen the storage nediumtitle is other than 25

" EEPROM'preimstaHed appiptationvand dowrdo pphicati@i "aresstooed dins phasecalby
liquid crystal display M34. Also, a_pictogram ("DL" synbol) may be displ ayed
when an difigpent storege smedel respertiviely. i Hengenithgs pogsablei tent iCEﬁUl-lzbtczo JULY
2006 19 Fig. 10 i di agram_show ng the configyration of nobile phone M5 10
accbPdi rfget@mnre enherarpliGation BheXxequls 183 wnioaakéf ARPIIE/A0B\OTt e

A ent HGUSALG  Bhpicata on "the BaSis ‘o T phySidAl Bifrefence i Seorage ' © 1"
medium (that is, whether it is “ROM 12” or “EEPROM 14”).

More specifically, since storage location information is storedin -

application control table. TBL of EEPROM, whether the application is a
15 downloaded application -or:a preinstalled application is determined on'the -
basis of storage location information. Thus, download flag F on application i
control table TBL is not needed. |
Fig. 9 is a figure showing a process of CPU 11 adopting modification
described above. Since the process in Fig. 9 is the same as the process in Fig.
-20 3, as far as step Sb3, explanation before step Sb3 will be omitted. CPU 11
determines whether the storage medium title of the storage location
information read out in step Sb4 is “EEPROM” (step Sb5). - When the
storage medium title is “EEPROM?”, CPU 11 displays “DL” on liquid crystal
display MS4 (step Sb6). When the storage medium title is other than
25 “EEPROM?” (in this sample, when it is ROM 12), “DL” is not displayed on
liquid crystal display MS4. |
Also, a pictogram (“DL” symbol) may be displayed when an
application stored in ROM12 is running.

<Modification 1-2>



5 the nobile phone M5 .shown in Fig.2, nobile phone M i Jubny 2002sent

nmodi fication has an external device connecting interface MsS6 for connecting
an external device such as a CO-ROM drjge to relay data. Further, nobile
phone M5 10 can be provided with an application froman external device that
is connected to external device interface unit MS6, and stores the

con <ot one "0 ESPBL s Vg Cor SR SR BB R 0,
flag F2 ééco?ﬂﬂ{gegcs)'tgq ggegrﬁcﬁlod}_ﬁe%ti{)ﬁ.ag LE e! &@_h‘f%?saﬁg‘%ﬂﬁfffd%b)é the

application'rs r‘om an éxternal device en’insta

appl i Catééi‘ﬁe‘i‘éfé?éﬁ& ﬁﬁh%&ggln%ﬁ%%%égﬁu 11 15 operates so that the install

flag F has a value o store e flag in application control table
TBL. Then, wh ﬁi&]ﬁ i } Hals i WED k0N
liquid cryst aleﬁlldl sp %b%&&&]ﬂ%@%{é%lﬁg Itggcﬁ%‘;é R%és%egt %@aﬁﬁcag ’1ﬁﬁh§gt e
t hat 5 simee MREERRS ' hngia) " D r khbfiet a
procgss t;h% E?%ﬁl&g expl g%ast'?*gﬁﬁéfxgmp%?gﬂ%,oggg Aghgggcme%?qggcgg%ﬁé to

the presgpdifieion G2kl Nex ePhalDBb VicshaSncoteRLitaTaas WS feretAnceual oaded
a

fromnetwork but also when installing an application froman extern

devi ce, an ekterpabdebice suchhatid C-ROM diiae tbhelayplata.caFuethdreinmgbizecut ed
is incorporated froma different source. In the present nodification, nobile
phone Mphicne¥$ dlechit be giropideyd withn ppphioatiemffomldn extekhalvievicenthat
application being executed in nobile phone, MS is installed froman external
st or age issinmectadtaeosiernal @eicegnterfaceaynisdVidics gindystoreshtre appliaptibnsat i on
bei ng executed is a preinstalled application. 20 JULY 2006 20 [2] Second
Errb-&:gi nem EERROM 14rst enmbodi nent, the display of a pictogramis deternined

on the basis of whether it is a downl oaded ,appl.icatjon_ot a preinstalled
appl i cati on. I-@Wﬁ Ing, rrgea%%méh@ea%{a; ﬂ@g‘&lei’é d% elSaPQEssit‘i’liq St
appl | catl ong 1Al cSRYol BibI2 TSRS Sna el g £330 Moded 1 PR “fhe

flag F2 indicates whether an application is installed from an external device. *

. When installing an application from an external .device, CPU 11.
15 operates so that the install flag F has a value of “1” and ‘stores the flag in
application control table TBL. Then, when executing the application, CPU
11 displays “DL” mark on liquid crystal display MS4 when install flag'F has a
value of “1”. Note that, since the process of displaying a “DL” mark is the
same as the process in Fig. 8, explanation is omitted.
~20 As described, according to the present modification, not only when
executing an application downloaded from network but also when installing
an application from an external device, it is possible to notify a user that the
application being executed is incorporated from a different source.
In the present modification, mobile phone MS is designed to display a
25  pictogram (“DL” mark) when an application being executed in mobile phone
MS is installed from an external storage medium. However, a pictogram

may be displayed when the application being executed is a preinstalled

application.



whet her to display a pictogram by di stinguishing a downl ﬁﬁﬂ&q{m@' i cation
froma safe one, and one for which may not be safe. In the second

embodi ment, as shown in Fig. 11, gatewgy server GA52 is used to enable

di scrimnation as descri bed such as above. Like elenents 10 are denoted by
the sanme reference nunerals used in Fig. 11. The gateway server GAS2

one21 + SASERRHRERGEIET o W obt ai ned by an | F under contract wih a

Gat ey st verl e e b Opn M BINGRE M piftortisl & et JAET .

dat abasdinatis BT eiBheF oftiF ° B RSTmahtl: ABPEFEReRcOFE® ArgiRRRARYE,
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ata
D8, an ifent KAk ondldirkPbhegot hattich aky hiot be sapgr oved (hereafter, referred

to as 25 "approval ‘identifier") is added to a header part of the packet. If

the same addr gashassecbadsanbediradal, essshicsvingh fﬁgorlchdtevéa;\gwwvadGW@Labase
GA521 as a result of the determ nation, gateway server 2 executes a

pr ot ocolis agedetosendblendisbeniaationeat dasaribethduth ansabové.hehikeo elements

packet conmuni cati ons network MPN wi thout adding an identifier. 20 JULY 2006
21 TPU aredenotdd by tho samaveferencermumerals usad anBgddider mi nes whet her  an
approval identifier is included in a header part of the data D8. \Wen an

approval i dentlilia gatewaygauer W2 ineludesian appseved edatabase &4 Widdhl oad
o0 Fogto T RNt Lot LA Ol St S of B el b
added t Obtained by an IP'under contract with a mobile communication carrier to -
guarantee application reliability. 'When Gateway server GWS2 receives data
15  from Internet INET, it extracts sender address of the data, and then searches
for the same address in approved database GWS21.
For example, if explained with reference to Fig. 6, when gateway
server GWS?2 receives data D7, it extracts sender address from data D7 and
determines whether the same address as the sender address is stored in
'}20 approved database GWS21. If the same address as the sender address is
stored in approved database GWS21 as a result of the determination, the
gateway server executes a protocol conversion on the received data D7, and
when transmitting it to mobile packet communications network MPN as data
D8, an identifier indicating that that it is approved (hereafter, referred to as
25  “approval identifier”) is added to a header part of the packet.
If the same address as the sender address is not stored in approved
database GWS21 as a result of the determination, gateway server GWS 2

executes a protocol conversion on the received data, and transmit them to

mobile packet communications network MPN without adding an identifier.



data D8, nobile phone M operates so that the downl oad ficawLy,2006
corresponding to the application, has a value of "1" and stores the flag in
application control table TBL. Note that, with respect to an operati on when
an application is executed, 10 because it is essentially the same as that
described in the first enbodi nent, explanation (refer to Fig. 9) wll be

omLted,  CUeupGEH AR SiieMSM e e B DESAEIICOR
can, 1 ecooh froVAPLASHIG BORLIGAL] 1P PRLAR SR QDA <When ap

el oL LB ISEhGRE} R dabd R DS, IR el ACORERSM e
I A S i

reliapil hf)giieétiéﬂ%oﬁlﬂﬂﬂitﬁmé QBIoEI. rwheﬁemh@?rwhlnmhkmerpi@qm N8ded to ...
assured. Modi fications An enbodi nent of "the present invention nmay be a

nmode of gaeAuDIZNg m@bil@nghaat! iIMS coperatdse sdotieatt e dphRied aflagnbp] on
the basis of whéther it is a download application or an installed

appl i cat cotrespondingotte thé applioationt ilng at valaggof t“dPegndrstoissatheflag rigs
prograns that nakes a term nal device realize the above function; or a node
of di st rapplicatjos control ¢ableEBLn a conput er - readabl e storage medi um 20

JULY 2006 22 CLAIM5 1. A termnal device conprising: storage neans for
storing appl i d¥ofeothst, withtiespecidot ambperdion whensamapplication:is exeahted,
applicatjon, and for staring an application ipn said storage means with its
cor riéspohacaisei Heist esseatiallpicthet same s thattdeseribed Be the dirst esalbodmest,a
specific condit.ion; fand . . .
explanation (refer to Fig. 9) will be omitted.
Gateway server assures reliability of data received from the Internet as
- described above: Due to this system, a user of a mobile phone can recognize
whether an application being executed is assured in reliability with ease and
15  certainty. - Additionally, IP can provide an application by collecting reliability
from a user. -

In the present embodiment, a pictogram (“DL” symbol) is displayed
when the reliability of the application being executed on mobile phone MS is
not assured. However, it is also possible to display a pictogram ("DL"

'20 symbol) when the reliability of the application being executed on mobile

phone MS is assured.

[3] Modifications
An embodiment of the present invention may be a mode of producing
25  and selling a mobile phone that displays a symbol on the basis of whether it is
a download application or an installed application; or a mode of distributing
through telecommunication lines programs that makes a terminal device
realize the above function; or a mode of distributing such programs in a

computer-readable storage medium.



application executing nmeans for executing an applicati orpeuevedes n sai d
storage neans, and for indicating to a user a predeterm ned notification
when said identifier is stored in said storage neans with a correspondi ng
application. 2. Atermnal device as set forth in Cdaim1l, wherein said
writing control neans stores an appli@ation in said storage neans wth an
identifier, when the application to be stored is downl oaded over the
network. cg.amg erm nal device as set forth in Claim1, wherein said witing
control neans stores an application in said storage neans wth an
identifier, when the application to be stored is read out from an external
storage nedium 4. Atermnal device as set forth in daim1, wherein said
writing gont olerfiandevidendodsprizvingappl i cation in said storage neans wth an
identifier, when the application to be stored includes information

i ndi cati ng t kerageirheans €br sdving dpplicstiogsar ant eed by a third party winch is
different froma provider of said application. 5. Atermnal device as set
forth in any vaitegofor@tcdimeant fonrstargiy 4n eixterndieapplicasimm; iapidnfyr storsy® ay neans

for di .Splaﬁﬁf;ia&gof{?ﬁ Eaﬁh‘\%}?ﬂ%ﬁ%%@vﬁ& it esﬁ&ﬂﬁﬁ%ideﬁtfiﬁé%ﬁjenatﬂglab itiPﬁ'
execut i ng*neans,; an erein said application executing means” di splays by

i mage on tehe etottidsyatisfies axpedilc vord06n;28d6. A terminal device as set forth in
Caimb5, wherein said display neans display an inmage for an application
execut ed by <pplicatignskpedigoncaxden exeryling ansapohicaiion; siated dn $gidasiPiage ar ea,

and an i RARsfAH PAlMicaiahib hGRE QPrédBtfeﬁﬁi'ﬁé& nBRACMoR WIRGONH Meaffi@ing area
that is i ndec{)_endent fromsaid firs di &gl@ayl ng .area. 7. A term nal device

conpri si iPred insyaidsytefage meapnwEh p 6pTePoRding 2BMICRHAN cati on obt ai ned from
external storage nedium second storage neans for storing a preinstalled
appl i cation;

2. A terminal device as set forth in Claim 1,

wherein said writing control means stores an application in said storage means

with an identifier, when the application to be stored is downloaded over the network.

3. A terminal device as set forth in Claim 1,

wherein said writing control means stores an application in said storage means
with an identifier, when the application to be stored is read out from an external storage

medium.

4. A terminal device as set forth in Claim 1,

wherein said writing control means stores an application in said storage means
with an identifier, when the application to be stored includes information indicating that
its reliability is guaranteed by a third party winch is different from a provider of said
application.

5. A terminal device as set forth in any one of Claims 1 through 4, further

comprising:

display means for displaying various information under control of said application

executing means; and

wherein said application executing means displays by image on said display.



application executing nmeans for executing one applicati @oJoLynres either in
said first storage neans or in said second storage neans; judging neans for
judging in which storage neans anong said first storage neans and said
second storage neans said one application is stored; and notifying neans for
notifying a notification in correspondénce with a result of judgnent
conducted by said judging neans. 8. A termnal device as set forth in Caim
7 further conprising: display neans for displaying various infornmation under

control of sajd application executin ans; and wherein said application
execut i ngg' rre?hgmﬁﬁ'g‘h)fl%l‘ﬂ}%e et ﬁg@én&halgh- 'd display neans. 9. A terninal

devi ce as set forth .in.Caim ein.sai i : j -an i mage
for said one W&Eﬁﬁlpé%@idé?lﬁgg%?se%}@@éy a@é‘?%eg%’g|aﬁc%hﬁ?{%§%§%§8ﬁt?@f fyraé(gns on a
first di spbhgdtiog exceatingindean dmegdibodisplaythg ot fandaanomage frseadnd

di Spl Ayl 0RE SR HRimafiod B GPRBARNIsH AL 3Radndd if HaddkaRhPoROsai@fiRg. 10 A
met hod for ‘nhaving a termnal device to execute an application, conprising
the 20 JUispl@@dasared steps of: causing a termnal device to downl oad an
application froma network; causing said termnal device to store said
application in a storage unit in relation to a download identifier show ng

that said application i.s a downl oaded application; and causing said
terminal devittermigal deieReBRIs MG entifier is related to an application when

executing said application, .to display a.predeterm ned i mage on a displ ayi ng
i1 of s diPeRRraSS) e 5 ST Al EPHEA ORGP SRS P R nEredEy ce t 0
execut e afedigpl i cation, conprising the steps of causing said term nal
device to downl oad an application froma network through a relay server;
and causi ng satahdtstsragaumkardefor stering & pednsthlled appliatiodievi ce finds an

identifier attached by o
application executing means for executing one application stored either in said

first storage means or in said second storage means;

judging means for judging in which storage means among said first storage means

and said second storage means said one application is stored; and

notifying means for notifying a notification in correspondence with a result of

judgment conducted by said judging means.

8. A terminal device as set forth in Claim 7 further comprising:

display means for displaying various information under control of said application

executing means; and

wherein said application executing means displays by image on said display

means.

9. A terminal device as set forth in Claim 8,

wherein said display means display an image for said one application executed by
said application executing means on a first displaying area, and an image for said
notification on a second displaying area that is independent from said first displaying
area.

10. A method for having a terminal device to execute an application, comprising the



a relay server on said application when executing sai d appiuLgabécon, to
display a predeterm ned inmage on a display of said term nal device. 12. A
program product for having a conputer to performa process conprising the
steps of downl oading an application froma network by using a communi cation
unit; storing said application in a gt#orage unit in relation to a downl oad
i dent| fier showing that said application is a downl oaded application; and
di spl ayi rféepéoﬁr edeterm ned | mage on a displaying unit of said term nal

device, if a download.i nt|f relate id appligcation when said
appl i cation i“8U$§ ﬁgﬁm’é‘}@ggﬁ‘flﬁﬁ %dcadlrﬁ?B gq.tlogxﬁqjgg R‘ﬁg& umfor storing a
program product .for VI n r [ocess co risi t he

st eps of : doﬁﬁ\l%%fszﬁ ]g%pqev E?Sﬁ?r? F%ﬁ]a%pq Cgl}l%ﬁ) aﬁfr%% qE i Bini cati on
unit;  sttomidogmémidddenpifier statwiog thahsad sprdicagen israi downioadeﬂapplmatmm, addownl oad

i dent| fier showing the application is a downl oaded application; and
di spl ayi ng a qausnlglszad remevali dwzg:e, ora @ovmlsepi mlyn@ﬁersawdamértmanalpphl@mne if a

20 JULY id
20 DL, 2008 G AR UEME 1 Slol LFLAEHiLR A0 AORLATHHERmhen s
means for0f§aldrt¢mign@irf¥§vl§ﬁ nore applications in a condition that it is able to

di stinguish an application with a certain reliability froman application
without the certain reliability; instruction inputting neans for generating

an instruction of e i on of one ication stored in the storing neans
in responde t® néﬁﬁh%i;&;@}"é‘ﬁ ighaingl,d ey %s reXGFULE AR ap?’é?ﬁﬁ%ﬁom%r&&a ©&ti on
execut i ngstegeaifis for performng data processing follow ng codes of the one
application in response to the instruction generated by the instruction

i nputting n‘&ﬁﬂﬁhg gt esrmimil rgvice andovwrdoadlat gypiicatiorgfrevh et deeworkhtarongk a
applicatiop dentified by the
elay server; and

causing said terminal device, if said terminal device finds an identifier attached by
a relay server on said application when executing said application, to display a
predetermined image on a display of said terminal device.

12. A program product for having a computer to perform a process comprising the
steps of:

downloading an application from a network by using a communication unit;

storing said application in a storage unit in relation to a download identifier
showing that said application is a downloaded application; and

displaying a predetermined image on a displaying unit of said terminal device, if a
download identifier is related to said application when said application is being
executed.

13. A computer-readable medium for storing a program product for having a

computer perform a process comprising the steps of:
downloading an application from a network by using a communication unit;

storing said application in a storage unit in relation to a download identifier

showing the application is a downloaded application; and

displaying a predetermined image on a display of said terminal device, if a



instruction generated by the instruction inputting neanxeiJoLanoappl i cati on
with the certain reliability or an application without the certain
reliability; and notifying means for providing a notification in
correspondence with a result of determ nation nade by the determ ni ng nmeans
at least at atimng in a period betwédén a start and an end of execution of
the one application, 15. A term nal. device accqording,to claim 14 further
conpri si rfg’“é{%?ﬂ i B*%PP@?F Sheepising SHdatRPlcaion, BY Pn?aﬁ% "’é’ﬁﬁﬁﬁﬁr‘i BaPFB8 from an
ext ernal &ewite®, wherein the storing nmeans stores attribute information in
correspondence with at |east one of (a) one or nore applications stored in
the storing nmeans in a production process of the term nal device and (b)
one or nore applications stored in the storing neans after being obtained
by the appbl.i chtéirmmabdedcacorgpmengis, so that it is able to distinguish an
application stored in a production process froman application obtained by
the appli catsteringopeansfpnhsforpgnss onmgre impligeions i aicegditenkatdeis@pleitaes t hat

t he one i i he .c | Peliabh@kd @it it Y. At w0l ed on
the basi S e Bl b B g ol e ot
the attr it rehddlit¥at i on that the one application is stored in a
production process, and determ nes that the one appli c%i on i.s w_thout the
certain rel iBHTUCOY IRPHNE (Means; (o) FEACTAMNG BB 195514108 ofoSYCPUoR Of Sence of
the attriipplicatdfd slddedir2M@ Btotihginidads TbfebsuhsOto A0sPetationahaddts atder bbthee
information that the one application is obtained by the application

obt ai ni ngteﬁﬁlé‘ﬁg. 16. An term nal device according to claim1l5 wherein the
application obtaining._  neans_abtakns appl jcation fro at Qurce in a
nerwork via CRRFRIeee TR mAs Lo AR, L biehsiis Ry Pad S

wher ei n tthe capppplratiomm wdspanseitnghe metawdioolgenémeddry thp phstmatioompuitagan

ext er nal Skfsa0e media. 18. An term nal device according to claim14 further
conprising an’ application obtaining nmeans for obtaining an application from
a data sour ceqdidnfniAg IR o detdrining HHsRfek YRS Siphichltd kel by pg means
determ nes that an application obtainhed by the application  obtai’ning neans
is with tHEIeEORgeReraid By the dystiylebian iIRpYteng merged 18 1#at anplicaliomith Bent i fi er

certain reliability or an application without the certain reliability; and

notifying means for providing a notification in correspondence with a result of
determination made by the determining means at least at a timing in a period between a
start and an end of execution of the one application.

15. A terminal device according to claim 14 further comprising application obtaining

means for obtaining an application from an external device, wherein

the storing means stores attribute information in correspondence with at least one
of (a) one or more applications stored in the storing means in a production process of
the terminal device and (b) one or more applications stored in the storing means after
being obtained by the application obtaining means, so that it is able to distinguish an
application stored in a production process from an application obtained by the

application obtaining means, and

the determining means determines that the one application is with the certain
reliability when it is judged on the basis of existence/absence of the attribute
information or content of the attribute information that the one application is stored in a
production process, and determines that the one application is without the certain
reliability when it is judged on the basis of existence/absence of the attribute



is added to the application at a node in the network otheguiLiaoet he data
source, and determnes that the application is wthout the certain
reliability when it is judged that the certain identifier is not added to
the application at the node. 19. An term nal device according to claim 14
further conprising an application obt&ining neans for obtaining an

applicati.op froman exter e, Mwherei storl Lises a
first stdrgEalgnedr ¢y1end o4t ga#(_ﬁ ﬁ%‘ﬁ’g B}fo%art’@nqg?}gﬁ? 8t 2 Caltlﬂnés ﬁtag‘g(étl on
process nythélepglmammaﬂtammgmmnsand a second storage area for storing one
or nore applications obtained by the application obtaining neans, and the
determ ning neans determ nes that an application stored in the first storage
area is with the certain reliability, and determ nes that an application
stored inl& heAn s’:@m)md daviceagecoadiog toscloim Houwhengin ¢her epplivation jobdiningy. 20. A

termnal fevk6hia ‘Bgﬂ%ﬂm R 2 AhtaGhAcETh &ﬂet@v%rm%rtﬁé feth/Bfk one or nore

applications are Java applications. 21. A nethod for executing an
application conprising: a step for storing one or nore applications in a
condition that it is able to 20 JULY 2006 27 distinguish an application with

a certaimzx elA@beﬂmth am&e abcording i toaglhign 151 Whendin tHEe apsledatiah robthingbi i ty;
a step for gr atin instructign of execution of one application stored

in the Rgtasisy ﬁ PRI AN peTaA! %?fé%%?’]e%lﬁ made by a user of the

term nal; a step for perform ng data processing follow ng codes of the one
application in response to the instruction generated in the generating

step: 2 step Lonedhar BLALIAMERDE LS one caRRl IeRkad denbhiiag,by (he

instructi rated ratrng step s an t he
certain rataininglmeans dor abtalrmtpg)am @mlwcahowﬁtonoautdatakmuc@rmaa netweirk ais thet y; and
a step f \Y a notification in correspondence with a result of
determ ngrht\glr;]r% kﬂd{eégll n the determning step at least at a timng in a per| od

bet ween a stap{ d@t@ﬁnﬁ{hg%@ansqfet&fﬁ%étm RinQbpliKiRioR B tA R wﬁfe'a@ahca%%n
program fqor causing a nput er XeCUL@WStO“ ng.one or nore applic t| ons in

a condi t i YHaipkgmMeans ,1%W§B|t@e cetan gl when it 15 judged that a certaln 1dent1

is added to the application at a node in the network other than the data source, and
determines that the application is without the certain reliability when it is judged that
the certain identifier is not added to the application at the node.

19. An terminal device according to claim 14 further comprising an application

obtaining means for obtaining an application from an external device, wherein

the storing means comprises a first storage area for storing one or more
applications in a production process of the terminal device, and a second storage area

for storing one or more applications obtained by the application obtaining means, and

the determining means determines that an application stored in the first storage
area is with the certain reliability, and determines that an application stored in the
second storage area is without the certain reliability.

20. A terminal device according to one of claims 14-19 wherein the one or more
applications are Java applications.

21. A method for executing an application comprising:

a step for storing one or more applications in a condition that it is able to



application with a certain reliability froman appli catiogumwtbsut the
certain reliability; generating an instruction of execution of one
application stored in the storing step in response to an operation made by
a user of the termnal; perform ng data processing follow ng codes of the
one application in response to the ifd3truction generated in the generating

step; determ ni whet her. t he one lication_.identified by t instruction
comor at odtieshdn mstakom &eC B eRBRLiTARIRT 6ol ah akp et iBetrah
reliabil ideptaiareldabilétypl i cati on without the certain reliability; and

providing a notification in correspondence with a result of determ nation
made i n the adst¢pefari genemtisg ep isdtrucBars bf axecation of nye applecapen isvdedomt theen a

start N dhesiih eepHaCHL UOlioh 15:0085 B IO fefins?3. A COMPULCr

readabl e Tec rumrecording a programaccording’to claim 22.
a step for performing data processing following codes of the one application in

response to the instruction generated in the generating step;

a step for determining whether the one application identified by the instruction
generated in the generating step is an application with the certain reliability or an

application without the certain reliability; and

a step for providing a notification in correspondence with a result of determination
made in the determining step at least at a timing in a period between a start and an end

of execution of the one application.

22. A program for causing a computer execute:

storing one or more applications in a condition that it is able to distinguish an

application with a certain reliability from an application without the certain reliability;

generating an instruction of execution of one application stored in the storing step

in response to an operation made by a user of the terminal;

performing data processing following codes of the one application in response to
the instruction generated in the generating step;

determining whether the one application identified by the instruction generated in
the generating step is an application with the certain reliability or an application without
the certain reliability; and

providing a notification in correspondence with a result of determination made in
the determining step at least at a timing in a period between a start and an end of
execution of the one application.

23. A computer readable recording medium recording a program according to claim
22.





