-1- SYSTEM AND METHOD FOR SEARCHI NG AND RETRI EVI NG CERTI FI CATES [0001] The
invention relates generally to the processing of nessages, such as e- nai
nessages, and nore specifically to a system and nethod for searchi ng and
retrieving certificates used in the processing of encoded nessages.
Background of the Invention [00021 Electronic mail ("e-mail") nessages may
be encoded using one of a nunber of known protocols, Sonme of these
protocols, such as Secure Miultiple Internet Mil Extensions ("S/MME"') for
exanple, rely on public and private encryption keys to provide
confidentiality and integrity, and on a Puiic Key Infrastructure (PKI) to
comuni cate information that prOV|des authentlcatlon and aut hori zati on.
Data encrypted using Y § AND MEYVHOD PORASEXRCHING WNVRETRIHRGNGPAI ' can

only be decrypted u5| ng t he correspow key of the pair, and
Vi ce-versa. The nticity, of public keys used in the encodlng of
messages is vall usi é" PEENIPR Fedags qgnirally o e tirasesiag of infssaeuseh aok- a

conput i ng device rwualsxhtesg:tsome MFYsPEcifallies S agSnPak Mool R s&ﬁcﬁﬁ%‘g@ rlct?’cﬁr?ﬂt to

a particular ing|] uire a certificat

i ndi vi dual . That %‘é?ﬁu ped htgwrf’ﬁeﬁ%fﬁf’t?%‘f}ﬁfpeﬁséﬁﬁrl se the public key of the
individual, as well as other identification-related information. 100031 If
the requisite certificate for the intended recipient is not already stored

on the user's cwmmhe certificate nust first be retrieved.

Searching for an trle a certificate for a specific recipient is a
process t hat geng? y mé‘oeP(go 'qnﬁ‘élﬂfl rﬁ‘aﬁ’g FeEaE ‘F‘?yca‘t gncedsih isingiRpe AV ng

t he user manual | Wfé‘P?F 6f krohe prraerelsafdihopf wesrgidocad druass S&ture mﬁjlplerlh'@ﬂtgled
recipient in a seafidchasm q;;;sl 2 device. Genera
St SR DL SO R T ¢ he

certificates Ioca;o oclicc t‘,l'(g earch are orari
conput i ng devi ce™ Tor €6 “P%?’éf’?‘bf?mgéfﬁd aﬁd IR R‘Pfimli%fdaftn&ém@etﬂtq PK&atoes nay

t hen be di spl ayeéﬂwwctae information Bﬁlpﬁﬁtcﬁdaaﬁiﬁ:ﬁﬁdafxéx@ﬁﬁ@&h&d@a&ﬁe DhaiaShe t hen
be nmanual Iy identifd & r in.a non-volatile store of

t he conputing dewlcée g“pﬂe %pr ?‘E ’E’B“"Zg?%%m*t%‘o%y P dachmigd using the

i npl enent ati ons, W%‘PE P‘ibh‘slftﬁaﬁmb?ﬂ"t, erfpdveaeish.y Tidawnbroiaigi afguiadc keystuia

certificates | ocatiedeicodibder zﬁ@Wg@hb LRidulag uﬁmﬁﬂc@gs dﬁ‘ﬂaﬁfguihﬁ ftahugcrf i1 st
instance, only g¢ ed to generate a |ist of Ceft Cat &s

a
l ocated in the seg{rpgﬁ%némc WlsF‘ﬁl“f PEPPY® Mt G Rerele nessads %@Irﬁwwmg—ll%iew ce.
The list is disphdysdsit @‘?alws’eﬂ requipph catifiyerd che Miak indivithal. Thar certificate will

typically comprise the public key of the individual, as well as other identification-related
information.

{0003] If the requisite certificate for the intended recipient Is not already stored on
the user’s computing device, the certificate must first be rerrieved. Searching for and
retrieving a certificate for a specific recipient is a process that generally involves querying
a certificate server by having the user manually enter the name and/or ¢-mail address of
the intended recipient in a search form displayed on the computing device. Generally,
centificaies located in the search are then remporarily downloaded to the computing device
for vonsideration, and a list of locawed certificates may then be displayed 10 the user,
Selected cemificates in the list may then be manually identified by a user for storage in a
non-volatile store of the compuring device, for potential funwe use,

[ono4} In some implemeantations, however, instead of termporarily downloading all
the centificates located in the search 1o the computing device in the first instance, oaly
certain data needed to generate a list of cenificates located in the search may be initally
downioaded 1o the computing device. The list is displayed to a user, typically idemtifying



-2- each located certificate using the comon nane and e-nmail address of
the individual to whomthe respective certificate has been issued. Only
after the user selects specific certificates fromthe list to be stored
for future use are the certificates downl oaded to the conputing device for
storage. In particular, if the conmputing device is a nobile device,
deferring the downl oading of certificates to the nobile device, and only
downl oadi ng the wuser-selected certificates, can significantly mnim ze
wast e of resources. [00051 Unfortunately, ig t hese i npl enent ati ons where

t he downl oading of <certificates is deferréd,”™ it is generally not possible
to determ ne w the.ganiai.plypagther jany of the certificates identified in
the list are already stored In a certitreat B B & alfress of dwpnbiidvgl devi ce
fromonly the dowihdRdedrenseivepsaificaro hapemen aiedt koasl b theRRE: L% UReBinic | N
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retrieving certi fifEHFEE Frmpliceiinmg heremptimp dadfe.to b iy BAGmBhe G it At e
search request; perfgrrcagfigeSearaty QNLORE re.Gerhificate servers,
wherein at |east ,Qpne dusry. {i’ui su.bzmttted to the ngm%rm#ﬁrcgmgg’tx‘ﬁt‘?ri"d%e
servers to request retrievar Bl YREHY erdig e downlesdedgp dicrrgmpiing deddeish iraat e

search request; PR Ags atedddgastkoneds@niubfdnGat B oyt Pfis QRGe QGimelTOT €
certificate serveb&imPELsESadBl RGP CRLLLLLcate retrieved at a F_I [sf
conputing device to, a%g%er M ne. searc T ESUrY WIdIHNE MY PhwaseEl ok
result data conpri SESERTEHENHEE o fich ety mnitdartififaicasrd he respective
certificate; and for each certificate retrieved, comunicating search
result data associated therewith to a second device fromthe first

conputi ng devi ceSymf@ry df3k Infendigf € M Ni Ng whet her the respective

certificate is s on the second device. -3-
tdbroﬁfi émgodlments of ge invention are generally direcred 1o g system and

method for more efficiently searching cenificates an a computing device and retrieving
certificates for storage on the computing device.

[00C7] In one broad aspect of the invention, there is provided a method of
searching and rewieving cerrificares comprising the steps of: receiving a certificate search
Tequest; performing a search on one or more certificate servers, whereln at least one query
Is submirted 10 the one or more certificate servers 1o request retrieval of certificates

sansfying the centificate search Tequest; retrieving at Jeast ene ceniificate from the one or

more certificate servers; processing each cerrificare retrieved ar a first computing devies 1o
deterinine search result data, wherein the search result data comprises data that uniquely
identifies the respective certificate; and for each cemificate retricved, commaunicating
search result dawa associated therewith 10 a second device from the first computing device,

for use in determining whether the respective certificare is stared on the second device.



[ 0008] In another broad aspect of the invention, the data that uniquely
identifies each respective certificate conprises serial nunber and issuer
data for the respective certificate, and the processing step conprises
parsi ng each certificate retrieved to obtain the respective serial nunber
and issuer data. [0009] In another broad aspect of the invention, the data
that uniquely identifies each respective certificate conprises a hash of
at |east a pan of the respective certificate, and the processing step
conprises applying a hash algorithmto each certificate retrieved to
obtain the respective hash. [0010] In anotlger broad aspect of the
invention, there is provided a systemfor searching and retrieving
certificates condf®]ng atn edst braadfdspst ofaRNPULIRY HEMIaGRY @mque@, asgigend

devi ce, wher.ein eV|c i s.adapted to: receive a
certificate seareg%erregeﬂeﬁgtg &,%ﬁp&{% L4 rlg‘:’s’sséer FH8H a&ﬁéssﬁet‘ 43t @EF‘FPW‘E%t e
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whet her the respecitiareheridbdvi gahe i s stored on the second device, Brief
Description of the Drawi ngs [0011] For a better understandi ng of

enbodi ments of t PPhvent Inompthanisoddomssdeon thémfvemi(éh BBt Vs ﬁ%ddta QR RS
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retrieved, communicalc search result dara assaciated therewith to a second devics for use

in determining whether the respective certificare is stored on the second device.,

ief Descrintion of wi

[0011] For a beuter understanding of embodiments of the invention, and 1o show
more clearly how it may be casried into effecr, reference will now be made, by way of
example, 1o the accompanying drawings in which:

FIG. 1 is a block diagram of a mobile device in one example implementatian;

FIG. 2 is a black diagram of a communication subsystem component of the mobile device
of FIG. i:

FIG. 3 is a block diagram of a node of a wireless network:

FIG. 4 is a block diagram illustrating components of a host system in one example
configuration;

FIG. 5 is a block diagram showing an example of a certificate chain:



certificates in an enbodi nent of the invention; and FIG 713 is a flowchart
illustrating steps in a nethod of searching and retrieving certificates in
anot her enbodi nent of the invention. Detail ed Description Enbodi ment of the
I nvention [0012] Sone enbodi ments of the invention make use of a nobile
station. A nobile station is a two-way comuni cati on device wi th advanced
data communi cation capabilities having the capability to comrunicate with
ot her conputer systens, and is also referred to herein generally as a

nobi |l e device. A nobile device may also include the capability for voice
conmmuni cati ons. Dependi ng on the functionality provided by a nobile
device, it may be referred to as a data nessagi ng device, a two-way pager,
a cellular tel ephiéhé isitidk dapran iikseaige SghpoARADE i dxifSe ofin\thdo@ddoRSabdt €1 net
appl iance, or a dgm conmunication device (wth or w thout telephony
capabilities), A i e Isde fopeharicidusriaring aeps inn tiethot hérseatehibr sl tehicoingh a
network of transcaimibeshah b@@imehQdh3lnvifion gt he reader in understanding
the structure of a nobile device and how 1t comruni cates with other

devi ces, referencBlG gBrinde fivwchah GBustduriidhbiopsgi B mefha b sedRafi®y kidn@ufelingt to
FIG 1, a block d e in.one exanple inplenentation
i's shown gener al |§eﬂg§§‘g§ogt¢‘"‘”§}bwmﬁ 5\% Xh’ J‘.’Uﬁmi?g"rrprl ses a nunber of
conponents, the controlling conponent being mcroprocessor 102.

M cr opr ocessor 103 c9 t oI S the over aII oper atl on of nobile device 100.
Comuni cat i on S : phpdunanzs ofthe lovantien conmuni cati ons, are

performed thr ougt‘{ﬂgwmmnﬂgaxIﬂMo&mbmysr em:mﬂuoxﬁ@mul RL AL ln?i}mc?ﬁ%%gtﬁm 104
recei ves messagesyfy; rel ess networ n
this exanple i rrplmn%ﬁ%%’lagn aégg %%’%&g‘mﬁn wfﬁdv'[b%m’?‘mqldéﬁ‘t“f’ﬁﬁ‘”%‘%‘é’ﬂist em
104 is confi gur ed® Ht?t&?”é%rf&%cwlt‘mﬁ%@}@imte wigysbee rodencr pdirkseand is
Communi cat i on (GSMorand.d@emagenBaW@stanBaﬂié &\r@@whggﬁ d@@ﬁ% asS LaRdakds

The GSM GPRS wi regaﬁgg tf'?&r"%fcié Cb%mus‘e L é v de a ﬂﬁ IS expec(:}t e% 5{1

these standards wi bl be supersedsd E‘i/@flftu FFW B%/ EfiSHREgnabat erovdad by a

Envi r onnent (ED@)"“&ﬁé‘”%l“\ﬂWSﬁl refotybd teeaST‘ediaea:mmgmcha:Mcarhsr@aw Bex( pWS)
New st andar ds ar eelhdrididphbRivig dQ@Hc&S%n%Qgéh:!lntes %x@l@> J,ne%%[n% 5%%’%?6'[02%”%

have S|mlar|t|estothe ne I our escrlbe
will also be undefSF¥BE™ iRy éfc%éﬁgh Skivitbay felsphans caprbilias). #hectilevenké on i s

intended to use &nAmmgtibess vdicthahleeicatiangandombial rak@ivdeyghaped in the
future. The wirel ess |ink _connecting comunication subsystem 104 with
net wor k 200 [0013] To aid the reader in understanding the sructure of a mobile device and how

Ir communicaies with other devices, reference js made 1o FIGS. | through 3.

[0014j Referring first 10 FIG. 1, a block diagram of a mobile device in one
example implementation is shown generally as 100, Mohile device 100 comprises a
number of components, the controlling component being microprocessor 102,
Microprocessor 102 conwols the overall aperation of mobile device 100, Communicarion
functions, including data and voice communications, are performed through
communication subsystem 104, Communication subsystem 104 receives messages from
and sends messages 10 a wireless network 200. In this example implementation of mobile
device 100, communication subsystem 104 js configured in accordance with the Global
system for Mobile Communication (GSM) and General Packet Radio Services (GPRS)
standards. The GSM/GPRS wireless network is used worldwide and it is expected that
these standards will be superseded eventually by Fnhanced Data GSM Environment
(EDGE) and Universal Mobile Telecommunications Service (UMTS). New standards are
still being defined, bur it is believed vhar they wili have similanties 10 the netwark



represents one or nore different Radi o Frequency (RF) channels, operating
according to defined protocols specified for GSM GPRS communi cations. Wth
newer network protocols, these channels are capabl e of supporting both
circuit switched voice communications and packet sw tched data

comuni cations. (0016] Although the wirel ess. network associated with nobile
device 100 is a GSM GPRS wirel ess network Ta"one exanpl e i npl enent ati on of

mobi | e devi ce 1QQ M rel ess networ ks nmay al so be associated with
nobi | e devi ce 1%0"%"%"53‘%%"3%‘1 hereith pad i wilh plse he badeystond b ersenspbidled fn the srethass

networks that mélye ieceioplioyrehdedcd ydean,f -centyic wreless
net works, voi cepgentri.c w rel‘gs net V\g}ryk?leraﬁgﬂgﬁgﬁgﬁ%&&aﬁ%\é?’%@qﬁﬁtt Ean
support both voicé an CXireless RN ArmsyRicatidnsubssemp iAswik hetwaels 200

stations. Conbi repeesciuabriBo@oRel LR b e not limted tg, Code
Di vi si on Ml tiple. Aﬁcess ( CDMA) or %%%%%&W@%ﬁm@gﬁﬂ@sﬁ@nﬁéf IR 1q as
menti oned above} P HAPPIBE Pesified fefeFEMIGPBA doRBumetivny, kWil ewEDREwaAd
UMTS.  Sore ol dgmeeaphes of ; ' wor ks incl ude the Mobirexn”
Radi o Network and the Dat aTAéggﬁﬂEaRaég?gE%\%gwogf ".pp%@ﬁpﬁ?‘g Qifcuy) sirched voice
voi ce-cent ri ¢ dHTBMEEAREPKEPd Ragiic sheiichBd dato narhm@eangig, cat i on Syst ens ( PCS)
networ ks |ike C@y gﬂd Tine Division Multiple Access (TDMA) systens. (0016]
M cr opr ocessor 35h1 so iMiereethe Wirelhssagkiwodkomadcig et Syfit B e SAGALAR0%s 5
Random Access MaSOVGPREMA:] nory .108, display 110, auxiliary

i nput / output (1/0) subs stgﬁﬁ%rkzlg%ea _ Bg_t‘m '%ﬁ’?“ %@Wﬁ@‘iiﬂﬁ‘?c"sk@m@pr
118, ni crophone*i%58 Shuatks masiy@!sooherasaddrt dnsits Uhshisd anvid2 2 qaneh, QLhSk:
devi ces 124. (G@bkmcpemnoinihg,s of mobile device 100 perform
communi cation- rela eg functi ong,ga%dr%&g‘%&;ﬂosfﬁe POkt B BRE R alpyest issindr for
“resident” or Of- BV SE IR MirdAs neByoria o sE-cendtpleless o brad, a3d Quaifode
keyboard 116 maeraekygRel {04 B prrunication-related functions, such as
entering a t ext, message ?or UF. %S?T]mg}sal on 8\;@& COTETRRGAROBRY ST Hgsame physical
devi ce-r esi dent *PUNEH s Cembicddual-nedcatiabds inthiia B lsts hor PR, Mhae

syst em sof t war @iukg NViifleCA QREAEEHNTR ' pi cal | tored in 4

persi stent store suc alg]ef I asﬁqmem)r Oligé%?}ﬂﬁﬁ‘ﬁmk%p%é’?’ﬁigﬁis\ﬂﬁwmbéiﬁa
read- onl y rrenor"ﬁfnflﬁé@ﬁlb} ahowels iapd fagnre irdrageaiireen hetwinks SRORNGE ThOBRITS
skilled in thesameWidet cRRYEGFALS- he .operating, -6- system specific
devi ce appl i cat,i 3[35, Or,par t s fta%tgrc%ﬁc}@‘? nﬁgyﬂgéncll %PP!‘?‘W@&G@NWW& aad
vol atile store ¥ TACEARRdi0derwork. Examples of older voice-centric dama networks inclnde

Personal Communication Systems (PCS) networks like GSM and Time Division Multiple
Access (TDMA) systems.

[0016] Microprocessor 102 also interacts with addivional subsystems such as a
'Randcm Access Memory (RAM) 106, flash memory 108, display 110, auxiliary
nput/outpur (1/0) subsystem 112, serial port 114, keyboard 116, speaker 118, microphone
120, short-range communications subsystem 122 and other devices 124.

[0017] Some of the subsystems of mobile device 100 perform communication-
related functions, whereas other subsystems may provide “resident” or on-device
functions. By way of example, display 110 and keyboard 116 may be used for both
communication-related functions, such as enlering a tex1 message for fransmission over
network 200, and device-resident functions such as a caleulator or task list. Operating
system software used by microprocessor 102 is typically stored in 4 persistent store such
as flash memory 108, which may alternatively be a read-only memary (ROM) or similar
storage element (not shown). Those skilled in the ant will appreciate that the operating



[0018] Mbbile device 100 may send and recei ve conmuni cati on signals over
network 200 after required network registration or activation procedures
have been conpleted. Network access is associated with a subscriber or
user of a nobile device 100. To identity a subscriber, nobile device 100
requires a Subscriber ldentity Module or -SIM card 126 to be inserted in
a SIMinterface 128 in order to conmmunicate wwth a network. SIM 126 is one
type of a conventional "smart card" used to identify a subscriber of
nobi | e device 100 and to personalize the nobile device 100, anong ot her
things. Wthout SIM 126, nobile device 1006-s not fully operational for
comuni cation with network 200. By inserting SIM 126 into SIMinterface
128, a subscri ber St aReE slvdird appbaabonr ortreds tersfi mesbe Sepabdigsoadahd a

i nclude: web browsblge apd stRSSRAMNGsSuch as e-mail, voice mail, Short
Message Service (SM5), and Miultimedi a Messagi ng Services (M), More
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contai ns some user,R@&naRe! &HSrisHCRoRR ‘?EO‘C%,. g{g%%;e t ha%scﬁg/bﬁ%?&ﬁﬂ%@?“ ber

I dentity (IMSI). Wd nt%ge of usin not
necessarily bound “r"lﬂa)i 9 %‘”ﬁ%gll’bél‘f’i“ﬁﬂlﬁfﬁ’éﬂ Hbvin oeder Bl QUMb RBicarayvits taor e

addi ti onal ~ subscr niyeerki BROITBHS brenyealy &nﬂ&?&!bda& SRR ke @&!rwchnfyh%wg% ng
i nformation g1

dat ebook (or cal o on and r.ec | |
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addirional subscriber informarion for a mobile device as well, including datebook (or
calendar) information and recent call information.

[0019) Mobile device 100 is a batery-powered device and includes a battery
interface 132 for receiving one or more rechargeable baneries 130, Bavery interface 132
is coupled 10 4 regulator (not shown), which assists battery 130 in providing power Ve 1o
mobile device 100.  Although cument technology makes use of a battery, future
technologies such as micro fuel cells may pravide the power 10 mabile device 100,

. [0020] Microprocessor 102, in addivion 1o its operating system functions, enables
execution of sofiware applicarions on mobiie device 100, A set of applications that
control basic device operations, including data and voice communicarion applications, will
normally be installed on mobile device 100 during its manufacure.  Another application
that may be loaded onto mobile device 100 would be & personal information manager
(PIM). A PIM has functionality to organize and manage data irems of imerest w a



and task itens. A PIMapplication has the ability to send and receive data
items via wreless network 200. PIMdata itens nmay be seanl essly

i ntegrated, synchronized, and updated via wireless network 200 with the
nobi | e devi ce subscriber's corresponding data itens stored and/or
associated wth a host conputer system This functionality creates a
mrrored host conputer on nobile device 100 with respect to such itens.
This can be particularly advantageous where the host conputer systemis
the nobil e device subscriber's office conputer system [00211 Additi onal
applications may al so be | oaded onto nobil e ’devi ce 100 thr ough network
200, auxiliary I/Q SchF'yS g % Erlal port 114, short-range

communi cations sUDSYSTemM 132 gpt 5‘?’19‘”&ﬁéﬁ‘léﬂklﬁ%ﬂ’eﬂ%wb!ss/m@mpﬁﬂﬂlrntﬂihl s

flexibility in apphd b ieos. HﬁﬁMadpbaIan@ﬂhdsﬁhHﬁﬁ R Mﬁmidur@& fe Q! koY o Qf
mobi | e devi ce 100“%99 sTRBvolld 19! gﬁ\d%gfggnrﬁse mﬁbiiae sgg{g\éslﬁggnmggg%%@chmmzed and

communi cati on-rel at ed functl ons
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100221 Serial port. 14, enabl os aﬂ?g \Jggxgﬁgﬁ%&g&ﬁ%ﬁt ’ﬂg gﬁé‘@ WIPHFEISR an
external device Of rmé%if O B P T ‘B%llf‘ﬁecﬁiﬁ“%f’nwaé%thémsﬂtMGleagml Thig caasbeof

nobi | e devi ce 100pdryculiptyosdveitagrot-owheral @e B4t @mpQler SPEINGRY 810 AQWHOAY8 e t
nmobi | e devi ce 1004@tR6L st RRP érﬂfu%%@ema wi rel ess conmuni cation networ k. The
al ternate downl oad path may, e, be wused to |oad an encryption

key onto nobile dmeete 100Acidhfoﬂ&!@§bu@atﬁhsr rﬁﬁims@'ﬂgloﬁﬁlﬂiﬁﬁ%h&éﬁv% ?ngﬁt Lsted

connection to proyjde Zﬁfure devi ce communi cat| on
conmuni cations suBEYEt aH: $93ligy BQisasustem i 1% srrielipArcEt Ba-ripet we:emmmﬁnnhe

gg\él cle 100 andl di SmestemtIl@yext ysoUEr satewacms.yst%trh?utrhts%x}bﬁﬁyfaI a&g&mgk
or exa e,i a ntrar evl ce, an
T nﬁmﬁyﬂ&%%& mx“‘!f“ i Hﬁ‘%"‘%ﬂ dlﬁ‘ﬁ&efao&?ﬁ‘?rﬂ‘ﬁ?{ RRYIB Arhamsed npl es

associated circuits conponent s
of short range co%ﬁic?; QR %’“ﬁmﬂ@ed Swaridar dsbalev Ed)roqzxeﬂlplbysctnbe

| nfrared Data Ass@eiahicaion(absiDéyons Rlayleﬁgmtemcm,,gpg,,&g@w%lgl}s Jngrp( e?’:.u?h
st andards devel o recei ved si gnal bh
Pt fl“gﬁj‘:“’“ (OB trol g WS il iR S5 i 1

text nmessage, an e-nmall message, be processed by

comuni cati on sulegadjem 1%]&3@6’;‘[ hﬁ%ﬁbiﬂoa sumcﬁgc?w ?fsrgﬁlce? &oug}mxbmcma{ o

M croprocessor 102 will then E{)r Qcess e recelved
display 110 or alT&FhSt FATeR P8liaHQy prdayxendy (bes%mym‘r%nﬁ mdidle davisebsr by ber

may al so conpos eradating fotiefusnation oltoAware 4681 dad B SRBIESRVicE 90 SRANRL frouy ing
keyboard 116 in -8giretess communication network. The aliernate download path may, for example, be

used to load an eneryption key onto mobile deviee 100 through a dircet and thus reliable

and trusted connection to provide secure deviee commumication.

[0023] Shert-range communications subsystern 122 provides for communication
between mobile device 100 and different systems or devices, without the use of network
200. For example, subsysiem 122 may include an infrared device and associated circuits
and components for shor-range communication. Examples of short range communication
would include standards developed by the Infrared Dara Association (ItDA), Bluetooth,
and the 802,11 family of standards developed by IEFE,

[Q024) In use, a received signal such as g 1ext message, an e-mail message, or web
page download will be processed by communication subsystem 104 and input to
microprocessor 102. Microprocessor 102 will then process the received signal for output
10 display 110 or alternatively 10 suxiliary [/O subsystem 112, A subscriber may also
compose data ltems, such as e-mail messages, for example, using Keyboard 116 in



conjunction with display 110 and possibly auxiliary I/O subsystem 112.
Auxiliary subsystem 112 may i nclude devices such as: a touch screen,
nouse, track ball, infrared fingerprint detector, or a roller wheel with
dynam c button pressing capability. Keyboard 116 is an al phanuneric
keyboard andi or tel ephone-type keypad, A conposed itemmay be transmtted
over network 200 through comruni cation subsystem 104. [00255] For voice
comuni cations, the overall operation of nobile device 100 is
substantially simlar, except that the received signals would be output to
speaker 118, and signals for transm ssion-#oeuld be generated by m crophone
120. Alternative voice or audio I/O subsystens, such as a voice nessage
recordi ng subsyst emjuntasn alts disbley !il trphde pesribie chugitianyalti |sebsgexm qe2. 10Qxiliary

Al t hough voi ce or g @4 [ l; o . [ d_pri Lhy,t gh
speaker 118, di spl %ﬂg%oﬁ%gg gé?g%&%g‘; lﬁéggﬁhtadgd %ﬁ%bis%g‘%’ 3%5%6{]?%}%5?‘/1!’ mq{a%%

i nformation such SBESRRE" 4"&3@%{4‘3{?‘081“ veheglatithidnpprmrlrution prdtsmacirehiliof Kaybeeidce
call, or other voice asaphanieiratieeboalQd/omtibmone-iyPO0%EbadRef 8ifiond RA0
FIG 2, a block d@g;n%mngcgv%he Cg‘b g{'ﬁxc%%i on su_bs.%s‘t em conponent 1047 of
FIG | is shown. Communicattof storm‘é@ SHF EOAT AP BT (e ver 150, a
transmtter 152, r bedded, QL. nt.e ntenna el nts 4,
156, |ocal Oscil Fg’t@g}r),s ?EIE&?)V 1%8, an(lfg {éonﬁ’%ccgevgg#]r?ger%%u&uﬁémgﬁ% FV4E lé(?’s
Digital Signal Pr3tagesly sipissmreepbiat thopeppd Sitnelspentd b ohmm wgspign! I6f and

comuni cati on subsiysdseion tdmissiodl @PRDBE RincHRABy ifBpHARL YA Ka kb b gh
i rate, thus it should be understood

nobi | e devi ce 100, i,Aat ended to er (
that the design i fl}d?fsz@a ”EH“F%‘S' uép %5 3 J8I°G JESHURT JFeadingnwbBREMpIEY 2BP dial s

recei ved by ant enitplegaicdheronghilndevior ROROG dineghi it of Qudie CindE bupS0is
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frequency down co }é%rﬁlu@{r}l {.l |I§{]I ng,..channel ‘sélecti gn, ] and’ '

anal og-t o-di gi t al J@ P “EERGUPS T W B o g Srlineprrest dugation eBh veier wllgmal
al l ows nore conpl @kereeipmazhirdadd ioforrfatioct | ons such as  denodul ati on and
decoding to be peiofgr med in ASP 160. In a simlar manner, signals to be
transmitted are prr3€8ssed,Refymanenginie Fifbaw Rack dngamad! encadinngearibysuRSRerd 60.

These DSP- pr ocessegomngrabosFI. € id AP, EdhdnRARMIsEEGhent Po dofrises » receiver

di gi tal -to-anal ogy D @\gns&%\rlggzsl on fr%g%n% up conversi on, ¥i P {%eh) ng,
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not only processeLddirilapmn &PVN5S nghaprecesdngtmealis Qudnrad W indas] §igkal PIESQK Ver

and transmtter c@spywh. For exanple, the gains applied to conmunication

signals -g-
[9027] The particular design of communication subsystem 104 is dependent upon
the network 200 in which mobile device 100 is intended 1o operate, thus it should be
understood that the design illustrawed in FIG. 2 serves only as one example. Signals
received by antenna 154 through netwark 200 are input 1o receiver 150, which may
perform such commeon receiver functions as signal amplification, frequency down
conversion, filiering, channe! selection, and analog-to-digital (A/D) conversion. A/D
conversion of a received signal allows more complex communication functions such as
demodularion and decoding 1o be performed in DSP 160. In a similar manner, signals 10
be transmined are processed, including modulation and encoding, by D8P 160. These
DSP-processed signals are input 1o ransmitter 152 for digital-to-apalog (D/A) conversion,
frequency up conversion, filering, amplification and wansmission over network 200 via
anenna 136, DSP 160 not only processes communication signals, but also provides for
receiver and teansmitter control. For example, the gains applied to cornmunication signals



in receiver 150 and transmtter 152 may be adaptively controlled through
automatic gain control algorithns inplenented in DSP 160, [0028] The
wireless |Iink between nobile device 100 and a network 200 may contain one
or nore different channels, typically different RF channels, and associ at ed
protocol s used between nobil e device 100 and network 200. A RF channel is a
limted resource that nust be conserved, typically due to limts in
overall bandwidth and limted battery power of nobile device 100. [0029]
When nobil e device 100 is fully operational, transmtter 152 is typically
keyed or turned on only when it is sending-g0 network 200 and i s otherw se
turned off to conserve resources. Simlarly, receiver 150 is periodically
turned of f to congerbepthitend iamminkr 152 rag b eGEOA It OnIFRIEE RS LBHRLS o Ok

information (if aéon%lla)goﬂ%is%l%%ﬁie@ﬂ%ﬁqgéi me periods. [0030] Referring

nowto FIG 3, a block diagr a no "a wireless network is shown as

202. In practice, [ooespwor K PHIO QIR i B : I 202 '

devi ce 100 corrT’rIJn"J '{Ies w th al.t[}odel éégw\%i%?ﬁ%iev%lgﬁ Ieusbgﬁﬁe&tmr%yg@o!“%fn t he
exanpl e inpl en‘en{ § ARORE SF Mepecdivegent ghagels arpiqally diffprnidily deniels. sndoseiaind e

wi th General PackgtiocdRautidbdereuineeild GRRE) 00HM swokalno SUSHEBndePl: « VMolikd €
(GSM technol ogi gg, i .a.base station control]er (BSC) 204
with an associ at 23 Qtu%@vveq{raI é'? %’P i %)Jrill&éé%gsg%“&écl’(lee?%%ﬁwvﬂaﬁ@?ﬂdf"d(w&‘”‘?

added for GPRS sUBPEY POYh obmagile devissBPP-e Swit ching Center (MSC) 210, a Hone

Location Regi ster R 2 a Visitor Location Registry (VLR) 214, a
Serving GPRS Sup 8?%Node]‘?Eﬁs"i\%\g“ﬁi%’}“‘*d“%&tfé%‘%ﬁ@mhse&ﬁaéﬁfqr15@0&5%#@@@5[\0
218, and a Dynam keyddos tur@drehioglyrvaich oiis d@ﬁ@ﬁgﬁﬁfﬂ#mﬁr@dﬁ?hﬁag&hem ﬁirrlehﬁfff[@f
conponents i s notg : e , ive.list.of the conmponents of every
node 202 within Q%G%E/}r'a@%csgng%%h&gﬁ%r lr_sg_tislwpcaef'mg“;lr § "gf"?{g‘gﬁ‘ﬂﬁ‘fféenﬁ‘%’”"f hat
are comonly used™h'" 't BHATICCETS Gnderels o6 infprmiseanaf & 20 Gurife0dSighardmmae GSM
net work, MSC 210 fesedsoupl ed to 13SC 204 and to a | andline network, such as
a Public Switched Tel ephone Network (PSTN) 222 to satisfy circuit swtched
requi renents. Thd9%3Mhnect RefminmamowahFIPCE 08k JGESN o 3 Godind » GESMest®vohio  t he

DL 0 B v et My BRI o ALl R
capabl e nobi | e dévY'Eeldl epRmunicazayithamads 102 ehiarmititssmerkorGERS In dpakinpd i es,
BSC 204 al so contmplaseraaiiback €1G.Conbdedn? idltintipdrRChbhec?@Bcd BA GERANPELS O
SGSN 216 to cont Rahi,%eINRIERE SN GidY ﬁsz%xplg‘ po?ﬂbbile (GSM) technalogies. Node 202
includes a base station controller (BSC) 204 with an associaied 1ower siation 206, a Packet
Control Unit (PCU) 208 added for GPRS support in GSM, a Mobile Switching Center
{MSC) 210, a Home Location Register (HLR) 212, a Visitor Location Registry (VLR)
214, a Serving GPRS Support Node (SGSN) 216, a Gateway GPRS Support Node
{GGSN) 218, and a Dynamic Host Configuration Protogol (DHCP) 220. This list of
components is nor meant to be an exhaustive list of the components of every node 202
within a GSM/GPRS nerwork, but rather a list of components that are commonly used in
communications through network 200,

{0031) In a G8M newwork, MSC 210 is coupled 10 BSC 204 and 10 a landline
network, such as u Public Swiched Telephone Nerwork (PSTN) 222 10 sarisfy circuit
switched requiremenss. The connection through PCU 208, SGSN 216 and GGSN 218 1o
the public or private network (Internet) 224 (also referred 1o herein generally as a shared
network infrastructure) represents the data path for GPRS capable mobile devices. In s
GSM network extended with GPRS capabilities, BSC 204 also comtains a Packer Contral
Univ (PCU) 208 thar connects 1o SGSN 216 1o control segmentation, radio channel



-10- allocation and to satisfy packet switched requirenents. To track

nobi | e device location and availability for both circuit sw tched and
packet swi tched nmanagenent, HLR 212 is shared between MSC 210 and SGSN
216. Access to VLR 214 is controlled by MSC 210. [00321 Station 206 is a
fixed transceiver station. Station 206 and BSC 204 together formthe fixed
transcei ver equi pnent. The fixed transceiver equi pnent provides wreless
network coverage for a particul ar coverage area commonly referred to as a
"cell". The fixed transceiver equipnent transmts comunication signals to
and receives conmunication signals fromnmoWBite devices within its cell via
station 206. The fjxed transcejver equipnent normally perfornms such
functions as m)dulag PP AR P UL Pk swisthedrsivigmantel/ Bo trahonopit dwoive fmiingnal s
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cont ai ns i nf or mat 0 that are visitin
The i nformation |!F1&9/ﬁlR&2%DAJB i rrfg{e dié ﬁ)éeﬁ HPCEiRg “ﬁ%‘l"?f‘é‘ﬁéﬁ?‘laﬁ%b‘ﬂ“@w@féﬂ\ﬁa@é dat a
transmtted from BEFPIRdpepges aad ey 4F rfeorbaf)asmemnm&%on RNalBBELING from
addi tional inf orm,hqigv b 000 it £10L BS]%”L 214, the anount
1 LR ucg%{agg’%uﬁalts P EB G Far s

of traffic betvveemj . gjg.? nodes can be re
services can be provid&Y R o9 ssf & eraple san sede nareampinds diff-tehiomsdunaios i e

requiring | ess usehof wodoged adiffersongeases iQ03¢dno&ESN 216 and GGSN 218 are
el ement s added fo[r gDRS support; nanmely packet switched data support,
within GSM  SGSN ¥98and Cﬂftmebzwa\mmg.meteanswrenesqncmgedmcl rietioRis pwdmnn

Wi rel ess network 0fkueyiok egapking ag_ﬁ %kpz‘aﬁlet pﬁork@fﬁ%ﬂf@@i? %ﬁ?glh’ TEAR: sz)tﬁlp? ol

devi ce 100. SGSN secur i unctions and access
for Igc]agcnaihi% &Sh I’ or each regisvered mot\:lxle device and can be queried to derermine the

current location of a mobile device. MSC 210 is respansible for 3 group of location areas
and stores the data of the mobile devices cusvently in its area of respansibility in VIR 214.
Further VLR 214 also comins information on mobile devices thar are visiting other
networks. The information in VLR 214 includes part of the permanent mobile device data
wansmitted from HLR 212 10 VLR 214 for faster gccess, By moving addirional
information from a remote HLR 212 node 10 VLR 214, the amount of waffic between
these nodes can be reduced so that voice and data services can be provided with taster
response times and at the same time requiring less use of computing resources.

{0034] SGSN 216 and GGSN 218 are elements added for GPRS SUppOTY; namely
packet swirched data support, within GSM. SGSN 216 and MBEC 210 have similar
responsibilities within wireless network 200 by keeping track of the location of each
mobile device 100. SGSN 216 also perfarms security functions and access control for
data wraffic on network 200. GGSN 218 provides internetworking connections with



data traffic on network 200. GGSN 218 provi des intenetworking connections
with -11- external packet switched networks and connects to one or nore
SGSN s 216 via an Internet Protocol (IP) backbone network operated within
the network 200. During normal operations, a given nobile device 100 nust
performa "GPRS Attach" to acquire an IP address and to access data
services. This requirenent is not present in circuit swtched voice
channel's as Integrated Services Digital Network (1SDN) addresses are used
for routing incom ng and outgoing calls. Currently, all GPRS capable

net wor ks use private, dynam cal |y assigned!l-P addresses, thus requiring a
DHCP server 220 conne(i he, GGSN 218. There are nmany nechani sns for
dynami c | P assi gnHent® PRoEEY ﬂ‘ﬂf“ﬂiﬁl RIEVGiEE 2 consis Harniom pere SGWIp2E via an

Aut hent i cati on Di llesmkenPridse (1Spavitose (eRARL &é@)ateﬁ@\rt}iﬁﬁhea@gmr@dgpﬁﬁﬁ{ ViEima) ONCE

the GPRS Attach i I ical, connectjon is_estab froma
nobi | e devi ce 100@1): %ui%‘eﬂﬁ?big%@ma If[’Bat EhARCE ek Iode
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using any prot ocqlr t hat g “F @rﬁvorte
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are al so referredph® a8 ntex s and there are a
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t he PDP Cont ext s, OB R IR eqiT I mecdipnismfor rznneortc Rofle msdfmras aaumoameﬁmt ext
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Referring now t o AEFG™Mag by cm%wddroagp asumudrl lshshnf ahuemgt aompanetes s@h i host
systemin one examplodneOnfviguktalh®n i s shown. Host system 250 will
typically be a

[0N35]) Once the GPRS Anach is complete, a tunnel is created and all waffic is

exchanged within standard IP packets using any protocol that can be supported in [P
packers. This includes wnneling methods such as IP over [P as in the case with some
IPSecurity (IPsec) connections used with Virtual Private Networks (VPN). These tunnels
are also referred 10 as Packet Dawm Projocol {(PDP) Contexis and there are a limited
numbey of these available in the network 200, To maximize use of the PDP Contexis,
network 200 will run an idle timer for each PDP Context to determine if there is 3 lack of
activity, When a mobile device 100 is not using its PDP Context, the POP Context can be

deallocated and the IP address returned 1o the IP address pool managed by DHCP server
220,

[0036] Referring now w FIG. 4, a block diagram tHusirating components of & host
system in one example configuration is shown. Hosi system 250 will vypically be a
corporare office or other local area nerwork (LAN), but may instead be a home office
compuier or same other privare system, for example, in variant implementations. In this



corporate office or other local area network (LAN), but may instead be a
home office conputer or sone other private system for exanple, in variant
i npl enentations. In this 12. exanple shown in FIG 4, host system 250 is
depicted as a LAN of an organization to which a user of nobile device 100
bel ongs. [0037] LAN 250 conprises a nunber of network conponents connected
to each other by LAN connections 260. For instance, a user's desktop
conputer 262a with an acconpanying cradle 264 for the user's nobile device
100 is situated on LAN 250, Cradle 264 for nobile device 100 may be
coupled to conputer 262a by a serial or a-.4dniversal Serial Bus (USB)
connection, for exanple, Qther user conputers 262b are also situated on

LAN 250, and eachexmpleathowmin £101 4,b@siagpmnp psds Gigiflcd®R 1AC00 bRV RSasdnad] e
264 for a nobile qﬂﬁ%hggsergn%%ﬂ%c}c%%égo?mv itates the | oading of information

(e.g. PIMdata, private |on keys to facilitate secure

conmuni cati ons befogaen mobj Ag vs@@dﬁlpﬁ%s%qxgmﬁ&%fhéw &Qﬁ%&mﬁ}ﬁ%ﬁ@é‘&%wer

262a to nobil e device 100, and ticul ar y
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al so connect ed toUBWﬁéﬁ’» Sffeﬂi BWES&] Cﬂwemnc@sempleeﬂpm BérchipSHO ML iark aEbG 4

[ 0038] Enmbodi ment sn@kd bEAN DYE B Ok &ia?'o%@y ﬁlﬁ@rg&@lphééi Jifh Mfco[?‘é&’u g%faﬁ':

nmessages, such as mai | nessa g sone e era Iy to

the conmunicati o%& fpramenile gy éﬂglﬂ@é‘* Bribiakes gmiording PMW‘!@@(GJ&DWM data,
Accordi ngly, onl yPl‘avaIewtnmetncmﬁcrﬂmbmyk tccﬁam&&es@hﬁc &fnuMNa:?o'iQ b&Een in

FIG 4 for ease 0§ L Hnder ersons
skilled in the an %V%gp%%ﬁl ]%g%)ﬁ@%gm o mm@“m éq%jpt'i’%r‘féfmvd‘&?n"ﬁgrfé‘ﬁt"@y w5t

explicitly shown P%‘i“‘i‘—"f@ ugetultfey b”ﬂ%i“@’@%&’ﬁplpémvmﬂen gerfeanédin. initilirg mobile
general ly, LAN 2541):vh§ayl0m apnes em&e ﬁ\f@rﬂﬁiolanroin%Hlem ﬁnobl‘?er &Slce 168 ‘AQ% knc[u’&S”

shown] of the or . ri se nponents and/ or
be arranged in dl%?‘gll’ éﬁ%d? B [iglcé‘aia% ?Wnﬁagceﬁall‘“’ lﬁvﬁﬂg‘i’?ﬁoqdr’i’épé’i%%‘pﬁ ilkddp FI G
4. [0038] In thishesaitpluecT capbitdre2(@e Vel 0diebyrukiocaire e dvo bihe L ANHIZRD

through a node 2@ZicafnondbRdi8SSovtShwRE K. 200 and a shared network
infrastructure 224 such as a service provider network or the public

I nternet. Access [838JAN 250ntnaiynche qiripy ludreﬂkmnt mawgéaefan? t@&hé@(c@eshﬁ’é‘to?r S

[not shown), and gooputing dey &g"?%egsfageIEAaNndz Some en¥b081m%xrtt§ relate generatly to the
communication of such messages 10 and from mobile device 100, Accordingly, only a
subset of network components of LAN 230 are shown in FIG. 4 for case of exposition,
and it will be understood by persons skilled in the art that LAN 250 will comprise
additional components not explicitly shown in FIG. 4, for this example configusation.
More generally, LAN 250 may represent a smaller pant of a larger network [not shown] of
the organization, and may comprise different components and/or be arranged ia different
topologies than that shown in the example of FIG. 4.

[6039} In this example, mobile device 100 communicates with LAN 250 through a
node 202 of wireless network 200 and a shared network infrastrucrure 224 such as &
service provider network or the public Internet. Access to LAN 250 may be provided
through one or more routers fnot shown}, and computing devices of LAN 250 may operate
from behind a firewall or proxy server 266.

[0040] In a variam implementation, LAN 250 comprises 4 wireless VPN rourer
[not shown| 10 facilitate dats exchange berween the LAN 250 and mobile device 100. The



frombehind a firewall or proxy server 266 [0040] In a variant

i npl enmentation, LAN 250 conprises at wireless VPN router [not shown) to
facilitate data exchange between the LAN 250 and nobil e device 100. The
-13- concept of a wireless VPN router is newin the wireless industry and
inplies that a VPN connection can be established directly through a
specific wireless network to nobile device 100. The possibility of using a
wirel ess VPN router has only recently been avail able and could be used
when the new Internet Protocol (IP) Version 6 (1PV6) arrives into |IP-based
W rel ess networks. This new protocol w Il pmavi de enough I P addresses to
dedicate an | P address to every nobile device, nmaking it possible to push
information to a cemdp bt wieaéss ¥PHE roudR s rtcwmtheMe@Q\{@mr@%d% uéﬂhﬁkgx VPN

wi rel ess VPN rout e‘ymﬂ%oﬁ RAt onponent,

f-the
not requiring a separate Wr eeltmgloslﬁ"dj?lée\ﬁg’ﬁlﬁ‘éwa{’ assgf)c‘aff" ‘E"é‘ﬂW r“‘éﬂ""@ o 'mabile
infrastructure to ‘ﬁé"-dé'@d The pueitiilino nhednd o winessl WY reefe hab byly bﬁexﬁly been

t si on CoxpfsfigMe lsdg T, P Ry ves
(UDL’??ISQ ionnectl on fg&;:gig&%r%&d ‘ga)rlrfs%s?gmens ??1@@@(}1@9 %ﬂ E@ﬁw ea\r/l? ce 100

inthis variant i¥ Jirrle%s newogkeg This N@‘é%’ﬁ@% W‘lht’réh%ﬂwﬂ@rlpad@@e% tof

mobi | e devi ce 100dalicate mniPtalddirbdayu FeGMobREI Ve, nﬁkﬁ@ﬁ%&gﬁlcﬁ@ﬁ%ﬂnfc%ﬁgtmﬂfm erN

250. Such massage!%mg@%c\g fénom an It ﬁ sour ces,

i nstance, a message %y-éh ave b en ‘é“'@h&@?"e#?s }é’%ﬁﬁ’ﬁ@%i‘c%@b
(4

wi thin LAN 250, f‘i’eoi*ﬁ fshaf ¥EN qvoippdest, daevreqaars[ng\etbemmlrcieﬁm&%ﬁdn& 0
wirel ess networKks Qirek@ iArlirh Gl e
ephle Qlirek@ iR ally mﬁ &Nfe W4 kqﬁﬁ{)fb%ﬁé@?&kww d Rreter r%ys b

di fferent conputi ot her._device ¢ sen

d
via the shared nef’gﬁfﬁe@g’}’%&?‘&@ t PrREQF B EVaor L&ﬁﬂg WS H e tlﬁ?fa&lj Ponggetion

appl i cati on servitedelprotd Id@ﬁﬁgé%@()tlyw mbiik GEVRRL OB BAME G@al idMbEl®fanbd SP) . for
exanpl e. [00421 I\fag‘?ﬁge server 268 t |caI |y acts as the prinmary I nterface
for the exchange Mess ?gcsp%f?‘td F areyofmolidd devine ¥¥apdsiialiy edzived bhe

organi zati on and auesagt feevesEBIETANDSS, VIRUEK Mk E,,a,ﬁ rd,ggltnh&g Gord 24 otﬁ%&ﬁbé’%Fr in
recei ve ressag

t he organi zation set up to se

typi cal |y associ a%ggg wﬁgsln%nggepﬁééﬁorﬂ?ﬁ Qfé@gﬂtw wads foe a§@¢lwr 26%‘568
One exanpl e of a Wads ha¥ Hér frem azﬁﬁnrprs oLk @m&o[tubz M GhRRGRSHY 1SQhiNGREs | N
sone i npl ement atjemas 200AN2 ¢ ers 268.
Message server ﬁg %‘Wé al ;ciasﬁép g%rli g&pﬁng\rnhdg a?g@‘?ﬁnﬁ%ﬂﬁw%%m Bhs
beyond message manib ffapablg ’&Fﬁﬁ%@“hfaﬁ@» Ha e germevork iditsauass 6z, atded

with cal endars amdSStb&SIkrObgM$pprcQIon@%am)lbravxderkﬂﬂ’%%ﬂln\%ﬁf‘se%%&%r @458,
recei ved by eSS §gex s/ er 268, they are typically

[0042) Message server 268 typically acts as the primary interface for the exchange
of messages, particularly e-mail messages, within the organization and over the shared
network infrastructure 224. Each user in the organization that has beea set up 1o send and
receive messages is typically associated with a user account managed by message server
268. One example of 2 message server 268 is a Microsoft Exchange™ Server. In some
implementations, LAN 250 may comprise multiple message servers 268, Message server
268 may also be adapted 1o provide additional funcrions beyond message management,
including the management of data associated with calendars and task lists, for example,

[0043] When messages are yeceived by message server 268, they are typically
stored in a message store [not explicitly shown], from which messages can be
subsequently retvieved and delivered to users. For instance, an e-mail client applicarion

Operating on a user’s computer 262a may request the e-mall messages associated with that



stored in a nessage store [not explicitly shown], from which nessages can
be subsequently retrieved and delivered to users, For instance, an e-nail
client application operating on a user's conmputer 262a may request the
e-mai | messages associated with that -14- user's account stored on nessage
server 268. These nmessages would then typically be retrieved from nessage
server 268 and stored locally on conputer 262a. [00441 When operating

nobi | e devi ce 100, the user may wi sh to have e-mail nessages retrieved for
delivery to the handheld. An e-mail client application operating on nobile
device 100 may al so request nessages associpt-ed with the user's account
from nessage server 268. The e-nail client nay be configured (either by
the user or by anusceelnicnimnsboat on mepagsichhy 268N TAEE Heshafis &voldt Rendpically be
organi zation's in t | o T olic to ke this request at
the direction of {eﬁgvﬁs%%%?a%g% ’gér@@g%ﬂ%ff’%’gﬁ“i’? “ip}’ltf’rg%@%l, or upon the
occurrence of sonmpage- defi sQpe, | tatians, .nobile

devi ce 100 is asrsTF) Pl‘é]g its %ﬁl‘ gp\éﬁag{a% mg%}gr%gg? 5%%%%%5@%’5 LRdirgssg!
specifically to peeBreE i dY deligrdp Be Sendbridit Ml cliewdpplsicedptrgingobi | e
devi ce 100 as t hegolilalevie€ BIMES alddyreRESRIR &N he? O8n w048 LcdBnr 1o

facilitate the w el ] nication of nmessages and nessa e-related data
bet ween nobi | e de@?ﬁ%ﬁiﬁ%ga@rﬁ ?ﬁﬂn%&%’éhﬁ%“ By E%T%“gg‘ﬁ?d (ﬁ“lﬁ'ﬂhbg’F U5 HRPY B8R ess
conmuni cat i ons s ufPBRiEraEereEiknn sc@RBnararithiae ognxaicte dinfanfiation eh@Xanrpire

i mpl ement ation, Wdliey 186 $a1GQRE R ' t..&0 s.270.conprise a
nessage rranagerr;\%tle}s}erverﬁ 272%%%32??%. ”é%’a%%%%@%‘zﬁ%ﬂ%&m"s‘ggv@r 272
is used to speci{i P8R I BHEGRGS! soppartdclingd cvire Hasragamernenition sshijes,
such as e-mai | nedsEges) is dhaed &r swh 0-1RE JLaedd] 86 R¥saPRDILSs L WIEBSy 10

Generally, while S 308 till.stored o sage server 268, nessage
managenent ser ver@lzea%g% ‘ggg’fﬁé‘é‘ " ué:gﬁ onRtTo EW'gﬁ?e ??'gf"e A0fers B3 eTESYEdes

shoul d be sent td™BBieEaEA8e 100, Message nanagenent server 272 al so

facilitates the i ng messages conposed on nobile device 100, which
are sent to rresgggseglser vgé’ f%’gg“‘?g‘f;wéfﬁ’ﬁ?éaﬂ@ﬁ?ca&@} phrepspacs[apd mesageaplated

exanpl e, message YrgenRmebiedarire 127 Zndragmpona dfQIAN DR, USBRbE of VARIdsDOX"
(5. 9 the ressageckian s ob R Sl ISRS] g BSCOUL gndsoads,
messages to det erWPITESMHONME IS HEOMPHRIcHEANS Aeppen odririondses ¥78 kayribe honddhge
user's nobil e dewimeschRik sco@NPTR IS @aflple NMYRle NEWEIRIS AURS 208 1 Jused$d NY an
encryption t eChn'sE&ﬁic%ﬂpﬂa@& :Q%;go% tlgrn Tt ){rpa}ﬁgggcm of messages, such as e-mail messages,

that are 10 be handled by mobile devices. Generally, while messages are stil} stored on

message server 268, message managemnent server 272 can be used 10 control when, if, and

how messages should be sent to mobile device 100, Message management server 272 also

facilitates the handling of messages composed on mobile device 100, which are sent 10

message server 268 for subsequent delivery.

[0046) For vxample, message management server 272 may: monitor the user's
“mallbox” (¢.g. the message store associated with the user's gccount 0N MEssage server
268) for new e-mail messages; apply user-definable filters 10 new messages 1o delerming
if and how the messages will be relayed 1o the user’s mobile device 100; compress and
Cherypl new messages (2.g. using an encryption technique such as Dava Encryption
Srandard (DES) or Triple DES) and push them to mabile device 100 via the shared
network infrastructure 224 and wireless network 200; and receive messages composed on
mobile device 100 (e.g. encrypted using Triple DES), decrypt and decompress the
composed messages, re-format the composed messages if desired so that they will appear



Standard (DES) or Triple DES) and push themto nobile device 100 via the
shared network infrastructure 224 and wirel ess network 200; and receive
nmessages conposed on nobile device 100 (e.g. encrypted using Triple DES),
decrypt and deconpress the conposed nessages, re-format the conposed
nmessages if desired so that they will appear -15- to have originated from
the user's conputer 262a, and re-route the conposed nessages to nessage
server 268 for delivery. [0047] Certain properties or restrictions
associated wth nmessages that are to be sent from and/or received by
nobi | e device 100 can be defined (e.g. by ag.adm nistrator in accordance
with IT policy) and enforced by nessage management server 272. These may

i ncl ude whet her nbWialeorigénsicd God AR WeRY chiRfifRir 7E2:048 1y R1e theabHpEd Sisep8o

nessages, m ninu \Y Si zes, whet her outgoi ng nessages nust be
encrypted and/ or me%%bd—%b%&o\rlﬁ ther copies of all secure nessages sent

1;;2 ?plng?l |[ gogg}“ K/E(}iwp ar ecd@indRopeRR by xteﬁn«%._?gsr %socc!?a i %ﬂbnge?%éesatﬁﬂ éﬁ 15 be T OF

Qne?@%na ement server
provi de ot her cofft't 6 EEFRYRe by mgbils %@C%lﬁpydﬂdlwrﬁm@{ecgew@ladmmw@rg@
information or pracoddicaeih I’Inmhé}l)emﬁcnfcﬁcegby mbﬂsﬁg@mnagagém B SBAGRess gy €d On

message server 26 yice when a nessage is

initially retri evgldltugy b)Jr%m% e 2@0’“?’? Bt %ng’ﬁgd B/PY, Enedgnessalitss sage
management server MEPRUN gneschsipr @cif tt@s,p'u@meomhtgmmgqmes&agms muﬁa:ﬁten@?ptai auﬁmsage
to nobile device &Q’Qd aﬂﬁhﬁetﬁéf‘@op@ér&' aib%clﬁ}gﬁsg Ssaifdls Wn?ﬁgﬁﬁuﬂgeddegxe%l X oS 1

KB). The user cap re ugst nor e of nessa ere
simlar-sized bl oceﬁlwﬁﬁ}“’ dﬁ@? Eve L) aﬂ‘H?Féegf@rFé%P“‘server 272 to nobile devi ce

100, possibly up maxi I ned e size. [0048]
Accordi ngly, rressmggﬁrrana hg%er%? “gag?&\?%emf%er |”i“f P e Bﬂ‘%"%"c“e‘f’ PEWieoder over
the type of data @ng® t‘F‘ié‘“'&Hb&H‘ih Hf orda peshing aerdis neeatrumicagt dropreddioke

devi ce 100, and mnh&lgp“mt&kmﬂﬂdﬂx%%gp%@@éd ﬁéasé’é@%@r%r §8 t@%‘ﬂ‘@é %ﬂz@c% ot her
resources. [0050]y rtex,}M liel ng undser st.00 @@ Fer sons skil t hat
nessage managerrent erver 2o Rat] ‘?1'8{“3 e detﬁ‘éﬂ‘lbéﬁdﬁ’r‘lcedogérﬁﬁr%me

physi cal server |%WEM325@5@€ Inwlk@memmextvemk is aEIaptecEPﬁa;ﬂim{ 6nly §RMRstQbre 8F4  Of
the functions asseaipt AniMit Bevlﬁgﬁ@gﬁth%g fa p§3-§e$8$d s;zﬁ%ig‘%ysgo The

integrated with nessage server or s
Furthermore, LAN SECHES" St Foe tuie Wﬁﬂsﬁs‘fn@%a@gbvemnagmmzzslémﬂés by 272,

particularly in vesisgatmagphereniatiDRMMEERiR 1bAHRIIHIPE" RiiARPh.e
devices need to RRgneq message size,

[0048] Accordingly, message management server 272 facilitates better control
over the type of data and the amount of dats that is communicared 1o mobile device 100,
4nd can help 1o minimize potential waste of bandwidth or other resources.

{00860} {rwill be understood by persons skilled in the ant thar message management
server 272 need not be implemented on a separate physical server in LAN 250 or other
network, For example, some or all of the functions associated with message managenient
server 272 may be integrated with message server 268, or some other server in LAN 250,
Furthermore, LAN 250 may comprise multiple message management servers 272,
particularly in variant implementations where a large number of mobile devices need 10 be
supported.

[R051] Embodiments of the invention relate generally to the processing of encoded
roessages, such as e-mail messages that are encrypied and/or signed. While Simple Mail
Transfer Protocol (SMTP), RFC822 headers, and Multipurpose Interner Mail Extensions



supported. 100511 Enbodi nents of the invention relate generally to the
processi ng of encoded nessages, such as e-nmail nessages that are encrypted
and/ or signed. While Sinple Mail Transfer Protocol (SMIP), RFC822 headers,
and Multipurpose Internet Mail Extensions -16- (M M) body parts may be
used to define the format of a typical e-mail nessage not requiring
encodi ng, Secure/MME (S/M ME), a version of the M ME protocol, nay be

used in the communication of encoded nmessages (i.e. in secure nessagi ng
applications). S/ M M enabl es end-to-end aut henticati on and
confidentiality, and protects data integrithi- and privacy fromthe tinme an

originator of a rr%%ﬁ{%%;e sends a nessage until it is decoded and read by
t he message reci pf ) PRnRATS WHY R veridn defind dheaftmap pbe beRie-mal mowazeawpl oyed

to facilitate secuwpernmPesaER, SQUEAMIMRLIYMME)SH CHsigs.fRheMiME GRAG Ly 8eYr TM
(PGP), OperPOP, 6\5}% gther s known |g thgﬁdan:uéngBZ{ Secure nessagin

protocol s such as’ o K'NE P& BR™ St BFP A a2 B i at e EnBE T IEGHPIETRES o
provi de confi dent¥BiMEynabivd eddrpagt duthepricatioh aodccafiRubidling akeproredindataastgrinet ur e
(PKI') to communi Calenidd ebmats ik : i t] ' .

aut hori zati on, Dat ;gr}é{r{y t ed ‘usi%‘gﬁ%‘“ﬁ‘?ﬁ%\fé?’?ﬁ%&@?gé*‘“’%r%#‘%/%ﬁéﬁ%gdﬁ"&ﬁ‘b| iC
key pair can onl3“B8*d cgﬁﬁ%ﬁgﬁéﬁlﬁe"ﬁ-hé}%rﬁ“@@béﬁm% 494 brdrecoleeparobe t he
pair, and vice-vemgdnyedrd Malige skeye nbdsQfeBinhmO8lcdrian, ReMESs MBRALCRIAN HEoy™

wher eas public ke@gGl,)nbgém%i on hs har ed LnOOSB] For exanple, if a Sender
wi shes to send a nessa Ay ‘E{f%ﬁo‘g‘ﬁfﬂﬁhﬁ ‘encrypted form The recipient's
public key is usqgg encr, L.ch c then be ecrypted only
usi ng the reci pi gﬁtfds? pri \%@%ﬁ g%?ﬁ‘%a}tgglrp%ag%u\%}e Sys:a’p[imr/l@srgﬁémé’ﬁ 5’cﬁ“ﬁ@“vme
techni ques, a ondPFWHERTS EGSi PRI icgnlidentslnt end dmegrits.ednd on ennlypt Kthe
body of a messadefastrypinealPky) i édhmhnbbBMBEdh&iSNEHYRLLEAN LAGHRL.AUE 4L O-
Triple DES). The aﬁﬁ’@ﬁlaﬁgh ‘Eﬁye&ﬁv Ee en. encr.X%t ed LfISI ng tn‘? recipient's
public key (e.g. With a public K&y enCEyEETEn Y4l GEFTThMYSER: 5y oA

whi ch can t hen be&ee Kyiaenid vaing the aerrarpprtling putdic kqyi of e’ pair.and Viad-eersak @yivarcThe
decrypted sessi okekRibr@aiinishof RRILUSSE, LS GiiPLe i ERSSRYG Rody. The

nmessage header nay be used to specify the particul’ar encrypfion schene that
must be used toleR@}ypt Fhecwmpbatfen s@ibhewisenas o Ometeghii duepidaged on

' each of ¢ hoge aeA oI k> DM, TRt SR nalon B ¢ 0
facilitate decrydffoniehprly peingmhesmgipienanarivare kyi sAliusapivelyhin wonfindeig al ity
of messages can behaues! KoMLaine session key is generated and used fo encrypt the body of a
message, typically with a symmetric eneryption wechnique (e.g. Triple DES). The session
key is then encrypted using the recipient’s public key (e.g. with a public key encryprion
algorithm such as RSA), which can then he decrypied only using the recipient’s private
key, The decrypted session key can then be used 1o decrypt the message body. The
message header may be used vo specify the particular encryprion scheme that must be used
10 decrypt the message. Other encryption techniques based on public key cryptography
may be used in variamt implementations. However, in each of these cases, only the
recipient’s private key may be usad to facilitate decryption of the message, and in this
way, the confidentiality of messages can be maintained.

[0054) As a further example, a sender may sign a message using a digital
signaure. A digital signature is a digest of the message {e.g. a hash of the message)
encrypied using the sender’s privaie key, which can then be appended to the outgoing
message. To verify the signature of the message when received, the recipient uses the
same technique as the sender (e.g. using the same siandard hash algorithm) 10 obiain g



[0054] As a further exanple, a sender may sign a nessage using a digital
signature. A digital signature is a digest of the nessage (e.g. a hash of
t he. nessage) encrypted using the sender's private key, which can then be
appended to the outgoing nessage. To verify the signature of the nessage
when received, the recipient uses the same technique as the sender (e.g.
usi ng the sane standard hash algorithm to-dBtain a -17- digest of the
recei ved nessage. The recipient also uses the sender's public key to

g .
dechpt ; he di &f&eéﬂOféhcgﬁfawﬁer,lcsmeoﬂ"ﬂtemcmen?amisesd mﬁa&nd%hs)g‘haiﬁ%ya)decwa
mat chi ng di gest NG hecal S e, If t igests of the Tecel
nessage do not n‘iﬁﬁw% Ki's 'gu'\gl‘g’g‘% rgg ?ﬁ%ﬁ Vet H@Pﬁtet}‘?e“ myEking gigey don tha recviasd
changed during fiea#sHolf theatighstsrof tivarerabad agesagi o AAtmAEH. @i cdd B Juhcr}eaé?
i

sender whose publabGe d for verificatign. By verifying a digit
signature in thiesﬁﬁgg(?ﬁtéggﬁ eﬁfdf‘%%cf‘ihﬂ‘r?gd’fanﬁmg aadapde néﬁi@gﬁﬂés!aﬂgerigimre@mm y

can be mai nt ai nBY.sedd30BBYscAnbinkaoess 1¥RS RAYE ; . .signed, or
both encrypted ﬂilxnsckv signed. The gut henti cj t?j%ﬁ%‘ﬁ?fg&%@é%gj&@ gﬁn"ﬁ{%g}e
operations is vali dar &d UEFHEn of Bieisrader andunessore dmearity cachieandistamedii gi t al
docunent i ssued msg certificate authority (CA). Certificates are used to
aut hent i cate t he "2k oci atVbIeBdFd Bisssags s berrcrypieds sigoddl, ioc bedy encrypsaand

essential ly, progwadesThe baglica) dfriidlic i t ticity of the users'
public keys. Certificates Q?S?Zli_n I?%f,igrkrrié‘% P%ﬁngtg%{a ‘%ﬁ%g&%ﬁ £5 ¥#idated using
hol der, with certificar & ETHPEHE &5 o digiiat dequpnenioissmmt thycs cumifetoBRBARS (OAYh

an accepted st dadafichi¢sergused.15Qhem[BRGH] 15,161, Fl 5. in.which, an
exanpl e certifigate chain 300 is gh(;:m Cor t1 @"9?&"&“ i ?&ﬂ‘é‘aﬁp&i&@wﬁ
Smith" is an ex[gg(rrpla e ot A PEEPPT R texrleod Wi dul theopwnticindpRinetuats IR KeyEY
be referred to igeatenohnemt ifyrnefiohi fbbGaine. ' tificate 310
typically i dentd'/gﬂ:ag’g e, c(frti fi g%ar;tce hol d{gr c??%q?’?.r}gl&%’oﬁﬁﬁ§ﬁﬂfcaﬁen°°f'ﬁf‘§
exanpl e) and the 1 <sucrrot "HARECTEEIE M Gapecepred stardaed (e Kifdos 4 di gi t al

si gnature of tggogﬁsuer 3l ng: {Sh .certificate holder's public key 318.
Certificate 31lC w@éﬁ al s6 ’Fil‘f)lﬁ" 4 r§v ih¥bishengmaple tarfifeamehan 380ds shown.
attributes that-erF td 810 isseed e tjdhinCahRy Nl & mai.l. address,

or gani zat i on ngpByiq2i 9aliZati onal unit narre,Qfg’é%nﬁlgrﬁfeae?%hb?gfwgﬁﬁ‘fﬁ%m
i ndi vi dual conposes ‘a NESSAge T8 He "San ohd ertity eertifitaint End dnriyscenifith@Ima0Y

to include thatypiastly Vdaeisiks the cenifidafd 688 333Q; M bl ‘sﬁﬁhrfﬁgg%g g)g%zll q‘Eor
S . e

a public key tg 8 ed,. It ssyi_ng organi zation nu

rel ati onship bert t?mége(}trt;_tges{:errﬁg(taé'ﬁ a&Hdn‘g”‘?féérd@%G&hﬁmrd(WheéﬁuheB16 and the

(SR SEPILED Cyommaets bolders pulhoerseer Cikiahofo AFRal LG bl
R SmaliBf 58" Sl atf & ldearify the cenificate holder (e.g. e-mail address
Organizanton name, organizational unir name, location, etc.). When the individual

c ) - ..
omposes 3 message 1o be sentto a fecipient, it is vustomary to inelude thar individual's
certificate 310 with the message.

[0057] For a public key to be rrusted, its issting organization must be rusted. The

_ relationship between a trusted CA and a user’s public key can be represenyed by a series of

related certificates, also referred to as a cenificate chain. The certificate chain can be
followed 1o determine the validity of 1 certificare.

[0058] For instance, in the example cenificate chain 300 shown in FIG. 3, the
recipient of 4 message purported to be sent by John Smith may wish 10 verify the trust
status of certificate 310 anached to the received message. To verify the wust siatus of
certificate 310 on a recipient’s computing device (e.g. computer 262a of FIG. 1) tor
example, the certificate 320 of jssuer ABC is obrained, and used 1o verify that certificate



followed to determine the validity of a certificate. [0058] For instance,
in the exanple certificate chain 300 shown in FIG 3, the recipient of 4
nmessage purported to be sent by John Smith may wish to verify the trust
status of certificate 310 attached to the received nessage. To verify the
trust status of certificate 310 on a recipient's conputing device (e.g,
conputer 262a of FIG 4) for exanple, the certificate 320 of issuer ABCis
obtai ned, and used to verify that certificate -18- 310 was i ndeed si gned by
i ssuer ABC. Certificate 320 may already be stored in a certificate store
on the conputing deviec, or it may need tof8e retrieved froma cernficatc
source (e.g. LDAP server 284 of F1G 4 or sone other public or private LDAP
server). |f certBKieatied820ignad by iseadWBSt oC&dfidar 1doemdvedicpdyehd :,tsu&:@{rputi ng
dev' ce and the Ce{ﬁji'['if{ EQ%E Og%%dfﬂggﬁgggg’%! en%di%? n?(i:()i IE {JC I’eg'kbéediq‘x)g] zh%’cglﬁiC?{c

reci pient, then certi 7 cat nsi
chains to a store#™ef (s {-B4P cererizbt efdile. 4 x0@BILheHpYRlv er privism LD sexanyif e

shown in FIG 5, agftichktom girddabrsd BlnRQedBaiHl & of
certificate 310. Oeril fic ' 3’0 |rs sel fesp?é?‘ O%Luw% |e§€{den )ea?ercg@ﬁ%%cq%g

"root certificat e gg é@&?‘gqt‘ﬁémﬁ}e d By TPt “32’6*-‘%18@‘%9@%*‘&@%%[65@% an
"internmedi ate cesitcfticoansed a stored, @ntiedfdegifitsge, chai n 300; any given certificate
chain to a root certlflcate assumng a chain to rho root certificate can
be derermincd forf8%arti d%ﬂ“&f"f’felﬂdheemmnhyshowerrt’a“lﬁl Satmificaa3dicoatakquirzer o,

one, or nultiple wontey m&dtuactcﬂc@rﬂf&atefmab&ﬁfcaicﬁs@é skik. f;;k&ﬁ%ﬁ?’ﬁ@tm&%@ﬁ oot
certlflcatelssued %Eﬁtrustfda rce romalar ge Certificate authority
such as Verisign of st Aypn )Y’a"r?ﬁi e 38 0ympy E"eﬁefmF‘i‘ Eatsen3Temedatde

consi dered to be wnifspedin gimier dhaio Badnsy Fovea cbm:ﬂwe%aﬂewt fdo€ adBficahe
implication is thatufathde.Sandes @n@'ca m?m M&L&F te,0f e, reng R Trust
IC

t he source of the rx%.ot certificate cert ate” Bannot thai ned
to a trusted cert§FHELT& CRERIR & |°P‘F @éf“é’“ﬁ‘ﬁ%%@“&%ﬁ%@ﬁ‘eﬁ I eprtifeate 300

Trust ed" 100601is @erot pdriifatedssaey et Suskl 6higeel {ﬁiﬁ:@ BTEEd QAiRRe ldhth&ﬁj} bichi,cates

and |ists identif [ A revoked.
certificate ser ve\‘:%ﬂggn g‘g}%};é@g&&%’k{ o‘b‘feaffea“' gg(p?‘f'lf P"C%ﬁ”é‘ge‘%ﬁ th”Wé‘fl fy
certificate aut heftf Hichginaa Fisted catifienr. skhativglicafior is eabgh ehe andet bightiwei ght

Directory Access rRiigim60he hbdR)rus QU bt-ai tificates,
and an Online Oer‘-%l’?l Cgte Stdagfégs rc‘;t oc%ﬂr@ :@&nU&-&ﬁLa&%sé’ ff%c%‘lﬁ&&cﬂg

verify certificate v BCHPITBR citgpgghe ﬁ‘ﬁ’@@lﬁ‘“@tt&ﬁ%ﬂémémﬁfl ROTFRBT ty
protocol s typical b%OE aci | 'C{:ﬁxfi‘%aé&%&%m?éeﬁer 7 él’a)r?%n%r%n ;ﬁ%g?aﬂg? Wi ing

non- nobi | e conputlng devij
certificates that have been revoked These cenificate sevrvers can be accessed to obrain

certificates and 1o verify certificate awthenticity and revocation staws, For example, &
Lightweight Directory Aceess Protocol (LDAP) server may be used 10 obtain certificartes,

and an Online Certificate Swatus Protocol (OCSP) server may be used 10 verify cerrificate
revocation starus,

[D061] Standard e-mail security protocols typically facilitate secure message
Transmission between nop-mobile computing devices (e.g. computers 262a, 262b of FIG.
4 remote deskiop devices). Referring again Yo FIG. 4, in order that signed messages
received from senders may be read from mobile device 100 and enerypred messages be
sent to those senders, mohile device 100 is adapred 10 store cenificates and associated
public keys of other individuals. Certificates stored on a user's compuier 2623 will
typically be downloaded from computer 262a to mobile device 100 through cradle 264,
for example.



4; renote desktop devices). Referring again To FIG 4, in order that signed
nessages received fromsenders may be read from nobil e device 100 and
encrypted nessages be sent to those senders, nobile device 100 is adapted
to store certificates and associated public keys of other individuals.
Certificates stored on a user's conputer 262a will typically be downl oaded
from conputer 262a to nobile device 100 through cradle 264, for exanple.
-19- [00621 Certificates stored on conputer 262a and downl oaded to nobile
device 100 are not limted to certificates associated w th individuals but
may al so include certificates 1issued to CA%. for exanple. Certain
certificates stored in conputer 2624 and/or nobile device 100 can al so be
expl i fC| tly desi gnl@8d as "Quicents sy dnhgmplﬁﬁ‘l’)é')a/hﬁ&:&{pdﬂda@dxo mmlgge\«?ee o
certificate is re Vi.C it can be verifie
on nobil e device %ﬁg&%@:;@&%@gﬁﬁﬁaﬁes%"@ CW ﬁ*‘?‘gﬁf"@ﬁ\ﬂuf RdYothe aavde eqtfARSobi | e
devi ce 100 and de$iughitets: &3 examplis t Gataingerifiedre sinied én d:atpatefmmednd/@ xrthtc
chained to a trusdeeide !Iﬂ}rctmh mmrﬂ%lW{I@Q%atg@%l“h‘l%they'tﬁ?us%r Accck%{/xge}b&%‘:na

adapted to storet %§r vatew rivate
associ ated with tHe Gder EE W vsene "Ei%’é‘?d"df“ h%itlcﬁl hteviifd ol 0Obilolvicsi gn

out goi ng rressageswe@gmmiggag oy eieG ok AR NP g TS SAAES, SO
o] e user encry r e _private key nmay be
downl oaded to LE“I&I%e o\é\%w ‘gé %ﬁg‘?‘fn 7 bFu@“ g@ra' “&‘b‘i‘?ﬁ\.ﬁ'ﬁ@? 262a t hrough
cradl e 264, for ¢graeqg)l e. mnegs\; MafoB Yald XC e ween
the conputer 2624 dev. |“E:e ,1'%‘?”"1 Q%eﬁgt ;%h,QQ °¥e§' rw‘“gﬁea" 3

identity and one ugitwh ?Watw %X@@E?F%@‘eﬁé‘%‘g%@?f P Oe6SE uﬁlgS@ferbdnﬁmrtceﬂ@) 262x
262b can obtai n cér tigf Pgtiesmdssagen @mposeb ar molite dBOH 08 Sand tj%ﬁ;{lgsrs%ggsggp
00

conmput ers 262a, 3§ V. e device
certificate sourc %u%gﬁ&rm%%ttg& %Sy Jd& lcsfel%?’cg}we"dw?t&k"’h@@’ %”’l"ﬁi“ﬁ“d&?\“’
organi zation) or "@Bﬁ%mﬁﬁ@ e Shedieeris sermpiiey 26%a throngitceddie, 26 axmyipiieThe
accessi bl e from ywivdi key zﬁp}ei@fa@@ﬂ*@@@bc@%n&eﬂ?% V@}ﬁﬁtep%zg%dﬁnﬁﬁle E‘]""“‘f’g% t he

Internet, for ex own in

servers 280 asso?%gt ed™ Hfﬂ%?r ﬁ@nedg%gﬁlaﬂg?’ied‘ﬁﬂﬁoégqrﬂ@e%ﬁg E‘PNE*B@QSO PKI
servers 280 incl patmap CA g@,{rv&;n 492 2f69£ 5 ng.gertiticat DAP.
server 284 used to search fo And 62%9%%91:% ’3%8@“(%”@"" er of

i ndi vi dual's within the’ %"Fﬁ%rﬁ“f&‘f’?%‘?ﬁ 26’an&2lawd@@3mb@ee¢e\mcs (286natsie devie
verify the revocdl®onTigsarusfiof: crides fmgyaieeﬁ,vaw[@%aldugirdt iof |ugeakg§iprg%y be

retrieved from ERARSELNSF pl%% SQ% r&ldyﬁa%&lly 8:% wﬁ;%\ﬂé%?c acicq%gzglgégm within be

downl oaded to nobile device ia cra
an Orgamization’s private network or through the Internet, for example. In the example

shown in FIG. 4, multiple PKI servers 280 associared with the organization reside o LAN
250. PKI servers 280 include a CA server 282 for issuing certificates, an LDAP server
284 used 10 search for and download cemificates (e.g. for individuals within the
organization), and an OCSP server 286 used 1o verify the revacation statys of cerrificates.

[0065] Certificates may be retrieved from LDAP server 284 by a aser compurer
2622, for example, 10 be downloaded to mobile device 100 via cradle 264, However, in a
variant implementation, LDAP server 284 may be accessed directly (i.e. “over the air” in
This context) by mobile device 100, and mohile device 100 may search for and retrieve
individual cervificates through a mobile data server 288, Similarly, mobile darm server 288

may be adapred to allow mobile device 100 1o directly query OCSP server 286 10 verify
the revocation status of certificates,

[0066) 1t will be understood by persons skilled in the art thar mobile data server
288 need not physically reside on a separate computing device from the other components



variant inplenmentation, LIMP server 284 may be accessed directly (i.e

"over the air" in this context) by nobile device 100, and nobile device
100 may search for and retrieve individual certificates through a nobile
data server 288. Simlarly, nobile data server 288 nay be adapted to all ow
nobi |l e device 100 to directly query OCSP server 286 to verify the
revocation status of certificates. [0066] it wll be understood by persons
skilled in the an that nobile data server 288 need not physically reside
on a separate conputing device fromthe other conponents -20- of LAN 250,
and that nobile data server 288 may be praqwgded on the sanme conputing
devi ce as anot her conponent of LAN 250 in variant inplenentations.

Furthernore, the oﬁmnsmmﬁsmﬁxmb ted
with the functi ons of anob’\7 gﬁaé%{i‘%?%%&ﬁﬁ%%%@ﬁdém EPﬁeﬁﬂlﬂ@ &%U%
managenent ser ver BT PRI Pﬂ"“‘“ AP etdie é%’ia@rf@!’k[n%%}@]ls IMWPmﬁbb

i npl ement ati ons, fWndipnsef mokikdiaRidnserstensy %Qze@ﬁ}édbﬁmﬂiﬁﬂ%mt@&ﬁ%ﬁ%oﬁk? to
mobi I'e devi ces (ecog,poggrjt rﬂ%n]\p%él f LahES, to_be downl oaded & froma
user's conputer 262a, Fowt nY & @‘F“év‘&ﬁ%{t PORFst B Ul ygrant
certificates to H@‘P’eﬁ‘ﬁ’@%‘!@éﬂ from nobi | e deV| ce 100). 100681 In vari ant

i npl enent ati ons, e[g al n PKI servers 280 may be made accessible only t

mobi | e devices r ered TSRt P e&‘F“%é}“? selegied BREforyeeidl 89 ynax e pide
admi ni strator, pd’gmbﬁbiy w mobibecder tlene @. anmgaiaﬂifIat@i)doltﬁ)ﬁﬂwm@&jc@}g@?‘mogl 4

[0069] Cther sourggs Qk 2 Bk E@Beém{el | Clé‘l{;@! %qugx}éarfw@? gﬁft-rgﬁ%’,yg?mi‘ﬁ?z5o

certificate store, anot secure cer

and smart cards, ch‘F“&)‘F %‘3@&%?‘5‘*‘?’{‘@0?@5} Referring nowto FIG 6, a block
diagramillustratg m]corrp nent,s aof an __exanp | e of _an encoded nmessage, as
may be received By a mess R (“é“‘@“““ﬁe%%‘&@’epl{ée?rw? 286,3nayf berm@le 4) |
i s shown gener al %°&3PI380)y \ERCbitedvitess gigered Mpiryqiae akdy af (;Jﬁlzmgtesy a0ne or

more of the foll eémPgiae:, FRAFS L R, coded, bo portion 354,
optionally one or nore eng%degmattéch%re}wrfﬁggéggﬂmgg %re encrypt ed

sessi on keys 358[0068hd si gniat ubmcanes sargmtdgc}gmr g{o%gglé?%‘g?%ag% |og EgL

exanpl e, header Qg{j;-j.g,ns ical |y.inclu
as "To", "Front, and ' té@g’ﬂ?ﬁrﬁe‘géscg% ﬂﬁﬁccfw ”r‘f’é‘;;/mh‘l’ré’ﬁtsidﬁéw Orﬁgéfﬁﬁbﬂa{déngt h
i ndi cators, and " fuse@plencr yption and signature schene identifiers, for

exanpl e. Act ual ge cqontent nornal |l y i ncl udes a nmessage body or
Tm? Re llemng now 1o FIG.°6, a block diagram illustrating components of an

exanple of an encoded messags, as may be received by a message server (e.g. message
server 268 of FIG. 4), is shown generally as 350. Encoded message 350 wypically includes
one or more of the following: a header portion 352, an encoded body partion 354,
opHonally one or more encoded atiachments 356, one or more encrypred session keys 358,
and signanire and signature-related informarion 360. For example, header partion 352
typically includes addressing information such as “To™ “From”, and ~CC” addresses, and
rmay also include message length indicators, and sender encryprion and signature scheme
identifiers, for example. Actual message content normally includes a message body or
daa portion 354 and passibly one or more attachments 356, which may be encrypred by
the sender using a session key. If a session key was used, it is typically enervpted for each
intended recipient using the respective public key for each recipient, and included in the
message at 358. If the message was signed, a signarure and signature-related information
360 are also included. This may include the sender’s certificate, for example.

[0471] The format for an encoded message as shown in FIG. 6 is provided by way
of example only, and persons skilled in the art will understand that embodiments of the



data portion 354 and possibly one or nore attachnents 356, which may be
encrypted by the sender using a session key. If a session key was used, it
is typically encrypted for each intended recipient using the respective
public key for each recipient, and included in the nessage at 358. If the
nmessage was signed, a signature and signature-related information 360 are
al so included. This may include the sender's certificate, for exanple.
[0071] The format for an encoded nessage as shown in FIG 6 is provided by
way of exanple only, and persons skilled in the an will understand that
enbodi nents of the -21- invention will be gpplicable to encoded nessages of
other formats. Depending on the specific nessaging schene used, conponents
of an encoded neskagwomeyl! Bppphcablenc ancodidfrﬁceﬁagﬂtof@ﬂﬂefonﬂaanﬁgdam dmnzhﬁ G

6, and an encodedgy d addi t1on or differe
conponents, which pnaﬁég\g&eWSCh&%%t w% ngn%ﬁcﬂ'dcé'ﬁoq%%%’étsﬁéc mi‘ysaf’@ﬁ‘ér‘%/ﬁ)t ed,
si gned or bot h, 1@&?‘?&* ‘Eﬁﬁdﬂﬁﬂrré?m‘f% “@)FIGJ H-‘e ahdhve mbdoded messaggamariatlhde Riverect ed
to a systemand 4mtiond, Jr@fff‘ei%ﬁir c%m%zfeh&'&@ﬁ@h'rﬂay%@&rn&gﬁ Egetﬁ?%'eﬁdoﬁfdﬁlrﬁ%%gn a

device and retrieyvi n% rti f%at es for storage on t evl ce.
enbodi nent, the dEVITEFERHEEFPe device (e.g. nobile device 100 of FIG

4), andacertlfl a8 sear t|on residin xectlng on the
nobi | e device is %ro r amme togglgﬁ":st‘l? ety ‘%ﬁ‘gs&fﬁr&g fi‘:F CAPEYSTh *Bhe or
more certificate MYE/F wo effplenthimpcling wanficags oo ddvicGandierriching tdmiifares

Cortitiont s 1roma o it 8 ?ﬁiem"f"&?"‘éﬁ‘”ﬂ‘* BEAE LB U Y Tians
device (e.qg. nob"‘}“é""‘aa@t"‘ﬂ‘ﬁ ‘é' angggerg Cage) sﬁﬁf"lﬁﬁpphﬁt‘:}?}"?@%dlww érxewemaecmbe t o

FIG 4, consider !aCPPlfeﬂwmImprugmim&ﬂHmizﬁtate@ﬂawbiaeﬁfﬁbeﬁﬁc&e%roh bhd F AR SEREGD

appllcatlon on noRhte nd,retrieve i .ndi vi dual
certificates from LDA&%%P\%S:&—%Q@@&&?@ E %’ﬁeﬁt BPTRE o8y ”"A"t‘b"éarch

request is recei Vet BVf“f“}‘i%me’éWIch‘Bﬁ?aé"s §@§'r€t:¢¢“%ﬁ§§5# Bazect florugh ey pircaddiage f r om

a user who provi d:empmntldmcte(cglafaﬁeuedaass&waa@g@f@@dne mai | address of an
i ndi vi dual for whomthe user wishes to locate a certificate. Certain
search requests M8yl so Béthmbtesnbr wadér 4, doys:dromtxamptenﬂ@xe&eﬁﬁtcdﬂ wrﬁu-egl es

where inputting eBkifici fe@:‘éh Eﬁﬁn&a%5§ aﬁﬁoﬁle%mée Yd! sLta:Eh%E #‘Lr an r wce%rl t# %‘P@:
issued wth a nage. %:{a osg etters as by "t
using wild cards 6 Brgdk™ T ERf Piepeh mP'?"éIdéFs Stfb‘-‘féﬁ%ahdé&achsrecam:m for

exanpl e. The sealf@hlwctabpuéstueni@catchm;h chpmmdsu etcall &P auEmRinb ?ro@ﬁb’é £6:100 to
mobi | ¢ data servim? i sl £h LIELIAUELS SR s st yes 281 LOr Lhe

requested certificate(s), In this exanp
certificate. * Cenain search requesu mﬂy also be made broader, by constructing search

queries where inpuming only a few letters of 4 name will retumn all certificares issued with
8 name containing those letiers 48 a prefix, or by otherwise using wild cards or blank
entries in input ficlds 1o expand a scarch, for example. The search request is then
communicated from mobile device 100 1o mabile data server 288, which then queries
LDAP server 284 for the requested certificam(s). In this example implementation, locared
centificates are retrieved by the mobile data server 288, and specific search result data
relating to each retrieved cermificate, such as the common name and e-mail address of the
individual {or entity) to which the respective certificare is issued, is communicated 10 the
mobile device 100 so that a list can be generated from the scarch result data for display 1o
the user. The user can then select specific centificates for downloading to and storage on
mebile device 100 from the list. The selections are then communicated 10 mobile data
server 288, from which the selected certificates are downloaded to mobile device 100,



certificates are retrieved by the nobile data server 288, and specific
search result data relating to each retrieved certificate, such as the
common name and e-nail address of the individual (or entity) to which the
respective certificate is issued, is cormmunicated to the nobile device 100
so that a list can be generated fromthe search result data for display to
the user, The user can then select specific certificates for downl oading to
and storage on nobile device 100 fromthe list. The selections are then
conmmuni cated to nobile data server 288, from which the selected
certificates are downl oaded to nobile devi-¢&-100. -22- [00741 By

conmuni cati ng onI{ 2ﬁeCIfIC search result data used to generate a |ist of

| ocated certificat™d |nstéﬁdmﬁwméﬁﬁmgémtaﬁwﬁfW@ubesﬂhbmm&ﬂnbgmdmwmmaoioo in

the first instanceeaedasgif; bﬂes%ieﬂd &Q\Aﬂ'e@&ﬁh&&s ik hgvu%%é In rhccﬂgtqfst & ect ed

by the user, the sear 8:';\ a aﬁ&)l’l evg certifticat

more efficiently % 7 f° & gt WFé“%ﬁTﬂ’ ’Sﬁﬁﬁ%\h’ydﬁw}w ThHéWé—‘hénd relpi#‘rdd)r art
syst enBWh maK not b¥ La@iﬁmt@dam b plefoewadinme: (-Ilf‘clexm@\(b Qan@dﬁnéﬁfjﬂuﬁ@&ﬂd%&“?qm}lser S
as to which certi re stored in a certificate
store on nobile %&gﬁeﬁ%ﬁﬁmggn ts%?e“L % g{ %&dﬁa ﬁée‘f%““c°élpf‘iver8’ét"§§a‘t°6 Wrobi | e
devi ce 100 to facPFF#Heahish ceraficaronion B ligrire d%@umﬁdsxyst&uﬁfﬁ:zws%ke&@;ﬁ%:ie
certificates may deeed 10(9 ub@oﬂQx‘Wh]@@ﬂx@éjthb @er‘ﬂf‘ 94%% o Em%bﬁé)ﬁgvﬁ a}a{_, Eﬁ@/a are

not al r eady store(p Ln ) {:ertl icate sto nsumes
bandwi dth, and is po etH'a ISif"htfﬁﬂ%e%%“ﬁ??f“T@G‘?Bmdmépd%ﬁﬁgwoadmmewnts

of the inventi on 'penéire thgehoraad doyalteadyneirianl fie thaficacGRAR:, fiﬁﬁ'cbdsﬁxﬁnts‘?igé
determ nation of phRlifR and 8 pbkdiGAl S gg%); al ready be stored on a device

(such as nobil e device 100, for exarrp ;Wi thout requiring the
certificates to He07&ownl eadedlniy eﬁqb\ﬂ.rﬁenarbffkt{ %Iuym*oﬁ’reﬁa%egegﬁ Qﬁm dtLQﬁ%%l

Referring to Fl Geyf feijitid rati steps in
sear chi ng and ret ri evil 'ng Jc&ek\r{%&?é%t S etheréﬁmg d?%ﬁfadéfbeﬁﬁé’dl°ﬁ@éiﬁtlF®n i's

shown general |y ($¢hap@oblpdevia: 140, §<trecp&amal©) veithbir @uidQN et deADicstey iCh:

receives a requesibwhiofiod @ teaGenely igViLR 1 0 search at least one certificate
server for certificates. In one exanple inplenentation, the first

conFutl ng devi ce [¥F6Y as Asfeirimpean rridi %yaﬁmﬁﬂxliugﬁtﬁgg%g in qe,xé;ﬁ&a {#‘d the
at | east one cer
ts‘*“;"hﬁ‘?ta‘% e “’H?‘%‘“ @ m\/\ﬁ‘é‘?gg‘“teﬂ‘é’ &@wﬁ!awamﬁ@ aager@zlyrmb. e

data server 288 of F
device (e.qg. mobft &% devi ce 100 of FIG 4). In one exanple inplenentation,

a certificate seg to b he be an LDAP server (e.g. LDAP
server 284 of FI &9@ ZS o HERERE s T8 puting device receives a request from a second

device 10 search av least one cemtificare server for cemificares. In one example
implementation, the first compuring device acts as an intermediary between the second
device and the at least one cenificate server, such as a mobile data server (e.g. mobile dat
server 288 of FIG. 4) in the case where the second device is a mabile device (e.g. mobile
device 100 of FIG. 4). In one example implementation, a certificate server 1o be saarched
may be an LDAP server (e.g. LDAP server 284 of FI6. 4},

[0078] The request may comprise daw provided by a certificate search application
executing and residing on the second device. The data may originate from user input to
the certificate search application (6.8 when the search is initiated by a user), or from data
generated by an applicarion that initiates the search in variant implementations. The data
will typically include ar least one name and/or an e-mail address, although it will be
understood by persons skitled in the art that a variety of search queries may be consirucied
without departing from the scope of the invention.



[0078] The request may conprise data provided by a certificate search
application executing and residing on the second device. The data may
originate fromuser input to the certificate search application (e.g. when
the search is initiated by a user), or fromdata generated by an
application that initiates the search in variant inplenentations. The data
will typically include at | east one nanme and/or an e-nmail address, although
it will be wunderstood by persons skilled in the an that a variety of
search queries may be constructed w thout departing fromthe scope of the
invention. -23- [0078] For convenience, furdgsher steps of nmethod 400 w ||
now be described wwth reference to an exanple inplenentation where the
first conputing déW78le is Bormobitiencedhmher 865k veheBirkoDRAl 566 8NGesElNl GBI S a
nobi | e device. Ho ! i.men of the inveption descrihed w.th
reference to net h\cl)ézev (%%toor rre{’ Eg‘a‘}’lg‘af%“‘%? Wi‘-‘i“‘d“‘* g’f@”i’?ﬁ’ﬁf‘“ﬁ@c"éﬁfﬂf?@ﬁp‘?ém

i npl ement ati ons WiEYeMdRks ®eang devicsnipamiilg dekivei Howéver, aabodandpli the iadian

server but is SomMBescrited@ith GAERIE DBV RS ’ d.Jdevice ji s not
a nobile device but .is some other go?ra/ptti rrl?dl 3‘8?%%%52‘?@’33 d‘fﬂed,ppigds‘?/stem

architecture conpPiPSTIRERTINF 8ers Ay ek eprpinasisyice i gotaTepbilt ditesster baé some
3 ertificate ser vgl’jﬁermw@ngima:e i SIE ﬁ@iz@ﬁh&icb&tnw?ﬁﬁoﬁu@%e\fféé/rbﬁ is g&lgtdot&gcﬁ;]d
evices i s generaj Qst e.qg. in terns of tinme and/ or bandw dt
than data transm g:}sf’iu(i) s%gg'l? vveée% e{(ﬁﬁné)q‘f'iarbéfmﬁé{r}iﬁﬂ%’ﬁﬁﬁ"’?m@“&tﬁﬂ“eﬁ%t“"t?ﬁ‘é
certificate ser veteviceiend Bielprst one cerpifiesin aneapre dat kaanmiefonaheresdaalli firanhd of
the invention. [O0Q80) dAcesis@BnefdQ motd\@ayRR) iAatl 2y 95“%‘?‘{”3‘%%’”‘1’??}1&5 anat
on a r

| east one certifigcate seryer for_certificates base he'se uest
received at step A10 114 f‘W&e"ch"rf‘ﬁs‘fqec‘f‘é‘E wddheAt kst opgustificett sasyenahaytheefinobi | e
devi ce. Certifi catwwsan applichdn of an tritedaearoC e anveeet ri eved fromthe at | east
one certificate Z@w‘gr by the nobile data server. [0081] At step 430, the
nobi | e data serv t ur nSM SBRFN e Bebiletdatd atresr et thavg leww oneaatfichosated

certificate to tHer@eiftidsaaden 3REGH RRRY ie@ﬁéd%ég,fmH@mreig%éﬁﬁcaqee%;,ghe- The
search result dateﬁ EShdArd ﬁ’g -@éﬁé gal Ly .ingl qdfs t he common Tl ane and e- mai l
address of the inaig dis “(or e VICEy AR oetied i dhe sershere Tegieveddiomithy cat e
i s issued. Howevet leas ppegeriBeatamoer bywidthobilbdiasa servizodi ment of the inventi on,
The nobil e data s[géé/ir further grocesses each retrieved certificate, by
parsing each retrevad cefY PP &3t &t aotila dpe seryer ravems erichiresnlu dive relming to

i ssuer of the regpaclpiawd cesifita icciié egrtiwaietlehari:hsapw&au&,ﬂ&dm@%ogil@‘fc%ﬁ'ofrhg he

search result datsguep L4H Lplementations, the certifijcates
retrieved at stes 420 ar %ﬁwésr@?gﬁ%‘%gﬁ;ﬁ?ww WP BAY dresedibt dat a

is returned to tREEE PerrgeyiccdicktthesepprinS@rrifiadie is issued. However, in accordance
with this embodiment of the invention, the mobile data server further processes each
retrieved certiticate, by parsing each retrieved cerrificate to identify the serial number and
issucr of the respective certificats, which is retumned as a part of the search resubt dam.

[o082] In some implementations, the certificares retpieved at step 420 are only
stored temporarily until search result data is returned o the mobile device a1 step 430, ar
which time the retrieved certificates are deleted. In other implementations, the cerrificares
retricved at step 420 may be cached or otherwise more permanently stored (e.g. until a
response to the rerurned search result data is received from the mobile device, or for some
pre-determined duration).

[0083] Al Step 440, the certificate search application compares the serial number
and issucr data associated with each located certificate 10 the serial number and issuer data
associated with certificates stored on the mobile device in one or more designated



which time the retrieved certificates are deleted. In other

i npl ementations, the certificates retrieved at step 420 may be cached or
ot herwi se nore permanently stored (e.g. until a response to the returned
search result data is received fromthe nobile device, or for sone
pre-dererm ned duration). [0083] At step 440, the certificate search
application conpares the serial nunber and issuer data associated with
each located certificate to the serial nunber and issuer data associated
with certificates stored on the nobile device in one or nore designated
-24- certificate stores thereof, to determ2de whether the respective
certificate is already stored on the nobile device. [00841 At step 450, a
list of |ocated cefificti saretheizef, yaltemanedhairdhd rspeayadnificarais sy siabd t he
mobi | e devi ce. Thghd fbpifl §ngignerated from at | east a subset of the search
result data returned to the nobile device at step 430. For instance, the

list may identify[0684ih Ioﬂaate@dm&rﬁstﬁfﬁ@eh@ Byirthe xQQM&d%@@ﬁas@&géWa
e certifijcate is

e-mai | address of enti

i ssued, In one errlﬁglﬁl%#{é:n%tdob\é &L"h ﬁgﬂ Eh'tsugfc‘fﬁ °§ﬁ’°ﬁ%ﬂ’&%ﬁ6‘?bm£&%ﬁeﬁ%§‘is% t he
respective entry ®H tme:d joshe fobilealseie hto»&at%@l E@lifstahicG dedisnmyy idbmioy Jaeh
provi ded, where tlb@uﬁ”&ihﬁ@ieq?g t&e"b@fnﬁx%ﬁ ﬁzﬁn"%@ﬁ’/ axHﬁg s%?ﬁx%cri‘dta @ﬁf@{% cat €

is al ready stored t devi ce termn
step 440. Accor di'RgIFP PhEe "é‘f‘* is hisurd rfét"“%é‘lnbf@ﬂm%lofﬂl#l!&%w fmmdd@mnl oad

that are already mﬂmmmﬁmtht mpmim by dRVICIR f&Qacht}U@a‘ich:'éR ﬁtc&@ Sy also be
certificates nee%) &ed%&egee%&%{t !}{ down oade}d to the mobil evice. The
i ndi cator may conprise a che IR Bty 56‘3?}’“?‘6’#@{%15@4“3%5‘%{3‘1
further exanpl e, "“élé"c’ﬁ‘”té'ﬁtd?‘g}‘-‘e@hﬁ%@ ferepminprips hedetdr giap #4htadodingly, the user

288 hi:gm: ?ngsedﬂﬁ?fbdwl\@t &&:ﬂcﬁf@sofﬁ ﬁ%a@%hﬂ@alre‘aﬂﬁ%ﬁﬁ%&rm Lﬁgﬁﬁglwcc%ﬁﬂ ep
devi ce, for exan%? 4 ﬁp[‘g‘g%%%hﬁg - ?“5?)“ ““(‘]?i%’é{y %%M@?%Hy reabile devicecTions
made at step 460 iegicator g Fopeaise Wetkhéombhelcle.-dda;t &)@W Agpﬁnﬁep&dﬁggl | e

d dth t dt 'h
Tobi |’ dov ce. e&‘ﬁf“?ﬁ“"ﬁ‘?‘ Rk ) A R o B tnolsE ol e S ™

i npl enent ati ons aWﬁy be necessary for the nobile data server to query a
certificate servEé a%?rgl n o0, c %.ed certlflﬁ)e\ﬂ?e before the certificate
is returned to the bi | e f'% BB SSHERAPY IrvRieHebeheeertai e t he
certificate was FfobPilydeyias. rﬂéﬁx@lplf{ he nobile data server since the previous

downl oad. :
[aDhEe6] At step 470, data identifying the selections made ar step 460 are received

by the mobile data server from the mobile device, and the selected cenificates are
subsequently rewsrned to the mobile device, Typically for storage on the mobile device. In
some implememtations, it may be necessary for the mobile data server 1o query a
certificate server again for a selected centificate before the cerificate is retumned to the
mobile device [step not shown], in the eveny that the certificate was not retained by the
mabile data server since the previous download.

[008T] Referring now 1o FIG. 7B, s flowchart illustrating steps in & method of
searching and remricving certificates in another embodimenr of the jnvention is shown
generally as 400b. Method 400b is similar 10 method 400, except thar the search result
data associated with certificares returned by the first computing device to the second
device comprises a hash of a1 Jeast a part of each located cenificate.

[3088] Specifically, at step 430D, the mobile data server reums search resuli daia
Telating 1o each located cerrificate to the certificate search application of the mobile



100871 Referring nowto FIG 78, a flowhart illustrating steps in a nethod
of searching and retrieving certificates in another enbodi nent of the
invention is shown generally as 400b. Method 400b is simlar to method
400, except that the search result data associated with certificates
returned by the first conmputing device to the second device conprises a
hash of at | east a part of each |ocated certificate. [00881 Specifically,
at step 430b, the nobile data server returns search result data relating
to each located certificate to the certificate search application of the
nobi |l e -25- device. The search result data-2®turned typically includes the
common nane and e-mail address of the individual (or entity) to which the
respective certif Hevitee The siagbuedl ddnrenaed orpetamCacivdd eteBinso ARG B a; Of
the invention, thg®Habblacdadidiseryer further rocesses each retrieved
certificate by applyi nglra _ﬂgil%d%? ég({n{l{%ﬂn P‘g‘c‘hg’%ﬁ“&f“‘l"‘ééﬁ‘&ﬁ“’p’éﬁbsﬂfﬂ Bach
retrieved certifi g“éff’%‘f““‘“‘fh@"h&%ﬁ”m dirmrah of druinatiomsiha npbild dof sthe faemirch
result data. In pwesicapdeR RVl dRfficart BLaBNid: R SaGEl gﬁr}gg‘?g@skl&leg}@;%d%ﬁo

generate the retug ash. . Howeyer in variant inp Ions, ©
nore specific par 't:gsaf?%rupe f ?J;‘IQHQ{‘%?' -)r;heé*é?ht‘? PFEgtaEed At pagef e steecd resal dgndnat e
the returned hashotcaimphmsghitionehd kit iclrafichid hafiaskdaao hashawigd reniti4gl y and
correctly identifpoidles oL i fi.C be. decr eased dependi ng on
the parts or fi e?igls ﬁa@h%@gﬁféﬁ&%ds’sﬁégr %%,Sp"t“ & PESY i ‘Fﬁ&ﬁ’?f’e‘z@gﬁf“éh
appl i cation gener RE%R bpsheddn afrgrateahie retumed hashf sidangh tst rBibodmhat e hishlsiili e
device in one or umbqueiydﬂcs'tcgﬁatyeﬁl:nﬁ@rahii(feh&gltc@nﬁgé;gg,% gehﬁgrgag;dddeg%&tgggﬂgpar es
er i ca

each generated haép[.grofvdg _hash associated with each |ocate te,
in order to determ nemli E‘ﬁ'{ee' the respective certificate is already stored

on the nobile dejngs. ThesSamesbagh. ai; it Or KI: ed at st 430b is
applied at this scgg&to t he r;?gm pa%é%g{e ?r;ﬁ %%P of’?‘x‘f ﬁ‘g‘“ré‘fcblﬁg’gm for each
certificates if the &ntires CbPf Mebldeue in pre gngerigsienay corificagetnes Bienfy t he
hashes of the storédoemreichdhqabesed MaConditag fsacibka FiPeRBIRLE . ARsh. of 2
given certificat eRigh ei.ved. from.the nmpbi]e data server at
step 430b, a nmat r_h i's gzrg?rne%@tﬁigheﬁg%em?ggﬁc&%’i%ﬁﬁ Hﬁfa‘{’m@l"‘tjéﬁa}qbée
pertaining to t hé*¥ &l i He $Pdpigostmmmiined 4004 4k isprpiedde tisvidphio the

reference to Fl GsaApardsGR9dilis bNhy abied Bty GEROH ' - i nvention, other
identify aﬁ%ﬁlﬁfﬁ%ﬁg%&a&ﬁ%mﬁ ﬁﬁ%e Yy be

data that can be . i quel _ _ 1

comuni cat ed nor eg?‘Z“’? z?ﬁngglgn]%fn{‘fg(’g%.smﬁﬂ CCHEEHGS: dFccorpingly aif @/conerdiainiai ot )

t han, conmuni cat iBHg" CeETiear inpehoer ttailf fecaited fRORY D Gnobile dara server at step 430b, a
maich is deemed to have been determined, '

[0a90] Derails pertaining to the remaining steps of method 400b are provided with
reference 1o FIG. 7A.

[0091] In variant embodiments of the invention, other dara that can be used 1o
uniquely identify a certificats and thar may be communicated more efficiently (e.g. in
terms of time and/or bandwidth) than comymunicaling the eniire cerificate may be

returned to the second device as part of the search result dats, and used 10 determine if the
cevtificate is already stored on the second device.

[0042] Embodiments of the invention described above generally allow users fo
quickly determine which certificata(s) need w0 be downloaded o their computing device
withowr making costly requests. In variant embodiments of the invention, the certificate
search request may not be initiated by a user but may instead be initiated by an application
executing on the second device (possibly by the certificate search application or some
other application). In those embodimens, & Hst may not be generated for display to & user



returned to the second device as part of the search result data, and used
to determine if the certificate is already stored on the second device.
(00921 Enbodi ments of the invention described above generally allow users
to quickly determine which certificate(s) need to be downl oaded to their
conputing device wthout making costly requests. In variant enbodi nents of
the invention, the certificate search request nmay not be initiated by a
user but may instead be initiated by an application executing on the
second device (possibly by the certificate search application or sone

other application). In those enbodi nents, -@6li st may not be generated for
display to a user -26- (e.g. 4t step 450 of FIGS. 7A and 7B), and
certificates may (bé @A ddhis. 7 ades i78natedrifcars dovind Dachanisllh aslgnatser
intervention aft ; b T i i.fic . have ..al ready been
stored on the segﬁrnéé&g‘%ih(%m? g_ag@lg{gwg%% aﬁ%ﬁ%ﬁﬁ)ﬁ%@@ﬁwgﬁc teﬂﬁ?a.yx‘[“ﬁo%l

I n variant enbodi Seenseed op he sepwsieriss /e al 4 geip@0ap PGSt snd 78h.her

appl i cations not j lving certificates. For exanple, sone of the foregoing
t acbni ques t;b&tﬁed t & IEB ﬁﬁ“ﬁ‘&“‘?‘?r“%é’ﬁ‘i HVEPUEB R S Bt aprtiet &t @deor

el ect roni ¢ _docunenplisaiiane nordhvobdycentioned Kb eqn@RIRMY dTIhIBMLERy 1Eidiques

exanpl e. [0094] st Q J od .of searching and retrieving
certificates in Bﬁbodl netr(l}tdcsmgrplq‘f%‘2"“3%9/@?&‘?%%“ Vg@é OhFIEKRoBE fOLEm=aR dkut abl e
sof t war e i nst r uct*lTeH% sieEd prycomprringshyier Br ewamaldabl e nedi a, which may incl ude
transm ssion-typ i a, 095] The inyention has been described wth
regard to a nuan?dméf enbodf r?@%ﬁ é’? & F%B%@‘Sé’rf seqrehipg japd seirigyiak cetiieatssoin
persons skilled iembedierggvftiiedovenddnenay \ba piosinédsas @dura bl Siffua @ ahd QRS BYed0e
made W t hout depahbédird-t@MbleNgasC . invention as defined in the
cl ai ms appended her eﬂt'&gﬁ 570 %\gn@a,,%fy 1&%% od org8aP&Ht ng and

retrieving certi 098 es, Pheneitodiaebdh aRsRd wihRoIRINORBL ST «RRuLRREEd DY
a first conputi ng{ﬁq,gyeirci@wﬂlilgg etskrl(%o%g ,conpri si g% t‘ﬁe steps of: receliving a
certificate search request; perrormng A S¥atiddn n®t Bt abfrevasiers a1 cat e
servers, wherei n™gfifiratigaty manke repde mithdus depsibgritorm @t stape bhie QREnIRR A MFE:A
certificate servernse dems ggeest ndgbri eval of certificates satisfying the
certificate search request; and retrieving at |east one certificate from
the one or nore certificate servers;



t he met hod being characterized in that it further conprises: processing
each retrieved certificate at the first conputing device to determ ne
search result data, wherein the search result data is not the entire
certificate and conprises data that wuniquely identifies the respective
certificate; and for each processed certificate, conmunicating search
result data associated therewith to a se@dnd device fromthe first
conmputing device, for use in determ ning whether the respective

certificate dgyginnt ored on the second device. 2. The method of claiml1,
wherein the data that uniquely identifies each respective certificate
conpri ses serial ‘histhed obsserchisg ensiretgiariag ewiificalse whesgelde piors of Serpathodate, and
wher ei n t he RHBGRISL BGir deS [ Leved certificate
to obtain tt?g respegt,i vsééirg@itgg%dﬁbﬁm&%&%@?ﬁ%ﬁ%ﬁf@%bg The met hod of
claim1, wherein "e95eingn @rtifivale seirihge®est | dentifies each respective
certificate COMYKI&SEnLa RARA oRbnddr @S 1iRaRAEL eQf wildhn £GSRERE GM&y is
certificate, and wherein the processing step conprises applying a hash

al gori t hm t cumBiged todhg qreve morseetifipgle sarery 1§ reyedirgrieaboficedifedes sodsiving e 4.
The nmethod ofigkad fadh rM&%iehA the hash obtained for each certificate is a
hash of the entire respective certificate. 5. The nethod of any one of
clains | to 4, wWAEHeVms atfrastswe sptlicafranthe onpen e cytifiesls eeversdevi ce. 6. The
met hod of clai m Bhe MRS LIthol B adidd R iGRARULHING cSeMiee conprises a nobile
data server. -28- 7. The nmethod of any one of clainms 1 to 6, further
conpri si ng di spl &A°AYIPE cpshgetrigfed cartifipag e dhe Fsraomppidag dsico iy detsamige s8rd

devi ce, wherQumddhewhdrsih e GRk8S: M iChbt @S dnlifel CALRS e Rl oHBLIRL MhiRaM: t 0 be
stored on the second device. 8. The_nethod of claim7, further conprising
recei vi ng oMBABFY ifntiies Bieapwrading cutificalss ¢k i cates fromthe list, and
conmuni cating sel@ch@th6@kdel bGALES cdnlliSine CARH 8N 4SS assEoiatd HOEHWRIEL
application for_ execution gn a conmputing device, the application conprising

i nst ruct i on Sefeh&EVie Soadhe Airsheoumriing dvice Jaliiss Fedesaaning WheHisr e EPErErs on
means when bgtifgite i€Xxeeuledth«-Gattal a8 dhe conputing device to inplenent the
nmet hod of any one of clains 1 to 8 10. A system for searching and

retrieving certificates conprising at least a first conmputing device and a

second devi ge, WIgE Bbthod Be1dilr1S vh&O M daBARA W68y IRn@EtaRi@dedhSitive BGBIME 2

certificate search request; , ) , ‘ .
comprises serial number and issuer data for the respective certificate, and wherein the processing
step comprises parsing each retrieved certificate to obtain the respective serial number and issuer

data.

3. The method of claim 1, wherein the data that uniquely identifies each respective certificate
comprises a hash of at least a part of the respective certificate, and wherein the processing step

comprises applying a hash algorithm to each retrieved certificate to obtain the respective hash.

4, The method of claim 3, wherein the hash obtained for each certificate is a hash of the

entire respective certificate.

5. The method of any one of claims 1 to 4, wherein the second device comprises a mobile
device.
6. The method of claim 5, wherein the first computing device comprises a mobile data

SCIVeEr.



performa search on one or nore certificate servers by submtting at | east
one query thereto to request retrieval of certificates satisfying the
certificate search request; and retrieve at |east one certificate fromthe
one or nore certificate servers; the systembeing characterized in that the
first conputing device is further adapted to: process each certificate
retrieved to deternine search result data,28wherein the search result data
is not the entire certificate and conprises data that uniquely identifies

the respectinve Cefhdthddaireny aRestRinseach, Gahdrichhsddg d}ﬁallarylr@\éegs of retrieved
conmuni cat e seg&ch result data associated therewith to the second device

for use in JEMEFAFHTYGe Metdsyice REeredsihe bt 1%0%Wicplcﬁﬁﬁ%at?s§*%qeéﬁl"@ﬂleﬁw ¥ene

second devi cgoredldn thd BRosy&teen of cl ai m 10, wherein the data that uniquely
identifies each respective certificate conprises serial nunber and issuer
data for the respective certificate, and wherein in processing each

certificate,s.t he THemSdhod@IPlim 'Vlgur‘f’f%)/b&ﬁ)risﬁlgmm&dm& @r rﬁ&‘é%ﬁe&l@ﬁdﬁbf certificates
certlflcateﬁretrlﬁyed to obtain tﬁ%@{es pective serial number and issuer

data. 12. Th& SndngreoRMENiFHiNg se erticpiretodht Sgc?rﬂéjte“ﬁfhl quely identifies
each respective ertlflcate conprises a hash of at least a part of the
respective certlf te, whereln in processing each certificate, the

first computing iRy P UGPPR 8 TS HABY HTRAGTR Yo R GOaEising
certificat e ifigluti@adnd Sorodbdd LoriR@rrQIPLE kXM NAS Mstruction means when being

executed causing the computing device to implement the method of any one of claims 1 to 8.

10. A system for searching and retrieving certificates comprising at least a first computing
device and a second device, wherein the first computing device is adapted to:
receive a certificate search request;
perform a search on one or more certificate servers by submitting at least one query
thereto to request retrieval of certificates satisfying the certificate search request; and
retrieve at least one certificate from the one or more certificate servers;
the system being characterized in that the first computing device is further adapted to:
process each certificate retrieved to determine search result data, wherein the search result
data is not the entire certificate and comprises data that uniquely identifies the respective
certificate; and
for each certificate retrieved, communicate search result data associated therewith to the
second device for use in determining whether the respective certificate is stored on the

second device.

11, The system of claim 10, wherein the data that uniquely identifies each respective
certificate comprises serial number and issuer data for the respective certificate, and wherein in
processing each certificate, the first computing device is adapted to parse each certificate retrieved

to obtain the respective serial number and issuer data.

12. The system of claim 10, wherein the data that uniquely identifies each respective
certificate comprises a hash of at least a part of the respective certificate, and wherein in
processing each certificate, the first computing device is adapted to apply a hash algorithm to each

certificate retrieved to obtain the respective hash.



