1 "Process Control System and Method" Field of the Invention The present

I nvention relates to a process control system and nethod for managi ng an
automati on system particularly, although not exclusively for 5 nmanagi ng
an automation system provided in an environnment such as an office or
wor kpl ace. Such a system provides for the |ogging of data, nonitoring of
the current state and automatic control actions. Background Art The

foll owi ng discussion is intended to faellitate an understandi ng of the

i nvention. 10 However, it should be appreciated that the discussion is not
an acknow 2igease fontrg} Sxsteinanddfethed! any of the material referred to was
publ i shed, known or part of the common general know edge of the person
skilled in the art in any jurisdiction as at the priority date of the
appl i cat i drieldrpfdbednysntigmcess control automati on systens are nost often
designed as a 15 conplete systemwith a systemw de self contained contro

problemto _be solved by the system In known systens, the corrBI ete system
desi gn i s W& IPresarhripvardions elatan dtog gwRrasgse ccandoh system Andyégtoed SeEh as a
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easily allow for flexible change 1n the systemor any dynam c interaction
wi t hi n & henayagingan petorestipnsysiem previgecdin rmenvieonmat sush gfan ffiee or -

controlle ( i Dl e of
The. | nventlAtPIREE SRHCE GSRTREHIRE (nARIBEAT vattHonEh s o e ®, o
provi ded @upeotsigte ansbaipaiatic genisehasiions.ded i n an envi ronnent and
conprising control nmeans and a nultiplicity of devices coupled thereto,
characterised in that the devices are 25 provided in one or nore

sub- envi r Gaakgreungddrhave |inked control actions with associated trigger
conditions, .and in that the control neans is operable to control the

devices in accordance with thejr linked.caontrol Aactions d .further
char act er ﬁ%JOWW’Pﬂgf?Wﬁ%O%WPJF%WﬁEE? %c&ﬁe%r@ﬁtgg@ng 8§ﬁteéa"?fﬁ@f‘ei n are.

10 However, it should be appreciated that the discussion is not an acknowledgement

or admission that any of the material referred to was published, known or part of

the common general knowledge of the person skilled in the art in any jurisdiction

as at the priority date of the application.

Presently process contro! automation systems are most often designed as a
15 complete system with a system-wide self contained control problem to be solved
by the system. I[n known systems, the complete system design is well
characterised and downloaded to a control device such as a Programmable Logic
Controller (PLC). Such a control solutio_ﬁ does not easily allow for flexible change
in the system or any dynamic interaction within the system, for example, if any of
20 the devices that are controlled by the system are moved or changed in any way.,

" ‘Disclosure of the Invention

According fo an aspect of the present invention, there is provided a process
control system provided in an environment and comprising control means and a
multiplicity of devices i:oupled thereto, characterised In that the devices are
25 provided in one or more sub-environments and have linked control actions with
associated trigger conditions, and in that the conirol means is operable to control
the devices in accordance with their linked control actions, and further
characterised in that the environments and the devices located therein are



-2- organised in hierarchies and each device has an associ ated uni que

hi erarchical identifier for an associated environnent, the control neans
bei ng operable to generate control actions for a device dependi ng upon the
associ ated hierarchical identifier. 5 Preferably, the control neans is
operable to generate the hierarchical identifier for a device depending
upon the environnent associated with the device and to nonitor the

~envi ronnent of the device such that, if-a-change in environnment is

detected then the control neans is operable to generate an updated
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properties, control actions. Preferably, one or nore of the devi ces are
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t he devi1gesc¢mr@g§m@ance with their linked control 25 actions; .organise
the environments and the devices located therein in hierarchies; associ at e
a uni que hierarchical environnental identifier for an associ ated
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Preferably, the confrol means is operable to use the hierarchical identifier to
define dependencies between multiple devices and any associated trigger
15 conditions, properties, or control actions. '

Preferably, one or more of the devices are users of a system and the control
means is operable to define the dependencies and/or properties between users
and other of the multiplicity of the devices and properties of the other of the
multiplicity of the devices.

20 In another aspect of the invention, there is provided a controller for a process
control system provided in an environment and arranged for coupling fo a
multiplicity of devices provided in one or more sub-environments and having
linked control actions with associated trigger conditions, characterised in that the
controller is operable to: control the devices in accordance with their linked contro!

25 actions; organise the environments and the devices located therein in hierarchies;
associate a unique hierarchical environmental identifier for an assoclated
environment to a device; and generaie control actions for a device. depending
upon the associated hierarchical identifier.



-3- Preferably, the controller is further operable to generate the
hierarchical identifier for a device dependi ng upon the environnment
associated with the device and to nonitor the environnment of the device
such that, if a change in environnent is detected then the controller is
operable to generate. an updated hierarchical 5 identifier in response to.
the detected change, and to generate any associated control actions.
Preferably, the controller includes a vizgsual display neans, wherein the
controller is operable to display the hierarchies on the display neans.
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the invention, there I's provided a meth or?héor automation of "a  process
control sysﬁ%ﬁpb@@lﬂnéed I n an environnent and arranged for coupling to a
multiplicity of devices prOV|ded in one or nore sub-environnments and havi ng

| i nked control acti ([glns wth as i ated trlgg conditions, characterised in
that the 20°TRErABY: theconHelerd Sefpglseal digiay means gherkin tewopislinis

accor dance d/getrgb@t&eursplag,ltﬁgﬁgr&eﬁ%g@h 1A6 HisPRS, me&ANi sing the environnents
and the devices located” therein in hierarchies; associating a unique

hi erarchi cal environmental identifier for an associated environnent to a

devi ce; anle@M@bl@,t fH’@zgc@ﬂﬂﬂléﬂhs apbiabits td Obe ahe disthahicte penTifeg o/ pefing he
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dependi ng nglﬁembg; @ RYhironyBEbhs.associ ated with the device; nonitoring the
environnment of the device such that, if a change in environnment is
detected then an updated hierarchical, identifier is generated in response
to the Preferably, one or more of the devices are users of the process control system

and the controller is operable to define the dependencies and/or properties
between users and other of the multiplicity of the devices and properties of the
15 other of the multiplicity of the devices.

In another aspect of the invention, there is provided a method for automation of a

process control sysiern provided in an environment and ar_ranged for coupling to a

multiplicity of devices provided in one or more sub-environments and having

linked control actions with associated trigger cond'itions, characterised in that the

20 method includes the steps of: controlling the devices in accordance with their

linked control actions; organising the environments and the devices located

~ therein in hierarchies; associating a unique hierarchical environmental identifier

for an associated environment to a device; and generating control actions for a
device depending‘ upon the associated hierarchical identifier.

25 Preferably, the method includes the further steps of: generating the hierarchical
identifier for a device depending upon the environment associated with the device;
monitoring the environment of the device such that, if a change in environment is
detected then an updated hierarchical ideniifier is generated in response fo the
détected change, and any associated control actions are generated.



detect ed change, and any associ ated control actions are generated. -4-
Preferably, the nmethod includes the step of displaying the hierarchies on a
di splay neans. Preferably, the nethod includes the steps of defining
dependenci es between multiple devices and any associ ated trigger
conditions, properties, or control 5 actions using the hierarchical
identifier. Preferably, one or nore of the devices are users of the process
control system and the nethod includes4g.he step of defining the
dependenci es and/or properties between users and other of the nmultiplicity

of the devi Prfer@Bl, McOmetHodascitded the sid) BedisSihyih ShéHietarBhies iohya 8kplale
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properties dtAg} sfdRe MdipRiPbT BeMavResand/ or access to- the associated
device. Preferably, the control neans is operable to determne if a device

is added or 25 renoved fromthe system and to redefi ne dependencies
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muliiplicity of devices coupled thereto, characterised in that the devices are
prqvided in one or more sub-environments and the environmehts and the devices
located therein are organised in hierarchies and each device has an associated

15 unique hierarchical identifier for an associated environment, wherein one or more
of the devices are users of a system and the control means is operable 1o define
the dependencies and/or properties between users and other of the multiplicity of
the devices and properties of the other of the multiplicity of the devices.

Preferably, the device properties include permiséidns, controls and features and
20 the control means is operable, through the defined dependency between users
and devices to define the properties available to each of the linked users.

Preferably, the properties include rights of control and/ or access to the

assoclated device.

- Preferably, the control means is operable to determine if a device is added or
25 removed from the system and fo redefine dependencies between users and the
added or removed device by associating the relevant identifiers.

Preferably, the control means is operable to generate a communlcatlon fo users in
response to a detected addition or removal of a devige.



response to a detected addition or renoval of a device. -5- Preferably, the
control neans is operable to inport and export data relating to the

coupl ed devices. Preferably, the control neans includes display nmeans, and
the control nmeans is operable to display the properties on the display. 5
I n anot her aspect of the present invention, there is provided a controller
for a process control system provided in an environnent and having a
multiplicity of devices coupled theretg.and provided in one or nore
sub-environnments characterised in that the controller is operable to
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and associ at | nrg, a“unique hierarchical 10 environnmental identifier wth each
devi ce for epURieddeviegsed environnent, wherein one or nore of the devices
are users of a systemand the controller Is operable to define the

dependenci es and/or properties between users and other of the nmultiplicity
of the devi CEderzhly. fhepentreldgess inglidgs sisplat mepbsnand the centia) regansi

devi ces. 15015)ér§5|%rt6fé‘lh§b’laﬁﬁ§ (EYdrE8s Bh aRedikpigy. | ncl ude permi ssions, controls
and features and the controller 1s operable; through the defined

dependency between users and devices to define the properties available to

each of heln hidther BESEdE - ofthef sreadityinvéhtnprivdrer ki movitieg |4 eentrdlzhtisr af
control and/or access to %‘%ﬁ assqQci ated device. 20 Preferablé_ t he control
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means is op%r_Faé;B‘Ft@W tethet meec%tfﬁyﬁﬁﬁn?%ﬁplﬁﬁot%gﬁﬁ'ﬁ? dhe gNviranmeits @ndo a
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operable to inport and export data relating to the coupled devices., -6-
10 environmental identifier with each device for an associated environment, wherein
one or more of the devices are users of a system and the controller is operable to
define the dependencies andfor properties between users and other of the
multiplicity of the devices and properties of the other of the multiplicity of the

devices.

15 Preferably, the devibe properties include permissions, controls and features and
the controller is operable, through the defined dependency between users and
devices to define the properties available to each of the linked users.

Preferably, the properties include rights of control and/or access fo the associated

device.

20 Preferably, the control means is operable to determine i a device is added or
removed from the system and to redefine dependencies between users and the
added or removed device by associating the relevant identifiers.

Preferably, the control means is operable to generate a communication to users in
response to a detected addition or removal of a device.

25 Preferably, the controller is operable to import and export data relating to the

coupled devices.



Preferably, the controller includes display neans, and the controller is,
operable to display the properties on the display. In a final aspect of
the present invention, there is provided a nethod for automation of a
process control system provided in an environnment and having a 5
multiplicity of devices coupled thereto, and provided in one or nore sub
environments characterised in that the nmethod includes the steps of:
organising the environments and the dey.ces located therein in

hi erarchi es; and associating a unique hierarchical environnental

identifier pids & ; i 1 e ' ne or
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Preferably, the method includes defining the device properties fo include
permissi-ons, controls and features and the method includes the step of defining

15 the properties available to each of the linked users, through the defined
dependency between users and devices. '

Preferably, the properties includé rights of control and/or access to the associated

device.

Preferably, the method includes the step of determining if a device is added or
20 removed from the system and to redefine dependencies between users and the
added or removed device by associating the relevant identifiers.

Preferably, the method includes the step of generating a communication to users
in response to a detected addition or removal of a device.

Preferably, the method includes the steps of importing and exporting data relating
25 tothe coupled devices.

Preferably, the method inciudes the step of displaying the properties on the
display on display means.



Thus, the present invention provides a process control system a controller
and a nethod for automation, of the process control system which is
adapted to be dynam c and nanaged nore flexibly and easily than is
possible with existing 5 known net hods of process control and automation
technol ogy. Through this static and dynam c hi erarchical organisation of
the process control system the nanager can organi se and construct a
controlled, |ogged and nonitored hierarghical autonmation environnment which
contains the device(s) or to which devices can be added, renoved,

reassi gned m@&ra[gg,qnéi(ﬁwcgqg anarsdnl of Apringyinimé gevicy.. 10 This contrasts with
many known process control systens that | ook at the control systemas a

fixed rel ationship between devices defining a set of control equations
that need tThusetheopreednt ihvertion drevideen prbedsstdoatrp systsada spatrelferardons

mul tiple users to share the u of devices and.,data.in a t hat
Mor enses. dugipe Job Altcrassned” ropmstet sprior Bietes Aty ReERPRA R B
Cogt rol lthQiyhgnﬁm afdt dEBAgan nﬁtﬁéimﬂq liy_ Had faisupomad i8 Gfestble SNiiPﬁEﬁiSﬂlm;m ex
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control systemin accordance with an aspect of the present invention; and
25 Fi gure 2ddgdaremavedaigassioned and secopfioereddnaryaliner 8veamigahbquacul t ure

envi ronment having an aut omat ed process control systemin accordance with
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it can be seen that the proposed system allows multiple users to share the use of
devices and data in a way that increases utility and removes the necessity for
15 people to have and contro! their own automatioh devices. The proposed scheme
is less complex and costly and yet increases the utility of an automation system
and detreases the cost of programming and implementation by sharing devices
and data and improves communication and the fransfer of knowledge between

people.
20 Brief Description of the Drawings

‘The invention will now be described, by way of example only, with reference to the

accompanying drawings of which:

Figure 1 is a schematic illustration of a process control system in accordance with

an aspect of the present invention; and

25 Figure 2 is a schematic illustration of an example of an aquaculfure environment
~ having an automated process control system in accordance with an aspect of the
pre'sent invention with a multiplicity of devices provided therein.



process control systemthat allows for nuch nore flexible change in a
manlier that is nore flexible and sophisticated while being nore congruent
with the way 5 that people think about their automation problens. Broadly,
the present invention relates to a process control system provided in an
environment (and - where appropriate - sub-environnents) that includes a
nunber of different devices that are provided for a nunber of functions.
Figure 1 illustrates an exanple of a ptgcess control system 100. The
process 10 control system 100 includes a controller 101 - for exanple a

conput er orggifmadeEyidrbaryingoneHEaRVEnEERt rol | er - and process control
equi pnent 103. The " process control equi pnent 103 includes peripheral

devi ces 104 such as sensors, actuators and transducers as my be

appropri at e/hani pibpsdeddn ehe breseht INPSMUISE ant sitathativel method o ifihagingt 4 ol | er
101, and which are al ?o 0 ble to provi dﬁ data_taq I;eL}5 the controller 101
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101 is operipfl B herecARiBIelandogiphwsticaRadvhiRS BEIRE rhéret Ehofigdhitaath tHedway
required_to provide an automated system The devices 104 may have trigger

condi ti ofs thahreaple thinkrbaujtheirautamationprobleed: cause the device 104 to

function 1in accordance with predeterm ned control actions. The peripheral
devi ces 104 20 are coupled to.the ntroller 101 i ny,suitabl e, way, for
exampl o t hrBgHTahedTERFTBYSPR TR <3 PReses controf e pufviesd B ¥
Et her net nedibKmenh@ndsevitre BpPRBFIateCORIb-OvitoRmentsd)anattinclodeys a puebesses i s
wel | known, Faslmj ats suchwneed nocﬁqqgfe descri'beg I n,.any further detail
herein, excdptiterenydevices diatare ppoviqectionaaumber oh{nGliont. 25 The devi ces 104
are located in environnments as required and are operable to comrunicate
with the caqatral 0l in any suitabl nner, The.c | lgr i1
Fyptcal Ty Ba0 b ilkstefs AL A mBE R et BRE Rohuol e clch ' Blokned',
vi sual ¢ s momroll stemi 100 intludes xaopitmllen 10 ucfor sxaamte aTduenpudert oobither 101
will also incglude a processor 107 and nmory 108 (incl udi re
"o gat abasuiabop el REERE PoRitien X Srparireskmtalaag 10F. "
control | er gk@dedsscontrol equipment 103 includes peripheral devices 104 such as sensors,

-actuators and transducers as may be appropriate, and which operate in response

to signals from.the controller 101, and which are also operable to provide data to

15 the controller 101 as appropriate depending upon their function. In this way, the

controller 101 is operable fo control, operate and respond to the devices 104 as

required to provide an automated system. The devices 104 may have trigger

conditions linked to them which, when activated, cause the device 104 to function

in accordance with predetermined control actions. - The peripheral devices 104

20 are coupled to the controlier 101 in any suitable way, for example through a
known network wireless proiocol, the Internet or an _Ethernet network.

The use of process control for automation of processes is well known, and, as
such, need not be described in any further detail herein, except as is relevant to

the present invention.

25 The devices 104 are located in environments as réquired and are operable fo
communicate with the controller 101 in any suitable manner. -

The controller 101, will typically be coupled fo user interfaces such as a _keyboard
105, and a visual display 106, with, for example, a touch screen. The controller-
101 will also include a processor 107, and memory' 108 (including one or more



programmed to enable the process control system 100 to be operable as w |
be described in nore detail below. Wthin the process control system 100
the environnments and the devices 104 5 provided therein, are organised in
hi erarchies to assi st the nmanager to nmanage and configure the devices as a
process control systemand to deliver flexible and wuseful control
functions. In practice, this is inplenented in the controller 101 as wll
be described in further detail bel ow. Tige devices 104 may have their
control actions dependent on and ordered with 10 other devices and their
trigger condatbbases. 103)nisriowed &howndo peysoal smledﬁpelﬁuiaﬂpmme doh€ofrvigioigment
in which it is Iocat%d. Eﬁlc device 104 hg % ﬁ{a chical | entlfbgr
associ at ed PREFSINEH 1QsnaR'efar iRicess, ¢patrgb ysiem; 104 1o be opprabie ag Ml Pnnent
and sub- envdgsefigedirsmord Bétail belewar chical  identifier is generated and
stored at the controller 101, and allows control 15 sequences to be set up

i nvol vi ng one or nore devices by defining the dependencies between devices

and their tWithipethecprdits eoatrolGhasberasiiontHeh envieonmderds ramat theaseviederigfiore in
nd oJ sequence of actions

its identifier. er _contropl tions

Lo’ be  npt i biputiefl Hieie, S s tiied n AlkEEs 18 dsdles hentlgaes fomacage o
actions, i rdmf emifigore ﬂ'tmﬂféwddséasiH@ﬁ)d@‘ss@emrclesy%féin@hdﬁ@@eﬂ%ﬂd&ﬁﬂ@ﬁﬁﬂerS 20
and characterl tIC? LE@ it s ca be{\ d] he h{ erarchijc

nf or mat i orb ERTS. Ty PGCHGH B 5 SPleteniathi g omeP U 1t 8 or a
devi ce can w.nq:;bu;{&cmb)@j |nlfgﬁﬁéﬂdma[pﬁe|bhe envi ronnment or device, a pictorial
representation, calibration paraneters, control sequences, trigger |levels

and dependenci es on ot her devi ces. Exanpl es of this include a picture of
t he devi ce The tédcepddamanhiveatigdircedntiot attions déﬁbnalahaﬁﬁtaeuﬁsOrtiém with uses

to ber sensor)., or .ac I f .an, act device 104 can
be & pryd: cher el Ll ek s BRbdfions, . PRiBER PR ey 5RS Yenind 57

vi rtual de\theenmudﬁhdanidn Whighdt ks iedatad.conput i ng et hod and i mpl enented in
the controller 101. Such virtual devices offer greatly increased
flexibility. For exanple, they can represent switches activated by a

gr aphi cal pFaghudeviem 164 thaachhigtarshicalddetifier msgocialed dhérmwitlievbigh definesi ng

functions. tﬁ@%vﬁ:@r]nit&%scaf fts gnvillonment and sub-environments.. This hierarchical
- identifier is generated and stored at the controller 101, and allows control
16 sequences fo be sef up involving one or more devices by defining the
dependencies between devices and their trigger conditions. Changes in the
environment (and therefore in its identifier) can trigger control actions and/or a
sequence of actions to be initiated under control of the controller 10;!. Along with
control actions, information about the type of device and operational parameters
20 and characteristics that it has can be linked to the hierarchical information and is
stored in the controller 101. Configuration data for a device can include the
location of the environment or device, a pictorial representation, calibration
parameters, control sequences, trigger levels and dependencies on other devices.
Examples of this include a picture of the device or the operational and calibration

25 parameters that it uses to be read (if a sénsor) or activated (if an actuator).

Each device 104 can be a physical device such as a sensor, switch or valve, or
can be a virtual device modelled by part of a computing method and implemented
in the controller 101. Such virtual devices offer greatly increased flexibility. For
example,' they can represent switches activated by a graphical picture on a touch
30 screen or they can offer delay or timing functions. They can indicate a
dependency on a logical set of conditions (either defined by device trigger



dependency on a logical set of conditions (either defined by device trigger
-10- conditions and dependenci es on ot her devices, or by conputer program

| ogi cal statenents) before operation or assessnent of the device is
initiated. They can -also tenporarily replace real devices for testing

pur poses. Such virtual devices can also be organised into a system of

hi erarchi es and environnents as wth real 5 devices. Devices could al so be
people, aninmals or any other object - and-the termshould be construed
accordingly. Devices may al so be considered to be environnents for other

devi ces. Ascomiiiorenged dlep¥fderidiss 66\t Sdebitesabf bySeRspREE rdgrérh Ioglcal

hi er archi cal | nised 10 environnents. Each envj raonmen have stored
wWithit t he361¥%{5?i%ghpef9fe grerdien o asﬁmrﬂféw gR¥icgtis tlthéa’f@ﬂw MSYrEaR  and
the spatial sggRaMPbEAHY rdHRR Péal%kncegrf&a@sﬁﬁgl QFbc%@Q Eﬁ%ﬁﬁﬁbél"@éwé&cat I on

relative to the other environnments in.the hierarchy.

i nf or mat | onC@BAISY heorIaNiEen\ RO B SYSiRM &f ﬁ@ra@htﬁSr@%@M@nmts G%Wltbé’§3|104 ,
it coul dgal ggyiss absol ute by using geographi cal coordinates. 15

Al ternatively, the previous hierarchically organi sed devices 104 and their
control information can be defined by another nore, conventional neans

such as by Déeiceé ﬁb@lﬂrélﬁﬁbé%oﬁfe anBebRBAY @ﬁie&%ﬁtcoéﬁcﬁih@t@ﬁn should
substanti al | y the same informatjon. Further, the relationships between the

hi er ar chi esP@copgiHackaccridinglin P@V@ﬁﬁrﬁ@%ﬁa[%d’wqr@@? ba PR and
this in itsgrbtitrielickgoer automati on actions or new automation sequences.
The process control system 100 can also contain a 'logged history of the
past state of the devices 104 and can also allow nonitoring of the present

state of thas nwtibAsY aBbve) tﬁ@eewﬁem@4(a@é@oefatémmt@meea%mfaﬂﬁbtgaﬁased

f t h |1 ib t her | | t t
vent: 6 CoRiRs s e TR B ek S B et iha @Rahe oraiderded o

process conigpidsciyStonR &f i theaBndifiidtanit Hh¢ ieersphiign séﬁ@r@ﬁoﬂ?l $tpological
organisation and geographical location relative to the other environments in the
hierarchy. While this information could be relative to the other environments and
devices 104 , it could also be absoluie by using geographical coordinates. |

15 Alternatively, the previous hierarchically organised devices 104 and their control
information can be defined by another more conventional means such as by the
interrogation of a separate database contalntng _substantially - the same
information,

Further, the refationships between the hierarchies of devices 104 can be changed
20 manuzally or dynamically and this in itself can trigger automation actions or new

automation sequences.

The process control system 100 can also contain a ‘logged’ history of the past
state of the dewces 104 and can also allow monitoring of the present state of the

system.

25 A specific example of the general features referred to above will now be described
to further illustrate the invention. In this example, illustrated in Figure 2, there is
provided a process control system 1 in an aquaculture operation (Acme Fish
Company) that contains an office building 2 and a production shed 3 at one of
their properties. The production shed 3 contains six tanks 4, 5, one —a hatching



Conpany) that contains an office building 2 and a production shed 3 at one
of their properties. The production shed 3 contains six tanks 4, 5, one -
a hatching -11- tank 4 - for hatching fish, and five - G owout tanks 5 -
for growwng them For clarity, only two tanks are shown in Figure 2. Each
tank includes a nunber of devices 6 such as an oxygenation punp, which
includes a flow sensor inside the punp to indicate operation, an oxygen
sensor, a tenperature sensor, and a PH-H34sensor. The tanks 4, 5 are
connected by valves 9 which allow the fish to travel between them Near

the outlet efnkeqcHowBhteRing fish, and RivelX Grawsdtt tthits 6n0br SRAMAY théMat Fean
det ect the Bassa%e of a fish and identify it and its location at that tine.

The product FigHtYs RBY Bvo janks are shaus 'He’fl‘g'é"@szﬁ Eaghctankdn¢lades aauimbaryof
sensors, f ouéwcés glEush adnh &%@ﬂaﬁ&wﬂmb{wﬁ&ﬁqﬁaﬁde% i@ sérﬁ%? ﬁ\s Qrs,

punps, Ilghts and 10 cameras eétc. constitute devices are
coupl ed to BUdgderipgicale oparatiafe @p OBigenrserepl @ tampriakire ﬁ@n@roaa@ a PH

appropri at egeldyr! F"Eﬂért‘én@s 408|éf'e%oﬂH5&§E| bglf\% 4% Qmérﬁgﬁq(\@ tiﬁ fsh td Hatgat ed

for clarity, The office IS sp Into ont Ice 2a and 2b.
Each of fi cebgeepihers Ne@rrthegﬂutle&m eachs kalve %ty apdtidBriranamitter (nakshavent

office al Sotqaffleglg%‘feét‘tﬁéﬁ% ﬁﬁsh %ﬁd“ﬁ%ﬂﬁf it %ﬁfk’é Jé&étiéﬁ%?ﬂ’f&fﬁ?@syst om

canera are a evices 6 Wt e contex I nvention

i s descri bedhgypradustioneledd afaoén@ludm deritss Grayshiasddurssouriyraansoss, feurd
devices |infadst ond RRgen %%%Bﬁ@”c%ﬂ&%s Ea\wog{a%ets%rés@ d@,ﬁ& s Bha20

Devi ces: Al evices owne | oca
Envi r onifént carfersgesic yCOI'IS(IiSEEbdewvw 6nwigich are ahcoupledtie aemntrodianie’rio aend

|dent|f|er r C S ors, Li , 7
Caner as, éﬁd S%%g%%ee gir ﬁr&g trhérejtcf Er)é{? én%tesgﬁ bl 'u}é’g, &ES’DQ ﬁTUQ#S% (ﬁt}bés
Fi sh val vesde\ﬁcegsl-ﬁ Smﬂmtsatetﬁformr@ygenatl on Punps, 6 Flow Sensors
Environnment: Office Building (Sub environment to Property 1)

The office 2 is split info a front and back office 2a and 2b. Each office 2a, 2b has
a light and a security sensor, while the front office also includes a camera. These

16 lights, security sensors and camera are also devices 6 within the context of this
invention.

The system is described by a number of hierarchically organised ehvironments
and devices linked to those environments:

Environment: Acme (Fish Farms)

20 Devices: All devices owned by Acme or located in its properties.
Environment: Property1 (Sub environment to Acme)
The environmental identifier is Acme: Property 1:

Devices: 4 Security sensors, 4 Lights, 7 Cameras, 6 oxygen sensors, 6
Temperature Sensors, 5 RFID transmitters, 6 Fish valves, 6 pH Sensors, 6
25 Oxygenation Pumps, 6 Flow Sensors

Environment: Office Building (Sub environment to Prjoperty 1)



-12- The environmental identifier is Acne: Property 1. Ofice Devices: 2
Security sensors, 1 Canera, 2 Lights Environnent: Front Ofice (Sub
environnment to Ofice Building) The environmental identifier is Acne:
Property 1. Ofice: Front 5 Devices: Canera, Light, Security Sensor. \Were
each device is uniquely identified by its name and hi erarchical environnent
for exanple: Environnent: Rear Ofice (Sub environnent to O fice Building)
The environnental identifier is Acne: Pngperty 1: Ofice: Rear 10 Devi ces:
Li ght, Security Sensor Environment: (Production) Shed (Sub environnent to
Property 1) Thdkavieshthéaneshidier isashef Pepeity 1AOMRe Property 1: Shed
Devices: Light 1, Light 2, Security Sensor Front, Security Sensor Rear

Envi ronnent: Hat ching Tank (Sub environment to Shed) 15 The environnent al
identifier Dsvideste: P 8peurity sénsoriedCalriets; ! Inghtsank Devi ces: Light, Canera,
Oxygen Sensor, Tenperature Sensor, pH Sensor, Oxygenation Punp, Flow
Sensor, Fish Valves, canera Environnent: G ow out Tank 1 (Sub environnent
to Shed) ThEnewmonmenkent alFrontOffide (Sub envicoraneit top@ffice Buildihgyl: G ow out
Tank 1 -13- Devices: Light, Oxygen Sensor, Tenperature Sensor, pH Sensor,
Oxygenation Punp, Flow Sensor, RFID Transmitter, canera This |ast exanple
can be repelbeanyinnerdalridentiiiel isgAdroerPrgpenty duDfficenkont|t can be seen that
each device is uniquely described by its nane and the 5 hierarchy of its
environnment. In the case of the flow sensors they can be logically attached
to the tankDe¥ses:r onreibaraakiobhSasuripiSasnseht i vel y - because they are part
of the punps - the flow sensors can be

Where each device is uniquely identified by its name and hierarchical environment
for example:

Environment: Rear Office (Sub environment to‘O'ffice Building)
The environmental identifier is Acme: Property 1: Office: Rear

10 Devices: Light, Securify Sensor
Environment: (Production) Shed (Suio environment to Property 1)
The environmental identifier is Acme: Property 1: Shed
Devices: Light 1, Ligh't 2, Security Sensor Front, Security Sensor Rear
Environment: . Hatching Tank (Sub environment to Shed)

15 The environmental identifler is Acme: Property 1: Shed: Haiching Tank

Devices: Light, Camera, Oxygen Sensor, Temperature Sensor, pH Sensor,
Oxygenation Pump, Flow Sensor, Fish Valves, camera

Environment: Grow-out Tank 1 (Sub environment to Shed)

The environmental identifier is Acme: Property 1: Shed: Grow-out Tank 1



considered as devices in a punp environnment. That is, the device of the
punp is 10 an environnent to which other devices can be attached. In this
case the environnent can be defined as Acne: Property 1. Shed: G ow out
Tank 1: Oxygenation-Punp: and the device is a Flow Sensor. Such a

hi erarchi cal scheme can be as arbitrarily deep as required. Additionally,
if each fish were fitted with an RFID tag, then the fish can be 15
considered as an environment itself contakning a device (RFIDtag) with a
unique serial nunber. In this case the environnent would be Trout: RFID

Tag: with pevices (#Q_QéHtOO)OxyE@ﬁr eeét%talo%météturée Bléﬂsére“tﬂJI rserﬁs@r of
the RFID. tag. And if nown to be in grow—out tank 1:

envi r onment CoERNPtIER PAtHR -Flowsspeen RFD Tamsvitter. GAMSIA  Tank 1 Trout RFI D
Tag: with the device as RFID tag 20 #000100. For convenience, if it can be

assuned th eRFID a rese a_fish with_an RFID SO

al ternati VZ{FE}'S Pt ?Xﬁmiﬁgadbbé r?'\ed'F"@HHQ%FﬁLEr%%")’ oub 51’1%%' envi r onnent
as Acne: Property 1: Shed: Growout Tank 1 with the device as RFID tag
#000100. T st em on_t.he on araneters hin the
orocess conlr G B¥ et ek Bafits o Hde FERGEEL kD3RS TEbRE 2 g, "each
envi r onmént hiegarchyof itsdenvirontrieat. programmed control schene) i npl enent
flexible control of the aquaculture setup. For exanple, as the fish nove

through the tanks in response of the fish valves opening in response to a
control netiothe ches rofstheeflawdsemsiogh ttheyaabebe dogicale dittashdsy tartheytsinkg

pi ctures ta&smmlp% h RS and their location determ ned. Dynam cally
AT o]

t hei r envi ronnen arige as a | ocation change was detected. For
exanple: If the trout with RFID tag #000100 were to nove into grow out tank

L and in doifignafy LIcalBy BB bra'Bar AR1RE MY R ) ReABuSlar] BE2I o

inthe entrance to t he process control system
not e that téernsidased ap slevices imagpump enwronment That is, the device of the pump IS

10 an environment to which other devices can be attached. In this case ‘the
envircnment can be defined as Acme: Property 1: Shed: Grow-out Tank 1:
Oxygenation Pump: and the device is a Flow Sensor.

Such a hierarchical scheme can be as arbitrarily deep as required.

_ Additionally, if each fish were fitted with an RFID tag, then the fish can be

15 considered as an environment itself containing a device (RFID tag) with a unique
serial number. In this case the environmerlt would be Troui: RFID Tag: with
device (#000100), where #000100 would be the serial number of the RFID. tag.

And if it is known to be in grow-out tank 1: the environment would be Acme:
Property 1: Shed: Grow-out Tank 1: Trout: RFID Tag with the device as RFID tag

20 #000100.

-For convenience, if it can be assumed that the RFID tag represents a fish with an
RFID tag so alternatively this might be shortened (for convenience) to the
environment as Acme: Property 1: Shed: Grow-out Tank 1 with the device as
RFID tag #000100. '

25 The system 1 can, on the basis of control parameters within the proeess control
system 1 that can be attached to each device 6 andfor each environment (or by



environment. This dynam c association of a device with a new environnment -
and therefore a new environnental identifier - would act as a trigger for
a specific control system change. For exanple, a different feeding cycle
can be triggered for the fish. The 15 novenent of enough fish through the
val ves m ght reset the feed level to a | ower anmount and reset a counter

whi ch progressively increnents feed based upon duration or a size
estimation of the fish. The environment @y -hierarchical identifier is able
to be used to define the relationship - that is the dependency between
devi ces andatdtheaspogiaheadt coggelr schenenihblcAitnt t dedbRb @t & oFass
control system 1 to cause devices to operate in response to changes in -

ot her devi cBHacCUte 88U e, and as referred to above, when a certain fish
(a first device) noves fromone environnent to another then the fish has a
changed environnmental _identifier ich can be used by the_process control
system 1 (a‘lf]%f' ?’?&B@%t P%%i'ed%'s'? FEOVELrPUgh @'Ie t%’k? & Beestpélnﬁ‘? r?é%"ﬁﬁ?ﬁtvﬁl@sc hange .
25 trigger sopenirgronsporsd esicogiralevethed ( theqrtdies afe welghtWantfeestpnatea!
systen11§ to operate.in a%%%rggﬁﬁe wth a ?gfter ) ned feeding cycle.

Addi ti ondl | §Y 3BETRY Bict R faken BiNg eameras-aitthel lerariPpSstrmingst
environnents wthin the hierarchy. These GPS coordinates can be static (in
t he case of ~f] LI onmen r .devices) or nam c, bei ng t he, out put
from a cps DUl Be NITERYBP fdhiiiha85d o BEARM fharida Wan SFieGiirEnt
(for exanplegr example:ng vehicle) or another device. The GPS device can be
treated |i ke any other device in the system It is easily appreciated that

t he proposed nethod provides a flexible method of 5 control in this
exanpl e t haf thestreutpdihi BFID tagt#090K A0 wererta hnosts imto rgmoHopt taok 1 eod imdoiRy.C' s

2" or ar chi SAtS Ineert s dofeoli by Ine AL SerlsBP foles MRS ERALES 6%, o' oc
to the 10ayfirgietpike thaiprcegsosontiavsystami h witivimote ntimhttbe dpouldsi inea rmave
attached to \*rﬁﬁﬂﬂgﬁt-gy or gani sed environnents that can be tied _to

. en
geogr aphi ¢ coordi nates.

This dynamic association of a device with a new environment — and therefore a-
new envircnmental iaentiﬁer — would act as a trigger for a specific control syétem
change. For example, a different feeding cycle can be triggered for the fish. The

15 movement of enough fish through the valves might reset the feed level to a lower
amount and reset a counter which progressively increments feed based upon
duration or a size estimation of the fish.

The environmental hierarchical identifier is able fo be used fo define the
relationship - that is the dependency - between devices and the associated trigger

20 conditions to enable the process control system 1 to cause devices to operate in
response fo changes in other devices — for example, and as referred fo above,
when a certain fish (a first device) moves from one environment to another then
the fish has a changed environmental identifier which can be used by the process
control system 1 (and in particular the controller 7) to determine that this change

25 triggers an automatic feeding device (another device of the control system 1) to
operate in accordance with a predetermined feeding cycle,

Additionally, GPS coordinates can be attached to devices and/or environments
within the hierarchy. These GPS coordinates can be static (in the case of fixed
environments or devices) or dynamic being the ouiput from a GPS device



10 Further it is easily appreciated that the invention as described can be
abstractly applied to many ot her conventional industrial control
situations such as production Ilines and also for many ot her uses that are
not currently served by automation. For exanple, while the exanple of a
fish was given with an RFID tag as a device, equally a person m ght be an
environnent with a device such as a nobile phone 15 or conputer associ ated
with them In another enbodinent of theqgnvention the process control
system can be used to contact a person so that communication and

Nt er vent | ofbrinBofadBThé 8YstBhsiahif 8 enty?ﬁ?rﬁﬁémqrdr\é&bmyr@msﬁn \Bhi

process control systens, I S necessar operators use s to be able
to be cont a@t@@th@‘rd@w&%ﬂ ﬂ'éleﬁBS deyiosoean be dreatedelifies any gthesdeyise inHeee

exi st fiel hin the systemfor putting contact information so that
peopl e can bé contacted if required, for exanple by nobile phone, pager,

or by email, in response to a problem or to provide information. For

exanpl e, ong |§éa§‘§f§ preBiated mé@r&ffe EFHH&%&& rﬁ@fnoéepré\v.eé@@ ﬁé?(lﬁl@%ﬂ%@hﬂ” .

I\/Essage Servi ce I’YESS(’;I%| e sent out to a first p one nunb
25 there5| scaigrol @stb@r@@rmm% aélss%lmﬁ@rtﬁ)%lﬁlk@%ﬁdﬁethﬁdﬁﬁ@mww ﬁ@pl@éﬂuned and

SO on. ’ﬂ]?g ol otREPELSG sYbtbihst NEGHHRE iS&m 1 Fﬁdl!ﬁggﬂ%?la%éi HREWRLR W | |

have al | aval abel comuni ca ion devices and somnet devi ces m ght
be shared b@hte@ér@hloaisemtrolse@ﬂmduq easier fr pgsiste Manpge sk selatesdo the

 Dveral pecit B ifl Bt feylbel I ARTRRReRERE SIER ofe ShacAH b L Y
Mul ti pl e cdagiasiiysongapisat sovinewdents i cande tlesil tmgepgraphistaprdipatesai | 3

peopl e at once, or sequential'ly, eg contact Andrew initially, then, if
there is no_response in 10 mnutes (e ing a virtual device that is a

L) e Ut aie assiiy SpPmHG Ehat e dorion ARAaRaECREIN BE bRt | at o
for 5 each %ﬂlé@% Fﬁny@fﬁéﬂ%o‘ﬁmﬁﬁr%?hdﬁgﬂé%rﬁ%l Bﬁ%fens%ﬂé’h bE®RoddctibR

answer int m nut es ['andl i ne tel e[p one. |t can be. seen
that the pdineatand alse foan*@nm&»erauﬁwfbat aea NRRLeHITRNEY; Sajvach by @utamafion.

possi bl e waRjed & did ahHiRNRe 'SXIMpIESF a fish was given with an RFID tag as a device,
aqually a person might be an environment with a device such as a mobile phone

15  or computer associated with them.

In another embodiment of the invention the process control system can be used to
contact a person so that communication and intervention in a control process can
be effectively managed. In some process control systems, It is necessary for
operators or users to be able to be contacted for a variety of reasons.

20 In existing devices there exist fields within the system for puiting contact
information so that people can be contacted if required, for example by mobile
phone, pager, or by email, in response to a problem, or to provide information.
For example, one or more mobile phone numbers may be stored so that a Short
Message Service (SMS) message may be sent out to a first phone number. [f

25 there is no response thén a second mobile phone number may be called and so

on.

A number of problems with this arise. Firstly, not all people will have all available
communication devices and sometimes the devices might be shared between
users. Secondly not all people may be neér the particular devices so multiple
30 devices may need to be tried, and thirdly sevéral people may need to be informed



a general solution. The proposed invention can easily acconmmpdate this by:
10 1. Treating the person as a device (that can input and out put responses
manual ly) or as an environnment for comruni cation. devices that allow
communi cation with the person. 2. Treating the various conmuni cation
devices as hierarchical devices. 3. Dynanmically altering the contact nethod
and order dependi ng upon the location 15 of individuals and devices. To
illustrate the | ast exanple, and using-f#e process control system 1l of the
previous enbodi ment, assunme that if the aquaculture tank oxygenation stops,

an oper at oby mh@tpr&&sur@ﬁmbl wyetent. t ealiltiple edontatny nb@ BROYnSRE AR fade a
conplex shift arrangement ne cannot be co cted, a second or

third nust gEuligpe eﬁa‘imﬂ'ggep%ﬁ’ﬁ é’fﬁlcenﬁéﬁqﬂ?" Wt 88 tcontast ARl e a

pager, nobi ingiallf, Qﬁ@h‘tlﬁfheré ¥ Ao ?é@o'ns@'in nosﬁlaaiesr(eg SRERY 2 ertdaaaé\lnbél qqa(tvm ce
or touch tone) and not all operators may have such: devi ces.

conpl exi t y, SiEhlipendierserptactBryggeandonot %Hﬂl?ﬂteé:t m%hf@saﬁayﬁarﬁwpmnret%wr as a

shift chgngeseh p°é+§3n wfe(awzé QBnARY AR W%Qgéro%}ﬁﬁrih&mﬂﬁb %%ﬁ@qﬁ tabor ed
hierarchically In base or directory”s it can orted

into the autiivies m"ﬂeshemedandlme telaphpnﬁa\}fecafebﬁ aﬁzendaan hegmarevéaiionsor
exanpl e t ey ge ah@ SEH hikifiutn Gl ?@co@fél% W%gf@of Qﬂﬁﬁ%%rec%ﬁres
rew.

Identifier - Acneg. Technician: Pro erty VI ces:

Mobi | e: voi cegengssl salutianpuch tone, Pager, Conputer: Keyboard, Loudspeaker
Note that the nobile itself can be considered as an environnment for the
SMS, 5 voice and touch tone devices and can be uniquely described by its
phone numbelle PIEREEFGINYERICN ¢arEeasilyaspommadate thisdd¥ini ci an: Property 1:

Bruce: .
10 1. Treating the person as a device (that can input and ouiput responses manually)
or as an environment for communication devices that allow communication with
the person. -

2. Treating the various communication devices as hierarchical devices.

3. Dynamically altering the contact method and order depending upon the location

15 of individuals and devices.

To illustrate the last example, and using the process control system 1 of the
previous embodiment, assume that if the aquaculture tank oxygenation stops, an
operator must be urgenily alerted. There may be many operators in a complex
shift arrangement and if one cannot Be contacted, a second or third must be.

20 They may have different means of contact (for example a pager, mobile, computer
(via email or instant message) or landline {(voice or touch tone) and not all
.operators mey have such devices. To add complexity, they may share a pager or
mobile phone and hand this over as a shift changes.

Such information may have been conveniently already stored hierarchically in a
- 25 database or directory so that it can be imported into the automation system or it
might have been manually entered. For example the unique identifiers can be

defined as:

Environment:



Devi ces: Mbile:snms, Mbile:voice, Mbile: touch tone, Pager, Conputer
Keyboard, Loudspeaker 10 Environnent: ldentifier-Acne: Manager. Property 1:
Colin: Devices: Mbile:sns, Mbile:voice, Mbile: touch tone, Pager,
Computer: Email, Conputer:instant nessage, Loudspeaker In this way people
are considered as environnents for devices (in this 15 enbodi nent

communi cati on devices). Each device would have configuration and

programi ng responses associated with-ifi7.- It can be readily understood that
by wusing previously described nethods with these assignments and by
witing aperdifier aAemedTechmican:Rropedct: Ayrewof device that very flexible
controls and responses can be set up in any way that a user nay desire. 20
For exanple, A(ndrew), B(ruce) and C(olin) mght be growing fish and the
oxygenat i olbqyings: st oilebiléismnd Mphilesome, dibkile oloush xtoren Pager, sCpeputiay but

no one isy . night. The roster may cycle through making A,
B, and C pﬁe&ﬁgéédﬁgg%g%gﬁ%ﬁ ble as the first night contact or nmay change

weekly. During the day however, the other two individuals are likely to be

near the singo 398 OO RdP oL BRI IAOLE TR Fhibnt fo ind ByXamD!

A is paged ared pager an parties have t ager record)
but doed nabiceanddadch preidevigea andwan berurniquenilesaribed thiydis mhonanubdedMVs' ed;
however upon the problem occurring all have been emailed. The alert nethod
may cycle through all three people and also take other action such as
turni ng on EaviFenmMantyf oxygen to prevent fish death if no 5 response is
received after trying all three people. Using the unique identifiers above,

the people ywere associated with the Property 1 environment neaning that
their |andl E?TE'%%' %‘T‘e\ﬁﬁﬂ Gyt %@%ﬁ&i’“ﬁé they are on site. Instead the

| oudspeaker device may be used as a first neans to alert them

(such as. 1 YIRS MEHeTR.oPROFRNERs, a8l anth, 105E: Gheslc SRttt Tor -

exanpl e by Keyboard, Loudspeaker
10 Environment:
Identifier - Acme: Manager: Property 1: Colin:

Devices: Mobile:sms, Mobile:voice, Mobile: touch fone, Pager, Computer:Emal,

Computer:instant message, Loudspeaker

In this way people are considered as environments for devices (in this
15 - embodiment communication devices). Each device would have configuration and
programming responses associated with it. It can be readily understood that by
using previously described methods with these assignments and by writing
appropriate ‘drivers’ for each type of device that very flexible controls and

responses can be set up in any way that a user may desire.

20 For example, A(ndrew), B(ruce) and C{olin) might be growing fish and the
oxygenation pump stops. A and B are on site for sixteen hours per day but no
one is in attendance at night. The roster may cycle through making A, B, and C
primarily responsible as the first night contact or may change weekly. During the
day however, the other two individuals are likely to be near the site and should be
25 informed of problems first. If, for example, A is paged (shared pager and all



using GPS or RFID and an appropriate sensor or transmtter carried by the
person) the controller 7 is operable to determ ne when the identifier
changes. For exanple it mght call the landline of a second Acne property
(Property 2) or the - hone | andline nunber. For exanple if A was now at his
residence then the 15 environment is Acne: Technician: Residence: Bruce:
and the devices are Mbile:sns, Mbile:voice, Mbile: touch tone, Pager,
Landl i ne: Touch tone, Landline: Voicel8Fhe control action woul d change

accordingly. Here the | oudspeaker device is not appropriate as the person
to be cont Baities heve i same t prossirecord} btrdgesrnoj raspongdo bewelaem withdn [18ndl i ne
nunber is Khg, ' Vi : ' : t t he
appropri at el petgfgl_ﬁé.@ﬁ@g%%%p%g%dé&éaog&n% e&%ﬁgﬁgﬁgﬁrﬁ%?lghfgcé@?ngﬁ%nb}ﬁq(%can

al so have hegryempisd.bTke alpplanathodmals cyals threugheakitved pesplamnpadgn ke wor k
practi ces. ; |_exid bl c Y. t lee.ak_the.w ong
tines caus?%ln%%g%ﬁ\%gﬁlﬁ g\%’éﬂ%ﬁg n@yggﬁ?%@ R g%ﬁ]gﬁg ég\r?eg‘?refgpa ea&&t’f oR (I'ike
t ur ni ngdonreshensgxiggeceien alte)trylired aif thrés pespler uly needed | eading to further
i nconveni ence and expense. Having the right type of convenient contact
that does not fal se.tri.gge_r_ can breed confidence in its use so that any
alert is tHfiag thevelceridentiiegs abeveethe happleavarg assesistednwitthtite Propedy wol f .
Furt her thj ; f é%?{ﬁl, G ' t so
that a 30 Jis?rr]r{}gI er ?rﬁtnér acdemggn éslgﬁglﬁf eﬁ@ﬂﬁéﬂg&é\{@ﬂg{eﬁé E%E%do%*)rg%?’pa& defined
behavi our son sge. rastaad Itye dudspealtar deviper mayibtenusdd as rofitsemedhisctousert can

Tt s not et asrRafen SO aRodHIb0 MBoReT BT il Eel comron
ci r cuni@anlsueh astnggingaarphangenef shifhor lotatinnt oo aetormaiicanearsufiar dxaampla bper son
ooms. (emvi bS8t RERTIa off SR8 aIReL SriRBRR Faletof g ° o™
enmbodi mentperstry) the epsivwlendls dpbmbidto deteiniaewhesndhe ddattifionchargesn Fiirf f er ent
envir Onnené)éﬂﬁ?é’ litqnig?lpéglgﬁ'ledﬁpﬁmé 8Pa '$880nd %m%nggobgﬁﬁlg}dperty 2) or the

home landline number. For example if A was now at his residence then the

15 environment is Acme: Technician: Residence: Bruce: and the devices are
Mdbile:s_ms, Mobile:voice, Mobile: touch tone, Pager, Landline: Touch tone,
Landline: Voice.

The control action would change accordingly. Here the loudspeaker device is not
appropriate as the person to be contacted is not on the site of Property 1,

20 however the landline number is the determined device that is to be controlied to
contact the appropriate person.

The proposed scheme can be simple to set up but can also have very flexible
operation as may be needed by some people’s work practices. Other less flexible
schemes may contact people at the wrong times causing inconvenience or may
25 take expensive remedial action (like turning on the oxygen bottle) before it is truly
neéded leading fo further inconvenience and expense. Having the right type of
convenient contact that does not false trigger can breed confidence in its use so
that any alert is taken more seriously rather than being a system that ‘cries wolf",

Further this layer of confrol can be pre configured for the operator so that a
30 simpler interface can assist the user to set up common predefined behaviours



In a further enbodi nent of the invention a user/nmanager of the system
manages 10 and nonitors the hi-erarchies by use of the visual display 106.

| cons or pictures of the devices and environnments can be di spl ayed on the
vi sual display 106, thus allow ng the nanager to graphically browse the

hi erarchies by clicking on the icon or picture of the device and

envi ronment di splayed on the visual display 106 - in the usual manner. The
user can click through the environnmentsifispl ayed on the 15 vi sual display
106 showi ng the current |evel of the environnent and the devices 104 in

that envi r omamoallyasr byl thedmpohtation pfH rastercuThendsestanestill donfigugs apdriecal
represent at i on_can

d t ted
W h the - dEITRES bafieviauChERRH eRcean e iBtam o devi co and

envi ronrrent al associations and their control actions. 20 Further, devices
tied t ' . | dj d f

?irﬁkeljeto g'ég%?a%ﬂ%{&‘ﬁ%%‘b?‘gilﬂ%% Ft d %@é@&ﬂi"%‘h@?e‘ﬁaﬁ@& hg‘%ﬁ- cclcﬁgmto I ggers

aﬂd contr](c)lcﬂ'dmti'rmmtfcteison mﬁwmesmeummm vmdtlbnsalamlmidjmesultefrod'eat pérsen such

t hat iffere aut o on_bheha I _QCC ho . Vi

bt « onmBint waikngSoRRihe Rt BY adiush A Baifd ket Y uifrddpeps,

uane[ st ?nd 11 (re@vwraemgm Itmm orbeimdvmfﬁldevicesr;] Hlkeﬂrghtgr e this @Eb@dllmehgtﬂ'ler

relate to devices. an eir, lo i NG,

ol ol Uy PSR e bece R eSs Riratia it BeretdenEtpmeRity 6

sophl sti cat ¢mgbq;|e€y¢hgmgtup@n thé Bnvigsnnegiat her enbodi nent of the invention
consi der, the aquaculture operation of Figure 2 that is used for

aquacultural research. The research facility uses the six 30 tanks 4, 5 in
t he product incanfistied eBnbodimentf afrthd dtvantion afdlsmlﬂmamgef b/ thef systayn ovanzgeshem

A e TR T e G A
provi ded WihbMévil@ist &weavarcairheﬂtﬁle:ahajwelsplaysd roml thieevisuad aljspdgyc 66, fhive
devi cos. ownBRINE R RoBroT o8 Sk au Ay, b aWs bischiBauties BY i ol ot A
Property 2 §Sibtuesnef thendeide &od Aavirgnment displayed on the visual display 106 —
the usual manner. The user can click through the environments displayed on the
15 visual display 106 showing the current level of the environment and the devices
104 in that environment as well as their past or current states. This graphical
representation can give access to all featﬁrés and operations associated with the
devices and environments including dynamic device and environmental
associations and their control actions.

20 Further, devices are tied to meaningful, auditable and findable labels and that-can
be linked to geographic coordinates or locations that may change. The triggers
and control information can be associated with each unique identifier such that
different automation behaviour occurs should the device and environment
associafions or ‘locations change. This adds simplicity in- understanding

25 automation behaviour in human terms as people better relate to devices and
environments and their Iopatidns. By'bringing simplicity, it enables at the same
time a new level of complexity and sophistication to automation.

In yet another embodiment of the invention consider the aquaculture operation of
Figure 2 that is used for aquaculfural research. The research facility uses the six
30 tanks 4, 5 in the production shed 3 - one for hatching fish, and five for growing
them. Different experiments may be undertaken in the different tanks perhaps



The environnental identifier is Acnme: Property 2: Devices: | pan, tilt and
zoom canera, 1 Air Tenperature sensor, 4 Lights, 6 oxygen sensors, 6 Water
Tenperature Sensors, 6 pH Sensors, 6 salinity sensors, 6 Oxygenation
Punps, 6 Flow Sensors and ot her devices that mght be on the 10 property
for security or other control purposes. Environnment: (Research) Shed (Sub
environnent to Property 2) The environnental identifier is Acne: Property
2: Shed: Devices: 1 pan, tilt and zoomsggoera, 1 Air Tenperature sensor, 4
Lights, 6 oxygen sensors, 6 Water Tenperature Sensors, 6 pH Sensors, 6

salinity SOREMAY the HrolthQry@iahnt Q%ed?é%ﬁﬁsi@ Fih@WaSR 205 SmEy b SBURBY:
Hat chi ng Tank I( ub environnment to Shed) The environnental identifier is

Acne: Pr opetithylights grerall ihgttanksiy simulate oday cucle. dhpgusteskisapscriqachPér at ur e
Sensor, pH Sensor, Oxygenation Punp, Flow Sensor 20 Environnent: G ow out
Tank 1 (Sub_environnent to 15__i_1ed22 The environmental identifier is Acne:
Property 2:ER{EPMeEnt, Asime (FiglkResearshers)ei ces: Light, Oxygen Sensor,
Tenperature Sensor, pH Sensor, Oxygenation Punp, Flow Sensor, RFID

Transm tter, canera This |ast example can repeated.for the remaining
four gt ow REVESHAL dehobs gimesCARRS of BPatBd n TREHRASE uni quely. doscri bed
by its nanme and the hierarchy of 5 its environnent. Such a hierarchical
schenme can . it i i I I hi s enbodi nent, the

hi erarch ca‘?ﬁ‘{i&%ﬁﬁ%gﬁt F%Jﬂygﬁgﬁgﬁéi’{’gﬂwgﬁﬁ@ gﬁ@%)he devi ces provi ded
therein can be used to allow different people to access devices (and any

dat a generaﬁ?éjemro‘hm?lE@intfﬁgpﬁrﬂméi.'ﬁ#oﬁéﬁffmi on purposes. Control 10 and

aut omat i on purposes | nc e nonitoring r1.e.” deternmining.the present state
or condition, logging i.e. determ ning past states and controlling i.e.

automatic megeRses 1t garPamtarRNtbdth @ameta, CPAR TdrRdrature sensor, 4 Lights, 6
oxygen sensors, 6 Water Temperature Sensors, 6 pH Sensors, 6 salinity sensors,
6 Oxygenation Pumps, 6 Flow Sensors and other devices that might be on the

10 propetty for security or other control purposes.

Environment: (Reséarch) Shed (Sub environment to Property 2)
The environmental identifier is Acme: Property 2: Shed:

Devices: 1 pan, tilt and zoom camera, 1 Air Temperature sensor, 4 Lights, 6
oxygen sensors, 6 Water Temperature Sensors, 6 pH Sensors, 6 salinity sensors,
15 6 Oxygenation Pumps, 6 Flow Sensors

Environment:  Hatching Tank (Sub environment to Shed)
The environmental identifier is Acme: Property 2: Shed: Hatching Tank:

Devices: Oxygen Sensor, Temperature Sensor, pH Sensor, Oxygenation

Pump, Flow Sensor

20 Environment: Grow-out Tank 1 (Sub environment to Shed)

- The environmental identifier is Acme: Pro_perty 2: Shed: Grow-out Tank 1:



In this case the devices are each 'owned' by a person or, if desirable,
jointly by a nunber of people. An owner can confer rights such as the
right to change device 15 characteristics, to delete the device or to
grant read access (in the case of inputs or devices that contain inputs) or
wite access (in the case of an output or devices that contain outputs).
As with other functions of the process control systeml1, this is

i npl enented at the controller 7. An owgt-could choose to 'advertise' to

ot her people that the device is available 20 for use or may choose to keep

the device Devides). RiLggits Oxybeh beSarsangetlemperaalrei nSEMsdl'U8|pl-ba$ﬂe$lsQf
peopl e m gh conbi nation of these

ed t er fo eni ence or
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uni que hi erarchi cal deV| ce or environnent identifier as appr oprl ate such
t hat they e.indi v 25 associ.ation w dentifier
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dat abase t oberaeagmat kachdeess iolinkrep dedefibéd ®ydRViaas abd the BierBichi@dfl owi ng
this met t he ﬁroc ss control system| is operable to link perm ssions

and cont oI'tSa%'f‘{'rtg the hierarchical identifiers to enable control and
automation of the devices. Consider nultiple people who may need access to
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manager and E(dward) is the facility assistant nanager and Greg) is a
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In a conve r S,
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responses to past and present conditions.

in this case the devices are each ‘owned’ by a person or, if desirable, jointly by a
number of people. An owner can confer rights such as the right to change device

16 characteristics, fo delete the device or to grant read access (in the case of inputs
or devices that contain inputs) or write access (in the case of an outp'ut or devices
that contain outputs). As with other functions of the process control system 1,
this is implemented at the controller 7.

An owner could choose io ‘advertise’ o other people that the device is available

20 for use or may choose fo keep the device hidden. Rights could be managed on
an individual basis or people might be grouped together for convenience or a
combination of these methods could be used.

The rights for each user are associated with each unique hierarchical device or

environment identifier as appropriate such that they may be individually listed by

25 association with the identifier and stored in the controller 7, or alternatively linked
" {o a separate database to manage the access of people fo the devices 6.



15 A nore flexible systemis needed to conduct experinents. Mreover the
‘data and control functions of the facility are shared and managed by
different people. Not all people will have all devices 6 but there are
benefits in sharing sone devices. For instance the air tenperature device
may be installed and owned by D, but calibrated by EE A B and C all may
need access to the data fromthe air 20 tenperature sensor for their
experinental data. Each of A, B and Cw2gidd typically be given ownership
and control of the devices in each of their growout tanks but woul d need
at | east t épdoliowingcibizs sndtleod, hthedericees dontriohesybtane heriy ogerallewd ligkt hei r
fish were hatching. Th nay npt haye t.he j,qb or ow edge, pf calibrating
any of 1 hedBTaR A pri atis 16 Uk higBriacyier R Rirhenf eartdl eRd o5,
rights to dmutémiabon &fthBdanides; Wi sh to use the pan, tilt and zoom canera to
focus on their tanks at intermttent intervals to nonitor their fish as a

part of their experinents so this is a shared device. A and B may be
runni ng expeonsidert sultipke peaple whot inayseeeel spessset dims imfaymaticrh fioen ghar e

their data.. G.oay .nunnin confjdential experifent. and may npof. w sh to
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e usefu ata faor A, n . -23-. A system properties suech as

per ni ssi on@af&%ﬂﬁfﬁaf’gé‘?@ '3 @&Pmné%fc'@@awé&!ﬁvfﬁgst system more flexible and
useful for multiple users is provided. In this enbodi mrent the defined
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control problem changes frequently.

15 Amore flexible system is needed to conduct experiments. Moreover the data and
control functions of the facility are shared and managed by different people. Not
all people will have all devices 6 but there are benefits in sharing some devices.
For instance the air temperature device may be installed and owned by D, but
calibrated by E. A, B and C all may need access to the data from the air

20 temperature sensor for their experimental data. Each of A, B and C would
typically be given ownership and control of the devices in each of their grow-out
tanks but would need at least temporary acceés to the devices in the hatchery
tank while their fish were hatching. They may not have the job or knowledge of
éalibrating any of these devices and this may be the job of E and he may have the

25 rights to do this. A, B and C wish o use the pan, tilt and zoom camera to focus on
their fanks at intermittent intervals to monitor their fish as a part of their
experiments so this is a shared device. A and B may be running experiments that
are on the same species and may wish to share their daia. C may be running a
confidential experiment and may not wish to share his data with A or B. The lights

30 may be globally controlled to simulate day and night and the times that they are
turned on and off may be useful data for A, B and C.



meani ng that a device is nore usefully reassigned or a new individual is
granted access to the control system Fromthe exanple given, it can be
seen that there is benefit in the conmon 15 devices bei ng managed by one
person, probably D. However, E nay be the only person trained to properly
calibrate sonme of the devices and is best given calibration rights over
sone or all of the devices. A may wish to share the | ogged data with B but
not the live current data - only | ogged2data. The control system enables
the granted rights over devices via comon authentication nmeans such 20 as
a password Arsysteme odpineperiiésduct asfarmissioney chairalsvand feefurso td hagket ihese

i gh d i .rLah Le. T .
Lot br at pon Wt firdie el R EAE L) AR ubdIS i b®MadRE B 45 efbogiment
i nf or mat i onthehixfined relatiarship belweiehlihe asdrs dedithe delibes is thé dinkbetvaserciou! d bg
e aut omatica ntere

entered nm |y ,when,.the device.is added or can | |
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From the example given, it can be seen that there is benefit in the common
15 devices being managed by one person, probably D. However, E may be the only
person frained to properly calibrate some of the devices and is best given
calibration rights over some or all of the devices. A may wish to share the logged
data with B but not the live current data - only logged data. The control system
enables the granted rights over devices via common authentication means such
20 as a password or some other kind of software or hardware key so that these rights
~ and functions are enabled only for the right people. |

The calibration and mainienance schedule for each device is best if it is
information that is associated with each device. This information could be entered
manually when the device is added or can be automatically entered in

25 configuration data from the manufacturer. The system can wam the calibrator (for
example E) in advance of impending calibration required or if it is overdue. Users
(A, B and C) can also be flagged if a device has not had its proper calibration
sqhedule maintained so that they know that their data or control application may
be affected. ' |

30 It may be beneficial to assign the rights for users based upon individual devices or
it may be more convenient and useful fo assign and manage the rights based



identifier. 10 The configuration data for the device can include the

| ocation of the environnment or device, pictorial representation,
calibration paraneters, control sequences, trigger |evels and dependencies
on ot her devices. Associated with devices and environments are user
comments. User comments present a |og of the changes and experi nental
notes that are nmarked in a | aboratory notebook style. That is, 15 once
notes are entered, they may not be delepgd to conmply with scientific audit
requi renents. Notes are attributed to the authenticated operator that

enters themyp &ﬂ%@@mwrﬁémﬁﬂm%é%@mﬁé@aﬁe @@Qo@ét\édrwmmrSexém;més acnan be
vi ewed and retr| eved %3 user, device and environnent just as any
r
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to the proce¥dorentiraimans irdenprojeciarut experimsaisuaead igsantHights pppepeately.
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t he devi ces e 1con, e or diagram of the 'can
change to mghtsm ehangse theg¢n\sronrr@mtam’wnaﬂﬂreplarametemazandmiawmmhwﬁbr 25
device. Eq I t

change  depirdiiyaihGvERE odhaf HREprefect softanglr it EpMIrort nRIRRRATY
al so be seecouldhdbe iassigapd bie aseépﬁrate)rlndiwﬂﬂelr byt linking gwvitho th@vl'eew&fﬂfwlent

pi ctures or. ic%z associated with different devices, other parameters can
al so be on a per user basis. Consider for exanple the air
terrperature sensor 30 that can be capable of sanpling air terrperature every

second. 1) e bSALAI adiE K08 GXRYERGREC'HE SRR EPaNd BRAoiie B

may reqw re te an every |rty seconds. A may
be concer neer dfavlﬂhe pmfwérrapmsanta@mm gg@ratlmeqa)amgtesﬁ, e@Niepd GrESRISNCRE. si us

while B "Bytrlggeﬁﬁoggreév?ﬁgd@ﬁe@én%gr&eéme.celeﬁw @e&é]aﬁermﬂdea&@%hsrs can

be stored w erm ssi on I'ven Tor each user to no
such conmorepémoaments areagsep @pnmrmts hlsed som&nﬁ% preBenhs lew Ahihe: ehenges

research, hg, BY,Mniththincid& kit (e Hakad M bhaBsifs notebook style. That Ts,
15 once notes are entered, they may not be deleted to comply with scientific audit
- requirements. Notes are attributed to the authenticated operator that enters them
and can be attached to devices and environments. Notes can be viewed and
refrieved by user, device and environment just as any logged data can. .

The pictorial representatlon can be an icon, picture or d|agram of the dewces or
20 environments fo be displayed while users are using the controller. These can be
imported or drawn using an application native to the process control system 1.

Another feature is that different pictures can be enabled for individual users and
users that have rights to the devices. Further, the icon, picture or diagram of the
device can change to indicate the rights that are enabled for that environment or

25 device. Equally the colour ar shape of the icon, picture or diagram may change
depending upon the state or trigger [e_ve!s of the device. '

It can also be seen that it may be useful for different users fo have different
pictures or icons associated with different devices, other parameters can also be
provided on a per user basis. Consider for example the air temperature sensor
30 that can be capable of sampling air temperature every second. A may require a
reading 'every second for his experiment while B may require a reading every



live (in real tinme) or fromthe | ogged archive of past data. O hers can

I ncl ude colleagues or the commercial aquaculturalist G B may grant G
access to B so that he can access the past data directly fromthe | ogged
data in the control system Perm ssions would prevent G from nodifying or
altering data, devices 10 and environnents and also not allow himto | ook
at the data fromA or Cs experinents. A second |level of utility may be
achi eved by inporting or exporting devigg, environnent and experi nment al
set ups between users and systens. For exanple, if B devel ops a good

process for niei i 'O @Uéry nql'niy S8t ridal %ehdypbé?%nﬁérr@&pi@rth@de#@eﬁéltin%ct Iy
to the aqua?ul tural I St has a sim |l ar_control system and w shes to

grow trout . \IHRGE leygl) Wo%ﬂ HGQ@F’F&%L@ while B grayaes congeraed, at o Megreesand

devices di Cegfulsy QucH ébdnﬂnbﬁ'ﬂa'rﬂﬁ@l‘e’ré’cﬁb@%tdr@@\nﬁtﬁtth'@dleﬁb@ ahﬁ?eﬁﬂ}é'srdﬁ””e”t
and control setup substituting devices and environnents mlarly a
Qﬁ@\%‘l

manuf act ur e8IVeR fef user tomediy sNghieomen paraelersas pev iagikyesdsst i t uti on
for other parts and the easy 20 addition of sensors and act uators Such

i nported _an ted da be in the formaqf a computer fi S
transf er Ped Hﬁﬁﬂ%i‘ﬁ? cog}pqtgg%r%gagcgﬂhewag%% F‘bﬁh%rectgﬁ‘rdﬂ@ S%E@rsrreans
such as enpd ( :ﬁcréamu?br ifdet Md Ridgel Aehies oI Rst eald. y Cikes @inchleal | ed
by a special protocol that is set up between controllers in order_ to

facilitate colleagueserdhafpmmerciabaguagufiwiaistgy BMa6ompt ChAsceszriodd sehr ough

a TCP/ | P CO@HLaAh HcOH the bbst‘"@é'ﬂadds%ﬂgm'tﬁba{b G&1 dexPH ke cdak@ to be
acconpanied by a |l ogic diagram show tn&df e |nterre atlonshlq,gs bet ween

devi ces andS¥ERMr oReENEIONH World Braysnt Edroromeddying o akeringgaka, evisgisc
di agr amqgoubgy RewFERAEAICafd i %\ﬁﬁ%h&mpﬁu o USK BE thé R4 tﬂ%tnh A d?f C*she

control data or it can be viewable through the systemcontroller
sof t war e asSYR&MaITS.i ts nornmal operation after i nportation. -26- Flnally,
i f devices and environnents are shared between users there are special
consi der ati gns when, addi or .deleting users, devices and

ot on ot B Seqong Intel o6 U@, he SBiateA B IPBTDG: &F $HEOBRs RN had

environment and experimental set ups between users and systems. For example,
if B develops a good process for growing frout, the control set up can be exported
15 directly to the aquaculturalist (G) who has a similar control system and wishes t6
grow trout. Here, it would be allowed for G fo take the environments and devices
directly or fo intelligently merge the setup into his environment and control setup
by substituting devices and environments. Similarly a manufacturer of a device
can provide the data fo allow easy substifution for other parts and the easy

20 addition of sensors and actuators.

Such imported and exported data can be in the form of a computer file that is

transferred manually, or it may be sent by gléctronic communications means such

as email for manual installation or automatically sent and installed by a special

protocol that is set up between controllers in order to facilitate this. For example,
25 asimple way of doing this can be through a TCP/IP communication port.

[t would be beneficial for exported data to be accompanied by a logic diagram
showing the interrelationships between devices and environments in the exported
control scheme. Such a logic diagram could be separate and viewable prior to the
importation of the control data or it can be viewable through the system controller

30 software as part of its normal operation after importation.



perm ssion rights to do so) but A B, and C depend on this information for
‘their 5 successful experinent then experinental integrity could be

conprom sed. To get around this several schenes are used. Firstly, if a
device is to be renoved or reassigned to a new environnent by D, then A B
and C can be automatically informed by email or another comunication
nmeans of the change. At another |evel of sophistication, A B and C nay
not have ownership or change rights for26-10 device but the data provi ded
by it mght still be critical to their work. They may have a veto right on
t he renoval Fimaflgrit devibys bihe enyistrenentstaré shhridr betweeniusery thlere why kpéial
conpleted. [f_a nem/deV|$e S added 0 an enV|roE@nnt or system and i.s
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controls that are i de u ommuni ca via email or another
communi cat | BATHESIAR rights; 10sdQ éPi/Eerg baﬁngéf dgpgRd onsthls infpraaipr forstheinysed

devi ces. sFusideessful éxp%rmﬁ?érﬁQﬁbrp%é?mé?ﬂalliﬁtb@ﬂty&:dﬂm/bé%ohﬁ;rd@@@ﬂe¢of@étm t he
systemthen this needs to be mana the system_1In the first |nstance

t he ovvnersh?@”ﬁﬁdh'sﬁ"ﬁ%%e%ﬁl%Tgli@eﬁdd:é@”ﬂo'fa%d@%%ﬁ ) beaeawned|arst  of

rights or a?e%'sglpﬁé'dtt@ AnBRVerRAbARRN Eﬁnj hménlA B%od@vemﬁeamomaﬁﬁwgned
upon the renpva a person, then ffered to existing

peopl e in tREOEEREDERE O Anothar %’FN)P'&'@%“QST n@anﬁ@f/tﬂ%\ﬂ“éég%eférﬁfﬁﬂlﬁrabove
Simlar usaﬁeelcmopﬁ.sﬁaétr@pw &t & b%awbttweeo\uﬁ&éﬁ[ CHr dﬁ@ﬂggh ht%'foﬁ‘ad

research 25 establishnents 1n many use.

gener al 1§ ap@Vice Byl ter data proyided \'Pé{r"i anﬂght@ltlll m@rﬁ@ﬁl tmﬂ@rrdfv@rdsntmﬁy ¥ s
beyond the ﬁ@éas %&d’@tﬁa&?{ﬂé [%mcwavsﬁfgrc%dw fd %’ysté!\ﬂ drfﬂ] e P‘H{e?—.téls

gi ven here a sing enterpri se, notion o vices and
per m ssi onswegris pemplsteds any control network that spans 30 nultlple
enterprises, locations or the world. -27- It will be readily understood to

persons skilled in the art that the term' process' can
If a new device is added to an environment or system and is available for general

or restricted use, then its services can be offered to the users in order that they
15 can take advantage of the data or controls that are provided. This could be
communicated via email or another communication means or its services can be

advertised in a list of unused devices.

Further, if a person owning or using a device is removed from the system then this
needs to be managed by the system. In the first instance, the ownersh-ip and
20 rights could be added to an existing persons list of rights or assigned io a new
person. Further if the devices are unassigned ‘upon the removal of a persoh, then
they might be offered to existing people in the same manner as thé_ services of a

new device described above.

- Similar usage can be extrapolated for multiple users of commercial and research
25 establishments in many fields of use. The approach is generally applicable to a
wide variety of automation and contro! uses beyond the aquaculture example

given.

Similarly, while the example is given here of a single enterprise, the notion of
sharing of devices and permissions can be across any control network that spans

30 ‘mu!tiple enterprises, locations or the world.



be construed to include any process or operation in any context and should
not be limted, for exanple, to industrial or comrercial contexts. Devices
can be any object or person and can include, for exanple, people and
animals as well as 5 inanimate objects. The termenvironnent is to be
construed as any aggregate of things, conditions or surrounds and can be
for exanple a person, spatial region, or object, and could be real or
virtual. Throughout the specification,-2m ess the context requires

ot herwi se, the word "conprise" or variations such as "conprises" or
"conpri si ngt'williel reatiity wiitesteoo twipémond Skiflepinthe et thacthesemn ‘ppocsssstat ed

i nteger or group, of . integers but not the exclusion of an th i Nt eger or
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provi de datfing CPI'?B‘“OE%HF =YIP can be oh&xeBRte 3IPeEton: SPRIRITaIPR t o
control, oRekBlett, ANE coBRIYEal Or viltha, peri pheral devices to thereby provide
an aut omat ed process control system the peripheral devices having
predeterm ned functions and trigger conditions 10 associated therewith, and
wher eby t hahesughoat ks specifestionblubidse el tatextidrr@ngs sthewidst eeRord
peri pheral ,devices and_triggfr condi tions,to, set %ﬁgnpnﬁ%eternined contro
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devi cestawRp@h& Fekic 6Tk BiagicPintdyet al gidlpnifiihfefersdanend e extyion bhe
envi ronnent , aggﬁthe | evel of %he hi erarchy, in which it is |ocated, an
updat ed 15 28¥ S5 HBGLRRL I T IRIS9EE  chi cal identifier being generated and
stored by the controller in response to a change in an environnent, the
controller being further operable to initiate a control sequence for one
or nore of the peripheral devices in response to the generation of an
updated identifier.




2. A process control systemas clained in claim1l1, wherein the controller
Is operable 20 to store infornmation regarding the process control
equi pnent, and operational paraneters, the information and paraneters
being linked to the hierarchical identifier. 3. A process control system
according to claiml or claim?2, wherein the controller is operable to
store information related to each enviromggent in which the process 25
control equipnent is located. 4. A process control systemaccording to
claim 3, fur{TherClaiomspPefining the nvantiondire ps #pllowsi t, the control |l er being
operable to display the environnental i nformation and the hierarchies
graphical ly an he vi sual

h
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the environment, and the level of the hierarchy, in which it is located, an updated

15 associated variable' hierarchical identifier being generated and stored by the

controller in response to a change in an environment, the controller being further

operable to initiate a controf sequence for one or more of thé peripheral devices

in response to the generation of én»updated identifier.

2. A process control system as claimed in claim 1, wherein the controller is operable

20 to store information regafding the process control equipment, and operational

parameters, the information and parameters being linked fo the hierarchical
identifier.

3. A process control system according to claim 1 or claim 2, wherein the ¢ontroller is
- operable to store information related to each environment in which the process
25 control equipment is located. |

‘4. A process control system according fo claim 3, further comprising a visual display
unit, the controller Being ‘operable to display the environmental information and
the hierarchies graphically on the visual diéplay_ unit, whereby a user can browse
through the displayed hierarchies.

30 5. A process control system according to any preceding claim, wherein the
peripheral devices are virtual devices modelled and implemented by -the

conftroller.



15 10. A 'process control systemaccording to any one of clainms 7 to 9,
wherein the controller is operable to determne if a peripheral device is
added' or renoved fromthe system and to redefine dependenci es between
users and the added or renoved peripheral device by associating the

rel evant identifiers. 11. A process control system according to claim 10,
wherein the controller is 20 operable tgﬁgenerate a conmuni cation to users

. i PE 1 of : I , -
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the controll er confraigeisaipemsbletol seb up thedependpudies bstwaen periptiens devicehiand
coupl ed peri phef@'ggr&ﬁ]\ﬂ'itfbﬂ?uggéréo\o’ltrolabf%ﬁ%eko' | er for a process control

system the proc contro stem i ncluding process control equipnment
coupled to the controller, the process control equipnment conprising one or-
nor e peri pheffal Adeocasesoptrah\sysiedh accooting tor anypreceding/¢laior) wherain ohber more

envi ronnerg s bej | ri ' , roce ol
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an -30- autonat )r 0C ntrol system peri pheral "devi ces
predeterm ned flifePedpkerakievicesgger conditi ons associated therewith, and
whereby the controller is operable to define dependenci es between

peri pheral deviges and trigger . conditions to.s redet erm ned cqntr ol
sequences fo%‘t%eprBF‘?ﬁ,seg@t'g’gﬁWtﬁm %C@ﬂiﬁﬁ)i%ﬁ{a,'m md”%%?éﬁﬁ quE’epQJPP‘EJﬁ%'?aI
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environnment, ang t Y of, the, hierarc in ch it .is Located,, an
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stored by the cprpedickeavailabley esgzehoéthedinkedbsarge i n an  environnent, the

controller being further operable to initiate a control sequence 10 for one

or nore of the peripheral devices in response to the generation of an
updat ed i den®i f Aeprocess control system according fo claim 8, wherein the properties include

rights of control and/or access to the associated peripheral device.

15. 10. A process control system according fo any one of claims 7 to 9, wherein the

controller is operable to determine if a peripheral device is added or removed

. from the system and to redefine dependencies between users and the added or
removed peripheral device by associating the relevant identifiers.

11. A process control system according to claim 10, wherein the confroller is
20 operable to generate a communication to users in response o a detected
addition or removal of a peripheral device.

12. A process control system according fo any one of claims 7 to 11, wherein the
controller is operable to import and export data relating to the coupled peripheré[
devices. '

25 13. A controller for a process control system, the process control system including
process conirol equipment coupled to the contréller, the process control
equipment comprising one or more peripheral devices provided in one or more
environments, the environments being arranged in a variable hierarchy, the

“process control equipment being operablle_ in response to signals from the -

30 - controller and to provide data to the controller such that the controller is operable

o control, operate and respond to the peripheral devices.to thereby provide an



14. A controller according to claim 13, wherein the controller is operable
to store information regarding the process control equipnment, and
operational paraneters, the information and paraneters being |inked to.
the hierarchical 15 identifier. 15. A controller according to any one of
clainms 12 to 14, wherein the controller is operable to store information
rel ated to each environnent in which the rocess control equipnent is

located. 16. A a?{?é}hét@!i (5??6%6%8%851‘?& stef, érai W@ﬁ&é‘é Ha\hrjitﬁ %@feﬁ‘ﬂlﬁeﬁl os

operable to di e enviro rrenta rrratr hi er ar
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user can browsqg tdpepatdd tbh@efﬁesééjﬁéﬁéénczéﬁ Vehl<eh BEriphbral a‘e\ﬁéé%t éﬁaltﬁgger

according to aﬁy one of clainms 1 wherein the peripheral devices
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wherein t e device prop er erm as ong.o con res
and the controlupéaterdsdemlﬁelabl e, through the defined dependency bet ween
users and peri pheral device s to define the properties available to each

of the linked users. ontrol | er according to clajm 20, wherein the
properti es .%rm&entrqllgmagcqrfﬂmsctﬁt%m #nwhereinatheceantroller igeonerabie g sigye

peripheral devijgematin A‘egérlaﬂrrglo@F 666 didatrblo &filiprRa®t, Ohnd | @bemitidialt 0

21, wherein the controll
parameters, tﬁe mf%rmatron and parameters being linked to the hierarchical

15 identifier.

15. A controller according to any one of claims 12 to 14, wherein the controller is
operable to store information related to each environment in which the process
control equipment is located.

16. A controller according to clarm 15, wherein the controller is operable to display

20 . the environmental information and the hierarchies graphically on a visual display

unit coupled to the controller, whereby a user can browse through the displayed
hierarchies. | |

17. A controller according to any ‘one of claims 12 to 16, wherein the peripheral
devices are virtual devices modelled and implemented by the controlier.

25 18. A controller according to any one of claims 12 to 17, wherein the controller is
operable to set up the dependencies between peripherél devices and trigger
conditions under control of a user.

- 19. A controller according to any one of claims 12 to 18, wherein one or more of the

- peripheral devices are users of a system and the controlier is operable to define

30 the dependencies and/or properties between users and other of the multiplicity of

the peripheral devices and properties of the other of the multiplicity “of the
peripheral devices. | |



operable to determne if a peripheral device is added or renoved fromthe
system and to redefine dependenci es between users and the added or renoved
10 peripheral device by associating the relevant identifiers. 23. A
controller according to claim 22, wherein the controller is operable to
generate a conmunication to users in response to a detected addition or
renoval of a peripheral device. 24. A cgpiroller according to any one of

clainms 19 to2@3 8 abkediagn iRl 189S i | i '
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aut omat ed process control system the peripheral devices having
predeterm ned functjons and frigger conditions associated therewth, the
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for the process cont rol?;er%w grren ;. associ at ILPﬁ% an hi E’F??ré%hl cal identifier
with each peri fHgr &0 "gdefneed B%E’f?ﬂ‘é’ﬁ? beiWsaN t Yrere Andy fed grgremevedey el
of the hilerar chperipherandiévide byt adsacibbapihedelevar idantifiési Ng t he associ at ed
vari able hierarchical identifier at the controller and storing said

hi erarchical Identifier therein in response to a change in an environnent;

and initi ati2¥d Acedrdlepacoediog ircdaino22,omeerein the centudllet fscopseatilep keganeratevi ces:
under 5 contr 2 M. e rat i

updat ed identi 19% g?&n{ugféaﬁﬁp%tﬂﬁ%ﬁ Igcrggéogﬁﬁgats%d% _aCI m (gfm]?'u‘?]{ téeplﬁb\%]:)ﬁgrgi si ng
the step of st drigherahdeiaeat i on

. 24. A controller according to any one of claims 19 to 23, wherein the coniroller is
16 operable to import and export data relating to the coupled peripheral devices.

25. A method for automation of a process conirol system, the process control system
comprising a controller and process control equipment coupled to the controller,
the process control equipment comprising one or more peripheral devices

provided in one or more environments, the environments being arranged in a
20 variable hierarchy, the process control equipment being operable in response to

signals from the controfler and to provide data to the controller such that the

controller is operable fo control, operate and respond to the peripheral devices to

thereby provide an automated process control system, the peripheral devices

having predetermined functions and trigger conditions associated therewith, the
25 method including the steps of: '

defining dependencies be‘;ween peripheral devices and trigger conditions fo
set up predetermined control sequences for the process control equipment;
associating an hierarchical identifier with each peripheral device dependent
upon the environme_nt, and the level of the hierarchy, in which it is located;



regardi ng the process control equi pnent, and operational paraneters, the

I nformati on and paraneters being |linked to the hierarchical identifier. 27.
A nmet hod according to claim?25 or 26, further conprising the step of
storing 10 information related to each environnent in which the process
control equipnent is located. 28. A nethod according to claim?27, further
conprising the step of displaying the epgironnental information and the

hi er ar chi es gr aphipdating then associateth variibiep Ihityarchichl idehtifich it phé COaBoIRS Hnyo!

system wher eby r : et h.t he displayed .15 hjerarchies.

29. A net hod -accgﬁtmgsggng{%% %ﬁ%"l é&éng'ﬁgﬁ {erslp 'Popefg?é"*‘r%‘? ﬁePh%'?:ﬂ?'pm &ng
the step of nodenvirgrmenttandpl enenting virtual devices as part of the
process control equipnent. 30. A nethod according to any one of clains 25
to 30, wherein one, or nore of the 20 peripheral devices are users of a
system and t he ndiHHG; & ePRfrrd seayrnCE Pk ARe Or Blosp of thedkeriphietsy deviess under
dependencses and/chtr§llc? B ddn@dlidr : i f - pplicity
of the peripheral devices and prg’?)er iarééééglgftﬁ? e gﬁc;e}féfo ‘{pﬁé{éﬁéﬂ%ﬂ%ﬁ city
of the peripheral - devices. 31. A nethod according to claim30, wherein the
met hod i ncl e Mgthostasgorgingdeclakn 2§. furiBen semnptisingdke pieppé storipg infarmatioh ude
perm ssi ons, CQB§AA8hn r ' t of
defining the pr_gé ertjgegﬁg\?gciﬁ'%%l(gﬁpgln%_gg%ﬁlgpt'gﬁﬁ@@Fébrﬁzée}gnaﬁ?g%n?&?%f gﬁah t he
def i ned dependé'?fgsf"%@!‘\ﬁ@emacw@smw@k%tmﬁhglhmemh@abdemer.A met hod
according to claim 31, wherein the properties include rights of control

and/ o(rj. accsﬁ.tﬁon’tdﬂmda?@mcdiﬁg &dgmﬁ?i'a@;gﬁ 26, mﬁﬁ%l@@gm?rﬁ&]g tﬂ@ sté(f'» fﬂét tgﬁ,ﬁng .
accordi ngyto an e i 15 0, i,nc | e step of deferm ning
if a per ?%her aﬂ*ﬂ%ﬁ@g r?@egatae‘?f'cgre"%w I l"%fﬁhtntﬁﬁ %?@F@ﬁgﬁm qiPMetief | ne
dependenci es bds lmeatedusers and t he added or renoved peripheral device by
associating the relevant identifiers. 5 34. A nmethod according to claim 33,

including the, o RRtRY SBRIIAY t'%afn 27, further comprising the step of displaying the
environmental information and the hierarchies graphically on a visual disblay unit
of the process control system, whereby a user can browse through the displayed

15 hierarchies.

29. A method according to any one of claims 25 to 28, furthef comprising the step of
modelling and  implementing virtual devices as part of the process confrol
equipment.

30. A method according to ahy one of claims 25 to 30, wherein one. or more of the

20 peripheral devices are users of a sysiem and the method includes the further

Step of defining the dependencies and/or. properties betweeh users and other of

the multiplicity of the heripheral devices and properties of the other of the
multiplicity of the peripheral devices.

31. A method according to claim 30, wherein the method includes the _step of defining

25 the device properties fo include permissions, controls and features and the

' -method includes the step of defining the properties available to each of the linked
users, through the defined dependency between users and peripheral devices.

- 32. A method according to claim 31, wherein the properties include rights of control
and/or access to the associated peripheral device.



comuni cation to users in response to a detected addition or renoval of a
peri pheral device. 35. A nethod according to any one of clains 33 or 34,

i ncluding the steps of inporting and exporting data relating to the
coupl ed peripheral devices. 10 36. A process control systemaccording to
any one of clainms 1 to 12, wherein the peripheral device is a person or an
i nani mat e device. 37. A controller accorgisng to any one of clainms 13 to 24,

wherei n the PparApmettad actevdieg tbSary BRE SHNCISNsABOI 18282 MMeRIdREY e stepd of A
nmet hod accor di ng tt ﬁ%@n% .f)ne af cllai ns 25 tQ 35, wherejn the periphe aP :
device 15 is a paryBhudtaReriPheiAl druce iedded or semoyedsiremdie sysieby and &y st em
substantial |y asedebneideperideneied eratwedre dswist ind e EAEE or trembléd RFplednd 2
of the acconpanyi.f | A0 A contraller substantially as
her ei nbef or e deés(éc"rll b@ﬁ#ﬁ%ﬁ%éﬁé?@“@g“{e&g Yures 1 and 2 of the
acconpanyi ng drawi ngs. 20 41. A nethod substantially as hereinbefore
describedsw 84 AChRERAE CadoBrdPUbCHiaim2B8, HicBliink Nt CE8IPAM Y&t WIS
communication to users in response to a detected addition or removal of a
peripheral device.

35. A method ‘according to any one of claims 33 or 34, including the steps of
importing and exporting data relating to the coupled peripheral devices. '

10 36. A process contral system according to any one of claims 1 to 12, wherein the
peripheral device is a person or an inanimate device.

37. A controller according to any -one of claims 13 to 24, wherein the peripheral
device is a person or an inanimate device. :

38. A method according to any one of claims 25 to 35, wherein the p,éripheral device
15 is a person or an inanimate device.

39. A process control system substantially as-hereinbefore described with reference
to Figures 1 and 2 of the accompanying drawings.

40. A controller substantially as hereinbefore described with reference to Figures 1
and 2 of the accompanying drawings.

20 41. Amethod substantially as hereinbefore described with reference to Figures 1 and
2 of the accompanying drawings.



