1 SYSTEM AND METHOD OF | DENTI FYI NG THE USER/ POSSESSOR OF A MOBI LE STATI ON

Field of the Invention [0001] The present invention generally relates to

aut henti cation of nobile stations, and nore particularly to a system and

met hod of identifying the user/possesspr of a nobile station. Background

of the Invention [0002] Tel ecommunications have been transfornmed by the

advent of gorj. able nobile stations such as nmobile phones. The nmobile phone
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stolen or lost. If the user/possessor of the stolen mobile phone cannot be identified, there
may be a black market for the stolen/lost mobile phones. It will inevitably increase the
losses of the mobile phone owners.

[0003] There are provided many approaches to deter the theft of mobile phones.
For example, some networks authenticate the users of mobile phones by validating the
IMEI number, allowing the networks to blacklist or block the usage of the invalidated
mobile phones to access the networks. However, it does not identify the user of the
invalidated mobile phone.

[0004] U.S. Patent 6,696,941 discloses a system and method for remotely
triggering an audible alarm within a mobile phone. The mobile phone comprises a remote
trigger detection element that responds to an alarm personal identification number (PIN)
entered by a remote user to produce an alarm signal. However, the identity of the user of
the mobile phone is not revealed.

[0005] JP 2003199155A discloses a mobile communication apparatus having a
function of authenticating a possessor itself. If authentication is failed, the theft can
automatically be reported to a service center and the owner. However, the authentication
is complicated by using fingerprint, voice print and iris authentication method. Moreover,

the identity of the user of the mobilé phone is not revealed.




a transponder to be used for authentication purposes. The transponder is
input with user- specific information. When an interrogating readi ng device
stinulates the transponder, the transponder emts the user-specific
information. This enabl es authenticatipn of a user. However, the addition
of the transponder and interrogating reading device to a nobile phone
increases its cost. Myreover, the operation is not convenient. Furthernore,
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i f the iapatentivithasmwnceltd the detgidd ddstigptlodSl nunber capture program
captures the I M8l nunber fromthe inserted SIMcard and stores the captured
| MSI  nunber into the nenory of the nobile station, and the nobile station

goes to normal operation; orsﬁmﬁ{mftﬂgl%ggﬁj, put U password if wong,
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the nobile station will send t er of the newy inserted SIM
card to the network; thereby the user/possessor of the nobile station is
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user/possessor of a mobile station. When the mobile station is first purchased, the method
for identifying the user/possessor of the mobile station comprises the steps of
programming the mobile station with a user interface (UI) password when the mobile
station is first powered on without an SIM card; wherein the mobile station has an
international mobile subscriber identity (IMSI) number capture program allowing the
mobile phone to capture of the IMSI number from an inserted SIM card and store the
captured IMSI number into the memory of the mobile station; and authenticating the
user/possessor of the mobile station after one SIM card is inserted into the mobile station;
wherein the authentication is executed by asking the user/possessor to input the Ul
password; whereby, if the input Ul password is right, the IMSI number capture program
captures the IMSI number from the inserted SIM card and stores the captured IMSI
number into the memory of the mobile station, and the mobile station goes to normal
operation; or whereby, if the input UI password if wrong, the mobile station will send the

IMSI number of the newly inserted SIM card to the network; thereby the user/possessor of

the mobile station is identified.




user/ possessor of a used nobile station. The nethod conprises

aut henticating the wuser/possessor of the nobile station after one SIMcard
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[0011] The objectives and advantages of the invention will become apparent from
the following detailed description of preferred embodiments thereof in connection with the

accompanying drawings.

Brief Description of the Drawings

[0012] Preferred embodiments according to the present invention will now be

described with reference to the Figures, in which like reference numerals denote like

elements.

[0013] FIG 1 shows a flow chart of the first start when a mobile phone is
purchased.

[0014] FIG 2 is a flow chart showing the processes when an SIM card is inserted

into a mobile phone that has programmed Ul password and at least one stored IMSI
number.

[0015] FIG 3 is a flow chart showing the abnormal handling path.




[0017] Throughout this application, where publications are referenced, the
di scl osures of these publications are hereby incorporated by reference, in
their entireties, into this application in order to nore fully describe
the state of art to which this inventi@n pertains. [0018] The present

i nvention provides a systemand nethod for identifying the user/possessor
of a nobile station. As discussed above, the representative device for
nobil e stations is nobile phone. Thus, the present invention will be

illustrated by detail ed WAt i trd £yl t he user/ possessor of a
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nobi |l e phone. It is to be appreciate the principles of the present
i nvention are applicable to any nobile stations that provide an
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of one gisrent of the present invention, there is provided a brief
description of the principles of the present invention. A nobile phone has
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network service center to inactivate the SIMcard. Thus, the theft or
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present invention is in principle employing the IMSI number of any SIM card to identify
the user/possessor of a mobile station.
[0020] Prior to a detailed description of one embodiment of the present invention,
there is provided a brief description of the principles of the present invention. A mobile
phone has a user interface (UI) password that allows a valid IMSI number to be stored in
the memory of the mobile phone, wherein the last IMSI number stored will be the default
IMSI number that is assumed to identify the rightful owner. When the mobile phone is
stolen or lost, the owner can contact the network service center to inactivate the SIM card.
Thus, the theft or possessor of the stolen/lost mobile phone has to insert a new SIM card in
order to use the mobile phone.
[0021] When the theft or possessor of the stolen/lost mobile phone inserts his SIM
card into the mobile phone and powers it up, the mobile phone will check the IMSI number
of the newly inserted SIM card by comparing it against a database of the IMSI numbers
stored previously in the mobile phone. When the mobile phone detects that the IMSI



a notification nessage to the GSM network via USSD. Then default | M
nunber and invalid I MSI nunber will be sent to GSM network via the USSD
command by the backend application programof the nobile phone. [0022]
USSD request is passed by the MsSC to # appropri ate backend application
programto process the USSD request. en the subscription profiles of the
owner and the user/possessor will be retrieved and sent to proper
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120. The step 130 is a decision naking one where the nobile phone wl|

check wherinviples dfgh&pres¢nt invienperssword is correct. |f the key-in password is

correct, | MSI er, capture progra il .C e r from
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step 160. Back to step 130, if the key-in password is wong, the nobile
phone wi mpbiesrhanedas andMSLyumbsr ¢aptuse pFpram allipyvelg the mabils PROBRIY @PBES maki ng

step. If,t ey- | i LRt t g il e
hone vi 17 195 ol glop 30 RS SIM LB apl hork e SEABGHI G mdeh JHORC P 1 o
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6 shown in FIG 3 detailed hereinafter. The wh%le prg,(ieSﬁ shown in FI(? 1 can
be surméewlesredfram ghe patvetki g spelifo thsrowered on mobile phone is programme

with a user interface (UI) password. It is noted that the UI password will activate the IMSI
capture program so that a new IMSI number will be captured and stored in the mobile
phone memory. Thus, the UI password will be strictly private and confidential and stored
permanently in the memory. After the UI password is programmed, the mobile phone is
turned off. Then a new SIM card is inserted. When the mobile phone is powered on again,
a key-in of the UI password is required as shown in step 120. The step 130 is a decision
making one where the mobile phone will check whether the key-in UI password is correct.
If the key-in password is correct, the IMSI number capture program will capture the IMSI
number from the inserted SIM and store the IMSI number in the mobile phone memory as
shown in step 150. Then the mobile phone will go to normal operation as in step 160.
Back to step 130, if the key-in password is wrong, the mobile phone will ask a second try
as in step 140 which is also a decision making step. If the key-in UI password is right in
the second try, the mobile phone will go to step 150 as described above. If the key-in US

password is wrong again, the mobile phone will proceed to the abnormal handling path as



[ 0025] Enter User Interface (U) password { If U password OK M5 resident
program extract installed SIMIMSI and store in M nenory Normal Operation
Else if Counter decrenment by 1 If counter reaches O Go to abnor nal
handling path Else if go back to Ent U password Endif Endif } [0026]
FIG2 is a flow chart show ng the processes when an SIMcard is inserted
into a nobile phone that has a programmed U password and at | east one

stored I9Bvn Hukber3 detailed haseiapBeood hehaholgnporsascehogn én iFiGet 188 Bef or e
t he nobi hone. | farted at . step 200. When the nobile phone is powered
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found in the database, the Il%iloblef?) h(t)ne will proceed to nornmal operation
as in step 260. If the | M| NOBLPPSEUORe  newiy inserted SIMcard is not
found in the database, ¥f@fiobile phone will proceed to step 240 to see
whet her a U password has be@?ﬂl’éﬁﬁ&ﬁ@ﬁwﬁﬁb}hbut pronpting. If no password
is entered, the nobile phone wil |IfgpuderseaghesOne for the user to enter the
U password as shG@Gwo atmosha@haf8ling pdtht he gi ven tinme is not expired, the
user wll have the chance to entEeifhe U password as shown in step 240.

I f the given tine gSbRkRS Eatdr WIphAaword any entered U password, the nobile
phone wi |l proceed to the abnornmat,dzandl i ng path as

Endif

}

[0026] FIG 2 is a flow chart showing the processes when an SIM card is inserted
into a mobile phone that has a programmed UI password and at least one stored IMSI
number. It is understood that an SIM card is inserted before the mobile phone is started at
step 200. When the mobile phone is powered on in step 210, the programs in the mobile
phone memory will run. Then in step 220, the mobile phone will compare the IMSI
number of the newly inserted SIM card with the IMSI number database residing in the
mobile phone memory. The step 230 is a decision making one where the mobile phone
decides whether the IMSI number of the newly inserted SIM card matches any stored IMSI
number. If the IMSI number of the newly inserted SIM card is found in the database, the
mobile phone will proceed to normal operation as in step 260. If the IMSI number of the
newly inserted SIM card is not found in the database, the mobile phone will proceed to
step 240 to see whether a UI password has been entered without prompting. If no
password is entered, the mobile phone will give some time for the user to enter the UI
password as shown in step 250. If the given time is not expired, the user will have the
chance to enter the Ul password as shown in step 240. If the given time is expired without
any entered Ul password, the mobile phone will proceed to the abnormal handling path as
shown in FIG 3 detailed hereinafter. Back to the step 240, if the user enters a Ul password,
the mobile phone will proceed to check whether the entered UI password is correct as

shown in step 270. If the entered UI password is right, the IMSI number capture program



shown in FIG 3 detail ed hereinafter. Back to the step 240, if the user
enters a U password, the nobile phone will proceed to check whether the
entered U password is correct as shown in step 270. If the entered U
password is right, the I MSI nunber cap}ure program 7 will capture the | M
nunber fromthe inserted SIMand store the I MSI nunber in the nobile phone
menory as._shown in steg 280. Then _the nobile phone will_go to normal
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pat h EI[%gz_,l]f Go tp%v%?toerlngl password Endif Endif Endif }

Check IMSI of installed SIM against IMSI stored in MS memory
{
If IMSI found is the same as the IMSI stored in the MS memory
Normal Operation
Else if
If User enter UI password without prompting
If password is correct
Installed SIM IMSI is stored in MS memory
Normal Operation
Else if
Go to abnormal handling path
Endif
Else if
If timer has expired
Go to abnormal handling path

Else if
Go to enter UI password
Endif
Endif
Endif
}
[0028] FIG 3 is a flow chart showing the abnormal handling path to which a

mobile phone will proceed when the user/possessor of the mobile phone fails to enter a Ul
password or enters a wrong Ul password as shown in FIGS 1 and 2 discussed above. In
step 300, the mobile phone will send to the GSM network the IMSI number of the newly
inserted SIM card and the last valid IMSI number stored in the database of the mobile
phone memory if it is available. In certain embodiments, the IMSI numbers can be sent by
using the USSD command string. When the GSM network receives the USSD command
string, it will send the command string to the backend application program. The backend
application program is co-located with the switching network center and will retrieve the
subscriber profile of the newly inserted SIM IMSI number as shown in step 310. Then in
step 320, the backend application program will retrieve from the GSM network the profiles
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network the I MSI nunber of the newy Tinserted SIMcard and the last valid
| MBI number stored in the database of the nmobile hope me y if it_is
avai | abl ¥ the subsgrbesifar BrirshY ST puyraber prd the mbriver: ﬂtfelrl(g@rﬂwwr ofisi ng
t he USS qlmr | Qe n r ecel V. . nd
string, qlhtg W | ﬂlssglﬁlt%d tg E\g é(ég&rfrrg%r%%%n%%%mt%@ﬁlggﬁleﬁggg%g% ti ggmgogr am
The backepart tlzgdphn bafilcdnwith popanaitborttteslas chdved inndtéh33theThanproctrsergofitbe wor k
center and will retrieve the subscriber Ry file of the,newWy inserted SIM
VBl nuriiorial handlee A sarue supmarded i i TolewipE s5tdoEhls. backend

appl i catjoggb) Pr 09r amupbihal T8GIiRY Pathr 0M t he GSM network the profiles 8 of

t he subscriber forgthe last valid I M5l nunber and the subscriber for the

| MSI nunber of the newy inserted SIMcard. Finally, the backend

application progr i print o re t hat ca filed with proper
authorities as sh%\é?IMsgf’&Blbﬁ@é‘.LgIﬁ%argrag‘g&sslélngW ?wéﬁhﬁ fral  handl i ng
path can be summarized in the follow ng. pseudocode. [0029] Abpor nal
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new user and the o} d valid user } [0030] The present invention provides a
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in a sinple and conyeni ent manner as Jong as the, user/possesspor .of the
nobi | e gﬁB?Ri_ chang%ed?ﬁe%PMné’ﬁ’i‘tb‘?n_ PPVisS géwtgpmnéé?ﬁﬁ?i%ahgg} 1(@8&18/ tPhe
| ocal Chﬁ%lf/prbm&be%%bg (gﬁ?'rﬂcﬁzilgqﬂ{bﬁe%li s8518 Ghd adviR el YahiBlast REg AsMhear d

inside t one is ‘one that has been authenticated. Thus, no
aut hent i est/possesser bf theahdtole phone ckawmes an SBYuiarde dif on neweSIM eardgaimsertedhd no

aut henti gati o 0 ndg will. be sent. t he .network. OnlLy when.a.new SIM
card is ¥ é@?‘{]ég‘e% a?%omﬁ@ep‘ﬁﬂtgetf"gcﬂﬂflrv n?ﬁg{at éhi#mp"&&gwﬂ% %{8
entered gEbIEThbYe ANEndHRAIMES beeHBReARLdIS EThROSSCASNtRAtiGh/I&idagiophone
fails to enter the U password or enters a wong U password, his identity
will be pwogessisdequisedtdnethesienpariond. noGishensisatiameomaenth val degent wethpr esent

I nventi OHet'w%rlE.he)tnlyt vhv e Q%]:extv éﬁ\/l Bard is inserted will the mobile phone require that a Ul

(

password be entered correctly and promptly. When the user/possessor of a mobile phone
fails to enter the UI password or enters a wrong Ul password, his identity will be revealed
by the GSM network. One apparent advantage of the present invention is that the theft of a
mobile phone will be discouraged and that the stolen/lost mobile phones will be more
likely to be returned to their proper owners.

[0031] While the present invention has been described with reference to particular
embodiments, it will be understood that the embodiments are illustrative and that the
invention scope is not so limited. Alternative embodiments of the present invention will
become épparent to those having ordinary skill in the art to which the present invention
pertains. Such alternate embodiments are considered to be encompassed within the spirit
and scope of the present invention. Accordingly, the scope of the present invention is

described by the appended claims and is supported by the foregoing description.



nobi | e phone will be discouraged and that the stolen/lost nobile phones
will be nore likely to be returned to their proper owners. [0031] Wile
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whereby, if the input UI password is right, the IMSI number capture program
captures the IMSI number from the inserted SIM card and stores the captured IMSI
number into the memory of the mobile station, and the mobile station goes to normal
operation; or
whereby, if the input Ul password if wrong, the mobile station will send the IMSI
number of the newly inserted SIM card to the network; thereby the user/possessor of the

mobile station is identified.

2. The method of claim 1, wherein the IMSI number capture program is preinstalled

in the mobile station.

3. The method of claim 1, wherein the IMSI number capture program is downloaded

from the network.

4. The method of claim 1, wherein the step of authenticating may ask the
user/possessor to input the UI password more than once in case the user/possessor inputs

wrong Ul password.




fromthe network. 4. The method of claim1l, wherein the step of
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station., 11 . ] i
inserted into the mobile station;

whereby, if the IMSI number from the newly inserted SIM card matches any stored
IMSI number, the mobile station goes to normal operation; or

whereby, if the IMSI number from the newly inserted SIM card fails to match any
stored IMSI number, the authentication is executed automatically, wherein the mobile
phone expects the user/possessor to input the UI password without prompting;

whereby, if the input UI password is right, the IMSI number capture program
captures the IMSI number from the inserted SIM card and stores the captured IMSI
number into the memory of the mobile station, and the mobile station goes to normal
operation; or

whereby, if the input UI password if wrong, the mobile station will send the IMSI
number of the newly inserted SIM card to the network; thereby the user/possessor of the

mobile station is identified.

8. The method of claim 7, wherein the IMSI number capture program is preinstalled

in the mobile station.




9. The method of claim7, wherein the I MSI nunber capture programis

downl oaded fromthe network. 10. The nethod of claim 7, wherein the step
of authenticating may ask the wuser/possessor to input the U password nore
than once in case the user/possessor i1r:|puts wrong U password. 11. The

met hod of claim7, wherein the IMSI nunbers are sent by using the USSD
command string. 12. The nethod of claim7, further conprising steps of
retrievithg frbef BREOAST R % rebergin Gre MR W‘%%éa@HWPgIBQIS%PWd%V\A y

i nsertedsSLMEALHAND sending the identity of the user/possessor of the
nmobil e station to authority. 13. An algorithmfor identifying the

user/ possessor of a nobile station, conprising: Enter User Interface (U)

password I f U password OK resi den rogramextract.installed SIM I NS
and stor&in This ’ﬁgﬁﬁé\g"fﬁlﬁm:\@ é?lpoﬁlepﬁlegeofn@“%@%?aé}ngdgtarye they 1 1f
count er FRAGHESsBr togfri:igi{l?th}@h%aﬁ?&o | ql\/%lgtlegg& Hlenn %Ll%ethlb fuser%_s&%é‘diflifl\l%itgm er

U password Endif eck Installed SIM agai nst stored
in M5 nmewomg YI pas§wd¥S| found is the sane as the IMSI stored in the M5
menory Normal Operation Else if If User enter U password w thout
pronpting

11.  The method of claim 7, wherein the IMSI numbers are sent by using the USSD

command string.

12.  The method of claim 7, further comprising steps of retrieving from the network the
profiles of the subscriber of the newly inserted SIM card and sending the identity of the

user/possessor of the mobile station to authority.

13.  Analgorithm for identifying the user/possessor of a mobile station, comprising:

Enter User Interface (UI) password
{
If UI password OK
MS resident program extract installed SIM IMSI and store in
MS memory
Normal Operation
Else if
Counter decrement by 1
If counter reaches 0
Go to abnormal handling path
Else if
go back to Enter UI password
Endif
Endif

}
Check IMSI of installed SIM against IMSI stored in MS memory
{
If IMSI found is the same as the IMSI stored in the MS memory
Normal Operation
Else if
If User enter UI password without prompting
If password is correct
Installed SIM IMSI is stored in MS memory
Normal Operation
Else if




| f password is correct Installed SIMIMSI is stored in M5 nenory Nor nal
Qperation Else if 12 Go to abnormal handling path Endif Else if If tiner
has expired Go to abnormal handling path Else if Go to enter U password
Endif Endif Endif } Abnornmal Handl i ag Path { Send I MSI nunber in SIM
card and M5 nenory to GSM networ k Back&nd GSM networ k application program
wWll retrieve the profiles of the new user and the old valid user } 14. A
nobi | e station having the al gordQ torabsprnegl dppdling paths.  The nobil e station of
clai m 14, wherein the nobil Endifation is a nobil e phone.
Else if
If timer has expired
Go to abnormal handling path

Else if
Go to enter Ul password
Endif
Endif
Endif
3
Abnormal Handling Path
{

Send IMSI number in SIM card and MS memory to GSM network

Backend GSM network application program will retrieve the profiles of the
new user and the old valid user

}

14. A mobile station having the algorithm of claim 13.

15.  The mobile station of claim 14, wherein the mobile station is a mobile phone.




