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METHODS, APPARATUSES, AND SYSTEMS FOR 

TRAINING MODEL BY USING MULTIPLE DATA OWNERS 

TECHNICAL FIELD 

[0001] Embodiments of this specification relate to the field of artificial intelligence 

technologies, and specifically, to methods, apparatuses, and systems for training a 

model by using multiple data owners. 

BACKGROUND 

[0002] With development of artificial intelligence technologies, machine models 

have been gradually applied to various service application scenarios, for example, risk 

assessment, audio recognition, and natural language processing. In many cases, 

multiple data owners (for example, e-commerce companies, courier services companies, 

and banks) each own different portions of data of training samples used for model 

training. The multiple data owners generally want to use each other's data together to 

train the model in a unified way, but do not want to provide their respective data to other 

data owners in order to prevent their own data from being leaked. 

[0003] To alleviate the problem of data silos during model training, a method for 

training a model jointly by using multiple data owners is proposed, for example, 

federated learning and split learning. According to a model training method with joint 

training by multiple parties, in a case in which security of respective data of data owners 

is ensured, the data owners cooperatively train a model by using respective private data. 

SUMMARY 

[0004] In view of the previous description, embodiments of this specification 

provide methods, apparatuses, and systems for training a model by using multiple data 
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owners. According to the technical solutions in the embodiments of this specification, 

in a case in which security of data of each data owner is ensured, model training can be 

performed by using both horizontally divided data and vertically divided data. 

[0005] According to an aspect of the embodiments of this specification, a method 

for training a model by using multiple data owners is provided, where the multiple data 

owners include multiple first data owners and multiple second data owners, each first 

data owner has a first model and horizontally divided first data, and each second data 

owner has a second model and vertically divided second data; and the method includes: 

determining, by using a PSI (private set intersection) algorithm at each second data 

owner according to first data owned by each first data owner, second feature data that 

intersect each piece of first data from second data owned by the second data owner; 

determining, as one training unit, the first data owned by each first data owner and the 

second feature data that intersect the first data and that are owned by each second data 

owner; performing the following main iteration process until a first iteration end 

condition is met: performing, for each training unit by using at least a part of first data 

in the training unit as a first training sample and using second feature data that intersect 

the first training sample and that are owned by each second data owner as a second 

training sample, cooperative training on a first model of a first data owner that 

participates in training of the training unit, a second model of each second data owner, 

and a third model of a slave server that participates in training of the training unit, where 

the first model and the second model include the first N layers of a neural network 

model, and the third model includes one or more remaining layers of the neural network 

model except the first N layers; performing, at a master server, federated aggregation 

on a trained first model and/or third model obtained from each training unit, to obtain 

a first global model for the first model and/or a third global model for the third model; 

and updating the first model according to the first global model and/or updating the 

third model according to the third global model at each first data owner and/or at each 

slave server. 

[0006] According to another aspect of the embodiments of this specification, a 

method for training a model by using multiple data owners is further provided, where 
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the multiple data owners include multiple first data owners and multiple second data 

owners, each first data owner has a first model and horizontally divided first data, each 

second data owner has a second model and vertically divided second data, and the 

method is performed by the first data owner; and the method includes: providing owned 

first data to each second data owner, so each second data owner determines, by using a 

PSI algorithm according to first data owned by each first data owner, second feature 

data that intersect each piece of first data from second data owned by the second data 

owner; determining a belonging training unit, where each training unit is determined 

from the first data owned by each first data owner and the second feature data that 

intersect the first data and that are owned by each second data owner; performing the 

following main iteration process until a first iteration end condition is met: performing, 

in the training unit, cooperative training on a first model of the first data owner by using 

at least a part of owned first data as a first training sample and combining, as a second 

training sample, second feature data that intersect the first training sample and that are 

owned by each second data owner, where a second model of each second data owner 

and a third model of a slave server participating in training of the training unit are 

trained in the cooperative training process, the first model of each first data owner and 

the second model of each second data owner include the first N layers of a neural 

network model, and the third model includes one or more remaining layers of the neural 

network model except the first N layers; sending the trained first model to a master 

server, so the master server performs federated aggregation on the trained first model, 

or first model and third model obtained from each training unit, to obtain a first global 

model for the first model, or the first global model and a third global model for the third 

model; and updating the owned first model according to the first global model received 

from the master server. 

[0007] According to another aspect of the embodiments of this specification, a 

method for training a model by using multiple data owners is further provided, where 

the multiple data owners include multiple first data owners and multiple second data 

owners, each first data owner has a first model and horizontally divided first data, each 

second data owner has a second model and vertically divided second data, and the 
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method is performed by the second data owner; and the method includes: determining, 

by using a PSI algorithm according to first data owned by each first data owner, second 

feature data that intersect each piece of first data from second data owned by the second 

data owner; determining a training unit to which each piece of second feature data 

belongs, where each training unit is determined from the first data owned by each first 

data owner and the second feature data that intersect the first data and that are owned 

by each second data owner; and performing the following main iteration process until 

a first iteration end condition is met: performing, in the training unit, cooperative 

training on a second model of the second data owner by using owned second feature 

data that intersect a first training sample as a second training sample and combining the 

first training sample with second feature data of each other second data owner, where 

the first training sample is determined from at least a part of first data in the training 

unit, a first model of a first data owner that participates in training of the training unit, 

the second model of each other second data owner, and a third model of a slave server 

that participates in training of the training unit are trained in the cooperative training, 

the first model of each first data owner and the second model of each second data owner 

include the first N layers of a neural network model, and the third model includes one 

or more remaining layers of the neural network model except the first N layers; where 

when the training unit obtains the first model, the second model, and the third model 

through training, the obtained first model and/or third model are federally aggregated 

at a master server, to obtain a first global model for the first model and/or a third global 

model for the third model, and the first model is updated according to the first global 

model and/or the third model is updated according to the third global model at each first 

data owner and/or each slave server. 

[0008] According to another aspect of the embodiments of this specification, an 

apparatus for training a model by using multiple data owners is further provided, where 

the multiple data owners include multiple first data owners and multiple second data 

owners, each first data owner has a first model and horizontally divided first data, each 

second data owner has a second model and vertically divided second data, and the 

apparatus is applied to the first data owner; and the apparatus includes: a data providing 
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module, configured to provide owned first data to each second data owner, so each 

second data owner determines, by using a PSI algorithm according to first data owned 

by each first data owner, second feature data that intersect each piece of first data from 

second data owned by the second data owner; a training unit determining module, 

configured to determine a belonging training unit, where each training unit is 

determined from the first data owned by each first data owner and the second feature 

data that intersect the first data and that are owned by each second data owner; a 

cooperative training module, configured to: perform, in the training unit, cooperative 

training on a first model of the first data owner by using at least a part of owned first 

data as a first training sample and combining, as a second training sample, second 

feature data that intersect the first training sample and that are owned by each second 

data owner, where a second model of each second data owner and a third model of a 

slave server participating in training of the training unit are trained in the cooperative 

training process, the first model of each first data owner and the second model of each 

second data owner include the first N layers of a neural network model, and the third 

model includes one or more remaining layers of the neural network model except the 

first N layers; a model sending module, configured to send the trained first model to a 

master server, so the master server performs federated aggregation on the trained first 

model, or first model and third model obtained from each training unit, to obtain a first 

global model for the first model, or the first global model and a third global model for 

the third model; and a model updating module, configured to update the owned first 

model according to the first global model received from the master server; where the 

cooperative training module, the model sending module, and the model updating 

module are iteratively executed until a first iteration end condition is satisfied. 

[0009] According to another aspect of the embodiments of this specification, an 

apparatus for training a model by using multiple data owners is further provided, where 

the multiple data owners include multiple first data owners and multiple second data 

owners, each first data owner has a first model and horizontally divided first data, each 

second data owner has a second model and vertically divided second data, and the 

apparatus is applied to the second data owner; and the apparatus includes: a feature data 
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determining module, configured to determine, by using a PSI algorithm according to 

first data owned by each first data owner, second feature data that intersect each piece 

of first data from second data owned by the second data owner; a training unit 

determining module, configured to determine a training unit to which each piece of 

second feature data belongs, where each training unit is determined from the first data 

owned by each first data owner and the second feature data that intersect the first data 

and that are owned by each second data owner; and a cooperative training module, 

configured to: perform, in the training unit, cooperative training on a second model of 

the second data owner by using owned second feature data that intersect a first training 

sample as a second training sample and combining the first training sample with second 

feature data of each other second data owner, where the first training sample is 

determined from at least a part of first data in the training unit, a first model of a first 

data owner that participates in training of the training unit, the second model of each 

other second data owner, and a third model of a slave server that participates in training 

of the training unit are trained in the cooperative training, the first model of each first 

data owner and the second model of each second data owner include the first N layers 

of a neural network model, and the third model includes one or more remaining layers 

of the neural network model except the first N layers; where when the training unit 

obtains the first model, the second model, and the third model through training, the 

obtained first model and/or third model are federally aggregated at a master server, to 

obtain a first global model for the first model and/or a third global model for the third 

model, and the first model is updated according to the first global model and/or the third 

model is updated according to the third global model at each first data owner and/or 

each slave server; and the cooperative training module is iteratively executed until a 

first iteration end condition is satisfied. 

[0010] According to another aspect of the embodiments of this specification, a 

system for training a model by using multiple data owners is further provided, including 

a first data owner, a second data owner, a slave server, and a master server, where each 

first data owner has a first model and horizontally divided first data, and each second 

data owner has a second model and vertically divided second data; each second data 



7 

owner determines, by using a PSI algorithm according to first data owned by each first 

data owner, second feature data that intersect each piece of first data from second data 

owned by the second data owner; each first data owner determines a training unit to 

which the first data owner belongs; each second data owner determines a training unit 

to which each piece of owned second feature data belongs, where each training unit is 

determined from the first data owned by each first data owner and the second feature 

data that intersect the first data and that are owned by each second data owner; for each 

training unit, a first data owner participating in training of the training unit selects at 

least a part of first data from the first data owned by the first data owner as a first training 

sample; each second data owner selects, as a second training sample, second feature 

data that intersect the first training sample and that are owned by each second data 

owner; and the first data owner and the slave server participating in training of the 

training unit and each second data owner perform, by using the first training sample 

and the second training sample, cooperative training on the first model of the first data 

owner, the second model of each second data owner, and a third model of the slave 

server, where the first model and the second model include the first N layers of a neural 

network model, and the third model includes one or more remaining layers of the neural 

network model except the first N layers; where a first data owner, each second data 

owner, and a slave server that participate in training of a same training unit perform a 

sub-iteration process until a second iteration end condition is satisfied; the master server 

performs, in each round of main iteration process, federated aggregation on a trained 

first model and/or third model obtained from each training unit, to obtain a first global 

model for the first model and/or a third global model for the third model; and each first 

data owner updates the first model according to the first global model in each round of 

main iteration process; and/or each slave server updates the third model according to 

the third global model in each round of main iteration process. 

[0011] According to another aspect of the embodiments of this specification, an 

electronic device is further provided, including at least one processor, a memory 

coupled to the at least one processor, and a computer program stored in the memory, 

where the at least one processor executes the computer program to implement the 
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method for training a model by using multiple data owners as described in any one of 

the previous description. 

[0012] According to another aspect of the embodiments of this specification, a 

computer readable storage medium is further provided, storing a computer program that, 

when executed by a processor, implements the method for training a model by using 

multiple data owners as described above. 

[0013] According to another aspect of the embodiments of this specification, a 

computer program product is further provided, including a computer program that, 

when executed by a processor, implements the method for training a model by using 

multiple data owners as described in any one of the previous description. 

BRIEF DESCRIPTION OF DRAWINGS 

[0014] Further understanding of the essence and advantages of the embodiments of 

this specification can be realized by referring to the following accompanying drawings. 

In the accompanying drawings, similar components or features can have the same 

reference numerals. 

[0015] FIG. 1 is a distributed architecture diagram of an example of a system for 

training a model by using multiple data owners according to embodiments of this 

specification. 

[0016] FIG. 2 is a schematic diagram of an example of horizontally divided first 

data according to embodiments of this specification. 

[0017] FIG. 3 is a schematic diagram of an example of vertically divided second 

data according to embodiments of this specification. 

[0018] FIG. 4 is a schematic diagram of an example of a training sample that 

includes horizontally divided first data and vertically divided second data according to 

embodiments of this specification. 

[0019] FIG. 5 is a flowchart of an example of a method for training a model by 

using multiple data owners according to embodiments of this specification. 

[0020] FIG. 6 is a schematic diagram of an example of first data and second feature 
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data after PSI calculation according to embodiments of this specification. 

[0021] FIG. 7 is a flowchart of an example of model training performed by each 

training unit according to embodiments of this specification. 

[0022] FIG. 8 is a flowchart of an example of calculating a model gradient 

according to embodiments of this specification. 

[0023] FIG. 9 is a flowchart of an example of a method for training a model by 

using multiple data owners according to embodiments of this specification. 

[0024] FIG. 10 is a flowchart of an example of a method for training a model by 

using multiple data owners according to embodiments of this specification. 

[0025] FIG. 11 is a block diagram of an example of an apparatus for training a 

model by using multiple data owners according to embodiments of this specification. 

[0026] FIG. 12 is a block diagram of an example of an apparatus for training a 

model by using multiple data owners according to embodiments of this specification. 

[0027] FIG. 13 is a block diagram of an electronic device configured to implement 

a method for training a model by using multiple data owners according to embodiments 

of this specification. 

[0028] FIG. 14 is a block diagram of an electronic device configured to implement 

a method for training a model by using multiple data owners according to embodiments 

of this specification. 

DESCRIPTION OF EMBODIMENTS 

[0029] The subject matter described here will be discussed below with reference to 

example implementations. It should be understood that these implementations are 

merely discussed to enable a person skilled in the art to better understand and implement 

the subject matter described in this specification, and are not intended to limit the 

protection scope, applicability, or examples described in the claims. The functions and 

arrangements of the elements under discussion can be changed without departing from 

the protection scope of the embodiments of this specification. Various processes or 

components can be omitted, replaced, or added in the examples as needed. In addition, 
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features described for some examples can also be combined in other examples. 

[0030] As used in this specification, the term "include" and its variant are inclusive, 

meaning "including but not limited to". The term "based on" means "based on at least 

a part". The terms "one embodiment" and "an embodiment" indicate "at least one 

embodiment". The term "another embodiment" indicates "at least one other 

embodiment". The terms "first", "second", etc. can refer to different objects or the same 

object. The following can include other definitions, whether explicit or implicit. Unless 

explicitly stated in the context, the definition of a term is consistent throughout this 

specification. 

[0031] With development of artificial intelligence technologies, machine models 

have been gradually applied to various service application scenarios, for example, risk 

assessment, audio recognition, and natural language processing. In many cases, 

multiple data owners (for example, e-commerce companies, courier services companies, 

and banks) each own different portions of data of training samples used for model 

training. The multiple data owners generally want to use each other's data together to 

train the model in a unified way, but do not want to provide their respective data to other 

data owners in order to prevent their own data from being leaked. 

[0032] To alleviate the problem of data silos during model training, a method for 

training a model jointly by using multiple data owners is proposed, for example, 

federated learning and split learning. According to a model training method with joint 

training by multiple parties, in a case in which security of respective data of data owners 

is ensured, the data owners cooperatively train a model by using respective private data. 

[0033] However, currently, model training can be performed only on horizontally 

divided or vertically divided data, and model training cannot be performed by using 

both horizontally divided data and vertically divided data as training samples. Therefore, 

how to use both horizontally divided data and vertically divided data as training samples 

to perform model training becomes a problem that needs to be urgently alleviated. 

[0034] In view of the previous description, embodiments of this specification 

provide methods, apparatuses, and systems for training a model by using multiple data 

owners. In the method, second feature data that intersect each piece of first data from 
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second data owned by the second data owner is determined by using a PSI algorithm at 

each second data owner according to first data owned by each first data owner; the first 

data owned by each first data owner and the second feature data that intersect the first 

data and that are owned by each second data owner is determined as one training unit; 

the following main iteration process is performed until a first iteration end condition is 

met: performing, for each training unit by using at least a part of first data in the training 

unit as a first training sample and using second feature data that intersect the first 

training sample and that are owned by each second data owner as a second training 

sample, cooperative training on a first model of a first data owner that participates in 

training of the training unit, a second model of each second data owner, and a third 

model of a slave server that participates in training of the training unit; at a master server, 

federated aggregation is performed on a trained first model and/or third model obtained 

from each training unit, to obtain a first global model for the first model and/or a third 

global model for the third model; and the first model is updated according to the first 

global model and/or the third model is updated according to the third global model at 

each first data owner and/or at each slave server. According to the technical solutions 

in the embodiments of this specification, in a case in which security of data of each data 

owner is ensured, model training can be performed by using both horizontally divided 

and vertically divided data. 

[0035] The following describes in detail methods, apparatuses, and systems for 

training a model by using multiple data owners in the embodiments of this specification 

with reference to the accompanying drawings. 

[0036] A system for training a model by using multiple data owners (hereinafter 

referred to as a model training system) provided in the embodiments of this 

specification can include a first data owner, a second data owner, a slave server, and a 

master server. Quantities of first data owners and second data owners accessing the 

model training system can be set. In an example, each first data owner and each second 

data owner can access the model training system in a pluggable method. 

[0037] When no second data owner accesses the model training system and 

multiple first data owners simultaneously access the model training system, because the 
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first data owner has horizontally divided first data, in this case, the model training 

system can perform federated learning based on the first data of each first data owner. 

When no first data owner accesses the system and multiple second data owners access 

the model training system, because the second data owner has vertically divided second 

data, in this case, the model training system can perform split learning based on the 

second data of each second data owner. When multiple first data owners and multiple 

second data owners access the model training system at the same time, in this case, the 

model training system can perform model training by using both the horizontally 

divided first data and the vertically divided second data. The following uses an example 

in which the model training system includes multiple first data owners and multiple 

second data owners for description. 

[0038] FIG. 1 is a distributed architecture diagram of an example of a system for 

training a model by using multiple data owners according to embodiments of this 

specification. 

[0039] As shown in FIG. 1, the model training system can include multiple first 

data owners, multiple second data owners, multiple slave servers, and a master server. 

For example, the model training system can include n first data owners, m second data 

owners, n slave servers, and one master server. Both n and m are positive integers 

greater than 1, and n and m can be the same or different. 

[0040] Multiple first data owners, multiple second data owners, and multiple slave 

servers in the model training system can form multiple training units, and each training 

unit is communicatively connected to the master server. Therefore, each training unit 

can send a trained model to the master server, and the master server can deliver, to each 

training unit, a global model obtained by federally aggregating the model trained by 

each training unit, so a model in each training unit is updated. 

[0041] Each training unit can include one first data owner, each second data owner, 

and one slave server. First data owners participate in training of different training units 

are different, and slave servers participate in training of different training units are also 

different. There are multiple second data owners participating in training of each 

training unit, and second data owners participating in training of different training units 
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are the same, that is, the multiple second data owners in the model training system 

participate in model training of all training units. In an example, second data owners 

participating in training of each training unit can include all second data owners, or can 

include some second data owners. 

[0042] FIG. 1 is used as an example. For a training unit i, parties participating in 

training of the training unit i include a first data owner Ai, m second data owners, and a 

slave server Si, where i is an integer greater than 0 and less than or equal to n, and both 

n and m are positive integers greater than 1. 

[0043] In the embodiments of this specification, each first data owner has a first 

model and horizontally divided first data, and each piece of first data includes at least 

one feature. In an example, each piece of first data can further include a label of a 

training sample. 

[0044] Horizontal division means dispersion among multiple data tables according 

to a certain rule of a certain field, and each data table includes a part of data. For 

example, horizontal division can be performed according to a user ID, to divide data 

related to different users into different data tables. Feature spaces of the horizontally 

divided first data are the same, and sample spaces thereof are different. 

[0045] FIG. 2 is a schematic diagram of an example of horizontally divided first 

data according to embodiments of this specification. As shown in FIG. 2, two pieces of 

first data are horizontally divided, and each dashed box represents one piece of first 

data. Each piece of first data that is horizontally divided includes a label and one feature. 

[0046] In the embodiments of this specification, each second data owner has a 

second model and vertically divided second data. Vertical division is division performed 

according to a data feature. Feature spaces of each piece of vertically divided second 

data are different, and sample spaces thereof are the same. Vertical division can reduce 

a load on a single database or data table. 

[0047] FIG. 3 is a schematic diagram of an example of vertically divided second 

data according to embodiments of this specification. As shown in FIG. 3, two pieces of 

second data are vertically divided, and each dashed box represents one piece of second 

data. Each piece of vertically divided second data includes at least one feature. In an 
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example, each piece of second data can also include a label. When the second data 

include the label, the first data do not need to include the label of the training sample. 

The following uses an example in which the first data include the label and the second 

data do not include the label for description. 

[0048] In the embodiments of this specification, first data owned by multiple first 

data owners and second data owned by multiple second data owners that are used for 

model training are used as training samples, the first data are horizontally divided, and 

the second data are vertically divided, so a training sample used for model training can 

be represented as shown in FIG. 4. 

[0049] FIG. 4 is a schematic diagram of an example of a training sample that 

includes horizontally divided first data and vertically divided second data according to 

embodiments of this specification. As shown in FIG. 4, there are n first data owners and 

m second data owners that are used for model training, and both n and m are positive 

integers greater than 1. First data that are horizontally divided and that are owned by a 

first data owner Ai includes a label Yi and a feature Xi, and second data that are vertically 

divided and that are owned by a second data owner Bj include a feature Zj. In this case, 

a training sample used for model training includes n pieces of first data that are 

horizontally divided and m pieces of second data that are vertically divided, where i is 

an integer greater than or equal to 1 and less than or equal to n, and j is an integer greater 

than or equal to 1 and less than or equal to m. 

[0050] In the embodiments of this specification, the first model of each first data 

owner, the second model of each second data owner, and a third model of each slave 

server are all neural network models. The first model of each first data owner can 

include the first N layers of a neural network, and the second model of each second data 

owner includes the first N layers of a neural network, where N is a positive integer. 

Each slave server has a third model, and each third model includes one or more 

remaining layers in the neural network except the first N layers. Each first model and 

the third model can form a complete neural network model, and each second model and 

the third model can form a complete neural network model. 

[0051] In an example, if the first N layers of the neural network include an input 



15 

layer and a hidden layer, the first model of each first data owner can include the input 

layer and the hidden layer, and the second model of each second data owner includes 

the input layer and the hidden layer. Network structures of first models can be the same, 

and network structures of second models can also be the same. Each third model 

includes a network layer after the hidden layer. For example, each third model includes 

an output layer after the hidden layer. The following uses an example in which the first 

model and the second model include the input layer and the hidden layer, and the third 

model includes the network layer after the hidden layer for description. 

[0052] In an example, the first model, the second model, and the third model can 

be separately used as independent models for training, a first model and a third model 

that participate in training of a same training unit are communicatively connected, and 

each second model is separately communicatively connected to the third model. The 

first model and the third model can jointly complete forward propagation, and each 

second model can also jointly complete forward propagation with the third model. That 

is, an output of the first model and an output of each second model that participate in 

training of the same training unit can be sent to the third model as an input to the third 

model, so the third model performs subsequent processing thereon, and outputs a 

processing result, for example, a prediction result. 

[0053] In another example, a first model and a third model that participate in 

training of a same training unit can be combined as a complete neural network model 

used to complete forward propagation. In this example, when participating in training 

of the training unit, each second model can send an output to the complete neural 

network model, and the complete neural network model can input, to the network layer 

after the hidden layer, feature information received from each second model, so as to 

process, by using the network layer after the hidden layer, the feature information output 

by each second model, that is, the feature information output by each second model 

starts to be processed from the network layer after the hidden layer in the complete 

neural network model. 

[0054] In an example, the first model, the second model, and the third model can 

separately run on different physical hosts. In another example, the first model and the 



16 

third model run on a same physical host. In another example, the third model can run 

on a same physical host as any second model. 

[0055] FIG. 5 is a flowchart of an example 500 of a method for training a model by 

using multiple data owners according to embodiments of this specification. 

[0056] As shown in FIG. 5, in 5100, at each second data owner, second feature data 

that intersect each piece of first data can be determined from second data owned by the 

second data owner by using a private set intersection (PSI) algorithm according to first 

data owned by each first data owner. 

[0057] In an example, the PSI algorithm can include at least one of a method based 

on a same hash function, a method based on Diffie-Hellman key exchange, a method 

based on oblivious transfer, etc. 

[0058] For example, if the first data owned by each first data owner includes a user 

identifier, each first data owner can perform hash calculation on the user identifier in 

the first data owned by the first data owner, to obtain a corresponding first hash value. 

Each second data owner can obtain the first hash value that is corresponding to the user 

identifier and that is generated by each first data owner. Each second data owner can 

perform hash calculation on a user identifier in each piece of owned second data to 

obtain a corresponding second hash value. Then, the second data owner can compare 

the second hash value obtained by calculation with the first hash value from each first 

data owner, and determine second data to which a second hash value that is the same as 

the first hash value belongs as second feature data, where the second feature data 

intersect first data to which the first hash value corresponds. 

[0059] In the embodiments of this specification, each second data owner can 

determine, from second data owned by the second data owner, second feature data that 

intersect each piece of first data, where there are multiple pieces of determined second 

feature data, each piece of second feature data can be subset data in corresponding 

second data, and each piece of second feature data intersects different first data. In an 

example, the determined second feature data are in a same quantity as the first data, and 

the determined second feature data are in a one-to-one correspondence with the first 

data. 
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[0060] FIG. 6 is a schematic diagram of an example of first data and second feature 

data after PSI calculation according to embodiments of this specification. As shown in 

FIG. 6, there are n first data owners, and then there are correspondingly n types of first 

data. For each second data owner, after the second data owned by the second data owner 

are intersected with the first data for calculation, n pieces of second feature data 

intersecting the n types of first data can be determined. In the figure shown in FIG. 6, 

each piece of second feature data intersects first data that are in the same row of the 

piece of second feature data. For example, a second data owner B1 determines that n 

pieces of second feature data are: Z11, Z12, ..., and Z1n, where the second feature data 

Z11 intersect first data of a first data owner A1 (that is, includes a label Y1 and a feature 

X1), the second feature data Z12 intersect first data of a first data owner A2 (that is, 

includes a label Y2 and a feature X2), and the second feature data Z1n intersect first data 

of a first data owner An (that is, includes a label Yn and a feature Xn). 

[0061] In 5200, determine, as one training unit, the first data owned by each first 

data owner and the second feature data that intersect the first data and that are owned 

by each second data owner. 

[0062] FIG. 6 is used as an example. In the first data and the second feature data 

shown in FIG. 6, because each piece of second feature data intersects first data that 

belongs to a same row, that is, for first data and each piece of second feature data that 

belong to a same row, the first data separately intersect each piece of second feature 

data, and the first data and each piece of second feature data that belong to the same 

row can be determined as one training unit. 

[0063] In a model training process, training can be performed by using each training 

unit as a unit, and training between training units is independent of each other, as shown 

in FIG. 1. Each training unit uses first data of one first data owner, that is, there is only 

one first data owner participating in training of each training unit, so a quantity of 

training units is the same as a quantity of first data owners. 

[0064] Each second data owner participates in training of all training units, and for 

different training units, second feature data used by each second data owner are 

different. Second feature data used by each second data owner for each training unit are 
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second feature data that intersect first data used in the training unit. FIG. 6 is used as an 

example. If the first row shown in FIG. 6 is a training unit 1, the second feature data 

Z11 of the second data owner B1 are used for training of the training unit 1, and if the 

second row is a training unit 2, the second feature data Z12 of the second data owner B1 

are used for training of the training unit 2. 

[0065] In 5300, perform, for each training unit by using at least a part of first data 

in the training unit as a first training sample and using second feature data that intersect 

the first training sample and that are owned by each second data owner as a second 

training sample, training on a first model of a first data owner that participates in 

training of the training unit, a second model of each second data owner, and a third 

model of a slave server that participates in training of the training unit. 

[0066] In the embodiments of this specification, each training unit can perform an 

operation in a method of 5300. The following uses one training unit as an example for 

description. 

[0067] The model training process provided in the embodiments of this 

specification can include multiple main iteration processes. When each main iteration 

process is completed, it is determined whether a first iteration end condition is satisfied, 

and if the first iteration end condition is satisfied, model training ends. If the first 

iteration end condition is not satisfied, a next main iteration process continues. Each 

training unit participates in each main iteration process. 

[0068] Each training unit includes first data and each piece of second feature data 

that participate in training of the training unit. In each main iteration process, for each 

training unit, at least a part of first data can be selected from first data in the training 

unit as a first training sample. Then, second feature data that intersect the first training 

sample are determined from second feature data owned by each second data owner, and 

the determined second feature data are used as a second training sample. The second 

feature data used as the second training sample are some second feature data in all 

second training samples that participate in training of the training unit. 

[0069] In an example, the selected first data used as the first training sample can be 

all first data that participate in training of the training unit, or can be a part of first data 
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that participate in training of the training unit. 

[0070] When a part of first data is selected as the first training sample, in an 

example, the selected part of first data can include first data that have been previously 

trained as the first training sample and first data that have not been trained as the first 

training sample. In this example, a part of first data can be selected from all the first 

data participating in training of the training unit as the first training sample, and a 

selection method can be random selection. 

[0071] In another example, the selected part of first data can include only unused 

first data. The unused first data are first data that are not used in model training as a 

training sample, and first data that have been used in model training as a training sample 

are used first data. In this example, the used first data are no longer used in model 

training. In a selection method of this example, a part of first data can be selected from 

the unused first data as the first training sample. 

[0072] In each training unit, by using the first training sample and the second 

training sample that participate in training of the training unit, training can be performed 

on the first model of the first data owner that participates in training of the training unit, 

the second model of each second data owner, and a third model of a slave server that 

participates in training of the training unit, to obtain a first model, a second model, and 

a third model that are trained in this round of main iteration process. 

[0073] FIG. 7 is a flowchart of an example 700 of model training performed by 

each training unit according to embodiments of this specification. 

[0074] As shown in FIG. 7, in 5310, select, from first data owned by a first data 

owner participating in training of the training unit, at least a part of first data as a first 

training sample in a current sub-iteration process, and select, from second feature data 

owned by each second data owner, second feature data that intersect the first training 

sample as a second training sample in the current sub-iteration process. 

[0075] In this example, each training unit can perform multiple sub-iterations 

during each main iteration process. After executing the sub-iteration process for 

multiple times, each training unit can complete the sub-iteration process to continue to 

execute the main iteration process shown in FIG. 5. In a main iteration process shown 
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in FIG. 5, quantities of times of sub-iteration processes executed by training units are 

the same, and quantities of times of sub-iteration processes executed by training units 

can be specified. 

[0076] For each training unit, a second iteration end condition can be used as an 

iteration condition of the sub-iteration process, and it is determined, in each round of 

sub-iteration process, whether the second iteration end condition is satisfied, and if the 

second iteration end condition is not satisfied, a next sub-iteration process is continued. 

If the second iteration end condition is satisfied, the sub-iteration process is completed, 

and the main iteration process shown in FIG. 5 continues to be executed. 

[0077] In each sub-iteration process shown in FIG. 7, for each training unit, at least 

a part of first data can be selected from first data owned by a first data owner 

participating in training of the training unit as a first training sample in a current sub-

iteration process. In an example, at least a part of first data can be first data of one batch, 

and a quantity of one batch can be specified. A same quantity of first data can be used 

as the first training sample in each sub-iteration process. In addition, second feature 

data that intersect the first training sample are selected from the second feature data 

owned by each second data owner as the second training sample in the current sub-

iteration process. When the selected first data used as the first training sample are 

unused first data, the second feature data used as the second training sample in the 

current sub-iteration process are also unused second feature data. 

[0078] The first training sample and the second training sample that are used in 

each sub-iteration process can be different. In an example, in each sub-iteration process, 

the first training sample used can have same first data as a first training sample used in 

a previous round of iteration process, and the second training sample used can have 

same second data as a second training sample used in the previous round of iteration 

process. 

[0079] In 5320, separately input the first training sample in the training unit and the 

second training sample of each second data owner into a model owned by a respective 

data owner, to obtain feature information output by each model. 

[0080] In an example, a first data owner that owns a first training sample can input 
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the first training sample into a first model of the first data owner, where the first N 

layers of a neural network included in the first model process the input first training 

sample in a forward propagation method, and outputs first feature information 

corresponding to the first training sample. Correspondingly, for each second data owner 

participating in training of the training unit, the second data owner can input an owned 

second training sample into a second model of the second data owner, and the first N 

layers of a neural network included in the second model process the input second 

training sample in a forward propagation method, and output second feature 

information corresponding to the second training sample. 

[0081] In 5330, encrypt and send the obtained feature information at each data 

owner participating in training of the training unit to a slave server participating in 

training of the training unit. 

[0082] In an example, an encryption method can include at least one method such 

as differential privacy encryption, secret sharing, or homomorphic encryption. Different 

data owners can use different encryption methods, or can use a same encryption method. 

For feature information at different data owners, an encryption operation can be 

performed by a data owner that generates the feature information. 

[0083] After each data owner sends its own encrypted feature information to a slave 

server participating in training of the training unit, the slave server can obtain feature 

information from each data owner. 

[0084] In 5340, calculate a model gradient for the training unit based on a third 

model of the slave server participating in the training of the training unit and feature 

information received from each data owner. 

[0085] FIG. 8 is a flowchart of an example 800 of calculating a model gradient 

according to embodiments of this specification. 

[0086] As shown in FIG. 8, in 5341, at a slave server participating in training of a 

training unit, feature information received from each data owner can be fused to obtain 

fused feature information. 

[0087] In this example, a fusion method can include at least one of summation, 

mean-pooling, max-pooling, etc. 
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[0088] In 5343, at the slave server, predict the fused feature information by using 

an owned third model, to obtain a prediction result. 

[0089] The third model has a network layer after the first N layers of a neural 

network, the slave server inputs the fused feature information into the third model, and 

the third model performs forward propagation on the fused feature information, so as 

to predict the fused feature information and output the prediction result. The slave 

server can send the prediction result to a data owner that participates in training of a 

same training unit and that has a label. 

[0090] In 5345, calculate, at a data owner that participates in training of the training 

unit and that has a label, a loss value by using a loss function based on a label of a first 

training sample that participates in this round of training and the prediction result from 

the slave server. 

[0091] A data owner that participates in training of the training unit and that has a 

label has a label corresponding to the owned data, so a label corresponding to data that 

are used as a training sample and that participate in this round of training can be selected 

from the owned label, and the selected label is used to evaluate accuracy of the 

prediction result. In an example, in each training unit, a data owner with a label is a first 

data owner. Having a label of each piece of owned first data enables selecting a label 

of first data that are used as a first training sample and that participate in this round of 

training from the owned label, where the selected label is used to evaluate accuracy of 

the prediction result. 

[0092] The used loss function can include any one of an absolute value loss function, 

a logarithmic loss function, an average loss function, an exponential loss function, a 

cross entropy loss function, etc. The loss value obtained by means of calculation is used 

to indicate a gap between a prediction result of a current round of training and a 

corresponding label. A larger gap indicates a worse prediction effect of a current model, 

and a smaller gap indicates a better prediction effect of the current model. 

[0093] After calculating a loss value, a data owner with a label can send the loss 

value to a slave server participating in training of a same training unit. 

[0094] In 5347, at the slave server, a model gradient can be calculated based on the 
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loss value received from the data owner. 

[0095] The slave server calculates the model gradient in a backward propagation 

method by using the loss value, and in one example, the slave server can calculate the 

model gradient by using a chain rule. 

[0096] The calculated model gradient can include a parameter adjustment amount 

corresponding to each parameter in the first model, a parameter adjustment amount 

corresponding to each parameter in the second model, and a parameter adjustment 

amount corresponding to each parameter in the third model. 

[0097] In 5349, send the model gradient to the first data owner and each second 

data owner that participate in training of the training unit. 

[0098] In another example of calculating the model gradient, the model gradient 

can be calculated at the slave server participating in training of the training unit based 

on the third model of the slave server and feature information received from each data 

owner. 

[0099] In this example, the slave server can obtain, from a first data owner 

participating in training of the training unit, a label of a first training sample 

participating in this round of training. Therefore, after outputting a prediction result, the 

third model of the slave server can use the loss function to calculate a loss value based 

on a locally stored label of the first training sample and the prediction result. The model 

gradient is then calculated according to the loss value. 

[0100] In this example, in a method of obtaining the label of the first training 

sample by the slave server, when selecting the first training sample, the first data owner 

sends the label corresponding to the first training sample to the slave server. In another 

method, before calculating the loss value by using the loss function, the slave server 

requests the label corresponding to the first training sample from the first data owner. 

[0101] Returning to FIG. 7, in 5350, update, according to the model gradient, 

respective owned models at each data owner and the slave server participating in 

training of the training unit. 

[0102] In an example, at the slave server, the model parameter in the third model is 

updated by using the parameter adjustment amount of the third model in the model 
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gradient, to obtain an updated third model. At the first data owner, the model parameter 

in the first model is updated by using the parameter adjustment amount of the first 

model in the model gradient, to obtain an updated first model. At each second data 

owner, the model parameter in the second model is updated by using the parameter 

adjustment amount of the second model in the model gradient, to obtain an updated 

second model. 

[0103] After the first model, each second model, and the third model that participate 

in training of the training unit are updated, a current sub-iteration process is completed. 

[0104] In 5360, determine whether a second iteration end condition is satisfied. If 

the second iteration end condition is satisfied, an operation of 5370 is performed. If the 

second iteration end condition is not satisfied, an operation of 5310 is performed again, 

that is, a next sub-iteration process is entered. 

[0105] The second iteration end condition can include at least one of the following 

conditions: A quantity of times of sub-iteration iteration reaches a first specified 

quantity threshold, total duration of sub-iteration iteration reaches specified duration, 

etc. 

[0106] In 5370, send the updated first model and/or third model to a master server. 

[0107] The slave server can obtain the locally updated third model, and can further 

obtain the updated first model from the first data owner. Therefore, the slave server can 

send the updated first model and/or third model to the master server, so as to implement 

federated learning on the first model of each first data owner participating in training 

of different training units, and federated learning on the third model of each slave server 

participating in training of different training units. 

[0108] Each training unit sends a same type of model to the master server. When 

the training unit sends only the first model to the master server, all other training units 

also send only first models obtained by means of training to the master server, so the 

master server subsequently performs federated aggregation only for the first models. 

When the training unit sends only the third model to the master server, other training 

units also send only third models obtained by means of training to the master server, so 

the master server subsequently performs federated aggregation only for the third models. 
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When the training unit sends the first model and the third model to the master server, 

other training units also send first models and third models that are obtained by means 

of training to the master server, so the master server subsequently separately performs 

federated aggregation for the first models and the third models. 

[0109] In addition, each second data owner participates in training of all training 

units. Therefore, a model parameter of the second model of each second data owner can 

be shared among the training units, so as to implement joint model training by using 

the vertically divided second data. 

[0110] Returning to FIG. 5, each training unit sends a trained first model and/or 

third model to the master server. Then, in 5400, perform, at the master server, federated 

aggregation on the trained first model and/or third model obtained from each training 

unit, to obtain a first global model for the first model and/or a third global model for 

the third model. 

[0111] In the embodiments of this specification, performing federated aggregation 

on models is performing aggregation calculation on a same type of parameters in a same 

type of models, to obtain an aggregation value for this type of parameters. The 

aggregation value can be used as a value of this type of parameters in a corresponding 

global model. A federated aggregation method can include at least one of a method of 

parameter summation, parameter mean-pooling, parameter max-pooling, etc. 

[0112] The first global model can be obtained by federally aggregating the first 

model trained by each training unit, so the first global model includes a feature space 

for each first model. The third global model is obtained by federally aggregating the 

third model trained by each training unit, so the third global model includes a feature 

space for each third model. 

[0113] In an example, the training unit that sends the first model and/or the third 

model to be federally aggregated to the master server can include all training units that 

participate in model training, or can include only some training units that participate in 

model training. 

[0114] In an example, the master server can perform federated aggregation in a 

synchronous method, that is, the master server performs federated aggregation on 



26 

received models after receiving models sent by all training units participating in 

federated aggregation. In another example, the master server can perform federated 

aggregation in an asynchronous method, that is, the master server can first perform 

federated aggregation on some received models after receiving models sent by some 

training units participating in federated aggregation. After models sent by other training 

units are subsequently received, federated aggregation is performed on the some 

subsequently received models. 

[0115] In an example, when data distribution of first data owned by first data 

owners is even, at the master server, federated aggregation is performed on the trained 

first model and third model obtained from each training unit, to obtain the first global 

model for the first model and the third global model for the third model. Even data 

distribution can include even data feature distribution and even label distribution. 

[0116] For even data feature distribution, even data distribution is that most of or 

all of features included in the first data owned by the first data owners are the same. In 

an example, a method of determining that most of the features are the same can be 

determining according to a proportion of same features in the first data owned by the 

first data owners. The proportion can be obtained by dividing all features in the first 

data by the same features in the first data. When the proportion exceeds a specified 

proportion threshold, it can be considered that the data features are evenly distributed; 

otherwise, it is considered that the data features are not evenly distributed. A same 

feature here is a same feature between first data owned by the first data owners. For 

example, the specified proportion threshold is 50%. When the proportion of the same 

features in the first data owned by the first data owners in all the features exceeds 50%, 

it can be considered that the data features of the first data owners are evenly distributed. 

[0117] For even label distribution, even label distribution is that most of or all of 

labels owned by first data owners are the same. Correspondingly, if the labels owned 

by the first data owners are different or only a small part of labels are the same, it can 

be considered that the labels are not evenly distributed. For example, labels owned by 

the first data owner A1 are all financial fraud labels, and labels owned by the first data 

owner A2 include only a small part of financial fraud labels, and further include other 
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labels. It can be considered that the labels of the first data owners A1 and A2 are 

unevenly distributed. 

[0118] In an example of label distribution, a method of determining that most of 

labels are the same can be determining according to a proportion of same features in 

labels owned by the first data owners, and the proportion can be obtained by dividing a 

quantity of all the owned labels by a quantity of the same labels. When the proportion 

exceeds a specified proportion threshold, it can be considered that the labels are evenly 

distributed; otherwise, it is considered that the labels are unevenly distributed. 

[0119] In another example, when data distribution of the first data owned by each 

first data owner is uneven, at the master server, federated aggregation is performed on 

the trained first model or third model obtained from each training unit, to obtain the 

first global model for the first model or the third global model for the third model. 

[0120] A model updated by means of federated aggregation can be determined 

according to an application scenario, and different models can be updated in a targeted 

method by means of federated aggregation in different application scenarios. For 

example, in an application scenario of convolutional neural networks (CNNs), when 

data distribution of the first data owned by each first data owner is uneven, at the master 

server, federated aggregation is performed on the trained first model obtained from each 

training unit, to obtain the first global model for the first model. In an application 

scenario of graph neural networks (GNNs), when data distribution of the first data 

owned by each first data owner is uneven, at the master server, federated aggregation 

is performed on the trained third model obtained from each training unit, to obtain the 

third global model for the third model. 

[0121] The trained model from each training unit is federally aggregated, so 

federated learning can be performed by using the first data owned by each first data 

owner, thereby implementing model training by using more training samples in a case 

in which privacy security of data of each party is ensured, thereby improving a model 

training effect. 

[0122] After obtaining the first global model, the master server can deliver the first 

global model to the first data owner in each training unit. After obtaining the third global 
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model, the master server can deliver the third global model to the slave server in each 

training unit. 

[0123] In 5500, update the first model according to the first global model and/or 

update the third model according to the third global model at each first data owner 

and/or at each slave server. 

[0124] Specifically, when receiving the first global model from the master server, 

each first data owner can update the respective owned first model according to the first 

global model. When receiving the third global model from the master server, each slave 

server can update the respective owned third model according to the third global model. 

[0125] In 5600, determine whether a first iteration end condition is satisfied. If the 

first iteration end condition is satisfied, model training is ended. If the first iteration end 

condition is not satisfied, the operation of 5300 is performed again. 

[0126] The first iteration end condition can include at least one of the following 

conditions: A quantity of times of main iterations reaches a second specified quantity 

threshold, total iteration duration of the main iteration reaches specified duration, a 

model parameter update difference between two adjacent main iterations is less than a 

first specified threshold, a change rate of model parameters in multiple main iterations 

of a specified quantities of consecutive times is less than a second specified threshold, 

etc. 

[0127] FIG. 9 is a flowchart of an example 900 of a method for training a model by 

using multiple data owners according to embodiments of this specification. 

[0128] In the example shown in FIG. 9, multiple data owners include multiple first 

data owners and multiple second data owners, each first data owner has a first model 

and horizontally divided first data, and each second data owner has a second model and 

vertically divided second data. The method shown in FIG. 9 can be performed by the 

first data owner. 

[0129] As shown in FIG. 9, in 9100, provide owned first data to each second data 

owner, so each second data owner determines, by using a PSI algorithm according to 

first data owned by each first data owner, second feature data that intersect each piece 

of first data from second data owned by the second data owner. 
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[0130] In 9200, determine a belonging training unit, where each training unit is 

determined from the first data owned by each first data owner and the second feature 

data that intersect the first data and that are owned by each second data owner. 

[0131] In 9300, perform, in the training unit, cooperative training on a first model 

of the first data owner by using at least a part of owned first data as a first training 

sample and combining, as a second training sample, second feature data that intersect 

the first training sample and that are owned by each second data owner, where a second 

model of each second data owner and a third model of a slave server participating in 

training of the training unit are trained in the cooperative training process, the first 

model of each first data owner and the second model of each second data owner include 

the first N layers of a neural network model, and the third model includes one or more 

remaining layers of the neural network model except the first N layers. 

[0132] In an example, in each training unit, the following sub-iteration process is 

performed until a second iteration end condition is met: selecting at least a part of first 

data from the owned first data as a first training sample in a current sub-iteration process; 

inputting the first training sample into the first model of the first data owner, to obtain 

feature information output by the first model; encrypting and sending the obtained 

feature information to a slave server participating in training of the training unit, so the 

slave server calculates a model gradient according to the feature information output by 

the first data owner and feature information obtained by the second model of each 

second data owner based on the input second training sample, where the second training 

sample of each second data owner is obtained by selecting, from second feature data 

owned by the second data owner, second feature data that intersect the first training 

sample; and updating the owned first model according to the model gradient. 

[0133] In an example, the obtained feature information is encrypted and sent to the 

slave server participating in training of the training unit, so the slave server fuses the 

feature information output by the first data owner and the feature information obtained 

by the second model of each second data owner based on the input second training 

sample, to obtain fused feature information, and predicts the fused feature information 

by using the owned third model, to obtain a prediction result; and a loss value is 
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calculated by using a loss function based on a label of a training sample participating 

in this round of training and the prediction result from the slave server, so the slave 

server calculates a model gradient according to the loss value and a loss value sent by 

each second data owner. 

[0134] In 9400, send the trained first model to a master server, so the master server 

performs federated aggregation on the trained first model, or first model and third model 

obtained from each training unit, to obtain a first global model for the first model, or 

the first global model and a third global model for the third model. 

[0135] In 9500, update the owned first model according to the first global model 

received from the master server. 

[0136] In 9600, determine whether a first iteration end condition is satisfied. If the 

first iteration end condition is satisfied, model training is ended. If the first iteration end 

condition is not satisfied, the operation of 9300 is performed again. 

[0137] FIG. 10 is a flowchart of an example 1000 of a method for training a model 

by using multiple data owners according to embodiments of this specification. 

[0138] In the example shown in FIG. 10, multiple data owners include multiple first 

data owners and multiple second data owners, each first data owner has a first model 

and horizontally divided first data, and each second data owner has a second model and 

vertically divided second data. The method shown in FIG. 10 can be performed by the 

second data owner. 

[0139] As shown in FIG. 10, in 1010, determine, by using a PSI algorithm 

according to first data owned by each first data owner, second feature data that intersect 

each piece of first data from second data owned by the second data owner. 

[0140] In 1020, determine a training unit to which each piece of second feature data 

belongs, where each training unit is determined from the first data owned by each first 

data owner and the second feature data that intersect the first data and that are owned 

by each second data owner. 

[0141] In 1030, perform, in the training unit, cooperative training on a second 

model of the second data owner by using owned second feature data that intersect a first 

training sample as a second training sample and combining the first training sample 
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with second feature data of each other second data owner, where the first training 

sample is determined from at least a part of first data in the training unit, a first model 

of a first data owner that participates in training of the training unit, the second model 

of each other second data owner, and a third model of a slave server that participates in 

training of the training unit are trained in the cooperative training, the first model of 

each first data owner and the second model of each second data owner include the first 

N layers of a neural network model, and the third model includes one or more remaining 

layers of the neural network model except the first N layers; 

[0142] where when the training unit obtains the first model, the second model, and 

the third model through training, the obtained first model and/or third model are 

federally aggregated at a master server, to obtain a first global model for the first model 

and/or a third global model for the third model, and the first model is updated according 

to the first global model and/or the third model is updated according to the third global 

model at each first data owner and/or each slave server. 

[0143] In 1040, determine whether a first iteration end condition is satisfied. If the 

first iteration end condition is satisfied, model training is ended. If the first iteration end 

condition is not satisfied, the operation of 1030 is performed again. 

[0144] In an example, in a training unit, the following sub-iteration process is 

performed until a second iteration end condition is met: selecting, from second feature 

data owned by the second data owner, second feature data that intersect a first training 

sample as a second training sample, where the first training sample is determined from 

at least a part of first data selected from first data owned by the first data owner 

participating in training of the training unit; inputting the second training sample into 

the second model of the second data owner, to obtain feature information output by the 

second model; encrypting and sending the obtained feature information to a slave server 

participating in training of the training unit, so the slave server calculates a model 

gradient according to the owned third model and feature information received from 

each data owner; and updating the owned second model according to the model gradient. 

[0145] FIG. 11 is a block diagram of an example of an apparatus for training a 

model by using multiple data owners (hereinafter referred to as a model training 
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apparatus 1100) according to embodiments of this specification. 

[0146] In the example shown in FIG. 11, multiple data owners include multiple first 

data owners and multiple second data owners, each first data owner has a first model 

and horizontally divided first data, and each second data owner has a second model and 

vertically divided second data. The model training apparatus 1100 can be applied to the 

first data owner. 

[0147] As shown in FIG. 11, the model training apparatus 1100 includes a data 

providing module 1110, a training unit determining module 1120, a cooperative training 

module 1130, a model sending module 1140, and a model updating module 1150. 

[0148] The data providing module 1110 can be configured to provide owned first 

data to each second data owner, so each second data owner determines, by using a PSI 

algorithm according to first data owned by each first data owner, second feature data 

that intersect each piece of first data from second data owned by the second data owner. 

[0149] The training unit determining module 1120 can be configured to determine 

a belonging training unit, where each training unit is determined from the first data 

owned by each first data owner and the second feature data that intersect the first data 

and that are owned by each second data owner. 

[0150] The cooperative training module 1130 can be configured to: perform, in the 

training unit, cooperative training on a first model of the first data owner by using at 

least a part of owned first data as a first training sample and combining, as a second 

training sample, second feature data that intersect the first training sample and that are 

owned by each second data owner, where a second model of each second data owner 

and a third model of a slave server participating in training of the training unit are 

trained in the cooperative training process, the first model of each first data owner and 

the second model of each second data owner include the first N layers of a neural 

network model, and the third model includes one or more remaining layers of the neural 

network model except the first N layers. 

[0151] In an example, the cooperative training module 1130 can be further 

configured to: perform the following sub-iteration process in each training unit until a 

second iteration end condition is met: selecting at least a part of first data from the 
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owned first data as a first training sample in a current sub-iteration process; inputting 

the first training sample into the first model of the first data owner, to obtain feature 

information output by the first model; encrypting and sending the obtained feature 

information to a slave server participating in training of the training unit, so the slave 

server calculates a model gradient according to the feature information output by the 

first data owner and feature information obtained by the second model of each second 

data owner based on the input second training sample, where the second training sample 

of each second data owner is obtained by selecting, from second feature data owned by 

the second data owner, second feature data that intersect the first training sample; and 

updating the owned first model according to the model gradient. 

[0152] In an example, the cooperative training module 1130 can be further 

configured to: encrypt and send the obtained feature information to the slave server 

participating in training of the training unit, so the slave server fuses the feature 

information output by the first data owner and the feature information obtained by the 

second model of each second data owner based on the input second training sample, to 

obtain fused feature information, and predicts the fused feature information by using 

the owned third model, to obtain a prediction result; and a loss value is calculated by 

using a loss function based on a label of a training sample participating in this round of 

training and the prediction result from the slave server, so the slave server calculates a 

model gradient according to the loss value and a loss value sent by each second data 

owner. 

[0153] The model sending module 1140 can be configured to send the trained first 

model to a master server, so the master server performs federated aggregation on the 

trained first model, or first model and third model obtained from each training unit, to 

obtain a first global model for the first model, or the first global model and a third global 

model for the third model. 

[0154] The model updating module 1150 can be configured to update the owned 

first model according to the first global model received from the master server. 

[0155] The cooperative training module 1130, the model sending module 1140, and 

the model updating module 1150 are iteratively executed until a first iteration end 
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condition is satisfied. 

[0156] FIG. 12 is a block diagram of an example of an apparatus for training a 

model by using multiple data owners (hereinafter referred to as a model training 

apparatus 1200) according to embodiments of this specification. 

[0157] In the example shown in FIG. 12, multiple data owners include multiple first 

data owners and multiple second data owners, each first data owner has a first model 

and horizontally divided first data, and each second data owner has a second model and 

vertically divided second data. The model training apparatus 1200 can be applied to the 

second data owner. 

[0158] As shown in FIG. 12, the model training apparatus 1200 includes a feature 

data determining module 1210, a training unit determining module 1220, and a 

cooperative training module 1230. 

[0159] The feature data determining module 1210 can be configured to determine, 

by using a PSI algorithm according to first data owned by each first data owner, second 

feature data that intersect each piece of first data from second data owned by the second 

data owner. 

[0160] The training unit determining module 1220 can be configured to determine 

a training unit to which each piece of second feature data belongs, where each training 

unit is determined from the first data owned by each first data owner and the second 

feature data that intersect the first data and that are owned by each second data owner. 

[0161] The cooperative training module 1230 can be configured to: perform, in the 

training unit, cooperative training on a second model of the second data owner by using 

owned second feature data that intersect a first training sample as a second training 

sample and combining the first training sample with second feature data of each other 

second data owner, where the first training sample is determined from at least a part of 

first data in the training unit, a first model of a first data owner that participates in 

training of the training unit, the second model of each other second data owner, and a 

third model of a slave server that participates in training of the training unit are trained 

in the cooperative training, the first model of each first data owner and the second model 

of each second data owner include the first N layers of a neural network model, and the 
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third model includes one or more remaining layers of the neural network model except 

the first N layers; 

[0162] where when the training unit obtains the first model, the second model, and 

the third model through training, the obtained first model and/or third model are 

federally aggregated at a master server, to obtain a first global model for the first model 

and/or a third global model for the third model, and the first model is updated according 

to the first global model and/or the third model is updated according to the third global 

model at each first data owner and/or each slave server. 

[0163] The cooperative training module 1230 is iteratively executed until a first 

iteration end condition is satisfied. 

[0164] In an example, the cooperative training module 1230 can be further 

configured to: perform the following sub-iteration process in each training unit until a 

second iteration end condition is met: selecting, from second feature data owned by the 

second data owner, second feature data that intersect a first training sample as a second 

training sample, where the first training sample is determined from at least a part of first 

data selected from first data owned by the first data owner participating in training of 

the training unit; inputting the second training sample into the second model of the 

second data owner, to obtain feature information output by the second model; 

encrypting and sending the obtained feature information to a slave server participating 

in training of the training unit, so the slave server calculates a model gradient according 

to the owned third model and feature information received from each data owner; and 

updating the owned second model according to the model gradient. 

[0165] Embodiments of this specification further provide a system for training a 

model by using multiple data owners (hereinafter referred to as a model training system), 

where the model training system includes a first data owner, a second data owner, a 

slave server, and a master server, each first data owner has a first model and horizontally 

divided first data, and each second data owner has a second model and vertically 

divided second data. 

[0166] FIG. 1 is used as an example. An architecture of a model training system 

that includes multiple first data owners, multiple second data owners, multiple slave 
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servers, and one master server is shown in FIG. 1. 

[0167] Each second data owner can be configured to determine, by using a PSI 

algorithm according to first data owned by each first data owner, second feature data 

that intersect each piece of first data from second data owned by the second data owner. 

[0168] Each first data owner can be configured to determine a training unit to which 

the first data owner belongs. 

[0169] Each second data owner can be configured to determine a training unit to 

which each piece of owned second feature data belongs, where each training unit is 

determined from the first data owned by each first data owner and the second feature 

data that intersect the first data and that are owned by each second data owner. 

[0170] For each training unit, a first data owner participating in training of the 

training unit selects at least a part of first data from the first data owned by the first data 

owner as a first training sample. Each second data owner can be configured to select, 

as a second training sample, second feature data that intersect the first training sample 

and that are owned by each second data owner. The first data owner and the slave server 

participating in training of the training unit and each second data owner can be 

configured to perform, by using the first training sample and the second training sample, 

cooperative training on the first model of the first data owner, the second model of each 

second data owner, and a third model of the slave server, where the first model and the 

second model include the first N layers of a neural network model, and the third model 

includes one or more remaining layers of the neural network model except the first N 

layers; where a first data owner, each second data owner, and a slave server that 

participate in training of a same training unit perform a sub-iteration process until a 

second iteration end condition is satisfied. 

[0171] The master server can be configured to perform, in each round of main 

iteration process, federated aggregation on a trained first model and/or third model 

obtained from each training unit, to obtain a first global model for the first model and/or 

a third global model for the third model; and 

[0172] each first data owner can be configured to update the first model according 

to the first global model in each round of main iteration process; and/or each slave 
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server updates the third model according to the third global model in each round of 

main iteration process. 

[0173] In an example, for each training unit, a first data owner participating in 

training of the training unit is configured to select a part of first data from owned unused 

first data as a first training sample in a current sub-iteration process. Each second data 

owner is configured to select, as the second training sample in the current sub-iteration 

process from the owned second feature data, second feature data that intersect the first 

training sample and that are owned by each second data owner. 

[0174] The first data owner is configured to input the first training sample into the 

owned first model, to obtain feature information output by the first model, and encrypt 

and send the obtained feature information to a slave server participating in training of 

the training unit. Each second data owner is configured to input the owned second 

training sample into the owned second model, to obtain feature information output by 

the second model, and encrypt and send the obtained feature information to the slave 

server participating in training of the training unit. 

[0175] The slave server participating in training of the training unit is configured to 

calculate a model gradient for the training unit based on a third model of the slave server 

and feature information received from each data owner. 

[0176] The first data owner participating in training of the training unit is 

configured to update the first model according to the model gradient. Each second data 

owner is configured to update the owned second model according to the model gradient. 

The slave server participating in training of the training unit is configured to update the 

third model according to the model gradient. 

[0177] In an example, the slave server participating in training of the training unit 

is configured to fuse the feature information received from each data owner, to obtain 

fused feature information; and predict the fused feature information by using the owned 

third model, to obtain a prediction result. 

[0178] The first data owner participating in training of the training unit is 

configured to calculate a loss value by using a loss function based on a label of a first 

training sample that participates in this round of training and the prediction result from 
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the slave server. 

[0179] The slave server is configured to calculate the model gradient according to 

the loss value received from the first data owner, and send the model gradient to the 

first data owner and each second data owner. 

[0180] Referring to FIG. 1 to FIG. 12, the embodiments of the method and the 

apparatus for training a model by using multiple data owners according to embodiments 

of this specification are described above. 

[0181] The apparatus for training a model by using multiple data owners in the 

embodiments of this specification can be implemented by using hardware, or can be 

implemented by using software or a combination of hardware and software. Software 

implementation is used as an example. As a logical device, the device is formed by 

reading a corresponding computer program instruction in a memory to an internal 

storage by a processor of a device where the device is located. In the embodiments of 

this specification, for example, the apparatus for training a model by using multiple data 

owners can be implemented by using an electronic device. 

[0182] FIG. 13 is a block diagram of an electronic device 1300 configured to 

implement a method for training a model by using multiple data owners according to 

embodiments of this specification. 

[0183] As shown in FIG. 13, the electronic device 1300 can include at least one 

processor 1310, a memory (for example, a non-volatile memory) 1320, an internal 

storage 1330, and a communication interface 1340, and the at least one processor 1310, 

the memory 1320, the internal storage 1330, and the communication interface 1340 are 

connected together by using a bus 1350. The at least one processor 1310 executes at 

least one computer readable instruction (that is, the previous element implemented in 

the form of software) stored or encoded in the memory. 

[0184] In the embodiments, computer executable instructions are stored in the 

memory, and when being executed, the computer executable instructions enable the at 

least one processor 1310 to: provide owned first data to each second data owner, so 

each second data owner determines, by using a PSI algorithm according to first data 

owned by each first data owner, second feature data that intersect each piece of first 
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data from second data owned by the second data owner; determine a belonging training 

unit, where each training unit is determined from the first data owned by each first data 

owner and the second feature data that intersect the first data and that are owned by 

each second data owner; perform the following main iteration process until a first 

iteration end condition is met: performing, in the training unit, cooperative training on 

a first model of the first data owner by using at least a part of owned first data as a first 

training sample and combining, as a second training sample, second feature data that 

intersect the first training sample and that are owned by each second data owner; send 

the trained first model to a master server, so the master server performs federated 

aggregation on the trained first model, or first model and third model obtained from 

each training unit, to obtain a first global model for the first model, or the first global 

model and a third global model for the third model; and update the owned first model 

according to the first global model received from the master server. 

[0185] It should be understood that, when the computer executable instructions 

stored in the memory are executed, the at least one processor 1310 performs the 

previous operations and functions described with reference to FIG. 1 to FIG. 12 in the 

embodiments of this specification. 

[0186] FIG. 14 is a block diagram of an electronic device 1400 configured to 

implement a method for training a model by using multiple data owners according to 

embodiments of this specification. 

[0187] As shown in FIG. 14, the electronic device 1400 can include at least one 

processor 1410, a memory (for example, a non-volatile memory) 1420, an internal 

storage 1430, and a communication interface 1440, and the at least one processor 1410, 

the memory 1420, the internal storage 1430, and the communication interface 1440 are 

connected together by using a bus 1450. The at least one processor 1410 executes at 

least one computer readable instruction (that is, the previous element implemented in 

the form of software) stored or encoded in the memory. 

[0188] In the embodiments, computer executable instructions are stored in the 

memory, and when being executed, the computer executable instructions enable the at 

least one processor 1410 to: determine, by using a PSI algorithm according to first data 
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owned by each first data owner, second feature data that intersect each piece of first 

data from second data owned by a second data owner; determine a training unit to which 

each piece of second feature data belongs, where each training unit is determined from 

the first data owned by each first data owner and the second feature data that intersect 

the first data and that are owned by each second data owner; and perform the following 

main iteration process until a first iteration end condition is met: performing, in the 

training unit, cooperative training on a second model of the second data owner by using 

owned second feature data that intersect a first training sample as a second training 

sample and combining the first training sample with second feature data of each other 

second data owner, where the first training sample is determined from at least a part of 

first data in the training unit, a first model of a first data owner that participates in 

training of the training unit, the second model of each other second data owner, and a 

third model of a slave server that participates in training of the training unit are trained 

in the cooperative training; where when the training unit obtains the first model, the 

second model, and the third model through training, the obtained first model and/or 

third model are federally aggregated at a master server, to obtain a first global model 

for the first model and/or a third global model for the third model, and the first model 

is updated according to the first global model and/or the third model is updated 

according to the third global model at each first data owner and/or each slave server. 

[0189] It should be understood that, when the computer executable instructions 

stored in the memory are executed, the at least one processor 1410 performs the 

previous operations and functions described with reference to FIG. 1 to FIG. 12 in the 

embodiments of this specification. 

[0190] According to the embodiments, a program product such as a machine 

readable medium is provided. The machine readable medium can have instructions (that 

is, the previous elements implemented in software form). When the instructions are 

executed by a machine, the machine performs the previous operations and functions 

described with reference to FIG. 1 to FIG. 12 in the embodiments of this specification. 

[0191] Specifically, a system or device equipped with a readable storage medium 

can be provided, and software program code for implementing a function of any one of 
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the previous embodiments is stored in the readable storage medium, so a computer or a 

processor of the system or device reads and executes instructions stored in the readable 

storage medium. 

[0192] In this case, the program code read from the readable medium can 

implement a function of any one of the previous embodiments. Therefore, the machine 

readable code and the readable storage medium that stores the machine readable code 

constitute a part of this application. 

[0193] Computer program code needed for operation of each part of this 

specification can be compiled in any one or more programming languages, including 

an object-oriented programming language such as Java, Scala, Smalltalk, Eiffel, JADE, 

Emerald, C++, C#, VB, NET, and Python, a conventional programming language such 

as C language, Visual Basic 2003, Perl, COBOL 2002, PHP, and ABAP, a dynamic 

programming language such as Python, Ruby, and Groovy, or another programming 

language. The program code can run on a user computer, or run as a stand-alone 

package on the user computer, or partially run on the user computer and partially run 

on a remote computer, or run on the remote computer or server as a whole. In the latter 

case, the remote computer can be connected to the user computer in any form of 

network, such as a local area network (LAN) or a wide area network (WAN), or 

connected to an external computer (e.g., via the Internet), or in a cloud computing 

environment, or used as a service, such as software as a service (SaaS). 

[0194] Embodiments of the readable storage medium include a floppy disk, a hard 

disk, a magneto-optical disk, an optical disc (such as a CD-ROM, a CD-R, a CD-RW, 

a DVD-ROM, a DVD-RAM, a DVD-RW, a DVD-RW), a magnetic tape, a non-volatile 

memory card, and a ROM. Optionally, program code can be downloaded from a server 

computer or cloud by a communication network. 

[0195] Specific embodiments of this specification are described above. Other 

embodiments fall within the scope of the appended claims. In some situations, the 

actions or steps described in the claims can be performed in an order different from the 

order in the embodiments and the desired results can still be achieved. In addition, the 

process depicted in the accompanying drawings does not necessarily need a particular 



42 

execution order to achieve the desired results. In some implementations, multi-tasking 

and concurrent processing is feasible or can be advantageous. 

[0196] Not all steps and units in the previous processes and system structure 

diagrams are needed. Some steps or units can be ignored based on actual needs. An 

execution sequence of each step is not fixed, and can be determined based on needs. 

The device structure described in the previous embodiments can be a physical structure, 

or can be a logical structure, that is, some units can be implemented by a same physical 

entity, or some units can be implemented by multiple physical entities, or can be 

implemented jointly by some components in multiple independent devices. 

[0197] The term "example" used throughout this specification means "used as an 

example, an instance, or an illustration" and does not mean "preferred" or 

"advantageous" over other embodiments. For the purpose of providing an 

understanding of the described technology, a specific implementation includes specific 

details. However, these techniques can be implemented without these specific details. 

In some examples, well-known structures and devices are shown in block diagrams in 

order to avoid making it difficult to understand the concepts of the described 

embodiments. 

[0198] The previous describes in detail optional implementations of the 

embodiments of this specification with reference to the accompanying drawings. 

However, the embodiments of this specification are not limited to specific details in the 

previous implementations. Within a technical concept scope of the embodiments of this 

specification, multiple simple variations of the technical solutions of the embodiments 

of this specification can be made, and these simple variations are all within the 

protection scope of the embodiments of this specification. 

[0199] The previous descriptions of this specification are provided to enable any 

person of ordinary skill in the art to implement or use this specification. It is obvious to 

a person of ordinary skill in the art that various modifications can be made to this 

specification. In addition, the general principle defined in this specification can be 

applied to another variant without departing from the protection scope of this 

specification. Therefore, this specification is not limited to the examples and designs 



43 

described here, but is consistent with the widest range of principles and novelty features 

that conform to the disclosure. 
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CLAIMS 

What is claimed is: 

1. A method for training a model by using multiple data owners, wherein the 

multiple data owners comprise multiple first data owners and multiple second data 

owners, each first data owner has a first model and horizontally divided first data, and 

each second data owner has a second model and vertically divided second data; and 

the method comprises: 

determining, by using a PSI algorithm at each second data owner according to first 

data owned by each first data owner, second feature data from second data owned by 

the second data owner that intersect each piece of first data; 

determining, as one training unit, the first data owned by each first data owner and 

the second feature data that intersect the first data and that are owned by each second 

data owner; 

performing the following main iteration process until a first iteration end condition 

is met: 

performing, for each training unit by using at least a part of first data in the training 

unit as a first training sample and using second feature data that intersect the first 

training sample and that are owned by each second data owner as a second training 

sample, cooperative training on a first model of a first data owner that participates in 

training of the training unit, a second model of each second data owner, and a third 

model of a slave server that participates in training of the training unit, wherein the first 

model and the second model comprise the first N layers of a neural network model, and 

the third model comprises one or more remaining layers of the neural network model 

except the first N layers; 

performing, at a master server, federated aggregation on a trained first model 

and/or third model obtained from each training unit, to obtain a first global model for 

the first model and/or a third global model for the third model; and 

updating the first model according to the first global model and/or updating the 

third model according to the third global model at each first data owner and/or at each 
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slave server. 

2. The method according to claim 1, wherein the performing, for each training unit 

by using at least a part of first data in the training unit as a first training sample and 

using second feature data that intersect the first training sample and that are owned by 

each second data owner as a second training sample, training on a first model of a first 

data owner that participates in training of the training unit, a second model of each 

second data owner, and a third model of a slave server that participates in training of 

the training unit comprises: 

performing the following sub-iteration process for each training unit until a second 

iteration end condition is met: 

selecting, from first data owned by a first data owner participating in training of 

the training unit, at least a part of first data as a first training sample in a current sub-

iteration process, and selecting second feature data from second feature data owned by 

each second data owner that intersect the first training sample as a second training 

sample in the current sub-iteration process; 

separately inputting the first training sample in the training unit and the second 

training sample of each second data owner into a model of a respective data owner, to 

obtain feature information output by each model; 

encrypting and sending the obtained feature information at each data owner 

participating in training of the training unit to a slave server participating in training of 

the training unit; 

calculating a model gradient for the training unit based on a third model of the 

slave server and feature information received from each data owner; and 

updating, according to the model gradient, respective models at each data owner 

and the slave server participating in training of the training unit. 

3. The method according to claim 2, wherein the calculating a model gradient for 

the training unit based on a third model of the slave server and feature information 

received from each data owner comprises: 

fusing, at the slave server participating in training of the training unit, the feature 

information received from each data owner, to obtain fused feature information; and 
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predicting the fused feature information by using the owned third model, to obtain a 

prediction result; 

calculating, at a data owner that participates in training of the training unit and that 

has a label, a loss value by using a loss function based on a label of a training sample 

that participates in this round of training and the prediction result from the slave server; 

and 

calculating, at the slave server, the model gradient according to the loss value 

received from the data owner, and sending the model gradient to the first data owner 

and each second data owner. 

4. The method according to claim 2, wherein a first model and a third model that 

participate in training of a same training unit are combined as one complete model used 

to complete forward propagation. 

5. The method according to claim 1, wherein the performing, at a master server, 

federated aggregation on a trained first model and/or third model obtained from each 

training unit, to obtain a first global model for the first model and/or a third global 

model for the third model comprises: 

when data distribution of the first data owned by each first data owner is even, 

performing, at the master server, federated aggregation on the trained first model and 

third model obtained from each training unit, to obtain the first global model for the 

first model and the third global model for the third model; and 

when data distribution of the first data owned by each first data owner is uneven, 

performing, at the master server, federated aggregation on the trained first model or 

third model obtained from each training unit, to obtain the first global model for the 

first model or the third global model for the third model. 

6. The method according to claim 1, wherein the PSI algorithm comprises at least 

one of a method based on a same hash function, a method based on Diffie-Hellman key 

exchange, and a method based on oblivious transfer. 

7. The method according to claim 1, wherein the first N layers comprise an input 

layer and a hidden layer, and the one or more remaining layers comprise an input layer 

after the hidden layer. 
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8. A method for training a model by using multiple data owners, wherein the 

multiple data owners comprise multiple first data owners and multiple second data 

owners, each first data owner has a first model and horizontally divided first data, each 

second data owner has a second model and vertically divided second data, and the 

method is performed by the first data owner; and 

the method comprises: 

providing owned first data to each second data owner, so each second data owner 

determines, by using a PSI algorithm according to first data owned by each first data 

owner, second feature data that intersect each piece of first data from second data owned 

by the second data owner; 

determining a belonging training unit, wherein each training unit is determined 

from the first data owned by each first data owner and the second feature data that 

intersect the first data and that are owned by each second data owner; 

performing the following main iteration process until a first iteration end condition 

is met: 

performing, in the training unit, cooperative training on a first model of the first 

data owner by using at least a part of owned first data as a first training sample and 

combining, as a second training sample, second feature data that intersect the first 

training sample and that are owned by each second data owner, wherein a second model 

of each second data owner and a third model of a slave server participating in training 

of the training unit are trained in the cooperative training process, the first model of 

each first data owner and the second model of each second data owner comprise the 

first N layers of a neural network model, and the third model comprises one or more 

remaining layers of the neural network model except the first N layers; 

sending the trained first model to a master server, so the master server performs 

federated aggregation on the trained first model, or first model and third model obtained 

from each training unit, to obtain a first global model for the first model, or the first 

global model and a third global model for the third model; and 

updating the owned first model according to the first global model received from 

the master server. 
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9. The method according to claim 8, wherein the performing, in the training unit, 

cooperative training on a first model of the first data owner by using at least a part of 

owned first data as a first training sample and combining, as a second training sample, 

second feature data that intersect the first training sample and that are owned by each 

second data owner comprises: 

performing the following sub-iteration process in the training unit until a second 

iteration end condition is met: 

selecting at least a part of first data from the owned first data as a first training 

sample in a current sub-iteration process; 

inputting the first training sample into the first model of the first data owner, to 

obtain feature information output by the first model; 

encrypting and sending the obtained feature information to a slave server 

participating in training of the training unit, so the slave server calculates a model 

gradient according to the feature information output by the first data owner and feature 

information obtained by the second model of each second data owner based on the input 

second training sample, wherein the second training sample of each second data owner 

is obtained by selecting, from second feature data owned by the second data owner, 

second feature data that intersect the first training sample; and 

updating the owned first model according to the model gradient. 

10. The method according to claim 9, wherein the encrypting and sending the 

obtained feature information to a slave server participating in training of the training 

unit, so the slave server calculates a model gradient according to the feature information 

output by the first data owner and feature information obtained by the second model of 

each second data owner based on the input second training sample comprises: 

encrypting and sending the obtained feature information to the slave server 

participating in training of the training unit, so the slave server fuses the feature 

information output by the first data owner and the feature information obtained by the 

second model of each second data owner based on the input second training sample, to 

obtain fused feature information, and predicts the fused feature information by using 

the owned third model, to obtain a prediction result; and 
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calculating a loss value by using a loss function based on a label of a training 

sample participating in this round of training and the prediction result from the slave 

server, so the slave server calculates the model gradient according to the loss value and 

a loss value sent by each second data owner. 

11. A method for training a model by using multiple data owners, wherein the 

multiple data owners comprise multiple first data owners and multiple second data 

owners, each first data owner has a first model and horizontally divided first data, each 

second data owner has a second model and vertically divided second data, and the 

method is performed by the second data owner; and 

the method comprises: 

determining, by using a PSI algorithm according to first data owned by each first 

data owner, second feature data that intersect each piece of first data from second data 

owned by the second data owner; 

determining a training unit to which each piece of second feature data belongs, 

wherein each training unit is determined from the first data owned by each first data 

owner and the second feature data that intersect the first data and that are owned by 

each second data owner; and 

performing the following main iteration process until a first iteration end condition 

is met: 

performing, in the training unit, cooperative training on a second model of the 

second data owner by using owned second feature data that intersect a first training 

sample as a second training sample and combining the first training sample with second 

feature data of each other second data owner, wherein the first training sample is 

determined from at least a part of first data in the training unit, a first model of a first 

data owner that participates in training of the training unit, the second model of each 

other second data owner, and a third model of a slave server that participates in training 

of the training unit are trained in the cooperative training, the first model of each first 

data owner and the second model of each second data owner comprise the first N layers 

of a neural network model, and the third model comprises one or more remaining layers 

of the neural network model except the first N layers; 
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wherein when the training unit obtains the first model, the second model, and the 

third model through training, the obtained first model and/or third model are federally 

aggregated at a master server, to obtain a first global model for the first model and/or a 

third global model for the third model, and the first model is updated according to the 

first global model and/or the third model is updated according to the third global model 

at each first data owner and/or each slave server. 

12. The method according to claim 11, wherein the performing, in the training unit, 

cooperative training on a second model of the second data owner by using owned 

second feature data that intersect a first training sample as a second training sample and 

combining the first training sample with second feature data of each other second data 

owner comprises: 

performing the following sub-iteration process in the training unit until a second 

iteration end condition is met: 

selecting, from second feature data owned by the second data owner, second 

feature data that intersect a first training sample as a second training sample, wherein 

the first training sample is determined from at least a part of first data selected from 

first data owned by the first data owner participating in training of the training unit; 

inputting the second training sample into the second model of the second data 

owner, to obtain feature information output by the second model; 

encrypting and sending the obtained feature information to a slave server 

participating in training of the training unit, so the slave server calculates a model 

gradient according to the owned third model and feature information received from 

each data owner; and 

updating the owned second model according to the model gradient. 

13. An apparatus for training a model by using multiple data owners, wherein the 

multiple data owners comprise multiple first data owners and multiple second data 

owners, each first data owner has a first model and horizontally divided first data, each 

second data owner has a second model and vertically divided second data, and the 

apparatus is applied to the first data owner; and 

the apparatus comprises: 
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a data providing module, configured to provide owned first data to each second 

data owner, so each second data owner determines, by using a PSI algorithm according 

to first data owned by each first data owner, second feature data that intersect each piece 

of first data from second data owned by the second data owner; 

a training unit determining module, configured to determine a belonging training 

unit, wherein each training unit is determined from the first data owned by each first 

data owner and the second feature data that intersect the first data and that are owned 

by each second data owner; 

a cooperative training module, configured to: perform, in the training unit, 

cooperative training on a first model of the first data owner by using at least a part of 

owned first data as a first training sample and combining, as a second training sample, 

second feature data that intersect the first training sample and that are owned by each 

second data owner, wherein a second model of each second data owner and a third 

model of a slave server participating in training of the training unit are trained in the 

cooperative training process, the first model of each first data owner and the second 

model of each second data owner comprise the first N layers of a neural network model, 

and the third model comprises one or more remaining layers of the neural network 

model except the first N layers; 

a model sending module, configured to send the trained first model to a master 

server, so the master server performs federated aggregation on the trained first model, 

or first model and third model obtained from each training unit, to obtain a first global 

model for the first model, or the first global model and a third global model for the third 

model; and 

a model updating module, configured to update the owned first model according 

to the first global model received from the master server; 

wherein the cooperative training module, the model sending module, and the 

model updating module are iteratively executed until a first iteration end condition is 

satisfied. 

14. An apparatus for training a model by using multiple data owners, wherein the 

multiple data owners comprise multiple first data owners and multiple second data 
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owners, each first data owner has a first model and horizontally divided first data, each 

second data owner has a second model and vertically divided second data, and the 

apparatus is applied to the second data owner; and 

the apparatus comprises: 

a feature data determining module, configured to determine, by using a PSI 

algorithm according to first data owned by each first data owner, second feature data 

that intersect each piece of first data from second data owned by the second data owner; 

a training unit determining module, configured to determine a training unit to 

which each piece of second feature data belongs, wherein each training unit is 

determined from the first data owned by each first data owner and the second feature 

data that intersect the first data and that are owned by each second data owner; and 

a cooperative training module, configured to: perform, in the training unit, 

cooperative training on a second model of the second data owner by using owned 

second feature data that intersect a first training sample as a second training sample and 

combining the first training sample with second feature data of each other second data 

owner, wherein the first training sample is determined from at least a part of first data 

in the training unit, a first model of a first data owner that participates in training of the 

training unit, the second model of each other second data owner, and a third model of a 

slave server that participates in training of the training unit are trained in the cooperative 

training, the first model of each first data owner and the second model of each second 

data owner comprise the first N layers of a neural network model, and the third model 

comprises one or more remaining layers of the neural network model except the first N 

layers; 

wherein when the training unit obtains the first model, the second model, and the 

third model through training, the obtained first model and/or third model are federally 

aggregated at a master server, to obtain a first global model for the first model and/or a 

third global model for the third model, and the first model is updated according to the 

first global model and/or the third model is updated according to the third global model 

at each first data owner and/or each slave server; and 

the cooperative training module is iteratively executed until a first iteration end 
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condition is satisfied. 

15. A system for training a model by using multiple data owners, comprising a first 

data owner, a second data owner, a slave server, and a master server, wherein each first 

data owner has a first model and horizontally divided first data, and each second data 

owner has a second model and vertically divided second data; 

each second data owner determines, by using a PSI algorithm according to first 

data owned by each first data owner, second feature data that intersect each piece of 

first data from second data owned by the second data owner; 

each first data owner determines a training unit to which the first data owner 

belongs; 

each second data owner determines a training unit to which each piece of owned 

second feature data belongs, wherein each training unit is determined from the first data 

owned by each first data owner and the second feature data that intersect the first data 

and that are owned by each second data owner; 

for each training unit, 

a first data owner participating in training of the training unit selects at least a part 

of first data from the first data owned by the first data owner as a first training sample; 

each second data owner selects, as a second training sample, second feature data 

that intersect the first training sample and that are owned by each second data owner; 

and 

the first data owner and the slave server participating in training of the training 

unit and each second data owner perform, by using the first training sample and the 

second training sample, cooperative training on the first model of the first data owner, 

the second model of each second data owner, and a third model of the slave server, 

wherein the first model and the second model comprise the first N layers of a neural 

network model, and the third model comprises one or more remaining layers of the 

neural network model except the first N layers; 

wherein a first data owner, each second data owner, and a slave server that 

participate in training of a same training unit perform a sub-iteration process until a 

second iteration end condition is satisfied; 
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the master server performs, in each round of main iteration process, federated 

aggregation on a trained first model and/or third model obtained from each training unit, 

to obtain a first global model for the first model and/or a third global model for the third 

model; and 

each first data owner updates the first model according to the first global model in 

each round of main iteration process; and/or each slave server updates the third model 

according to the third global model in each round of main iteration process. 

16. An electronic device, comprising: at least one processor, a memory coupled to 

the at least one processor, and a computer program stored in the memory, wherein the 

at least one processor executes the computer program to implement the method 

according to any one of claims 8 to 10 or claims 11 and 12. 

17. A computer readable storage medium, wherein the computer readable storage 

medium stores a computer program, and when being executed by a processor, the 

computer program implements the method according to any one of claims 8 to 10 or 

claims 11 and 12. 

18. A computer program product, comprising a computer program, wherein when 

executed by a processor, the computer program implements the method according to 

any one of claims 8 to 10 or claims 11 and 12. 

 


