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-B PROTECTION METHOD FOR LIGHT-READABLE DI

This application claims the benefit of United
States provisional patent application No. 60/058,074,
filed September 5, 1997.

Background of the Invention

This invention relates to methods for
protecting access to information stored on light-
readable discs, and more particularly to methods for
protecting access to information stored on such media
as digital versatile disc ("DVD") video ("DVD-Video")
discs, DVD read only memory {"DVD-ROM") discs and
compact disc read only memory ("CD-ROM") discs.

Light-readable information recording media in
the form of discs are well known, as shown, for
example, by Kramer U.S. patent 5,068,846. DVD-Video
and DVD-ROM discs are examples of relatively new forms
of information recording media. DVD-Video discs
generally contain both audio and video data, such as
feature—lengt@gmovies, and are typically used in DVD-
Video players for home entertainment. DVD-ROM and CD-
ROM discs generally contain computef data, such as
software, and are used in computer DVD-ROM and CD-ROM
drives, respectively. . )

Existing DVD-Video players and DVD-ROM and

CD-ROM drives generally permit users unlimited access



KEY- BASED PROTECTI ON_ METHOD FOR-+H6GHT- READABLE DI SCS Thi s
application clains “the benefit of United St at es provi sional patent
application No. 60/ Qﬁﬁm@@t‘ﬂasBeeanpla@é Sept enber 5, 1997. 5 Background of

the I nvention

protecting access to M‘g
nore particularly to

on such nedi a

10

15

20

25

30

ention relates to nethods for

| ored on |ight- rea —ayt
or protecting access to '11§ﬁE§E!g§g$$§PeP

to information stored on light-readable discs. A
consumer can purchase a movie stored on a DVD-Video
disc and play the movie an unlimited number of times,
or can purchase software recorded on a DVD-ROM or CD-
ROM disc and install the software an unlimited number
of times.

Many consumers, however, do not want to view
a movie more than once or twice, and therefore may not
want to purchase a movie on a DVD-Video disc that
permits unlimited access. Many more consumers,
however, may prefer purchasing a DVD-Video disc that
permits the user to pay for only the number of times
the movie is actually viewed. Movie distributors also
seek to offer pay-per-view functionality for movies
recorded on DVD-Video discs.

Likewise, software manufacturers typically
seek to restrict the number of times a consumer may
install software that has been recorded on disc. Such
software manufacturers seek a recordable medium that
restricts access to the software, but permits the
consumer to pay a license fee for each copy of the
software that the consumer actually makes. Thus,
consumers, movie distributors and software
manufacturers desire a method that protects access to
information recorded on light-readable discs, and
grants access when the consumer satisfies a
pPredetermined condition, such as paying a viewing fee,
rental fee, license or equivalent per-use fee.

A recently announced DVD-Video format known
as Digital Video Express ("DIVX") proposes a pay-per-
view method for DVD-Video discs. DIVX may have some
disadvantages, however. Most significantly, DIVX discs
will not play on standard DVD-Video players, but

instead only will play on more expensive DfVX players.
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format, consumers who have already purchased a standard
DVD-Video player will be unable to view such movies.

In view of the foregoing, it is an object of

5 this invention to provide a method for protecting

information stored on light-readable discs using a
format that can be used with existing playback
equipment and that does not require the purchase of
more costly, specialized hardware.

10 It is another object of this invention to
provide a secure method for protecting information
stored on light-readable discs that limits the user's
ability to make unauthorized use of the recorded
material.

15 It is a further object of this invention to
provide a light-readable disc having information stored
in a protected format that can be used with existing
playback equipment and that does not require the

purchase of more costly, specialized hardware.

20 nv ion

These and other objects of the invention are
accomplished aécording to the principles of the
invention by a method that protects access to
information, such as a movie, recorded on a light-

25 readable disc, but that grants limited access when the
user satisfies certain predetermined conditions. In
the preferred embodiment, the method is implemented
using a softwafe lock program recorded on the light-
readable disc, in cooperation with a user-interactive

30 transaction service.

The light-readable disc includes a software
lock program that causes the light-readable disc player
to generate and display a random-valued UNIQUE KEY each
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time the user atfempts to play the disc. The user
communicates the UNIQUE KEY along with payment or
account information to a transaction serv1ce, such as a
telephone transaction service, internet site, or other
5 similar means. The transaction service verifies the
paynment or account information, generates an UNLOCK
KEY, and communicates the UNLOCK KEY to the user. To
generate the UNLOCK KEY, the transaction service uses a
GOVERNING RELATIONSHIP, such as a mathematical

10 equation, that has the UNIQUE KEY as one of its
variables. Thus, for each UNIQUE KEY, there is a
corresponding UNLOCK KEY, as determined by the
GOVERNING RELATIONSHIP.

Next, the user communicates the UNLOCK KEY to

15 the light-readable disc player. The lock program then
causes the player to determine if the user has provided
the correct UNLOCK KEY. The lock program, which
includes the GOVERNING RELATIONSHIP, causes the player
to evaluate the GOVERNING RELATIONSHIP using the UNIQUE

20 KEY, and compare the result with the user-supplied
UNLOCK KEY. The disc player plays the light-readable
disc only if the user has provided the correct UNLOCK
KEY.

To perform the invented method, the light-

25 readable disc and transaction service use the same
GOVERNING RELATIONSHIP. For increased security, a
unique GOVERNING RELATIONSHIP is associated with each
light-readable disc, and the transaction service
determines the GOVERNING RELATIONSHIP by decoding a

30 user-supplied UNIQUE CODE, such as all or part of the
disc serial number, associated with each disc.
Alternatively, the GOVERNING RELATIONSHIP depends on
the value of the UNIQUE KEY, and the transaction
service determines the correct GOVERNING RELATIONSHIP



Many consumers, however, do not want to view a novie nore than once
tw ce, and therefore may not __want_to purchase a novie on a DVD-Video
disc that 10 permits unfimted access. Many nore consuners, however,

t he nunber

prefer purchasing a DYDY J8Q pinFepmicdt permits the user to pay for o
of tines :w

or

may
nly

ctual ly viewed.
al so seek to offer Hm ﬂ%lLunct ilonality for w,;g Ilﬁ ‘5‘ S?glr’ efd on
DVD- Vi deo di scs. software ma erniureVo yp+ead |y
seek to restrict the nunber of times a consunmer may i nstall softmere

t hat has been recorded on disc. Such sef war e manuf acturers seek a

recordabl e mediumthat 20 restricts access to the software,

consuner to pay a license fee for each copy of the software that the
consuner actual | ybpaiesodThgsthe UNIQUB KBY s, novie distributors and

sof t war e

10

15

20

25

30

Further features of the invention, its nature
and various advantages will be more apparent from the
accompanying drawings and the following detailed
description of the preferred embodiments.

D ipti Drawi

FIG. 1A is a simplified view of a prior.art
standard DVD-Video player and a prior art DVD-Video
disc.

FIG. 1B is a diagrammatic representation of
data stored on disc in accordance with the prior art.

FIG. 1C is a simplified view of a DVD-Video
disc recorded with a software program that performs the
methods of the present invention, and a diagrammatic
representation of the software program.

FIG. 2 is a flow chart of an illustrative
embodiment of the methods of this invention.

FIG. 3 is a flow chart of an embodiment of
the methods of this invention.

FIG. 4A is a flow chart of a first
alternative embodiment of the methods of this
invention. _

FIG. 4B is a diagrammatic representation of a
first alternative embodiment of this invention.

FIG. 5A is a flow chart of a second
alternative embodiment of the methods of this
invention.

FIG. 5B is a diagrammatic representation of a

second alternative embodiment of this invention.

h imen
FIG. 1A shows a prior art DVD-Video
player 100 ("player 100") and a prior art DVD-Video

but permts the
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disc liO ("disc 110"). Disc 110 contains data 120
stored in a format that may be read by player 100, and
that complies with the "DVD Specifications for Read-
Only Disc, Part 3 - Video Specifications" (referred to

5 as the "DVD-Video Specifications," which is hereby
incorporated by reference herein). This explanation of
the invention in the context of DVD-Video discs is only
illustrative, and it will be understood that the
invention is equally applicable to other light-readable

10 information recording media such as DVD-ROM and CD-ROM
discs.

For illustrative purposes, data 120 is
represented graphically in FIG. 1B. Data 120 may
include a software program 130 and a recorded audio-

15 video program 150, such as a movie. Software
program 130 may include a first play program chain 140
that controls the initial operation of player 100
immediately after the user inserts disc 110 into
player 100. In accordance with the DVD-Video

20 Specifications, player 100 executes first play program
chain 140 after disc 110 is inserted into the player.
Typically, as shown in FIG. 1B, first play program
chain 140 instructs player 100 to begin playing audio-
video program 150.

25 Alternatively, as shown in FIG. 1C, DVD-Video
disc 160 ("disc 160") contains data 170 that implements
the methods of the present invention. Like disc 110,
disc 160 contains data 170 stored in a format that may
be read by player 100, and that complies with the "DVD-

30 Video Specifications.”" Data 170 includes software
program 172, first play program chain 174 and recorded
audio-video program 176. Unlike first play program
chain 140, first play program chain 174 instructs

player 100 to execute a lock program 178 to implement
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the mefhods of the present invention. Lock program 178
is read from disc 160 for performance by the player to
control access to audio-video program 176.
FIGS. 2-5 show illustrative embodiments of

5 the methods of this invention. The process begins with
step 200, in which lock program 178 causes player 100
to generate a UNIQUE KEY using the random number
generator function in the player (the DVD-Video
Specifications require that conforming DVD-Video

10 players provide a random number generator function).
Although "random numbers"” are frequently referred to
for convenience herein, it will be understood that this
phrase includes any suitable random or random-appearing
key information, including numbers, letters, symbols,

15 etc. Because the UNIQUE KEY is generated using a
random number generator, lock program 178 typically
generates a different UNIQUE KEY each time the user
attempts to play part or all of disc 160.

Next, in step 210, player 100 displays the

20 UNIQUE KEY using an on-screen menu. In step 220, lock
program 178 causes player 100 to prompt the user to
provide an UNLQOCK KEY. The UNLOCK KEY has a
predetermined relationship to the UNIQUE KEY, but the
predetermined relationship is typically unknown by the

25 user. The user may obtain the UNLOCK KEY from a
transaction service, such as an automated telephone
transaction service, according to the methods
illustrated in FIGS. 3-5, and described in more detail
below.

30 In step 230, after the user obtains the
UNLOCK KEY from the transaction service and then
provides the UNLOCK KEY to player 100, lock program 178
causes the player to determine if the user has provided
the correct UNLOCK KEY by using a GOVERNING
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Summary of the Invention These and ot her objects of the
I nvention are acconpl i shed according te ghe principles of the
I nvention by a nethod that protects access to I nformati on, such as a

novie, recorded on a light-
RELATIONSHIP (included as part of the lock program) to

verify the UNLOCK KEY. As described above, the UNIQUE

KEY and UNLOCK KEY have a predetermined relationship,

which is described by the GOVERNING RELATIONSHIP. An
S illustrative example of a GOVERNING RELATIONSHIP is:

UNLOCK KEY = UNIQUE KEY + 7803 (1)

For example, if UNIQUE KEY = 1608, the
GOVERNING RELATIONSHIP shown in equation 1 specifies
that the UNLOCK KEY = 9412. Although equation 1 is a
linear algebraic equation, it will be understood that

10 the GOVERNING RELATIONSHIP includes any suitable
relationship, including linear equations, non-linear
equations, character-mapping codes, etc.

In step 230, lock program 178 causes
player 100 to determine the correct UNLOCK KEY by

15 evaluating the GOVERNING RELATIONSHIP using the UNIQUE
KEY. If the user-provided UNLOCK KEY matches the value
determined by the GOVERNING RELATIONSHIP, lock
program 178 performs step 240, which causes player 100
to begin playing audio-video program 176. Thus, in the

20 example described above, the user must provide the
UNLOCK KEY value 9412 to view the movie.

If, however, the user-provided UNLOCK KEY
does not match the value determined by the GOVERNING
RELATIONSHIP, lock program 178 performs step 250, which

25 causes player 100 to display an error message stating
that the user provided an incorrect UNLOCK KEY. Thus,
in the example described above, if the user provides
any UNLOCK KEY value other than 9412, player 100 will
not begin playing the movie. Instead, lock program 178

30 repeats step 220 to cause player 100 to prompt the user
to provide a correct UNLOCK KEY. Although not shown in
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FIG. 2, lock program 178 typically includes a security
feature that terminates the program if the user
repeatedly provides an incorrect UNLOCK KEY.

FIGS. 3-5 illustrate embodiments of methods

5 for generating an UNLOCK KEY using a transaction
service, such as a live operator or automated telephone
transaction service, internet site, or other similar
means. In step 300, the transaction service prompts
the user for account or payment information. For

10 example, the user may have an account with a video
rental store or some other retail establishment. The
user may provide her account number, which the retail
establishment will use for billing purposes.
Alternatively, the user may provide credit or debit

15 card information for payment.

In step 302, the transaction service
determines if the user has supplied valid payment
information. If the user's account number or
credit/debit card number is invalid, the transaction

20 service repeats step 300 to request valid information.
Although not shown in FIG. 3, the transaction service
typically includes a security feature that terminates
the communication if the user repeatedly provides
invalid payment information.

25 If, however, the user provided valid payment
information, the transaction service in step 310
prompts the user to provide the UNIQUE KEY. The user
may provide the UNIQUE KEY by voice or by a touch-tone
keypad, or by any similar means.

30 " Next, in step 320, the transaction service
determines the UNLOCK KEY using the GOVERNING
RELATIONSHIP and the user-supplied UNIQUE KEY. In the
embodiment shown in FIG. 3, the transaction service

uses a single GOVERNING RELATIONSHIP, which is the same
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as one of its vari abl es. Thus, for
correspondi Rg UNLOCK KEY; as determ ned by

GOVERNING RELATIONSHIP lock program 178 uses in
step 230. In step 330, the transaction service
communicates the UNLOCK KEY to the user, such as by
audio or video means.
5 In the method shown in FIG. 3, lock
program 178 and the transaction service may use the
same GOVERNING RELATIONSHIP for all DVD-Video discs and
for all values of UNIQUE KEY. To minimize the ability
to unscrupulously decode the UNLOCK KEY, the GOVERNING
10 RELATIONSHIP can be more complicated than the simple
equation shown in equation 1.
To provide additional security, each DVD-
Video disc may be programmed with a unique GOVERNING
RELATIONSHIP (included as part of the lock program on
15 the disc). Alternatively, each DVD-Video disc may be
programmed with a plurality of GOVERNING RELATIONSHIPS
that depend on the value of the UNIQUE KEY. An

illustrative example of such GOVERNING RELATIONSHIPS
is:

UNLOCK KEY = (UNIQUE KEY)? for 0 < UNIQUE KEY < 255
= UNIQUE KEY - 17 256 < UNIQUE KEY < 1023 (2)

- iNIQ_ZUE_K_EZ UNIQUE KEY > 1024

20 Thus, each time lock program 178 randomly selects a
UNIQUE KEY, the program uses the GOVERNING RELATIONSHIP
associated with the UNIQUE KEY.

In either alternative embodiment, the
transaction service and lock program 178 must be

25 ‘'synchronized to use the same GOVERNING RELATIONSHIP.
FIGS. 4 and 5 illustrate two alternative methods for
generating the UNLOCK KEY by synchronizing the
GOVERNING RELATIONSHIP used by the transaction service
and player 100.
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each disc 160 contains a GOVERNING RELATIONSHIP that is
uniquely associated with the disc. For example, each
DVD-Video disc contains disc-identifying information,

5 such as a serial number, all or part of which may be
associated with the particular GOVERNING RELATIONSHIP
associated with that disc. In steps 400, 402 and 410,
the transaction service prompts the user for payment
information, verifies payment information and prompts

10 the user for the UNIQUE KEY, respectively, as in
steps 300, 302 and 310.

In step 420, the transaction service prompts
the user for the UNIQUE CODE, the disc-identifying
information that identifies the user's DVD-Video disc.

15 The disc-identifying information may, for example, be
all or part of the serial number printed on the label
of disc 160. In step 430, after the user provides the
UNIQUE CODE, the transaction service determines the
GOVERNING RELATIONSHIP stored on disc 160. For

20 example, as shown in FIG. 4B, the transaction service
may include a table of GOVERNING RELATIONSHIPS indexed
by UNIQUE CODE values. The transaction service
therefore may determine the correct GOVERNING
RELATIONSHIP by locating the table entry corresponding

25 to the UNIQUE CODE that the user specified in step 420.
In steps 440 and 450, using the GOVERNING RELATIONSHIP
determined in step 430, the transaction service
determines and communicates the UNLOCK KEY as in
steps 320 and 330, respectively.

30 Although not shown in FIG. 4A, the
transaction service may use the UNIQUE CODE for other
purposes, such as tracking a specific disc, determining
the popularity of a particular movie, determining the

price to charge the user for the movie, accounting for
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revenue share to a particular software manufacturer,

and other similar uses.

5 UNIQUE KEY.

Alternatively, a unique GOVERNING
RELATIONSHIP may be associated with each wvalue of the

FIG. S5A illustrates a method in accordance

with this alternative embodiment of the invention. 1In

steps 500, 502 and 510, the transaction service prompts

the user for payment information, verifies payment

information and prompts the user for the UNIQUE KEY, as

10 in steps

shown in

300, 302 and 310, respectively. In step 520,
the transaction service determines the GOVERNING
RELATIONSHIP based on the UNIQUE KEY. For example, as

FIG. 5B, the transaction service may include a

table of GOVERNING RELATIONSHIPS indexed by UNIQUE KEY

15 wvalues.

The transaction service therefore may

determine the correct GOVERNING RELATIONSHIP by

locating the table entry corresponding to the UNIQUE

KEY. 1In steps 530 and 540, using the GOVERNING
RELATIONSHIP determined in step 520, the transaction

20 service determines and communicates the UNLOCK KEY as

in steps

of this invention.

320 and 330,

respectively.

The foregoing only illustrates the principles

Those skilled in the art can make

various modifications without departing from the scope

25 and spirit of the invention. For example, the

transaction service steps illustrated in FIGS. 3-5 may

be performed using an internet transaction service, or

other similar means.

Similarly, the invention is

equally applicable to other DVD-type or light-readable

30 disc information recording media.

Further, it will be understood that terms

like "unique" and "random" as used herein do not

necessarily mean absolutely unique or absolutely random

values.

For example,

such values may be selected from
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wi |l be nore apparent fromthe acconpanyi ng drawi ngs and the follow ng
detailed 5 description of the preferred enbodi nents. Bri ef
Description of the Draw ngs FIG 1A is a sinplified view of a
prior art standard DVD- Vi deo player and a prior art DVD- Vi deo di sc.
10 FIG 1B is a diagrammtic representation of data stored
on disc in accordance with the prior art. FIG 1Cis a
sinplified view of a DVD Video disc recorded with a software program
that performs the met hods of the present jijnvention, and a diagrammatic
15 representation of the software program FIG 2 is a flow
chart of an illustrative ‘

a large number of possible values so that the
selections appear to be random, even though there might
be some repetition or pattern discernible in the
selections if very large numbers of selections were

5 observed. For practical purposes, however, the

selections can be characterized as unigue or random.



embodi'nrent of the nethods of this invention. FIG 3 is a flow
chart of an enbodi nent of the nmethods of this invention. 20

FIG 4A is a flow chart of a first alternative enbodi nent of the

met hods of this invention. FIG 4B is a diagranmatic
representation of a wi+TST avﬁernative enbodi ment of this invention. 25

FIG 5Ais a thNVC nd al ternative enbodi nent of the
nmet hods of this ' NR FIG 5B is a diagramatic
representation of

L stcond alternatlve enbodi ment of this invention.
30 .Detail ed Descrlptlon of the Preferred Enmbodients FIG 1A
shows a prior art DVD Video

The Invention Claimed Is:

1. A method for protectihg a user's access
. to information recorded on a light-readable disc using

a light-readable disc player, the method comprising the
steps of:

causing the light-readable disc player to
generate a first random number each time the user
attempts to access the information;

communicating user-supplied qualifying
information and the first random number to a
transaction service, the transaction service generating
a second random number if the qualifying information
satisfies predetermined criteria, the second random

" number having a predetermined relationship to the first

random number; _

communicating the second-random number to the
light-readable disc player; and

causing the light-readable disc player to
verify that the received second random number has the
predetermined relationship to the first random number
and to play the information only if the received second
random number has the predetermined relationship to the
first random number.

2. The method of claim 1, wherein the
light-readable disc player comprises a random-number
function, the random number function generating the
first random number.
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3. A method for protecting a user's access
to information recorded on a light-readable disc using
a light-readable disc player, the light-readable disc
having disc-~identifying information, the method
comprising the steps of:

causing the light-readable disc player to
generate a first random number each time the user
attempts to access the information;

communicating user-supplied qualifying
information, the disc-identifying information and the
first random number to a transaction service, the
transaction service generating a second random number
if the qualifying information satisfies predetermined
criteria, the second random number having a first
predetermined relationship to the first random number,
the first predetermined relationship having a second
predetermined relationship to the disc-identifying
information; '

communicating the second random number to the
light-readable disc player; and

causing the light-readable disc player to
verify that the received second random number has the
first predetermined relationship to the first random
number and to play the information only if the received
second random number has the first predetermined
relationship to the first random number.

4, The method of claim 3, wherein the
llght readable disc player comprises a random—number
function, the random number function generating the
first random number.



5 as the "DVD Video Specifications," which is hereby I ncor por ated by

ref erence herein). TDLg_explanatlon of the invention in the context of
DVD- Video di$CS 1S on illustrative, and it will be understood that the
i nvent |l l‘“_ﬁuﬁ{m& lll:“ﬁpl icable to other light-readable 10 information
recordfﬂl DVD- ROM and CD- ROM di scs. For
illustrative p urposes data 120 is represented graphically in FIG 1B.
Data 120 may i nclude a software program 130 and a recorded audi o- 15

vi deo program 150, such as a novie. Software program 130 may include a
first play programchain 140 that contreks_the initial operation of

pl ayer 100 I mredi ately after the user inserts disc 110 into - pl ayer

100. In accordance with the DVD Video 20 Specifications, player 100

teﬁecult es first play progragy = aChaiRod4BoRfi St dhSing 10 dsed Noefd&dsd nto
e pl ayer.

to information recorded on a light-readable disc using
a light-readable disc player, the method comprising the
steps of:

causing the light-readable disc player to
generate a first random number each time the user
attempts to access the information;

communicating user-supplied qualifying
information and the first random number to a
transaction service, the transaction service generating
a second random number if the qualifying information
satisfies predetermined criteria, the second random
number having a first predetermined relationship to the
first random number, the first predetermined
relationship having a second predetermined relationship
to the first random number;

communicating the second random number to the
light-readable disc player; and

causing the light-readable disc player to
verify that the received second random number has the
first predetermined relationship to the first random
number and to play the information only if the received
second random number has the first predetermined

relationship to the first random number.

6. The method of claim 5, wherein the
light-readable disc player comprises a random—-number
function, the random number function generating the
first random number.



Typfcdlly, as shown in FIG 1B, first play program chain 140 instructs
pl ayer 100 to begi n playing audi o- vi deo program 150. 25
Alternatively, as shown in FIG 1C,_ DVD Vi deo di sc 160 {"disc 160")

contains data 170 thaLf++ﬁﬂ1ﬁnﬁﬁ??f’”” t he nethods of the present invention.

Li ke disc 110, di sy m‘\m‘“ ﬁ“kjata 170 stored in a format that may
be read by pl ayer 100Y““ i | es with the "DvD- 30 Video

Specifications."” Data ¥70¢i ntl ddes sof tware program 172, first play
program chain 174 and recorded audi o-vi deo program 176. Unlike first
pl ay program chain 140, first play programchain 174 instructs

pl ayer 100 to execute a |l ock program 178 to 1 npl enent

7. A light-readable disc comprising first
and second program information that may be retrieved
ﬁsing a light-readable disc player, the first program
information causing the light-readable disc player to:

generate a first random number;

display the first random number to a user;

prompt the user for a second number;

generate an unlock number having a
predetermined relationship to the first random number;
and

compare the second number to the unlock
number and retrieve the second program information from
the light-readable disc only if the second number

matches the unlock number.

8. The light-readable disc of claim 7,
wherein the disc is a DVD disc.

9. The light-readable disc of claim 8,

wherein the disc is a DVD-video disc.

10. The light-readable disc of claim 8,
wherein the disc is a DVD-ROM disc. ’

11. The light-readable disc of claim 7,
wherein the disc is a CD-ROM disc.



-7- the nethods of the present invention. Lock program 178 Is read
fromdisc 160 for performance by the player to control access to

audi o-vi deo program 176. FIGS. 2-5 show illustrative

enbodi nents of 5 the nmethods of this invention. The process begins wth
step 200, in which |lock program 178 causes player 100 to generate a

UNI QUE KEY using the random nunber generator function in the player (the
DVD- Vi deo Speci fications require that conform ng DVD Vi deo
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THIS SHEET HAS BEEN
REPLACED

DR

Abstract of the Disclosure
To protect access to information recorded on
a light-readable disc, a light-readable disc player
provides the user with a unique key each time the user
S attempts to play the disc. After the user communicates
the unique key to a transaction service and satisfies
certain preconditions, such as providing payment or
account information, the transaction service provides
the user with an unlock key. The user communicates the
10 wunlock key to the light-readable disc player, which
plays the disc only if the user has provided the
correct unlock key.



10 blayers provi de a random nunber generator function). Al t hough "random

nunbers" are frequently referred to for convenience herein, it will be
understood that this phrase includes any suitable random or
random appeari ng key information, including nunbers, letters, synbols,
15 etc. Because the UNIQUE KEY is generated using a random nunber
generator, |lock program 178 typically generates a different UN QUE-KEY
each tinme the user attenpts to playfpart or all of disc 160.
Next, in step 210, player 100 displays the 20 UNl QUE KEY usi ng on-screen
menu. In step 220, |ock program 178 causes player 100 tOJPT t the
user to provi de an UNLOCK KEY. The UNLOCK KE¥—has .CUCLcrnuwed
rel ationship to the H@ICUE KEY, but the preﬂHDeEWﬂﬁe@AﬁBlﬁiii i S
typically unknown b§ 25 user. The user nay| ebiar—the—UNE VEV fron1a
transaction service, E;%;m;4uL£u¢nnnted teIep1BﬁQGﬁMh! ,~,740
PROGRAM CHAIN
GO 70 150
120 A
FIG. 1A (PRIOR ART) 150 — /
AUDIO-VIDED
PROGRAM

FIG. 1B (PROR ART)

r—770

DVD DISC DATA — 172

PROGRAM 174

FIRST PLAY
PROGRAM CHAIN
GO 10 178

A
178 — }

LOCK PROGRAM

160 176 —
AUDIO-VIDEO
PROGRAM
170
—_ J
Y

FIG. 1C



transaction service, according to the methods Illustrated in FIGS. 3-5,

and described in nore detail bel ow. 30 In step 230, after
t he user obtains the UNLOCK KEY fromthe transaction service and then
provi des the UNLOCK KEY to player 100, |ock program 178 causes the
pl ayer to determne if the user has provided the correct UNLOCK KEY by
usi ng a GOVERNI NG

2/4

UNIQUE KEY USING
RANDOM NUMBER
GENERATOR

t

DISPLAY UNIQUE KEY
USING ON-SCReen | 210
MENU

1

PROMPT USER TO V—220
ENTER UNLOCK |-
KEY

'

EVALUATE GOVERNING) — 230 250
EQUATION BASED F
ON UNIQUE KEY AND DISPLAY MESSAGE
THE UNLOCK KEY. |NO STATING
HAS THE USER "INCORRECT
ENTERED THE UNLOCK KEY”
CORRECT UNLOCK
KEY?

YES

BEGIN PLAYING |~ _ 50
VIDEO PROGRAM ° FIG. 2

PROMPT USER FOR {~—300
ACCOUNT OR PAYMENT |«
INFORMATION

) 302

IS ACCOUNT OR PAYMENT s
INFORMATION VALID? NO

| YES
PROMPT USER FOR
UNIQUE KEY
Y

GENERATE UNLOCK KEY
USING GOVERNING |20
EQUATION

'
COMMUNICATE UNLOCK |~ _ 330

KEY TO USER FIG. 3 .

310




- 8 - RELATI ONSHI P (i ncluded as part of the lock program to verify
t he UNLOCK KEY. As described above, the UN QUE KEY and UNLOCK KEY have a

predet erm ned rel ati onshi p, which is described by the GOVERN NG
RELATIONSHIP. An 5 illustrative exanple of a GOVERNI NG RELATI ONSHI P i s:
UNLOCK KEY = UNI QUE KEY + 7803 (1) For exanple, if UN QUE

KEY = 1609, the GOVERNI NG RELATI ONSHI P shown in equation 1 specifies
that the UNLOCK KEY = 9412. Although qu)'mi on 1lis a

Ve 400

PROMPT USER FOR

ACCOUNT OR PAYMENT |«
INFORMATION

! 402

IS ACCOUNT OR PAYMENTJ
INFORMATION VALID? NO

[YES
PROMPT USER FOR
UNIQUE KEY
Y

PROMPT USER FOR  |~_ 420
UNIQUE CODE

¥

SELECT GOVERNING
EQUATION BASED on | #30

UNIQUE CODE FIG. 4A
Y

GENERATE UNLOCK KEY
USING SELEcTED | 440
GOVERNING EQUATION

¥
COMMUNICATE UNLOCK

410

- 450

KEY TO USER

UNIQUE CODE GOVERNING RELATIONSHIP
1002-8.9;5'89-733 UNIQUE KEY = 1278
1003-894589—733 (UNIQUE KEV)Z — 32
1004—894589—733 (2/3) * (UNIQUE KEY) + 57
1005-894589-733 V (UNIQUE KEY) * 37 + 269

FIG. 4B



| i near al gebraic equation, it will be understood that 10 the GOVERN NG
RELATI ONSHI P i ncl udes any suitable relationship,. including |inear
equations, non-linear equati ons, character-mppi ng codes, etc.

In step 230, |lock program 178 causes pl ayer 100 to determ ne the
correct UNLOCK KEY by 15 eval uating the GOVERNI NG RELATI ONSHI P usi ng t he
UNI QUE KEY. If the user-provided UNLOCK KEY mat ches the val ue

determ ned by t he GOVERNI NG RELATI C]\ISHI,P 4! ock program 178 perforns
step 240, which causes pl ayer 100 begl n E?JQ%W ng audi o-vi deo program
176. Thus, in the 20 egarpte—desert bed no3zicanc VAL user nust provide the
UNLOCK KEY val ue 9412 {o \FROMPReUSER EOR | f, however, the
user - provi ded UNLOCK KEYACCOUMIe O\ GRAYMENT ehe—vatte det er ni ned by t he
GOVERNI NG - RELATI ONSHI P, /NEBRMADIONAM 178] perforng step 250, which 25
causes player 100 to dFsptay—amr [T OT TESSay séééi ng

IS ACCOUNT OR PAYMENT
INFORMATION VALID? NO

[VES

PROMPT USER FOR
UNIQUE KEY

I
SELECT GOVERNING
EQUATION BASED oN | 920
UNIQUE KEY
¥

GENERATE UNLOCK KEY | s=.
USING SELECTED FIG. 5A

GOVERNING EQUATION ,
Y

COMMUNICATE UNLOCK |—~_ 540
KEY TO USER

\-510

UNIQUE KEY GOVERNING RELATIONSHIP
1250—1298 UNIQUE KEY — 654
1299-1399 UNIQUE KEY+ 2456
UNIQUE KEY + 1
14001600 40874

UNIQUE KEY + 31

1600—-1607

I
2/ (UNIQUE KEY) +89

FIG. 5B



that the user provi ded an incorrect UNLOCK.KEY. Thus, : ér t pe exanple
descri bed above, if the user provides any UNLOCK Kﬁ KU’ ot her than
9412,. player 100 wil | not begin playing the novie. R ad.opeck

program 178 30 repeats step 220 to cause player 100 to pronpt the user
to provide a correct UNLOCK-KEY. Although not shown in

~
B

REPLACEMENT SHEET
22 BEC 1998

- D D - D

This application claims the benefit of United

States provisional patent application No. 60/058,074,
filed September 5, 1997.

S DBackground of the Invenfion
This invention relates to methods for
protecting access to information stored on light-
readable discs, and more particularly to methods for
protecting access to information stored on such media
10 as digital versatile disc ("DVD") video ("DVD-Video")
discs, DVD read only memory ("DVD-ROM") discs and
compact disc read only memory ("CD-ROM") discs.
Light~readable information recording media in
the form of discs are well known, as shown, for
15 example, by Kramer U.S. patent 5,068,846. DVD-Video
and DVD-ROM discs are examples of relatively new forms
of information recording media. DVD-Video discs
generally contain both audio and video data, such as
feature-length movies, and are typically used in DVD-
20 Video players for home entertainment. DVD-ROM and CD-
ROM discs generally contain computef data, such as
software, and are used in computer DVD-ROM and CD-ROM

drives, respectively.

Existing DVD-Video players and DVD-ROM and

25 CD-ROM drives generally permit_users unlimited access



FIG 2, lock program 178 typically includes a security RERLACEMERBSHEET
termnates the programif the user repeatedly provides]a rreorrect
UNLOCK KEY. FIGS. 3-5ill ustrate enbodi ment sf o ggéqﬂg$1§h3 or
generating an UNLOCK KEY using a transaction service, pugh Tive
operator or automated tel ephone transaction service, ipntermet—SsITE, 0
other simlar means. In step 300, the tyamsaction servjce pronpts t he
user for account or payment information. For 10 exanple, ~Tie USET hay have
an account with a video rental store or sone other retail

establ i shment. The infomﬂemiﬁ&yspb@tddenhEigﬁt€ﬁﬁﬁdaﬁléﬁK¥sci&ﬂQﬁ tPe I
retail establ nt_ w use,.for bi 0 ernatively,
the user may provi Elte%‘%nreé:dlctan P%&BF‘F%% m8¥1f'% g ’8? R ¢h B'GPHaRent

disc and play the movie an unlimited number of times,

or can purchase software recorded on a DVD-ROM or CD-
5 ROM disc and install the software an unlimited number
of times.

Many consumers, however, do not want to view
a movie more than once or twice, and therefore may not
want to purchase a movie on a DVD-Video disc that

10 permits unlimited access. Many more consumers,
however, may prefer purchasing a DVD-Video disc that
permits the user to pay for only the number of times
the movie is actually viewed. Movie distributors also
seek to offer pay-per-view functionality for movies

15 recorded on DVD-Video discs.

Likewise, software manufacturers typically
seek to restrict the number of times a consumer may
install software that has been recorded on disc. Such
software manufacturers seek a recordable medium that

20 restricts access to the software, but permits the
consumer to pay a license fee for each copy of the
software that the consumer actually makes. Thus,
consumers, movie distributors and software
manufacturers desire a method that protects access to

25 1information recorded on light-readable discs, and
grants access when the consumer satisfies a
predetermined condition, such as paying a viewing fee,
rental fee, license or equivalent per-use fee.

A recently announced DVD-Video format known

30 as Digital Video Express ("DIVX") proposes a pay-per-
view method for DVD-Video discs. DIVX may have some
disadvantages, however. Most significantly, DIVX discs
will not play on standard DVD-Video players, but

instead only will play on more expensive DIVX plavers.



In sfep 302, the transaction service determnes if th

supplied valid paynent information. |If the user's acc LREPUNBEMéchﬁak
credit/debit card nunmber is invalid, the transaction 20 sgry-ee |cpedLS
step 300 to request valid information. Al t hough not sHho éu? EC 1283
the transaction service typically includes a security {f gature that

term nates t he ;communi cation if the user repeatedly prioviees

i nvalid paynent information. 25 | f, however, t user provided
val i d paynent i nformation, the transatt?on service in bt =310

pronpts the user to provide the UNI QUE KEY. The user may provide the
UNI QUE KEY by vajice by a ch-tone p any s m | ar means.
50 Nt 3050 & ME Ve raigattrunacat frebt TRVREVEL mines the

UNLOCK KEY usi ngfdmgao\&wnﬁi@rs thEhA?FéONSbbEdgnﬁutbnaus@rasy@masﬁd
UNI QUE K??‘ In tﬁVb—Video player will be unable to view such movies.
In view of the foregoing, it is an object of
5 this invention to provide a method for protecting
information stored on light-readable discs using a
format that can be used with existing playback
equipment and that does not require the purchase of
more costly, specialized hardware.

10 It is another object of this invention to
provide a secure method for protecting information
stored on light-readable discs that limits the user's
ability to make unauthorized use of the recorded
material. .

15 It is a further object of this invention to
provide a light-readable disc having information stored
in a protected format that can be used with existing
playback equipment and that does not require the

purchase of more costly, specialized hardware.

20 Summary of the Invention

These and other objects of the invention are
accomplished according to the principles of the

invention by a method that protects access to
information, such as a movie, recorded on a light-

25 readable disc, but that grants limited access when the
user satisfies certain predetermined conditions. In
the preferred embodiment, the method is implemented
using a software lock program recorded on the light-
readable disc, in cooperation with a user-interactive

30 transaction service.

The light-readable disc includes a software
lock program that.causes the light-readable disc player
to generate and display a2 random-valued UNIQUE KEY each



enbodinent shown in FIG 3, the transaction service
GOVERNI NG RELATI ONSHI P, which is the sane

- 10 - GOVERNI NG RELATI ONSHI P | ock program.178 us€s

n 3Q.
step 330, the transaction service comuni'cates the LNLOdsz@$%$&9 hé
user, such as by

10

15

20

25

30

% PEA@ h’EN’(g s ﬁ Eg: ;l :q.,_‘.

h
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time the user atfempts to play the disc. The user
communicates the UNIQUE KEY along with payment or
account information to a transaction service, such as a
telephone transaction service, internet site, or other
similar means. The transaction service verifies the
payment or account information, generates an UNLOCK
KEY, and communicates the UNLOCK KEY to the user. To
generate the UNLOCK KEY, the transaction service uses a
GOVERNING RELATIONSHIP, such as a mathematical
equation, that has the UNIQUE KEY as one of its
variables. Thus, for each UNIQUE KEY, there is a
corresponding UNLOCK KEY, as determined by the
GOVERNING RELATIONSHIP.

Next, the user communicates the UNLOCK KEY to
the light-readable disc-player. The lock program then
causes the player to determine if the user has provided
the correct UNLOCK KEY. The lock program, which
includes the GOVERNING RELATIONSHIP, causes the player
to evaluate the GOVERNING RELATIONSHIP using the UNIQUE
KEY, and compare the result with the user-supplied
UNLOCK KEY. The disc player plays the light-readable
disc only if the user has provided the correct UNLOCK
KEY.

To perform the invented method, the light-
readable disc and transaction service use the same
GOVERNING RELATIONSHIP. For increased security, a
unique GOVERNING RELATIONSHIP is associated with each
light-readable disc, and the transaction service
determines the GOVERNING RELATIONSHIP by decoding a
user-supplied UNIQUE CODE, such as all or patt of the
disc serial number, associated with each disc.
Alternatively, the GOVERNING RELATIONSHIP depends on
the value of the UNIQUE KEY, and the transaction
service determines the correct GOVERNING RELATIONSHIP



audio or video neans. 5
program 178 and the transaction service nay use the
RELATI ONSHI P f or
To minimze the ability to unscrupul ously decode tHe |
GOVERNI NG 10 RELATI ONSHI P can be nore coapgigated thgn TT ST
equation shown in equation 1. To provi dg additiona

each DVD-

In the nethod show] RAPIACEMIAT SUEKT
'c TE a P U
all DVD-Video discs and for .all vdl

secur i

Vi deo disc may be programred with a uni que GOVERNING

RELATI ONSHI P (i '
Tl H P (i ng Egggﬁgﬁﬁﬁaéﬁe(ﬁNfdﬁ%)K%QK programon 15 the disc).

Al ternatively,

ea
of GOVERNI NG RELATI ONSHI PSFurthehafeatapeasd ofn t

A illustratiyg ¢xaphe hvsticlyGOVERN MG BELATLENSHRS from the
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accompanying drawings and the following detailed

description of the preferred embodiments.

Brief Description of the Drawings

FIG. 1A is a simplified view of a prior art
standard DVD-Video player and a prior art DVD-Video
disc.

FIG. 1B is a diagrammatic representation of
data stored on disc in accordance with the prior art.

FIG. 1C is a simplified view of a DVD-Video
disc recorded with a software program that performs the
methods of the presenﬁ'invention, and a diagrammatic
representation of the software program.

FIG. 2 is a flow chart of an illustrative
embodiment of the methods of this invention.

FIG. 3 is a flow chart of an embodiment of
the methods of this invention.

FIG. 4A is a flow chart of a first
alternative embodiment of the methods of this
invention.

FIG. 4B is a diagrammatic representation of a
first alternative embodiment of this invention.

FIG. 5A is a flow chart of a second
alternative embodiment of the methods of this
invention.

FIG. 5B is a diagrammatic representation of a
second alternative embodiment of this invention.

iotion im
FIG. 1A shows a prior art DVD-Video
player 100 ("player 100") and a prior art DVD-Video

ty,

eo disc may be rogranmed with a plurality
lpyepsion. t Aé SURRCUESKEY.



UNLOCK KEY = (UNIQUE KEY)2 for O [err] UN QUE KEY [ erri] REPIACEMENT SHEET
= .UNl QUE KEY - 17 256 [err] UNIQUE KEY [err] 1023 (2) -

UNI QUE KEY UNI QUE KEY [err] 1024

Thus, each tinme |ock program 178 randomy sé€lects a
program uses the GOVERNI NG RELATI ONSHI P associ ated w
In either alternatiyve enbodi nent, the <t rearsacti on sgrvice and | ock
program 178 nmust be 25 synchronized to use the sane GOVERN-NG
RELATI ONSHI P. FIGS. 4 and 5 illustrate two alternative nethods for
generating the UNLOEKLKEY (Bgisgnth®dbni zidigsa HeL0 conE@IERNIAYE aREI2ATI ONSHI P

used by the trangagtlgn;§eLVi§enar /LY RIPUY A% by player 100, ana

that complies with the "DVD Specifications for Read-

I

KEY.

Only Disc, Part 3 - Video Specifications" (referred to

5 as the "DVD-Video Specifications," which is hereby
incorporated by reference herein). This explanation of
the invention in the context of DVD-Video discs is only
illustrative, and it will be understood that the
invention is equally applicable to other light-readable

10 information recording media such as DVD-ROM and CD-ROM
discs.

For illustrative purposes, data 120 is
represented graphically in FIG. 1B. Data 120 may
include a software program 130 and a recorded audio-

15 video program 150, such as a movie. Software
program 130 may include a first play program chain 140
that controls the initial operation of player 100
immediately after the user inserts disc 110 into
player.100. 1In accordance with the DVD-Video

20 Specifications, player 100 executes first play program
chain 140 after disc 110 is inserted into the player.
Typically, as shown in FIG. 1B, first play program
chain 140 instructs player 100 to begin playing audio-
video program 150.

25 Alternatively, as shown in FIG. 1C, DVD-Video
disc 160 {("disc 160") contains data 170 that implements
the methods of the present invention. Like disc 110,
disc 160 contains data 170 stored in a format that may
be read by player 100, and that complies with the "DVD-

30 Video Specifications."” Data 170 includes software
program 172, first play program chain 174 and recorded
audio-video program 176. Unlike first play program
chain 140, first play program chain 174 instructs

player 100 to execute a lock program 178 to implement



Gran S RS Ty

For burposes of the method show each disc 160 conta!ngE ilggﬁgfi
RELATIONSHI P that is uni quely associated with the di or pxanph@i

each DVD- Vi deo di sc contains disc-identifying infornat ng BEC 1908 ‘

R e

the meﬁhods of the present invention. Lock program 178
is read from disc 160 for performance by the player to
control access to audio-video program 176.

P FIGS. 2-5 show illustrative embodiments of

S5 the methods of this invention. The process begins with

step 200, in which lock program 178 causes player 100
to generate a UNIQUE KEY using the random number
generator function in the player (the DVD-Video
Specifications require that conforming DVD-Video

10 players provide a random number generator function).
Although "random numbers" are frequently referred to
for convenience herein, it will be understood that this
phrase includes any suitable random or random-appearing
key information, including numbers, letters, symbols,

15 etc. Because the UNIQUE KEY is generated using a
random number generator, lock program 178 typically
generates a different UNIQUE KEY each time the user
attempts to play part or all of disc 160.

Next, in step 210, player 100 displays the

20 UNIQUE KEY using an on-screen menu. In step 220, lock
program 178 causes player 100 to prompt the user to
provide an UNLOCK KEY. The UNLOCK KEY has a
predetermined relationship to the UNIQUE KEY, but the
predetermined relationship is typically unknown by the

25 wuser. The user may obtain the UNLOCK KEY from a
transaction service, such as an automated telephone
transaction service, according to the methods
illustrated in FIGS. 3-5, and described in more detail
below.

30 In step 230, after the user obtains the
UNLOCK KEY from the transaction service and then
provides the UNLOCK KEY to player 100, lock program 178
causes the player to determine if the user has provided
the correct UNLOCK KEY by using a GOVERNING



5 such as a serial nunber, all or part of which may be, associal-ed-w-tf
the particul ar GOVERNI NG RELATI ONSHI P associ ated wt EtAGEMENT Sﬁi'E;T
steps 400, 402 and 410, t he transacti on servi.ce pro i

paynent information, verifies paynent information an
user for the UNIl QUE KEY, respectively, as in st eps
In step 420, the transaction service pronpts the user | 2
CODE, the disc-identifying i nformati or Bhat identif|u$gthe user's
DVD- Vi deo disc. 15 The disc-identifying information nayktes—exarpte—te
all or part of the serial nunber printed on the |abel of dISC 160 In
step 430, after REBATENSHIBViidesludesl as paMitQoE COBElotkeprpgnsmtt kon
service determ RELATI I, t on S For
20 exanpl e, asn§%0m£§lthiﬁgﬁyﬁgyfﬁﬁ; t?ghggg??égeéegggge’ efle 6N%eﬁglude
tabl e of GOVERNI K& RERATYNINEHL PEY rftbeseed predetermined relatlonshlp,

which is described by the GOVERNING RELATIONSHIP. An
S illustrative example of a GOVERNING RELATIONSHIP is:

UNLOCK KEY = UNIQUE KEY + 7803 (1)

For example, if UNIQUE KEY = 1609, the
GOVERNING RELATIONSHIP shown in equation 1 specifies
that the UNLOCK KEY = 9412. Although equation 1 is a
linear algebraic equation, it will be understood that

10 the GOVERNING RELATIONSHIP includes any suitable
relationship,.includin§ linear equations, non-linear
equations, character-mapping codes, etc.

In step 230, lock program 178 causes
player 100 to determine the correct UNLOCK KEY by

15 evaluating the GOVERNING RELATIONSHIP using the UNIQUE
KEY. If the user-provided UNLOCK KEY matches the value
determined by the GOVERNING RELATIONSHIP, lock
program 178 performs step 240, which causes player 100
to begin playing audio-video program 176. Thus, in the

20 example described above, the user must provide the
UNLOCK KEY value 9412 to view the movie.

If, however, the user-provided UNLOCK KEY
does not match the value determined by the GOVERNING
RELATIONSHIP, lock program 178 performs step 250, which

25 causes player 100 to display an error message stating
that the user provided an incorrect UNLOCK KEY. Thus,
in the example described above, if the user provides
any UNLOCK KEY value other than 9412, plaver 100 will
not begin playing the movie. Instead, lock program 178

30 repeats step 220 to cause player 100 to prompt the user
to provide a correct UNLOCK KEY. Although not shown in



by UNI QUE CODE val ues. The transaction service t herfg Aﬁﬁ%ﬁgﬁ%ﬁﬁgﬁfe
the correct GOVERNI NG RELATI ONSHI P by locating the paple entfy =" ;
corresponding 25 to the UNIl QUE CODE t hat the user specifigd inéﬁﬁfp 426.[

I n steps 440 and 450, .using the GOVERNI NG RELATI ONSHI P aa ¥ 1t iin
step 430, the transaction service determ nes and c inicates the
UNLOCK KEY as in : steps 320 and 330, rgsgegtively. Ceeor s Al t hoygh
not shown in FIG 4A, the transacti on service may

for other " purposes, such as tracking a specific disc, determning

the popularity of;@ par tlioccl}'J I
the user for.the novi€, acco
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feature that terminates the program if the user
repeatedly provides an incorrect UNLOCK KEY.

FIGS. 3-5 illustrate embodiments of methods
for generating an UNLOCK KEY using a transaction
service, such as a live operator or automated telephone
transaction service, internet éite, or other similar
means. In step 300, the transaction service prompts
the user for account or payment information. For
example, the user may have an account with a video
rental store or some other retail establishment. The
user may provide her account number, which the retail
establishment will use for billing purposes.
Alternatively, the user may provide credit or debit
card information for payment.

In step 302, the transaction service
determines if the user has supplied wvalid payment
information. If the user's account number or
credit/debit card number is invalid, the transaction
service repeats step 300 to request valid information.
Although not shown in FIG. 3, the transaction service
typically includes a security feature that terminates
the communication if the user repeatedly provides
invalid payment information. '

If, however, the user provided valid payment
information, the transaction service in step 310
prompts the user to provide the UNIQUE KEY. The user
may provide the UNIQUE KEY by voice or by a touch-tone
keypad, or by any similar means.

'~ Next, in step 320, the transaction service
determines the UNLOCK KEY using the GOVERNING
RELATIONSHIP and the user-supplied UNIQUE KEY. In the
embodiment shown in FIG. 3, the transaction service

uses a single GOVERNING RELATIONSHIP, which is the same
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GOVERNING RELATIONSHIP lock program 178 uses in
step 230. 1In step 330, the transaction service
communicates the UNLOCK KEY to the user, such as by
s audio or video means.

5 In the method shown in FIG. 3, lock
program 178 and the transaction service may use the
same GOVERNING RELATIONSHIP for all DVD-Video discs and
for all values of UNIQUE KEY. To minimize the ability
to unscrupulously decode the UNLOCK KEY, the GOVERNING

10 RELATIONSHIP can be more complicated than the simple
equation shown in equation 1.

To provide additional security, each DVD-

Video disc may be programmed with a unique GOVERNING
RELATIONSHIP (included as part of the lock program on

15 the disc). Alternativeiy, each DVD-Video disc may be
programmed with a plurality of GOVERNING RELATIONSHIPS
that depend on the value of the UNIQUE KEY. An
illustrative example of such GOVERNING RELATIONSHIPS

is:

UNLOCK KEY = (UNIQUE KEY)? for 0 < UNIQUE KEY s 255
= UNIQUE KEY - 17 256 < UNTQUE KEY < 1023 (2)
= _@%Eﬂ UNIQUE KEY > 1024

20 Thus, each time lock program 178 randomly selects a
UNIQUE KEY, the program uses the GOVERNING RELATIONSHIP
associated with the UNIQUE KEY.

In either alternative embodiment, the
transaction service and lock program 178 must be

25 synchronized to use the same GOVERNING RELATIONSHIP.
FIGS. 4 and 5 illustrate two alternative methods for
generating the UNLOCK KEY by synchronizing the

GOVERNING RELATIONSHIP used by the transaction service
and player 100.



i nformation and pronpts the user for the UNIQUE KEY, as 10 in steps 300,
302 and 310, respectively. 1In step 520, the transaction service.

det erm nes t he GOVERNI NG RELATI ONSHI P based on the UNT

exanpl e, as shown in FIG 5B, the transaction serviceg
t abl e of GOVERNI NG RELATI ONSHI PS i ndexed by UNI QUE KEY 1§
transaction service therefore my determ ne the corrg
RELATI ONSHI P by | ocating the table entril correspondi pg |
KEY. In steps 530 and 540, using the GOVERN NG RELAT| ONSHIr P~ TRl
in step 520, the transaction 20 service determ nes and c-nnunlcates t he
UNLOCK KEY as in st epFoREPUERPSES0 0L Ehgerethafyshown T FiG=-

foregoi ng, only iddatstdides dheRitangisPlaeSovERNENG! ﬁtﬁATMﬁ@MP“thI@Oﬁ |
skilled in the art can make various nodifications w thout departing

fromthe scope MR i 350G tate WitPetticoAisFor EREnBKEMPLRe each

DVD-Video disc contains disc-identifying information,

5 such as a serial number, all or part of which may be
associated with the particular GOVERNING RELATIONSHIP
associated with that disc. 1In steps 400, 402 and 410,
the transaction service prompts the. user for payment
information, verifies payment information and prompts

10 the user for the UNIQUE KEY, respectively, as in
steps 300, 302 and 310.

In step 420, the transaction service prompts
the user for the UNIQUE CODE, the disc-identifying
information that identifies the user's DVD-Video disc.

15 The disc-identifying information may, for example, be
all or part of the serial number printed on the label
of disc 160. 1In step 430, after the user provides the
UNIQUE CODE, the transaction service determines the
GOVERNING RELATIONSHIP stored on disc 160. For

20 example, as shown in FIG. 4B, the transaction service
may include a table of GOVERNING RELATIONSHIPS indexed
by UNIQUE CODE values. The transaction service
therefore may determine the correct GOVERNING
RELATIONSHIP by locating the table entry corresponding

25 to the UNIQUE CODE that the user specified in step 420.
In steps 440 and 450, using the GOVERNING RELATIONSHIP
determined in step 430, the transaction service
determines and communicates the UNLOCK KEY as in
steps 320 and 330, respectively.

30 Although not shown in FIG. 4A, the
transaction service may use the UNIQUE CODE for other
purposes, such as tracking a specific disc, determining
the popularity of a particular movie, determining the

price to charge the user for the movie, accounting for



transaction service steps illustrated in FIGS. 3-5
using an internet transaction service, or ot her
Simlarly, the invention is equal Iy applicable to of he
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revenue share to a particular software manufacturer,
and other similar uses.

Alternatively, a unique GOVERNING
RELATIONSHIP may be associated with each wvalue of the

S UNIQUE KEY. FIG. 3A illustrates a method in accordance
with this alternative embodiment of the invention. In
steps 500, 502 and 510, the transaction service prompts
the user for payment information, verifies payment
information and prompts the user for the UNIQUE KEY, as

10 in steps 300, 302 and 310, respectively. In step 520,
the transaction service determines the GOVERNING
RELATIONSHIP based on the UNIQUE KEY. For example, as
shown in FIG. 5B, the transaction service may include a
table of GOVERNING RELATIONSHIPS indexed by UNIQUE KEY

15 wvalues. The transaction service therefore may
determine the correct GOVERNING RELATIONSHIP by
locating the table entry corresponding to the UNIQUE
KEY. In steps 530 and 540, using the GOVERNING
RELATIONSHIP determined in step 520, the transaction

20 service determines and communicates the UNLOCK KEY as
in steps 320 and 330, respectively.

The foregoing only illustrates the principles
of this invention. Those skilled in the art can make
various modifications without departing from the scope

25 and spirit of the invention. For example, the
transaction service steps illustrated in FIGS. 3-5 may
be performed using an internet transaction service, or
other similar means. Similarly, the invention is
equally applicable to other DVD-type or light-readable

30 disc information recording media.

Further, it will be understood that_terms
like "unique" and "random” as used herein do not
necessarily mean absolutely uﬁique or absolutely random

values. For example, such values may be selected from
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KEY-BASED PROTECTION METHOD FOR LIGHT-READABLE DISCS
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To protect access to information recorded on
a light-readable disc, a light-readable disc player
prcéides the user with a unique key each time the user
attempts to play the disc. After the user communicates
the unique key to a transaction service and satisfies
certain preconditions, such as providing payment or
account information, the transaction service provides
the user with an unlock key. The user communicates the
unlock key to the light;readable disc player, which

plays the disc only if the user has provided the
correct unlock key.

( Figure 2 )



