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(57) Abstract: A method (500) of preventing fraudulent rollback of a trusted application (TA) involving repeatedly recording (510) an
execution state of the trusted application (TA); repeatedly causing (520) recording of the execution state in an entity external to the trust-
ed application (TA); upon occurrence of an event in the trusted application (TA), sending (530) a request (Sec_Update_Req, Issuer Up-
date_Req; Device_SE_Sign Req) to said external entity; receiving (540) a response (Issuer_Update Resp; Device SE_Sign Resp,
Sec_Update_Resp) to said request including information which enables verification by the trusted application (TA) that a present ex-
ecution state within the trusted application (TA) is not older than a most recent execution state as recorded by the external entity;
and controlling (550) access to the protected asset (ta asset) depending on an outcome of the verification. The external entity signs
the response (Issuer Update Resp; Device_SE_Sign Resp, Sec_Update_Resp) with a private cryptographic key (issuer_priv_key; de-
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vice_se priv_key), and the trusted application (TA) verifies the signature.



