WO 03/ 073294 PCT/ US03/ 03797 METHOD AND APPARATUS FOR TRANSLAT

PHYSI CAL ADDRESSES I N A VI RTUAL MACHI NE ENVI RONMENT  FI ELD OF #HE FHEELTICN
Thi s i nvewDioon732¢4 at es generally to conputers, and nore ®cparsvs/erbarly to
conput er menory address translation. BACKGROUND A comnputer processor
accesses systemnenory to retrieve or store data within the system nenory.

Specifically, the processor LC d o] tn the
nmenory to so WRHERER 1 nﬁp%%‘giggtﬁgﬁtﬁfxﬁél %I@Q éﬁf 108 leﬁgzng addr ess
where data is sto ES 55% Tk RorytRY ?’mt I\@dgilﬁ\re\lss at ~ the processor
uses to index the data during internal manipul ations. Rather, the

processor assigns a virtual %&& i rocessed accordi
progriam15 i nstructions. Thuss ‘H%%S-It}& e eﬁ require the ‘ngte
translation of, virtual addre int [ d eas FRLSSOrs
use virtual otrrhﬂignﬂiﬁg-eﬁlgégg %%F?gsgﬁg%?ﬁ%é?e@gect {%%nrss'g/%%gn%xecuti on
sfn‘“ Lson”Bgtat‘:?.fcui‘arﬁgo%a@oﬂ%%t@p efhohgt @ dph¥gisC @l MR 35, needed.

i rtual mendry - schenes allow the use of physical nenory nuch smaller in
size than the virtual address space of the processor and also provide a
nmechani sm for menory protection s@AdKIROUND tipl e progranms sharing the same
physi cal nmenory do not adversely Tnterfere with each other. 25 In a

virtual menory schemert Reodessdal sane splysisyait ema e v
into bl ocks of coﬁf@i gl?oulgﬂo i fiayes iyt eTRdUIESY SiRacts i vi ded

or store data within the system memory. Specifically, the

processor uses the physical address of data in the memory to
10 identify and access the data. However, the physical address
where data is stored in the memory is not the address that
the processor uses to index the data during internal
manipulations. Rather, the processor assigns a virtual
address to data being processed according to program
15 instructions. Thus, memory accesses often require the

translation of virtual addresses into physical addresses.

Many processors use virtual or demand-paged memory
gchemes, wheré gections of an execution environment of a
program are mapped into physical memory as needed. Virtual
20 memory schemes allow the use of physical memory much gmaller
in size than the virtual address space of the processor and
also provide a mechanism for memory protection so that
multiple programs sharing the same physical memory do not

adversely interfere with each other.

25 In a virtual memory scheme, the virtual and physical
address spaces are divided into blocks of contiguous

addresses, so that virtual and physical addresses belong to
1



addresses, so that virtual and physical addresses belong to 1 WO 03/073294
PCT/ US03/ 03797 at nost one bl ock. The bl ocks can be of a constant size or
can have werisabi2es si zes as dictated by system and/ or programusexexyoti on
requirenments. These bl ocks are custonarily referred to as pages if 5 they
are of a constant or fixed size. If variable sized blocks are used, the

bl ocks are referred a .. TIh h i I :
i videq Pt BOgF B b ghent 7T SRgEe SR 7B S pagi ol e T e
appr oxi mat e 4 kil obytes. .10 DE |,PTI T |
enbodi mefits ﬁragei WF&%P%;teeﬁlgfsm&%Co%ﬁ%%grépﬁy Eﬁ not a!gll;(las/v\?a\%a/rﬂof i'm tation

in the figure .%B E_J% .acceopanying drawings in which |like references
i ndi cate  Sm ar él ?rlrlrslnts. rqgt ‘'shoul d be noted that references to 15 "an,"

"one," or "various" enbodinents in this disclosure are not necessarily to

the sanme enbodigent 112R% SUGh (RIRARNRGES y MRt aled eastanmgdd gufe 1 is a
fl ow chart show ng one nethod of translating a first address into a second

address ihed 22Q@ Wi tUdlonmchineremivannene. Filfureidsla diggdal di agram
that illustrates how the matching and combining functions of various
enbodi nem1$ckightzeacisddy ateomildcits \dud vafamedd e taarsdHeewrs - 2
Thus, the virtual address space may be divided into either
segments or pages. A typical page size may be approximately

4 kilobytes.

10 DESCRIPTION OF THE DRAWINGS

Various embodiments are illustrated by way of example
and not by way of limitation in the figures of the
accompanying drawings in which like references indicate
similar elements. It should be noted that references to

15 "an," "one," or “various” embodiments in this disclosure are
not necessarily to the same embodiment, and such references
mean at least one.

Figure 1 is a flow chart showing one method of
translating a first address into a second address in a

20 virtual machine environment.

Figure 2 is a logical diagram that illustrates how the

matching and combining functions of various embodiments

interact to accomplish virtual machine translation.



WO 03/073294 PCT/ US03/03797 Figure 3 is a diagramof a conmputer system
with a virtual machine translation ("VMIR"') unit disposed in the central
processi Myowniora2odi gure 4 is a logical diagramthat illusPCatuss3/mowthe 5
bitwi se matching function of an enbodi ment is acconplished wth a mask

val ue and a base value. Figure 5 is a logical diagramthat illustrates how
the conbining, function of an_enbodi pent i i d.wth_a msk val ue
and an offsetg%%Pﬁ%.glbsF?gaFggrﬁﬂ 8%3a6§oﬁPﬁg§?r§ E%?ﬁéwﬁggig requi red by
one enbodi ment to conduct virtual ghineﬂﬁranslatLon toobtain a

transl at edradat esachanaehsrystepachor VHER Y aHSiht 84°RRFFES™ SAF a fault
bit for the translation. Figure 7 is a logical diagramthat illustrates an
15 enbodiarntalhptoveskfingsuniist each bit matches and that the appropriate
menory type range register is active. DETAILED DESCRI PTI ON Vari ous

embodi ment s dirsgliesed her ei dogipkénmeibgaan 20asf fildiverr addd &% thensl ati on
schene that yields a translated address, a nenory type for the translated

addr ess, papg; gef aULERBLE fFahckhent banshakiwodienthes faldowlighed
description, for the purposes of explanation, nunerous specific details

are set forth_i der RLeviLde 28 &ath@r.ough understanding of the
vari ous gﬁ%%d?n@ﬁ %.%F%EEMAP] gé gpparght, however, to one skilled in the

art that 3 Figure 5 is a logical diagram that illustrates how the
combining function of an embodiment is accomplished with a

mask value and an offset value.

10 Figures 6A and 6B illustrate the logic required by one
embodiment to conduct virtual machine translation to obtain
a translated address, a memory type for the translated
address, and a fault bit for the translation.
Figure 7 is a logical diagram that illustrates an
15  embodiment that verifies that each bit matches and that the

appropriate memory type range register ig active.

DETAILED DESCRIPTION

Various embodiments disclosed herein implement an
20 efficient address translation scheme that yields a
translated address, a memory type for the translated
addresg, and a fault bit for the translation. 1In the
following description, for the purposes of explanation,
numerous specific details are set forth in order to provide
25 a thorough understanding of the various embodiments. It

will be apparent, however, to one skilled in the art that
3
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thege examples should not be construed in a limiting sense

as they are not intended to provide an exhaustive list of
all possible implementations. In other instances, well-
known structures and devices are omitted or simplified in
order to avoid obscuring the details of the various

embodiments.

Referring now to Figure 1, a flow chart is shown that
illustrates a method of translating a first address into a
second address in a virtual machine environment. 1In a
virtual machine environment, the physical addresses produced
under the control of the operating system (referred to
herein as the guest operating system) are referred to as
guest physical addresses (e.g., first address in Figure 1).
These guest physical addresses are translated into host
physical addresses (e.g., second address in Figure 1) by a
virtual machine monitor depending on the content of a memory
type assigned to the memory range associated with the

physical address.



The nenory type can be stored in nultiple data structures and accessed as
necessary. Anong ot her data, the nenory type indicates whether any

transl atiwo oglozazbd occur for physical addresses from a giPearusasiol7ess range
and s whether accesses to a given address range should cause a fault. In
various enbodi ments, an offset bit in the nenory type indicates whether

translation should occur. If no translation should c then the
transl at ed adﬁ?%s@em%thEngaﬁ%naEetﬁ%°5ﬁ§sf%a?ug%an§sggFP translation is

permtted to to occur, the matching and conbinin% functions .d scr'ged

bel ow ar et pectoreedandt apresrRed026f NEFEEFRTY; afPREePFACEi FEEadiFSss i s
conputed froma first address. The first address is associated with one of
a pl uralméyonf sggeenhdioftasphietbar asyabdpBesiatpaiestelgd, ORENDry) .
Preferably, these segnents are disjoint, neaning that the segnents do not
0Ver|ap-foEj@h?éﬂ&a§egaaﬂé§saéefde&iaa@ﬁeeheaddsesea@hna@dﬁ@§s only bel ongs
to one segnent. This elimnates the need for conflict resolution, which is

nece§§ar%h$@ﬁgrtg@cgggggrgeta 39vERpREAgS sar eapyedened1dy cansaddr ess t hat
bel ongs to two overl appi ng segnents. Assunming the nenory type for the

Vel e | 5 EORput el T Forr s Bach Ve L8 GS0er Attt b tha 25 Ti 1ot addr es at
block 12, The,interimfigst addtess and; i YAA3L0Z34 PCTAUSR3/ 03797
translation should occur, then the translated address is the
same as the physical address. If translation is permitted
10 to occur, the matching and combining functions described
below are performed.

At block 10 of Figure 1, an interim first address is
computed from a first address. The first address is
associated with one of a plurality of segments of a physical

15 address space (e.g., memory). Preferably, these segments
are disjoint, meaning that the segments do not overlap.

Disjoint segments are desirable because each address
only belongs to one segment. This eliminates the need for
conflict resolution, which is necessary when two different

20 mappings are produced by an address that belongs to two
overlapping segments.

Assuming the memory type for the first address
indicates that translation should occur, an interim base
value is computed from a base value associated with the

25  first address at block 12. The interim first address and

5



the interimbase value are conpared at bl ock 14. At decision block 16, it
is determ ned whether the first address should be transl ated. The deci sion
at bl ock we mm»7asked on whether the 5 interimfirst addre®sTASA3/603187 i nteri m
base value "match," as shown by the conparison carried out at block 14. If
the interimfirst address and the interimbase value match, the first

addr ess ¢an e Lranshated. e TR UG Pl 188K oI MGyt 0 verify that

avalid t n exi'sts tor st address. In various

enbodi nents, the fallQwi ng equation s used, t,o determ ne-whet her the
interiWVQQQﬁS%%m#§§§S%ﬁHgtdi %%nééﬁ?ﬁ%ﬁﬁ§9\ﬂﬂ%% Tt Th e YPEL

(Addr ess&MVask) =( Base&Vask) Equation 1 15 The |left side of the equation

r epr esentsiduesy mhauld fhe dtrangihiedd: and the right side of the equation
represents the interimbase value. Specifically, a Mask val ue associ at ed
with the firstThddiesssion separladt ylapht ikas¢d. o, vhgEher 2821 ogi cal AND
function) to both the first address and the base value. Every bit position
speci §i ed e Mas ke i Sstr edd@dinets faoid dosphriesom Fase exahpe el mefcihe Misk
value is 11110000, then the four nost significant bits of the first

address 25,48 Gy e dohiFRdn redrane esse anceb1bek Mgk i 5fappki ed) 6 WO

03/ 073294 PCT/ US03/ 03797
interim first address and the interim base value match, the
first address can be translated. The match function is
performed to verify that a valid translation exists for the
10 first address.

In varioug embodiments, the following equation is used
to determine whether the interim first address and the
interim base value match:

(Address&Mask) = (Base&Mask) Equation 1
15
The left side of the equation represents the interim first
address, and the right side of the equation represents the
interim base value. Specifically, a Mask value associated
with the first address is separately applied (e.g., with a
20 logical AND function) to both the first address and the base
value.

Every bit position specified by Mask is retained for
comparison. For example, if the Mask value is 11110000,
then the four most significant bits of the first address

25 (e.g., the interim first address once the Mask is applied)

6



woul d be retained for conparison with the interimbase value (e.g., the
four nost significant bits of the base value). If the val ues on each side
of the equwetmBom2a4 e equivalent, then the interimfirst addramss3/eard’the
interim s base value match. If not, there is not a valid translation for
the first address. It is worth noting that other matching nmechani sns can

be used. For _exanple, a rapge check can be.use 0. ! ra
first adefiess %%nr%Ea%ﬁ?@dggrt?3%8?5%%8? ngéeg%%dﬁgggkgﬁnkﬁgeﬁgggﬁgng
nmechani smused, if there is a match and the negng t%%e ind'cases t hat an
of fset shouid: BeeapprredostnaieniEfcantrBs5Si gt %ﬁb 88" VWi th’an of fset
value to obtain a second address (e.g., translated addresi) at bl ock 20.

|f there is ndfnahehyaiuegubn apeht sigei e§uklci STHATBPICRTES. The
respective actions taken at block 20 and block 18 will be discussed in
turn. |feguiehtnoccuhen the cobbirninngitehceidmest bhdckheo 1ntrTafe

enbodi nent is a bitwise |logical operation simlar to the matching equation

(e.g., Egyatienild dgsenibedrabeve. tRBrSpeei hbtakl yaltike tirelnisdwitignequat i on
is used to translate the first address, Address,, to obtain the second

addr ess, d SS( ) - ss(err)=(Address, & Mask) (O fset &vask)
Equationfaé gﬁglﬁég%87§%§%g%%T/USO3/03797 The "&" represents the | ogical

AND functi on, ;and the . tepresent §phe kogicak - ORibUNGlRRni The Lkl
represents t hé
be used. For example, a range check can be used to
determine whether a first address can be validly translated.
10 Regardless of the matching mechanism used, if there is
a match and the memory type indicates that an offset should
be applied, the first address is vcombined” with an offset
value to obtain a second address (e.g., translated address)
at block 20. 1If there is no match, a fault alert is issued
15 at block 18. The respective actions taken at block 20 and
block 18 will be discussed in turn.

If a match occursg, the combining function of block 20
in one embodiment is a bitwise logical operation similar to
the matching equation (e.g., Equation 1) described above.

20 Specifically, the following equation is used to translate
the first address, Address,;, to obtain the second address,
Addresss:

Address,= (Address;&~Mask) | (Offset&Mask) Equation 2



inverse of the value immediately follow ng. Thus, the O fset bits specified
by Mask will replace 5 the Address, bits specified to be replaced by
-Mask. Fowooamzarpl e, if Address, is AAAAAAAA, O fset is TPCTURIF9379nd Mask
is 11110000, then Address(err) will be TTTTAAAA. This result is due to the
fact that. Mask specified that the four nost significant bits of Ofset

shoul d repl ace the four st, 10,signifi t =hi ; Addpe , wand - Mask
specifieﬁg?ha " thePT BT Feé% %?a%?%icéﬁ E?b%ééggAdgggsgﬁesh ul d be
retained. 1In other enbodinenis t%e conbininghfuqcpion ofsgkggktﬁ% IS
acconpl | 5ARECBYNRAIFRG LASIEREsBR TURGEIPB -t h&TFirst TSH4FESS Fo obtain the
second address. 15 Various enbodi nents_further include determ nation of

the menoiyveype of the verinsl amegdadieé¥sfoFAPYinget ermi nati on process is
conducted either concurrently with translation or after the translation is
conpl ete. | n Dhes, enhedoféret bhesnepecyfipgebioMaskevitanderié§address is
20 associated with the base value that matched the physical address.

Focusi ngr ReWA@ArbEeckn s spdait tedl €s thé sréshaeddtioy iMaskat eFohat no
mappi ng exi sts for the physical address. Typically, no mapping wll exist

for a ph&%ﬁﬁﬁhe?d%%adkés% {henguesinopesatiag SySUEITAITENPASIt0 access
a region o 8 WO 03/073294 PCT/ US03/ 03797 nenory that does not have a
devi ce O&aggdggsilagebOﬁhOEhgn hﬁﬁgggggt&ifycbea@T@@ﬁﬁﬁﬁ.atTﬁﬂEt-
regsult is due to the fact that Mask specified that the four
most significant bits of Offset should replace the four most
10 significant bits of Addressi, and ~Mask specified that the
four least significant bits of Address; should be retained.
Tn other embodiments, the combining function of block
20 is accomplished by adding the offset value to the first
address to obtain the second address.
15 Various embodiments further include determination of
the memory type of the translated address. This
determination process is conducted either concurrently with
translation or after the translation is complete. In one
embodiment, the memory type for the translated address is
50 associated with the base value that matched the physical
address.
Focusing now on block 18, a fault alert is issued to
indicate that no mapping exists for the physical address.
Typically, no mapping will exist for a physical address if

25 the guest operating system attempts to access a region of

8
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ed. Flgure 2 is a logical dla ramthat shows one enbodi nent

reRPBEPWERN SHRE ﬁﬁtéﬁ?ﬁ&saﬁﬁ B%bini ng 15 functions descri bed

above. Although a 32-bit address is shown, _the various enbodi nents
descri bed her &he éaﬁlbealéééppé@-ﬁéﬁowﬁpéaﬂﬁaﬁ otiddeatial 3345 %' Each
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addr ess,
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he 32 bit physical address, PA, is analyzed to determ ne whether
2@ tembthhahs beeng raslealto ecdstss i Nt G egnerinsisted
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SWah%l%hes%Qﬁr QPHALE Rl (IOl e %%sQfé@Qi otaldles as previously

combi ned
descri be
transl at
transl at

10

15

20

25

obtain a 9 WO 03/ 073294 PCT/ US03/ 03797 translated bit.
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particular segment. Depending on the embodiment, the fault
bit can be get in one or more values. Iﬁ one embodiment,
the fault bit is set in the memory type associated with the
base value that matched the physical address to be
translated.

Figure 2 is a logical diagram that shows one-embodiment
of the interaction between the matching and combining
functions described above. Although a 32-bit address is
shown, the various embodiments described herein can be
adapted for more than or less than 32 bits. Each bit of the
32 bit physical address, PA, is analyzed to determine
whether there is a match. As long as all of the bits match,
a translated address, TA, will be produced. However, if
there is not a complete match, a fault notification may be
issued depending on the system configuration.

For example, when a physical address bit matches, the
matched bit is combined with the appropriate bit from thg

offset value, as previously described, to obtain a

9



transl ated address. Figure 3 shows an exanple of conmputer system22 wth 5
virtual machine translation ("VMIR') unit 48 to perform address

transl at iwo odesxed bed above. Specifically, conputer syst@cra®os/esbudes
central processing unit ("CPU') 40, nenory 42 coupled to central
processing unit 40, virtual nmachine translation unit 48 di sposed within

central 10 processi unit 40, and.chi t..44. Ei. S
virtual m&eRERELE apfgltat i gr}ileuﬁirfanfé’a&ieé%%slé:d Wi téjﬁ%%%;}%% era]]Q;lH Sarlgi(:?;f;i ng
unit 40, it is contenplated to have virtual chjne translation.unit 48
| ocat ed &hsewhbes WrEREF LYc8iRyehec Syt érﬁa?flgr%eg/é”ﬂrtlseﬁﬁ 9%%“

yet
coupled to, 15 conputer system 22. Conputer system 22 conmunicates with
ext er nal tdewiséesefeagdreleeyboard, nouse, nonitor, etc.) via input/output
bus 46. In an enbodi nent, conputer system 22 includes nenory 42, at |east
a portion of whigtltel S dihvindecn rixamplE wialdanputzy ofy eyt svitdbnpari son
logic circuitry coupled to the nenory, and conbination logic circuitry

coupl ed t9.4he1 GRFEPAMHES ¥-arRdisk iGd CUTVMTR “andurtia tdee wrermpeyfo t hough not
shown in Figure 3, the conparison logic circuitry and the conbination

l ogic circuitr r i i1y rddle 25 drchi mie-draps| @drigicami t 48.
10 WO 03/%‘%?5% %ﬁf’%&%@%ﬁgggé&%%ﬁ es 4 aend 7 show a Iolgiﬂcal i

o e asyeth % ti?l%1%%@sarée%°e}§{1°%§o&égs%{g} "hiSPEGHEoRy, the
memory 42 coupled to central processing unit 40, virtual
machine translation unit 48 disposed within central

10 processing unit 40, and chipset 44. Although Figure 3 shows
virtual machine translation unit 48 disposed within central
processing unit 40, it is contemplated to have virtual
machine translation unit 48 located elsewhere within
computer system 22 or even remote from, yet coupled ﬁo,

15 computer system 22. Computer system 22 communicates with
external devices (e.g., keyboard, mouse, monitor, etc.) via
input/output bus 46.

In an embodiment, computer system 22 includes memory
42, at least a portion of which is divided into a plurality

20 of segments, comparison logic circuitry coupled to the
memory, and combination logic circuitry coupled to the
comparison logic circuitry and to the memory. Although not
shown in Figure 3, the comparison logic circuitry and the

combination logic circuitry are disposed within virtual

25 machine translation unit 48.

10



logic circuitry is designed to conduct the matching operation set forth in
Equation 1 above. As shown in Figure 5 4, the interimfirst address is
conput ed wotob/oZA3Dx gate 24, and the interimbase val ue i sPcongsas/exiom t h AND
gate 26. Gate 28 is an inverted exclusive OR gate, which neans that gate
28 determ nes whether the output fromgate 24 and the output fromgate 26

are equal . Ifaqsilo%u];tehsgrf d55 8 B h.alfo%:?%:g%%?%é'@éﬁtééi@ﬁ dBtehe This

mat chi ng oper n1s carried out on a basi s and may be carried

out in parallel, Once the matchjn operation is caryrjed very bit
(e.g., BIANERITHTID HRIET nfhed 1 orY al |§%‘Fh€’scaofl¥),t%% %@%ﬁ%{‘?éﬁgtch,

Mat chN, 15 is determ ned, as_shown in Figure 7. ecifically, AND gate 64
verifies tdmitc evierguibity of s tfrs HIRT ceP FoRresl Wt CRRECRITE every bit

mat ches and the appropriate nmenory type range register, discussed in
detai | bedmeratsormciévefgetly. ini Bawrtiordl byoRee i vele sFAYUR) 1R AKEFY4Ee 66
generates output 20 MatchN to indicate that translation can occur.

Al t er nat i ¥l yhe MatichiNimani tadi safeetdat s ncompansflavioh ANRoghEeodéur such
that the final physical address is the sane as the input physical address.

This can happen as)@eri@SHhicOfathe physbephteéddness AND gateh2ag or the
menory 25 type range register being inactive. 11 WO 03/073294

FCT{USOSQQ%55128F' ure §n§$?¥@daﬁkgg&%gber@@rgéggga%hgehoﬁeghg epgbi nati on
ogic circuitry. SpecificalTy, the conbination
gate 28 determines whether the output from gate 24 and the
output from gate 26 are equal. If so, there is a match. It
10 not, there is no match.

This matching operation is carried out on a bit-by-bit
basis and may be carried out in parallel. Once the matching
operation is carried out for every bit (e.g., BitMatchl(i]
determined for all values of i), an overall match, Matchy,

15 is determined, as shown in Figure 7. Specifically, AND gate
64 verifies that every bit of the physical address matches.
If every bit matches and the appropriate memory type range
register, discussed in detail below, is active (e.g.,
identified by Activey signal), AND gate 66 generates output

20 Matchy to indicate that translation can occur.
Alternatively, Matchy can indicate that no translation
should occur such that the final physical address is the
same as the input physical address. This can happen as a

result of the physical address not matching or the memory

25 type range register being inactive.

11



logic circuitry is designed to conduct the conbining operation set forth
in Equation 2 above. AND gate 30 is 5 used to determ ne which bits of the
physi cal wWOdBesR94 PA, are to be retained in the transl at edTadds/exs7 TA.

AND gate 32 is used to determine which bits of the Ofset value are to

repl ace the physical address bits that are not to be retained in the

transl ated address. 10 The trans| ated addr I ; Yatgd by OR gate 34.
Pass gate 36 \ﬂllglur(?nljsys 9"Giv & @%ﬁcﬁﬁalr%%rr%%%dg%g%%ép34 to pass as the

transl ated address if Match(err) (fromFigure 7 i ndi.cat es .that. t

physi cal cagiriesd ishodiaPise Tirksisitaved. Spﬁg%fﬁdi%a%ye’dqikhe HYWE " he nmat ch
function (Figures 4 and 15 7) and the conbining functiaon (Figure 5) are
conduct ed conica cibicuibysibidts shestigriad Mi@@%&&i%ﬁﬂ@lrﬁr&gjres 6A and 6B
show a | ogi cal diagramof an enbodinment for Intel 32-bit architecture

pr ocessolspdru it lseta famtts|iat eyeddires aitbvrrenorANR vt g "MM3s ar e
derived from 20 the input physical address. Specifically, translation unit

50 i ngl udgsd ) @12 1081 dd %@ drange: SRADIohd yatey s angl addgiss erBA( " MIRRS" ) |

In the enbodi nent shown, these fixed range MIRRs provide nmenory types for

addresses | ¢ g, 1 18 VBEN 1ZETO- AN Anes regabyde, Thvevern ghis fixed
range 25 ¢an vary. re, zero to one negabyte is chosen because, 12 WO

03/ 073294 PCT/ US03/ 03797 . hi st.of i " se
hi ghl y f%%gh%ﬁ{%%‘é q:o gete:!”rrsllr%lv&?iéﬁ/ pidl Sof ange Of £ JBEOLY1 hasabeen

to replace the physical address bits that are not to be
retained in the translated address.

10 The translated address is calculated by OR gate 34.
Pass gate 36 will only allow the signal from OR gate 34 to
pass as the translated address if Matchy (from Figure 7)
indicates that the physical address should be translated.

As indicated in Figure 2, the match function (Figures 4 and

15 7) and the combining function (Figure 5) are conducted on a
bit-by-bit basis in various embodiments.

Figures 6A and 6B show a logical diagram of an
embodiment for Intel 32-bit architecture processors in which
a translated address and memory type (“MT”) are derived from

20 the input physical address. Specifically, translation unit
50 includes table 52 of fixed-range memory type range
registers (“MTRRs”). 1In the embodiment shown, these fixed
range MTRRs provide memory types for addresses in the range
between zero and one megabyte. However, this fixed range

25 can vary. Here, zero to one megabyte is chosen because,

12



Translation unit 50 also includes table 54 of variable range MIRRs. The
vari abl e range MIRRs define the nenory 5 type for a nunber of variable size
ranges. Twoomsarges are defined by a base val ue and a nmaskCraiSo#037#ach
range is also associated with a valid bit, a nmenory type (which can
include a fault bit and an offset bit, the offset bit to indicate whether

or not to transl ate) d an of f set T are used, as
descri be%%&f&catléydeft ot fean%e%%\ﬁé#bgr}{ Elgansslqg@?e:ﬂﬂ' rst address and, if
necessary, to translate the first address. Fault detection logic 56
repr esent@a%lﬁfit%t ection circuitry coupled to conmparison logic circuitry
(the logical 15 representation of which is shown in Fi urgs 4 ang 7).
Faul t det ect i Siramgiat B8 iwnidorfi gires ¥ HedettCalte i 38 uet 5@ t*P5Fert s
based on user preferences. As described above, the fault alerts can be

i ssued i frangyaTaRRy. exXitst svaridflarrange SRRS sdefmbies t Bhaceelsry

particul ar segnent. 20 MIRRdef Type regi ster 58 controls the operation of
transkat iigpdinidr 5). mbpest fé€aldyi adliRetei dypengeyi st Bre 58angas ancenabl e
field ("E") that controls whether the MIRRs, both fixed and variable, are

active. T%ﬁ%ﬂé@%%@%@sé i®ddie (aidE"d sMRRROeE TypRatROrshge 58 control s
e fiIxed

whet her t 5 range registers are enabl ed. Thus, when the enable

08 SR SR R 0 s, it v

an occur. are inactive,” the nenory type
ﬁ?&&&ﬁ’a fault bit and an offset bit, the offset bit to

speci fi edi
indicate whether or not to translate), and an offset value.

10 These values are used, as described above, to determine
whether to translate a first address and, if necessary, to
translate the first address.

Fault detection logic 56 represents fault detection
circuitry coupled to comparison logic circuitry (the logical

15 representation of which is shown in Figures 4 and 7). Fault
detection logic 56 is configured to detect and issue fault
alerts based on user preferences. As described above, the
fault alerts can be issued if no mapping exists or if an
attempt is made to access a particular segment.

20 MTRRdefType register 58 controls the operation of
translation unit 50. Specifically, MTRRdefType register 58
has an enable field (“E”) that controls whether the MTRRs,
both.fixed and variable, are active. The fixed enable field

(“FE”) of MTRRdefType register 58 controls whether the fixed

25 range registers are enabled. Thus, when the enable field

13



Type field from MIRRdef Type register 58 is used. Thus, translation unit 50
takes an I nput Physical s Address (e.g., first address) and translates the
address, wbDodnexessary, and outputs the Final Physical Adecedasosesrgr,
second address), the nenory type for the Final Physical Address, and a
Fault Bit. Multiplexer 60 outputs a nenory type fromeither table 52 of

fixed range, M t.abl e_54 i an Car o] def Type
regi ster .lc{%?%i%?%&e?é%zﬁ%%%%u%géa%ggggéésg§%§g£§§%ﬁﬂmﬁ%?th@gﬁg yP

offset bit_is set. If the offset bit_jndicates that no_ _translati shoul d
occur, thef FitRaIMErRESi 25F HORTres%e wi F1EpBSToheE é%ﬁ% SEthglFﬁpé% gﬁ?sica
Address. If the offset bit 15 indicates that the addresa shoul d be

t r ansl| at blyPe helelqd afspat WERBEYF E¥Be obtdl AEETf POM PaBFE®54 of vari abl e
range MIRRs (e.g., via matching and conbi ning descri bed above) w |l be
the Final PhysTlas, Addamessationiygnip be balerseBodnPHAt PEBYEACRhough

numer ous 20 characteristics and advantages of various enbodi nents have
been set A&dtdsin(&bhe. f of tget ngddesss) pthdntrangdbhes whehaddetas| si6f
structure and function, this disclosure is illustrative only. Changes may

be made ip.detaily, sspeshgphysmahéersnal shybetuleaandessndgesent of
parts, 25 without departing fromthe scope of the various enbodi nents 14

VO 03/ 073§§§05ﬁé&’§9§é9?79€hfglﬁ%ﬁé%e%ﬁg byt PRcDFOAd1 gBRGEALMRANI Ng Of

the terns 0 e appended c
Address, and a Fault Bit. Multiplexer 60 outputs a memory

type from either table 52 of fixed range MTRRs, table 54 of
10 variable range MTRRs, or from MTRRdefType register 58.
Multiplexer 62 outputs an address based on whether the
offset bit is set. If the offset bit indicates that no
translation should occur, the Final Physical Address will be
the same as the Input Physical Address. If the offset bit
15 indicates that the address should be translated, the
translated address obtained from table 54 of variable range
MTRRs (e.g., via matching and combining described above)

will be the Final Physical Address.

It is to be understood that even though numerous
20 characteristics and advantages of various embodiments have
been set forth in the foregoing description, together with
details of structure and function, this disclosure is
illustrative only. Changes may be made in detail,
especially matters of structure and management of parts,

25  without departing from the scope of the various embodiments

14



15 WO 03/073294 PCT/ US03/03797 CLAIMS W claim 1. A nethod conprising: s
dividing a physical address space into a plurality of segnents; conputing
an i nt eriwofosns29address from a physical address from t hecphyses/exab7 addr ess
space; computing an interimbase value froma base value 10 associ ated
wi th the physical address; corrpari ng the int eri mfirst address and the

interim base val ue deter et her SIC an- be
validly t%%r%f%’f%?f?%%bt%?% ?E?* r%efréﬁre# 59 Cz):md |‘$ ‘t?%gm%h?l;l cal

addr ess G be vaI téﬁgslated 15 conblnlng t he physical address with
an of fset® I%RP%Q) BiXi WS he transl ated address. 2. The method of O ai m

1, further conprising: determ ning a nenory type of the translated
address. 3. The nethod of Claim2, wherein determ ning 20 conpri ses:
reading the nmenory type fromthe base val ue associated w th the physical
address. 4. The nmethod of Claim1l, wherein conputing the interimfirst
address conprises: 25 determ ning which bits of the physical address should
be retained in the interimfirst address for conparison with

15



the interimbase value, and wherein conputing the interimbase val ue
conprises: determ ning which bits of a base value should be 30 retained in
t he i nt erwmoBazeoval ue for conmparison with the interimfiPCTtUSasioi7ess. 16
WO 03/ 073294 PCT/ US03/03797 5. The nethod of Caim4, wherein determning
which bits of the physical address and which bits of the base wvalue should

be retained for conparison conprises; | ying a mask val ue to each of the
physi cal address 5 and the base valug$52§§ mask val ue associated with the
physi cal address. ga.The met hod of Claim1, wherein conmbining conprises:

|

determ ni ng Whi1eh°pits’ of the physi cal address should 10 be retained in

the translated address; and substituting bits fromthe offset value for
bits of the physical address which are not to be retained in the
transl at ed addr ess.n TmeThed nevhodiefngt ai m 6, wherein deternining which 15

bits conprises: applying a mask val to the physical addr .1h Kk
val ue fassoci at @4V %%9t%ep%ﬁ§é?%%la%%ﬁ?%%ssp%ge¥ﬁ8tﬂe?h8 uggiEF§i§$g?s

further c ising: issuing a fault alert. 20 9. The nmethod of Claim8
wherein i%%%%%%tgﬂe faul t ’

computing an interim first address from a physical
address from the physical address space;
computing an interim base value from a base value
10 associated with the physical address;
comparing the interim first address and the interim
base value to determine whether the physical address can be
validly translated to obtain a translated address; and
if the physical address can be validly translated,
15 combining the physical address with an offset value to

obtain the translated address.

2. The method of Claim 1, further comprising:

determining a memory type of the translated address.

3. The method of Claim 2, wherein determining
20 comprises:
reading the memory type from the base value associated

with the physical address.

4. The method of Claim 1, wherein computing the
interim first address comprises:

25 determining which bits of the physical address should
be retained in the interim first address for comparison with
the interim base value,

and wherein computing the interim base value comprises:
determining which bits of a base value should be

30 retained in the interim base value for comparison with the
interim first address.

16



al ert conprises: issuing a notice that no mapping exists for the physical
address. 10. The nethod of Claim@8, wherein issuing the fault 25 alert
conpri seswoios®ui2zeg a notice that an attenpt has been nadePCo/USaye¥3ts a
particul ar segnent. 11. The nethod of C aim 10, wherein issuing the notice
conprises: 17 WD 03/073294 PCT/ US03/ 03797 detecting whether a fault bit
has been set for the particular segnent. 12. The nmethod of Caiml,

phere n 11 the. Physh il nefRG6CSP GRNRI, PO NELL ALY aLEBRR AL EE. WhiEn

transl ated add?ess as the p ySI ca ress n appar at us

conpri si ngitf SENBHY PaysNgad Addsésadgnesshspaceitsvodedhenbasa plurality
of segnents; conparison logic circuitry coupled to the nenmory to 10 create
an |nterrﬁ¢¥¢¢s$h%ﬁh?é§§ Febhinedi For %ﬁ@P%EéS??oﬁ?mBﬁéSSF the plurality of

segments, 10 cisate. an Liferimbase cualyen 880cho gAURAEE)! BagkBLerim

first address interi mbase value to determ ne whether the first
address dediotigs basa sehnent thhanaskhnvbbugahsdbyiaradsivatbdthe is obtain a

second address; and_ conbi i i i i i
S stca dgrggépatlon logic circuitry coupled to the conparison

6. The method of Claim 1, wherein combining
comprises:
determining which bits of the physical address should
10 be retained in the translated address; and
substituting bits from the offset value for bits of the
physical address which are not to be retained in the

translated address.

7. The method of Claim 6, wherein determining which
15 bits comprises:
applying a mask value to the physical address, the mask

value associated with the physical address.

8. The method of Claim 1, further comprising:

issuing a fault alert.

20 9. The method of Claim 8, wherein issuing the fault
alert comprises: :
issuing a notice that no mapping exists for the

physical address.

10. The method of Claim 8, wherein issuing the fault
25 alert comprises:
issuing a notice that an attempt has been made to

access a particular segment.

11. The method of Claim 10, wherein issuing the notice

comprises:

17



logic circuitry and to the nenory, the conbination logic circuitry to
conbine the first address with an offset value to obtain the second

addr ess iwotohe7espari son logic 20 circuitry indicates thaCTUse3/bi7est
address can be validly translated. 14. The apparatus of Caim 13, wherein
the conparison logic circuitry conprises: masking circuitry to apply a

mask value to the first 25 dress_to faiLn e.Lnter] Lrs ddress and
to apply the E?CE%F%e%?% eBa%ef%%}ggb % %%?a?%g%héggh%g%i%ygase val ue,
the_nask ﬁg&@@b@§§@cg@@ﬂgnM@th the first address. 15. The apparatus of
Claim 13, wherein the conmbination logic circuitry conprises: 18 WO

03/ 073294 PCT/ US03/ 03797 maski ng circuitr%gt a nash value to the

l
first address }9- defTe?nARNGAI R Bl #iMot  t eg?? Flﬁdﬁpgsg {Rotfd be

retained écﬁl%wgs Sggﬂﬂgt aggr%ﬁd@gdt]?gﬁgigwai OPLEi EelhbXtEa SHBstiskUL €
bits fromthe 5 offset value for bits of the first address which are not to

be retsai nedl tlnethemsegsnthadgngsscaleaddnesapparatus of Caim 13, further
conprising: fault detection circuitry coupled to the conparison |ogic
circuitry, the fauli_detection_circui 0 detect and 10 issue fault
alerts. 17. A %éSte%?c%%B?FggﬁazCO§56;%¥% sor;

a memory having a first address space divided into a

plurality of segments;
comparison logic circuitry coupled to the memory to
10 create an interim first address from a first address from
one of the plurality of segments, to create an interim base
value, and to compare the interim first address and the
interim base value to determine whether the first address
belongs to a segment that can be validly translated to
15 obtain a second address; and
combination logic circuitry coupled to the comparison
logic circuitry and to the memory, the combination logic
circuitry to combine the first address with an offset wvalue
to obtain the second address if the comparison logic
20 circuitry indicates that the first address can be validly

translated.

14. The apparatus of Claim 13, wherein the comparison
logic circuitry comprises:
masking circuitry to apply a mask value to the first
25 address to obtain the interim first address and to apply the
mask value to a base value to obtain the interim base value,

the mask value agsociated with the first address.

15. The apparatus of Claim 13, wherein the combination

logic circuitry comprises:
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menory coupled to the processor, the nenory having a first address space
divided into a plurality of segnents; 15 conparison logic circuitry

coupl ed twotoh®7aresrory to create an interimfirst address PComsas/bizest
address from one of the plurality of segnents, to create an interimbase
value, and to conpare the interimfirst address and the interim base value

to determ ne whether the first addre 0.b e nt . t can be
validly t r ans| ¥ 1D Cjozf)(f%%ﬁr%a%%c%é%lgd%rrgés%?g\a?l%%g%gtn%i %g?i %ﬁEFggi c
Circuitryaddtpded-¢ cdéhertonpanhsen blogi of cihieufirytaaddtesshehoeidry, the
conmbination logic circuitry to conbine the first address with an of fset

val ue 25 53 %ﬁ%%@h@s%%nﬂe%ﬂ%ﬁe%gdms% h_ea%@)rrpari son logic circuitry
| ndi cates thatg{he fissiofddIEssi AP b6 Yabbtlyurransbatedn ifie The system

of Claim1l7, wherern t he conparison logic circuitry conprises: 30 masking
ci r cuist r yof feapprylae nfsk batweof othdeffrsstadddesesshiohoprai ROENECI nterim
first address and t(g a pIM t he 1(2 03/ 073294 PCT/ US03/ 03797 mask val ue
to a basePYafTE2toEObt A NT hESFRALRr 1T HE28 val ue, the mask val ue
associated with the first address. 19. The systemof Caim 17, wherein the
conbi nati on |9pgic thé CabpaYaEQBPHES€sai® DRskfngthéercubmpyitdngpply a nmask
value to the first address to determ ne which bits of the first address
shoul d fault detection circuiltry coupled to the comparison

logic circuitry, the fault detection circuitry to detect and

10 issue fault alerts.

17. A system comprising:
a processor;
memory coupled to the processor, the memory having a
first address space divided into a plurality of segments;
15 comparison logic circuitry coupled to the memory to
create an interim first address from a first address from
one of the plurality of segments, to create an interim base
value, and to compare the interim first address and the
interim base value to determine whether the first address
20 belongs to a segment that can be validly translated to
obtain a second address; and
combination logic circuitry coupled to the comparison
logic circuitry and to the memory, the combination logic
circuitry to combine the first address with an offset value
25 to obtain the second address if the comparison logic
circuitry indicates that the first address can be validly

translated.

18. The system of Claim 17, wherein the comparison
logic circuitry comprises:
30 masking circuitry to apply a mask value to the first

address to obtain the interim first address and to apply the
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be retained in the second address; and substitution circuitry to substitute
bits fromthe offset value for bits of the first address which are not to
10 be retwDrmam®7izd t he second address. 20. The system of Clrairmsa¥937burt her
conprising: fault detection circuitry coupled to the conparison |ogic
circuitry, the fault detection circuitry to detect and issue fault alerts.

20 mask value to a base value to obtain the interim base value,

the mask value associated with the first address.

19. The system of Claim 17, wherein the combination
logic circuitry comprises:

5 masking circuitry to apply a mask value to the first
address to determine which bits of the first address should
be retained in the second address; and

substitution circuitry to substitute bits from the
offset value for bits of the first address which are not to

10 be retained in the second address.

20. The system of Claim 17, further comprising:
fault detection circuitry coupled to the comparison
logic circuitry, the fault detection circuitry to detect and

issue fault alerts.
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